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Abstract: WebAssembly (WASM) has emerged as a novel standard aimed at enhancing the perfor-
mance of web applications, developed to complement traditional JavaScript. By offering a platform-
independent binary code format, WASM facilitates rapid and efficient execution within web browsers.
This attribute is particularly advantageous for tasks demanding significant computational power.
However, in resource-constrained environments such as embedded systems, the processing speed
and memory requirements of WASM become prominent drawbacks. To address these challenges, this
paper introduces the design and implementation of a hardware accelerator specifically for WASM.
The proposed WASM accelerator achieves up to a 142-fold increase in computation speed for the
selected algorithms compared to embedded systems. This advancement significantly enhances the
execution efficiency and real-time processing capabilities of WASM in embedded systems. The
paper analyzes the fundamentals of WebAssembly and provides a comprehensive description of the
architecture of the accelerator designed to optimize WASM execution. Also, this paper includes the
implementation details and the evaluation process, validating the utility and effectiveness of this
methodology. This research makes a critical contribution to extending the applicability of WASM in
embedded systems, offering a strategic direction for future technological advancements that ensure
efficient execution of WASM in resource-limited environments.

Keywords: WebAssembly (WASM); JavaScript; embedded system; accelerator

1. Introduction

In contemporary society, the internet has become indispensable, enabling functions
from simple document transmission to large-scale data transfer, real-time communica-
tion, remote education, cloud computing, and the Internet of Things (IoT). It also powers
advancements in autonomous vehicles, smart home systems, and telemedicine. The signifi-
cance of the internet will continue to grow.

JavaScript dominates client-side code execution in the web ecosystem. Since its cre-
ation in 1995, JavaScript has been integral to web browsers, allowing for dynamic web
pages. It excels in event handling, document object model (DOM) manipulation, and
asynchronous JavaScript and XML (AJAX) [1]. Despite its versatility, JavaScript was ini-
tially designed for lightweight tasks. Today’s internet, however, demands the execution
of complex tasks such as gaming and image processing, highlighting JavaScript’s perfor-
mance limitations. Various optimizations have been implemented to improve JavaScript’s
performance, such as virtual machines and Just-in-Time (JIT) compilation. Nonetheless,
significant overhead remains, particularly in complex computations or large-scale data
processing [2].

To overcome these constraints, WebAssembly (WASM) was introduced in 2017 [3-5].
WASM is a platform-independent binary format, allowing code from languages like C, C++,
and Rust to be compiled and executed on the web [6]. It provides much higher performance
than JavaScript, achieving near-native execution speeds. With WASM,, its fast load times,

Electronics 2024, 13, 3979. https:/ /doi.org/10.3390/ electronics13203979

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics13203979
https://doi.org/10.3390/electronics13203979
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0009-0000-4706-0121
https://orcid.org/0009-0000-6706-4840
https://orcid.org/0009-0004-1153-0020
https://orcid.org/0000-0003-3817-4383
https://doi.org/10.3390/electronics13203979
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics13203979?type=check_update&version=1

Electronics 2024, 13, 3979

2 of 20

consistent performance, and secure execution environment significantly enhance web appli-
cation capabilities [7]. WASM is increasingly utilized in various applications, such as facial
recognition [8], Google Maps, and Netflix, with its usage expected to expand. Ongoing
research aims to further reduce the runtime of WASM and improve its performance [3].

Advancements in internet technology extend beyond traditional computing environ-
ments, profoundly impacting fields such as the IoT and the Internet of Vehicles (IoV).
As the usage of the internet in embedded systems increases, these systems must operate
efficiently even with limited resources, making fast runtime processing increasingly cru-
cial. Consequently, there is active research into low-power design, optimized algorithm,
and resource-efficient management techniques [9-11]. These studies aim to enhance the
internet-based functionality of embedded systems, ensuring optimal performance under
constrained conditions.

However, WASM faces significant limitations in embedded systems. Notably, there is
considerable performance degradation compared to Desktop environments [12,13]. This
reduction suggests that the potential performance benefits of WASM are not fully realized
within the resource constraints of embedded systems. For instance, the Wasmer single-pass
compiler [14], designed for fast compilation, may lack execution-time optimizations, lead-
ing to performance drawbacks. While various software-based solutions report performance
improvements of up to 4-5 times [10,15-18], these gains still fall short compared to the
execution speeds of WASM on desktop environments.

This paper aims to design a dedicated hardware accelerator to enhance the execu-
tion speed of WASM in embedded environments. This approach seeks to leverage its
high performance and platform independence, making these benefits accessible within
resource-constrained embedded systems. To the best of our knowledge, this research repre-
sents the first attempt to accelerate WASM with hardware, offering a significant departure
from existing software-based optimization methods and promising fundamental perfor-
mance improvements through hardware acceleration. The main contributions of this paper
are as follows:

*  Design and Implementation of a WASM Hardware Accelerator: We design a hardware
accelerator for directly executing WASM instructions, optimizing performance in
embedded systems.

*  Performance Enhancements: The accelerator handles efficient encoding (LEB128) and
advanced memory optimization to significantly improve WASM operation speeds.

*  Experimental Validation: We validate the accelerator through experiments in embedded
environments, demonstrating substantial performance gains over traditional methods.

This study focuses on improving WASM performance in embedded systems and explores po-
tential applications in fields such as IoT and IoV. Overall, this research introduces a novel solution
for enhancing performance in embedded systems, setting a foundation for future developments
in these and other related areas. The remainder of this paper is organized as follows.

Section 2 provides a comprehensive overview of WASM, discussing its advantages,
operational mechanisms, and usage in embedded systems. It also reviews research on
WASM performance issues in resource-constrained environments, exploring software-
based solutions to these challenges and investigating hardware-based solutions for similar
challenges. Section 3 outlines the design and architecture of the proposed hardware
accelerator for WASM, detailing its components, their interactions, and the strategies used
for optimizing performance. Section 4 presents the experimental evaluation of the hardware
accelerator using field programmable gate array (FPGA), including the setup, test cases,
and analysis of how the accelerator enhances the execution speed of WASM in embedded
contexts. Section 5 summarizes the findings, highlighting the performance improvements
and discussing the advantages and limitations of the hardware accelerator. Finally, Section 6
discusses the limitations of the accelerator and suggests future improvements to enhance
hardware-accelerated WASM in embedded systems.
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2. Background and Related Work

This section provides an overview of WebAssembly’s operation and its various run-
times. Additionally, it discusses related research efforts focused on optimizing WASM and
its applications.

2.1. WebAssembly

WASM is a binary instruction format designed to boost web application performance
by enabling near-native execution speeds. This enhancement is achieved by compiling
source code into a platform-independent binary format, facilitating efficient execution across
various operating systems and browsers. The WASM sandbox environment enhances security
by isolating code execution, preventing potential system vulnerabilities [19]. WASM also
integrates well with JavaScript, making it easy to enhance existing web applications. Beyond
the web, WASM is increasingly employed in embedded systems, server-side applications, and
mobile apps due to its performance, security, and broad compatibility [20].

2.1.1. Operation

WASM operates primarily within web browsers and functions similarly to JavaScript.
Utilizers write application code in high-level languages such as C, C++, or Rust, which
is then compiled into WASM modules, or they have the option to directly write WASM
code. WASM code can be represented in several forms: high-level source code, WASM
text format (WAT), and WASM byte format. Figure 1 illustrates these transformations.
High-level source code is the original code written by utilizers, which can be converted
to WAT by compilers like Emscripten [21]. WAT is a human-readable text format that is
useful for debugging, code inspection, or direct WASM programming [22].

When WAT is compiled into WASM binary, it produces a compact and efficient binary
format suitable for fast parsing and execution. This binary format is highly suitable for
network transmission and is typically employed in web applications due to its speed
and small size. Tools are available to facilitate the conversion between WAT and WASM
binary, allowing utilizers to write in the readable WAT format and convert it to executable
WASM binary format. Once compiled into binary format, WASM modules are stored and
transmitted to web browsers via web servers. Browsers load these modules and execute
them in a runtime environment similar to JavaScript’s. In this setup, JavaScript invokes the
WASM modules, which enables data to flow between the two environments.

In addition to web applications, WASM is increasingly adopted as a standalone
technology in various other domains. Its light weight and portability make it suitable
for server-side applications, desktop applications, and embedded systems [23]. In these
settings, WASM modules operate independently, offering the performance and security
benefits typical of native applications. Independence from traditional web contexts allows
WASM to be integrated into diverse application ecosystems, expanding its utility and
impact beyond the web browser [24].

High-level source code (C code) WebAssembly text format (.wat) WebAssembly byte format (.wasm)
int factorial (int n) { ( func (parami64) (result i64) 0061736D 01000000
if (n==0) local.get 0 01060160017E017E
return 1; i64.eqz 03020100
else if (result i64) 0A1701
return n * factorioal(n-1); i64.const 1 ;g gg
! else 5004 7E
local.get 0 2201
local.get 0 05
i64.const 1 2000
i64.sub 0 2000
call 4201
i64.mul 7D
end) 1000

7E
0B
0B

Figure 1. WebAssembly compilation process diagram.
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Figure 2 illustrates some of the instructions in WASM. WASM supports four funda-
mental value types: i32, 164, £32, and f64. These basic types can be combined to form more
complex data structures. Each WASM instruction is represented by an 8-bit value ranging
from 00 to FF, with the interpretation of each subsequent instruction potentially varying
based on the preceding one. WASM instructions are categorized into five main groups:

*  Numeric Instructions: These instructions perform arithmetic, logical, and comparison
operations on the basic data types. They include both unary and binary operators,
such as addition and subtraction.

*  Parametric Instructions: These instructions operate independently of specific data
types and primarily facilitate type conversion, allowing operations across different
data types.

®  Variable Instructions: These instructions handle the reading and writing of local and
global variable values. Examples include get_local, set_local, get_global, and set_global.
Variables are accessed by their index in a table, allowing efficient manipulation.

¢ Memory Instructions: These instructions are related to memory access, responsible
for loading and storing data. They enable reading from and writing to the memory
allocated to WASM modules.

¢ Control Instructions: These instructions manage the flow of the program, including
function calls, conditional branches, and loops. Instructions like call, if, loop, and
branch fall into this category. WASM supports calling functions, including recursive
calls, to control execution flow effectively.

The WASM instruction set is designed to enable high-performance execution across
various platforms. The WASM virtual machine operates as a stack-based machine, similar
to the Java VM. In this model, operands are pushed onto the stack, and operations are
performed by popping operands from the stack and pushing the results back. This approach
simplifies the instruction set compared to register-based machines, resulting in smaller
binary encodings and faster code verification. The stack-based model also facilitates
straightforward implementation and consistent performance across different environments.

Numeric Instrucions Variable Instrucions Control Instrucions

blocktype ::
instr

32|64 =
uls |
clz| ctz | popent |
add | sub | mul | div_sx | rem_sx | bcal.tee
|
|

nn,mm -
|

|

: |

and | or | xor | shl| shr_sx | rotl | rotr lobal.get gloca |
etglocal |

|

|

|

|

|

I

abs | neg | sqrt | ceil | floor | trunc | nearest
add | sub | mul | div | min | max | copysign
eqz

eq|ne|lt_sx|gt_sx|le_sx | ge_sx
eqlne|lt|gt|le|ge

Memory Instrucions

{offset u32 32}

inn.load narg | fnn.load men

Parametric Instrucions inn.store memarg | fan.store mema
inn.store8_. narg | inn.store16_sx memarg | i64.store32_sx memarg

|
|

|

| )

| inn.load8_sx memarg | inn.load16_sx memarg | i64.load32_sx memc
|

|

|

Figure 2. WebAssembly instruction set overview.

2.1.2. Compilation Method

WASM has established itself as a flexible bytecode-based virtual machine that can be
used across a variety of target platforms including web browsers, servers, and embedded
systems. This bytecode-based virtual machine typically supports three execution methods:
interpreter, ahead-of-time (AOT) compilation [25], and JIT compilation [18]. Firstly, the
interpreter executes bytecode instructions one at a time, applying operations to a virtual
stack machine. Secondly, AOT compilation translates bytecode into executable machine
code specific to the target machine, either at load time on the device or beforehand, ex-
ternally. Thirdly, JIT compilation dynamically translates bytecode during execution time.
These execution methods often work together to enhance performance.
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WASM execution relies on a runtime environment that manages program operations
and provides services like memory management and exception handling [26]. Figure 3
illustrates the Wasm3 [27] runtime architecture, which includes a profiler, compiler, and
interpreter. The profiler gathers performance data, the compiler generates optimized
native code, and the interpreter executes this code, enhancing WASM application perfor-
mance. These methods and components enable WASM to deliver efficient and adaptable
performance across different computing environments.

Wasm3

profile

Machine Code

Input — Profiler Interpreter

profile interact

Compiler

instruct generate

Figure 3. Wasm3 runtime transformation flow [18].

Prominent WASM runtimes include V8 [28], Wasmtime [29], Wasm3 [27], and Was-
mer [14]. As illustrated in Table 1, each WASM runtime possesses unique characteristics
and advantages. For instance, V8 [28] is a high-performance JavaScript and WASM engine
applied in Google’s Chrome browser and Node.js, boasting fast execution speeds through
JIT compilation. V8 excels particularly in web applications and server-side applications.
Wasmtime [29] is a fast and secure WASM runtime that is popular in serverless computing
environments. It supports both AOT and JIT compilation, providing a balance between ini-
tial execution speed and runtime performance. Additionally, it is designed to operate across
various operating systems and platforms, favoring cross-platform application development.
Wasma3 [27], a lightweight WASM interpreter suitable for low-resource environments, offers
very low memory usage and quick start-up times, making it effective for embedded systems
and IoT devices. Although it does not support JIT compilation, it can still deliver sufficient
performance through an interpreter approach. Wasmer [14] enables WASM modules to
be executed like native applications and supports various execution modes, particularly
enhancing performance through JIT compilation while also speeding up initial execution
through AOT compilation. Wasmer can be utilized in various fields such as serverless and
edge computing, helping utilizers to easily deploy and execute WASM modules [22].

Table 1. Comparative analysis of WebAssembly runtimes [13].

Runtime Language AOT JIT Embedded Feature

A high-performance engine that
V8 [28] C++ - (@] (@] offers platform independence and is
suitable for embedded systems.

A WebAssembly runtime implemented

Wasmtime [29] Rust @) @) (@) in Rust, providing fast execution speeds
and safety.
A lightweight runtime capable of
Wasm3 [27] C O - - quickly loading and executing
WebAssembly modules.

Compiles and executes WebAssembly

Wasmer [14] Rust (@) o o s .
applications as native code.

These various WASM runtimes can be selected according to different environments
and requirements [30]. For example, V8 is optimal for web applications, Wasmtime for
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serverless computing environments, Wasm3 for low-resource devices, and Wasmer for
executing native applications. The choice of runtime should be made by comprehensively
considering factors such as application performance, resource usage, and deployment
environments. In conclusion, WASM and its supporting runtimes enable efficient and
flexible application execution across modern computing environments. Utilizers can
employ these runtimes to maximize performance and resource efficiency, providing a
consistent execution environment across various platforms [31]. As the WASM ecosystem
continues to evolve, more runtimes and tools will emerge, offering utilizers more choices
and possibilities.

2.2. WASM in Embedded Systems
2.2.1. Embedded Systems

Embedded systems are composed of specialized computers designed for specific tasks,
found in devices like appliances, cars, industrial machines, and IoT devices [32]. They must
efficiently operate with limited resources and often demand high reliability and real-time
performance. WASM is becoming prominent in embedded systems due to its platform
independence and security features. It is especially beneficial for IoT devices, enabling
efficient data processing and remote updates [33]. The ability of WASM to run code from
various languages simplifies development and deployment, proving to be a valuable tool
for embedded applications. In essence, its resource efficiency, platform independence, and
security make it a crucial technology in the realm of embedded systems [34].

2.2.2. Performance Issues and Limitations

Although WASM offers many advantages for embedded systems, it does not al-
ways achieve optimal performance in embedded systems. Research shows that WASM
experiences significant slowdowns in embedded systems compared to JavaScript. For
instance, ref. [12] reports that tasks executed by WASM on a Raspberry Pi take roughly
five times longer than on a typical CPU, with memory usage tripling. This slowdown is
attributed to the WASM single-pass compiler, which prioritizes quick compilation over
runtime optimization. And, ref. [13] found that WASM achieves only about 50% of desktop
performance when executed on the ESP32-C3, a RISC-V 32-bit based embedded system.
This performance gap is linked to the portability and isolation features of WASM, which
introduce additional overhead.

Several factors contribute to these performance challenges. The platform independence
of WASM often requires execution through JIT compilers or interpreters, which can add
significant overhead. Additionally, the WASM approach to memory management might not
be suitable for the limited memory resources typical of embedded systems. Furthermore,
the current debugging and profiling tools for WASM are not yet fully developed, making
it difficult for utilizers to optimize performance effectively. In summary, while WASM
provides resource efficiency, platform independence, and security benefits in embedded
systems, it also faces significant challenges related to performance degradation, memory
management, and tool support [19]. These limitations need to be addressed to fully leverage
the potential of WASM in embedded environments.

2.3. The Need for Hardware Acceleration
2.3.1. Software-Based WebAssembly Acceleration Efforts

Many studies have been conducted to address the performance limitations of WASM
in embedded environments. Table 2 summarizes these related works, highlighting various
approaches to enhance the performance of WASM in such constrained settings.
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Table 2. Analysis of related works.

Source Proposed Approach Feature Acceleration

Utilization of WebAssembly
Fabian Scheid], Streaming-like single-pass modu.Ie structure,. dc?ferred Only 21% slower in .

. machine code emission, embedded systems (improved

2020 [10] compiler . o

command merging, and from 87%)

peephole optimization

Emporal and spatial isolation
Gregor Peach et al., SWASM software sandbox for sandboxing, alipphcable to Performance at 40% of
2020 [15] resource-constrained native code

microcontrollers

Execution of real applications Up to 4.1x performance
James Ménétrey et al., TWINE trusted runtime like SQLite within SGX P t0 %45 perto

. improvement with some
2021 [16] environment enclaves, supports real . e
L library modifications

applications
Robbert G. et al., ~ . . Real-time code .updates, About 5><. faster .performance
2019 [17] WARDuino Virtual Machine remote debugging, than traditional interpreted

modularity approaches

One such study, ref. [10], introduced a compiler designed to enhance WASM perfor-
mance specifically for embedded systems. This compiler uses techniques like delayed ma-
chine code emission, instruction merging, and peephole optimization to create a streaming-
like single-pass compiler. It accelerates WASM execution, reducing the performance slow-
down from an initial 87% to just 21% on embedded systems, making it suitable for both
embedded and desktop environments.

Another approach, detailed in [15], is the introduction of eWASM, a software sandbox
designed for legacy code on resource-constrained microcontrollers. This sandbox provides
temporal and spatial isolation, achieving performance levels up to 40% of native C code.
The study also offers recommendations for enhancing sandboxing capabilities on devices
with limited resources, improving both performance and security.

Ref. [16] presented TWINE, a trusted runtime environment for securely executing
language-independent applications using WASM. TWINE was tested with real-world
applications like SQLite running within an SGX enclave, showing significant improvements
in performance and security [19]. Modifying some libraries allowed performance gains of
up to 4.1 times.

The study [17] proposed WARDuino VM, a WebAssembly-based virtual machine
aimed at overcoming challenges in microcontroller programming. WARDuino VM en-
hances performance and development convenience by supporting real-time code updates,
remote debugging, and modularization. Experimental results indicate that WARDuino VM
performs about five times faster than traditional interpreted approaches.

These efforts, along with others documented in [18,35], demonstrate ongoing research
and innovation aimed at overcoming the performance challenges of WASM in embedded
systems. Each study contributes to enhancing the utility of WASM in resource-constrained en-
vironments, paving the way for its broader adoption and efficiency in embedded applications.

2.3.2. Hardware Acceleration Efforts for Other Problems

However, software-based acceleration methods have not completely eliminated the
workload overhead associated with WASM execution. Therefore, we aimed to explore a
novel approach by accelerating WASM using hardware, which had not been attempted be-
fore. Utilizing hardware for acceleration is expected to virtually eliminate compilation time
and significantly reduce runtime [36]. To achieve this, we investigated various hardware
accelerators to inform the design and development of our WASM accelerator.

In [37], a coprocessor was designed to address the low performance of posits in embed-
ded systems, which were introduced to improve the accuracy of floating points. The posit



Electronics 2024, 13, 3979

8 of 20

coprocessor added registers internally to reduce the data path and implemented pipelin-
ing in the posit operations, accelerating division and square root calculations performed
with posits. Compared to state-of-the-art research, it achieved operations within fewer
clock cycles at the same frequency, resulting in a 60.09 times performance improvement in
exponential function calculations.

The paper [11] designed an accelerator to address the increasing load of 2D graphic
data processing in embedded systems. The accelerator uses line-drawing operations to
speed up the processing of 2D graphics. Additionally, it is connected to the system bus
and directly to the frame buffer, allowing it to operate independently of the processor. This
reduces the workload needed for the processor to access the frame buffer, thus improving
overall system performance.

Ref. [9] proposed a compression accelerator optimized for scale-out servers in the
LZ4 data center. Using a low-performance processor, the LZ4 hardware accelerator is
designed to reduce the computational overhead of compression tasks in the processor.
The accelerator enhances compression throughput, allowing large amounts of data to be
compressed and transmitted more efficiently, which improves both the transmission band-
width and storage space. This shows a performance 1.558 times faster than software-based
LZ4 compression.

These studies confirm that designing customized hardware architectures for computa-
tion, parallelizing processes, and pipelining computational stages significantly accelerate
computational speed.

3. System Architecture

To improve WASM performance in embedded systems, we designed a hardware-based
WASM accelerator. Figure 4 shows the overview of the proposed system, which interprets
and executes WASM bytecode directly within embedded environments. The accelerator is
designed to handle WASM code obtained either from the internet or from local applications
running on the embedded system, processing the code and returning the results without
the need for traditional runtime execution.

By bypassing conventional WASM runtimes and directly performing computations,
this accelerator is expected to significantly improve performance. As illustrated in Figure 3,
the proposed system eliminates the need for the interpretation, compilation, and profiling
typically required to convert bytecode into native code. This streamlining is anticipated to
lead to fundamental performance gains in embedded system environments.

Accelerator
Embedded System

Figure 4. The overall system of the proposed system.

WASM Application Internet

The accelerator, illustrated in Figure 5, connects to the embedded system via the serial
peripheral interface (SPI). It has two main components: the execution part and memory
part. The execution part interprets bytecode with a finite state machine (FSM) to handle
each instruction. The memory part employs static random access memory (SRAM) to store
instructions and leverages register memory to efficiently manage data during execution.
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_’ output data path
_’ input data path

The realized instructions employed are designed based on the specifications provided
by the official WebAssembly website [38], which is based on the standard WASM instruction
set. Our accelerator supports 36 WASM instructions for 32-bit integer and floating point
operations, optimized for quick processing, as detailed in Figure 6. This instruction set
includes basic arithmetic operations and memory access management, and is optimized for
rapid execution.

WASM_accelerator

execution part

e Y uhtt ettt
1 WASM_controller
' 1
I LEB_128 '
1
1
1
1
| .
— FSM !
0 1
1
1
1
1
1
g 1
1

bytecode

Embedded system

©0x00 0061 736d 0lo0 0000 0185 3080 8000 0160
©x10 0001 7f03 8§80 8080 0001 0004 8480 8080

©x20 0001 7000 O

©x30 8080 8000 0007 9180 8080 0002 066d 656d
x40 6f72 7902 0004 6d61 696e 00O Qacd 8080
©x50 8000 01c7 8080 8000 0101 741 0028 0204

» 1
output |4 L I ceeccssoggososssosgs ! !
| 8 1
3 1
] | exe_module
: —
o
[ memory part
———————————————— Fommmmmmmmmmm—— -
insruction_memory data_memory 1
rs1_data

unnn < rs2_data i

out_data :0—

SRAM byte_code

13]]03U0d

Figure 5. Hardware architecture diagram of accelerator.

byte code instr byte code instr byte code instr
0x41 i32.const 0x67 i32.clz 0x5B f32.eq
0x43 f32.const 0OXx6A i32.add 0x5C f32.ne
0x46 i32.eq 0x6B i32.sub 0x5D f32.1t
0x47 i32.ne 0x6C i32.mul Ox5E f32.gt
0x48 i32.1t_s ox6D i32.div_s OX5F f32.le
0x49 i32.1t_u Ox6F i32.rem_s 0x60 f32.ge
Ox4A i32.gt_s 0x71 i32.and 0X92 f32.add
0x4B i32.gt_u 0x72 i32.0r 0X93 f32.sub
0x4C i32.le_s 0x73 i32.xor 0X94 f32.mul
0x4D i32.le_u 0x74 i32.shl 0X96 f32.min
OX4E i32.ge_s 0x75 i32.shr_s 0X97 f32.max
Ox4F i32.ge_u 0x76 i32.shr_u 0X98 32.copysign

Figure 6. Supported instructions set for the WASM accelerator.

3.1. Execution Part

The execution part of the system is divided into the WASM_controller and the exe_module.
In the WASM_controller, the program counter (PC) decodes incoming instructions with a
decoder, subsequently managing the FSM. The exe_module includes both an arithmetic logic
unit (ALU) and a floating point unit (FPU) to perform actual computations [39]. The numbers
in the instructions operate based on the LEB_128 encoding.

3.1.1. Decoder

The decoder is a critical component that interprets WASM bytecode and converts it
into executable instructions. Figure 7 visually explains how the bytecode is transmitted
and interpreted. Every WASM module begins with a header located at the start of the
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file, which includes a magic number and version information. This header verifies the
module’s validity and ensures it is correctly parsed. Following the header, various sections
are listed, each of which must follow a specific order and appears only once. Each section
starts with its type and length, and the decoder reads these sections sequentially, accurately
identifying the start and end of each.

The content of these sections includes the function definitions, code blocks, and
data storage structures. The decoder uses this information to prepare the instructions for
execution. Specifically, the function and code sections define the metadata and execution
code for each function, and contain various instructions.

Additionally, the decoder utilizes the type system of WASM to validate the data types
used by the instructions. This system ensures that the correct data types are provided for
each instruction during execution, preventing runtime errors and ensuring the stability
of the code. WASM operates as a stack-based virtual machine. The decoder processes
instructions by pulling values from the stack, performing operations, and then pushing the
results back onto the stack [40].

0061 736d 0100 0000 0186 0160 017c 017c 0382 0100 | MAGIC / VERSION NUMERIC INS.
0787 0103 00 000a P8o1 2cee Moo MATINCLLE) SECTION TYPE [ VARIABLE INS.
local.get f64.const

0000 eofe 3f=N-"'7cJl1100 6000 0000 0ofo - N2 N [ESZarle RV CONTROL INS.
literal f fo4

oo VNN N e a1l 1000 a2ilY %06 @364 | DATA TYPE B UTERAL INS.

end
0106 0100 03 0203 0100 0ofl CHARACTER Others

finish
Figure 7. Decoding WebAssembly bytecode diagram.

3.1.2. Finite State Machine

As shown in Figure 8, the WASM accelerator utilizes several Finite State Machines
(FSMs) to manage the execution flow of WASM bytecode efficiently. These FSMs are
critical for managing the intricate structure of WASM and coordinating its execution
within embedded systems efficiently. The primary FSMs include the wasm_state FSM, the
section_state FSM, and specific FSMs for each WASM section.

The wasm_state FSM controls the overall operation of the accelerator. It starts by veri-
fying the WASM bytecode’s magic number and version to ensure compatibility. Following
these checks, the FSM processes the bytecode through several states: In the SEC_ID state,
it identifies the section type and determines the expected number of bytecode entries. The
SEC_SIZE state specifies the total byte count for the current section. The SEC_CONT state
monitors the bytecode being processed, ensuring it matches the expected count. Upon
section completion, indicated by the sec_cplt signal, the FSM loops back to process the
next section, continuing until all sections are processed. When the final section completes,
signaled by wasm_cplt, the FSM resets to the initial state.

The section_state FSM identifies the type of section currently being processed. Initially,
it is in the IDLE state. It transitions to the appropriate section state based on the bytecode
provided during the SEC_ID state. Once a section completes, it returns to IDLE. The
section_state FSM sequentially processes sections from TYPE to CUSTOM but can skip
non-present sections. The sec_done signal, a one-hot vector, tracks which sections have
been executed, preventing reprocessing and maintaining the correct order. Each section
of the WASM bytecode has its own unique FSM due to their distinct structures. For
example, the function section includes metadata about inputs and outputs, while the code
section contains execution instructions. These specific FSMs allow the precise decoding
and handling of bytecode tailored to each section’s requirements.

By integrating these FSMs, the WASM accelerator effectively decodes and executes
WASM bytecode, managing both the overall flow and the specific needs of individual sections.
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This design maximizes the WASM capabilities in embedded systems, providing a robust
solution for efficiently handling WASM bytecode in resource-constrained environments.

wasm_state

@ wasm_cplt
x_cplt

sec_id_ok

Figure 8. FSM diagram of the WASM accelerator.

3.1.3. Little Endian Base 128

Little Endian Base 128 (LEB128) is a variable-length encoding method that efficiently
encodes integers and floating-point numbers. In LEB128, the most significant bit (MSB) of
each byte indicates whether more bytes follow, while the remaining 7 bits represent the
data value. This allows small numbers to be stored in fewer bytes and larger numbers in
more bytes, optimizing file size and improving transmission and storage efficiency. This
method is crucial in WASM, enhancing performance across various platforms and speeding
up data transmission.

Figure 9 illustrates how LEB128 encoding works: the decimal number 122 is encoded
into one byte, while 963,412 requires three bytes. The encoding process involves splitting
the number into 7-bit chunks, removing leading padding bits, setting the MSB to 1, setting
subsequent padding bits to 0, and arranging the data in Little Endian format. This method
is particularly advantageous in environments with limited network or storage resources,
such as embedded systems, as it significantly boosts the performance of WASM by reducing
the size of encoded data.

12219 96341249,
v ¥
11110105, 111010110011010101005) D Split into 7-bit chunks
[[:[s]2[s]o[sJo] [ Ta[s]s]e[s]o] []a[s]oJe[1]s]o] [[s]o]1]o]1]o]o] _ o
3 > Remove leading padding bits and
v | | |1|1|1|0|1|0| |1|1|1|0|0|1|1|0| |1|1|0|1|0|1|0|0| set the most significant bit (MSB) to 1
v 3 o
Set leading padding bits to 0
[o[2[s]2[s]o]s]o]  [ofo[s]s]s]o[1]o] [s]2]s]o]e[1]s]o] [2]s]o]2]o]2]o]o]
v > Arrange in Little Endian format
v [2[2[o[2]o[a]o]o] [s]2]a]o]o[1]2]o] [o]o[1]2]2]0[1]o]
¥
1111010, 11010100_11100110_00111010 5,
1111010- LEB128 11010100_11100110_00111010 - LEB128

Figure 9. LEB128 encoding process diagram.

Figure 10 illustrates our LEB128 encoder and decoder. The LEB128 decoder interprets
the incoming WASM bytecode instructions. As previously mentioned, the first bit is used
to indicate whether more bytes follow, serving as a finish signal for the LEB instruction.
The decoder employs a counter and demux to process the LEB instruction, incrementing
the counter based on the number of instruction bytes and determining where to store the
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data in the registers. Once stored, when the leb_finish signal goes high, the data are saved
as either a 32-bit integer or a floating-point type.

In the encoder, LEB128 is used to output data for 32-bit integers and floating-point
types. As shown in the figure, the 32-bit data are split into 7-bit segments and stored in
registers. The most significant block’s first bit is set to 1, and the data are transmitted starting
with the least significant bits. This method is especially useful in environments where
network bandwidth is limited or storage space is critical, making it ideal for embedded
systems. It significantly enhances the efficiency and performance of WASM.

decoder encoder
abit 32bit integer / floating-point
instructionLEjE ‘—Iebfinish III [ - I||| [TT11 Illll [TTT1 II'_‘
counter
L
I 1 I 1T 1 H
LI TTTTITITITTIITT]d B [ [T [[]ts12s

32bit integer / floating-point
Figure 10. LEB128 decoder and encoder hardware architecture.

3.2. Memory Part

The WASM accelerator handles two primary data types: instruction data and in-
put/output data. To efficiently process these, we adopted the Harvard Architecture as
shown in Figure 11, which separates instruction memory from data memory. This architec-
ture allows the independent handling of instructions and data, reducing bottlenecks and
achieving faster processing speeds compared to the Von Neumann architecture.

The instruction memory is implemented with SRAM, which stores the WASM bytecode
received during execution. Conversely, the data memory, designed with register memory,
manages the internal data required during computations. It is designed as Last-In-First-
Out (LIFO), facilitating the stack-based operations typical of WASM execution. The data
memory employs a read-write strategy to optimize memory usage. This means that once a
data value is read, the same slot can be overwritten with new data, saving memory space.
Additionally, the data memory is highly configurable, making it adaptable to various data
sizes and enhancing the overall flexibility of the WASM accelerator. Figure 11 visually
explains the data memory architecture of the WASM accelerator, depicted as a Last-In-First-
Out (LIFO) stack structure. It illustrates how stack operations are performed. As shown,
when data are stored, a single value such as out_data is saved. When arithmetic instructions
like add, mul, or div are processed, two data values, rs1_data and rs2_data, are retrieved
and sent to the ALU or FPU for execution. This architecture not only optimizes memory
usage but also simplifies the implementation of stack operations, which are essential for
the efficient execution of WASM bytecode.

ush ush ush
E}{’m 2 R
2]
data [1]
memory
pop 2] pop POP
[1]

push
rs1_data

out_data
_data ST To[s[ae] /3 rs2_data
Y 3]o]ofo[2]F[c[7 /

WebAssembly
Accelerator

aJo[F[c]1]o]2]o

pop

memory

1

3[c[2[F[1]a]5]o0
32bit

(a) (b)
Figure 11. (a) Harvard architecture, (b) stack-based memory operation diagram.

3.3. Operational Flow

The operational flow of the WASM accelerator is demonstrated through VCS (Verilog
Compiler Simulator) software simulation using Verdi Version R-2020.12-SP1 for linux64.
Figure 12 shows the process where an instruction is input and its validity is checked. As
illustrated, the WASM controller fetches instructions from SRAM one byte at a time via the
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program counter. During this process, the decoder checks the validity of the instruction,
and the check signal ensures that the accelerator continues to operate. If the check signal
is not triggered, an error signal is raised, causing the accelerator to halt. In the figure, the
check signal is shown to be activated after verifying the magic number and version at the
beginning of the WASM bytecode.

z T K ) q T 5 T 3
[3) T 736d T 00 T 0 T 05
0 | - ) | ] T T )i

magic check ——» D
~—

0 o T T 1

Figure 12. Checking validity of bytecode.

Figure 13 demonstrates the control of sections. After several conditions are met, the
section begins execution, receiving both the section type and section number. On the left of
the figure, the section type of 8’"h01 and section number of 8’h05 are received. Accordingly,
the FSM wasm_state changes. The section_cnt counts the instructions to ensure the section
completes as described earlier in Figure 8, storing the section ID in sec_done to prevent
repeated execution of the same section. The section_state FSM transitions upon each new
section, and the sec_done register checks for any out-of-order or duplicated sections.

L Ll ririririreriririreririreri
sec_cnt4’h05 sec_id 4°’h03

0 1 1 1 5 11 Je [0 1T JT7#Q3DPp2e 1 07 411
— L] 1

K2 1 L

0 T I T2 15 1 o0 \J 12 ] © |

1 T 0 1 11 [ 100 I 0 \[ 1T | 100 ) I

0 T 10 p | 1010 1

Figure 13. Counting section number and checking section ID.

Figure 14 illustrates the computational aspect. When the i32.const instruction (8'h41)
is received, the following instruction is processed using the LEB128 decoder described in
Figure 10, decoding the input value 24’hAF8A01 into 32’d17711, which is stored in the data
memory. Simultaneously, an i32.add instruction (8'h6a) is received, and the values from the
top two addresses of the data memory stack are fetched for computation. The ALU receives
the add opcode from the WASM controller, changing the alu_mode to execute the addition
operation. The system features both an ALU and an FPU, and depending on the operation
type, the appropriate unit is selected via a multiplexer (MUX). The result is immediately
stored in the data memory. In the figure, the addition of 32'd28657 and 32'd17711 results in
32’d46368, which is stored in the data memory.

L ig2const— — 2 f#82add— — 1 1 1

T afe] 1 T T2 R (o o G T %

[ I

T - T 127 7711 1 T 1z | s
T T T ) T 0
1 1
[ ]

T A ] &% ]
T 10996 T T 1 ¥

X
lOadAﬁopcodA 0

1 T T \ c T
77| 10396 < 20657 7711
10536 3 7711 e 3
78657 x 5368
6283776 % 3451600
78657 x q6%8

Figure 14. Actual execution in ALU and FPU.

4. Implementation and Experiments

In this section, we present the implementation of our WASM accelerator on an FPGA
and describe the experiments conducted to evaluate its performance. Various algorithms
are tested to compare the accelerator’s efficiency against traditional software execution
methods in embedded environments.
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4.1. Environment Setup

To evaluate the performance of the WASM accelerator introduced in this paper, experi-
ments are conducted in two distinct hardware environments: an embedded system and a
desktop system. The specific configurations for each environment are as follows.

Embedded System: For the embedded system tests, we utilize a Raspberry Pi 4
Model B. The Raspberry Pi 4 features a 1.5 GHz ARM Cortex-A72 microprocessor, known
for its low power consumption and efficient performance, making it a popular choice in
embedded systems. The WASM accelerator, designed in Verilog HDL, is implemented on
an Altera Cyclone IV EP4CE115F29C7N FPGA, integrated on a DE2-115 board. This FPGA
operates at a clock speed of 50 MHz. The accelerator communicates with the Raspberry
Pi via an SPI interface, receiving WASM bytecode and returning the processed results.
Table 3 summarizes the usage of Look-Up Tables (LUTs) and registers. The hardware
implementation uses 6246 LUTs and 1563 registers, ensuring that the accelerator can be
integrated into embedded systems without significant hardware overhead.

Table 3. Hardware resource utilization.

Resource Utilization
LUTs 6246
Regs 1563

Desktop System: For the desktop system tests, we utilize an Intel i7-12700 CPU. While
the base clock speed of the CPU is 2.10 GHz, we observe variations in the operating clock
speed due to dynamic frequency scaling with hyper-threading enabled. To provide a more
consistent representation of the CPU performance during our experiments, we report the
average operating clock speed measured across multiple runs, which is approximately
3.1 GHz. The experiments are conducted on an Ubuntu 20.04.2 operating system with
kernel version 5.10.16.3. This setup reflects a typical high-performance desktop workload.

In both environments, we measure the performance of various algorithms imple-
mented in C, native code, JavaScript, and WebAssembly, and compare these to the per-
formance of the WASM accelerator. Figure 15 shows the hardware-implemented WASM
accelerator utilized in our experiments.

[Enter n for nth Fibonacci: 10
Instruction #: 70

bs | Result: 55 | Runtime: 82443 nsec
IASM | Result: 55 | Runtime: 196720 nsec
IASM Accelerator | Result: 55 | Runtime: 1460 nsec

Enter n for nth Fibonacct: 26 . | | Boardiaoe
Tnstruction #: 108 SIC Ratiorme L
s | Result: 6765 | Runtime: 126443 nsec
ASM | Result: 6765 | Runtime: 154146 nsec
IASM Accelerator | Result: 6765 | Runtime: 2226 nsec

Enter n for nth Fibonacci: 30
Instruction #: 156

S | Result: 832048 | Runtime: 87617 nsec
(ASM | Result: 832040 | Runtime: 162313 nsec
IASM Accelerator | Result: 832048 | Runtime: 3188 nsec
Enter n for nth Fibonaccti: 48
Tnstruction #: 216
: 102334155 | Runtime: 89535 nsec
162334155 | Runtime: 158869 nsec
: 102334155 | Runtime: 4380 nsec
Enter n ci: 45
Instruction #: 249
bs | Result: 1134903176 | Runtime: 93573 nsec
IASM | Result: 1134963176 | Runtime: 164350 nsec
ASM Accelerator | Result: 1134963170 | Runtime: 5040 nsec

Enter n for nth Fibonacci: ~(f}

Figure 15. Hardware-implemented WASM accelerator.

4.2. Benchmark Algorithms

To assess the performance of our WASM accelerator, we perform benchmarks across
various algorithms. The algorithms chosen for these experiments include Fibonacci se-
quence calculation, factorial calculation, binomial coefficient calculation, dice path cal-
culation, and matmult_floating calculation. These algorithms are selected for their com-
putational complexity and suitability for performance evaluation. Since our accelerator
cannot yet interpret all WASM instructions, we focus on operations that are commonly
used in WASM benchmarks and supported by our hardware. Therefore, the experiments
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are specifically conducted using these five algorithms to ensure compatibility with the
accelerator’s current instruction set.
Each algorithm is implemented in four different forms for comparative analysis:

*  Native Code: Native code refers to the machine code that is directly executed by the
underlying hardware. It is compiled from C using GCC 9.4.0, generating platform-
specific binaries. This code runs natively on the hardware architecture, such as
ARM-based embedded systems (e.g., Raspberry Pi) or Intel-based desktop systems,
without requiring any abstraction layers.

* CCode: This refers to the original platform-independent source code written in C.
The C code is adaptable and can be compiled for various architectures, such as ARM
or x86, using the appropriate compiler. Although the source code remains consistent
across platforms, it must be compiled into native (machine) code to execute on specific
hardware, making it highly reusable across different system environments.

¢ JavaScript: The algorithms are implemented in JavaScript and executed with the V8
JavaScript engine, known for its high-performance JavaScript execution and support
for WASM.

¢  WASM: The WASM version is compiled and executed using the V8 engine, aiming to
evaluate the performance benefits of WASM.

The experiments involve gradually increasing the input size (1) for each algorithm
and measuring the computation time required. For example, in the Fibonacci sequence
calculation, we start with n = 1 and increase the value incrementally, recording the compu-
tation time for each n. To ensure reliable results, each computation is repeated 10 times,
and the average computation time is calculated. This method helps to reduce measurement
errors due to fluctuating resource usage and temporary loads, enhancing the reliability of
the results.

Table 4 summarizes the computation time for each algorithm in the desktop environ-
ment. As seen in the table, JavaScript and WASM generally exhibit slower performance
compared to native code and C code. However, WASM shows approximately four times
faster performance than JavaScript on average in the desktop environment, indicating its
strong performance capabilities in this context. These results suggest that the WASM has
the potential to operate efficiently in desktop.

Table 4. Performance evaluation of WebAssembly on the desktop system.

Input Block Desktop
Dataset Size Native C JavaScript WASM
10 5.92 12.11 33,620.42 10,006.12
fibonacci 20 5.63 16.34 42,200.41 11,052.30
30 6.18 17.84 50,260.45 13,310.02
5 5.74 11.89 22,484.48 10,231.46
factorial 10 5.89 13.11 30,221.84 11,987.33
15 5.99 15.82 36,989.42 11,500.35
5 5.84 12.00 25,784.51 10,142.91
Binomial Coefficient 10 5.71 13.54 35.973.13 10,147.48
15 5.82 14.03 39,778.32 10,436.32
3 5.67 11.68 38,536.48 10,052.13
dyck path 6 5.82 12.89 47,410.69 10,479.12
9 5.96 13.94 76,489.12 11,978.86
3 5.40 13.78 95,763.18 11,331.58
matmult_float 5 5.46 15.12 360,093.33 14,680.00
7 5.72 19.42 882,115.79 14,766.67

Note: All operation results are expressed in nanoseconds [ns].
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Table 5 provides a summary of the computation time for each algorithm in the em-
bedded environment. Due to the resource constraints of embedded systems, the overall
performance is slower compared to the desktop environment. This is expected given the
limited CPU performance, memory bandwidth, and power consumption of embedded
platforms like the ARM-based Raspberry Pi 4 Model B. In the embedded environment,
both JavaScript and WASM perform slower than C code and native code. Notably, WASM
shows the slowest performance among the four forms, contrasting with the desktop results
and reflecting the optimization challenges for WASM in embedded systems as discussed
in Section 2. Unlike the other algorithms, which display variable computation times de-
pending on the data size or complexity of operations, WASM exhibits consistently similar
execution times regardless of workload. This uniformity can be attributed to the compact
WASM bytecode format, which minimizes overhead related to data size. However, the
significant delays observed in the overall WASM performance are likely a result of the
embedded system’s unoptimized runtime, where much of the time is spent in runtime
processes such as profiling and compilation rather than the actual computation itself. Con-
sequently, this leads to consistently high execution times, negating some of the efficiency
benefits typically associated with WASM.

Table 5. Performance evaluation of WebAssembly on embedded system.

Input Block Embedded System
{ Accelerated
Dataset Size Native C JavaScript WASM Accelerator
10 101.79 111.21 65,137.12 162,588.32 1460 111.36x
fibonacci 20 123.84 241.32 90,254.64 168,459.85 2220 72.88 %
30 152.05 259.14 95,227.13 165,918.36 3180 52.18x
5 103.21 111.87 47,253.12 157,486.08 1160 135.94x
factorial 10 125.84 166.48 51,636.48 163,451.45 1500 108.97 x
15 148.15 352.16 75,122.19 167,497.34 1760 94.46 %
5 110.18 146.64 67,843.37 175,305.13 1760 99.61 x
Binomial Coefficient 10 139.39 166.22 67.945.16 184,706.69 2300 80.31x
15 203.84 537.91 74,349.51 209,022.48 2740 76.29x
3 81.84 93.13 67,229.15 164,796.35 1160 142.07x
dyck path 6 112.98 389.09 97,853.02 167,002.48 1520 109.87 x
9 207.58 462.18 151,517.64 170,299.35 1880 90.58 x
3 105.37 220.16 206,305.26 180,813.26 5820 31.07x
matmult_float 5 119.84 426.31 758,164.32 266,517.47 30,460 8.75%
7 135.63 731.15 2,143,623.21 400,621.11 83,580 4.79x

Note: All operation results are expressed in nanoseconds [ns].

The right side of the table displays the performance results of our designed WASM
accelerator. The experiments demonstrate that the WASM accelerator processes the algorithms
at remarkable speeds, achieving up to 142 times faster performance compared to traditional
WASM execution in embedded system. Particularly in embedded systems, the performance
improvements allow for high-performance computations in resource-constrained environ-
ments, significantly expanding the practical applications of WASM. Moreover, this acceleration
surpasses even the computation speeds achieved on desktop systems, suggesting that the
WASM accelerator can also be utilized in desktop environments.

5. Conclusions

This study presents the design and validation of a novel hardware accelerator aimed
at enhancing the performance of WASM in resource-constrained embedded systems. Tra-
ditional software-based WASM runtimes introduce significant overhead through inter-
pretation, compilation, and profiling processes, leading to performance bottlenecks. To
address these issues, our accelerator leverages the characteristics of WASM, which shares
similarities with machine code, to achieve significant performance improvements. By
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directly interpreting and executing WASM bytecode, our accelerator minimizes the over-
head typically associated with traditional CPU execution paths. We design the accelerator
using Verilog HDL, implemented it on an FPGA, and propose an architecture that de-
codes WASM bytecode directly and processes it efficiently, bypassing these software-based
conversion steps.

Our experimental results demonstrate that the proposed accelerator achieves up
to a 142-fold performance improvement for certain algorithms compared to traditional
software-based WASM runtimes. Additionally, the accelerator outperforms desktop-level
WASM implementations, suggesting its potential applicability not only in constrained
environments but also in high-performance systems. This performance gain indicates that
WASM-based applications can be effectively used in various embedded environments, such
as IoT devices, industrial control systems, and autonomous vehicles.

Moreover, the accelerator processes all received bytecode independently of the CPU
and employs a hardware-based isolation mechanism to prevent WASM code from accessing
system memory or interfering with other programs. This offers stronger security than con-
ventional software sandboxes while leveraging the fast processing speed of hardware. For
instance, the accelerator can perform complex security checks, such as the real-time analysis
of executing code to detect malicious patterns, without causing performance degradation.

As the use of WASM continues to expand, particularly in IoT and other embedded
systems, efficient interaction with the internet and faster data processing will become
increasingly important. Our accelerator addresses these demands by enabling more efficient
communication and rapid processing in embedded systems, expanding the potential use
cases of WASM across various domains.

Currently, the accelerator supports only 36 instructions, but expanding the instruction
set will allow it to handle more complex programs and algorithms. This expansion could
further increase the utility of the accelerator across a wider range of applications, making
it capable of performing more intricate tasks. In conclusion, this study demonstrates the
effectiveness of the WASM hardware accelerator in solving performance issues in embedded
systems, highlighting the potential for broader WASM adoption as the technology continues
to evolve.

6. Discussion

The proposed WASM hardware accelerator offers a promising approach to improving
WASM execution performance in embedded systems. However, there are several challenges
that need to be addressed before the accelerator can be applied effectively in real-world
IoT environments.

First, our current accelerator supports only 32-bit integer (i32) and 32-bit floating-
point (£32) operations. Expanding support to 64-bit data types (i64, f{64) would enable the
handling of larger numerical ranges. Additionally, the current version of the accelerator
supports only 36 WASM instructions as shown in Figure 6. Expanding the instruction set is
crucial for broader application. To facilitate this, we have parameterized the instruction
handling to simplify future updates. This modular design allows for rapid adaptation to
new features or improvements in WASM.

Second, while WASM is increasingly used in combination with JavaScript, our ac-
celerator is currently designed to process only algorithms written entirely in WASM and
does not support interaction with JavaScript. To ensure seamless WASM performance in
web browsers, it is essential to develop a Software Development Kit (SDK) that enables
direct interaction between WASM bytecode and the browser. Integrating the hardware
accelerator with software-based WASM runtimes could foster a more dynamic WASM
ecosystem, potentially establishing WASM as a key technology in embedded systems.

Furthermore, our accelerator is implemented on an FPGA running at 50 MHz. As
shown in Table 5 with the matmult_float benchmark, systems with long instruction lengths
tend to see fewer performance gains at this frequency compared to those with shorter
instructions. Thus, the primary target for our accelerator is smaller, resource-constrained
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environments. However, with further development and the ability to operate at higher
frequencies, the accelerator could offer benefits even in larger and more complex systems.

In terms of compatibility with other emerging web technologies, such as WebGPU
and WebRTC, the proposed accelerator currently focuses solely on accelerating WASM
bytecode execution and does not natively support these technologies. WebGPU and
WebRTC have distinct requirements, including high-performance graphics processing
and real-time communication, respectively, which fall outside the current design scope.
However, there is potential for future extensions that could integrate support for these
technologies by developing additional hardware modules or software interfaces. Such
advancements would require substantial further research and development but could
enhance the versatility and applicability of the accelerator in more diverse embedded
system contexts.

Through continued research and development, we aim to enhance the performance,
functionality, and practicality of the proposed WASM hardware accelerator. These ongo-
ing efforts are expected to expand the application of WASM in embedded systems and
contribute to the advancement of the broader industry ecosystem.
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Abbreviations

The following abbreviations are used in this manuscript:

WASM  WebAssembly

IoT Internet of Things

IoV Internet of Vehicles

DOM document object model

AJAX asynchronous JavaScript and XML
JIT Just-in-Time

FPGA  field programmable gate array
WAT WASM text format

AOT ahead-of-time

SPI serial peripheral interface
FSM finite state machine

SRAM  static random access memory
ALU arithmetic logic unit

FPU floating point unit
LEB128 Little Endian Base 128
MSB most significant bit

LIFO Last-In-First-Out

SDK software development kit

Lz4 Lempel-Ziv4
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