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Abstract

Audio steganography exploits redundancies in the human auditory system to conceal
secret information within cover audio, ensuring that the hidden data remains undetectable
during normal listening. However, recent research shows that current audio steganography
techniques are vulnerable to detection by deep learning-based steganalyzers, which ana-
lyze the high-dimensional features of stego audio for classification. While deep learning-
based steganography has been extensively studied for image covers, its application to
audio remains underexplored, particularly in achieving robust embedding and extraction
with minimal perceptual distortion. We propose a diffusion-based audio steganography
model comprising two primary modules: (i) a diffusion-based embedding module that
autonomously integrates secret messages into cover audio while preserving high percep-
tual quality and (ii) a corresponding diffusion-based extraction module that accurately
recovers the embedded data. The framework supports both pre-existing cover audio and
the generation of high-quality steganographic cover audio with superior perceptual quality
for message embedding. After training, the model achieves state-of-the-art performance
in terms of embedding capacity and resistance to detection by deep learning steganalyz-
ers. The experimental results demonstrate that our diffusion-based approach significantly
outperforms existing methods across varying embedding rates, yielding stego audio with
superior auditory quality and lower detectability.

Keywords: audio steganography; deep learning-based steganalysis; kdiffusion model

1. Introduction

In the current era of rapid digital advancement, audio data has become an indispensable
medium for daily communication, entertainment, and professional activities due to its rich
information-carrying capacity and wide applicability [1]. However, during transmission and
storage, audio data is vulnerable to numerous security threats, including information leakage,
unauthorized eavesdropping, and malicious tampering. These threats not only compromise
individual privacy and security but can also cause severe damage to corporate assets and
national security [2]. Audio steganography—a covert communication technique that embeds
secret information within publicly shared cover audio—offers a robust solution by enabling
secure data transmission without attracting third-party detection [3]. Consequently, research
on advanced audio steganography schemes holds significant theoretical and practical value,
making a critical contribution to information security and societal stability.
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Traditional audio steganography methods primarily utilize the temporal, frequency, and
time—frequency characteristics of audio signals for information embedding, with each approach
offering distinct advantages in concealment, robustness, and embedding capacity [4]. In the time
domain, the least significant bit (LSB) substitution method is the most fundamental and widely
used technique, embedding secret data into the least significant bits of audio samples. Recent
advancements have improved traditional LSB methods; for example, Chen et al. developed an
adaptive LSB algorithm that dynamically selects the embedding bit depth, enhancing concealment
while achieving an error rate of only 0.5% in speech signals [5]. Frequency domain techniques
include phase encoding, which conceals information by modifying phase relationships within
audio segments [6]. Zhang et al. advanced this approach by increasing embedding capacity in the
discrete wavelet transform (DWT) domain without compromising imperceptibility [7]. Another
prominent method, echo hiding, embeds data by introducing controlled echoes into the audio
signal, using parameters such as amplitude and delay to encode secret information.

Recent advances in deep learning have led to the development of novel audio steganog-
raphy techniques that leverage the powerful feature extraction and modeling capabilities
of neural networks, achieving significant improvements in concealment, capacity, and
robustness against attacks [8]. End-to-end neural network-based steganography systems
can automatically learn optimal embedding strategies through direct training on raw audio
signals, enabling higher payload capacity while maintaining superior concealment [9].
Notably, attention mechanism-based approaches enhance steganographic performance by
adaptively selecting optimal embedding locations [10]. From a technical implementation
perspective, autoencoder architectures have become prevalent in audio steganography
tasks, where an encoder embeds secret information into audio features, and a decoder
reconstructs the original content. Recent innovations, such as the enhanced variational au-
toencoder (VAE-Stega) proposed by Yang et al. (2023), incorporate psychoacoustic models
to significantly improve the imperceptibility of steganographic signals [11]. Generative
adversarial networks (GANSs) have made significant contributions to audio steganography.
In these frameworks, generators produce encoded audio, while discriminators attempt to
detect hidden information. Adversarial training continuously improves their performance.
State-of-the-art GAN variants, such as the novel GAN model introduced by Chen et al,,
utilize the Wasserstein distance with gradient penalty to generate encoded audio with
enhanced anti-detection capabilities [12]. These deep learning-based audio steganography
methods not only overcome the limitations of traditional approaches in terms of capac-
ity and concealment but also demonstrate superior resistance to attacks, providing more
reliable solutions for information security applications.

In recent years, although audio steganography technology has made significant
progress, it still faces numerous challenges. Traditional methods, such as LSB replace-
ment and phase encoding, often suffer from poor concealment, low robustness, and lim-
ited embedding capacity [13]. While existing deep learning approaches have improved
steganography performance to some extent, they still exhibit notable limitations. Au-
toencoders struggle to fully capture deep features when processing complex audio data,
resulting in the insufficient concealment of embedded information. Conversely, GANs are
prone to mode collapse due to their unstable training processes, which adversely affect
the quality of encrypted audio generation. In contrast, the diffusion model, an emerg-
ing deep generative model, has demonstrated outstanding performance in fields such
as image generation [14] and speech synthesis [15] owing to its unique ability to model
diffusion processes. This model generates high-quality and diverse samples through a
gradual denoising process and exhibits strong data distribution modeling capabilities. In
the domain of audio steganography, the diffusion model offers significant advantages.
First, its progressive generation mechanism better captures the complex distribution of
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audio signals, effectively embedding secret information into deep features and substantially
enhancing concealment [16]. Second, the generated encrypted audio exhibits higher quality
and greater robustness against interference such as noise and compression. Additionally,
through carefully designed model architectures and training strategies, larger embedding
capacities can be achieved. Building on these advantages, this article proposes an inno-
vative audio steganography scheme based on the diffusion model, aiming to overcome
the limitations of existing technologies and provide more efficient and reliable solutions
for information security and privacy protection. The main contributions of this paper are
as follows:

*  This paper proposed a novel steganographic framework based on a diffusion probabil-
ity model. Compared to traditional autoencoders and GAN methods, this framework
more effectively models the complex distribution of audio signals and achieves more
natural information embedding.

¢  This paper proposed a diffusion steganography strategy that integrated a diffusion
mechanism tailored to the time—frequency characteristics of audio signals. This ap-
proach effectively addresses the trade-off between capacity and robustness found in
traditional methods by embedding and extracting information through a carefully
designed, multi-stage diffusion process.

2. Related Work
2.1. Traditional Steganographic Approaches

The LSB steganography method, the simplest technique in audio steganography, of-
fers advantages such as large embedding capacity and low complexity. Specifically, LSB
steganography involves replacing the least significant bit of the carrier audio sample value
with secret information to achieve information hiding, typically using only one least signifi-
cant bit. To increase steganographic capacity, some methods utilize the two least significant
bits. Gambhir et al. employed the RSA algorithm to encrypt secret information into cipher-
text, then used the LSB method to embed the ciphertext into the audio signal [17]. Mishra et
al. converted secret information into ASCII code and applied a genetic algorithm to identify
the optimal positions for embedding the secret information within the carrier. Finally, the
LSB method was used to embed the ASCII code corresponding to the secret information
into the carrier [18]. Nassrulah et al. proposed an efficient audio steganography method
based on the LSB, which enhances steganographic performance by balancing the hidden
capacity and distortion rate of the carrier. This method adaptively determines the number
of hidden bits for each audio sample based on the size of the secret information, carrier size,
and signal-to-noise ratio (SNR) [19]. Although the LSB steganography method is simple
and efficient, directly replacing the least significant bit with binary secret information
presents significant security vulnerabilities.

Echo steganography leverages the masking properties of the human auditory system
(HAS), such as real-time masking effects, to add echoes with varying delays to the carrier
audio, thereby embedding secret information within it. This technique offers advantages
including strong imperceptibility and straightforward implementation [1]. Oh et al. proposed
an echo embedding method capable of embedding high-energy echoes without degrading the
audio quality of the carrier, enhancing robustness and resistance to common signal processing
modifications [20]. Erfani et al. introduced an audio watermarking technique based on
echo hiding, which adds short resonances to the carrier audio to embed secret information,
demonstrating good robustness against typical signal processing attacks [21]. Ghasemzadeh
et al. addressed the security vulnerabilities of previous methods by improving echo hiding
security through pseudo-random variation in echo parameters [22].
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2.2. GAN-Based Steganography Approaches

Embedded carrier-based audio steganography using deep learning involves embed-
ding and extracting secret information within digital audio through deep learning tech-
niques. Based on design approaches, it can be categorized into encoder—decoder structures,
automatic learning of embedding costs, and adversarial sample-based methods.

The steganography method based on an encoder—decoder structure employs a trained
deep neural network to embed and extract secret information within cover audio, requiring
only the training of the model itself. This approach effectively embeds and retrieves secret
data in audio signals and allows for the design of improved embedding distortion costs
to minimize steganographic distortion in the encrypted audio after embedding, thereby
reducing anomalies caused by the embedded information [23]. Li et al. argue that image
steganography models based on deep learning are unsuitable for audio steganography [24].
They utilize Gated Convolutional Neural Networks (GCNNs) [25] for encoding and de-
coding and propose an audio steganography model based on deep neural networks. This
model incorporates the Short-Time Fourier Transform (STFT) and its inverse as differen-
tiable layers within the network, thereby imposing critical constraints on network training.

Adversarial samples are perturbed inputs generated by adding imperceptible noise
based on the gradient of the target machine learning model [26]. Carefully crafted adver-
sarial samples can successfully deceive the model. Wu et al. argue that current CNN-based
classifiers are easily fooled by adversarial samples and propose a time domain audio
steganography method leveraging adversarial samples [3]. Unlike image steganography
methods that heavily rely on predefined embedding costs, this approach involves different
initializations of embedding costs, updating strategies during iterations, and deriving the
final embedding cost from the temporary results of all iterations [27]. This method can start
with a fixed or even random embedding cost and iteratively update it using adversarial
attacks until improved security performance is achieved. Chen et al. proposed a method
that uses adversarial samples to retrain encrypted carriers embedded by traditional meth-
ods to deceive steganalysis, addressing challenges posed by deep learning-based audio
steganalysis to conventional audio steganography [5].

3. Methodology
3.1. Overall Framework

The audio steganography system consists of two primary modules: one for embedding
confidential data using a diffusion-based approach and another for extracting it with the
same model, as illustrated in Figure 1. Diffusion-based approaches have gained prominence
as state-of-the-art methods for synthetic media creation, outperforming GANs in audio fi-
delity and achieving remarkable outcomes, as evidenced by research [28-30]. These systems
rely on two interconnected stages: progressive noise injection and iterative reconstruction.

During the noise injection stage, structured perturbations are incrementally introduced
to the original signal, converting it into a latent representation characterized by Gaussian
noise distribution. The subsequent reconstruction stage employs iterative denoising to
restore the corrupted data into high-quality outputs. Leveraging this mechanism, the
Denoising Diffusion Probabilistic Model (DDPM) [14] revolutionized the domain by pro-
ducing synthetic data with unprecedented precision, establishing a novel standard for
artificial media generation.
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Figure 1. An overview of the proposed diffusion model for audio steganography, which comprises
two primary modules: one for embedding confidential data using a diffusion-based approach and
another for extracting it with the same model.

3.2. Forward Diffusion

The forward diffusion mechanism converts the original audio signal xg into a latent
representation by progressively injecting Gaussian noise. This process is enhanced by
multi-stage diffusion steps that adaptively adjust the noise intensity across different audio
segments. Unlike traditional Markovian diffusion processes, which rely on sequential
transitions g(x; | x;_1), our framework directly models the marginal probability g(x; | o).
This design allows for flexible control over noise intensity and facilitates non-Markovian
feature fusion.

Given an original clean audio signal xg, the forward diffusion iteratively adds Gaussian
noise over T steps. This process can be defined as follows:

Xt = \/arxo + /1 — asey, (1)

where €; ~ N (0,0.2) is a Gaussian noise vector with the same shape as x.

To enhance the accuracy of noise injection, we introduce an attention mechanism that
generates a weight vector to quantify the perceptual importance of audio sampling points.
The process can be divided into three steps: First, the input signal x; is transformed into
a time—frequency spectrogram using the Short-Time Fourier Transform (STFT). Second, a
psychoacoustic model assigns sensitivity scores to each spectrogram bin, prioritizing low
frequencies while deprioritizing high frequencies. Finally, the sensitivity scores are mapped
back to the original audio length through linear interpolation, producing attention weights.
This approach integrates principles of auditory perception to emphasize perceptually
critical audio segments.

During this process, the generation of x; depends not exclusively on its immediate
predecessor x;_1, but it also incorporates influence from the original input xy. The complete
probabilistic formulation for this diffusion process is as below:

T
Go(x1.7 | X0) = [ [ 9o (x¢=1 | xt,%0), )
t=2

where x¢ denotes the original clean audio input, whereas x; signifies the audio corrupted
by noise at iteration ¢. The term g, captures the transition probability modulated by the
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parameter ¢ throughout the diffusion process. This parameter ¢ controls the intensity of
stochasticity introduced during diffusion. Its definition is as follows:

qa(XT | Xo) = N(XT; vV &TX0, (1 — D_CT)I), 3)
where I refers to the identity matrix. When ¢t > 1, we can obtain the following:

%(Xt—l | Xt,XO)
[ - Xt — \/&iXg o (4)
=N x_1;4/1—a&;_ —0'2,0'I>,
( t—1 t—1 t \/1_7% t

where &; represents a hyperparameter.
The forward diffusion process is derived using Bayesian principles:

_ Go(x¢—1 | xt,%0)q0 (Xt | X0)

_1, = , 5
q(T(xf | Xt—1 XO) EIU(Xt—l |XO) ( )

In non-Markovian diffusion frameworks, the state x; is jointly determined by the
initial input xg and the preceding state x;_1.

After training, the neural network estimates the noise component €; through the
learned function €g(x¢, t). This enables the reconstruction of the original clean audio x

xy = a(xt — /1 — &ep), (6)

from its noisy counterpart:

where « is a balance parameter.

3.3. Reverse Generation

By substituting the estimated clean image x{, into Equation (4), the following equation
can be obtained:

po(Xe—1 | x¢) ~qo (Xe—1 | X, X0 = Xp)
:N<X '(Xt—\/l—ﬁétEQ(Xt,i’))
t—1s \/5(715

+4/1 =1 — (theg(xt, t),(thI),

By expanding the preceding expression, we derive the sampling equation for x;_;

)

given x;:

X — /1 — &zeg(xg, t
Xt-1 = E‘t—l(t \/ET: o ))‘F

%0 (®)

1—& 1 — 07 eg(xt, t)+  orer
~—

pointing to x; random noise
In this scenario, oy is defined as 7 multiplied by the product of two square root terms:
1-a 4
T-&;
distribution NV(0, 1), while €y (x¢, t) represents its neural network-based estimate.

and ,/1— %, where 77 € [0, 1]. The noise term ¢; follows a standard normal
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As specified in Equation (7), the backward generation step employs a transition proba-
bility pg(x;—1|x¢) that approximates the forward diffusion process’s posterior o (x;—1|X¢, X0 ).
The objective function is defined as follows:

—Ex, log pa(x0) =Eqg, (x,7) [log 4o (x7 | x0)

T
+ Iqug—(Xt,1 | Xt, Xo)
=2

= ©)

T
— ) logpg(x;—1 | xt)
t=1

3.4. Training Strategy

Our approach introduces a tailored adaptation of the DDIM framework, optimized
explicitly for stego audio processing. This method adheres to the original training protocol
but incorporates a key modification: the preprocessing phase introduces Gaussian noise
into xg to ensure accurate data recovery. The hyperparameters &; must be predefined.
During each training iteration, an audio sample is randomly chosen, and synthetic noise
is added to create xp. A diffusion time step t and additional noise € are then randomly
selected. The U-Net architecture predicts the noise component €y(x;, t) for the given step.
Model parameters are optimized by minimizing the discrepancy between predicted and
actual noise values, aiming to align g (v/@¢xo + /1 — &€, t) with the true noise €.

In this system, senders create stego audio content through a generation mechanism,
while receivers employ a diffusion-based extraction process to recover embedded data with
precision. This ensures true data reversibility, extending beyond mere framework-level
restoration. During audio generation, as outlined in Equation (8), the random noise coeffi-
cient oy governs the transition from x; to x;_1. Setting # = 0 eliminates the random noise
term (0y = 0), converting the generation into a deterministic operation. By reformulating
Equation (7), the deterministic generation process can be expressed as follows:

%= oy (\/1 - Ect_1)€9(xt,t) (10)
N
During the audio generation phase, when the starting noise audio xr adheres to a
standard Gaussian distribution AV (0, I) and is subjected to T rounds of denoising operations
based on the given formula, a content-defined audio xp can be produced.
By reorganizing the aforementioned Equation (10), we can obtain the transition proba-
bility pg(x;—1 | x¢) for the audio generation process, as presented below:

_ 1—a_
1o X +< ”“)ee(xt,o, (11)

&pq

Assuming At = 1, Equation (11) can be rewritten as follows:

Xt— At Xt 1—-a
= -—— = ~ €p(Xt, t), (12)
V&t At ot ( Kt ) ( )

Suppose ¢ = (y/T — & /+/&) and X = x/+/&. Plugging these into Equation (12) results
in an ordinary differential equation (ODE):

dx(t) = € (\/% t> do(t), (13)
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Euler’s method stands as a cornerstone technique for the numerical solution of or-
dinary differential equations (ODEs). This iterative approach approximates the solution
of a differential equation by taking a sequence of minute steps. In the given equation,
each dx(f) can be approximated via the Euler iteration approach. Then, using the formula
X;+1 = X; £ dx(t), we can determine the values of X;+1. Since x;+1 = V&X;11, we can
subsequently calculate x;11. Consequently, the audio x;1 for any step t can be derived
from the ODE, proving the reversibility of the proposed model.

3.5. Secret Data Extraction

Like the generation of stego audio, the data extraction process also makes use of
accelerated sampling techniques. Given that the diffusion model is reversible, the transition
probability for the accelerated diffusion process of the proposed model, g (x,,, | xt;), can
be deduced as follows:

xtl - 1- &ti€9<xti/ tl))

Xtig =/ Rtip ( : at
+ \/ 1- atiﬂ '€9(xfl"ti)

Leveraging the shared data extraction technique and the proposed model supplied

(14)

by the sender, the receiver can precisely retrieve the hidden data from the stego audio
x°. In detail, the stego audio x°, which has integer-valued signals, is initially converted
into floating-point data for neural network operations. Subsequently, via the T-step noise
injection process, the clean audio undergoes a transformation into a noisy audio x* — xp —
X1+ — X7_1 — z} := x7. At this stage, the noisy audio x7 functions as the retrieved stego
latent z.. Finally, the ultimate retrieved secrets d’ can be extracted from z, in accordance
with the extraction method:

Coeff, = DCT(z;)

i 15
d - reshape( {S1gn(C02eff,) + 1—‘ ), (15)

Here, DCT(-) denotes carrying out a discrete cosine transform on the input matrix.
Coeff, stands for the frequency domain coefficients acquired from the DCT of the retrieved
stego latent z/. Sign(-) calculates the sign matrix of the input, which consists of values of
either +1 or —1. [-] operates on the input data to round it up. And reshape(-) restructures
the input matrix into a sequence, guaranteeing that the output d’ and the concealed d have
identical shapes.

4. Experiments
4.1. Experimental Settings

To evaluate the effectiveness of the proposed method, this study adopted two widely
recognized public datasets, TIMIT [31] and UME [32], to systematically assess its stegano-
graphic capabilities. Both datasets consist of numerous uncompressed monophonic audio
recordings sampled at 16 kHz. To prepare the data for model training, all recordings
underwent the following preprocessing steps.

Firstly, the min-max normalization technique was applied to normalize all audio sig-
nals, ensuring that the data could be analyzed within a standardized scale range. Secondly,
the audio data were segmented into multiple small clips, each containing 16,384 time points,
to facilitate subsequent model training with a batch size of 32. Finally, the Adam optimizer
was employed to optimize the model, with the learning rate set to 0.0001.
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4.2. Evaluation Criteria

It is worth noting that a key objective of our approach is to introduce only slight
perturbations to the cover audio. That is, the cover audio should sound virtually identical
to the original carrier audio. Moreover, when listening to the stego audio (generated by
embedding a message into the cover audio), there should be no discernible differences
from the original carrier audio.

To quantitatively evaluate the audio perception quality, we utilize well-established
reference audio quality metrics, namely the subjective metric PESQ [33] and the objective
metric SNR (Peak Signal-to-Noise Ratio).

e PESQ: PESQ’s values span from —0.5 to 4.5, with greater values signifying superior
perceptual quality.

*  SNR: The SNR represents the mean power ratio between the inherent signal and the noise.
We randomly picked 100 test audio samples from the UME dataset to serve as refer-

ences, along with their corresponding cover audio for assessment. The mean PESQ score

stands at 4.4235, and the SNR reaches 83.275 dB. This indicates that human ears are unable

to differentiate the cover audio from the original audio, thus confirming the efficacy of our

proposed approach in creating steganographic audio with excellent perceptual quality.

4.3. Comparison Methods

To demonstrate the effectiveness of our proposed approach, we carried out two
experiments on the TIMIT and UME datasets. We compared the detection accuracy with
LSBM [34], STC [35], two GAN-based methods [12,36], and the VAE_Stega method. Two
cutting-edge deep learning-based steganalysis methods, Lin-Net [37] and Chen-Net [38],
were employed to assess the undetectability of these steganography techniques.

For the TIMIT experiments, 15,000 audio clips from TIMIT were used as input for
the proposed model trained on TIMIT to generate 15,000 corresponding cover audio
samples. Secret bitstream messages were then embedded into these samples, resulting
in 15,000 cover—stego pairs. Among them, 12,000 pairs formed the training set, and the
remaining 3000 pairs were the test set. In this study, we evaluated detection performance at
five different embedding rates: 0.5, 0.4, 0.3, 0.2, and 0.1 bits per sample (bps). To minimize
random errors caused by dataset partitioning, the experiments were repeated 10 times, and
the average of all results was taken as the final outcome.

The summarized results of this experiment are presented in Table 1. As shown in the
table, the method proposed in this paper demonstrates notably low steganalysis detection
rates across various datasets and under different bits-per-second (bps) conditions. These
results indicate that the method is highly effective at embedding secret information into
audio data. Specifically, in scenarios with low embedding rates, such as 0.1 bps, the de-
tection accuracy of the proposed method ranges from 47.12% to 48.25%, approaching the
benchmark level of random human guessing, which is 50%. This proximity to random
guessing effectively underscores the method’s robustness under these conditions. Further
comparative analysis revealed that, compared to traditional steganography techniques
such as LSBM, our proposed method demonstrated significant performance improvements,
achieving increases of 12.04 percentage points at 0.1 bps and 14.18 percentage points at
0.5 bps. For example, the detection accuracies for LSBM and STC were 76.23% and 70.29%,
respectively, while our method achieved 62.05%, demonstrating lower detectability. More-
over, compared with Yang et al.’s [36] GAN-based method, our proposed method attained
lower detection accuracies at various embedding rates. This is because our method can
generate cover audio suitable for message embedding, ensuring that the data distribution of
stego audio is closer to that of the original carrier audio, making it difficult for steganalyzers
to distinguish between them. For instance, when training the model on TIMIT and evaluat-
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ing undetectability on UME using Chen-Net, our proposed method’s detection accuracy
was 3.21% lower than Yang et al.’s [36] method at 0.5 bps. Similarly, our method exhibited
better undetectability at an embedding rate of 0.1 bps. Therefore, whether compared with
traditional audio steganography methods or existing GAN-based audio steganography
schemes, our proposed method demonstrates excellent undetectability performance at
various embedding rates.

Table 1. The detection accuracy of the proposed method with four comparison methods. In each cell,
the upper value represents the detection accuracy achieved by Lin-Net [37], while the lower value
corresponds to Chen-Net’s [38] accuracy. A lower detection accuracy indicates better performance in
terms of undetectability.

Embedding Rates (bps)
0.5 0.4 0.3 0.2 0.1

76.13 72.37 68.79 67.22 65.06
70.33 68.06 66.14 65.24 61.36
68.34 64.86 61.35 58.75 51.32
66.28 62.39 59.64 55.71 50.44
67.37 64.64 60.17 56.36 52.07
65.47 62.28 59.54 54.58 50.47

Dataset Steganography Method

LSBM [34]
STC [35]

Yang et al. [36]

TIMIT Chen et al.[12] 6518 6237 5879 5443 5004
: 6237 5962 5548 5227 4916

6504 6187 5625 5308 5004

VAE _Stega [11] 6216 5873 5585 52.07 4915

Prososed method 6316 6022 5318 5116  48.03

P 60.67 5647 5458 5104 4825

7623 7106 6988 6648 6026

LSBM [34] 7237 6839 6548 6219 5823

7029 6759 6225 6096 5746

STC[35] 6679 6485  61.05 5748 5433

yang et al. [3] 6526 6331 6018 5717 5457

UME getal 6629 6467 6081 5747 5212

63.15 61.46 58.27 54.39 51.74
61.05 58.46 56.37 53.35 49.87
62.76 60.95 56.22 52.81 50.18
60.76 57.48 55.85 51.56 48.59
62.05 59.64 54.26 51.74 48.22
60.28 55.72 53.13 50.48 47.12

Chen et al. [12]
VAE_Stega [11]

Proposed method

4.4. Robustness Evaluation

To verify the robustness of the proposed method against common signal processing
attacks, we conducted additional experiments using the UME dataset. The stego audio
generated by our diffusion model (embedding rate = 0.3 bps) was subjected to four types
of attacks: MP3 compression, Gaussian noise, resampling, and low-pass filtering. We
then evaluated the performance of secret information extraction, perceptual quality, and
undetectability. The results are presented in Table 2.

Table 2 presents the secret information extraction performance of various audio
steganography methods under Gaussian and uniform noise attacks, evaluated using the bit
error rate (BER) and extraction accuracy. The proposed diffusion-based method consistently
demonstrates superior robustness across all noise types and intensities, outperforming
traditional techniques (LSBM, STC) as well as deep learning-based approaches (GAN-based
methods, VAE Stega).
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Table 2. Secret information extraction performance under attacks (BER/Accuracy).
Attack Type Intensity Proposed Method LSBM STC Yang et al. [36]  Chen etal. [5] VAE_Stega
4dB 4.6%/95.4% 9.8%/90.2% 8.7%/91.3% 7.5%/92.5% 6.1%/93.9% 5.7%/94.3%
Gaussian Noise 8 dB 5.8%/94.2% 10.4%/89.6% 9.2%/90.8% 8.1%/91.9% 7.6%/92.4% 7.0%/93.0%
16 dB 6.3%/93.7% 12.3%/87.7% 10.5%/89.5% 9.3%/90.7% 8.5%/91.5% 7.8%/92.2%
4dB 4.2%/95.8% 9.1%/90.9% 8.3%/91.7% 7.2%/92.8% 6.4%/93.6% 5.3%/94.7%
Uniform Noise 8dB 5.5%/94.5% 9.8%/90.2% 9.6%/90.4% 7.7%/92.3% 7.2%/92.8% 6.7%/93.3%
16 dB 6.0%/93.0% 10.6%/89.4% 9.7%/90.3% 8.8%/91.2% 8.1%/91.9% 7.4%/92.6%

Under Gaussian noise attacks, the proposed method achieves the lowest bit error
rate (BER) and highest accuracy across all tested noise intensities. At 4 dB, it attains a
BER of 4.6% with an accuracy of 95.4%, significantly outperforming LSBM (9.8% BER,
90.2% accuracy), STC (8.7% BER, 91.3% accuracy), and advanced methods such as Yang et
al.’s [36] GAN (7.5% BER, 92.5% accuracy) and VAE Stega (5.7% BER, 94.3% accuracy). As
the noise intensity increases to 8 dB and 16 dB, the proposed method maintains minimal
BER growth (5.8% and 6.3% at 8 dB and 16 dB, respectively), whereas traditional methods
like LSBM exhibit more severe performance degradation (10.4% and 12.3% BER at 8 dB and
16 dB).

Similar advantages are observed under uniform noise attacks. At 4 dB, the pro-
posed method achieves a bit error rate (BER) of 4.2% (accuracy: 95.8%), outperforming
LSBM (9.1% BER, 90.9% accuracy), STC (8.3% BER, 91.7% accuracy), and Chen et al.’s [5]
GAN (6.4% BER, 93.6% accuracy). Even at higher noise levels (8 dB and 16 dB), its BER
remains the lowest among all compared methods, confirming its robust resistance to
signal distortion.

These results confirm that the proposed diffusion-based framework effectively preserves
the integrity of secret information under noisy conditions, making it a reliable solution for
secure audio communication in real-world environments with signal interference.

4.5. Ablation Study

In this part, we carried out ablation experiments on the key architectural variations
of the proposed framework, as illustrated in Table 3. Figure 2 presents the PESQ scores
achieved by various model variants after generating steganographic data using the UME
dataset. Among all comparative methods, the comprehensive framework proposed in
this study attained the highest PESQ score of 4.4235 for the encrypted audio. This result
significantly surpasses those of the other variant methods. Specifically, the PESQ scores of
other network models showed varying degrees of decline, providing strong evidence for
the effectiveness of the proposed strategy. Further analysis indicates that the second and
fourth schemes experienced the most pronounced performance degradation, highlighting
the positive contribution of these two strategies in enhancing model performance. Overall,
the experimental results reaffirm the effectiveness and superiority of the proposed method.

Table 3. The variants for the proposed diffusion method.

Index Modified Variants

#1 Proposed framework (complete architecture)

#2 Remove the normalization operation for the input data
#3 Remove the posterior constraint

#4 Remove skip connections in the main framework

#5 Remove ReLU activation in the proposed framework
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Figure 2. The statistical results of the ablation study.

5. Conclusions

In this study, we propose a diffusion-based audio steganography framework that
achieves robust message embedding and extraction while maintaining high perceptual
quality. The core innovation lies in two integrated modules: (i) a diffusion-driven em-
bedding module that autonomously integrates secret data into cover audio with minimal
perceptual distortion and (ii) a corresponding diffusion-based extraction module that ac-
curately recovers embedded messages. Unlike existing methods that rely on pre-existing
cover audio or suffer from detectable artifacts, our framework generates steganographic
cover audio optimized for both embedding capacity and stealth. Through meticulous
network design and training strategy formulation, the model achieves state-of-the-art resis-
tance to deep learning-based steganalysis, even at high embedding rates. The experimental
results confirm that our approach produces stego audio with (1) superior auditory quality
(comparable to lossless compression) and (2) significantly lower detection rates across
varying payloads, validating its practicality for secure audio communication.
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