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Abstract

To alleviate the communication burden of wide-area protection and enhance the fault
tolerance of multi-source criteria, this paper introduces an improved wide-area backup
protection method based on multi-source information fusion. Initially, the variation charac-
teristics of bus sequence voltages after a fault are utilized to screen suspected fault lines,
thereby reducing communication traffic. Subsequently, four basic probability assignment
functions are constructed using the polarity of zero-sequence current charge, the polarity of
phase-difference current charge, and the starting signals of Zone II/1III distance protection
from the local and adjacent lines. The confidence of each probability function is evaluated
using normalized information entropy, while consistency is analyzed via Gaussian simi-
larity, enabling dynamic allocation of fusion weights. Additionally, a conflict adaptation
factor is designed to adjust the fusion strategy dynamically, improving fault tolerance in
high-conflict scenarios and mitigating the impact of abnormal single criteria on decision
results. Finally, the fused fault probability is used to identify the fault line. Simulation
results based on the IEEE 39-bus model demonstrate that the proposed algorithm can
accurately identify fault lines under different fault types and locations and remains robust
under conditions such as information loss and protection maloperation or failure.

Keywords: confidence weighting; conflict adaptation; multi-source information fusion;
fault line identification; sequence voltage sorting; wide-area backup protection

1. Introduction

In the context of modern complex power grids, traditional backup protection strategies
that rely on local measurement signals face significant challenges in terms of protection
setting calibration and multi-level coordination, making it difficult to fully ensure the safe
and stable operation of power grids [1]. With the continuous deepening of the digitalization
and intelligentization process of smart substations, the development of wide-area mea-
surement technology and communication technology has provided complete conditions
for intrastation and interstation communication across bays. It enables accurate and rapid
determination of fault locations by utilizing multi-point measurement information without
the need for step-by-step coordination. Therefore, wide-area protection has gradually
become a research hotspot, attracting extensive attention from foreign scholars [2—4]. In
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particular, how to utilize multi-source information to develop new algorithms for wide-area
protection is particularly crucial.

At present, the methods for identifying faulty components in wide-area protection can
be mainly classified into three categories. The first category consists of algorithms based
on switch state quantities (such as circuit breaker status, protection action signals, and
directional element information). For example, agent technology is applied to wide-area
backup protection algorithms in [5]. Through the exchange of switching quantity informa-
tion among multiple agents, the rapid detection and accurate location of faulty components
are thereby achieved. Information on directional elements and distance protection from the
local line and adjacent lines is collected, and faulty components are identified and faults
are determined by constructing a protection fitness function in [6]. An adjacency matrix
reflecting the dynamic changes in network topology is constructed based on graph theory,
and the Floyd algorithm is combined to search for tripping paths so as to determine the
fault isolation set in [7]. Multi-agent technology is introduced to build a wide-area protec-
tion system, and the autonomous and collaborative capabilities of agents are leveraged
to achieve adaptive protection for large-scale power grids in [8]. The Weighted Extreme
Learning Machine (WELM) is adopted to process unbalanced fault data, which improves
the detection accuracy and reliability of wide-area backup protection for transmission
lines in [9]. Such methods have low communication volume but weak anti-interference
capability; information loss or errors can easily lead to misjudgment. The second category
includes algorithms based on electrical quantity information (such as voltage, current
amplitude, and phase). For instance, A method using wide-area current differential is
applied in wide-area protection in [10]. A wide-area current differential protection suitable
for multiterminal lines was constructed by analyzing the influence of the synchronization
of multiterminal lines on differential current, and the double K braking coefficient was
introduced to improve the capability of withstanding phase shift errors in [11]. Dynamic
adaptive thresholds and synchronization error compensation are combined in [12] to pro-
pose a new multi-terminal current differential protection criterion, while sensitivity is
enhanced and the impact of synchronization deviation is suppressed. A method based on
differential voltage was proposed to identify faulty lines in transmission systems in [13]. A
method that is based on the distribution law of the amplitude of positive-sequence fault
component voltage and combines it with the inverse-time characteristic equation to realize
the online adaptive setting of protection parameters has been proposed in [14]. This method
is not easily affected by capacitive current, but a discrimination dead zone exists. Such
methods have better anti-interference capability than switch quantity algorithms but have
high requirements for data synchronization and a heavy communication burden. The third
category is multi-source information fusion algorithms that integrate information from
electrical quantities and switch state quantities. A wide-area backup protection starting
criterion based on the operation state of distance protection Zone III and the sum of current
phasors injected into the bus is proposed in [10], and the actual faulty line is determined
by calculating the voltage and current values at both ends of the line. Electrical quantities
are combined with gray relational analysis in [15] to calculate the fault degree of lines for
distinguishing faulty lines. Through this approach, the fault tolerance rate is improved,
but high requirements are placed on the synchronization of waveform recording data.
Sequence voltage sorting is used to screen suspected faulty lines, and protection action
information is then fused for decision-making in [16]. A wide-area protection algorithm
based on the comparison of fault charge quantities and improved evidence theory fusion
is proposed in [17]. In this algorithm, fault charge quantities (electrical quantities) and
distance protection activation information (switch quantities) are integrated. It is featured
with low communication volume and can accurately identify faults under various error
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scenarios. However, in this method, when electrical quantities on one side are lost, the first
evidence source will remain one, and in the subsequent fusion process, the result will tend
to lean more towards line faults.

In summary, this paper presents a wide-area protection method for power systems
grounded in multi-source information fusion criteria. The main contributions are outlined
as follows: building upon existing applications of entropy and Gaussian similarity, this
work introduces a two-dimensional “confidence weighting--consistency analysis” evalua-
tion mechanism to achieve dynamic allocation of fusion weights. This is further coupled
with a conflict adaptive factor, forming a coordinated optimization strategy that integrates
“weight adjustment and fusion-strategy adaptation.” While inheriting the benefits of ex-
isting multi-source fusion approaches, the proposed method enhances algorithmic fault
tolerance. In addition, a preprocessing step based on sequence voltage sorting is employed
to narrow down suspected fault lines, thereby alleviating the communication burden in
wide-area protection systems. PMU can use GPS clock signals to provide synchronous
timing for the measured node voltages and line currents. Currently, the maximum timing
accuracy of GPS reaches 1 microsecond, which provides strong hardware support for the
wide-area backup protection algorithm proposed in this paper.

2. Selection Method of Suspected Fault Line in Wide-Area
Backup Protection

2.1. Wide-Area Protection Structure

The wide-area backup protection system and existing traditional protection systems
operate independently while achieving collaborative operation. Both jointly undertake
the task of identifying and removing faults, providing dual guarantees for the safe and
stable operation of power systems [18]. Wide-area protection structures can be divided
into three categories based on the location of the central station: substation-centralized,
regional-centralized, and distributed. Among them, the regional-centralized type has
broad application prospects, and this paper will adopt the regional-centralized protection
structure; the specific structure is shown in Figure 1.
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Figure 1. Structure diagram of regional centralized wide-area backup protection.

In the specific deployment of the regional centralized architecture, the power grid is
divided into several sub-regions. Each region is equipped with a single decision-making



Electronics 2025, 14, 4032

40f24

central station (master station), and the remaining substations operate collaboratively as
slave stations. The master station has a built-in core decision-making module, while the
slave stations are configured with substation execution terminals, forming a hierarchical
“hub-node” relationship. From the perspective of structural hierarchy, data flow and control
execution present a three-level architecture: the bottom level consists of IEDs (Intelligent
Electronic Devices), which are responsible for collecting analog quantities, switching quan-
tities, and various state parameters at their installation points. They complete information
aggregation through the intra-substation local area network and upload it to the regional
decision-making center. The middle level is composed of substation execution terminals,
whose core function is to aggregate wide-area data from the underlying IEDs and transmit
it to the regional decision-making center, while receiving control commands from the center,
and executing them on-site. The top-level regional decision-making center serves as the
core hub. On one hand, it collects global information uploaded by all slave station execu-
tion terminals in the region; on the other hand, it conducts comprehensive analysis and
judgment in combination with the power grid topology model, generates control strategies,
and then issues them to the execution terminals of the corresponding slave stations.

2.2. Suspected Fault Line Screening Method

To mitigate wide-area communication traffic, rather than comparing data acquired
from all lines, suspected faulty lines can be identified by leveraging the variation charac-
teristics of the zero-sequence voltage on each line’s bus subsequent to a fault [19]. This
is because, upon the occurrence of a fault, the positive-sequence voltage at the bus of
the faulty line diminishes, while its zero-sequence and negative-sequence voltages rise
correspondingly. Based on this principle, the startup criterion for the slave station can be
derived, as exemplified by Equation (1).

(Up; < 0.5UN) U (Upp > 0.1UnN) U (Upp > 0.1UN) (1)

where Ug;, Upy, Upg, Un represent the magnitudes of the positive-sequence, negative-
sequence, and zero-sequence voltages of the bus before and after the fault, respectively.
This paper sorts the positive-sequence voltages of all buses satisfying the startup
criterion in ascending order and the negative (zero)-sequence voltages in descending order.
It takes the union of the top three in these rankings as the final suspected faulty buses, and
the lines connecting these suspected faulty buses are the screened suspected faulty lines.

3. Protection Algorithm Based on Confidence Weighting and
Collision Adaptation

3.1. Construct a Basic Probability Function

Upon the occurrence of a fault, the main protection and Zone I of distance protection
operate instantaneously. If they function correctly, the fault will be cleared promptly,
rendering wide-area protection unnecessary. However, if the transmitted information is lost
or erroneous, such data could introduce negative interference and increase communication
load. Therefore, this paper only utilizes the information from Zone II and Zone III of
distance protection as the switching state variables.

Therefore, the information collected in this paper is as follows: D electrical quantity
information, that is, the amount of zero sequence fault charge and the amount of phase
difference current charge on both sides of the suspected fault line and () the protection
element status information, that is, the starting information of the distance protection
section II and section III. Specifically, as shown in Figure 2.
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Figure 2. Simple fault wiring diagram.

In Figure 2, the protection information domain of the fault line L3 is as follows:
(1) the electrical quantities on both sides of the line; (2) 5, 6 distance protection section II
and section III of the line L3; and (3) the distance protection section II and section III of the
adjacent lines 1, 3, and 8 in the positive direction.

3.1.1. Fundamental Probability Function of the Polarity of the Zero-Sequence
Current Charge

Considering the maximum probability of grounding fault in the line, the basic proba-
bility function of zero sequence current charge polarity is constructed based on the same
direction of zero sequence current on both sides of the fault line and the opposite direction
on both sides of the normal line.

According to the definition of fault charge in [20], this paper defines the integral value
of zero-sequence fault current in a period of time as zero-sequence fault charge as follows:

T
t1+§ . .
7

where iy (t) is the zero-sequence fault component current. ig,, is the cumulative value of

samples of the fault current within — time. At is the sampling interval.
If an internal fault occurs, the polarities of the zero-sequence fault charge quantities
on both sides of the line within half a cycle should be the same; for an external fault, they

should be opposite.

o — 1+ sign(Qrzn)'Sign(Qn) (3)

where sign(Qy,) and sign(Qy,) are the polarities of the zero-sequence fault charge quantities
on both sides of the line, respectively. Therefore, if p; = 1, it indicates an internal fault;
if p; = 0, it indicates an external fault. Considering a certain degree of information fault
tolerance, p1 = 0.5 when the zero-sequence charge quantity on one side is lost.

Therefore, define the basic probability assignment function for the polarity of zero-
sequence fault charge quantity P; as follows:

P1 =01 (4)

3.1.2. The Basic Probability Function of Charge Polarity of Phase Difference Current

When the system does not detect the zero-sequence current fault charge quantity, it
indicates that a phase-to-phase fault has occurred. Therefore, the polarity of the phase-
difference current is constructed: in the case of an internal fault, the differential currents at
both ends have the same polarity; in the case of an external fault, the differential currents at
both ends have opposite polarities.
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Define the phase-difference current charge quantity as shown in Equation (5)

as follows:
T
H+—=

_ 2y :
Quy = Jy 2 i) 1)) -

hts . :
Qnay = ft1 (ix(t) — Zy(t))dt
where mey and any denote the phase-difference charge quantities at both ends of the line,
respectively, where xy represents ab, bc, and ca, respectively.
Similarly, according to Equation (3) defined as follows:

1 ] mx -Si nx
oy = +sign(Q 2y) sign(Quxy) ©)

Accordingly, if py, = 1, it indicates an internal fault; if p,, = 0, it signifies an external
fault. Accounting for a certain degree of information fault tolerance, Pxy = 0.5 when the
phase—difference charge quantity on one side is missing. Since calculations are carried
out for the three phase pairs (ab, bc, ca) and the maximum value among these three
computations is adopted, the basic probability assignment function for the polarity of the
phase—difference current charge quantity, denoted as P, is defined as follows:

PZ = max{Pub/Pbchca} (7)

In this paper, the basic probability assignment function for the polarity of the phase-
difference current charge quantity and that for the polarity of the zero-sequence fault charge
quantity do not participate in the subsequent fusion process simultaneously.

3.1.3. The Basic Probability Function of the Starting Information of the Distance II and III of
This Line
In this paper, the start-up signals of the distance II and III protection at both ends of
the suspected fault line are collected, and the fault correlation coefficient C;, of the line
is set.
Cw = a* (Byr + Bjy) +b* (B + Bjyp) 8)

where Bj; and Bjjj represent the activation information of Zone II and Zone III of distance
protection on one end of the line; B} ;and B? 11 represent the activation information of Zone
II and Zone III of distance protection on the other end; a and b are the weight coefficients
for Zone II and Zone III, respectively.

It is considered that the probability of a fault occurring at each point is the same
in [21,22]. The reach of distance protection Zone II can be extended to 25% of the next-level
line after the branch coefficient is taken into account, and the reach of distance protection
Zone III can be extended to 100% of the next-level line. Thus, the weights a and b can be set
as 0.8 and 0.5, respectively. At this point, the correlation coefficient is expressed as follows:

Cw = 0.8 x (By; + Bj;) + 0.5 % (B + Bjpp) ©)

The threshold value of the fault correlation coefficient for the line in this paper is
determined with reference to [17], which is calculated as the average value of the fault
correlation coefficient Cy, when faults occur at the line head, mid-point, and line end. When
faults occur at the line head, mid-point, or line end, both Zone II and Zone III of the line’s
distance protection will be activated, with all activation signals being 1. Therefore, the fault
correlation coefficient Cy, in all three cases is ((0.8 + 0.8) + (0.5 + 0.5) = 2.6) and, thus, the
threshold value is set to 2.6.
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Thus, the basic probability assignment function for Distance Protection Zone II and
Zone III of this line, denoted as P; as follows:

Co

Py =%
3726

(10)
where Cy, is the fault correlation coefficient of the distance II and III protection of the line.
2.6 is the threshold value of the fault correlation coefficient of the line. When it is greater
than the threshold value, the fault of the line can be judged. Equations (9) and (10) in this
paper are only used for calculating the fault correlation coefficient of the distance protection
for the current line, and they have an independent relationship with Equations (11) and (12)
presented later in the paper.

3.1.4. The Basic Probability Function of the Positive Adjacent Line Distance II and III
Initiation Information

A failure of the master station will cause the wide-area protection system to lose
central In this paper, the starting signal of the protection of the II and III sections of the
distance between the adjacent positive direction adjacent lines at both ends of the suspected
fault line is collected, and the positive direction adjacent line fault correlation coefficient C,
is set to represent the positive direction adjacent line distance protection. The discriminant
result of the line fault or not, the calculation expression is expressed as Equation (11).

where B, and B}, are the activation information of Zone II and Zone III distance protec-
tion of adjacent lines in the positive direction.

The fault correlation coefficient of adjacent lines in the positive direction reflects
the judgment result of the distance protection activation signal of adjacent lines on the
suspected faulty line. Assuming the number of adjacent lines in the positive direction is x,
its setting value is determined with reference to [15] and set to (0.63 x).

Thus, the basic probability assignment function for Zone II and Zone III distance
protection of adjacent lines in the positive direction, denoted as Py as follows:

Co

Py =
47 0.63x

(12)

where C; is the positive direction adjacent line fault correlation coefficient. 0.63x is the
threshold value of the fault correlation coefficient of the adjacent line in the positive
direction. When it is greater than the threshold value, the fault of the line can be judged. x
represents the number of positive adjacent lines.

3.2. Confidence Weighting and Consistency Analysis
3.2.1. Standardized Information Entropy

The information entropy proposed by Deng Yong measures the uncertainty of evidence
in [23]. When the value of the basic probability function is close to 0.5, the entropy is
maximum (with the highest uncertainty); when it is close to 0 or 1, the entropy is minimum
(with the highest certainty).

Using Equation (13), calculate the entropy value of the basic probability function itself
as follows:

H; = —[pilog, pi + (1 — p;) log, (1 — p;)] (13)

where H; is the information entropy. p; is the basic probability function.
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3.2.2. Confidence Mapping

The confidence level is obtained by subtracting the entropy value from 1. In this way,
the confidence level is inversely proportional to the entropy value; that is, the larger the
entropy, the lower the confidence level.

Ci=1-H; (14)
where C; is the confidence level of the basic probability function p;.

3.2.3. Similarity Calculation

In the multi-source information fusion of wide-area protection, the consistency analysis
of basic probability function is the core link to detect the degree of conflict between multi-
source criteria. The process is based on the Gaussian similarity theory and is realized by

Equation (15).
(pi — p)’°
Sij - eXP <_p20’2p] (15)

where S;; is the similarity between basic probability functions; in this paper. ¢ is the scale
parameter. This paper takes 0.316. When p; and p; are closer, S;; is higher (close to 1); the
greater the difference between them, the lower the similarity (close to 0).

3.2.4. Conformance Assessment

In the wide-area protection multi-source information fusion system, consistency evalu-
ation is a key link in quantifying the degree of similarity between a single basic probability
function and the whole. This calculation process is based on the similarity matrix and is
realized through the following Equation (16).

1
R; = Y Sij (16)
=13

where R; is the coefficient of consistency between the i th basic probability function and all
other probability functions, that is, the average value of its similarity to the other probability
functions. n is the total number of basic probability functions. Equation (16) is to evaluate
the compatibility of a single probability function with the whole. The probability function
with high consistency is more reliable and should be given higher weight in fusion.

3.2.5. Comprehensive Evaluation and Weight Allocation

By integrating the aforementioned confidence evaluation and consistency analysis,
the comprehensive evaluation coefficient of the basic probability function p; is obtained
as follows:

T; = 0.6C; + 0.4R; (17)

where T; is the comprehensive evaluation coefficient of the i th evidence, which combines
its confidence and consistency. Evidence with high confidence and good consistency has a
higher basic probability function and a higher comprehensive evaluation coefficient. Its
purpose is to comprehensively evaluate the reliability of evidence and avoid relying solely
on a single indicator.

By dividing the comprehensive evaluation coefficient of a single basic probability
function by the sum of the comprehensive evaluation coefficients of all basic probability
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functions, the total weight is ensured to be 1, and Equation (19) is obtained. Its purpose is
to dynamically allocate weights so that reliable evidence dominates decision-making.

Wi = (18)

where W; is the fusion weight value of the i th probability function. T; is the composite
score of the i th probability function.

3.3. Conflict Adaptive Factors

Define the conflict factor, and dynamically adjust the fusion strategy according to the
degree of conflict between basic probability functions in the system.

K= #2(1 - Sij) (19)

n(n— 1)i<],

where K is the conflict factor; n is the number of basic probability functions.

Depending on the differences in conflict factors, different combinations of coefficients
are formed, which are used in the final fusion process. When the conflict degree between
multi-source criteria is low (such as the polarity criterion of zero-sequence current charge
and the starting criterion of distance protection are clearly directed to the fault line, and
the conflict factor K < 0.1), it indicates that the information consistency is high. At this
time, the coefficient combination of (0.9,0.1) is adopted, and the fusion result obtained by
confidence weighting is preferentially trusted. When the degree of conflict is moderate
(0.1 £ K <0.3), it means that some criteria are uncertain (such as the loss of single electrical
quantity information leading to the ambiguity of criterion output). It is necessary to
reduce the proportion of weighted results and improve the influence of high-confidence
correction results by a (0.7,0.3) coefficient combination to balance the information conflict.
When the degree of conflict is high (K > 0.3) (such as when protection misoperation
and information loss occur at the same time, the conclusion of multi-source criterion
is significantly different), the coefficient combination of (0.5,0.5) is adopted so that the
weighted results and the corrected results are equally involved in the fusion so as to avoid
misjudgment caused by a single information source leading decision-making.

(0.9,0.1), K < 0.1
(a,8) ={ (0.7,03), 0.1 <K< 0.3 (20)
(0.5,0.5), 0.3 < K

where « and B are the weight values for the subsequent final fusion.

3.4. Converged Decision-Making

(1) Weighted average: Weightedly fuse each basic probability function using the
weights obtained from Equation (18). The purpose is to initially fuse all the evidence to
obtain the overall failure probability.

n
Py, = Z WiPi (21)
i=1
where W; is the fusion weight value of the i th probability function. Py, is the weighted
average fault probability value of fusion decision.

(2) High-confidence correction: Based on the confidence obtained from Equation (14),
correct the probability functions for which the high confidence is greater than 0.8 and the
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basic probability function is greater than 0.05 (to avoid interference from zero probabilities).
The purpose is to give priority to relying on high-confidence evidence when there is a large
conflict and avoid the influence of unreliable evidence.
L. Wip
. G>08
LW
C;i>0.8

(22)

where P}, is the fault probability value of high confidence correction of fusion decision.

Y. W;p;is a weighted probability value with confidence greater than 0.8 and its own
C;i>0.8
probability value greater than 0.05.

If there is no high confidence in the basic probability functions, weighted fusion is
also adopted.

Combining the coefficients obtained from Equation (20) with Equation (21) and
Equation (22), the fault probability function is obtained.

Pr=axPy+pxDy (23)

where P is the fault probability value of the final output after weighted average and high
confidence correction.

After many simulation experiments, it can be concluded that when the suspected fault
line is calculated by Equation (23) Py > 0.78, it can be judged as a fault line.

4. Wide-Area Protection Algorithm Flow

The process of the wide-area protection algorithm aims to achieve accurate identi-
fication of faulty lines through the coordinated operation between substations and the
master station. It is based on screening suspected faulty lines and combines multi-source
information fusion with intelligent decision-making. Figure 3 presents the flowchart of the
algorithm in this paper. The specific process is as follows:

(1) Sub-station process

After the initial screening of the suspected fault line fault, the substation selects the
suspected fault bus by sorting the sequence voltage of the bus satisfying the start criterion
of Equation (1) and uploads the electrical quantity and protection start quantity information
of the suspected fault line between the suspected buses.

(2) Main station process

(a) Data preprocessing, forming the basic probability function, obtaining the electrical
quantity information and protection start-up information on both sides of the suspected
fault line, preprocessing the relevant data, forming the basic probability function of zero
sequence charge polarity, the basic probability function of phase difference current charge
polarity, the basic probability function of distance protection information of this line,
and the basic probability function of distance protection information of a square first
adjacent line.

(b) The fault line is identified, and the basic probability function obtained above is
fused to output the comprehensive value of the line fault probability. When Ps > 0.78, it is
judged to be a fault line.
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Figure 3. Protection algorithm flow chart.

5. Simulation Analysis

In order to verify the effectiveness of the algorithm, this paper uses the IEEE Standard
10-machine 39-bus system. The line voltage level is 330 kV. The simulation is carried out in
PSCADA4.6.2, and the algorithm is programmed by MATLAB2024a. As shown in Figure 4,
the red area is the research region of this paper. A fault is set to occur at 0.3 s at the 12.5%
(K1), 50% (K32), and 87.5% (K3) positions of transmission line L3 near bus Bs.
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Figure 4. IEEE 39-node topology diagram.

5.1. Protection Performance Analysis Under Different Fault Locations and Fault Types

To verify the effectiveness of the proposed algorithm, single-phase metallic grounding
faults and interphase faults occur, respectively, at different positions of K;-K3. The reference
voltage of the bus is 345 kV, and the sequence voltage results of the buses within the region
are shown in Tables 1 and 2.

The bus sequence voltage data in Tables 1 and 2 clearly show the differential variation
law of bus sequence voltage after fault, which provides direct data support for the subse-
quent screening of suspected fault lines. In the metal grounding fault scenario, the positive
sequence voltage U of the fault line-associated bus (such as the target bus corresponding
to the fault location Kj, K3, K3) is significantly reduced (as low as 120.41 kV), while the
negative sequence voltage U_ and zero sequence voltage U are significantly increased (up
to 67.06 kV), which is completely consistent with the theoretical variation characteristics
of the lower sequence component of the grounding fault-grounding fault will destroy the
symmetry of the system, resulting in negative sequence and zero sequence components.
The closer the fault point is to the bus, the more significant the sequence voltage changes.
In the phase-to-phase fault scenario, since there is no zero-sequence component in the
phase-to-phase fault, the zero-sequence voltage of all buses is 0, and the negative-sequence
voltage (up to 66.12 kV) fluctuates regularly with the change in fault location. The down-
ward trend of positive-sequence voltage (as low as 101.81 kV) is consistent with that of
ground fault. However, the change range is slightly different due to the difference in fault
type. The sequence voltage data of the two types of faults verify the core premise that the
sequence voltage characteristics of the bus after the fault can be used as the basis for the
screening of suspected faults, which lays a reliable data foundation for the subsequent
locking of suspected fault buses and lines by sequence voltage sorting.
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Table 1. Bus sequence voltage results from different fault positions of metallic grounding faults.

Fault Location Bus u, (kv) u_ kv) U, (kV)
B, 202.16 3.95 6.59
B; 134.85 35.58 67.06
K By 149.43 17.31 28.28
1 Bs 154.82 11.32 16.21
By 156.33 8.10 10.19
Big 135.12 27.17 51.05
Fault Location Bus u, (kv) u_ (kv) Uy (kV)
B, 204.20 3.95 4.40
B; 140.86 24.44 42.96
K By 130.44 21.75 37.18
2 Bs 148.08 14.21 21.30
By 154.94 9.64 14.26
Big 144.16 18.46 32.92
Fault Location Bus U, (kv) u_ (kv) Up (kV)
B, 204.96 2.93 3.28
Bs 136.83 17.99 29.94
K By 120.41 31.66 55.71
3 Bs 145.45 20.66 31.90
By 150.87 14.35 23.29
Big 158.39 13.60 20.87

Table 2. Bus sequence voltage results from different fault positions between phase faults.

Fault Location Bus u, kv) U_ kv) U, (kV)
B, 196.31 11.73 0
Bs 108.52 66.12 0
K By 135.32 39.72 0
1 Bs 139.31 19.49 0
Bia 140.58 10.41 0
Big 128.97 40.10 0
Fault Location Bus u, (kv) u_ kv) U, (kV)
B, 200.13 7.94 0
B3 120.06 50.38 0
K By 114.59 47.42 0
2 Bs 132.28 23.22 0
Bia 137.15 21.90 0
Big 130.92 30.89 0
Fault Location Bus u, (kv) u_ (kv) Uy (kV)
By 202.04 6.00 0
B; 125.38 34.31 0
X By 101.81 60.39 0
3 Bs 130.38 25.40 0
By 131.63 23.95 0
Big 146.26 22.38 0

The screening results of suspected fault lines in Tables 3 and 4 directly prove the
effectiveness and practicability of the screening method based on ‘sequence voltage sorting’.
From the results, it can be seen that whether the fault type is ground fault or phase-to-phase
fault, whether the fault location is at the head end K;, middle end K; or end Kj of the line,
the selected suspected fault line set contains the actual fault line L3, and the number of
suspected lines is controlled within 2-3. The value of this result lies in the following: on
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the one hand, through the sequence voltage sorting (positive sequence voltage ascending
sequence, negative/zero sequence voltage descending sequence, taking the top three buses
and related lines), the lines that may be involved in the fault are accurately locked, and the
blind analysis of all lines in the whole network is avoided; on the other hand, the number
of suspected lines is controlled in a small range (not the whole network line), which
reduces the amount of information for subsequent data processing and communication
transmission of the master station. The master station only needs to receive the electrical
quantity and protection start-up information of the suspected line and does not need to
process the whole network line data, which directly reduces the communication load of
the wide-area protection system, which is in line with the core goal of the paper, ‘reducing
communication traffic’. At the same time, the consistency of the screening results under the
two types of fault scenarios also proves that the screening method is not affected by the
fault type and fault location and has good versatility.

Table 3. Selection results of suspected fault lines for metallic grounding faults.

Fault Location Suspected Faulty Bus Suspected Faulty Line
Ky B3, By, Big Ls, Lag
Ky B3, By, Big L3, Lao
K3 B3/ B4/ BS L3/ L4

Table 4. Selection results of suspected fault lines for interphase faults.

Fault Location Suspected Faulty Bus Suspected Faulty Line
Ky B3, B4, B1g Ls, Lo
K> B3, B4, B1g L3, Log
K3 B3, By, Bs L3, Ly

Perform algorithmic judgment on each suspected faulty line screened out under
different fault types and different fault locations. The judgment results are shown in
Tables 5 and 6 below.

Table 5. Judgment results of single-phase metallic grounding fault.

Fault Location =~ Suspected Faulty Line Py P, P3 Py Py
Ls 1 — 1 0.952 0.9874
K Lo 0 — 05 0.56 0.2121
Ls 1 — 1 0.794 0.9734
k2 Lao 0 — 0.5 0.56 0.2121
Ls 1 — 1 0.952 0.9874
ks Ly 0 — 05 0.56 02121

Note: Since it is a ground fault, P, does not participate in fusion decision-making; the bolded one is the
faulty line.

The judgment results of single-phase metal grounding fault in Table 5 fully verify the
accuracy and fault discrimination ability of the proposed algorithm in typical grounding
fault scenarios. It can be seen from the data that for the actual fault line L3, at the fault
location Kj, K, K3, the final calculated fault probability Py is 0.9874, 0.9734, and 0.9874,
respectively, which is much higher than the set fault determination threshold (0.78), and
the value is stable above 0.97, indicating that the algorithm can give clear and reliable
fault determination results for grounding faults at different locations. For non-fault lines,
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the fault probability is lower than 0.22, far lower than the threshold, and the value is
stable at a low level, without the risk of misjudgment. The overall results show that the
proposed algorithm can accurately distinguish the fault line from the non-fault line in the
grounding fault scenario and is not affected by the change in the fault location, and the
core discrimination performance is stable and reliable.

Table 6. Judgment results of fault lines between phase faults.

Fault Location =~ Suspected Faulty Line Py P, P3 Py Py
Ls — 1 1 0.952 0.9874
K Lao — 0 0.5 0.56 0.2121
Ls — 1 1 0.794 0.9734
K Lo — 0 05 0.56 02121
Ls _ 1 1 0.952 0.9874
Ks Ly — 0 0.5 0.56 02121

Note: Since no zero-sequence charge quantity is detected, P; does not participate in the fusion decision-making;
the bolded one is the faulty line.

Table 6 verifies the applicability and discrimination accuracy of the algorithm in the
non-grounded fault scenario for the judgment results of phase-to-phase faults. Different
from the ground fault, the phase-to-phase fault has no zero-sequence component. Therefore,
the table annotation clarifies that the zero-sequence current charge polarity basic probability
function does not participate in the fusion. This logic adjustment fully conforms to the
electrical characteristics of the phase-to-phase fault, reflecting the flexibility of the algorithm
criterion selection. From the results, the fault probability Ps of the actual fault line L3 at
the fault location K7, K> and K3 is above 0.97 (0.9874, 0.9734, 0.9874), which is more than
the judgment threshold of 0.78, and the numerical fluctuation is very small, indicating
that the algorithm has high stability for the identification of phase-to-phase faults. The
fault probability of the non-fault line is lower than 0.22, and there is no misjudgment. This
result proves that the algorithm can adaptively select the matching criterion combination
according to the fault type and still maintain accurate fault line identification ability in
the phase-to-phase fault scenario, which further verifies the versatility and reliability of
the algorithm.

5.2. Fault Tolerance Analysis of Protection Algorithms

(1) Taking the phase A metallic ground fault of L3 at position K; as an example, the
fault-tolerant performance of protection under information loss is verified. The suspected
faulty lines are Lz and Lyy.

Case 1: The zero-sequence current charge quantity on the side of L3 close to Bs is lost,
and the distance section II of the IED2 device close to By is lost;

Case 2: The zero-sequence current charge quantity on the side of Ly close to Bj is lost,
and both distance sections II and III of IED7 on the side close to Bqg are lost.

In Table 7, the fault tolerance ability of the algorithm is verified in two extreme
scenarios of “partial loss of electrical quantity and switching quantity” under the background
of phase A metallic ground fault. In the normal scenario, the fault probability of the fault
line L3 is 0.9874, the non-fault line is 0.2121, and the discrimination result is clear. In the
scenarios of Casel L3 near Bs side zero-sequence current charge loss, near By side IED2
distance II segment loss) and Case2 L3 near B3 side zero-sequence current charge loss,
near Byg side IED7 distance II/IIl segment loss), the fault probability of the fault line L3
is 0.8029 and 0.9838, respectively, which are higher than the threshold of 0.78, and can
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still be accurately determined as the fault line; the fault probability of the non-fault line is
reduced to 0.0883 and 0.2121, respectively, and there is no risk of misjudgment. The reason
for this result is that the algorithm dynamically allocates weights through the “confidence-
consistency” two-dimensional evaluation. When some information is lost, the confidence
of the basic probability function corresponding to the lost information is reduced, and the
fusion weight is automatically reduced. The weight of other complete information (such
as the distance protection information of adjacent lines) is increased accordingly, and the
influence of lost information is offset by the complementarity of multi-source information.
The results fully prove that the algorithm can still maintain high fault discrimination
accuracy and has good fault tolerance performance in some information loss scenarios.

Table 7. A fault discrimination results under different conditions of phase grounding.

Different Situations Suspected Faulty Line P, P, Ps Py Py

Ls 1 — 1 0.952 0.9874

Normal
Lo 0 — 0.5 0.56 0.2121
L3 0.5 — 0.692 0.952 0.8029

Case 1

Log 0 — 0.5 0.3968 0.0883
L3 1 — 1 0.674 0.9838

Case 2
Lo 0.5 — 0 0.56 0.2121

Note: Since it is a ground fault, P, does not participate in fusion decision-making; the bolded one is the
faulty line.

(2) Take the AB phase-to-phase short circuit of L3 at position K3 as an example. Since
the basic probability P, takes the maximum value of the polarity of the differential charge
quantity for three times (ab, bc, ca), losing any 1 or 2 differential current charge quantities
will not affect the accurate judgment of P,. For the faulty line, consider the loss of more
than 3 differential charge quantities under extreme environments; for the normal line, it is
sufficient to consider the loss of any one differential current charge quantity.

Case 1: For L3, the differential charge quantities of ab, bc, and ca on the side close to
B3 are lost, and the distance section III signal of IED1 on the side close to Bs is lost;

Case 2: For Ly, one differential current charge quantity on the side close to By is lost,
and the distance section II and III signals of IED6 on the side close to Bs are lost.

Taking the AB phase-to-phase short-circuit fault as the background, Table 8 further
verifies the fault tolerance of the algorithm in the scenario of “partial loss of electrical
quantity (phase difference current charge) and distance protection’, and designs a more
realistic loss scenario for the criterion characteristics of phase-to-phase fault. In the normal
scenario, the fault probability of the fault line L3 is 0.9874, which is accurate. In the extreme
scenario of Casel L3 near B3 side ab/bc/ca phase difference charge loss, near B3 side
IED1 distance III loss), because the algorithm adopts the calculation logic of ‘taking the
three-phase maximum’ for the phase difference current charge (Equation (7)), even if the
three-phase difference charge is all lost, the criterion failure is avoided by setting the fault-
tolerant mechanism with the basic probability of 0.5 when lost. At the same time, the
weight of other complete information (such as the distance of this line to section III and the
distance protection of adjacent lines) is increased, and finally the fault probability of the
fault line L3 is reduced to 0.8585 (still higher than the threshold), and the non-fault line is
reduced to 0.1633. In Case2 L3 near By side 1 phase charge loss, near Bs side IED6 distance
II/1II segment loss) scenario, the probability of a fault line is 0.9838, which is close to the
normal scene level. The results show that the algorithm designs a special fault-tolerant
mechanism for the criterion characteristics of phase-to-phase faults (taking the maximum
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value of phase difference charge and setting the fault-tolerant value when it is lost). Even
in the extreme scenario where multiple types of information are lost at the same time, the
algorithm can still ensure the accurate identification of fault lines through multi-source
information complementation and dynamic weight distribution, which further verifies the
fault-tolerant ability of the algorithm in the scenario where phase-to-phase fault information
is lost.

Table 8. Fault discrimination results under different conditions of AB interphase short circuit.

Different Situations  Suspected Faulty Line Py P, Ps Py Py

Ls — 1 1 0.952 0.9874

Normal
Ly — 0 0.5 0.56 0.2121
L3 — 0.5 0.808 0.952 0.8585

Case 1

Ly — 0 0.5 0.3571 0.1633
Ls — 1 1 0.674 0.9838

Case 2
Ly — 0.5 0 0.56 0.2121

Note: Since no zero-sequence charge quantity is detected, P; does not participate in the fusion decision-making;
the bolded one is the faulty line.

(3) Taking the phase A metallic grounding fault of L3 at position K; as an example,
verify the fault tolerance performance of the protection when the distance protection
zones II and III at both ends of the L3 line refuse to operate successively. Numbers 1 to 4,
respectively, represent: the refusal of distance protection zone II to operate on the side of
L3 close to Bs; the refusal of distance protection zones II and III to operate on the side of L3
close to Bs; the refusal of distance protection zones II and III to operate on the side of L3
close to B3 and the refusal of distance protection zone II to operate on the side close to By;
and the refusal of distance protection zones II and III to operate at both ends of L3. The
judgment results are shown in Table 9.

Table 9. Judgment results of protection misactivation faults.

Line 1 2 3 4
L3 0.9381 0.9370 0.9134 0.7954
Lo 0.2121 0.2121 0.1767 0.0099

Note: The bolded one is the faulty line.

Table 9 takes the A-phase grounding fault as the background, and aims at the four
extreme scenarios of “the fault line L3 is successively rejected from the II/III section at both
ends of the fault line L3” (from single-ended single-segment rejection to double-segment
rejection at both ends). The fault-tolerant ability of the algorithm for serious abnormal
conditions such as “protection rejection” is verified. From the results, it can be seen that
with the increase in the degree of rejection (Scenario 1 to Scenario 4), the fault probability
of the fault line L3 gradually decreases from 0.9381 to 0.7954, but it is always higher
than the threshold of 0.78, which can still be accurately determined as the fault line; the
fault probability of the non-fault line is gradually reduced from 0.2121 to 0.0099, and the
discrimination result is clearer.

The key to this result is that when the distance protection refuses to operate, the
consistency evaluation coefficient of the corresponding basic probability functions (P,
Py) decreases (the matching degree with other criteria decreases), and the fusion weight
automatically decreases, while the weight of electrical quantity information (such as
zero-sequence current charge polarity, which is not lost at this time) is significantly
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improved—zero-sequence current charge polarity is the core criterion of grounding fault.
Even without the support of distance protection information, it can still dominate the fusion
decision through its own high confidence. Especially in the most extreme case of scenario 4
(the distance between the two ends of the II/III section is completely rejected), the fault
probability is only reduced to 0.7954, which is only 0.0154 higher than the threshold. It is
just proved that the algorithm can still rely on the complementarity of electrical quantity
information to realize fault discrimination when the protection is completely failed, which
fully verifies the fault tolerance of the algorithm for the protection rejection scenario.

(4) According to the fault scenario of the above (3), the fault tolerance of the protection
is verified when the distances II and III in the non-positive direction of the L20 line are mis-
takenly operated in turn. 1~2 represent the maloperation of distance II and III, respectively.
The judgment results are shown in Table 10.

Table 10. Judgment results of protection malfunction fault.

Line 1 2
L3 0.9734 0.9734
Lyg 0.2942 0.7550

Note: The bolded one is the faulty line.

Table 10 takes the A-phase ground fault as the background and verifies the anti-
interference ability of the algorithm for the two types of scenarios of ‘non-fault line Lyg non-
positive direction distance II/1II section mis-operation in turn’. The core risk of protection
misoperation is that the misoperation signal will simulate the fault characteristics, which
may cause the non-fault line to be misjudged as the fault line. From the results, in scenario 1
Lpp non-positive direction distance II section misoperation) and scenario 2 Ly non-positive
direction distance II/III section misoperation) the fault probability of the fault line L3 is
always stable at 0.9734, without any fluctuation, indicating that the misoperation signal
does not interfere with the identification of the fault line. The fault probability of the
non-fault line Ly increases from 0.2942 to 0.7550. Although there is a significant increase, it
is still lower than the threshold of 0.78 and is not misjudged as a fault line. The results show
that the algorithm can effectively identify and suppress the interference of the protection
misoperation signal and avoid the misjudgment of non-fault lines.

5.3. Robustness Analysis of Protection Algorithm
5.3.1. Noise Interference Analysis

In the actual operation scenario of the power system, the electrical quantity acquisition
link is susceptible to factors such as equipment accuracy deviation and electromagnetic
environment disturbance, resulting in noise interference, which may lead to distortion
of the input information of the protection criterion, thereby affecting the accuracy of
fault identification. Taking the metal fault of L3 at K, position as an example, the noise
interference of 15 dB and 25 dB is set, respectively, to verify the reliability of the protection
algorithm when the electrical quantity information is disturbed by noise. The specific
results are shown in Tables 11 and 12.

The results of Tables 11 and 12 show that although the value of zero-sequence charge
(such as Qrsm, Qrsns Qroom, Qroon) of fault line Ly and non-fault line Ly fluctuates to
a certain extent under different intensity noise interference, the corresponding polarity
criterion (such as the basic probability function m1m1 of zero-sequence charge polarity)
does not flip, and can still correctly reflect the fault characteristics. This shows that the
charge polarity criterion constructed in this paper has a certain noise tolerance ability,
and it is not easy to misjudge due to small fluctuations in electrical quantities. More
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importantly, under the multi-source information fusion framework, even if individual
electrical quantities are biased due to noise interference, the system can still dynamically
evaluate the confidence and consistency of each criterion through standardized information
entropy and Gaussian similarity and automatically reduce the fusion weight of unreliable
information, thereby maintaining the stability of the overall decision. Therefore, although
the charge value changes, the final fault probability output of the algorithm remains stable,
which further verifies its strong robustness and practicability in noisy environments.

Table 11. Judgment results of fault line L3 under different noise interference.

Different Situations Qr3m/C Qrsn/C P, p, Ps P, Py
Normal 1.5646 1.8238 1 — 1 0.794 0.9734
15dB 1.4589 1.8497 1 — 1 0.794 0.9734
25 dB 1.5641 1.8454 1 — 1 0.794 0.9734

Note: The bolded one is the faulty line.

Table 12. Judgment results of non-fault line Lyy under different noise interference.

Different Situations QLZOm/C QLZOn/C Py P, P3 Py Pf
Normal 0.3021 —0.3284 0 — 0.5 0.56 0.2121
15 dB 0.3429 —-0.3114 0 — 0.5 0.56 0.2121
25 dB 0.2972 —0.3421 0 — 0.5 0.56 0.2121

5.3.2. Data Packet Loss Analysis

In order to verify the reliability of the algorithm in the scenario of data packet loss
caused by communication network congestion or network attack, taking the metal ground-
ing fault of L3 at K; position as an example, the data packet loss rates of 10% and 20% are
set, respectively, for testing. As shown in Figures 5 and 6, the signal diagram after the loss
of electrical data packets at both ends of L3 and Lyy.
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Figure 5. Comparison of 10% random loss of electrical data at both ends of Lz and Lyg.
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Figure 5 (10% loss rate) and Figure 6 (20% loss rate) show the waveform changes in
electrical quantities at both ends of Lz and Ly lines after packet loss. It can be seen in the
diagram—the normal waveform is continuous and complete, and the waveform appears
to have breakpoints or missing segments after loss. Even if the data packet is lost, the
polarity characteristics of the charge (such as the positive and negative directions) do not
flip, indicating that the charge polarity criterion has a certain tolerance for data loss. The
waveform diagram intuitively reflects the actual situation of data loss and provides a real
input scene for subsequent algorithm processing.

The algorithm is verified based on the above packet loss situation, and the results are

shown in Tables 13 and 14 below.

Table 13. Judgment results of fault line L3 under different data packet loss rates.

Different Situations

OpLsm/C Qp3./C Py P, P; Py Py
Normal 1.8726 2.3723 1 — 1 0.794 0.9734
10%loss 1.7180 2.1744 1 — 1 0.794 0.9734
20%loss 1.4704 1.8653 1 — 1 0.794 0.9734

Table 14. Judgment results of non-fault line L20 under different data packet loss rates.

Different Situations Q1.20m/C Qi20n/C Py P, P; Py P
Normal 0.3021 —0.3284 0 — 0.5 0.56 0.2121
10%loss 0.2731 —0.2971 0 — 0.5 0.56 0.2121
20%loss 0.2374 —0.2596 0 — 0.5 0.56 0.2121

Table 13 (fault line L3) and Table 14 (non-fault line Lyg) compare the fault probability
Py under normal, 10% loss, and 20% loss conditions. For L3 line: under normal, 10% loss
and 20% loss, Py is always 0.9734, which is much higher than the threshold of 0.78, which
can accurately determine the fault line. For Ly line: Py is kept at 0.2121, far below the
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threshold, and there is no risk of misjudgment. The packet loss does not affect the final
fault identification result, indicating that the algorithm is robust. Even if the charge value
fluctuates (such as the zero-sequence charge of Lz decreases from 1.8726 C to 1.4704 C), its
polarity does not change, and the basic probability function P; can still correctly reflect the
fault characteristics.

5.4. Comparative Analysis with Other Methods

Taking the A-phase metal grounding at the K; position of L3 as an example.

Case 1: The distance protection amount in the IED device on both sides of L3 is lost.

Case 2: The distance protection in IED1 near B3 side of L3 is lost and the distance II
section of IED8 near Big of Lyg is malfunctioned.

In these two cases, the performance comparison between the proposed algorithm and
the improved evidence theory in Reference [17] is verified. The verification results are
shown in the following Figures 7 and 8.
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From the comparison results, in the three cases of normal, Case 1 and Case 2, the fault
probability pf calculated by the algorithm proposed in this paper is better than the result of
the improved evidence theory in [17]. Under normal conditions, the Py of the algorithm in
this paper is close to 1, and the P of the algorithm in the literature [17] is also higher, but
the algorithm in this paper is closer to the ideal fault probability value; in the case of Case 1
and Case 2, which have the disadvantage of loss or misoperation of distance protection, the
algorithm in this paper has a smaller decrease in the fault probability of fault line L3 than
that in [17]. Compared with the non-fault line Ly, the fault probability of the algorithm in
this paper still maintains a low level in the case of information loss, and the fault tolerance
rate is higher than that of the [17-23] algorithm.

6. Conclusions

Aiming at the low fault tolerance and large communication traffic of the existing
wide-area protection algorithm, this paper proposes a new wide-area backup protection
algorithm based on confidence weighting and conflict adaptation. Through theoretical
analysis and simulation verification, the following conclusions can be drawn:

(1) The mechanism of screening suspected fault lines through sequence voltage ranking
allows the substation to upload only the electrical quantities and protection activation
information of the suspected lines, rather than all line data within the protection zone,
thereby reducing communication traffic. However, this screening approach relies on the
significant variation characteristics of bus sequence voltage after a fault. In the presence
of severe harmonic interference or sudden bus load changes in the grid, the sequence
voltage characteristics may become indistinct, affecting the accuracy of suspected line
screening. Further optimization incorporating filtering algorithms or load correction
models is therefore necessary.

(2) Four basic probability assignment functions are constructed based on the polarity
of zero-sequence current variation, phase-current variation, and the activation of Section
II/1II distance protection for both the local line and its adjacent lines. This forms a multi-
dimensional criterion system covering ground faults and phase-to-phase faults. In typical
fault scenarios such as single-phase metallic grounding and AB phase-to-phase short cir-
cuits, the system provides an effective basis for fault identification. However, performance
under practical conditions—such as communication delays and high renewable energy
penetration—has not yet been validated. Subsequent research will expand the study to
enhance the applicability of the findings in real engineering scenarios.

(3) This paper enhances the contribution of high-reliability information in fusion
decision-making by introducing standardized information entropy to quantify the confi-
dence level of criteria and combining Gaussian similarity to analyze the dynamic weight
allocation mechanism for information consistency. The designed conflict adaptive factor
can adjust the fusion strategy adaptively based on the degree of information conflict, ensur-
ing accurate fault line identification even in simulation scenarios such as “partial electrical
quantity loss” and “distance protection rejection/misoperation.” However, it should be
noted that the robustness verification of the current algorithm is limited to the radial grid
topology of the IEEE 39-node system and does not involve complex grid structures incorpo-
rating multi-terminal flexible DC and high penetration of renewable energy. Additionally,
the simulation does not account for extreme cases where communication link delays exceed
100 ms. In such scenarios, reduced synchronization of multi-source information may affect
the fusion decision-making performance. Future work should further expand the algo-
rithm’s adaptability to complex grid topologies and incorporate a communication delay
compensation mechanism to improve its scalability.
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