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Abstract

In this paper, the failure mechanisms and electromagnetic protection design of an electronic
switching system under high-power electromagnetic pulse (HPEMP) effects are studied. By
integrating experimental testing and modeling simulation methods, the coupling character-
istics of HPEMP energy within the electronic switching system, the response characteristics
of sensitive components, and their physical failure processes were analyzed. The research
indicates that the root cause of system failure under HPEMP irradiation lies in the intrusion
of electromagnetic energy coupled through specific anode or gate cable ports, leading to
unintended turn-on of the key thyristor device and consequent system functional failure.
Mechanism analysis reveals that when the coupled voltage on the thyristor pins exceeds
the gate trigger threshold, a carrier regeneration mechanism is activated within the device,
resulting in polarity reversal of the PN junction and the formation of a positive feedback
path, ultimately causing false triggering. Experimental and simulation results show good
consistency in terms of effect thresholds. Based on these findings, effective electromagnetic
protection hardening designs targeting the identified electromagnetic vulnerability paths
and sensitive components were proposed, and the effectiveness of the protective measures
was validated through experiments.

Keywords: high-power electromagnetic pulse; electronic switching system; effect mecha-
nism; semiconductor devices

1. Introduction

Thyristor-based electronic switching systems serve as critical actuation components in
modern high-reliability applications, such as automotive airbag trigger circuits [1,2] and space-
craft stage separation devices [3,4]. Their precise and reliable operation directly impacts
personal safety and mission success. These systems, typically designed with semiconduc-
tor switching devices, are used to rapidly and reliably control high-current switching upon
specific commands, thereby driving trigger devices. However, the increasingly complex elec-
tromagnetic environment—particularly threats from lightning electromagnetic pulse (LEMP),
electrostatic discharge pulse (ESD), and high-power microwave (HPM)—poses severe chal-
lenges to their security [5-9]. High-power electromagnetic pulse (HPEMP) can couple into
systems via cables or apertures, inducing transient high voltages or large currents internally,
which may cause unintended triggering, performance degradation, or even permanent damage
to power switching devices [10-15]. Meanwhile, HPEMP can induce local thermal effects on
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semiconductor devices, leading to permanent failure such as device melting and burnout. In
scenarios like enclosed power switchgears and spacecraft equipment cabins, such thermal
effects are highly likely to trigger secondary safety hazards including insulation combustion
and toxic gas leakage [16-18].

Extensive research has been conducted domestically and internationally on the effects of
HPEMP on various typical electronic systems, covering multiple technical approaches from
experimental characterization to modeling and simulation [19-24]. In terms of experiments,
existing studies primarily employ irradiation and injection methods: Irradiation tests often
focus on correlating system-level failure thresholds with parameters such as field strength, rep-
etition frequency, pulse width, and orientation; for instance, in Reference [25], ultra-wideband
high-power electromagnetic (UWB-HPEM) pulse irradiation tests were conducted on a mi-
crocontroller, and temporary functional anomalies of the microcontroller occurred when the
electric field strength reached 8.9 kV/m. Injection tests are mainly used to locate sensitive
components, identify critical coupling paths, and obtain port coupling parameters along
with corresponding effect thresholds; for example, in Reference [26], double-exponential
pulse current injection was performed on a shortwave receiving antenna system, and the
antenna system output an interference signal with an amplitude < 3 V and a duration of
approximately 6 ps under interference. In terms of modeling and simulation, mainstream
field-circuit co-simulation techniques are often applied to analyze front-door coupling, repro-
ducing the behavioral responses of systems and devices, such as in Reference [27], where the
effect of high-power microwave interference on missile radio fuzes was studied via simula-
tion methods—while device-level simulations explore microscopic processes such as carrier
transport, junction ionization, and feedback pathway establishment under HPEMP exposure
from a physical mechanism perspective. However, most existing studies rely on a single
experimental or simulation method, lacking a systematic multi-methodology synergy for
analyzing electronic system effect mechanisms, which hinders effective support for protection
hardening design and validation.

In this paper, we select a typical thyristor-based electronic switching system and
employ integrated experimental and simulation approaches to investigate its failure mech-
anisms and protection hardening methods under HPEMP exposure. The structure of the
remainder of this paper is organized as follows: Section 2 identifies and validates the elec-
tromagnetic vulnerability paths of the switching system using three methods—irradiation
tests, numerical simulations, and injection tests—and obtains effect thresholds for port
coupling parameters. Section 3 reveals the turn-on mechanism of the core switching device,
the thyristor, under HPEMP exposure through device modeling and simulation. Section 4
develops targeted electromagnetic protection designs based on the identified vulnerability
paths and sensitive components, and validates the effectiveness of the protection measures
experimentally. Finally, Section 5 provides a conclusion of this study.

2. Experimental Investigation of HPEMP Effects on a Typical Electronic
Switching System
2.1. System-Level Irradiation Experiments

The irradiation experimental setup for a typical electronic switching system exposed to
HPEMP is shown in Figure 1. The experimental system consists of the following equipment:
a radiation source, a radiating antenna, the test switching system, a low-dielectric-constant
support structure, an effect monitoring system, and a radiation field measurement system.

The electronic switching system adopts a double-layer printed circuit board (PCB) ar-
chitecture. The upper layer contains a radio frequency (RF) front-end module, which can be
connected to various types of antennas to receive target attitude signals and transmit them to
the back-end signal processing unit. The lower layer primarily comprises a signal processing
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unit and a trigger circuit, responsible for processing and logically evaluating the front-end
signals to determine whether they meet the preset switching threshold conditions. Ultimately,
the trigger circuit outputs a pulse signal to drive the switching element into conduction.
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Figure 1. Schematic diagram of the irradiation experiment setup.

During the experiment, the radiating antenna, excited by the radiation source, estab-
lished a transient electromagnetic environment in space. The radiation field measurement
system, consisting of an electric field sensor, an electro-optic converter, and an oscilloscope,
was used to measure the spatial electric field strength. The effect monitoring system, com-
posed of a coupled voltage probe and an electro-optic converter, determined whether a
malfunction occurred by capturing the output signal of the trigger circuit. To suppress
field distortion caused by metal scattering, the test switching system was mounted on a
low-dielectric-constant support, and signals collected by the coupled voltage probe were
transmitted via optical fiber. The output load of the switching system circuit was equiv-
alently replaced by a resistive load, and the system was powered by a lithium battery
to ensure experimental repeatability. The experimental parameters were set as follows:
radiation source trigger repetition frequency of 30 Hz, irradiation duration of 1 s, and the
long axis of the switching system aligned with the direction of wave propagation.

The irradiation results shown in Table 1 indicate that when the electric field strength
reached 6 kV/m, the failure probability of the switching system increased significantly
to 85%. Therefore, 6 kV/m is identified as the system’s failure effect threshold. In the
experiment, the physical connection of the cable to the equivalent resistive load at the
output of the trigger circuit was consistent with the actual operational conditions, ensuring
that the introduction of the coupled voltage probe did not disturb the original signal
transmission path. To accurately identify whether cables, PCB traces, and device pins
form critical electromagnetic coupling paths, it is usually necessary to monitor the coupled
signals at corresponding ports or circuit nodes in real time. However, directly connecting
physical monitoring lines would inevitably alter the system’s original electromagnetic
coupling characteristics, leading to distorted measurements of coupled voltage. Due to
this measurement limitation, the irradiation experiment could not directly quantify the
port response characteristics of critical paths. Therefore, this study employs full-wave
electromagnetic simulation to further identify the primary pathways of HPEMP energy
coupling.

Table 1. Irradiation experiment results.

Field Level (kV/m) Number of Experiments Failure Probability (%)

3 5 0(0/5)
6 20 85 (17,/20)
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2.2. Numerical Simulation Experiment

The numerical simulation experiment employed a field-circuit co-simulation approach,
integrating a three-dimensional electromagnetic field solver with a circuit simulator to
achieve transient interaction modeling between electromagnetic fields and circuits. The
electromagnetic domain solved Maxwell’s equations to obtain spatial field distributions
and cable coupling parameters, while the circuit domain computed device responses, with
data exchange facilitated through port interfaces. Virtual probes were used to directly
extract current density distributions on the circuit board surface, spatial field distributions,
and voltages at key nodes, thereby avoiding the issues associated with physical probing in
irradiation experiments.

2.2.1. Modeling Considerations

Focusing on identifying the coupling pathways of HPEMP, the numerical simulation
modeling incorporated the following considerations:

(1) Simplified Modeling of the Front-End RF Circuit Module

HPEMP coupling mechanisms are primarily categorized into front-door and back-
door coupling. For electronic systems, front-door coupling mainly causes informational
interference: since the back-end processing circuit employs strict logic discrimination for
input signals, most front-door coupled interference only affects front-end components.
When interference signals propagate to the back-end circuit, their amplitude is generally
insufficient to trigger a malfunction. Studies indicate that only when front-door coupled
signals exhibit specific characteristics (e.g., pulse width, modulation mode, frequency
domain properties) can they potentially cause unintended triggering of the switching
system [27]. These signal characteristics are highly dependent on the frequency band
and transceiver architecture of the RF front-end antenna, exhibiting significant system-
specificity, resulting in a low probability of front-door coupling-induced malfunctions and
a lack of generalizability. In contrast, back-door coupling infiltrates the system through
apertures and cables, directly affecting the back-end trigger output circuit in the form of
conducted energy interference [28]. This coupling mechanism exhibits universal sensitivity
to factors such as circuit board layout and cable topology, enabling the derivation of general
conclusions.

The modeling strategy for this part is: (D neglect the cable coupling path from the RF
circuit to the signal processing circuit; (2) retain the geometric structure and copper layers
of the circuit board to ensure field distribution authenticity; (3) omit the internal device
circuit models of the RF circuit board.

(2) Selective Modeling of the Back-End Signal Processing Circuit Module

As a precision system, the electronic switching system features a highly complex
back-end signal processing circuit, making complete modeling of signal transmission
integrity between modules challenging. The absence of models for numerous nonlinear
devices in the circuit leads to incomplete signal transmission modeling, while accurate
characterization of port impedances at inter-module cable connections also affects the
accuracy of port responses. Since the primary objective of this numerical simulation is to
identify coupling paths, and peripheral circuit modules of the trigger circuit have limited
impact on critical coupling paths, simplified modeling was applied to these peripheral
modules, with emphasis placed on modeling the trigger circuit module and cables.

The modeling strategy for this part is: () Prioritize modeling of inter-board cables and
simplify the port impedance modeling of some modules. Cables are modeled based on
their physical dimensions and materials. For circuit modules connected behind cable ports,
the routing topology of all signal and dielectric layers, via interconnect structures, and the
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parameters and layout information of all RLC components are fully retained. For nonlinear
components, some are modeled by importing SPICE models or substituting with similar
SPICE devices. If certain models are indeed unavailable, they are equivalent to a 50-ohm
lumped parameter to maintain electrical connection integrity. (2) Prioritize modeling
the execution-stage circuit module, constructing this module completely. For modeling
the sensitive thyristor device, since its SPICE model does not account for impedance
characteristics across a wide frequency range, its S-parameters for the anode-cathode and
gate-cathode ports were measured from 9 kHz to 3 GHz using a Vector Network Analyzer
(VNA). Based on this, a multi-port impedance network model was created and imported
into the full-wave simulation model. It should be noted that while the current circuit
model achieves broadband equivalence at the impedance level, its behavioral logic does
not encompass the nonlinear response under transient pulses. This simplification aims to
prioritize the accuracy of port coupling parameter calculations.

2.2.2. Model Construction

Based on the precise dimensions of the physical switching system, a three-dimensional
electromagnetic simulation model was constructed in 3D Electromagnetic Simulation
Software (CST 2024), with the PCB design files imported into their corresponding positions.
The full-wave simulation model is shown in Figure 2a.
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Figure 2. Field-Circuit Co-Simulation model: (a) 3D electromagnetic simulation model, (b) S-Parameters
of the Anode—Gate port, and (c) trigger circuit model.

The trigger circuit model was built by the circuit simulation module in the Software,
where the thyristor was characterized using a two-port network equivalent model. Its
S-parameters between anode-cathode and gate-cathode were measured using a vector
network analyzer, as shown in Figure 2b,c (TS1 represents S11 for gate-cathode, TS2
represents S11 for anode-cathode). The core advantage of this modeling strategy lies
in accurately replicating the device’s high-frequency response through experimentally
calibrated broadband impedance characteristics, thereby enhancing the accuracy of port
coupling parameters in field-circuit coupling simulations. The acquisition of thyristor
S-parameters was accomplished using a device test board designed with microstrip line
structures controlled to 50-ohm impedance, connected to the vector network analyzer
via SMA connectors to minimize measurement errors. For cable-PCB interconnection
ports, due to the lack of a standard TEM wave transmission path in the actual structure,
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Coupling Voltage(V)

direct measurement of input impedance would cause significant mismatch errors; hence,
experimental testing was not used for port impedance equivalence.

In the full-wave simulation setup, the excitation waveform was employed using the
monitored field waveform from the irradiation experiments. A plane wave irradiation with
a peak field strength of 6 kV/m was applied. Spatial field probes, surface current probes,
and cable port voltage probes were set up to acquire the simulation results.

2.2.3. Results and Analysis

As shown in Figure 3, the simulation results are presented. In Figure 3a, the magnitude
and waveform of the cable port coupling are displayed. It can be observed that under
irradiation at this field strength, the coupling voltage at the cable port is on the order
of hundreds of volts, approximately 776 volts. The cable length set in the simulation is
consistent with that of the physical prototype, which is 20 mm. In Figure 3b, the spatial
field distribution is shown, indicating a stronger electric field around the inter-board cables
compared to the trace areas on the circuit board (approximately 5 dB higher). In Figure 3c,
the surface current distribution on the trigger circuit PCB is illustrated, revealing high
induced current density around the thyristor pins and adjacent regions, highlighting the
thyristor as a sensitive component requiring special attention. Meanwhile, we also observed
the variation in the cable port coupling voltage by changing the cable length: when the
simulated cable length was 10 mm, the port coupling voltage decreased to 392 V, and the
difference between the two (20 mm and 10 mm) is significant, indicating that cable length
has a substantial impact on HPEMP coupling parameters.

(a)

dB (A/m"2)

1 B0/

Cables

t(ns)

Figure 3. Simulation results: (a) cable port coupling parameters, (b) spatial electric field distribution,
and (c) surface current distribution on the PCB.

In summary, both the cable port coupling voltage and field distribution results indicate
that cables are a critical pathway for HPEMP coupling, and cable length exerts a significant
influence on the coupling magnitude. The surface current distribution suggests strong
signal coupling may occur around the sensitive thyristor device. By further analyzing the
switching system structure and circuit schematic, the key coupling paths were identified:
the gate of the core switching device (thyristor) is connected via PCB traces to the signal
cable port (leading to the upper board), while its anode is connected through a diode-
FET cascaded path to the power cable port (leading to the upper board). Given the high
sensitivity of the thyristor’s turn-on characteristics to transient pulses—where either a gate
trigger signal or anode overvoltage can cause unintended turn-on—it is highly probable
that the anode power cable and the gate signal cable serve as the primary interference
coupling channels.

It is worth noting that the conventional turn-on parameters of the thyristor are typically
on the microsecond scale, whereas the interference signals coupled from HPEMP to the
cables are expected to be on the nanosecond scale. In terms of time scale, such signals are far
below the device’s nominal turn-on threshold. However, unintended turn-on phenomena
were still observed in experiments. This suggests that the amplitude of the HPEMP-
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induced coupled voltage may significantly exceed the critical turn-on value of the thyristor,
potentially exceeding the limitations of conventional turn-on models through nonlinear
mechanisms such as dielectric breakdown or carrier avalanche multiplication. This aspect
also necessitates injection experiments to quantify the thyristor’s turn-on characteristics
under transient pulse conditions.

2.3. Injection Experiments

Based on the critical coupling paths identified in the numerical simulations, we con-
ducted the injection experiments, which include system-level bulk current injection and
device-level voltage injection on the core switching device (thyristor). These experiments
aimed to validate the simulation results and further investigate the malfunction mechanism
of the switching system and the response of the thyristor under transient pulses.

2.3.1. System-Level Bulk Current Injection Experiment

The BCI technique utilizes a non-contact current injection probe to induce currents
on target cables, simulating common-mode interference coupling under intense electro-
magnetic field irradiation. The probe acts as a mutual inductor, converting radio frequency
interference signals into common-mode currents in the cable harness through electromag-
netic induction. These currents propagate along the cable to the ports of the equipment
under test, replicating the physical process of energy coupling into the system via cables in
an irradiated environment. For this study, BCI effectively simulated the coupling signals
induced on cables by HPEMP.

The current injection experiment was conducted using a high-voltage pulse source
as the excitation, as illustrated in Figure 4. A current injection clamp (400 MHz) was used
for injection, a current monitoring clamp (500 MHz) for monitoring the injected current, a
high-impedance oscilloscope probe (400 MHz) for measuring the terminal coupled voltage
on the cable, and a line impedance stabilization network (LISN) was employed to protect
the power supply and match impedances.

0 Coupling voltag ‘

Voltage monitoring probe &
- v = N

Voltage monitoring probe

Pulse source

Figure 4. Current injection experiment setup.

Current injection was performed on individual cables. The output amplitude of the
pulse source was gradually increased from low to high levels, and we monitored whether
the electronic system experienced unintended turn-on. The thyristor cathode was grounded;
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a transition of the anode potential to 0 V was considered indicative of system malfunction.
To prevent the cumulative effect of HPEMP damage on the thyristor, a new thyristor was
replaced for subsequent experiments once two instances of unintended turn-on occurred
during the tests.

(1) Anode Cable Injection

As shown in Table 2, under the maximum output voltage of the pulse source, 20 tests
were conducted, with unintended turn-on observed in 3 instances. Thus, the effect threshold
due to coupling at the anode cable port was determined to be above 2.1 kV.

Table 2. Injection test results 1.

. Average Coupling Voltage Thyristor Unintended
Thyristor Number kV) Turn-on Probability (%)
1 2.12 20(1/5)
2 211 20(1/5)
3 210 0(0/5) 15(3/20)
4 211 20(1/5)

(2) Gate Cable Injection

Results in Table 3 show that the unintended turn-on threshold caused by coupling at
the gate cable port was approximately 613 V.

Table 3. Injection test results 2.

. Average Coupling Voltage Thyristor Unintended
Thyristor Number ® (\I/)) ® ® Turr}ll-on Probability (%)

5 556 66.6 (2/3)

6 552 50 (2/4) 57 (4/7)
7 612 100 (2/2)

8 614 100 (2/2)

9 615 100 (2/2) 100 (10/10)
10 613 100 (2/2)

11 613 100 (2/2)

(38) Other Cable Injections

The remaining cables—one power line, one ground line, and four signal lines—were
tested under worst-case injection conditions. No unintended turn-on was observed in any
of these experiments.

The system-level BCI experiments demonstrated that the effect voltage threshold for
the anode power cable port exceeds 2.1 kV, while the threshold for the gate signal cable
port is about 613 V. Other cables were not considered critical coupling paths. The results
confirm that both the anode and gate coupling paths can lead to unintended turn-on in the
switching system, and that the noise immunity of the anode cable is significantly higher
than that of the gate path (threshold difference approximately 3.3 times).

2.3.2. Device-Level Voltage Injection Experiment

Based on the analysis of the switching system’s trigger circuit operation, the thyristor,
as the core switching device, controls the discharge process of the energy storage capacitor.
If HPEMP can cause the thyristor to turn on unintentionally, it may lead to abnormal
discharge of the energy storage capacitor, resulting in system-level failure. Therefore, a
device-level voltage injection experiment was conducted to quantitatively characterize



Electronics 2025, 14, 4060

90f23

the turn-on characteristics of the thyristor under nanosecond-level transient pulses and to
investigate its malfunction threshold and failure mechanism.

In accordance with the gate trigger condition test recommendations for thyristors
outlined in IEC 60747-6, a test PCB was designed as shown in Figure 5a. In the test
circuit, the thyristor anode was connected to a DC +12 V supply, the cathode to ground,
and the gate to the positive terminal of an SMA port, with the SMA negative terminal
grounded. The excitation voltage was injected into the thyristor gate through the SMA port.
Oscilloscope Channel 1 was used to acquire the excitation signal, and Channel 2 was used
to measure the anode voltage of the thyristor.

Pulse
source
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Figure 5. Voltage injection experiment setup and results: (a) experiment setup and (b) thyristor
turn-on characteristic curves.

When the pulse source applied voltages of different amplitudes, we observed the
turn-on status of the thyristor. The criterion for thyristor turn-on was a drop in the anode
voltage from 12 V to 6 V due to resistive voltage division after conduction. The typical
excitation waveform from the voltage source was generally consistent with the waveform
shown in Figure 5b. To investigate the sensitivity of the thyristor gate to pulse polarity,
injection experiments were conducted using both positive and negative pulses.

As shown in Table 4, when a positive-polarity pulse with a peak value of approximately
452 V was injected into the thyristor gate, turn-on occurred, as illustrated in Figure 5b, with
a turn-on duration of about 3.5 microseconds. Under the same experimental conditions, no
turn-on response was observed for negative-polarity pulse injection.

Table 4. Injection test results 3.

Average Coupling Voltage  Thyristor Unintended Turn-on

Thyristor Number W) Probability (%)

12 402 0(0/5)

13 452 100 (2/2)

14 452 100 (2/2)

15 451 100 (2/2) 100 (10/10)
16 451 100 (2/2)

17 452 100 (2/2)

18 —451 0(0/10)

2.4. Comparison of Experimental Results

The results obtained from the irradiation experiments, numerical simulations, device-
level voltage injection experiments, and system-level current injection experiments are summa-
rized as Table 5. The irradiation tests yielded a system-level unintended turn-on field strength
threshold of 6 kV/m. Under equivalent field strength input (6 kV/m), the numerical simula-
tion extracted a peak coupled voltage of 776 V at the thyristor gate cable port. The device-level
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voltage injection experiment, employing direct port excitation, measured a thyristor unin-
tended turn-on voltage threshold of 452 V. The system-level current injection experiment,
conducted via cable coupling injection, obtained a measured gate port voltage threshold of
613 V. Furthermore, the critical coupling paths and sensitive components identified in the
numerical simulations were validated through the injection experiments.

Table 5. Effect thresholds for each experiment.

. . . Voltage Injection Current Injection
Simulation Experiment . .
Experiment Experiment
776 452 613

While the above experimental framework determined the unintended turn-on field
strength threshold and port voltage thresholds of the switching system under HPEMP
exposure, it could not elucidate the underlying turn-on mechanism of the thyristor under
nanosecond-level transient pulses. Therefore, further investigation was carried out using
the Technology Computer-Aided Design (TCAD) software(Silvaco 2019) to construct a
two-dimensional thyristor model. This aims to explore carrier transport characteristics
during high-field transient events and lay the foundation for establishing a theoretical
framework linking microscopic carrier dynamics to macroscopic failure behavior.

3. Simulation Study on Turn-On Characteristics of Thyristors Under HPEMP
3.1. Basic Structure and Characteristics of Thyristors

A unidirectional thyristor is a four-layer, three-terminal (P-N-P-N) semiconductor
power device. Its unique topology, formed by three critical PN junctions, endows it
with controllable unidirectional conduction characteristics, making it a core switching
component in power electronics. As shown in Figure 6a, the three electrodes are defined
as follows: the anode (A) is connected to the outermost P-type semiconductor layer, the
cathode (K) to the outermost N-type semiconductor layer, and the gate (G) to an internal
P-type semiconductor layer. This three-terminal design enables the thyristor to combine the
unidirectional conductivity of a diode with gate-triggered controllability. When a forward
bias is applied to the anode relative to the cathode, junctions J; and J3 are forward-biased,
while junction J; is reverse-biased. Under this condition, only a microampere-level off-
state leakage current flows, and the device remains in the forward blocking state. When a
sufficient gate trigger current is injected, a carrier regeneration positive feedback mechanism
causes junction J, to transition from reverse bias to forward bias. All three PN junctions
then conduct simultaneously, forming a low-resistance path and switching the device to
the on-state. The anode current is limited by the external circuit impedance. Maintaining
the on-state requires two conditions: the anode current must exceed the latching current
(the critical value that sustains self-locking after the gate signal is removed) and remain
above the holding current. Otherwise, a decrease in carrier concentration will restore the
depletion layer of junction J,, returning the device to the blocking state. When the cathode
voltage is higher than the anode voltage, junction J, is forward-biased, while junctions J;
and J3 are reverse-biased, causing the device to exhibit reverse blocking characteristics with
only a reverse leakage current [29]. Once the thyristor is turned on, it enters a self-locking
state, and the gate loses control over its operation. The switching mechanism and typical
current-voltage (I-V) characteristics are illustrated in Figure 6b [30].
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Figure 6. Basic structure and characteristics of the thyristor: (a) typical device structure and (b) typical I-V
characteristic curve.

3.2. Fundamental Principles of Thyristor Turn-On

The turn-on mechanism of a thyristor can be analyzed using its equivalent inter-
coupled dual transistor model. The thyristor is conceptualized as two inter-coupled tran-
sistors [31]: Qq, a PNP transistor, and Qp, an NPN transistor, with the specific structure
shown in Figure 7a,b. The collector current I¢ of a transistor is related to its emitter current
Ig and the collector-base junction leakage current Icgp by the following relationship:

Ic = alg + Icpo (1)

where the common-base current gain is defined as a =~ Ic/Ig. For transistor Q;(PNP),
the emitter current is the anode current I4. Its collector current I can be derived from
Equation (1):

Ier = w1l + Icpon 2)
where a1 and Icpp1 are the current gain and leakage current of Qy, respectively. Similarly,

for transistor Q,(NPN), the collector current I is:

Ico = azlx + Icpon 3)

where wp and Icpop are the current gain and leakage current of QQy, respectively, and Ix
is the cathode current. Combining I and Ic;, and noting their relationship within the
coupled structure, we get:

Ia = Ic1 +Icp = arls + Icpor + a2lx + Icpo2 (4)
@ ? A ® ],
IA : B =l
a, Q
p QZ c 1
Jl Iy = Ic,
n n T
G Ip, I Q ¢
O ; p p o ! -2 a,
9 J} L Iy, B
Q n G E
[K
K i I K

Figure 7. Dual transistor model of the thyristor: (a,b) Basic structure, (c) Equivalent structure under
transient conditions.
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Considering the gate current I, the cathode current is Ix = I4 + I. Substituting and
solving for I4 yields:

azIc + Icgo1 + Icpoz (5)
1-— (0(1 + “2)

The current gains a7 and ap vary with the anode current I4 and the gate current I,

Iy =

respectively. If a gate trigger signal is applied, the anode current I4 increases rapidly,
causing «7 and a; to rise. An increase in a1 and a; further promotes the increase of I4,
creating a positive feedback effect. If a1 + ap approaches 1, Equation (5) indicates that the
anode current I, becomes very large, leading to the turn-on of the thyristor.

The influence of PN junction capacitances on thyristor characteristics must be consid-
ered during transient processes. As shown in Figure 7c, if the thyristor is in its blocking
state, a transient pulse with a fast rise time applied across the device will cause a large
current to flow through the junction capacitances.

The current flowing through the junction capacitance Cj; of junction J, can be ex-

pressed as:
. d(gp) 4 dCjp dVi
=g =@ (CVr) = Ve + Gy ©)

where Cjp and V; are the capacitance and voltage across junction ], respectively; g;2 is the

charge in the base region of transistor Q. Junction J,, being reverse-biased in the blocking
state, has a wide space charge region. When the rate of voltage rise (dv/dt) is high, its
substantial junction capacitance generates a large transient displacement current. Junctions
J1 and J3 are in a forward-biased state, possess much smaller junction capacitances, and
thus contribute negligible displacement current under the transient voltage. When this
displacement current ij; becomes sufficiently large, Equation (6) shows that it effectively
acts as a gate trigger signal. This initiates the positive feedback process described earlier,
leading to the unintended or false turn-on of the thyristor [29].

3.3. Investigation of Thyristor Turn-on Mechanism Under Transient Pulse Effects

The nominal turn-on characteristic parameters of conventional unidirectional thyris-
tors primarily describe their electrical response on microsecond timescales. However,
these parameters are insufficient for characterizing the dynamic behavior of the device
under nanosecond-level transient pulse excitation, particularly the false turn-on mecha-
nism under HPEMP effects. Existing research predominantly focuses on the experimental
observation of macroscopic patterns in thyristors under transient stress [32], but lacks
systematic exploration of the turn-on mechanism at the physical microscopic level. This
study utilizes TCAD to construct a thyristor device model. By solving the coupled Poisson’s
equation, carrier continuity equations, and energy transport equation, it aims to reveal the
microscopic physical picture of carrier transport and energy conversion within the device
under ns-level strong-field excitation, providing mechanism-level support for the HPEMP
protection design of electronic switching systems.

3.3.1. Device Structure

A two-dimensional device model was constructed based on the four-layer PNPN
structure of a thyristor, with the specific structure shown in Figure 8.
Model Doping Process:

®  Substrate Preparation: A uniformly doped common base region (N-type, concentra-

tion1 x 101/ cm’3) was formed across the entire area, serving as the interconnection
for the two transistors.
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® PNP Emitter Formation: Gaussian P-type doping (concentration 5 x 10*/cm~2) was
performed in the top region (0 < x < 100 micrometers, 162 < y < 180 micrometers) to
form the PNP transistor emitter.

® NPN Base Formation: Gaussian P-type doping (concentration 1 x 10'®/cm~3) was
performed in the mid-lower region (0 < x < 100 micrometers, 16 < y < 25 micrometers)
to form the NPN transistor base.

@ NPN Emitter Formation: Gaussian N-type doping (concentration 5 x 10'8/cm~—3)
was performed in the bottom region (0 < x < 50 micrometers, 0 < y < 16 micrometers)
to form the NPN transistor emitter.

Electrode Configuration:

® Anode: Top region, 0 < x < 100 micrometers.(2) Cathode: Bottom surface region,
0 <x <50 micrometers.(3) Gate: Bottom surface region, 80 < x < 100 micrometers.

PN Junction Locations:

® J1 Junction: y = 16 micrometers (NPN emitter-base interface). J, Junction:
y = 25 micrometers (NPN base-common base interface).(3 J3 Junction: y = 162 micrometers
(PNP emitter—common base interface).
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Figure 8. Thyristor Device Model: (a) Device Structure and (b) Doping Parameters.

3.3.2. Simulation Results and Mechanism Analysis

(1) Gate Transient Pulse Excitation

Based on the device-level voltage injection experimental design and results, a positive-
polarity square wave was applied to the gate to simulate the transient pulse, with a peak
value of 450 V, a rise time of 0.3 nanoseconds, and a pulse width of 1.5 nanoseconds. The
simulation circuit layout was consistent with the injection test board design. The results in
Figure 9 indicate that under the excitation of this transient pulse, the thyristor turned on
with a duration of approximately 3.5 microseconds, which is in good agreement with the
voltage injection test results described in Section 2.3.2.

In the initial state, with a forward bias voltage applied between the thyristor anode
and cathode, junctions J; and J3 are forward-biased, forming narrow depletion layers.
The peak electric field strength is about 4 x 10* V/cm, concentrated mainly at the J;
junction interface, dominated by the space charge distribution of ionized donor/acceptor
ions. Junction ], is reverse-biased, forming a wide space charge region (SCR) of about
20 micrometers. The carrier concentration within this region is below 10°/cm 3, far less
than the doping concentration on the order of 10'/cm 3. The peak electric field strength
is as high as 1.7 x 10° V/cm. This high-field region becomes the key physical site for
subsequent turn-on triggering (Figure 10a). At this stage, carrier transport is dominated by
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thermally generated equilibrium carriers from impurity ionization, and the device exhibits
high impedance characteristics.

+12V

(b)
ol

e
g

Figure 9. Simulation parameter settings and results: (a) equivalent circuit for simulation and
(b) simulation results of thyristor turn-on characteristics.
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Figure 10. Electric field and carrier concentration simulation results: (a) 0 nanoseconds and
(b) 0.4 nanoseconds.

When a positive-polarity transient pulse is applied to the gate, injected electrons
diffuse through the P base region to the boundary of the N* base. This process significantly
reduces the potential barrier height of the J; junction, causing the original electric field
spike of 4 x 10° V/cm at the J; junction to basically disappear (Figure 10b). As electrons
enter the high-field region of the J, junction, they gain kinetic energy exceeding the silicon
bandgap under the acceleration of the strong electric field. This leads to the generation of a
large number of electron-hole pairs through the impact ionization process, increasing the
electron concentration in the N region from an initial 10?/cm 3 to 10°/cm 3. The newly
generated electrons drift towards the N region under the influence of the J, junction electric
field, while holes drift towards the N* region. Macroscopically, this gradually forms the
initial collector current I, of the NPN transistor. Electrons reaching the J; junction trigger
hole injection from the anode region. The electron-hole concentration difference near the J3
junction gradually increases, leading to the emergence of a peak electric field strength.

During the actual trigger pulse injection process, considering factors such as the pulse
front, peak value, and the electron concentration gradient in the depletion region, the
number of electrons diffusing into the depletion region in the initial time state is limited.
The carrier concentration at this stage is still much lower than the doping concentration.
The internal electric field strength is still dominated by donor and acceptor ions, and the
positive feedback flow of carriers has not yet been established. The device remains in a
high-impedance state. Macroscopically, the collector current Ic of the NPN transistor is
very weak at this point, insufficient to drive the base of the PNP transistor to form positive
feedback. Only a weak current flows between the anode and cathode.
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As the gate transient pulse continues to be injected, the internal carrier positive
feedback process begins to establish. In this process, the drift of electrons forms the initial
collector current I, of the NPN transistor. After the electrons from I enter the N* region,
they lower the J; junction potential barrier. Holes are injected from the P* anode region
into the N region, forming the emitter current Ig; of the PNP transistor. The holes injected
into the N region then diffuse to the P region, becoming the collector current Ic; of the PNP
transistor. The holes from I¢j entering the P region further increase the base current Ig; of
the NPN transistor. The increase in both Iy and Ip; in turn injects more electrons into the
N* region, promoting hole injection in the PNP transistor. This forms a positive feedback
loop. As the positive feedback process proceeds, the carrier concentrations in the P and
N regions continuously rise. When the carrier concentration difference in the N region
exceeds the doping concentration, the ], junction switches from reverse bias to forward
bias, and conduction between the anode and cathode begins gradually. Due to the lack of
gate-injected electrons, the carrier concentration difference at J; and J3 tends to equalize,
the peak electric fields on both sides disappear, and the internal regions transform into
low-field strength areas. Because the saturated electron drift velocity is higher than that of
holes, a hole accumulation layer forms near the J, junction, creating a residual peak electric
field. When the electron injection rate and the hole recombination rate reach a dynamic
balance, the device completes the transition to the on-state [33].

Figure 11 presents the simulation results of the device turn-on process under HPEMP
injection conditions. Figure 11a shows the two-dimensional distribution of the electric field
and conduction current density. During the pulse action period (t < 1.5 nanoseconds), a
significant increase in electric field and current density is observed near the gate region,
indicating the gradual establishment of a positive feedback process. By t = 40 nanoseconds,
the positive feedback continues to develop, and the device begins to turn on progressively.
At t = 4 microseconds, the device reaches full conduction, characterized by a reduced
internal electric field strength and a uniformly high current density throughout the structure.
Figure 11b illustrates the variation in current density along the y-direction over time. The
continuously increasing trend reflects the progressive completion of the device turn-on
process. Figure 11c displays the electric field distribution along the y-direction after turn-on.
The overall field strength remains at a low level, with a peak observed near Junction J5.
This peak is caused by hole accumulation resulting from the higher electron drift velocity
compared to the hole drift velocity.
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Figure 11. Electric field and conduction current density simulation results: (a) 2D distribution and
(b,c) 1D variation curves.
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When a negative-polarity transient pulse is applied to the thyristor gate, J; is reverse-
biased. Under this condition, free electrons in the N* region are driven away from the
J1 junction interface by the electric field force and migrate towards the cathode metal
contact layer, forming a reverse leakage current flowing from the cathode to the gate. This
process also suppresses the possibility of electrons injecting into the internal P base region
through the J; junction, interrupting carrier injection at the emitter junction of the Q, (NPN)
transistor. Due to the lack of initial electron injection, the Q, transistor cannot generate a
collector current and thus cannot provide base drive current for the Q; (PNP) transistor.
Consequently, the positive feedback process cannot be established. The J, junction remains
reverse-biased, its space charge region maintains a high electric field strength, and the
device remains stably in the reverse blocking mode. The simulation results under negative
pulse excitation are shown in Figure 12, Figure 12a displays the distribution curves of the
electric field and carrier concentration, indicating that the carrier concentration remains
dominated by donor ions, and the high electric field strength at Junction J, demonstrates
that the device is in the blocking state; Figure 12b shows that the conduction current density
remains nearly zero even after 10 microsecond of pulse application, further confirming that
the device does not turn on.
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Figure 12. Simulation results under negative pulse excitation: (a) electric field and carrier concentra-
tion and (b) conduction current density.

Meanwhile, in order to investigate the influence of variations in the excitation pulse’s
amplitude and width on the turn-on threshold, the two parameters were adjusted near the
critical threshold to observe the thyristor’s turn-on response. The simulation results are
shown in Table 6:

Table 6. Simulation results under different pulse parameters.

Pulse Width (ns) Amplitude (V) Conduction Status
2 245 conduction
15 245 None
20 240 none
21 240 conduction

When the pulse amplitude was 245 V, the device remained in the blocking state for pulse
widths < 1.5 nanoseconds, but turned on when the pulse width was increased to 2 nanoseconds.
This indicates that 245 V is the critical turn-on threshold for a 2-nanosecond pulse width. When
the amplitude was reduced to 240 V, a turn-on was only achieved when the pulse width was
increased to 21 nanoseconds (a 20-nanosecond width still resulted in blocking). This confirms
240V as the turn-on threshold for a 21-nanosecond pulse width.

The simulation results demonstrate that, regarding the effect of HPEMP on thyristors,
the turn-on threshold is more sensitive to the pulse amplitude than to the pulse width. A
difference of merely 5 V in amplitude requires a compensation of approximately 10 times in
pulse width to achieve the same effect. Crucially, if a nanosecond-scale pulse is insufficient
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to trigger thyristor turn-on, merely increasing its width to tens of nanoseconds will still be
ineffective in establishing successful conduction.

We have conducted a preliminary analysis of the above conclusion, and the reason
for the amplitude-dominated effect is considered to be as follows: the unintended turn-on
of the thyristor requires the polarity reversal of the space charge region at Junction J5,
which relies on the rapid accumulation of carriers under a strong electric field. When
the amplitude increases, the peak electric field at Junction J; rises, and the kinetic energy
acquired by electrons in the strong electric field increases significantly, accelerating the
establishment of carrier positive feedback. Although the extension of pulse width increases
the energy action time, if the amplitude does not reach the threshold, the electric field
strength will never be able to drive carriers to reach the critical concentration required to
trigger positive feedback; it will only cause a small amount of carriers to accumulate slowly
in the depletion layer, making it impossible to achieve the polarity reversal of Junction J5.

(2) Anode Transient Pulse Excitation

Based on the design and results of the device-level voltage injection experiment, the
anode excitation signal was set as a positive-polarity square wave to simulate a transient
pulse. The square wave had a peak value of 2 kV, a rise time of 1 nanosecond, and a pulse
width of 5 nanoseconds. The results in Figure 13 show that the thyristor turns on under
this transient pulse excitation, with a turn-on time of approximately 1 microsecond, which
is faster than the turn-on observed during gate injection.
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Figure 13. Simulation results: (a) turn-on characteristic curve and (b) displacement current variation curve.

When a transient positive pulse is applied between the anode and cathode, its fast rate
of voltage change (dv/dt) generates displacement currents across the junction capacitances.
Since junctions J; and J3 are forward-biased with narrow depletion layers, their junction
capacitances are small. Junction J, is reverse-biased with a wide depletion layer, resulting
in a larger junction capacitance. Therefore, during the rising edge of the transient pulse, the
displacement current near the ], junction increases rapidly. Compared to the localized and
intense changes in carrier concentration during gate injection, the carrier changes induced
by the varying electric field in this case are more uniformly distributed. The displacement
current and electron concentration in the part of the ], junction corresponding to the cathode
electrode rise uniformly. When the pulse has a sufficiently fast rise time, the displacement
current provides an equivalent base current for the PNP transistor that is large enough to
meet the triggering condition for the positive feedback process. Furthermore, if the pulse
duration is sufficiently long, it allows the positive feedback process to fully establish itself,
ultimately leading to the conduction between the anode and cathode of the thyristor. The
avalanche ionization integral is calculated as follows [34]:

/Owocpexp[/ox(«xn—ocp)]dx—l (7)
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where w is the depletion region width, a;, and &y, are the impact ionization coefficients for
electrons and holes, respectively. An avalanche ionization integral greater than 1 indicates
the occurrence of an avalanche process, while a value less than 1 signifies no avalanche pro-
cess. Based on Equation (7), the calculated avalanche ionization integral is approximately
3 x 1074, indicating that the strong electric field did not reach the avalanche threshold.
Meanwhile, considering the possibility of local avalanche processes caused by local field
enhancement, field monitoring was conducted on the injection region near the anode. The
results show that the local maximum electric field strength is approximately 2 x 10° V/cm,
which does not reach the avalanche breakdown threshold of 3 x 10° V/cm for silicon
material set in the simulation. Therefore, we conclude that for this study, the essence of
thyristor turn-on under anode injection is the displacement current triggered by the high
voltage rise rate activating the positive feedback of the dual-transistor structure, rather
than avalanche breakdown dominated by impact ionization. However, the above results
also indicate that local field enhancement may indeed increase the probability of avalanche
processes. In actual semiconductor manufacturing processes, defects such as oxide traps
and impurity agglomeration may exist; these defects can cause local electric field distortion,
increase the value of the avalanche ionization integral, and significantly raise the potential
risk of avalanche occurrence.

3.4. Considerations on Key Issues

(1) Equivalence between Cable Port Coupled Voltage and Numerical Simulation Port Voltage

Limited by the bandwidth constraint of the current injection probe (400 MHz), the
measured port-coupled voltage waveform exhibits pulse broadening compared to the
injection excitation waveform, with its spectral energy shifting towards lower frequencies.
This implies that the port voltage effect threshold (voltage amplitude) obtained from
current injection experiments might be lower than the simulation results from numerical
experiments under equivalent field effect threshold input. This is because, given the same
energy accumulation, a narrower pulse requires a higher peak amplitude than a wider
pulse. However, constrained by experimental conditions and the lack of a high-voltage
pulse source with a continuously adjustable pulse width covering several nanoseconds,
it is impossible to directly quantify the coupling influence of pulse width and amplitude
on sensitive components. Therefore, we conducted simulation studies on the impact of
varying pulse width and amplitude on the sensitive thyristor device. The simulation results
based on the physical-layer model of the thyristor (Section 3.3.2. (1)) show that the turn-on
threshold is more sensitive to the pulse amplitude than to the pulse width. Changes in pulse
width on the order of tens of nanoseconds do not affect the state transition if the amplitude
does not reach the threshold. This characteristic ensures the equivalence of the current
injection experiment. Although pulse broadening in the experiment leads to a reduced
peak amplitude, the threshold determination criterion remains universally applicable.

(2) Equivalence of Cable Lengthening

The cable length in the actual switching system irradiation experiment was 2 cm, but
it was extended to 10 cm for the injection experiments. The equivalence of this operation
is based on transmission line theory analysis: under ideal conditions, the transient signal
excited on the cable by field coupling travels at nearly the speed of light. Upon reaching a
port, it reflects, creating a superimposed oscillation of the incident and reflected waves. For
a2 cm cable, this time t; =~ 2 x 2 em/(3 x 108 m/s) = 0.13 nanosecond. For a 10 cm cable,
th ~2 x 10 cm/(3 x 10® m/s) ~ 0.67 nanosecond. Given that the coupled signal pulse
width is on the order of nanoseconds, the signal transmission delay is negligible compared
to the main waveform duration. Although lengthening the cable increases the oscillation
period, the oscillation amplitude decays exponentially. Furthermore, the simulation results
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regarding the relationship between pulse width and amplitude for the thyristor can verify
that the cable lengthening method is feasible for this experiment. The extended cable does
not fundamentally alter the nature of the initial transient pulse coupling that drives the
thyristor’s response, thus maintaining the validity of the injection experiment results.

4. Electromagnetic Protection Hardening Design

Based on the analysis of the identified electromagnetic vulnerability paths and the
turn-on mechanism of sensitive components, targeted electromagnetic protection measures
have been implemented for critical paths and vulnerable devices. The specific measures
are as follows:

(1) Circuit Board Structure Optimization

Numerical simulation results indicated that the distance between the upper and lower
circuit boards is a major factor affecting the coupling strength of HPEMP. An increase in the
board spacing enhances coupling energy. Therefore, the circuit board structure was optimized
by reducing the inter-board distance to suppress coupling. The original structure, shown
in Figure 14a, featured a DC-DC module with a height comparable to the board spacing,
occupying the entire space. Without replacing components, the module was relocated below
the lower board, significantly reducing the inter-board distance from 20 mm to 7 mm. The
optimized structure is illustrated in Figure 14b.

DC-DC module position adjustment

Figure 14. Electromagnetic protection verification experiment setup: (a) the initial circuit board
structure, (b) the new structure with reduced board spacing, and (c) the structure after cable shielding.

(2) Shielding and Grounding of the Gate Cable

The injection experiment results identified the gate cable as an electromagnetic vul-
nerability path. To protect this cable, shielding and grounding measures were applied:
an insulation layer was wrapped around the cable, followed by a copper foil shielding
layer. Two ground wires were soldered to the copper foil and connected to the ground
networks of the upper and lower boards, respectively. This structure effectively diverts
coupled HPEMP energy to the ground plane, providing electromagnetic shielding and
energy dissipation. The configuration is depicted in Figure 14c.
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(3) Replacement of the Thyristor

The originally used thyristor had a nominal forward breakover voltage of 400 V. Since
the turn-on of the thyristor under transient pulses depends on whether the space charge
region of Junction J, undergoes polarity reversal and establishes positive feedback, different
device structures significantly affect the turn-on threshold. Generally, a higher forward
breakover voltage corresponds to a wider space charge region at Junction J,, enhancing the
impact ionization effect when carriers traverse it. This weakens the gate’s control over the
triggering process, requiring a larger trigger current for turn-on. Therefore, a PJX1215Q-
type thyristor(Dongguan Pingjing Microelectronics Technology Co., Ltd., Guangdong,
China) with a forward breakover voltage of 1200 V was selected as a replacement to increase
the trigger threshold. Its protective effectiveness was validated through experiments.

To evaluate the protection effectiveness, irradiation experiments were conducted in
a GTEM cell: an ultra-wideband high-voltage pulse source was connected to the GTEM
cell’s feed port to create a uniform high-field region inside. The circuit board was powered
by the switching system’s original lithium battery, and the thyristor trigger signal was
monitored via a coupled voltage probe and recorded using an oscilloscope. The protective
effectiveness of each measure was assessed by comparing the failure field strength under
different protection configurations.

Experimental results in Table 7 demonstrated that all three protection measures ef-
fectively enhanced the system’s immunity to HPEMP. Reducing the board spacing and
shielding the gate cable each approximately doubled the effect threshold, significantly
reducing the field-circuit coupling efficiency and validating the accuracy of the earlier vul-
nerability path identification. The device replacement further improved the noise tolerance
of the trigger channel, indicating that transient pulse-induced unintended turn-on can be
effectively suppressed through device-level selection. Comprehensively, the multi-level
protection design in this study systematically enhances the electromagnetic protection
capability of the electronic switching system from three dimensions: structure, link, and
device, achieving the goal of electromagnetic protection hardening. In future work, we plan
to implement electromagnetic protection hardening for the entire system in terms of circuit
design, such as optimizing the impedance matching between cables and the front-end
circuit, and configuring filter networks at cable ports to suppress high-frequency coupling
components [35]. Additionally, we will further expand this research by integrating big
data and Al technologies [36,37]: for example, we will construct a sample database by
collecting the system’s operating parameters (e.g., field strength, coupling voltage, device
temperature) under different electromagnetic environments, and use machine learning
algorithms to explore the implicit correlation between “electromagnetic interference param-
eters and system failure modes”. This will enable early warning of HPEMP interference
risks, thereby providing a new technical path for the intelligent electromagnetic protection
of electronic switching systems.

Table 7. Effect thresholds corresponding to different electromagnetic protection measures.

Electromagnetic Protection Measures Effect Threshold (kV/m)
none 5.76
Overall PCB architecture design 12.50
Cable shielding with copper foil and grounded drainage 12.50
Component selection and substitution 9.90

5. Conclusions

This paper investigated the failure mechanisms and protection hardening methods
of a typical electronic switching system under HPEMP effects. The main conclusions are
as follows:
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(1) The switching system is susceptible to HPEMP interference, with cables exhibiting
high sensitivity as back-door coupling paths. HPEMP couples into thyristor-related
ports via cables, causing device malfunction and subsequent system failure. Since the
failure threshold of the thyristor gate port is lower than that of the anode port, gate
cable coupling is identified as the primary cause of system failure.

(2) Analysis of the thyristor failure mechanism reveals that under gate-injected transient
pulses, carrier injection causes the internal PN junction of the thyristor to transition
from reverse bias to forward bias, triggering a positive feedback mechanism that
ultimately leads to complete device turn-on. This process has a turn-on duration
of approximately 3.5 microseconds, which aligns well with experimental results.
Under anode injection, the displacement current induced by the high transient voltage
change rate (dv/dt) acts as an equivalent gate trigger current, also initiating the positive
feedback process and turning on the device. This method results in a faster response,
with a turn-on time of about 1 microsecond. Furthermore, the study indicates that
the turn-on threshold of the thyristor is more sensitive to changes in pulse amplitude
than to pulse width.

(3) Based on the identified electromagnetic vulnerability paths and sensitive components,
targeted electromagnetic protection hardening measures were implemented. These
included optimization of the circuit board structure, copper foil shielding and ground-
ing design for cables, and replacement of critical devices. The effectiveness of these
measures was validated through irradiation experiments. Results demonstrate that
all methods improved the system’s anti-interference capability, with board structure
improvement and cable shielding providing the most significant protection.

In the next step, we will further expand the technical boundaries by integrating data-
driven methods to construct a “field coupling-device failure” prediction model. This
model will enable the transition from static mechanism analysis to dynamic early warning.
Meanwhile, by targeting scenarios such as power systems and aerospace, we will optimize
the integration of the protection scheme proposed in this paper with industrial monitor-
ing systems, promoting the extension of HPEMP protection technology to engineering
applications in multiple fields.
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