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Abstract

The article introduces the Guarantee-Based Bandwidth Traffic Engineering Queue (GB(Bw)-
TEQ) and Guarantee-Based Ultilization Traffic Engineering Queue (GB(U)-TEQ) models
for queue management on router interfaces. These models implement the principles of
Traffic Engineering Queues and support both DiffServ and IntServ. Their novelty lies in
the ability to provide guarantees either for the bandwidth allocated to a class queue or
for its utilization coefficient. Such guarantees stabilize and control the average queue
length, positively affecting key Quality of Service (QoS) indicators, particularly average
delay and packet loss probability. The unreserved portion of the interface bandwidth
is allocated among queues in proportion to their classes. Therefore, the higher-priority
queues have lower utilization, while lower-priority queues operate with higher utilization,
which is consistent with DiffServ principles. The models are formulated as a mixed-integer
linear programming problem with an optimality criterion and a system of constraints.
Computational experiments confirmed the operability and efficiency of GB(Bw)-TEQ and
GB(U)-TEQ compared to the known analogue CB-TEQ model, which does not provide
service-level guarantees. The results demonstrate that the proposed models achieve the
stated guarantees and enable differentiated service without blocking the lowest-class
queues. These solutions can be applied to automate queue management in IP/MPLS
switches and routers as well as in software-defined networks.

Keywords: quality of service; traffic engineering; queue; optimization; resource allocation;
classification; bandwidth; utilization

1. Introduction

The current development of information and communication technologies has led to
more complex network structures and higher demands on their efficient operation [1,2].
This makes it necessary to investigate mechanisms that can ensure stable and predictable
data transmission. In this context, ensuring Quality of Service (QoS) is a central task in
modern information and communication network engineering [3-5]. This task is inherently
multifaceted and is complicated by several factors (Figure 1):

e wide geographical distribution of network elements;
e complex topologies;
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e  heterogeneity of technologies and protocols;

e highly dynamic network states due to variations in topology, load, and traffic
characteristics;

e continuous growth in user number and QoS requirements;

e expansion and diversification of offered services;

e limited resources, including bandwidth, buffer capacity, and computational power of
network and server equipment;

e  coexistence of multiple QoS models (guaranteed, differentiated, best-effort);

e need for simultaneous control of multiple QoS metrics (bandwidth, delay, jitter,
packet loss).

QoS Assurance Challenges

( ceographical distribution ) ( qosrequirements )
( complextopologies ) ( servicediversification )
(' Heterogeneous technologies ) ( Limited resources )
( Networkstate dynamics ) ( Multiple QoS models )
( User growth ) ( Multimetriccontrol )

Figure 1. Factors Affecting the Complexity of QoS Provisioning.

The factors listed above can be addressed through two main approaches to ensuring
QoS: extensive and intensive. The extensive approach is typically applied during network
design, modernization, or restructuring. It relies on the addition of new network resources,
such as deploying new segments, using more powerful communication devices and con-
trollers, and implementing high-performance technologies at the physical and data link
layers of the OSI model.

The intensive approach, in contrast, focuses on optimizing the use of existing resources
through their formation, allocation, and reservation. In practice, both approaches are
applied in combination, depending on the network’s operating conditions, the competitive
environment, and the availability of financial resources.

More generally, the problem of ensuring QoS requires the systematic and coordinated
operation of technologies, protocols, and mechanisms across all OSI layers from the physical
to the application layer. Each layer contributes in its own way to resource formation,
distribution, and redistribution, as well as management, reservation, and recovery. Within
this hierarchy, processes at the network layer play a significant role in maintaining a high
level of QoS. The main mechanisms used at the network layer include (Figure 2) [6-10]:

packet classification and marking (prioritization);

traffic shaping and policing;

routing protocols;

signaling and reservation protocols for network resources;

scheduling, resource allocation, and congestion management.
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Network Layer QoS Mechanisms

( Classification and Marking ) ( Signaling and Reservation )
( Shaping and Policing ) ( Scheduling and Allocation )
( Routing ) ( Congestion Management )

Figure 2. QoS Mechanisms at the OSI Network Layer.

These tools share a common objective: ensuring QoS. To achieve this, they must
operate in a highly coordinated and harmonized manner. However, in practice, this
objective has not been fully implemented. Although most of these tools are integrated
into the hardware and software of the same communication devices or controllers, they
often function independently. This autonomy typically reduces the efficiency of utilizing
available network resources and, consequently, diminishes the overall level of QoS.

The principal mechanisms for distributing network resources in switches and routers
are scheduling and resource allocation (Figure 2). These mechanisms are designed to
establish and manage packet queues, as well as redistribute the bandwidth of network
interfaces among them. They represent the core technological instruments for implementing
the architectural models used to ensure QoS in IP networks, namely Integrated Services
(IntServ) and Differentiated Services (DiffServ) [11,12].

Traditionally, scheduling and resource allocation mechanisms are expected to satisfy
the following requirements [6-8]:

e support for multiple queues to enable service differentiation;

e  provision of service guarantees through the reservation of link and buffer resources
for specific traffic types;

e uniform processing of packets with identical characteristics (e.g., length, priority, class);

e  high flexibility and a significant degree of automation in configuration;

e simplicity of algorithmic design and feasibility of software and hardware implementa-
tion in practice.

These requirements are often contradictory, making it practically impossible to satisfy
all of them simultaneously. For instance, supporting a larger number of queues and
enabling automated configuration inevitably increases the complexity of management
algorithms, requiring the development of software that demands greater computational
resources. Consequently, IP routers typically implement several scheduling and resource
allocation mechanisms in parallel [6,7]. The choice of a particular mechanism depends
on factors such as the current network state (e.g., load and QoS requirements) as well as
the administrator’s level of expertise, knowledge, and ability to configure the selected
mechanism effectively.

The effectiveness of technological solutions for optimizing queue management on
router interfaces largely depends on the efficiency of the mathematical models and methods
that form the basis of the corresponding mechanisms. The practical application of such
mathematical models and methods should automate the process of queue management
and QoS assurance to minimize administrator intervention in these real-time processes,
which are critical for the network. Therefore, the purpose of this article is to develop
and enhance optimization models for queue management that support both guaranteed
and differentiated quality of service in network routers. This goal is pursued through the
following research objectives:
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e conducting a comparative analysis of existing technological and theoretical solutions
for queue management on router interfaces;

e improving and investigating optimization models of queue management to verify the
adequacy and effectiveness of the proposed solutions;

e developing recommendations for practical implementation.

2. Overview of Queue Scheduling Mechanisms in Routers

Based on the analysis of the central scheduling and resource allocation mechanisms
used in IP networks [6-9], a comparison was conducted according to key characteristics,
including their operating principles, the number of supported queues, the degree of au-
tomation in management decisions, and their respective advantages and disadvantages
(Table 1). This comparison enables the formulation of recommendations for their practical

application and the identification of potential areas for improvement.

Table 1. Comparative Analysis of Queue Scheduling Mechanisms in Routers.

Number of Operating . Level of
Name Queues Principle Advantages Disadvantages Automation
FIFO Packets are im lzﬁi{;tion No support for
(First In, First 1 processed in the P ! service High
. minimal resource . .
Out) order of arrival consumption differentiation
PQ Service order Minimal delay o .
(Priority 4 determined by for high-priority Low-priority traffic Medium
. o . may be blocked
Queuing) queue priority traffic
Service level of . AHOWS . .
CQ differentiated Requires additional
each queue . - . .
(Custom 16 servicing administrative Medium
: regulated by . .
Queuing) byte counters through configuration
y configuration
Service order Large n umber of
WEQ depends on Fair resource low-priority flows
(Weighted Fair 16-4096 p . may reduce High
. packet length allocation .
Queuing) and priorit bandwidth for
P y high-priority flows
Traffic is divided
CBQ 64 class-based mto cla-sses with Bandw1dth Complex setup, .
(Class-Based Leues assigned control, service rocessine overhead Medium
Queuin ! bandwidth differentiation P &
8
shares
CBWEFQ 64 class-based Requi ionificant
(Class-Based queues, each Combination of Provides QoS egggﬁ;i?éz;f:n Low
Weighted Fair configurable CBQ and WEFQ guarantees confieuration
Queuing) with WFQ &
LLQ 645515;—192;?1 Combination of Minimal dela Requires significant
(Low Latency dq L CBWFQ with a o Y administrative Low
. esignated as o for critical traffic . .
Queuing) priority queue configuration

priority

Among the analyzed solutions, the FIFO and WFQ mechanisms occupy a prominent
position, as they operate automatically and require minimal administrative configuration.
It should be noted that administrative intervention always causes significant delays in the
control loop and requires a high level of qualification and experience from the network
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administrator. Under low interface load conditions, the FIFO mechanism provides a high
level of QoS without utilizing excessive computing resources of the switch /router processor.
Under overload conditions, the use of FIFO is impractical. Therefore, it is appropriate to
use WEFQ, providing a high level of service differentiation based on the organization of
256 queues (by default), with the possibility of administratively increasing their number to
4096 [7]. However, with an increase in the number of low-priority packet flows, fairness in
their service is accompanied by a redistribution of interface bandwidth in their favor, taking
it away from high-priority packets. This can typically lead to a shortage of bandwidth
needed for high-priority flows and, more importantly, a lack of QoS guarantees.

Another group of solutions, represented by CBQ, CBWFQ, and LLQ mechanisms,
provides a high level of packet service differentiation and even QoS guarantees, as they
support a relatively large number of queues. However, the CBQ mechanism is no longer
used as a standalone solution on Cisco equipment. Instead, it functions as a component of
more advanced mechanisms such as CBWFQ and LLQ.

CBWEFQ and LLQ mechanisms create 64 class queues, each of which can be further
configured with 16 to 4096 WEFQ queues [7]. The high flexibility of these mechanisms
is ensured by the fact that specific packet flows can be assigned to each class queue,
and the required bandwidth and queue buffer size can be set. However, a significant
drawback of CBWFQ and LLQ solutions is the high volume of manual settings that the
administrator must perform. At the same time, the order of traffic classification, the value
of the bandwidth, and the size of the queue buffer for each queue still need to be reasonably
determined, which is practically impossible for administrators to do in real-time with such
a large number of queues. This leads to the need for WFQ-like solutions that, in conditions
of a large number of packet flows and queues, can automatically ensure both differentiated
and guaranteed quality of service without significantly loading the computing resources of
the switch or router. Solving this problem is impossible without developing or improving
mathematical models and queue scheduling methods that serve as a mathematical and
algorithmic basis for advanced technological solutions, ensuring the quality of service.

3. Novel Approaches to Queue Management in Networking

The demand for modern queue management (scheduling, congestion avoidance,
congestion management, resource allocation) mechanisms is evident across diverse network
types, as shown in the studies summarized in Table 2 [13-24]. In particular, challenges
related to optimal resource allocation and QoS guarantees are critical not only in general-
purpose telecommunications networks [13,22-25], but also in industrial IoT solutions (IETF
6TiSCH) [14], networks reliant on specific hardware and software environments [15,16],
satellite communications [18], UAV networks [21], and infrastructures requiring hierarchical
router architectures [19,22,23]. These findings underscore the relevance of adaptive queue
scheduling methods across a wide range of scenarios and network environments.

Several key trends are evident in modern approaches to this field (see Table 2). The
use of machine learning methods, particularly reinforcement learning (RL, DRL), allows
adaptation to changing traffic conditions. However, they depend on computing resources
and the quality of training data. Examples include algorithms for dynamic bandwidth
allocation in WFQ [20], optimization of scheduling in UAV networks (ACBS-RL) [21], and
scheduling functions for 6TiSCH [14].
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Table 2. Comparative Analysis of Novel Approaches to Queue Management in Networking.

Ref. Main Contribution Advantages Limitations
Propos?d SW—E]?F, a smgle—lterghon Reduces complexity to a single Only an apprqx1mat10n of
switching algorithm for Combined . . stable matching, CIOQ
[13] iteration, near Output-Queued .
Input-Output Queued (CIOQ) performance, and low delay. requires costly
switches. ’ ’ stable matching.
Developed a scheduling function for PreC15i;slgf;ieif?’essfﬁaem High computational cost,
IETF 6TiSCH networks based on . . L depends on training with
[14] L . congestion/interference; improves
multiweight evaluation and o . real data (global
. latency by up to 55%, increases
Q-Learning. packet delivery ratio by 6% network state).
Proposed a dvnamic traffic Better resource utilization,
P y . bandwidth allocation, reduced Tested in simulations,
[15] scheduling algorithm for Huawei . o . .
: . L delay and congestion, limited to Huawei devices.
devices using priority queues. . .
real-time adaptation.
XDQ—an XDP/eBPF extension for High performance, .allow.s . XDQ still under
. programmable scheduling within .
[16] programmable packet scheduling in development, requires
Linux OS eXpress Data Path (XDP), Linux integration
' reduces overhead. '
Opportumstlc Weighted F.a N Significantly reduces packet drop Approximation of ideal
Queueing (OWFQ)—approximate - PR
[17] . rate, improves WEFQ, validation limited to
WEFQ with calendar queues to reduce : e . . .
bandwidth utilization. simulation environment.
packet drops.
Simplifies optimization model,
[18] QoS optimization for satellite-borne optimizes traffic arrival rates, Limited to satellite-borne
routers with multi-priority queues. achieves 30% QoS gain, routers.
fast convergence.
Multi-resource fair queueing
algorithms with hierarchical Provides hierarchical QoS
[19] scheduling—collapsed Hierarchical guarantees to individual flows, Validated only on the Click
ominant Resource Fair Queuein ower delay with dove-tailin modular router.
Domi R Fair Q ing 1 delay with d iling dul
(collapsed H-DRFQ) and dove-tailing H-DRFQ.
H-DRFQ.
WEFQ-DRL glgonthm—apphed .DRL Reduces delay and packet loss, Complex G/G/1/K model,
[20] to dynamic bandwidth allocation . . .
in WFQ. adapts to real traffic. limited scenarios tested.
Adaptive Credit-Based Shaper with
Reinforcement Learning (ACBS-RL)  Ensures the QoS requirements for ~ Relies on Q-learning-based
[21] method for UAV networks based on  all priority traffic, increases UAV reinforcement
Static Priority-based Multiple network throughput. learning adaptation.
Access (SPMA).
Hierarchical queue management on Scalable, balanced interface Theoretical approach,
[22] routers based on the goal bandwidth allocation, requires further
coordination principle. fast convergence. real-world validation.
. . High scalability, balanced and o .
Two-level hlera.rchl.cal queue priority-based packet flow Lnr}lteq experimental
[23] management using interaction L . validation, hardware
.. O distribution, balanced bandwidth . .
prediction principle. llocation. hieh implementation challenges.
allocation, high convergence.
. Recommended mainly for
Developed an Active Queue Reduced average packfzt delay, high-load (>80%) scenarios,
[24] Management method for reduced packet loss, validated on

network routers.

Cisco lab setup.

tested in the laboratory
environment only.
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Programmable solutions and extensions of existing platforms are becoming increas-
ingly popular. Works [16,23] demonstrate that development is also moving towards the
creation of flexible, programmable queue management mechanisms. At the same time, stud-
ies [19,22,23] focus on multi-level queue management to ensure QoS in complex networks
with different classes of service. Such approaches allow balancing the load and ensuring
fair resource allocation between flows. Also, some network environments need the latest
specialized solutions. This applies, for example, to satellite networks [18] or Industrial
IoT [14], where the algorithms are designed for specific environment requirements (low
latency, energy efficiency, limited resources, etc.).

The approach to queue management based on the concept of Traffic Engineering
Queues [20-26] deserves special attention. This concept applies the principle of load
balancing across the network and communication links to optimize the utilization of
available link and buffer resources, prevent overload, and improve QoS. The rationale
behind this approach is that the leading QoS indicators (average delay, jitter, and packet
loss probability) are functions of the utilization coefficients of network elements (interfaces,
links, routes) and of the network as a whole [26-28].

For example, Ref. [24] proposes optimization-based mathematical models for solving
Traffic Engineering Queue problems. In these models, flow distribution and interface band-
width are balanced across a set of queues, taking into account the number of packets, their
arrival rates, and the classes or priorities assigned to them. Such an approach corresponds
to the requirements of DiffServ-TE technology. In studies [22,23], the model was refined and
extended to support the implementation of hierarchical queues. Building on these results,
the present work further develops the solutions proposed in [22-24] with a particular focus
on ensuring QoS guarantees.

Consequently, the approaches discussed share the common objective of improving
network resource utilization, reducing delays and packet loss, and ensuring QoS across
different traffic classes. At the same time, most existing studies face certain limitations,
including high implementation complexity and limited experimental validation. As a
result, the development of queue management mechanisms is increasingly oriented toward
adaptability, programmability, hierarchical structures, and specialization for particular
network environments. While these directions enhance the efficiency of queue scheduling,
they also pose challenges related to solution unification and ensuring practical scalability.

4. Class-Based Traffic Engineering Queue Model

First, the Class-Based Traffic Engineering Queue (CB-TEQ) model [24] is introduced
as the basic solution, against which the enhanced models of the Traffic Engineering Queue
family will be compared. Within this framework, the resource allocation problem must be
addressed. We assume that packet flows arriving at the network interface, as specified by
the routing tables, are already pre-aggregated and directed into one of several class queues.
The criterion for assigning a given packet flow to a particular queue is the proximity of its
class values [24].

The following notations are used:

B—router interface bandwidth, measured in bits per second;

N—number of class queues created on the interface;

b;j—interface bandwidth allocated for servicing the ith class queue;

ri—average rate (intensity) of the aggregated packet flow arriving at the ith queue,

measured in bits per second, wherei = 1, N.

The class queue number i must be directly linked to the supported policies and meth-
ods for classification, marking (prioritization), and packet processing, such as DSCP/PHB
in IP networks [12]. Ideally, each class queue can correspond to its own PHB policy or
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decimal DSCP priority value. If the number of class queues is smaller than the number
of policies or priorities, flows with similar DSCP/PHB values are typically combined
(aggregated) into common class queues. A class queue with a lower index should serve
lower-priority packet flows (i.e., those with lower Quality of Service requirements). In
contrast, the queue with the highest index receives packets from the highest-priority flows,
i.e., those with the highest QoS requirements.

From a physical standpoint, the variables b; are subject to the following constraint:

b; >0, )

N
xh:B )

Compliance with condition (2) ensures that there is no overload of the interface as a
whole. Additionally, preventive conditions have been introduced for each class queue to
prevent overload relative to the allocated bandwidth. These conditions ensure both the
optimal resource allocation of interface bandwidth across queues and balanced utilization
within the framework of the Traffic Engineering Queues concept [24]:

Wr < aby (i=T,N), ©)

where « is the control variable, defined as the upper dynamically regulated bound on queue
utilization by bandwidth, subject to the following condition:

0<wa<l. (4)

In turn, hf is the class coefficient introduced to achieve a balanced allocation of
interface bandwidth for the ith queue, taking into account its class value:

=1+ !

i ~p i=LN), 5)

Here, D > 0 denotes the normalization coefficient, which determines both the impact
of the queue class on the coefficient 4} and the degree of bandwidth balancing across
queues. As shown in the works of [23,24], the minimum allowable normalization coefficient
D,,i, ensures the maximum level of service differentiation among packets in different
class queues.

A higher queue class corresponds to a larger value of hf. Consequently, the greater the
class coefficient hf, the lower the utilization p; for the same boundary value . Within the
notation of model (1)-(5), the utilization coefficient is defined by the following expression:

pi =+ (i=TN). ©)

Moreover, an increase in the normalization coefficient D reduces the impact of the
queue class on the allocated bandwidth volume. By introducing expressions (3)—(6), the
model enables differentiated allocation of router interface bandwidth among the class
queues. To achieve maximum differentiation in packet servicing across queues, the normal-
ization coefficient D should be chosen as the minimum permissible value [23,24].

To ensure an effective and balanced distribution of interface bandwidth among queues,

it is necessary to solve a nonlinear optimization problem with the optimality criterion r?inzx
0

and constraints (1)—(4). The physical interpretation of this criterion is to minimize the upper
bound of queue utilization for each class. This approach ensures a balanced allocation of
link resources across queues, in accordance with the principles of Traffic Engineering.
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As a result, none of the queues becomes overloaded, and each queue receives an
appropriate portion of the available interface bandwidth. A queue associated with a
higher class value has a lower utilization coefficient, whereas a queue corresponding to the
minimum class value exhibits the highest utilization coefficient. The main disadvantage of
this approach lies in the increased computational complexity due to the nonlinear nature of
constraint (3).

The nonlinearity of (3) follows from a bilinear term on its right-hand side, namely the
product of the control variables b; and a. In this formulation, all parameters on the left-
hand side of (3) are known. The boundary value « ensures the balancing of the bandwidth
required for servicing. Condition (3), therefore, illustrates the functional relationship among
the control variables in the calculation process.

To transform (3) into a linear form, it can be rewritten as follows [24]:

Bhir; < b; (i=T,N), (7)

where § is an additional control variable, defined as inversely proportional to the upper
bound of interface queue utilization «, i.e.,

1
p=-- (8)
The following constraints are imposed on this variable:
B> 1 ©)

The optimality criterion in queue management is defined by the following expression:
B — max. (10)

According to expression (8), this criterion minimizes the upper bound of queue utiliza-
tion «, weighted by the class values (3) and (5). Accordingly, the CB-TEQ solution (1)-(10)
is formulated as a linear programming problem, with a linear optimality criterion (10) and
a set of constraints (1), (2), (7), and (9). The linear formulation of the optimization problem
has a favorable effect on the computational complexity of obtaining final solutions.

5. Enhancement of the Class-Based Traffic Engineering Queue Model

The CB-TEQ model fully meets the DiffServ-TE technology requirements for providing
differentiated quality of service by balancing both the load and the interface bandwidth
among class queues. To further ensure QoS guarantees consistent with IntServ conditions
and to support the functionality of the Resource Reservation Protocol (RSVP) on network
router interfaces, model (1)—(10) is extended by introducing the following conditions:

b ) () < by (i = TN), ay

where b:eq denotes the bandwidth requirements for ensuring QoS for packets in the ith
queue, and 1 ) (7;) is the indicator function of the interval (0, oc):

1ifr;>0;
1 ) = 12
(0,00)(7'1) { Olf ri = 0. (12)
The physical interpretation of condition (11) is that each class queue is guaranteed a
req

certain portion of the interface bandwidth b,™", i = 1, N, but only if packets are present

i
in that queue. Otherwise, when the queue is empty, no bandwidth is allocated to it. If
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guaranteed bandwidth is not required for flows belonging to the jth class queue, then
b = 0. In fact, conditions (11) and (12) serve as substitutes for conditions (1). The
resulting formulation, associated with the minimization problem (10) and the updated set
of constraints (2), (7), (9), and (11), is referred to as the Guarantee-Based Bandwidth Traffic
Engineering Queue (GB(Bw)-TEQ).

Providing QoS guarantees by reserving a fixed portion of bandwidth for a particular
class queue is a widely used approach in practice. However, bandwidth represents only one
of the key QoS indicators. Most modern service flows are equally sensitive to other metrics,
such as average delay, jitter, and packet loss probability [27]. It has been established that
time QoS indicators and reliability measures are functions of the available bandwidth, or
more specifically, of the utilization coefficient (6). For instance, as the utilization of the
interface or an individual queue increases, both delay and packet loss grow correspondingly.
To address this, the present work further proposes enhancing the CB-TEQ model by
introducing guarantees for the utilization (6) for each class queue:

oi <p;i" (i=1,N), (13)

where o7 denotes the QoS requirement for the utilization coefficient of the ith queue.

Taking into account expression (6), condition (13) can be rewritten in the following
form:

e <b (i=TN). (14)
1

Condition (14) is analogous to (11), except that the value of b;eq is now determined with
respect to the actual load on a specific queue and the requirements for its utilization level,
which provides a more adequate solution. This emphasizes improvements in time QoS
indicators and packet delivery reliability. The resulting formulation, associated with the
minimization (10) and the constraints (2), (7), (9), and (14), is referred to as the Guarantee-
Based Utilization Traffic Engineering Queue (GB(U)-TEQ).

6. Investigation and Comparative Analysis of the Proposed Solutions

This study investigates and compares the CB-TEQ, GB(Bw)-TEQ, and GB(U)-TEQ
solutions. The objective was to evaluate queue metrics on the router interface in terms of
their compliance with DiffServ and IntServ requirements under different network load
scenarios. In the experiments, the total number of class queues (service classes) was
set to eight (N = 8). This choice ensured, on the one hand, a sufficient degree of
service differentiation and, on the other, the clarity of the calculated results. In addition,
this number of queues also corresponds to the typical number of IP priorities used for
packet classification [6]. Numerical simulations were conducted in the MATLAB R2025a
environment to evaluate the effectiveness of the proposed solutions.

The router interface bandwidth was fixed at 100 Mbps. Table 3 presents three scenarios
of initial load distribution across the service flows of class queues. In Scenario I, the total
incoming load on the interface R was 75 Mbps, while in Scenarios II and III, the loads were
80 Mbps and 90 Mbps, respectively. The characteristics of the first, sixth, and eighth flows
remained unchanged across all scenarios to facilitate comparative analysis. These flows
and their corresponding class queues are highlighted in gray in Table 3 (and in subsequent
tables). The intensities of the remaining five aggregated flows, representing background
traffic, varied randomly between scenarios.
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Table 3. Initial Load Scenarios for Class Queues (Mbps).
Queue Scenario I Scenario II Scenario III
1 12 12 12
2 8 10 8
3 6 8 7
4 14 15 18
5 7 8 15
6 11 11 11
7 5 4 7
8 12 12 12

In the study, the following class queue metrics (i = 1, N) were calculated and compared:

e allocated bandwidth (b;, Mbps),
e utilization (p;),
e average queue length (L;).

Without loss of generality, the average queue length was computed using the formula
corresponding to the simulation of a class queue as an M/M/1 system [28-33]:

L
;=
L—pi

(i=1,N). (15)

The analysis aimed to evaluate and estimate the impact of the selected queue man-
agement model (CB-TEQ, GB(Bw)-TEQ, or GB(U)-TEQ), traffic load characteristics, and
interface resource reservation schemes on these metrics.

Table 4 presents the results obtained for the CB-TEQ model. This data demonstrates
that the allocation of interface bandwidth among individual queues is balanced according
to class values: the higher the class, the lower the utilization and, correspondingly, the
average queue length. This is evident from a comparison of the first and eighth class queues.
The input flow intensities for both queues were intentionally set equal (12 Mbps each).
However, under the CB-TEQ model, the higher-class queue received more bandwidth,
which resulted in lower utilization and a shorter average length (Table 4). Thus, this
approach fully complies with DiffServ requirements by providing a higher service quality
to flows of higher classes compared to those of lower classes. At the same time, queues
of the lowest class are not entirely deprived of service: they still receive a portion of the
interface bandwidth, though they operate with the highest utilization coefficient.

Table 4. Queue Metrics for the CB-TEQ Model.

Scenario I (D,,;;,=2)

Scenario II (D,,;,=3) Scenario 111 (D,,;,,=6)

Queue
b P L b P L b p L
1 13.30 0.9024 8.34 13.24 0.9064 8.78 12.44 0.9647 26.36
2 9.39 0.8522 491 11.47 0.8715 5.91 8.46 0.9454 16.37
3 7.43 0.8074 3.38 9.53 0.8393 4.38 7.55 0.9269 11.75
4 18.25 0.7670 2.52 18.54 0.8093 343 19.80 0.9090 9.08
5 9.58 0.7305 1.98 10.24 0.7814 2.79 16.82 0.8919 7.36
6 15.78 0.6973 1.61 14.56 0.7553 2.33 12.57 0.8754 6.15
7 7.50 0.6669 1.34 5.47 0.7310 1.99 8.14 0.8594 5.26
8 18.77 0.6392 1.13 16.95 0.7081 1.72 14.22 0.8441 4.57

Figure 3 illustrates the dependence of class queue utilization on the normalization
coefficient D under the CB-TEQ model for Scenario I of the initial data (Table 4). The
analysis of these dependencies (Figure 3) indicates that by adjusting D, the level of packet
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service differentiation among class queues can be controlled. As D increases, the degree of
differentiation decreases; at sufficiently high values, differentiation disappears altogether,
making the creation of multiple queues on the interface irrelevant. Therefore, it is necessary
to identify the minimum value of the normalization coefficient D,,;,, that ensures maximum
differentiation in packet servicing, which constitutes the primary purpose of organizing
queues on the router interface.

CB-TE
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—-©— queue #1
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0.9 —Q\ —8--queue #3|7
| --e--queue #4
\ i
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Normalization coefficient, D
Figure 3. Relationship between queue utilization and the normalization coefficient D in the CB-TEQ
model (Scenario I).

Experimental results indicate that the value of D,,;,, is most sensitive to interface
utilization. As interface utilization increases, D,,;, also increases (Table 4). In contrast, the
number of configured and actively used class queues, as well as the structure of incoming
traffic (the bitrate of aggregated packet flows), has a considerably smaller effect on D,,;;,. It
is recommended that when the interface utilization is between 50% and 65%, D,,;, be set
between 0.6 and 1; when the utilization is between 65% and 90%, D,,;;, should range from 1
to 5; and when the utilization is between 90% and 98%, D,,;, should range from 5 to 28.

The main functional limitation of the CB-TEQ solution is that it does not guarantee
a specific service level for any flow or queue. As the interface load changes, as shown in
Table 4, both the utilization factor and the average length of even high-class queues may
fluctuate over a relatively wide range. This variability also affects QoS metrics such as
average delay and packet loss probability.

The results obtained for the GB(Bw)-TEQ model are presented in Table 5. In this
case, it was assumed that the seventh and eighth queues required bandwidth reservations
of 10 Mbps and 16 Mbps, respectively. That is, in expression (11), b, = 10 Mbps and
b;eq =16 Mbps. For the remaining queues, no bandwidth was reserved, i.e., b;eq = b;eq =
b;eq = bfq = bgeq = bgeq = 0. Based on the results presented in Table 5, the following
conclusions can be drawn:

1.  Irrespective of the load applied to the class queues, the seventh and eighth queues
were guaranteed the specified portion of the interface bandwidth.

2. The guarantees referred to the minimum allocated bandwidth, meaning that class
queues could receive additional resources. For instance, in Table 5, the eighth queue
was allocated 18.27 Mbps under Scenario I and 16.13 Mbps under Scenario II.

3. The remaining interface bandwidth, after the reservation procedure, was distributed

in a balanced manner among the queues according to their class values, as in the
CB-TEQ case.
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Table 5. Queue Metrics for the GB(Bw)-TEQ Model.
Scenario I (D,,;,,=2) Scenario II (D,,,;,=3) Scenario III (D,,,;,=11)
Queue
b P L b P L b P L
1 12.94 0.9275 11.86 12.60 0.9520 18.88 12.14 0.9885 84.67
2 9.13 0.8759 6.18 10.92 0.9154 9.90 8.18 0.9775 42.42
3 7.23 0.8298 4.05 9.08 0.8815 6.56 7.24 0.9667 28.10
4 17.76 0.7883 2.94 17.65 0.8500 4.82 18.83 0.9562 20.89
5 9.32 0.7508 2.26 9.75 0.8207 3.76 15.86 0.9459 16.55
6 15.35 0.7167 1.81 13.87 0.7933 3.05 11.75 0.9359 13.66
7 10.00 0.5000 0.50 10.00 0.4000 0.27 10.00 0.7000 1.63
8 18.27 0.6569 1.26 16.13 0.7438 2.16 16.00 0.7500 2.25

Figure 4 presents the dependence of class queue utilization on the normalization
coefficient D under the GB(Bw)-TEQ model, also for Scenario I of the initial data (Table 5).
A comparison of Figures 3 and 4 indicates that providing QoS guarantees in terms of band-
width within the GB(Bw)-TEQ model influences the nature of the observed dependencies.
Since b;eq =10 Mbps, bgeq =16 Mbps, r7 = 5 Mbps, and rg = 12 Mbps, the maximum utiliza-
tion coefficients of these queues should not exceed 0.5 and 0.75, respectively (Figure 4), as
the normalization coefficient D varies.
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0.9
0.85
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- 08
c
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5 il f. —©o- queue #1| |
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Normalization coefficient, D

Figure 4. Relationship between queue utilization and the normalization coefficient D in the
GB(Bw)-TEQ model (Scenario I).

A limitation of the GB(Bw)-TEQ solution is that bandwidth is reserved for the selected
queues regardless of their actual load. This can be observed in Table 5, for example, in the
case of the seventh queue, which may result in inefficient (excessive) bandwidth allocation,
particularly when the queue with reserved bandwidth experiences a reduced load.

The results obtained for the GB(U)-TEQ model are presented in Table 6. In this case,
for the seventh and eighth queues, it was necessary to guarantee utilization coefficients not
exceeding 0.75 and 0.65, respectively. That is, in expression (11), o, = 0.75 and pgeq =0.65.
No such guarantees were applied to the other queues. The analysis of Table 6 leads to the
following conclusions:
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Table 6. Queue Metrics for the GB(U)-TEQ Model.

Scenario I (D,,;,,=2) Scenario II (D,,,;,=3) Scenario III (D,,,;,,=28)
Queue
b P L b P L b P L
1 13.30 0.9024 8.34 13.00 0.9232 11.11 12.05 0.9951 200.69
2 9.39 0.8522 491 11.26 0.8877 7.02 8.08 0.9907 105.11
3 7.43 0.8074 3.38 9.36 0.8549 5.03 7.10 0.9863 71.00
4 18.25 0.7670 2.52 18.20 0.8243 3.87 18.33 0.9820 53.49
5 9.58 0.7305 1.98 10.05 0.7959 3.10 15.34 0.9777 42.84
6 15.78 0.6973 1.61 14.30 0.7694 2.57 11.30 0.9734 35.67
7 7.50 0.6670 1.34 5.37 0.7446 2.17 9.33 0.7500 2.25
8 18.77 0.6392 1.13 18.46 0.6500 1.21 18.46 0.6500 1.21

1.  Inaccordance with the values of p;eq and p;eq, and depending on the load received by
the class queues, the seventh and eighth queues were guaranteed a specified portion
of interface bandwidth.

2. The guarantees applied to the maximum allowable utilization coefficient of the se-
lected queues, meaning that they could receive additional link resources. For example,
in Table 6, the eighth queue under Scenario I had pg = 0.6392, which was below pgeq,
and the seventh queue under Scenarios I and Il had p7 = 0.667 and 0.7446, respectively,
both below the threshold p;‘qq.

3. The interface bandwidth remaining after the reservation procedure was distributed

evenly among the queues according to their class values, as in the CB-TEQ case.

Figure 5 presents the dependence of class queue utilization coefficients on the normal-

ization coefficient D under the GB(U)-TEQ model, again for Scenario I of the initial data
(Table 6). These dependencies follow the same logic as those shown in Figure 4. However,

in this case, the upper bounds of the utilization coefficients for the seventh and eighth

queues were defined by the initial requirements, namely p7! = 0.75 and pg ' = 0.65. They

must not be exceeded either when the load on the interface and individual queues changes

or when the normalization coefficient D varies.
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Figure 5. Relationship between queue utilization and the normalization coefficient D in the
GB(U)-TEQ model (Scenario I).

Therefore, the GB(U)-TEQ solution is more adaptive than CB-TEQ and GB(Bw)-TEQ

in terms of considering flow/queue classes and changes in load characteristics (number of
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flows and their intensities). Guarantees on the maximum allowable utilization coefficient
for selected class queues have a positive influence on the stabilization of average queue
length and, consequently, on the control of average packet delay and loss rate. However, if
additional constraints are imposed on the limit values of delay and/or packet loss for a
particular class queue, the GB-TEQ model will lose its linearity. This results from the fact
that the analytical relationships linking QoS indicators, queue characteristics, and flows are
inherently nonlinear [28].

Figures 3-5 show the results of the study for Scenario I only. This is due to the
following conclusion: the general nature of the dependencies p(D) remained unchanged
for different scenarios (I, II, and III). The value of D,,;,, as indicated in Tables 4-6, has
changed. Scenario I was chosen for demonstration because the lines corresponding to
the seventh and eighth queues present noticeable curvature, as clearly shown in Figure 5.
For these queues, the dependencies p(D) first increase and then stabilize at the level of
bandwidth or utilization requirements. If the interface utilization is higher (scenarios II and
III), a situation similar to Figure 4 will be observed: the dependence p(D) for the seventh
queue is trivial and represents a straight line.

7. Practical Recommendations for Applying the Proposed Solutions

The GB(Bw)-TEQ and GB(U)-TEQ solutions proposed in this work can serve as a
foundation for mathematical and algorithmic software for switches and routers in both
traditional IP/MPLS networks and software-defined networks (SDN). These solutions
enable adaptation to network state changes and efficient allocation of interface bandwidth
among class queues and, ultimately, among packet flows to ensure guaranteed and differ-
entiated service (Figure 6). Such adaptation may involve monitoring the characteristics
of the traffic arriving at the interface by analyzing and responding to variations in the
number of flows and their attributes, such as average intensity, priority, packet length, and
other parameters that typically affect packet classification. Based on the results of this
classification, a set of class queues can be organized on the interface, with link resources
allocated among them using the GB(Bw)-TEQ or GB(U)-TEQ models. The application
of these models enables nearly automated queue management and reduces reliance on
routine administrative configurations still required in PQ, CQ, CBQ, CBWFQ, and LLQ
mechanisms (Table 1).

Queues

First class queue

Second class queue

Traffic analyzer | Ti
and classifier

Output

’ ith class queue ‘

’ Nth class queue ‘

Resource
manager
by
I : GB(Bw)-TEQ
P
: GB(U)-TEQ

Figure 6. Queue management architecture on a router interface according to the GB(Bw)-TEQ and
GB(U)-TEQ models.
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8. Conclusions

This work proposes a system of solutions for managing queues on network router
interfaces, represented by the GB(Bw)-TEQ and GB(U)-TEQ models. These solutions
conform to the principles of the Traffic Engineering Queues concept and support the
implementation of both DiffServ and IntServ. The novelty of the GB(Bw)-TEQ and GB(U)-
TEQ models lies in their ability to provide guarantees either for the bandwidth allocated to
a given class queue or for its utilization coefficient. Such guarantees stabilize and control
the average queue length, which in turn positively affects QoS indicators such as average
delay and packet loss probability. The unreserved portion of the interface bandwidth
is distributed evenly among packet queues according to their class values. As a result,
higher-class queues show lower utilization, while lower-class queues experience higher
utilization, which is consistent with the principles of DiffServ.

The proposed GB(Bw)-TEQ and GB(U)-TEQ models are formulated as mixed-integer
linear programming (MILP) optimization problems with an optimality criterion (10) and
a set of constraints (2), (7), (9), and either (11) or (14). When guarantees are expressed in
terms of bandwidth allocated to a class queue (GB(Bw)-TEQ), constraint (11) is applied.
When guarantees are defined in terms of utilization level (GB(U)-TEQ), constraint (14) is
used instead of (11).

A series of numerical examples confirmed the feasibility and effectiveness of the
proposed GB(Bw)-TEQ and GB(U)-TEQ models by comparing them with the previously
known CB-TEQ analogue [24], which did not provide service-level guarantees. The results
validated the properties of the developed optimization models in terms of both providing
the stated guarantees and enabling differentiated packet service according to queue class
values. Importantly, balancing interface bandwidth among queues did not result in the
blocking of the lowest-class queues, a drawback often observed in mechanisms such
as PQ or CQ. The solutions proposed in this work can be applied to automate queue
management in switches and routers for both traditional IP/MPLS networks and software-
defined networks.

Author Contributions: Conceptualization, L.T., O.L., O.Y,, R.S. and A.B.; methodology, O.L., O.Y. and
R.S.; software, O.L., O.Y. and R.S ; validation, L.T., O.L. and A.B,; formal analysis, L.T., O.L., O.Y,, R.S.
and A.B.; investigation, O.L., O.Y. and R.S.; resources, O.L., O.Y. and R.S.; data curation, L.T. and A.B,;
writing—original draft preparation, L.T., O.L., O.Y,, R.S. and A.B.; writing—review and editing, L.T.,
O.L, O.Y, RS. and A B; visualization, O.L., O.Y. and R.S,; supervision, L.T.,, O.L., O.Y,, R.S. and A.B.
All authors have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.
Data Availability Statement: Data supporting this study are included within the article.

Conflicts of Interest: The authors declare no conflicts of interest.

Abbreviations

The following abbreviations are used in this manuscript:

CBQ Class-based Queuing

CB-TEQ Class-Based Traffic Engineering Queue
CQ Custom Queuing

DiffServ Differentiated Services

DRL Deep Reinforcement Learning

DSCP Differentiated Services Code Point
FIFO First In, First Out

GB(Bw)-TEQ Guarantee-Based Bandwidth Traffic Engineering Queue
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GB(U)-TEQ Guarantee-Based Utilization Traffic Engineering Queue

IntServ Integrated Services

P Internet Protocol

LLQ Low Latency Queueing

MILP Mixed-Integer Linear Programming
PHB Per-Hop Behavior

PQ Priority Queuing

QoS Quality of Service

RL Reinforcement Learning
RSVP Resource Reservation Protocol
TE Traffic Engineering

WEQ Weighted Fair Queueing
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