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Abstract

In a botnet attack, significant damage can occur when an attacker gains control over a
large number of compromised network devices. Botnets have evolved from traditional
centralized architectures to decentralized Peer-to-Peer (P2P) and hybrid forms. Recently,
a steganography-based botnet (Stego-botnet) has emerged, which conceals command
and control (C&C) messages within cover media such as images or video files shared
over social networking sites (SNS). This type of Stego-botnet can evade conventional
detection systems, as identifying hidden messages embedded in media transmitted via
SNS platforms is inherently challenging. However, the inherent file size limitations of SNS
platforms restrict the achievable payload capacity of such Stego-botnets. Moreover, the
centralized characteristics of conventional botnet architectures expose attackers to a higher
risk of identification. To overcome these challenges, researchers have explored network
steganography techniques leveraging P2P networks such as BitTorrent, Google Suggest,
and Skype. Among these, a hidden communication method utilizing Bitfield messages in
BitTorrent has been proposed, demonstrating improved concealment compared to prior
studies. Nevertheless, existing approaches still fail to achieve sufficient payload capacity
relative to traditional digital steganography techniques. In this study, we extend P2P-based
network steganography methods—particularly within the BitTorrent protocol—to address
these limitations. We propose a novel botnet C&C communication model that employs
network steganography over BitTorrent and validate its feasibility through experimental
implementation. Furthermore, our results show that the proposed Stego-botnet achieves a
higher payload capacity and outperforms existing Stego-botnet models in terms of both
efficiency and concealment performance.

Keywords: BitTorrent; network steganography; botnet; C&C communication

1. Introduction

Steganography is a common technique used in cyberattacks, and it is difficult to detect
its presence. Unlike cryptography, which relies on encryption and can be easily identified,
steganography conceals messages within ordinary media files, making detection highly
challenging [1]. A botnet is a network of devices infected with malware and remotely
controlled by a single entity, known as a bot-herder or botmaster, through command and
control (C&C) messages [2]. Malicious actors can utilize botnets to take control of legitimate
web services or to steal sensitive personal and financial information. Well-known exam-
ples of cyberattacks involving botnets include ransomware, distributed denial-of-service
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(DDoS) attacks, spyware, and illegal information harvesting [3]. Botnet architectures have
evolved from traditional centralized models that employ the HTTP protocol [4,5], to Peer-
to-Peer (P2P) botnets that adopt decentralized communication structures [6]. In addition,
hybrid botnets have been introduced, combining the advantages of both centralized and
P2P models.

Recently, steganography-based botnets, referred to as Stego-botnets [3,7,8], have
emerged. These botnets conceal C&C messages using steganographic techniques to evade
conventional detection systems [9-12]. They typically appear to exchange normal files via
social networking service (SNS) platforms [13], allowing them to bypass existing security
mechanisms by embedding malicious instructions within common types of cover media
such as images, audio, and video files. Among these, video files are particularly attractive
due to their larger payload capacity compared to other media formats [14-18]. However,
Stego-botnets cannot fully utilize their payload capacity due to the transmission limits
imposed by SNS platforms. For instance, KakaoTalk allows a maximum file transfer size of
300 MB, Instagram permits up to 40 MB per photo, and Threads limits uploads to 6 MB
per photo.

A P2P network has no limit on the size of transportable files and accounts for a consid-
erable portion of total network traffic [19]. Suppose that a botnet employing steganography
is constructed. In this case, an attacker can covertly communicate by using regular net-
work traffic as a cover medium. Such steganographic botnets utilize protocol data units
(PDUs) and the timing relationships between PDUs within normal traffic to embed secret
information [20].

Network steganography techniques using P2P networks, including multimedia and
VoIP services such as Skype and WeChat, have been extensively studied [21-23]. Wang [24]
proposed a covert communication channel employing Bitfield messages in BitTorrent,
demonstrating resistance to machine learning-based steganalysis. However, this approach
failed to achieve a satisfactory payload compared to traditional digital steganography,
securing only about 1 KB of hidden data per 255 KB of cover medium. Unlike SNS plat-
forms, P2P networks impose no transmission capacity limit, allowing for the construction
of digital Stego-botnets that can secure large payloads. Nevertheless, because an attacker
shares only a single file, the communication availability is limited to one peer, increasing
the risk of tracing the attack’s origin or having the file hash registered as malicious [25].

To address these challenges, we propose a new communication model that applies a
network steganography technique using Piece messages in the BitTorrent protocol. This
model enables a botnet C&C communication mechanism that embeds large payloads within
regular traffic while maintaining a high degree of stealth and resistance to detection.

Our contributions in this paper can be summarized as follows:

e  We propose a novel communication method that enables continuous C&C message
transmission over BitTorrent. By exploiting a vulnerability in the BitTorrent Piece
message exchange, secret messages are covertly embedded and transferred during
ordinary file exchanges between benign peers. As a result, the covert traffic generated
by our model preserves normal BitTorrent behavior and statistical properties, making
it difficult to distinguish from legitimate traffic.

e We implement the proposed method and evaluate its payload capacity and threat
potential through experimental comparison with existing approaches. Our results
show that the proposed method achieves at least a twofold increase in payload capac-
ity compared to prior work, enabling more efficient delivery of C&C messages and
substantially increasing the covert-channel threat surface. We propose a novel commu-
nication method that allows continuous C&C message transmission using BitTorrent.



Electronics 2025, 14, 4081

30f16

The rest of our paper is organized as follows. In Section 2, we review the BitTorrent
protocol and introduce existing studies related to Stego-botnets. In Section 3, we propose
the Stego-botnet C&C communication model in BitTorrent. In Section 4, we implement our
model in BitTorrent. In Section 5, we discuss and conduct a comparative analysis against
previous studies. Finally, we conclude in Section 6.

2. Background and Related Works
2.1. Overview of BitTorrent

BitTorrent is a distributed network used by more than two billion people worldwide.
Unlike the traditional client-server model, which shares an entire file through a centralized
server, each peer in BitTorrent can hold part or all of a file and share fragments with other
peers simultaneously. This decentralized structure enables the transfer of large files much
faster than in a conventional client-server system [26].

2.2. BitTorrent Protocol Components and File Sharing Procedure

The components of BitTorrent are illustrated in Figure 1. BitTorrent divides the file to
be shared into multiple pieces. Seeders are peers who have already downloaded the entire
file; therefore, they possess all the pieces. Leechers are peers who lack some of the necessary
pieces. Both seeders and leechers are collectively referred to as peers. In addition, Swarms
exist for each shared file and contain the file’s hash, along with a list of peers participating
in its distribution. Trackers are servers that manage peer information related to file sharing
and swarm coordination.
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Figure 1. BitTorrent protocol.

BitTorrent requires a .torrent file (also called a seed file), which contains metadata
about the file to be shared. Running the seed file in a BitTorrent client enables the file to be
shared among peers. As shown in Figure 1.
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A peer creates a seed file and posts it on a website or an SNS platform;

A client downloads the seed file and runs it, sending its own information and the
hash value of the desired file to the tracker;

The tracker returns a list of peers to the client;

The client downloads file fragments from those peers [27].

2.3. BitTorrent Message

@
@)
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4)

Peer1-50(Seeder/Leacher)

BitTorrent uses message packets to share file pieces. As shown in Figure 2,

A peer uploads a seed file to be shared, and clients download the seed file via a
website or an SNS platform;

The client runs the seed file and requests a peer list from the tracker;

The tracker returns the peer list to the client;

The client performs a three-way handshake with the peer, followed by the exchange
of Bitfield, Have, Negotiation, and Piece messages for fragment transmission.
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Figure 2. Communication sequence diagram of BitTorrent file sharing.

Table 1 shows the nine types of BitTorrent message packets. Among them, there are

two message types with payloads: the Bitfield message and the Piece message.

Table 1. BitTorrent message type.

Message Type ID Payload
CHOKE 00 NO
UNCHOKE 01 NO
INTERESTED 02 NO
NOT INTERESTED 03 NO
HAVE 04 NO
BITFIELD 05 YES
REQUEST 06 NO
PIECE 07 YES

CANCEL 08 NO
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In BitTorrent, files are divided into multiple pieces, each typically 256 KB in size. The
Bitfield message indicates the indexes of the file pieces a peer already possesses. The
format of the Bitfield message is illustrated in Figure 3. The bitfield, consisting of X bytes,
represents the possession status of specific pieces. The piece corresponding to the highest
bit of the first byte is checked first. A bit value of “1” indicates that the corresponding
piece is possessed, whereas a bit value of “0” means that the piece is not owned by the
peer. Because the number of pieces depends on the total file size, the length of the bitfield
is variable. The Bitfield message is transmitted only after the three-way handshake is
completed. Since the BitTorrent protocol does not provide an authentication mechanism
for Bitfield messages, their modification may not be detected abnormally [28].

- Bitfield : Len =[0001 + X] + ID = 5 + Bitfield [X = Bitfield Length]

1 0 1 1 0 0 1 cooe
Shared
video file
Len = (0001 + X) ID=S5 Bitfield=X

- Piece : Len =(0009 + X] + ID = 7 + Piece-Index + Begin + Block (X = Block Length)

Len = (0009 + X)

Piece-

IRE=i Index

Begin Block=X

Seeder \- ‘ @ Copy Data Fragment
- > B o]
(MEmbedding I

Secret Message
Botmaster

o

Leecher

Figure 3. Bitfield /Piece message format.

Once divided into pieces, the file is further subdivided into 16 KB blocks before
transmission, which are sent as Piece messages. The format of the Piece message is shown
in Figure 4. The piece index field specifies the index number of the piece, and the block
of X bytes contains the metadata about the file. Unlike the Bitfield message, the Piece
message performs hash verification at the destination; if the hash value does not match,
the corrupted data are discarded, and the pieces are re-downloaded from other peers or
leechers [24].

(= )

@ Extract Secret Message

@ Check Hash Value

—

® Erase Secret Message '

TR
Sl »

Figure 4. Proposed model.
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2.4. Existing Studies and Their Limitations

Nagaragja et al. [7] were the first to study the feasibility of building a botnet based on
steganography and proposed the concept of a stego-botnet. Hiney et al. [13] investigated
the possibility of constructing a stego-botnet on the Facebook platform, focusing on the
compression of image files during communication to determine the conditions under which
hidden messages remain intact. Jeon et al. [3] introduced an image-based stego-botnet
implemented through the KakaoTalk messenger, while Kwak et al. [8] proposed a video
stego-botnet operating on the Telegram platform. However, due to the inherent limitations
of SNS platforms—particularly the restricted size of transferable files—it remains difficult
to conceal and transmit large payloads to bots.

Several studies have also explored hidden communication using network steganog-
raphy techniques. Wu et al. [29] surveyed VoIP-based steganography, noting that Voice
over IP (VoIP), as a service of IP networks, minimizes communication costs while meeting
diverse user needs such as voice and fax transmission. These advantages have made
VoIP a dominant form of streaming media communication. In this context, the network
layer manages packet activity within the network, the transport layer provides end-to-
end communication between hosts, and the application layer handles application-specific
operations—making it possible to embed secret information. However, previous stud-
ies have failed to achieve sufficient transmission capacity or have shown weaknesses in
detection evasion [23,29,30].

BitTorrent, as a representative torrent client of peer-to-peer (P2P) networks, is also
well-suited for covert communication, and thus various studies have been conducted
in this area. Zishuai et al. [31] proposed a steganographic method that modifies the
metadata of seed files, which proved effective at the time but is no longer applicable due
to protocol updates. Kopiczko et al. [32] achieved a bandwidth of 270 b/s by presenting
a network steganography method using the UTP protocol employed in BitTorrent P2P
exchanges. However, the payload capacity was small, and the detection rate remained
high. Wang et al. [24] proposed a covert communication channel exploiting the lack of
authentication in Bitfield messages. Nevertheless, since the Bitfield is transmitted only
once at the beginning of a peer session, the method could achieve only 1 KB of payload per
256 KB of cover medium, which is relatively low compared to digital steganography.

Steganography-based detection techniques have also been actively studied [33-36].
While traditional simple malware can often be detected through reverse engineering,
steganography-based malware is significantly more challenging to identify using such
methods. Consequently, detection techniques employing Al, machine learning, and deep
learning have emerged. Denysiuk et al. [35] demonstrated improved detection performance
over existing steganalysis networks such as SRNet, Xu-Net, and YeNet by analyzing
frequency spectrum variations in images using discrete cosine transform (DCT) analysis.
Revyakina et al. [36] proposed a machine learning-based malware detection technique of
network steganography.

However, as detection technologies evolve, concealment techniques are also advancing
through the use of Al and machine learning, making steganography-based detection
increasingly challenging.

3. Stego-Botnet C&C Communication Model in BitTorrent
3.1. Problem Description and Concept of Proposed Method

Similar to SNS-based stego-botnets, a digital steganography technique that embeds
command and control (C&C) messages within image or video files is required. In this
study, we propose to implement such a method within the BitTorrent environment, which
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supports a large number of peers for high-speed data transfer and, unlike SNS platforms,
imposes no limitation on single transmission capacity.

However, attackers face the risk of identity exposure because the attacker must dis-
tribute the initial cover medium containing the embedded data before peers are created,
and the file generated at the destination inherently contains information from the original
cover medium.

To address these issues, we propose a novel communication and control (C&C) model
based on network steganography, designed to mitigate the risk of identity leakage. The
proposed model is illustrated in Figure 4, and operates as follows:

(1) The botmaster embeds the C&C message into a Piece message using a network
steganography technique and transmits it to bots disguised as a normal Piece message.

(2) Before the Piece message undergoes the hash verification process, a copy of it is
created in a random folder.

(8) The bot extracts the embedded C&C message from the copied Piece message.

(4) The original Piece message then proceeds through the standard BitTorrent hash
verification procedure.

(5) After verification, the embedded Piece messages are deleted, and only the normal
pieces are collected to reconstruct the file.

This approach enables covert C&C communication while maintaining compliance with
the BitTorrent protocol, thus reducing the likelihood of detection and identity exposure.

3.2. The Procedures of the Proposed Model

The procedure of the proposed model consists of the following 11 steps, as illustrated
in Figure 5.

Upload

Select Video File /

.torrent file

©) @)

Request Download

- — — > ¢ — — —
Resources .torrent file
T

D v

Construct

TCP link

\ 4 Extract
(® Exchange Handshake Secret Message
4

/ Bitfield / Negotiation

7
Message s
. -,
-,
A 4 7’
@ Z

D Embedding Exchange _>® Copy

Secret Message . Data Fragment Data fragment

A 4

@)
Check Hash Value

Figure 5. Procedure of proposed model.

(1) The botmaster selects a video file of an appropriate size, depending on the size of the
C&C message to be embedded.

(2) The botmaster delivers the corresponding seed file to the bot through a website of an
SNS platform.
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(3) The bot executes the seed file and attempts to connect to peers sharing the same file.

(4) The bot establishes normal TCP connections with the botmaster and other peers
possessing the file.

(5) Through the exchange of the three-way handshake, Bitfield, and Negotiation messages,
information such as session details, fragment ownership, and fragment transfer
requests is obtained by the bot.

(6) The bot and peers then exchange Piece messages, and the bot collects file pieces from
all peers that own the file.

(7) After establishing a normal session with the bot, the botmaster embeds the C&C
message into a Piece message.

(8) The embedded Piece message is transmitted to the bot (as shown in Figure 4, Step ©).

(9) Upon receiving the Piece message, the bot copies and stores it in a random folder
before the hash verification process begins (as shown in Figure 4, Step ).

(10) The bot extracts the embedded C&C message from the copied Piece message (as
shown in Figure 4, Step (3®).

(11) The original Piece message is then processed through the standard hash verification
procedure (as shown in Figure 4, Step (). After verification, any modified pieces
are deleted, and only verified fragments are collected to reconstruct a normal file (as
shown in Figure 4, Step (®).

This process allows the botmaster to transmit hidden C&C commands within normal
BitTorrent traffic while maintaining protocol compliance, thereby reducing the likelihood
of detection.

4. Experiments
4.1. Experimental Purpose and Methods

The purpose of this experiment is to validate that the proposed C&C communication
model can be effectively implemented within the BitTorrent environment and to evaluate
its efficiency through a comparative study with existing techniques [24]. More specifically,
the experiment aims to verify whether the communication model successfully copies the
fragments sent by the attacker to a designated folder before the hash verification process.

Since the embedded Piece messages are deleted and only the normal pieces are col-
lected to complete the file, the proposed model can be considered valid in the BitTorrent
client if the file downloaded at the destination matches the file transmitted from the source.

The experimental setup consisted of the following hardware and software configurations:

Laptop: Intel Core i7 (10 cores), 16 GB RAM, Windows 10.
Desktop: Intel Core i7 (10 cores), 32 GB RAM.
Virtualization: VirtualBox 6.1.26.

Client software: BitTorrent Classic 7.10.5.

This experiment assumes that bots are already infected, and we demonstrate whether
covert communication is possible without being detected by the botmaster. Thus, we
assume that infected bots can exchange seed files freely.

Four peers participated in the covert communication experiment. Peer1, Peer2, and
Peer3 were controlled by the sender to cooperatively transmit the hidden message, while
Peer4 acted as the receiver. The size of the secret message was 36 bytes, and the shared
video file used as the cover medium was 105 MB in size. The bot software copied the
packets transmitted during the session, and these were compared with the packets captured
at the destination using Wireshark 3.4.9, HashMyFiles 1.95 was utilized to compare the
hash values between the original and the downloaded video files, ensuring data integrity.
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All experiments were conducted in an isolated and controlled environment to prevent
external interference.

4.2. Implementation and Operation

As shown in Figure 6, all message packets arriving before the hash verification process
are stored in a randomly designated folder to confirm file creation. The stored file is
observed to be identical to the normal Piece message. Furthermore, as shown in Figure 7,
the regular Piece message packets are verified to be reconstructed into a standard video
file after the hash verification process, as defined by the BitTorrent protocol, regardless
of whether packet copies exist. These observations confirm that the proposed model
remains unaffected by modifications to Piece messages and that normal communication is
maintained without any additional abnormalities.

(A Tten

Packet list Narrow & Wide Case sensitive Hex value ~ | [65b8 41 81 c3 8d
No. Time Source Destination Protocol Length Info
5647 35.744939 61.99.17.163 192.168.219.115 BitTorrent 1514 Piece, Idx:0x0,Begin:0x0,Len:0x4000 [TCP segment of a reassembled PDU]
5683 36.325311 192.168.219.115 61.99.17.163 BitTorrent 71 Request, Piece (Idx:0x@,Begin:0x30000,Len:0x4000)
5821 38.308174 61.99.17.163 192.168.219.115 BitTorrent 1514 Piece, Idx:0x0,Begin:©x4000,Len:0x4000 [TCP segment of a reassembled PDU]

5979 39.955833 61.99.17.163 192.168.219.115 BitTorrent 1514 Piece, Idx:0x0,Begin:

60 40 _78 9 61,99 6 9 68 9 BitTorren 4 Pioce dx:0x0 Be

6068 40. 61 17.163 192.168.219.115 BitTorrent 1514 Piece

6096 41.279516 61.99.17.16 92.168.219. BitTorrent 4 Piece, = = 00, Le

6222 42.333390 61.99.17.163 192.168.219.115 BitTorrent 1016 Piece, Idx:0x0, x30000, Len : 0x40:
8277 52.171761 192.168.219.115 211.224.193.248 BitTorrent 122 Handshake

(Frame: 6066, payload: 14529-15988 (1460 bytes)]
[Erame: 6068, payload: 15989-16396 (408 bytes)]
[Segment count: 12]
[Reassembled TCP length: 16397]
[Reassembled TCP Data: 10000e4539c08e4d 9e75d2Fb7 ] capture.txt — [=]
~ BitTorrent
v Message: Len:16393, Piece, Idx:0x0,Begin:0x10000,Len:0x4000
Message Length: 16393
Message Type: Piece (7)

: 0080 09 07 00 00 OO0 00 00 01 00 00 EEECER-IeNel-N-F L]
: 0090 6b 6d c9 e7 5d 2f b7 7e 2c e9 02 3c 54 78 07 8d

Piece index: Ox00000000 : 0100 fc 7a d8 cd e2 78 95 31 53 7d 1f ff 9b cc cd d9
Begin offset of piece: ©x00010000 : 0110 92 4f 89 ee e5 e2 3e b2 44 3a f1 79 66 05 28 46
Data in a piece: e4539c08e4486b6dc9e75d2fb77e2ce9023c5478078dfc7ad8cde27: : 0120 93 11 c3 4f 77 6e f2 a6 90 fc 7f 13 64 21 d1 41
e T o = - : 0130 0d cf ad cd 67 cb 48 5f 46 dO 3e 1c 9b c7 37 46
0010 SARCS S = T % : 0140 cb 32 05 c0 25 25 91 16 cc 72 60 c3 3c c9 a9 83
0020 Sz xASY el : 0150 82 21 b9 2b Ob 9f 68 f8 8d 3b 95 eb 33 f9 42 ad
o030 y = = = 2 = : 0160 73 5e 78 6f 92 05 ea dc 4c a4 84 8b a5 66 c2 b4
gggg £ 4 ¢ ARG : 0170 45 c3 dc 6b bb 32 15 5f Oc f3 fO Oe 3c 3a a9 87
0060 2 p 3 3 : 0180 a1 13 dO 91 db 88 21 2a 8f 75 f2 58 bd 78 05 b0
eo7of 8 9 ] g E - e - ;- : 0190 15 a0 6¢c Oa e6 b7 €6 31 11 76 d2 fd b1 61 6c 09
0080 -B-s”xo- .- : 0200 13 87 c5 4c 89 7b 7a c5 5b 3e a3 78 40 8 56 ba
0090 b e --E-- : 0210 Ob af 4c 7d bf 06 cf 43 21 93 4b 1d 5b a0 a1 a6
00a2 o : 0220 45 bb f4 Oc 70 5c a8 €9 9c 06 5b 7b be fb c3 f2 ]
00co 7 3 ; . : 0230 51 8e 73 06 64 3d 55 96 8d 41 91 3f f bb 6d e5 .2..m.
0040 ; S L 1K- : 0240 28 3a 24 14 38 9a 8d 01 Of 43 9e 01 34 16 82 bf
©0e0 7 = = % 5 = : 0250 a0 e3 7c 23 fe 4d 6e e3 73 b7 da 5f 65 d2 45 d4
gi’;g 2 pEnOews =2 : 0260 31 bc 3b 1d 79 ce 43 Of 3e e7 0 7d 3b 86 f6 d4
o115 SR : 0270 95 8a a0 e0 a8 9d f1 b8 b2 84 92 1f 80 Ob 43 ca
0120 5 3 e s : 0280 51 ab 21 cO 48 5c 8e 8a 2a a5 91 a6 Oc 30 6f b3
o130 - - - : 0290 20 4d 4e d5 fO 62 9b 67 fa 3b 03 aa a1l fa 61 8f
oTan -C-Q-1-H \- =3 : 0300 ed a1 43 00 a2 d9 3d 46 a3 df 63 2e ba R EEED
2160
- 1% Ln 182652, Col 44 100% Windows (CRLF) UTF-8
Figure 6. Copying packets to the specified folder.
] HashMyfFiles — O X
File Edit View Options Help
2 . [ChH & Ba o1 E
A0V ERDa=E VA
Filename ~ MDS SHA1
testmpd 843772495d6509809969f3a307d307b8d 66b8d241b1b81d946b1a016¢c338d96e475363503
test(1 ).mp4 843772495d6509809969fa307d307b8d 66b8d241b1b81d946b1a3016c338d96e475363503
< >
2 file(s)

Figure 7. Downloading the video files.

Based on the experimental results, it can be concluded that the proposed model is
successfully implementable within the BitTorrent environment and operates correctly and
stably under normal protocol conditions.
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4.3. Experiment Result

In this experiment, we conduct a comparative analysis to demonstrate that the pro-
posed model is more efficient in securing payload capacity than existing approaches [24].
Specifically, the comparison focuses on video files of average size, calculated by averaging
the sizes of the 100 most shared video files.

According to data collected from a popular torrent seed file sharing site, the sizes of
the top 100 shared videos ranged from 258 MB to 35.7 GB, with an average size of 1.98 GB.
Therefore, video files of 2 GB were used in our experiments to represent the average case.
This average value was also used to estimate how many video files would be required
to embed a given C&C message when 2 GB video files serve as the cover medium. The
maximum value indicates the largest cover medium capacity, and the minimum value
indicates the smallest. If the cover medium capacity is large, the required number of cover
media will decrease. Conversely, if the cover medium itself is small, the required number
will increase.

The analysis results are presented in Table 2 and Figure 8. Using the Bitfield message,
a payload of approximately 8 MB can be secured per 2 GB video file. Consequently, two
video files are required to transmit a 10 MB C&C message, and 128 video files are needed
to transmit 1 GB of C&C data.

Table 2. Number of cover media needed to send secret messages of various sizes.

Size of Secret Bitfield Piece
Message Avg. Max. Min. Avg. Max. Min.
10 MB 2 1 10 1 1 1
20 MB 3 1 20 1 1 1
30 MB 4 1 30 1 1 1
40 MB 5 1 40 1 1 1
50 MB 7 1 50 1 1 1
100 MB 13 1 100 1 1 1
200 MB 25 2 200 1 1 2
500 MB 63 4 500 1 1 2
1GB 128 8 1024 1 1 4
(A)
40 -
= Bitfield
35 -+
Our Method
L 30 o
E
S 25 -
£
% 20 -
‘S
s 15 -+
E
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Figure 8. Cont.



Electronics 2025, 14, 4081

11 of 16

Number of cover medium files

— Bitfield

Our Method

(B)

600 -

500

400 -

300 -

200

Number of cover medium files

100 -+

10 20 30

= Bitfield

Our Method

40 50
Secret mesege size(MB)

(C)

100 200 500

10 20 30

40 50

Secret mesege size(MB)

100 200 500

Figure 8. Number of cover medium files measure for Bitfield and Piece message used in experiments—
(A) Avg., (B) Max., and (C) Min.

In contrast, when steganography is performed using the Piece message, the entire

video file size can be allocated as the payload. This allows for a significantly larger payload

capacity compared to the existing technique. This result is noteworthy, as it effectively

reduces the cover medium overhead and transmission cost from the attacker’s perspective.

As shown in Figure 9, the normal traffic generated during the download of a standard

video file and the traffic produced by the proposed model were captured using Wireshark

and compared. Since no significant differences were observed between the two types

of traffic, the proposed model is confirmed to operate stealthily, indistinguishable from

normal BitTorrent communication.
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Figure 9. Wireshark-based comparison between normal traffic and traffic from our method.

5. Discussion

This section discusses three aspects of our findings—(1) consistency and integrity,
(2) robustness, and (3) stealthiness—and explains the limitations of the proposed model.

5.1. Consistency and Integrity

In the BitTorrent network, consistency refers to maintaining the stability and reliability
of the system by ensuring data integrity, data synchronization, and data reliability across
all peers. Mechanisms such as hash verification and data synchronization are essential
for ensuring consistency. In our proposed model, the Piece message is embedded after
synchronization and extracted before hash verification, enabling the exchange of C&C
messages within the BitTorrent protocol without compromising consistency.

Integrity is another crucial property of the BitTorrent protocol, as data is shared among
multiple peers. To ensure integrity, the destination node verifies the hash value of each
piece upon receipt. In our model, the Piece message is embedded in the payload, copied
before hash verification at the destination, and deleted through the standard BitTorrent
protocol procedure. As a result, only verified and valid pieces are collected to reconstruct
the final file, ensuring overall data integrity.

To prevent such potential exploitation, BitTorrent could be enhanced with blockchain,
distributed ledger technology (DLT), or consensus algorithms to record transactions im-
mutably and prevent tampering [37,38]. However, integrating these mechanisms could
introduce additional issues, such as increased latency and reduced transfer efficiency.

5.2. Robustness

Robustness is a key objective in steganographic systems. It denotes the ability to
successfully extract hidden data without corruption despite potential interference factors
such as noise, packet loss, or network congestion. Typical methods to enhance robustness
include employing advanced algorithms and encryption techniques [39-42].

However, achieving robustness often entails a trade-off with payload capacity. Pre-
vious studies [24] have demonstrated that using BitTorrent message payloads provides
superior performance in terms of packet loss resilience compared with other approaches.
Similarly, this study focuses on increasing payload capacity while maintaining robustness
by utilizing BitTorrent message payloads.

Nevertheless, due to the absence of a dedicated verification procedure at the des-
tination, we were unable to fully evaluate the robustness of the proposed technique
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against various forms of network attacks. Future research will focus on developing en-
hanced algorithms that improve the robustness of the proposed model while preserving its
payload efficiency.

5.3. Stealthiness

Stealthiness refers to the indistinguishability of covert communication from normal
network traffic. To enhance stealthiness, secret message embedding and transmission
must avoid generating abnormal or statistically detectable traffic patterns. As shown in
Figure 8, the normal traffic generated during the download of a standard video file and the
traffic produced by the proposed model were captured and analyzed using Wireshark. No
significant differences were observed between the two traffic patterns, confirming that the
proposed model operates stealthily within normal BitTorrent communication.

However, there are some challenges that need to be proven through more extensive
experiments. While this experiment was conducted in a controlled environment with four
peers, a broader set of P2P environments should be simulated to derive results. Also,
more sophisticated detection approaches—such as deep packet inspection (DPI) or machine
learning-based traffic analysis—could potentially identify anomalies by learning patterns in
fragment deletion or reassembly behavior rather than direct traffic features. Addressing this
limitation will be a focus of our future research, aiming to enhance resistance to advanced
detection mechanisms.

6. Conclusions and Future Work

In this paper, we propose a botnet command and control (C&C) communication model
that employs network steganography within the BitTorrent protocol. Compared to previous
studies, our model aims to enhance both robustness and confidentiality while overcoming
the payload capacity limitations of existing stego-botnet approaches. BitTorrent transfers
large files and generates significant network traffic. Therefore, if an attacker utilizes
BitTorrent network packets as the cover medium, it becomes suitable for constructing a
stego-botnet that is not constrained by payload size. We demonstrate that our proposed
model can be effectively implemented within BitTorrent networks and compare its payload
capacity with that of existing network-steganography-based C&C models. Furthermore, we
show that by embedding data within the payloads of piece messages, covert communication
can occur seamlessly within normal traffic, ensuring stealthiness while maintaining protocol
consistency and integrity. However, we also identify the need for new algorithms—such as
those incorporating blockchain and encryption—to further strengthen robustness. Covert
communication should not only emphasize payload capacity but also ensure channel
stability and stealthiness.

Future research will focus on several directions to further enhance the effectiveness
and resilience of the proposed BitTorrent-based stego-botnet communication model.

First, it is essential to explore advanced detection mechanisms capable of identifying
covert communication in peer-to-peer (P2P) environments. Approaches that combine data
loss prevention (DLP) systems with machine learning (ML) models may provide effective
detection capabilities by analyzing statistical anomalies, behavioral patterns, and traffic
metadata without relying on payload inspection.

Second, the robustness and confidentiality of the steganographic channel can be further
enhanced by integrating cryptographic and blockchain-based algorithms. For instance,
lightweight encryption schemes can ensure message integrity and confidentiality without
significantly affecting transmission speed, while blockchain mechanisms can be used to
decentralize C&C infrastructure and enhance resilience against takedown attempts and
single points of failure.
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Finally, research into defensive and mitigation strategies is also crucial. Developing
ML-based defensive systems that can dynamically detect and block stego-botnet traffic
in real time could provide practical protection against such threats. These defensive
models could leverage supervised and unsupervised learning techniques to identify subtle
deviations in normal BitTorrent traffic, offering adaptive and scalable countermeasures.

Through these research directions, future work aims not only to strengthen the stealth
and stability of covert communication but also to contribute to the broader understanding
of secure and resilient network steganography systems.
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