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Abstract

The widespread integration of Internet-connected devices into industrial environments has
enhanced connectivity and automation but has also increased the exposure of industrial
cyber—physical systems to security threats. Detecting anomalies is essential for ensuring
operational continuity and safeguarding critical assets, yet the dynamic, real-time nature
of such data poses challenges for developing effective defenses. This paper introduces
DataSense, a comprehensive dataset designed to advance security research in industrial
networked environments. DataSense contains synchronized sensor and network stream
data, capturing interactions among diverse industrial sensors, commonly used connected
devices, and network equipment, enabling vulnerability studies across heterogeneous
industrial setups. The dataset was generated through the controlled execution of 50 realistic
attacks spanning seven major categories: reconnaissance, denial of service, distributed
denial of service, web exploitation, man-in-the-middle, brute force, and malware. This
process produced a balanced mix of benign and malicious traffic that reflects real-world
conditions. To enhance its utility, we introduce an original feature selection approach that
identifies features most relevant to improving detection rates while minimizing resource
usage. Comprehensive experiments with a broad spectrum of machine learning and deep
learning models validate the dataset’s applicability, making DataSense a valuable resource
for developing robust systems for detecting anomalies and preventing intrusions in real
time within industrial environments.

Keywords: Internet of Things (IoT); Industrial Internet of Things (IloT); dataset; security;
IIoT security; intrusion detection system; anomaly detection; feature selection; feature
engineering; machine learning; deep learning

1. Introduction

The Internet of Things (IoT) has established itself as a transformative enabler in the
modern interconnected world, enabling seamless communication among devices and
driving advancements across numerous domains [1-4]. From smart homes to intelligent
transportation systems, IoT enhances operational efficiency, reduces costs, and fosters new
opportunities for data-driven innovation [5]. By facilitating the continuous exchange of
vast amounts of data, IoT provides the foundation for smarter, more automated systems,
reshaping industries and everyday life [2,4].

Building on these capabilities, the Industrial Internet of Things (IloT) adapts and
expands IoT technologies for industrial applications, serving as a cornerstone of modern
industrial transformation. IloT integrates advanced sensors, ultra-fast communication
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infrastructures, and real-time data analytics to optimize processes, enhance safety, and en-
able data-driven decision-making across sectors such as manufacturing, energy, healthcare,
transportation, and agriculture [6]. This interconnected industrial ecosystem generates
vast amounts of heterogeneous data, which include both routine operational metrics and
anomalous events. Such information is essential for ensuring system reliability, resilience,
and overall performance [3,4,7].

In manufacturing, IloT has transformed production lines through predictive main-
tenance systems that minimize equipment downtime and enable just-in-time production
models, greatly improving efficiency and cost-effectiveness [2]. In the energy sector, IloT
supports the real-time monitoring of power grids, optimizes renewable energy integration,
and enhances distribution through advanced load management and fault detection [1,5,8].
In healthcare, it enables continuous patient monitoring via smart medical devices, remote
diagnostics, and connected healthcare systems, leading to improved patient outcomes
and more efficient hospital operations [4,8]. The transportation sector benefits from intelli-
gent fleet management, predictive vehicle maintenance, and real-time traffic optimization,
which collectively enhance safety, reduce delays, and increase logistics efficiency [2]. In
agriculture, precision farming technologies, including soil and crop monitoring, auto-
mated irrigation, and livestock tracking, make use of IIoT to increase yields and enhance
resource utilization [1,4].

Despite these advances, the complexity and real-time nature of IIoT data introduce
significant challenges for security and anomaly detection [5,8—-10]. Traditional intrusion
detection systems (IDSs), designed for conventional IT networks, are ill suited to address
the heterogeneity and operational constraints of IloT environments [10]. These systems
encompass a wide spectrum of devices, ranging from resource-constrained sensors to
high-capacity industrial machinery. Each operates with different capabilities, limitations,
and communication protocols, some standardized and others proprietary [5,10,11]. The
massive volume of real-time data generated via these devices demands anomaly detec-
tion systems capable of immediate processing and response [2,5,8]. Further complicating
matters, IIoT devices often operate within interdependent, context-specific workflows,
making it challenging for conventional intrusion detection systems to differentiate normal
operational variations from actual security threats [12]. The diversity in device configura-
tions, data representations, and communication structures further hinders the creation of
universally applicable security solutions [2,4,5]. Moreover, stringent latency and reliability
requirements render traditional offline or batch-processing approaches inadequate for
timely threat detection [7,9]. Finally, the scarcity of comprehensive datasets that accurately
represent the diversity and operational dynamics of real-world IloT environments limits
the training, validation, and benchmarking of modern IDS solutions [6,13]. Addressing
these limitations requires novel methodologies and resources tailored to IIoT’s unique
demands, enabling resilient, real-time protection against evolving cyber threats.

This paper presents a novel lloT dataset specifically designed to address the chal-
lenges of anomaly detection and security in industrial environments. A realistic testbed
was developed, incorporating a diverse range of IloT sensors for various industrial applica-
tions, alongside commonly used IoT devices and supporting network infrastructure. The
testbed was carefully engineered to replicate real-world industrial conditions, capturing
authentic interconnection patterns and device interactions that reflect the complexity and
heterogeneity of modern IIoT ecosystems. To ensure comprehensive coverage, a series
of controlled cyberattacks was executed across seven categories: reconnaissance (Recon),
man-in-the-middle (MitM), denial of service (DoS), distributed denial of service (DDoS),
web exploits, brute force, and malware. This process generated a rich blend of benign



Electronics 2025, 1, 4095

3of44

and malicious traffic, producing a realistic dataset that is highly relevant to both academic
research and industrial security development.

A novel feature selection approach is also proposed, focusing on identifying the fea-
tures that contribute most substantially to improving detection accuracy while minimizing
computational and resource overhead. Extensive experiments utilizing a diverse set of
machine learning and deep learning methodologies demonstrate the dataset’s adaptability
and suitability for developing precise, efficient, and robust anomaly and intrusion detection
systems in IloT environments.

By releasing this dataset to the public, we aim to provide researchers and security
practitioners with a comprehensive resource for designing, testing, and validating effective
countermeasures. In doing so, we help close the gap between theoretical research and
practical deployment while strengthening the security and resilience of industrial systems
against emerging threats.

The key contributions of this work can be summarized as follows:

*  Designed and implemented a realistic IIoT testbed incorporating diverse industrial sensors,
IoT devices, and network infrastructure to replicate real-world industrial environments.

*  Collected synchronized time-series sensor data and network traffic streams from all
devices, producing a comprehensive dataset for in-depth security analysis.

*  Executed and recorded 50 distinct attack types targeting network infrastructure,
sensors, and devices, spanning multiple categories to capture diverse and realistic
threat scenarios.

¢ Proposed and empirically validated an innovative multi-objective approach to feature
selection for anomaly detection in IloT environments, improving detection accuracy
while reducing computational overhead by isolating the most relevant features from
both sensor and network data streams.

*  Developed a comprehensive real-time analysis benchmark integrating machine learn-
ing and deep learning methods for accurate detection and classification of cyberattacks
in streaming data environments.

*  Performed meticulous experiments to profile resource utilization of the proposed
approaches under different operational scenarios, demonstrating the effectiveness
of the feature selection method and comparing resource usage across multiple
detection techniques.

The remainder of this paper is organized as follows. Section 2 reviews existing IoT
and IIoT security datasets and related intrusion detection research. Section 3 presents
the proposed DataSense dataset, detailing the experimental environment, testbed design,
data collection process, and the generation of both benign and attack scenarios. Section 4
introduces the proposed hierarchical multi-stage information-driven feature selection
framework, describing its methodology, components, and evaluation results. Section 5
reports the experimental setup and evaluation, including the performance of various
machine learning and deep learning models on the dataset, as well as the effectiveness and
resource efficiency of the proposed feature selection method. Finally, Section 7 concludes
the paper and outlines potential directions for future work.

2. Related Work

There have been numerous efforts in generating datasets tailored to IloT environments,
each designed with unique purposes and characteristics to address specific research needs.
These datasets play a vital role in advancing the understanding of IloT systems, particularly
in areas such as anomaly detection, security, and performance optimization. In this section,
we review several prominent datasets utilized in the IIoT domain, highlighting their
features, applications, and limitations in the context of industrial settings.
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2.1. Intrusion and Anomaly Detection Datasets

Several notable datasets have been developed to address the scarcity of realistic
data for intrusion detection in IoT and IIoT environments. X-IIoTID [14] presents an
intrusion dataset that is both connectivity and device-agnostic, designed to capture the
heterogeneity and interoperability of IIoT systems. It incorporates a wide range of con-
nectivity protocols, up-to-date device activities, multiple attack categories, and multi-
perspective features, including network traffic, host resource usage, and system logs.
The CIC-IDS2017 dataset [15] provides realistic traffic patterns and various types of at-
tacks, making it suitable for evaluating intrusion detection systems. CICI1oT2023 [16] offers
a large-scale IoT attack dataset generated from a real-world network comprising 105 IoT de-
vices. The dataset covers seven attack categories, namely reconnaissance, web-based, brute
force, spoofing, denial of service, distributed denial of service, and Mirai, with a total of
33 distinct attack scenarios. This dataset serves as a valuable resource for the development
of advanced security analytics tailored to realistic IoT environments. Edge-IloTset [17]
is a comprehensive IoT/IloT cybersecurity dataset generated from a diverse, purpose-
built testbed with multiple devices, sensors, protocols, and edge/cloud configurations,
encompassing fourteen realistic attack types across five major threat categories, with exten-
sive feature extraction to support both centralized and federated machine learning-based
intrusion detection research.

The NSL-KDD dataset [18], a refined successor to the KDD Cup 99 dataset, removes
redundant records to provide a more reliable benchmark for evaluating anomaly detec-
tion algorithms. UNSW-NB15 [19] contains modern attack types and diverse network
traffic, supporting intrusion detection studies. ToN-IoT [20] integrates IoT and IIoT device
traffic with both benign and malicious data, ideal for hybrid network security research.
MQTTset [21] is centered on the MQTT protocol, a broadly adopted messaging standard in
IoT settings, and combines legitimate traffic with cyberattacks to facilitate the training of
detection models for MQTT-based environments. Similarly, MQTT-IoT-IDS [22] presents
an intrusion detection dataset for MQTT networks, incorporating seven types of MQTT
attacks, including memory corruption, and evaluating both centralized and federated
learning approaches on large-scale attack traces.

The DARPA dataset [23], one of the earliest benchmarks, captures simulated network
intrusions in a controlled environment. CICAPT-IIoT [24] provides IloT-specific network
traffic data, including several real-world attack scenarios. WUSTL-IIoT [25] includes IIoT
sensor and network data for performance and security analysis. Lastly, DAPT2020 [26]
combines industrial device logs with network traffic to simulate IIoT threats.

These datasets provide diverse features, data types, and attack scenarios, offering
valuable resources for intrusion and anomaly detection research in IIoT environments.

2.2. Malware Detection Datasets

The I0T-23 dataset [27] comprises an extensive set of labeled IoT network traffic,
encompassing both benign and malicious activities. It focuses on capturing realistic [oT
traffic patterns and a variety of attack scenarios, such as malware infections and command-
and-control communications, making it a valuable resource for intrusion and anomaly
detection research in IoT and IloT environments. N-BaloT [28] targets botnet detection
in IoT systems by capturing behavior-based anomalies in IoT networks from nine IoT
devices infected with Mirai and BASHLITE malware, demonstrating the capability of
deep autoencoders to detect anomalous traffic in near-real time. Similarly, Bot-IoT [29]
presents a large-scale and realistic IoT botnet dataset generated in a controlled testbed,
combining legitimate and malicious traffic to address prior limitations in network-capture
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completeness, labeling accuracy, and attack diversity for network forensic and intrusion
detection research.

2.3. Industrial Systems

Many IIoT datasets target specific industrial applications, typically falling into four
categories: water treatment systems, predictive maintenance and fault detection, gas sys-
tems, and environmental monitoring. Each category addresses domain-specific challenges
and supports focused research and development.

2.3.1. Water Treatment Systems

Water treatment system datasets are crucial for addressing challenges in monitoring,
controlling, and securing industrial water processes. The SWaT (Secure Water Treatment)
dataset [30] is derived from a scaled-down water treatment testbed and includes both
normal operation and attack scenarios, making it widely used for anomaly detection
research. Similarly, the WADI (Water Distribution) dataset [31], derived from a controlled
water distribution testbed, provides sensor and actuator data under normal and attack
conditions, supporting fault detection and security studies in water distribution networks.
The C-MAPSS (Commercial Modular Aero-Propulsion System Simulation) dataset [32],
though primarily focused on engine simulation, is often adapted for fault detection research
in water systems due to its relevance in predictive maintenance applications. Additionally,
the SMD (Server Machine Dataset) [33], while not exclusive to water systems, offers valuable
time-series data for anomaly detection when applied to water treatment contexts. These
datasets collectively provide robust resources for research on security, fault detection, and
predictive maintenance in water treatment environments.

2.3.2. Predictive Maintenance and Fault Detection

Datasets for predictive maintenance and fault detection are essential for improving
the reliability and efficiency of industrial systems by facilitating the early identification
of potential failures. The SECOM dataset [34] contains sensor data from a semiconductor
manufacturing process and is widely used for fault detection and quality control studies.
The APS (Air Pressure System) dataset [35] focuses on predicting failures in air pressure
systems of heavy vehicles, offering valuable insights for maintenance and operational
optimization. The MIMII (Malfunctioning Industrial Machine Investigation and Inspection)
dataset [36] includes acoustic and operational data from industrial machines under both
normal and malfunctioning conditions, making it a critical resource for developing fault
detection and predictive maintenance models. These datasets provide comprehensive
benchmarks for advancing research in industrial system reliability and fault diagnosis.

2.3.3. Gas Systems

Gas-system datasets are essential for monitoring and ensuring the safety and efficiency
of industrial gas operations. The Gas Sensor Array Dataset [37] provides data collected from
an array of chemical sensors exposed to various gas mixtures under controlled conditions.
This dataset is widely used for developing models to detect gas leaks, identify gas types,
and monitor air quality, making it a valuable resource for research in industrial safety and
environmental monitoring.

2.3.4. Environmental Monitoring

Environmental monitoring datasets are designed to support research on weather con-
ditions, energy consumption, and other factors impacting industrial and environmental
efficiency. The Intel Berkeley Lab Dataset [38] contains sensor data collected for temperature,
humidity, and light monitoring in an indoor environment, enabling studies on environ-
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mental control and system optimization. The PLAID (Plug Load Appliance Identification
Dataset) [39] provides detailed energy consumption data from various household and
industrial appliances, supporting research on energy efficiency and appliance identification.
These datasets contribute significantly to the development of solutions for sustainable
environmental and energy management.

2.4. Time Series Analysis

Time series analysis datasets are critical for understanding and modeling sequential
data across various applications, including industrial systems and health monitoring. The
PSM (Predictive System Maintenance) dataset [40] provides sensor time-series data from
industrial machines, supporting research in fault detection and predictive maintenance. The
Rare Event Dataset [41] focuses on identifying anomalies in time-series data with infrequent
but critical events, enabling robust anomaly detection model development. The Statlog
(Shuttle) dataset [42] offers time-series data from a space shuttle simulation, commonly used
for classifying anomalies in highly dynamic systems. The ECG5000 dataset [43], designed
for health applications, contains time-series data of electrocardiogram signals, supporting
research on detecting heart conditions and abnormalities. These datasets provide valuable
resources for advancing time-series analysis in diverse domains.

2.5. Research Gap

Despite extensive research on IIoT anomaly detection and the availability of several
public datasets, important gaps remain. Existing benchmarks often face limitations such as
narrow device diversity, limited attack coverage, and the absence of synchronized network
and sensor data, which reduces their applicability to real-world industrial settings. In
addition, many datasets do not adequately assess resource efficiency, including memory
footprint, inference time, and model size. These factors are critical for real-time deployment
on resource-constrained IloT edge devices. Finally, while prior studies have explored
feature selection and ML /DL models, limited attention has been given to systematically
comparing traditional, deep, and hybrid learning approaches under a unified experimental
setup. To the best of our knowledge, no existing dataset simultaneously addresses these
limitations. This gap motivates the development of the DataSense dataset, which provides
heterogeneous device coverage, diverse attack scenarios, synchronized data streams, and
comprehensive evaluation benchmarks tailored for IloT security research.

3. The Proposed DataSense Dataset

This section presents a detailed overview of the proposed DataSense dataset, detailing
the steps and resources involved in its generation. It covers the design and structure of the
testbed, the types of IloT and IoT devices included, and the processes for capturing data.
Additionally, the section highlights the dataset’s characteristics, such as its diversity, realism,
and applicability for anomaly detection and security research in industrial environments.

3.1. IoT and IIoT Lab

Developing a realistic Industrial Internet of Things (IloT) testbed poses substantial
challenges due to the inherent complexity, heterogeneity, and resource-intensive require-
ments of industrial settings. IIoT ecosystems encompass a wide array of devices, from
low-power, resource-limited sensors to high-performance industrial machines, operat-
ing over diverse communication protocols. Faithfully replicating such a heterogeneous
environment requires significant financial and technical resources, including specialized
hardware, software, and domain-specific expertise. As a result, many existing studies
depend on simulations or a small subset of devices. Although these approaches are often
more scalable, they are unable to capture the nuanced behaviors and operational intricacies
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of real-world IIoT deployments. To address these limitations, the Canadian Institute for
Cybersecurity (CIC) has established a dedicated IoT and IIoT research laboratory, enabling
the creation of realistic testbeds that incorporate diverse devices within a sophisticated
network infrastructure.

Figure 1 illustrates the IoT and IIoT Lab at the CIC, showcasing the advanced setup
designed for research and experimentation. The lab features a diverse range of devices
and a sophisticated network infrastructure, enabling the creation of realistic testbeds that

replicate real-world industrial environments.

Figure 1. Canadian Institute for Cybersecurity (CIC) IoT and IIoT Lab.

3.2. IIoT Testbed

The overall architecture of the proposed IloT testbed, illustrated in Figure 2, comprises
five primary components: the IIoT and IoT Layer, Network Infrastructure, the Edge Layer,
the Cloud Layer, and the Attacker Layer. These interconnected components are designed
to emulate a realistic and heterogeneous IloT environment for comprehensive security
research and system evaluation.
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Figure 2. DataSense testbed overall architecture.

3.2.1. IloT and IoT Layer

This layer consists of a wide range of industrial sensors integrated with Arduino
boards, each configured with one or more sensors tailored to specific application domains.
The variety of sensors reflects the heterogeneous nature of real-world industrial environ-
ments. In addition, several commercial IoT devices, such as surveillance cameras, security
cameras, and smart plugs, are connected to the network via Wi-Fi. All IloT and IoT devices
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transmit real-time data through a dual-band Wi-Fi access point to an MQTT broker. The
broker aggregates the data and forwards it to the storage and analysis systems, ensuring
the seamless integration of different device types within the testbed. A comprehensive
overview of all testbed devices is provided in Table 1, while the specific IloT sensors are

detailed in Table 2.

Table 1. List of all devices in the testbed.

Device Name Category Role MAC Address IP

TP-Link Router Network Router 28:87:BA:BD:C6:6C 192.168.1.1
Netgear Switch Network Switch E0:46:EE:21:56:18 192.168.1.200
IIoT AP Network AP 30:DE:4B:E2:13:4E 192.168.1.205
MQTT Broker Raspberry Pie  MQTT Broker = DC:A6:32:DC:28:46 192.168.1.193
Edge Device Raspberry Pie  Edge Device DC:A6:32:DC:27:D4  192.168.1.195
IIoT Laptop Laptop Capturer E4:B9:7A:21:B2:F0 192.168.1.210
Weather Sensor Sensor Sensor 08:B6:1F:82:12:30 192.168.1.10
Water Sensor Sensor Sensor 08:B6:1F:84:66:78 192.168.1.11
Soil Sensor Sensor Sensor F0:08:D1:CE:CF:0C 192.168.1.12
Steam Sensor Sensor Sensor 08:B6:1F:81:D2:CC 192.168.1.13
Gas Sensor Sensor Sensor 08:B6:1F:83:25:98 192.168.1.14
Sound Sensor Sensor Sensor F0:08:D1:CE:CF:C8 192.168.1.15
Vibration Sensor Sensor Sensor 08:B6:1F:82:27:D0 192.168.1.16
Ultrasonic Sensor Sensor Sensor 08:B6:1F:82:EE:C4 192.168.1.17
Light Sensor Sensor Sensor 8C:AA:B5:8A:A9:B4  192.168.1.18
Accelerometer Sensor Sensor Sensor 08:B6:1F:82:EE:44 192.168.1.19
Proximity Collision Sensor Sensor 08:B6:1F:82:EF:30 192.168.1.20
Motion Sensor Sensor Sensor 08:B6:1F:82:1C:3C 192.168.1.21
RFID Sensor Sensor Sensor 08:B6:1F:82:2B:1C 192.168.1.22
Flame Sensor Sensor Sensor 08:B6:1F:82:EE:CC 192.168.1.23
Yi Camera Camera Camera 7C:94:9F:84:71:7E 192.168.1.50
Blurams Camera Camera Camera 14:C9:CF:45:3E:BA 192.168.1.52
Dekco Camera Camera Camera 44:29:1E:5C:DE:12 192.168.1.53
Liftmaster Camera Camera Camera 20:50:E7:F0:0A:04 192.168.1.54
Geeni Camera Camera Camera DC:29:19:95:3A:79 192.168.1.55
Wisenet Camera Camera Camera 00:09:18:6D:73:B9 192.168.1.57
Plug All Cameras Smart Plug Smart Plug C4:DD:57:15:5C:2C 192.168.1.80
Plug Laptop Smart Plug Smart Plug C4:DD:57:0D:F2:76 192.168.1.81
Plug Mqtt Smart Plug Smart Plug D4:A6:51:1F:F6:7C 192.168.1.82
Plug RFID Smart Plug Smart Plug D4:A6:51:1D:CO:ED  192.168.1.83
Plug Edge Smart Plug Smart Plug D4:A6:51:22:03:99 192.168.1.84
Plug Motion Smart Plug Smart Plug D4:A6:51:1D:74:3A 192.168.1.85
Plug Flame Smart Plug Smart Plug D4:A6:51:20:91:F7 192.168.1.86
Plug Proximity Smart Plug Smart Plug D4:A6:51:20:0E:3F 192.168.1.87
Plug Vibration Smart Plug Smart Plug D4:A6:51:79:68:75 192.168.1.88
Plug Camerasl Yi Smart Plug Smart Plug 50:02:91:10:AC:D8 192.168.1.90
Plug Cameras2 Geeni Smart Plug Smart Plug 50:02:91:10:09:8F 192.168.1.91
Plug Cameras3 Dekco Smart Plug Smart Plug 50:02:91:11:05:8C 192.168.1.92
Plug All Sensors Smart Plug Smart Plug D4:A6:51:82:98:A8 192.168.1.93
Attacker0 Raspberry Pie  Attacker (C2)  E4:5F:01:55:90:C1 192.168.1.100
Attackerl Raspberry Pie  Attacker (Bot) DC:A6:32:C9:E6:F3 192.168.1.101
Attacker2 Raspberry Pie  Attacker (Bot) DC:A6:32:C9:E5:A3  192.168.1.102
Attacker3 Raspberry Pie  Attacker (Bot) DC:A6:32:C9:E4:C5  192.168.1.103
Attacker4 Raspberry Pie  Attacker (Bot) DC:A6:32:C9:E5:01 192.168.1.104
Attacker5 Raspberry Pie  Attacker (Bot) DC:A6:32:C9:E4:AA  192.168.1.105
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Table 2. List of all sensors in the testbed.

Application IIoT Sensors Sensor Types
Big Sound Detector KY-037
Sound
Small Sound Detector KY-038
Temperature & Humidity DHT11
Linear temperature LM35
Weather Analog temperature KY-013
Digital temperature DS18B20
Atmospheric pressure BMP-180
Soil Moisture Soil Moisture YL-69
Motion PIR Motion Sensor HC-SR501
Vibration Ceramic Vibration Sensor SW-420
Water Water Level Sensor YL-83
Steam Steam Sensor KS0203
RFID RFID Sensor RFID-RC522
Accelerometer Gyroscope Triaxial Digital Acceleration Tilt Sensor ADXL345
Proximity ALS Infrared LED Optical Proximity APDS-9930
Collision Collision (Crash Sensor) KY-031
Ultrasonic Ultrasonic Sensor HC-SR04
Flame Flame Detector KY-026
Light Gesture Light & Gesture Detection Sensor APDS-9960
Cas Analog gas detector MQ-2
Analog Alcohol detector MQ-3

3.2.2. Network Infrastructure

The network backbone is established through a managed switch, which interconnects

all key components and supports local communication. A TP-Link router connects the

testbed to the internet, while a dual-band Wi-Fi access point enables wireless connectivity
for IIoT and IoT devices. To facilitate detailed traffic monitoring, port mirroring is config-
ured on the managed switch. All traffic, including data from the access point, router, and

attacker nodes, is mirrored to a monitoring port that is connected to a Kali Linux laptop

running Wireshark and TShark. This setup ensures comprehensive packet-level visibility

for traffic analysis and network forensics. The complete list of network infrastructure

devices and other devices’ hardware and operating system descriptions is provided in

Table 3.

Table 3. Testbed hardware and operating system specifications.

Device Hardware Model os Description
IIoT Sensors ArduTno MKR Wiki 1010 firmware Arduino Board

Arduino Ethernet
Access Point TP-Link Omada AC1750 firmware Gigabit Wireless AP
Switch Netgear GS316EP Switch firmware 16-Port PoE Gigabit Eth Switch
Router TP-Link AX1800 Router firmware WiFi Smart Router
Edge Devices Raspberry P? B 4 8GB Kali MQTT Broker

Raspberry Pi B 4 8GB Web Server, Network Dump
Cloud CloudPowerEdge R530 Server Centos 9 Elasticsearch

Message Broker

Attackers 1xRaspberry PT B4 4GB Kali . Attacker C2

5xRaspberry Pi B 4 2GB Raspbian  Attacker Bots

3.2.3. Edge Layer

This layer is implemented using Raspberry Pi units, which serve as edge computing

nodes directly connected to the managed switch. Each unit hosts an MQTT broker responsi-

ble for receiving and aggregating sensor data. In addition, a network dump module based
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on TShark captures real-time traffic from all connected devices. A Rapid Anomaly Detec-
tion Module (RADM) is deployed at the edge to perform real-time analysis for the early
detection of potential attacks, thereby enhancing responsiveness and reducing detection
latency. Furthermore, a dedicated web server is hosted on one of the edge devices to expose
RESTful APIs in order to monitor network traffic and share detection metrics and extracted
rules. This facilitates the seamless integration of monitoring and analytical functionalities
within the edge environment.

3.2.4. Cloud Layer

Positioned outside the local IloT network, the cloud layer provides high-performance
computing resources for advanced data processing. It is hosted on a Dell PowerEdge R530
server, which accommodates a robust Elasticsearch cluster used for scalable storage and
in-depth analysis of the aggregated sensor data. A Kafka message broker operates within
this layer to handle preprocessing, filtering, and the grouping of real-time data streams.
In addition, the Global Anomaly Detection Module (GADM) is deployed in the cloud to
execute computationally intensive tasks such as feature extraction, attack classification, and
the detection of complex multi-stage attack patterns.

3.2.5. Attacker Layer

To simulate real-world threat scenarios, the testbed includes a collection of attacker
devices implemented using Raspberry Pi units running both Kali Linux and Raspbian OS.
These devices emulate various cyber threats, including reconnaissance, denial-of-service
(DoS), distributed denial-of-service (DDoS), web-based attacks, brute-force intrusions, and
malware propagation. Configured as a coordinated attacker army, these nodes represent
both command-and-control (C2C) centers and bots, enabling robust experimentation with
diverse attack strategies and defense mechanisms.

This comprehensive architecture provides a flexible and scalable platform for real-
istic IloT experimentation, facilitating the development, deployment, and evaluation of
advanced security solutions in dynamic and heterogeneous industrial environments.

3.3. Data Collection

The data collection process in the proposed testbed was designed to capture both
network-level and application-level (log) data under benign and attack conditions, thereby
enabling the development of a comprehensive and realistic dataset. IIoT and IoT devices
such as Arduino-integrated industrial sensors, surveillance cameras, smart plugs, and other
consumer devices (see Tables 1 and 2) generated continuous telemetry and operational
traffic. This traffic was transmitted through a dual-band Wi-Fi access point to a managed
switch, as detailed in Table 3. The MQTT broker, implemented using Eclipse Mosquitto [44]
and hosted on a Raspberry Pi edge device, served as the central aggregator for IloT sensor
data. To support log-level data collection, the Filebeat service [45] was deployed on
the MQTT broker, where it continuously harvested MQTT logs and forwarded them
to an Elasticsearch cluster hosted on a Dell PowerEdge R530 server in the cloud. This
configuration ensured structured indexing and the scalable storage of application-level
logs for further analysis.

Simultaneously, network-level data was captured by enabling port mirroring on
the managed switch, which directed all incoming and outgoing traffic from the access
point, router, and attacker devices to a monitoring port connected to a Kali Linux laptop.
TShark [46] was used for automated, continuous packet capture, while Wireshark [47]
supported detailed post-capture traffic analysis. To ensure precise temporal correlation
between network traffic and telemetry data, all devices in the testbed were synchronized to
a common timezone, allowing unique and consistent timestamps. This synchronization
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enabled the accurate mapping of captured packet data (PCAPs) to corresponding log
entries, facilitating integrated analysis of system behavior. In benign scenarios, IloT and
IoT devices operated in normal modes, transmitting routine sensor readings and service
traffic. In attack scenarios, Raspberry Pi-based attacker devices running Kali Linux and
Raspbian OS simulated a wide range of cyber threats, including reconnaissance, DoS, DDoS,
brute force, malware, and web-based attacks. These nodes acted as both command-and-
control servers and distributed bots, generating diverse threat behaviors. All captured log
and network data were archived in parallel, ensuring a synchronized and high-fidelity
representation of both benign and malicious activity within the testbed.

Figure 3 presents a comparative analysis of the number of packets generated across
different attack scenarios in the dataset, highlighting the variability in network traffic
intensity for each type of attack. As illustrated, distributed denial of service (DDoS) attacks
generate the highest packet volumes, followed by denial of service (DoS) attacks, while
reconnaissance, web-based, and brute-force attacks produce significantly fewer packets.
It is also worth noting that not all DoS or DDoS attacks result in high traffic; for instance,
Slowloris, MQTT Publish Flood, and MQTT Connect Flood typically generate relatively low
packet counts. This distinction is important, as high packet volumes (e.g., high PPS floods)
can overwhelm network devices and exhaust resources, leading to disruption or denial of
service, whereas low packet volumes are often used in low-rate or stealthy attacks designed
to mimic legitimate traffic, bypass intrusion detection systems, and exploit vulnerabilities
without triggering alarms. By including both high- and low-packet-count attack scenarios,
the dataset enables researchers to study a wide spectrum of attack behaviors, from overt
floods to subtle evasion techniques.
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Figure 3. Number of packets for each attack scenario.

Figure 4 illustrates the distribution of sensor log entries recorded for each attack
scenario, providing insights into the impact of different attacks on device functionality.
As shown, the majority of log data is associated with reconnaissance attacks, indicating
that such scenarios typically do not disrupt the normal operation of networked devices.
This contrasts with denial of service (DoS) and distributed denial of service (DDoS) attacks,
with which interference, such as jamming or resource exhaustion, can significantly reduce
the number of sensor logs generated by targeted devices. This observation highlights the
disruptive nature of DoS and DDoS attacks in comparison to the more passive behavior of
reconnaissance activities.
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Figure 4. Number of logs for each attack scenario.

Figures 5 and 6 provide a high-level overview of the distribution of network packets
and sensor log data across different attack categories. Figure 5 demonstrates that the DDoS
and DoS categories collectively account for the largest volume of network packets, reflect-
ing the inherently high-traffic nature of these attack types. In contrast, Figure 6 shows that
the reconnaissance category generates the majority of sensor log entries. This discrepancy
underscores the operational impact of each attack category: while DoS and DDoS attacks
flood the network with excessive traffic, often impairing device communication, recon-
naissance attacks tend to be non-intrusive and allow for continued device functionality,

resulting in sustained log data generation.
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Figure 5. Number of packets for each category.
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3.4. Benign Data Generation

The data collection process in the proposed IloT testbed was designed to capture both
network-level and application-level data under benign and attack scenarios. For benign
data, IIoT and IoT devices such as industrial sensors, smart cameras, smart plugs, and other
consumer electronics operated under normal conditions without interference or simulated
threats. These devices continuously generated routine telemetry and service traffic over the
testbed infrastructure, which included a dual-band Wi-Fi access point, a managed switch,
and a centralized MQTT broker hosted on a Raspberry Pi.

To capture this data, MQTT logs were collected using Filebeat and stored in an Elastic-
search cluster, while network traffic was monitored through port mirroring and captured
using TShark on a dedicated monitoring system. All components were time-synchronized
to ensure accurate correlation between network and log data.

A total of 12 h of benign data was recorded, encompassing typical activity patterns
during and after work hours to reflect realistic device behavior. For evaluation purposes,
a one-hour subset was randomly selected, with 5 min allocated for device profiling. This
subset was segmented into 10 s non-overlapping slices, excluding the profiling data from
the evaluation set to preserve its integrity. The total number of network packets and logs
collected for benign data is shown in Table 4.

Table 4. Summary of attack and benign data types, categories, data volumes, and tools used in the
DataSense IIoT testbed.

Category Benign/Attack Type # Packets # Logs Tools

Benign Benign Data 259,212 72,554 tshark [46]; filebeat [45]
Ack Fragmentation Flood 15,895,816 28,560 hping3 [48]
Connect Flood 1,937,806 1241 mgqtt-connect-flood
HTTP Flood 10,128,404 32,359 golang-httpflood [49]
ICMP Flood 121,646,915 31,422 hping3 [48]
ICMP Fragmentation Flood 15,715,035 23,594 hping3 [48]
MQTT Publish Flood 2,732,308 1249 mgqtt-benchmark [50]
PSHACK Flood 142,102,006 31,994 hping3 [48]

DDoS RSTFIN Flood 196,936,383 30,866 hping3 [48]
Slowloris 166,168 7444 slowloris [51]
TCP SYN Flood 134,658,233 18,493 hping3 [48]
Synonymous IP Flood 152,046,341 17,315 hping3 [48]
TCP Flood 137,626,631 16,744 hping3 [48]
UDP Flood 194,623,658 26,354 hping3 [48]; udp-flood [52]
UDP Fragmentation Flood 15,973,062 30,941 udp-flood [52]

Total 1,142,218,766 298,576
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Table 4. Cont.

Category Benign/Attack Type # Packets #Logs Tools
Ack Fragmentation Flood 19,550,570 8414 udp-flood [52]
Connect Flood 671,129 1248 mgqtt-connect-flood
HTTP Flood 4,899,179 16,021 golang-httpflood [49]
ICMP Flood 45,789,955 24,824 hping3 [48]
ICMP Fragmentation Flood 18,340,110 7127 hping3 [48]
MQTT Publish Flood 58,739 1240 mgqtt-benchmark [50]
PSHACK Flood 43,897,855 24,015 hping3 [48]
DoS RSTFIN Flood 59,372,231 18,573 hping3 [48]
Slowloris 51,603 7492 slowloris [51]
TCP SYN Flood 66,872,061 29,405 hping3 [48]
Synonymous IP Flood 71,659,415 32,791 hping3 [48]
TCP Flood 54,515,535 29,738 hping3 [48]
UDP Flood 133,945,490 17,504 hping3 [48]; udp-flood [52]
UDP Fragmentation Flood 17,897,278 9071 udp-flood [52]
Total 537,520,150 227,553
Host Discovery ARP Ping 2,463,445 79,831 nmap [53]
Host Discovery TCP ACK Ping 2,107,543 80,257 nmap [53]
Host Discovery TCP SYN Ping 2,318,477 79,901 nmap [53]
Host Discovery TCP SYN Stealth 2,600,465 79,580 nmap [53]
Recon Host Discovery UDP Ping 2,329,836 79,206 nmap [53]
OS Scan 857,076 81,762 nmap [53]
Ping Sweep 7474 45,556 nmap; fping [54]
Port Scan 2,418,517 82,613 nmap [53]
Vulnerability Scan 687,382 80,335 nmap; vulscan [55]
Total 15,790,215 689,041
Backdoor Upload 16,606 4215 Remot3d [56]
Command Injection 64,155 20,028 payloadbox [57]
Web SQL Injection 33,727 7723 sqlmap [58]; payloadbox [59]
Blind SQL Injection 397,486 19,907 sqlmap [58]; payloadbox [59]
Cross Site Scripting 77,984 4369 payloadbox [60]; XSStrike [61]
Total 589,958 56,242
SSH Bruteforce 55,793 19,470 the-hydra [62]; SecLists [63]
Bruteforce Telnet Bruteforce 71,025 18,205 the-hydra [62]; SecLists [63]
Total 126,818 37,675
ARP Spoofing 126,759 84,927 ettercap [64]
MITM Impersonation 84,967 23,431 mgqtt-benchmark [50]
IP Spoofing 125,449,545 58,473 hping3 [48]
Total 125,661,271 166,831
Syn Flood 801,628 71,308 Mirai Source Code [65]
Mirai UDP Flood 672,801 81,226 Mirai Source Code [65]
Total 1,474,429 152,534
Total 1,823,381,607 1,628,452

3.5. Attack Data Generation

To simulate realistic threat scenarios within Industrial Internet of Things (IloT) en-
vironments, a total of 49 distinct attack types, spanning seven different categories, were
executed on various components of the testbed, as well as the entire network infrastructure.
During these attack simulations, both network traffic and application-level data (specifically
sensor data) were comprehensively captured across the testbed. The collected data were
systematically organized, with packet capture (PCAP) files segmented according to the
targeted components of each attack. This structuring facilitates easy access for researchers,
enabling them to isolate and analyze the network and sensor data corresponding to specific
attack scenarios, along with the concurrent activity of other devices during the same time
frame. The total number of network packets and logs collected for each attack category
and attack scenario is shown in Table 4. Detailed descriptions of each executed attack type
are provided in the subsequent subsections.
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3.5.1. Execution of DoS and DDoS Attacks

Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks are executed
to overwhelm and disrupt the availability of Industrial IoT (IloT) services. In DoS scenarios,
a single Raspberry Pi generates high volumes of malicious traffic targeting specific IoT de-
vices. In contrast, DDoS attacks employ multiple Raspberry Pis operating in a coordinated
master—client architecture via SSH-based communication, thereby amplifying the scale and
impact of the disruption.

The executed attack types are as follows:

* ACK Fragmentation: Uses a limited number of maximum-sized packets to im-
pair network performance. These fragmented packets are often processed via net-
work components such as routers and firewalls, as they typically do not perform
packet reassembly.

e Slowloris: An application-layer DoS attack that keeps many connections to the
target web server open by sending partial HTTP requests, thereby exhausting the
server’s resources.

e TCP/UDP/ICMP/HTTP Flood: Involves overwhelming the target device with exces-
sive volumes of different protocol packets to exhaust its processing capacity.

*  RST-FIN Flood: Continuously sends TCP packets with the RST and FIN flags to
degrade network performance by forcing connection terminations.

* PSH-ACK Flood: Targets server performance by sending floods of TCP packets with
PSH and ACK flags, disrupting normal communication.

¢  UDP Fragmentation: A variation of UDP flooding that utilizes fragmented packets
to consume more bandwidth with fewer packets.

¢ ICMP Fragmentation: Employs fragmented IP packets containing segments of ICMP
messages to bypass network defenses and consume resources.

e TCP SYN Flood: A TCP-based attack that generates a high volume of SYN requests
without completing the three-way handshake, causing the server to accumulate half-
open connections.

*  Synonymous IP Flood: This attack sends spoofed TCP-SYN packets in which the
source and destination IP addresses are set to the target’s own address, causing the
server to expend resources processing self-directed, invalid traffic.

These attack types collectively aim to overwhelm networked systems, degrade their
performance, or render them entirely unresponsive, thereby threatening the availability
and reliability of IloT services.

3.5.2. Execution of Reconnaissance Attacks

Reconnaissance attacks are designed to collect detailed information about the IoT
network topology, device configurations, and potential vulnerabilities. These attacks
are often used as a preparatory phase for more disruptive threats, such as DoS, DDoS,
or exploitation-based attacks. By gathering intelligence on active devices and services,
attackers can refine their strategies and select high-impact targets with greater precision.

The reconnaissance methods employed in this context include the following:

e Ping Sweep: In this technique, ICMP Echo Request packets are sent to a range of IP
addresses to determine active hosts, with devices responding via ICMP Echo Reply
packets identified as online and reachable.

* OS Scan: Also referred to as operating system fingerprinting, this technique seeks
to identify the specific operating system and its release version on a target device by
analyzing its network responses and the behavior of open ports and services.
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*  Vulnerability Scan: This automated process probes devices and systems for known
security weaknesses. It identifies exploitable flaws that could be leveraged in subse-
quent attacks, thereby supporting risk assessment and the prioritization of targets.

*  Port Scan: This attack is employed to determine whether network ports on a target
device are open, closed, or filtered. The attacker transmits a sequence of packets to
multiple ports and analyzes the responses to identify available services and potential
attack vectors.

*  Host Discovery: This foundational step in many attacks involves identifying all active
hosts within a network. Various techniques are employed to enumerate IP addresses
of connected devices, providing a comprehensive view of the network environment.

Overall, reconnaissance attacks do not directly disrupt device functionality but en-
able the attacker to map the network and identify potential vulnerabilities. This low-
impact nature allows them to remain stealthy while collecting critical intelligence for
future exploitation.

3.5.3. Execution of Web-Based Attacks

Web-based attacks compromise IoT devices by exploiting vulnerabilities in their web
applications or underlying communication protocols. These attacks seek to undermine
system confidentiality, integrity, or availability by manipulating application inputs, injecting
malicious code, or exploiting insecure web functionalities. The attacks executed in this
study demonstrate various techniques commonly used to exploit such weaknesses.

The web-based attack types executed include the following;:

*  SQL Injection: This attack exploits web application input fields to inject malicious
SQL statements, aiming to gain unauthorized access to the underlying database,
retrieve sensitive information, or execute arbitrary queries.

e  Command Injection: Similar in concept to SQL injection, this attack targets system-
level commands by injecting malicious input into web forms or parameters, aiming to
execute unauthorized commands on the host operating system.

e Backdoor Malware: Involves the installation of malicious software on the target
system to establish a covert entry point. This enables persistent unauthorized access
for executing malicious operations or exfiltrating data.

*  Uploading Attack: Exploits vulnerabilities in file upload mechanisms of web applica-
tions to upload harmful files (e.g., scripts or executables). Once uploaded, these files
can be executed to compromise the host system or escalate privileges.

*  Cross-Site Scripting (XSS): This attack enables adversaries to inject malicious client-
side scripts into web pages viewed by other users. Such scripts can be used to steal
session cookies, redirect user traffic, or alter web content to deceive users and harvest
sensitive information.

*  Browser Hijacking: These attacks alter web browser configurations, including the
homepage, search engine, or bookmarks, in order to redirect users to malicious sites
or inject unwanted advertisements. The primary objective is often financial gain or
data theft.

These attacks exploit the trust and accessibility of web interfaces in IoT systems, mak-
ing them particularly dangerous for both data confidentiality and system integrity. Effective
input validation, access control, and regular patching are essential countermeasures to
mitigate these threats.

3.5.4. Execution of Spoofing and Man-in-the-Middle (MitM) Attacks

Spoofing and man-in-the-middle (MitM) attacks are conducted to deceive communica-
tion protocols and impersonate legitimate devices within an IoT network. These attacks
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are primarily aimed at gaining unauthorized access, intercepting sensitive information,
altering data in transit, or distributing malware. By masquerading as trusted entities,
attackers can bypass security controls and compromise the confidentiality and integrity of
network communications.

The spoofing and impersonation attacks executed include the following;:

*  ARP Spoofing: This attack compromises Address Resolution Protocol (ARP) tables
by transmitting forged ARP messages that bind the attacker’s MAC address to the
IP address of a legitimate device. Consequently, network traffic intended for the
legitimate device is rerouted to the attacker, enabling eavesdropping, data tampering,
or service disruption.

e IP Spoofing: In this attack, the attacker forges the source IP address of packets to
make them appear as if they originate from a trusted device. This enables the attacker
to bypass IP-based access controls, inject malicious data into ongoing sessions, or
initiate further attacks without revealing their true identity.

¢ Impersonation Attack: Leveraging information obtained during reconnaissance,
the attacker mimics a legitimate device within the network. By forging identifica-
tion attributes or communication patterns, the attacker sends data on behalf of the
impersonated device, potentially misleading other systems or users and facilitating
unauthorized data access or manipulation.

These attacks compromise the reliability and trust of network communications, posing
significant threats to secure data exchange in IloT environments. Defensive strategies
include protocol hardening, traffic monitoring, and the deployment of authentication
mechanisms to detect and prevent identity spoofing and unauthorized communication.

3.5.5. Execution of Brute-Force Attacks

Brute-force attacks attempt to obtain unauthorized access by systematically trying
multiple login credentials. In this study, two dictionary-based brute-force attack variants
were executed:

e  Telnet Brute-Force: Attempts to access devices via Telnet using a predefined list of
common credentials.

*  SSH Brute-Force: Targets SSH services by automating login attempts with a dictio-
nary of username-password pairs.

These attacks exploit weak authentication, highlighting the need for strong credentials
and secure access configurations.

3.5.6. Execution of Malware (Mirai) Attacks

The Mirai malware is a prominent and highly disruptive threat targeting Internet of
Things (IoT) and Industrial Internet of Things (IloT) networks. Initially discovered in 2016,
Mirai infects IoT devices by exploiting weak authentication mechanisms and leveraging
default or hardcoded credentials, particularly over the Telnet protocol. Once compromised,
these devices become part of a botnet that can be remotely controlled to launch large-scale
distributed denial-of-service (DDoS) attacks or other malicious activities. The impact of
Mirai on IIoT infrastructures is particularly critical due to the interconnected nature of
industrial systems and their often inadequate security configurations, which can result in
significant operational disruptions and safety risks.

Figure 7 illustrates the fundamental architecture and operational workflow of execut-
ing a malware attack using Mirai within our IIoT testbed environment. The execution is
structured into two main phases: the Infection Phase and the Attack Execution Phase. In
the diagram, black solid lines represent the standard network connections among devices
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in the testbed. Orange dashed lines indicate the infection pathway of the Mirai malware
as it propagates across devices. Dashed red lines denote the actual attacks initiated by
infected devices under the control of the Mirai attacker. Finally, gray dashed lines depict
the command and control communications exchanged between the Mirai CNC server and
the infected devices.
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Figure 7. Attack framework for Mirai attack execution in the testbed.

In the Infection Phase, the attacker initially compromises one device, which then acts
as a propagation vector to infect other devices within the network. The process continues
recursively, rapidly expanding the botnet.

In the Attack Execution Phase, once a sufficient number of devices have been compro-
mised, the attacker leverages the botnet to launch various network-level attacks, including
DDoS or protocol-specific disruptions targeting other IloT assets.

3.5.7. Mirai Malware Infection Phase

During the Infection Phase, the attacker initiates the malware deployment by compro-
mising a vulnerable device, which subsequently facilitates the spread of the malware to
additional devices across the network. As depicted in Figure 7, the infection mechanism is
orchestrated through four core modules within the Mirai architecture: the Mirai Loader,
Mirai Distributor, Mirai Scan Receiver, and Mirai Command and Control (CNC) server.
The following steps summarize the infection workflow.

e  Step 1: Credential Bruteforce via Telnet. The Mirai Loader targets a potential victim
by initiating a Telnet connection and attempts to gain access using a brute-force attack
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on default or weak credentials. This exploits the inherent vulnerabilities of the Telnet
protocol commonly enabled on IoT devices.

*  Step 2: Malware Deployment. Upon successful access, the Mirai Distributor transfers
the Mirai executable to the compromised device using an HTTP connection. The
executable is then loaded and executed on the device.

e  Step 3: Establishing CNC Communication. The infected device now operates
under the control of the Mirai malware. It connects to the Mirai CNC server, which
issues commands to coordinate further malware propagation and manage the infected
botnet. All communication with the CNC server is conducted over Telnet in encoded
binary format.

*  Step 4: Network Scanning for New Victims. The infected device initiates a scanning
process targeting random IP addresses within the network, seeking additional vulner-
able devices. It attempts to authenticate to these devices using the same brute-force
credential attack over Telnet.

e  Step 5: Reporting to Scan Receiver. When a new vulnerable device is discovered
and successfully accessed, the infected device sends the target’s IP address, port, and
credentials to the Mirai Scan Receiver.

e  Step 6: Infection Propagation. The Mirai Scan Receiver relays the newly discovered
victim information to the Mirai Loader. The infection cycle then restarts from Step 1,
targeting the new device.

*  Step 7: CNC Administration A MySQL database is employed to support adminis-
trative operations of the Mirai CNC. It includes tables for user authentication to the
CNC terminal, command execution logs, and IP whitelisting. This enables the botnet
administrator to control access, review command history, and define IPs that are either
excluded from or targeted for attacks.

This recursive and automated mechanism allows Mirai to quickly compromise a
large number of devices, establishing a powerful and resilient botnet capable of executing
coordinated attacks across an IloT environment.

3.5.8. Mirai Malware Attack Execution Phase

Once the Mirai malware has successfully propagated through the network and infected
a sufficient number of devices, the attacker can initiate coordinated distributed denial-of-
service (DDoS) attacks. In this study, two common types of DDoS attacks were executed
using the compromised devices: TCP SYN Flood and UDP Flood. Upon receiving the
attack command from the Mirai CNC server, the infected devices began transmitting large
volumes of SYN or UDP packets toward selected targets. The targets included various
components of the IloT infrastructure, such as networking equipment (e.g., access points
and routers), edge computing nodes (e.g., MQTT brokers), as well as IIoT sensors and
surveillance cameras. These attacks simulate realistic threat scenarios that can significantly
disrupt industrial network operations.

4. From Data Generation to Hierarchical Information-Driven
Feature Selection

This section presents the end-to-end workflow for generating, preparing, and engi-
neering data to support anomaly detection in IloT environments, as illustrated in Figure 8.
The workflow proceeds through four major phases: data generation, data preparation,
feature extraction and selection, and model evaluation using the constructed dataset.
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Figure 8. Proposed data generation workflow and feature engineering.

In the Data Generation phase (Sections 3.4 and 3.5), benign and malicious traffic
is systematically collected under diverse operational and adversarial scenarios within
the testbed. The Data Preparation phase then integrates benign and attack samples into
a coherent dataset, applying preprocessing steps to remove redundancies and extract
informative attributes from both network traffic and sensor readings. Next, the Feature
Selection phase applies a novel information-driven strategy designed to retain only the
most relevant and discriminative features across network- and sensor-level dimensions.
Finally, in the Evaluation phase, the selected features are used to benchmark anomaly
detection performance through a diverse set of machine learning and deep learning models,
validating both the effectiveness and the generalizability of the dataset.

4.1. Proposed Hierarchical Multi-Stage Information-Driven Feature Selection Framework

Modern IIoT environments produce vast amounts of heterogeneous data, ranging from
packet-level statistics and protocol indicators to sensor dynamics and temporal patterns.
While this richness offers valuable insights, it also introduces challenges such as overfitting,
a high computational cost, and reduced interpretability. To address these challenges, we
propose a hierarchical multi-stage feature selection framework (Figure 8), beginning with a
context-aware grouping strategy that reduces dimensionality while preserving the semantic
structure of the feature space.

The primary motivations behind our feature-selection methodology are as follows:

¢  Dimensionality reduction: fewer input features lower training time, reduce memory
usage, which is crucial for resource-constrained IIoT devices, and help mitigate the
curse of dimensionality that negatively affects distance-based methods.

*  Noise filtering: grouping features based on domain knowledge removes irrelevant or
spurious correlations that can obscure meaningful patterns in the data.

* Interpretability: aggregating features into semantically meaningful categories
(e.g., “Header Flags” or “Port Diversity”) improves transparency, enabling security
practitioners to better understand and trust detection outcomes.

4.2. Overview of Hierarchical Information-Driven Feature Selection

This section integrates four complementary stages: context grouping, sparse group-
lasso pruning, RRS scoring, and a multi-objective RRS-guided GA. Together, these stages
produce a compact yet highly informative feature set for IloT anomaly detection. The
overall workflow is shown in Figure 8, and the main steps are summarized in Algorithm 1.

Stage 1: Context Grouping. Raw features (p ~ 80) are partitioned into K =10 semantic
blocks (e.g. “Packet Size”, “Header Flags”) using rule-based prefixes. The output is an
index vector, gid[j]€{1,...,K}.

Stage 2: Sparse Group-Lasso. Given groups G, SGL [66,67] solves:

K

mﬁin L(y, XB) + Ml + A2 3 lIBe 2,
k=1
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with Ay < Ay, Blocks survive; within each surviving block, we retain the top k = 5
coefficients, yielding p’ ~30-50 columns.

Stage 3: RRS Tables.  For the pruned matrix X' € R"*¥, we pre-compute rele-
vance R(j) = I(Xj;Y) [68], redundancy D(i,j) = I(X;;X;) [68], and the synergy proxy
S(i,j) = max{0,I(X;, X;Y) — R(i) — R(j)} A per-column utility vector
u(j) = R(j) = 5 D(i,j) + £ S(i, ) guides the GA.

Stage 4: NSGA-II Optimization. [69] Each individual bit-string z € {0,1}?" is scored
through the objective vector

(—=MCC(z), —u'z, ||z]0),

which NSGA-II minimizes via two-point crossover, RRS-biased mutation, and crowding-
distance selection. The algorithm returns a Pareto set of non-dominated masks that span
accuracy, information value, and subset size.

Algorithm 1: Context-aware multi-stage feature selection.

Input: Raw matrix X, labels y
Output: Pareto-optimal subset list F™*

// Stage 1: context grouping
gid <~ GROUPBYPREFIX(X);

// Stage 2: sparse group-lasso

ﬁ — SGL(X, y,gid, Aq, )\2),’

M < indices of k largest | 8| per block;

X X;M;

// Stage 3: RRS tables

(R,D,S) + PRECOMPUTERRS(X',y);

u(j) < R(j) = 3 5 D f) + i S(0 );

// Stage 4: NSGA-II

Initial pop P <— random masks U three RRS seed masks;

forg=1to Gdo // 50 generations
Evaluate each z€ P with (-MCC, —u'z, ||z||o);
P < NSGA2NEXTGEN(P);

F* « first Pareto front of P;
return F*;

4.3. Input: Raw Feature Matrix

The feature-selection process begins with a raw feature matrix generated from the
data-collection and preprocessing pipeline. This matrix comprises over 80 features (shown
in Table 5) per instance, categorized as follows.

*  Network-centric metrics: including byte counts, TCP/IP flag combinations, packet
inter-arrival times, directional flow counts, and sets of unique IP/MAC/port values.

*  Sensor and log metrics: covering sensor message intervals, value statistics (mean, max,
min, standard deviation), and categorical distributions (e.g., type counts).

Formally, the dataset X is represented as follows:
X e R"™?, where p ~ 80 (1)

where n is the number of samples, and p is the number of features.
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Table 5. List of all features in the dataset.
#  Feature Description Group
1 Message Interval Time interval of messages in a time window Log Data
2 Messages Count Total number of log messages in a time window Rate
3 Data Range Mean Mean of value ranges across log entries
4  Data Range Maximum Maximum value range across log entries
5  Data Range Minimum Minimum value range across log entries Log Data
6  Data Range Std. Dev. Std. deviation of value range across log entries Stats
7 Data Types Count Number of distinct data types in log entries
8  Data Types List List of distinct data types in log entries
9 Packets All Count Total number of packets in a time window
10 Packets Dst Count Number of inbound Packets in a time window Pad‘f{t ;Fraffic
11 Packets Src Count Number of outbound Packets in a time window ate
12 Packet Interval Time interval of packets in a time window
13 Ports All Count Number of all ports in a time window
14 Ports Dst Count Number of destination ports in a time window
15 Ports Src Count Number of source ports in a time window
16 Ports All List of all ports in a time window
17 Ports Dst List of destination ports in a time window
18 Ports Src List of source ports in a time window Network
19 Protocols All Count Number of unique protocols in a time window Multiplexing
20 Protocols Dst Count Number of destination protocols in a time window
21 Protocols Src Count Number of source protocols in a time window
22 Protocols All List of all protocols in a time window
23 Protocols Dst List of destination protocols in a time window
24  Protocols Src List of source protocols in a time window
25 IPs All Count Number of total IP addresses in a time window
26 IPs Dst Count Number of destination IP addresses in a time window
27 1Ps Src Count Number of source IP addresses in a time window
28 IPs All List of all IP addresses in a time window
29 IPs Dst List of destination IP addresses in a time window
30 1IPsSrc List of source IP addresses in a time window Address
31 MACs All Count Number of all MAC addresses in a time window Diversity
32 MACs Dst Count Number of destination MAC addresses in a time window
33 MAGCs Src Count Number of source MAC addresses in a time window
34 MACs All List of all MAC addresses in a time window
35 MACs Dst List of destination MAC addresses in a time window
36 MACs Src List of source MAC addresses in a time window
37 Fragmentation Score Overall fragmentation score for a time window
Fragmentation
38 Fragmented Packets Number of fragmented packets in a time window
39 TCP ACK Flag Count Number of TCP ACK flags in a time window
40 TCP FIN Flag Count Number of TCP FIN flags in a time window
41 TCP PSH Flag Count Number of TCP PSH flags in a time window
42 TCP RST Flag Count Number of TCP RST flags in a time window
43 TCP SYN Flag Count Number of TCP SYN flags in a time window
44 TCP URG Flag Count Number of TCP URG flags in a time window Header
45 TCP Flags Mean Mean of TCP flag values in a time window Flags
46 TCP Flags Maximum Maximum of TCP flag values in a time window
47  TCP Flags Minimum Minimum of TCP flag values in a time window
48 TCP Flags Std. Dev. Std. deviation of TCP flag values in a time window
49 1P Flags Mean Mean of IP flag values in a time window
50 IP Flags Maximum Maximum of IP flag values in a time window
51 IP Flags Minimum Minimum of IP flag values in a time window
52 IP Flags Std. Dev. Std. deviation of IP flag values in a time window
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Table 5. Cont.
#  Feature Description Group
53 Time Delta Mean Mean inter-packet time delta in a time window
54 Time Delta Maximum Maximum inter-packet time delta in a time window
55 Time Delta Minimum Minimum inter-packet time delta in a time window
56 Time Delta Std. Dev. Std. deviation of time deltas in a time window
57 TTL Mean Mean TTL value in a time window
58 TTL Maximum Maximum TTL value in a time window Timing
59 TTL Minimum Minimum TTL value in a time window Control
60 TTL Std. Dev. Std. deviation of TTL values in a time window
61 Window Size Mean Mean TCP window size in a time window
62 Window Size Maximum Maximum TCP window size in a time window
63 Window Size Minimum Minimum TCP window size in a time window
64 Window Size Std. Dev. Std. deviation of window size in a time window
65 Packet Size Mean Mean packet size in a time window
66 Packet Size Maximum Maximum packet size in a time window
67 Packet Size Minimum Minimum packet size in a time window
68 Packet Size Std. Dev. Std. deviation of packet size in a time window
69 Header Length Mean Mean IP header length in a time window
70 Header Length Maximum Maximum IP header length in a time window
71 Header Length Minimum Minimum IP header length in a time window
72 Header Length Std. Dev. Std. deviation of header length in a time window
73 1P Length Mean Mean IP packet length in a time window
74 IP Length Maximum Maximum IP packet length in a time window i p—
75 IP Length Minimum Minimum IP packet length in a time window
76 IP Length Std. Dev. Std. deviation of IP packet length in a time window
77 MSS Mean Mean maximum segment size in a time window
78 MSS Maximum Maximum segment size in a time window
79 MSS Minimum Minimum segment size in a time window
80 MSS Std. Dev. Std. deviation of segment size in a time window
81 Payload Length Mean Mean of payload lengths in a time window
82 Payload Length Maximum Maximum payload length in a time window
83 Payload Length Minimum Minimum payload length in a time window
84 Payload Length Std. Dev. Std. deviation of payload length in a time window

4.4. Context Grouping

To impose semantic structure on the raw feature matrix, we employ a context-grouping

mechanism that assigns each raw feature to one of nine high-level context categories (see
Table 5, Column Group). This categorization is implemented using a deterministic, rule-
based mapping mechanism combined with expert knowledge to classify raw features into
semantically meaningful groups containing similar characteristics. This transformation
compresses the input space into coherent feature blocks, serving as the foundation for
subsequent selection and ranking stages in our anomaly detection pipeline.

Context grouping offers three key benefits: it enables domain-aware compression by
capturing correlations within feature blocks (e.g., avg/max/std of packet size), preserves
essential signals while allowing redundant features to be pruned, and supports block-level
operations. This allows algorithms like Sparse Group Lasso and Genetic Algorithms to
operate on group IDs, rather than individual features, drastically reducing the search space.

Formally, context groups are defined as a partition of the feature index set {1,2,...,p},
where each group Gj contains semantically related features. Let the following apply:

K
g:{Gl/G21'~'/GK}/ UGk:{l,...,p},
k=1 (2)

GiﬂG]-:®fori7éj, (i):{l,...,p}—}{l,...,K}

Here, G denotes the set of all groups, and ¢ is a deterministic mapping function
based on domain knowledge and rule-based heuristics that assigns each feature to its
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respective group. This grouping facilitates efficient group-level operations in downstream
processing stages.

4.5. Sparse Group Lasso for Hierarchical Feature Selection

To further refine the feature space after context-aware grouping, we employ Sparse
Group Lasso (SGL) as a structured regularization method that selects both informative
groups and individual features within those groups [67]. SGL extends traditional Lasso
and Group Lasso by introducing a dual-level sparsity mechanism, encouraging sparsity
at both the group level and within groups. This property makes it particularly effective
for high-dimensional IloT data, where only a few groups and a limited number of features
within each are truly informative for anomaly detection.

Let the input dataset be represented by the matrix X € R"*? and the corresponding la-
bel vector by y € R", with G = {G4, Gy, ..., Gk } denoting the predefined, non-overlapping
feature groups defined in the previous section. The SGL objective function seeks the optimal
coefficient vector B € R” by minimizing the following composite loss:

K
B = argmin{L(y, XB) + A1 Bl + A2 ) 1B, 2}, ©)
ata fit

where L(-) is the logistic loss (for classification) or squared loss (for regression), B¢, is
the subvector of B corresponding to group Gy, A1 regulates individual feature sparsity via
the ¢1-norm, and A, imposes group-level sparsity through the £,-norm over groups. This
formulation effectively balances empirical loss minimization, selective feature activation,
and structured group reduction. The /;-norm encourages only a few individual features
to be non-zero, while the {,-norm encourages entire groups to be pruned when non-
informative. In our experiments, we set Ay < A1 so that no semantic block is discarded
unless its best coefficient is negligible, while still encouraging each block to keep only its
top—k (k <5) statistics (e.g., avg, max).

We solve this optimization using an alternating proximal gradient descent method,
which iteratively updates § until convergence. The resulting sparse solution identifies both
the most predictive groups and the most relevant features within them, providing a compact
and interpretable feature set for downstream anomaly detection in IIoT environments. In
our experiments. This step preserves all K context blocks yet trims the feature count by more
than 40%, producing a compact, interpretable set that feeds directly into the RRS + NSGA-II
stage described next.

4.6. Relevance-Redundancy—Synergy (RRS) Scoring

We adopt the relevance-redundancy—-synergy (RRS) [68] criterion to quantify the
informational value of feature subsets for anomaly detection. RRS evaluates three core
dimensions: relevance, measured as the mutual information between each feature and
the target label Y, quantifies individual predictive power; in other words, it measures how
much each feature tells us about the target variable; redundancy, defined as the pairwise
mutual information between features, captures overlapping or duplicative information;
and synergy, which reflects the additional predictive value obtained when features are
considered jointly, beyond their individual contributions. This balanced scoring enables
the selection of compact, informative, and complementary feature sets that improve detec-
tion accuracy and robustness. Simultaneously, uninformative or redundant features are
excluded, reducing noise, resource usage, and computational overhead.

Let S C {1,...,p} denote a subset of feature indices, and let X; be the j-th feature
column of the matrix X. We estimate Shannon mutual information via histogramming
(network and sensor data) or k-nearest neighbors (text logs) and denote it as I(-; ).
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The individual components of the RRS criterion are defined as follows [68,70]:
Relevance: R(S) = ) I(Xj;Y), (4)
jes

1

Redundancy: D(S) = oo~ I(Xi; X; (5)
y STIST—1) &' 9
i<j

Synergy proxy: S(S) = = 2 max{0, I(X;, X;;Y) = 1(X;Y) = 1(X;Y) ). ©)

,]GS

i<j

In Equation (6) [71,72], only the positive component of synergy is retained, while
negative values, which indicate that joint contributions offer no additional information, are
treated as zero.

4.6.1. Composite Score

We define the overall RRS score as a weighted linear combination of relevance, redun-
dancy, and synergy:

RRS(S) = aR(S) — BD(S) + 75(S), @)

where the weights «, B,y > 0 are hyperparameters tuned using a validation split. This
follows the general relevance-redundancy trade-off formulations used in prior work [68,70],
but it extends them by explicitly incorporating a synergy component inspired by interaction
information and recent advances in information decomposition [71,72]. To the best of our
knowledge, this exact formulation is novel.

In our experiments, we use « = 1, § = 0.5, and y = 1. The formulation ensures that
high relevance and synergy improve the score, while redundancy penalizes it.

4.6.2. Integration in Genetic Optimization

During the NSGA-II optimization process (Section 4.7), each individual in the popula-
tion encodes a subset, S, as a binary string. The second objective function, f;, is defined as
RRS(S) from Equation (7), while the other two objectives are predictive accuracy (measured
by MCC) and subset size. Since R(-), D(+), and S(+) are precomputed for the training split
and cached in lookup tables, the fitness evaluation of individuals remains computationally
efficient, even for large population sizes.

4.7. Multi-Objective Genetic Algorithm Guided by RRS

To effectively explore the exponentially large space of feature subsets, we employ the
NSGA-II evolutionary algorithm [69], incorporating the Relevance-Redundancy-Synergy
(RRS) score as an explicit optimization objective. Each individual in the population is
encoded as a bit-string, z € {0,1}7, where zj = 1 indicates that feature Xj is selected. This
encoding corresponds to a feature subset, S(z) = {j |z =1}.

4.7.1. Objective Vector

Each individual is evaluated using the following objective vector:

f(z) = (—MCC(S(z)), —RRS(S(z)), [S(z)]), (8)

where:
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¢ MCC is the Matthews correlation coefficient achieved via a lightweight classifier
(logistic regression) trained on S(z) using a 50% stratified subsample;

¢ RRSis the pre-computed relevance-redundancy—synergy score from Equation (7);

* |S| penalizes larger subsets to promote parsimony.

All three objectives are minimized. The negative signs convert higher-is-better scores
(MCC and RRS) into a minimization framework suitable for NSGA-II.

4.7.2. NSGA-II Mechanics

Starting with an initial population, {ZZ(O) }P |, NSGA-II applies evolutionary opera-
tors across generations: (i) two-point crossover; (ii) RRS-biased bit-flip mutation with a
70% probability of activating a feature (0 — 1) and 30% for deactivation (1 — 0); and
(iii) elitist selection based on non-dominated sorting and crowding distance. Key algorithm
parameters include pop_size = 120, n_gen = 30, crossover rate ¢, = 0.7, mutation rate
# = 0.2, and a hard upper bound |S| < 60. The initial population is seeded with three indi-
viduals comprising the top-20, top-25, and top-30 features ranked by RRS utility, guiding
the search toward informative regions.

4.7.3. Outcome

After 50 generations, the algorithm returns the first Pareto front, 7*, consisting of
non-dominated solutions, {z],z;,...}. As Equation (8) jointly optimizes classification
accuracy, information contribution, and feature parsimony, each solution on F* represents
a best-achievable trade-off. Empirically, these subsets consist of 10-25 features, delivering
MCC performance within 1-2% of the full feature model while reducing inference cost by
approximately a factor of 3.

4.8. Experimental Results of the Proposed Feature Selection Method

In this subsection, we present the results obtained from applying the proposed Hierar-
chical Information-Driven Feature Selection method. We highlight the features selected
through this approach and discuss their significance. Feature selection was performed
for two target variables: binary classification (distinguishing between benign and attack
instances) and multi-label classification (including benign, reconnaissance, DoS, DDoS,
and other attack types). We analyze the results for both scenarios and identify the optimal
feature subset that offers the best performance for anomaly detection in IloT environments.

4.8.1. Feature Selection Results for Binary Classification Target Variable

The results of the proposed Hierarchical Information-Driven Feature Selection method
for the binary classification target variable (benign vs. attack) are presented in Figure 9.
This figure illustrates the frequency with which each feature was selected via the RRS-
guided genetic algorithm, where a higher frequency indicates greater importance of the
corresponding feature. As detailed in the previous section, feature selection is performed
in two stages: initially, the Sparse Group Lasso is applied to prune less relevant groups
of features (Stage 1), followed by the application of RRS scoring to further evaluate the
remaining features (Stage 2). The genetic algorithm uses these scores to identify the subset
of features that provides the highest informational value. For the binary classification task,
the feature selection module identified a total of 12 features out of more than 80 initial
candidates, distributed across different context groups, as summarized in Table 6.
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Figure 9. Features selected through RRS-guided genetic algorithm for binary classification.

Table 6. Selected features for analysis.

# Feature Name Context Group
1  Messages Count Log Data Rate
2 Data Types List Log Data Stats
3  Fragmented Packets Fragmentation
4  IP Flags Maxi
ags Vaximtin Header Flags

5 TCP PSH Flag Count
6 IPs All Count
7 1Ps Dst Address Diversity
8 MACs Src
9  Packets All Count Packet Traffic Rate
10 Ports All Network Multiplexing
11  Time Delta M

te etta viean Timing Control
12 TTL Mean

4.8.2. Feature Selection Results for Multi-Class Classification Target Variable

This subsection presents the results of the proposed hierarchical information-driven
feature selection method for the multi-class classification target variable, which includes
benign, reconnaissance, DoS, DDoS, and other attack types. Figure 10 displays the fre-
quency with which each feature was selected via the RRS-guided genetic algorithm during
different generations; a higher frequency indicates greater importance. For the multi-class
classification task, the feature selection module identified 17 features out of more than
80 initial candidates, spanning different context groups, as summarized in Table 7. The
experiments for binary and multi-class classification were conducted separately to ensure
that all useful features relevant to the detection of various attack types are identified and
included in the anomaly detection system.
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Figure 10. Features selected via RRS-guided genetic algorithm for multi-class classification.

Table 7. Extended set of selected features.

# Feature Name Context Group
1  Messages Count Log Data Rate
2 DataR M

ata Ranige viean Log Data Stats
3 Data Types List
4  Fragmented Packets Fragmentation
5  Packet Interval

acketnietva Packet Traffic Rate
6 Packets All Count
7 IPs Dst
8 IPs All Count Address Diversity
9 MACsSrc
10  Packet Size Std. Dev. Size Length
11 Ports All

ors Network Multiplexing
12 Protocols All Count
13 Time Delta Mean
14 TTL Mean Timing Control
15 Window Size Mean
16 IP Flags Maxi

Ags Aaximum Header Flags

17 TCP PSH Flag Count

4.8.3. Discussion

We employed the extended set of 17 features, as presented in Table 7, for the compara-

tive experiments described in the following section, enabling a balanced and well-rounded

assessment of the feature selection approach. This feature set includes all selected features

relevant to both binary and multi-class classification tasks, as identified through our hierar-

chical selection process. By using this unified subset, we aim to assess the effectiveness of a

summarized yet informative feature set on both detection accuracy and computational effi-

ciency. This approach enables us to demonstrate the applicability of the proposed method in

real-world IIoT scenarios, where sustaining high detection performance alongside minimal

resource consumption is essential.
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5. Experiments and Evaluations

We present in this section the results of evaluating the proposed dataset using a
combination of machine learning and deep learning approaches. The objective is to demon-
strate the applicability and versatility of the dataset for various anomaly detection mech-
anisms. By employing a diverse set of evaluation methods, we aim to show that the
dataset effectively supports different detection paradigms, thereby facilitating compre-
hensive research and development of anomaly detection systems in Industrial Internet
of Things (IloT) environments.

5.1. Performance Assessment of Machine Learning and Deep Learning Methods

The DataSense evaluation pipeline designed for anomaly detection in IIoT environ-
ments is illustrated in Figure 11. The process begins with the ingestion of two primary data
sources: raw network traffic data, captured in separate time-stamped PCAP files under
various conditions (e.g., benign, reconnaissance, DoS), and IIoT sensor logs stored in Elas-
ticsearch, containing time-stamped telemetry from industrial devices. These data streams
are temporally aligned to extract sensor data corresponding to each attack scenario. The
aligned network and sensor data are then aggregated into a unified multivariate time-series
dataset, from which a comprehensive set of features is extracted. The resulting integrated
dataset is partitioned into three detection-specific datasets: a Binary Dataset (normal vs.
attack), a Multiclass-8 Dataset (seven attack types and normal), and a Multiclass-50 Dataset
(fine-grained attack labels). Each dataset is stratified and then divided into training and
testing sets, followed by data preprocessing steps such as vectorization of list-type values
and normalization of numerical features. A multi-objective feature selection method is
applied to improve both efficiency and detection accuracy. Subsequently, machine learn-
ing and deep learning algorithms are employed to assess detection performance. Finally,
results from all experimental configurations are aggregated to produce a comprehensive
evaluation summary.

Data Acquisition Layer
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Figure 11. Datasense evaluation pipeline for anomaly detection in IloT environments.

The experiments for evaluating both traditional machine learning and deep learning
models were conducted on a Dell PowerEdge R530 server platform. The system is built
on an Intel Xeon E5-2650 processor, featuring 24 physical cores clocked at a base speed of
2.20 GHz, and supported with 125 GB of RAM. This hardware configuration provided a
sufficient computational capacity to train and evaluate a wide range of models under con-
sistent conditions, ensuring reliable measurement of execution time and memory utilization
across all experimental scenarios.

To evaluate the performance of detection mechanisms on the proposed dataset, we
employed a set of widely used classification metrics. These metrics were selected to provide
a comprehensive and objective assessment of both machine learning and deep learning
models in the context of anomaly detection. The chosen metrics are accuracy, precision,
recall, and F1-score. Each metric is formally defined below.
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*  Accuracy: the ratio of correctly classified samples to the total number of samples.

TP+ TN
TP+TN+FP+FN

where FP denotes the number of false positives, TP the number of true positives, FN

Accuracy =

©)

the number of false negatives, and TN the number of true negatives.
*  Precision: the proportion of true positive predictions relative to all predicted positive
instances.

TP

Precision = TP+ EP

(10)
*  Recall (sensitivity) represents the proportion of actual positives correctly identified
via the model.
TP

Recall = m (11)

*  Fl-score: the Fl-score is the harmonic mean of precision and recall, serving as a unified
measure that captures the trade-off between the two.
Precision x Recall

_ - 12
Fl-score =2 x Precision + Recall (12)

To comprehensively evaluate the proposed dataset under diverse anomaly detection
scenarios, we employed 22 widely used machine learning (ML) and deep learning (DL)
algorithms, spanning both traditional and contemporary approaches. These models are
well established in cybersecurity and anomaly detection research due to their proven
effectiveness and adaptability. The ML models include k-nearest neighbors (KNN), sup-
port vector machine (SVM), decision tree (DT), random forest (RF), logistic regression
(LR), naive Bayes (NB), extreme gradient boosting (XGBoost), and two hybrid ensembles:
HybridML_V1 (RE SVM, and KNN as base learners with logistic regression as the meta-
classifier) and HybridML_V2 (RE, KNN, and MLP as base learners with logistic regression
as the meta-classifier). The DL models comprise long short-term memory (LSTM), convolu-
tional neural network (CNN), bidirectional LSTM (BiLSTM), gated recurrent unit (GRU),
CNN-LSTM and BiCNN-LSTM hybrids, bidirectional GRU (BiGRU), transformer, deep
transformer, one-dimensional residual network (ResNet1D), Deep ResNet1D, autoencoder,
and recurrent neural network (RNN).

Figure 12 presents the performance of these models across different classification
scenarios: binary classification (benign vs. attack), 8-class classification (benign, DoS,
DDoS, Recon, etc.), and fine-grained 50-class classification (e.g., Benign, DoS-Connect
Flood, Recon-OS Scan, etc.). Table 8 further details the performance of each model across
these scenarios with respect to various evaluation metrics, providing a comprehensive
comparison of their effectiveness in handling different levels of classification granularity.
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Figure 12. Results for anomaly detection on proposed dataset using different ML and DL techniques.

Discussion

As shown in Figure 12, model performance varied notably across the binary, 8-class,
and 50-class classification tasks. In the two-class classification scenario, the best-performing
models in terms of accuracy, Fl-score, recall, and precision were LSTM, ResNet1D, BiCNN-
LSTM, CNN-LSTM, RNN, and DeepTransformer, each achieving metrics in the range
of 0.98 to 0.99, reflecting high reliability in binary detection. In the eight-class scenario,
although overall metric values slightly declined due to increased complexity, models such as
random forest, DeepResNet1D, CNN-LSTM, LSTM, BiCNN-LSTM, RNN, and transformer-
based models demonstrated strong performance, with Fl-scores mostly exceeding 0.94,
indicating their robustness in handling moderate class diversity. Among these, random
forest stood out with an Fl-score of 0.97, the highest among all models. For the 50-class
fine-grained scenario, performance dropped further, as was expected due to increased
complexity. Nonetheless, random forest and decision tree remained among the most
effective traditional models with Fl-scores of 0.8455 and 0.8311, respectively. Among
deep learning models, CNN performed best with an F1-score of 0.7766, while others, such
as RNN, DeepTransformer, and CNN-LSTM, achieved moderate results with F1-scores
ranging between 0.67 and 0.73, highlighting their capacity to generalize across a large
number of classes despite the increased challenge.

5.2. Performance Assessment of Feature Selection Method: Detection Performance Perspective

To assess the efficacy of the proposed feature selection mechanism, a series of com-
parative experiments were conducted. Initially, the classification models, which included
both machine learning and deep learning algorithms, were trained and evaluated using
the complete set of features. Subsequently, the same models were executed using only the
subset of features selected by the proposed method. Performance was then evaluated based
on key detection metrics and computational efficiency, specifically training and evaluation
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time and memory usage. The impact of feature selection on detection performance across
various machine learning and deep learning models is shown in Figures 13-15.
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Figure 13. Impact of feature selection on binary classification performance.
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Figure 15. Impact of feature selection on 50-class classification performance.

5.3. Comparison with Established Feature Selection Methods

To further validate the effectiveness of the proposed feature selection approach, we
compared its performance with principal component analysis (PCA), a widely adopted di-
mensionality reduction and feature selection method in anomaly detection research. Unlike
PCA, which projects features into a lower-dimensional space based on variance maximiza-
tion, our method directly identifies the most discriminative features correlated with the
target variable, thereby preserving interpretability while enhancing detection performance.

The comparison results demonstrate that the proposed approach provides competitive
or superior detection accuracy across multiple anomaly detection scenarios. The detection
accuracy results are summarized in Table 8, highlight the efficiency of our method in
balancing accuracy and computational costs, making it a practical choice for IloT anomaly
detection tasks.
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Table 8. Classification performance of the evaluated algorithms over 2-, 8-, and 50-class scenarios.

Algorithm Metric 2 Classes 8 Classes 50 Classes
Orig PCA FS Orig PCA FS Orig PCA FS
Accuracy 0.9576 0.9448 09519 0.9349 0.8989 0.8982 0.7770 0.7105 0.7099
SVM Precision  0.9603 0.9493 09544 0.9377 0.9026 0.8988 0.7599 0.6949 0.6815
Recall 0.9576 0.9448 0.9519 0.9349 0.8989 0.8982 0.7770 0.7105 0.7099
Fl-score  0.9577 0.9450 09520 0.9335 0.8956 0.8948 0.7550 0.6845 0.6947
Accuracy 09649 09636 0.9638 0.9408 0.9333 0.9323 0.7911 0.7826 0.7639
KNN Precision  0.9663 0.9648 09651 0.9420 0.9344 0.9330 0.7763 0.7684 0.7463
Recall 09649 0.9636 0.9638 0.9408 09333 0.9323 0.7911 0.7826 0.7639
Fl-score  0.9650 0.9637 09639 0.9402 0.9325 0.9315 0.7811 0.7730 0.7529
Accuracy 0.9843 0.9701 09831 0.9781 0.9435 0.9749 0.8482 0.8079 0.8269
Random Forest Precision 09845 0.9707 0.9833 0.9783 09441 09752 0.8409 0.7965 0.8183
Recall 09843 09701 0.9831 0.9781 09435 09749 0.8482 0.8079 0.8269
Fl-score 09843 0.9701 0.9831 0.9780 09429 0.9748 0.8439 0.8007 0.8221
Accuracy 0.9743 0.9510 09727 0.9628 0.9084 0.9572 0.8280 0.7640 0.7949
Decision Tree Precision 09744 0.9510 0.9728 09630 0.9086 0.9572 0.8279 0.7621 0.7946
Recall 09743 09510 0.9727 0.9628 09084 09572 0.8280 0.7640 0.7949
Fl-score 09743 0.9510 0.9727 09627 0.9083 0.9571 0.8277 0.7624 0.7944
Accuracy 0.9424 09173 09246 0.9187 0.8084 0.8478 0.7792 0.7287 0.7299
Logistic Reg. Precision  0.9455 0.9245 09289 0.9205 0.8066 0.8439 0.7539 0.6942 0.6840
Recall 09424 09173 0.9246 09187 0.8084 0.8478 0.7792 0.7287 0.7299
Fl-score 09426 09176 0.9249 09172 0.8007 0.8409 0.7628 0.6968 0.6979
Accuracy 09127 0.7423 0.8369 0.7614 0.6356 0.6257 0.4539 0.4693 0.4703
Naive Bayes Precision  0.9234 0.7665 0.8708 0.8163 0.7433 0.7618 0.6830 0.6268 0.5227
Recall 09127 0.7423 0.8369 0.7614 0.6356 0.6257 0.4539 0.4693 0.4703
Fl-score 09130 0.7422 0.8365 0.7762 0.6496 0.6389 0.5059 0.5100 0.4916
Accuracy 0.8011 0.9576 0.9649 0.7065 0.7433 0.7353 0.6468 0.6090 0.6266
XGBoost Precision  0.8431 0.9586 0.9662 0.7886 0.7438 0.7637 0.7567 0.6854 0.6784
Recall 0.8011 0.9577 0.9649 0.7065 0.7433 0.7353 0.6468 0.6190 0.6266
Fl-score  0.7886 0.9576 0.9650 0.7071 0.7426 0.7125 0.6778 0.6413 0.6535
Accuracy 0.8943 0.9502 09524 0.7293 0.7444 0.7565 0.5938 0.6075 0.6514
HybridML1 Precision 09052 0.9508 0.9526 0.7984 0.7448 0.7742 0.7572 0.6643 0.6956
Recall 0.8943 09502 0.9524 0.7293 0.7444 0.7565 0.5938 0.6275 0.6514
Fl-score  0.8922 0.9503 0.9523 0.7244 0.7439 0.7399 0.6353 0.6493 0.6729
Accuracy 0.9098 0.9579 09592 0.7749 0.7467 0.7729 0.5388 0.6097 0.6225
HybridML2 Precision 09169 0.9585 0.9592 0.8193 0.7472 0.7846 0.7558 0.6780 0.6868
Recall 0.9098 0.9569 0.9592 0.7749 0.7467 0.7729 0.5388 0.6197 0.6225
Fl-score 09085 0.9580 0.9592 0.7741 0.7462 0.7526 0.5798 0.6322 0.6554
Accuracy 0.9736 09570 09642 0.9533 0.9025 0.9209 0.7881 0.7295 0.7351
CNN Precision 0.9522 09251 0.9406 0.9543 0.8996 09176 0.7918 0.6986 0.7088
Recall 0.9894 0.9813 0.9800 0.9533 0.9025 0.9209 0.7881 0.7295 0.7351
Fl-score 09704 09524 09599 0.9530 0.8989 0.9183 0.7675 0.7005 0.7228
Accuracy 09757 09816 0.9845 0.9328 0.9251 0.9209 0.6901 0.6785 0.6798
LSTM Precision  0.9757 0.9810 09845 0.9334 0.9267 0.9253 0.7199 0.7011 0.6985
Recall 0.9757 0.9826 0.9845 09328 0.9251 0.9209 0.6901 0.6785 0.6798
Fl-score  0.9757 09816 09845 0.9338 0.9255 0.9222 0.6806 0.6710 0.6808
Accuracy 0.9803 0.9795 09780 0.9363 0.9351 0.9260 0.6576 0.6453 0.6312
BiLSTM Precision 09803 0.9793 0.9780 0.9377 0.9379 0.9293 0.6605 0.6611 0.6328
Recall 09803 09785 0.9780 0.9363 0.9351 0.9260 0.6576 0.6453 0.6312
Fl-score 09803 0.9786 0.9780 0.9367 0.9360 0.9265 0.6365 0.6541 0.6326
Accuracy 0.9803 0.9795 09780 0.9363 0.9351 0.9260 0.6576 0.6453 0.6312
CNN-LSTM Precision 09803 0.9793 0.9780 0.9377 0.9379 0.9293 0.6605 0.6611 0.6328
Recall 09803 09785 0.9780 0.9363 0.9351 0.9260 0.6576 0.6453 0.6312
Fl-score 09803 0.9786 0.9780 0.9367 0.9360 0.9265 0.6365 0.6541 0.6326
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Table 8. Cont.

2 Classes 8 Classes 50 Classes
Orig PCA FS Orig PCA FS Orig PCA FS
Accuracy 0.9788 0.9808 09811 0.9545 0.9472 0.9340 0.6532 0.6434 0.6454
Precision  0.9788 0.9801 09811 0.9563 0.9508 0.9342 0.6674 0.6567 0.6641

Algorithm Metric

BiCNN-LSTM
Recall 09788 0.9807 0.9811 09545 0.9472 0.9340 0.6532 0.6434 0.6454
Fl-score  0.9788 0.9806 09811 0.9551 0.9483 0.9337 0.6358 0.6360 0.6518
Accuracy 0.9765 09874 09847 0.9530 0.9522 0.9274 0.6448 0.6356 0.6253
GRU Precision  0.9766 0.9874 09847 0.9566 0.9562 0.9283 0.6654 0.6505 0.6352
Recall 09765 0.9874 0.9847 09530 0.9522 0.9274 0.6448 0.6356 0.6253
Fl-score  0.9765 0.9874 09847 0.9542 0.9535 0.9275 0.6370 0.6427 0.6301
Accuracy 0.9815 0.9839 09828 0.9467 0.9458 0.9474 0.6649 0.6379 0.6138
BiGRU Precision 09815 0.9840 0.9829 09456 0.9401 0.9501 0.6881 0.6667 0.6144
Recall 0.9815 0.9839 0.9828 09467 0.9458 0.9474 0.6649 0.6479 0.6138
Fl-score 09815 0.9839 0.9828 0.9457 09473 0.9478 0.6643 0.6434 0.6141
Accuracy 0.9753 0.9692 09700 0.9499 0.9319 0.9383 0.6727 0.6571 0.6419
Transformer Precision 09754 0.9682 0.9701 0.9518 09368 0.9431 0.7010 0.6756 0.6573

Recall 09753 0.9686 0.9700 0.9499 0.9319 0.9383 0.6727 0.6371 0.6419
Fl-score 09753 0.9684 0.9700 0.9503 0.9337 0.9397 0.6643 0.6470 0.6482
Accuracy 09736 09701 0.9746 0.9470 0.9409 0.9470 0.6779 0.6824 0.6888
Precision  0.9737 09711 0.9746 0.9476 0.9466 0.9480 0.6989 0.7016 0.7153
DeepTransformer
Recall 09736 0.9721 0.9746 0.9470 0.9409 0.9470 0.6709 0.6814 0.6888
Fl-score 09736 0.9716 0.9746 0.9467 0.9421 0.9473 0.6717 0.6926 0.6943
Accuracy 0.9839 0.9807 0.9822 0.9539 0.9576 0.9455 0.6983 0.6952 0.6918
Precision  0.9840 0.9807 0.9824 0.9549 0.9591 0.9492 0.7236 0.7264 0.7111

ResNet1D
Recall 09839 0.9807 0.9822 0.9539 09576 0.9455 0.6983 0.6952 0.6918
Fl-score  0.9839 0.9807 09822 0.9541 0.9577 0.9465 0.6884 0.6948 0.6964
Accuracy 09828 09851 0.9839 0.9643 0.9453 0.9537 0.7079 0.6426 0.6549
Precision  0.9829 0.9851 0.9840 0.9655 0.9459 0.9569 0.7386 0.6850 0.6836
DeepResNet1D
Recall 09828 0.9851 0.9839 0.9643 0.9453 0.9537 0.7079 0.6526 0.6549
Fl-score  0.9828 0.9851 09839 0.9646 0.9454 0.9546 0.7035 0.6622 0.6689
Accuracy 09389 09387 0.9305 0.8972 0.8651 0.7938 0.6698 0.6437 0.5742
Precision  0.9404 0.9428 09387 0.8964 0.8634 0.7943 0.6189 0.5831 0.4810
AutoEncoder
Recall 0.9389 0.9387 0.9305 0.8972 0.8651 0.7938 0.6698 0.6437 0.5742
Fl-score  0.9390 0.9389 0.9308 0.8922 0.8585 0.7844 0.6288 0.6034 0.5512
Accuracy 09897 0.9807 0.9878 0.9595 0.9461 0.9473 0.7201 0.6684 0.6697
RNN Precision  0.9895 0.9787 09798 0.9625 0.9467 0.9501 0.7256 0.6705 0.6923

Recall 09870 0.9774 0.9830 0.9595 0.9461 0.9473 0.7201 0.6624 0.6697
Fl-score 09882 0.9780 0.9814 09605 0.9460 0.9475 0.7156 0.6641 0.6892

Orig—original feature set, PCA—principal component analysis, FS—proposed feature selection.

Discussion

The impact of the proposed feature selection method on detection performance was
evaluated using four key metrics: accuracy, precision, recall, and F1-score. In the two-class
classification scenario, several models exhibited notable improvements with the selected
feature set. Most prominently, XGBoost showed a substantial increase in F1-score by
+0.176, followed by improvements in DeepTransformer, BICNN-LSTM, transformer, and
RNN. In these models, other detection metrics also improved consistently, highlighting the
effectiveness of the selected feature subset. Additionally, models such as CNN-LSTM, GRU,
and BiGRU demonstrated marginal yet stable improvements, underscoring the benefit of
reducing feature redundancy while retaining critical information.

In the eight-class classification task, while some models experienced moderate perfor-
mance degradation, key models such as KNN, random forest, decision tree, and ResNet1D
maintained nearly identical detection performance, showing only marginal decreases in
Fl-score. This suggests that these models are relatively robust to the reduced feature set.
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In contrast, models like naive Bayes, logistic regression, and a few deep learning models
showed more sensitivity, indicating a greater dependence on a larger feature space for
effective multi-class classification.

For the 50-class classification scenario, detection performance generally declined
across most models when using the reduced feature set. This was expected, as fine-
grained classification requires more comprehensive feature representation to preserve
class separability. However, some models, such as naive Bayes, still exhibited slight gains,
indicating that targeted feature selection can provide benefits even in high-complexity tasks.

Overall, these findings, summarized in Table 8 and illustrated in Figures 13-15, demon-
strate that the proposed feature selection method is particularly effective in binary and
moderate multi-class settings, where it enhances or preserves detection performance across
a variety of models. As further shown in Figures 16-18, reducing feature dimensionality not
only maintains or improves detection metrics but also significantly lowers resource usage
in terms of both memory and computation, making it a practical and efficient approach for
deployment in resource-constrained IIoT environments.

5.4. Performance Assessment of Feature Selection Method: Resource Efficiency Perspective

This section evaluates the impact of the proposed feature selection method on resource
utilization across binary, 8-class, and 50-class classification tasks. Specifically, we analyze
and compare the computational efficiency of various machine learning and deep learning
models when using the full feature set versus the reduced sets obtained through our feature
selection method and PCA. Resource profiling considered CPU execution time and memory
consumption during both training and evaluation phases. The results are presented in
Figures 16-18, which correspond to the binary, 8-class, and 50-class tasks, respectively. Each
figure shows three stacked bar plots per model, comparing training and evaluation times
for the original feature set and the reduced sets.
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Figure 16. Impact of feature selection on training and evaluation time in binary classification.
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Figure 17. Impact of feature selection on training and evaluation time in eight-class classification.
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Figure 18. Impact of feature selection on training and evaluation time in 50-class classification.

Figures 19-21 correspond to the binary, 8-class, and 50-class classification tasks, respec-
tively. Each figure presents three stacked bar plots (green) per model, showing memory
usage during training and evaluation with the original feature set, PCA-selected features,
and the proposed feature selection method. In addition, three stacked bar plots (purple)
per model report the corresponding model sizes under the same feature configurations.
The charts employ dual y-axes: the left axis indicates memory consumption (MB), while

the right axis represents model size (MB).
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Figure 19. Impact of feature selection on resource usage in binary classification.
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Figure 20. Impact of feature selection on resource usage in eight-class classification.
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Figure 21. Impact of feature selection on resource usage in 50-class classification.
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Discussion

The effectiveness of the proposed feature selection approach in enhancing resource
efficiency is demonstrated across binary, 8-class, and 50-class classification scenarios
(Figures 16-21, Table 8). The evaluation focused on execution time, memory usage, and
model size during training and evaluation.

In the binary classification setting, several models achieved substantial reductions,
with BiLSTM and SVM reducing training time by about 65%, and models such as ResNet1D,
naive Bayes, and GRU lowering memory usage by over 80%. Similar patterns were observed
in the eight-class task, where classical ML models (SVM, RF, KNN) and DL models (CNN,
LSTM, transformer) consistently reduced execution time by 25-40% and memory consump-
tion by more than 70%. In the more demanding 50-class scenario, the proposed method
proved especially effective: traditional ML models such as RF and SVM reduced training
and evaluation time by over 40%, while DL models including BiLSTM, CNN, and deep
transformer achieved average memory savings exceeding 74%.

Beyond runtime efficiency, the proposed approach also reduced model sizes, outper-
forming PCA and yielding up to 25% size reduction compared to the original feature set.
This improvement is particularly critical for real-time Industrial IoT applications, where
memory and storage constraints directly affect system scalability and responsiveness.

Overall, across all models and scenarios, the proposed method achieved average
reductions of 26% in training time, 35% in evaluation time, 73% in training memory
usage, 44% in evaluation memory usage, and significant model size compression. These
results confirm that the method not only maintains competitive detection accuracy but also
enables scalable, resource-efficient, and real-time deployment in IloT environments.

5.5. Aggregated Confusion Matrix Analysis Across Models

To assess classification performance across multiple models, we computed normalized
confusion matrices for each of the 22 evaluated classifiers in the 8-class scenario. Each
matrix was row-normalized so that entries represent proportions, rather than raw counts,
allowing fair comparison across classes despite possible imbalance in sample sizes.

From these matrices, two key quantities were derived: (i) the average true-classified
score (diagonal entries), reflecting how often samples from a class were correctly recognized,
and (ii) the average misclassification rate (off-diagonal entries), indicating how frequently
that class was confused with others. These values were then aggregated across all mod-
els to provide a global view of class-wise difficulty. The mean and standard deviation
of misclassification rates summarize both the central tendency and variability of errors
among models.

We constructed an aggregate confusion matrix by averaging the normalized matrices
across all models. This matrix highlights the most common misclassification patterns, such
as DoS samples mislabeled as DDoS. To improve interpretability, each off-diagonal cell
also lists the top models that most frequently produced that error, while each diagonal
cell identifies the models that most successfully detected the class. In the visualization,
the bold value in each cell represents the average normalized score, and the subscripted
model names indicate the leading contributors, either to correct detection (diagonals) or to
misclassification (off-diagonals).

The aggregate results (Figure 22) show that Web (0.94), Malware (0.93), Recon (0.93),
and Benign (0.93) traffic are reliably detected, whereas Bruteforce (0.58) and MITM (0.75)
remain problematic. Notably, Bruteforce samples are frequently confused with MITM
(0.11) and Web (0.09) traffic, suggesting shared traffic signatures. Similarly, DoS is often
mislabeled as DDoS (0.11), reflecting the well-known similarity between flooding attacks at
different scales.



Electronics 2025, 1, 4095

38 of 44

0.93 0.00 0.00 0.00 0.01 0.01 0.04 0.01

SVM, RF, CNN

Bruteforce  Benign

0.08 0.58 0.02 0.01 0.05 0.11 0.06 0.09
T svM, LSTM, KNN RF, DT, NB BILSTM, CNNLSTM, GRU ResNet, BILSTM, SYM  BIGRU, XGB, AE
0.01 0.00 0.92 0.05 0.00 0.01 0.00 0.00
HMLL, XGB, HML2 NB, AE, KNN
0.01 0.00 0.11 0.86 0.00 0.01 0.01 0.00
XGB, HMLL, HML2 RF, DT, CNN
0.03 0.01 0.00 0.00 0.93 0.00 0.01 0.01
GRU, LSTM, BICNNLSTM|
0.13 0.02 0.06 0.03 0.01 0.75 0.01 0.01
AE, SVM, LR XGB, DTRF, AE RF, DResNet, DT
0.06 0.00 0.00 0.01 0.00 0.00 0.93 0.00
NB, AE, LR RNN, GRU, CNNLSTM

0.03 0.01 0.01 0.01 0.00 0.00 0.00

True Class
Mitm Malware Dos Ddos
' ' | '

Recon
'

Web
|

' ' ' ' ' ' '
Benign Bruteforce Ddos Dos Malware Mitm Recon
Predicted Class

Figure 22. Aggregated confusion matrix showing misclassifications accross different models in
eight-class scenario.

Opverall, this analysis highlights both the intrinsically challenging classes (brute-force,
MITM, DoS vs. DDoS) and the stable classes (web, malware, recon, benign). The sub-
scripted model names in the visualization further point to which model families are most
responsible for these confusions, enabling targeted improvements in feature engineering
and algorithm selection.

5.6. Quantitative Comparison and Ranking of Benchmark Datasets

A comparative analysis of existing IIoT security datasets (Table 9) reveals major gaps in
attack coverage, device diversity, and evaluation features. Most benchmarks provide only
network-layer traffic and cover a limited range of attacks. In contrast, our dataset spans
seven attack groups with 50 realistic scenarios, offering broader and more representative
coverage for anomaly detection. Unlike prior datasets that rely on synthetic traffic, coarse
temporal granularity, or small-scale setups, DataSense provides high-resolution, time-
synchronized network and sensor data collected from a realistic IloT testbed, ensuring both
authenticity and reproducibility. It is also the first dataset to include CPU and memory
utilization profiling, offering insights into the operational costs of attacks and detection
methods. Finally, DataSense contributes a heterogeneous mix of IoT and IloT devices
and introduces a novel feature selection framework, validated through extensive ML/DL
evaluations. Collectively, these features overcome the limitations of previous datasets and
establish DataSense as a comprehensive benchmark for IIoT anomaly detection.

Table 9. Comparison of IoT/IloT datasets based on key evaluation criteria.

Network + Attack # Attacks Device No. ML/DL Feature Resource

Dataset . . . A ) . Rank
Sensor Data  Diversity  Type Cat. Diversity  Device Eval. Sel. Util.
WUSTL-IloT - - 4 4 - 8 - - - 30.5
IoT-23 - - 10 2 - 4 v - - 38.1
MQTT-IoT-IDS - - 8 4 v 15 v - . 46.6
N-BaloT = = 10 2 = 9 v v = 51.8
MQTTset - - 5 5 - 10 v v - 534
BoT-IoT = = 10 4 = 7 v v = 5319
ToN_IoT v - 9 6 - 10 v - - 62.4
X-IIoTID v v 18 9 v 15 v - - 70.0
CICIoT2023 - v 33 7 v 105 v v - 73.0
Edge-IloTset v = 14 4 = 10 v v - 74.4
DataSense v v 49 7 v 40 v v v 98.5

Legend: # Attacks Cat. = Attack Categories; No. Devices = Number of Devices; ML/DL Eval. = Machine
Learning/Deep Learning Evaluation; Feature Sel. = Feature Selection; Resource Util. = Resource Utilization. v'in
Attack Diversity correspond to datasets with >15 attack types; v'in Device Diversity correspond to datasets with
>15 devices.
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5.6.1. Ranking Approach

To further quantify these differences, we applied a weighted scoring scheme across seven
criteria: (i) Network + Sensor Data, (ii) Number of Attack Categories, (iii) Number of
Attack Types, (iv) Device Coverage, (v) ML/DL Evaluation, (vi) Feature Selection, and
(vii) Resource Utilization. Binary attributes were scored as 1 (yes) or 0 (No), while quantita-
tive attributes (attack categories, attack types, and device coverage) were log-normalized
to the range of [0,1]. This approach prevents datasets with unusually large values from
dominating the comparison while still preserving their superiority.

Each criterion was assigned a weight to reflect its importance for IloT security research:
15%, 15%, 20%, 20%, 10%, 10%, and 10%, respectively. The final dataset score was computed
as the weighted sum:

7
Score(D) = Y w; - x;(D), (13)
i=1

where w; is the weight of criterion 7, and x;(D) is the normalized score of dataset D for that
criterion. The results were then scaled to a 0-100 range.

5.6.2. Results and Discussion

The weighted ranking outcomes are shown in Table 9. The proposed DataSense dataset
achieves the highest score (98.5/100) , confirming its comprehensive coverage across all
evaluation dimensions. Among the existing datasets, Edge-IloTset (74.4), CICI0T2023 (73.0),
and X-IIoTID (70.0) rank highest due to their inclusion of network data, broader attack
coverage, and moderate device diversity. ToN_IoT (62.4) follows, while mid-tier bench-
marks such as BoT-IoT (53.9), MQTTset (53.7), and N-BaloT (51.8) remain limited in scope.
Smaller-scale datasets, including I0oT-23 (38.1), MQTT-1oT-IDS (46.6), and WUSTL-IIoT
(30.5), show the narrowest applicability.

Compared with recent benchmarks such as CIC1oT2023, X-1IoTID, and Edge-IloTset,
the proposed DataSense dataset provides several unique advantages that advance the
state of the art. While CICIoT2023 includes a diverse collection of IoT devices, it does not
incorporate industrial IloT devices or sensor-level data, which are essential for capturing
the physical processes of industrial environments. Similarly, none of the existing datasets
provide synchronized network and sensor data that can be used to generate realistic
streaming workloads, whereas DataSense offers fully timestamped benign and attack
traces that enable reproducible real-time simulations. By providing raw synchronized
sensor and network data, DataSense also allows researchers to extract additional features
tailored to their studies and to extend the set of features already included in the dataset.
Edge-IloTset, although valuable, is limited in scale and device diversity, making it less
representative of actual industrial deployments. Moreover, current benchmarks do not
provide resource utilization measurements, and only a few offer guidance on relevant
features for anomaly detection. In contrast, DataSense integrates resource profiling (CPU,
memory, and model size) alongside a novel feature selection framework, thereby offering
both the data and the analytical tools necessary for evaluating and designing efficient
IIoT anomaly detection systems. The complete list of attacks in all compared datasets are
provided in Table 10.
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Table 10. Attack coverage comparison across IoT/IIoT datasets.

Attack

Edge-IloTset

X-IIoTID

WUSTL-IIoT

IoT-23

BoT-IoT

N-BaloT

MQTT-IoT-IDS

DataSense

Recon

Host Discovery-TCP Ack Ping
Host Discovery-TCP Syn Stealth

Host Discovery-ARP Ping
Host Discovery-UDP Ping

Host Discovery-TCP Syn Ping

Port Scan
Vulnerability Scan
Ping Sweep

OS Scan

ToN_IoT

MOQTTset

\

DoS

TCP Syn Flood
SynonymousIP Flood
Slowloris

UDP Fragmentation Flood
RST Fin Flood

ICMP Flood

UDP Flood

HTTP Flood

Push Ack Flood

Ack Fragmentation Flood
ICMP Fragmentation Flood
TCP Flood

MQTT Connect Flood
MQTT Publish Flood

DDoS

UDP Flood

HTTP Flood

Slowloris

Push Ack Flood

TCP Flood

Synonymousip Flood
UDP Fragmentation Flood
Ack Fragmentation Flood
TCP Syn Flood

MQTT Publish Flood
MQTT Connect Flood
ICMP Fragmentation Flood
ICMP Flood

RST Fin Flood

MitM

IP Spoofing
ARP Spoofing
Impersonation

BruteForce

Dictionary Telnet
Dictionary SSH

Web

XSS

Command Injection
SQL Injection

SQL Injection Blind
Backdoor Upload

NN

Malware

Mirai Syn Flood
Mirai UDP Flood

[N NG

N N N N N N N N N N N N N O N N N N N N NN NN
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6. Limitations and Future Directions

While the DataSense dataset provides a diverse and comprehensive benchmark for
IIoT anomaly detection, certain limitations should be acknowledged. First, although the
dataset covers a broad range of devices and attack scenarios, its scalability to very large-
scale industrial deployments may require further validation. As part of our future work,
we plan to design a hybrid lightweight detection system tailored for large-scale IIoT se-
tups, ensuring that the dataset can be effectively leveraged in such environments. Second,
while efforts were made to ensure representativeness, the dataset may not fully capture
all operational nuances of large industrial systems, where workload patterns, traffic vol-
umes, and device diversity can be more complex. Finally, the rapidly evolving nature of
cyber threats means that new attack vectors may emerge that are not yet represented in
the dataset. These limitations highlight opportunities for future extensions of DataSense,
including expanding the range of industrial devices, incorporating more recent and sophis-
ticated attack campaigns, and continuously updating the dataset to reflect the evolving
IIoT threat landscape.

7. Conclusions

The increasing connectivity of Industrial Internet of Things (IloT) environments offers
significant operational benefits but simultaneously exposes critical infrastructure to an
expanding range of cyber threats. Developing realistic and representative datasets is, there-
fore, essential to advancing the research and development of robust anomaly detection and
intrusion prevention systems in these domains. In this work, we presented DataSense, a
comprehensive IIoT dataset generated from a meticulously designed and implemented
testbed comprising 40 heterogeneous devices, including a diverse range of industrial sen-
sors, IoT devices, and network equipment. This diversity enhances the realism of the dataset
and improves its relevance for industrial use cases. The testbed enabled the execution of
50 distinct and realistic attack scenarios spanning several categories, including reconnais-
sance, denial-of-service (DoS), distributed denial-of-service (DDo0S), man-in-the-middle
(MitM), web exploitation, brute-force intrusions, and malware infections, thereby closely
simulating operational threat conditions. These attacks provide essential data for develop-
ing and evaluating effective countermeasures to secure both IoT and IIoT environments. We
also developed an integrated data pipeline that captures and processes both network traffic
and sensor-logged data, supporting real-time stream processing for prompt threat analysis.
In addition, we introduced a new feature-selection approach that pinpoints the features
most strongly correlated with the target variables, thereby enhancing the precision of attack
detection and classification. We further compared its effectiveness against established meth-
ods such as PCA, and validated performance across a wide spectrum of machine learning,
deep learning, and hybrid ML /DL techniques. The DataSense dataset is publicly accessible
through the CIC Dataset portal (https://www.unb.ca/cic/datasets/iiot-dataset-2025.html,
accessed on 26 September 2025), offering researchers and industry specialists a robust
resource for developing and evaluating advanced IloT security mechanisms.
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