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Abstract

Aiming at the problem that it is difficult to balance security defense and quality of service in
a dynamic cloud-native environment, an adaptive dynamic defense strategy (AD2S) for mi-
croservices based on deep reinforcement learning is proposed. First, a microservice attack
graph model is constructed to extract security threats from multiple dimensions. Combined
with queuing theory, the relationships among security performance, quality of service,
cleaning cycle, and replica quantity are established to quantitatively model the effectiveness
of defense. Subsequently, an adaptive defense framework is designed, which includes
state monitoring, policy deployment, and optimization algorithms based on deep reinforce-
ment learning, providing a rapid update solution for the optimal system configuration of
microservices under dynamic traffic requests. The experimental results show that under
dynamic traffic requests, compared with the existing DSEOM and OADSF strategies, AD2S
improves the defense effectiveness by 34.38% and 10.29%, respectively, while ensuring the
quality of service, significantly enhancing the system’s security adaptive ability.

Keywords: cloud-native; microservices; deep reinforcement learning; dynamic defense;
quality of service

1. Introduction
Microservice architecture and container technology have transformed the deployment

and operation modes of cloud applications [1–3], but they have also introduced new secu-
rity threats. Microservices have intricate mutual invocation relationships. Microservices
can be invoked at the application level through interactive interfaces and can also carry
out lateral movement attacks in container environments, which makes the attack surface
of microservices difficult to control [4,5]. Virtualization technology allows multiple mi-
croservices to share operating system resources at the container level; once an attacker
exploits a container vulnerability to escape, it becomes easy to launch lateral attacks on
other containerized microservices on the same host. Furthermore, with the changes in
microservice request traffic, operational status, service migration, etc., the attack surface
of containerized microservices is in a dynamic state, which poses higher requirements
for the system’s security defense strategy [6–8]. Consequently, in the face of microservice
scenarios with dynamic traffic requests, traditional security protection strategies such as
distributed authorization and intrusion detection cannot be dynamically adjusted along
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with the changes in containerized microservices and are difficult to effectively adapt to
new scenarios [9,10]. Even when communication is encrypted or devices appear physi-
cally isolated, adversaries can still infer fine-grained user activities through side-channel
attacks—such as app fingerprinting under open-world settings or exploiting RF energy
harvesting signals—revealing sensitive operations tied to specific UI components with
high accuracy [11,12]. These emerging threats demonstrate that attackers can bypass con-
ventional encryption and isolation mechanisms, thereby exacerbating the challenge of
maintaining both strong security and service quality in dynamic systems.

Moving Target Defense (MTD) [13–15] effectively increases the difficulty for attackers
to penetrate the system and enhances the defense effect of the system by adding dynamic
characteristics to the system and constantly changing the attack surface of the system,
but it also brings new problems. MTD can effectively enhance the security protection
capability of the system [16–18]. However, due to the introduction of technologies such
as dynamic cleaning and service migration, the response time of services is increased,
resulting in a decline in Quality of Service (QOS), which seriously affects the user experience.
Therefore, how to optimize the dynamic and redundant endogenous security capabilities
provided by MTD and further improve the defense efficiency has become the focus of
academic attention.

To solve the above problems, Gao et al. [5] incorporated MTD dynamics at the mi-
croservice programming language and container image levels. By continuously changing
the microservice attack surface, they effectively mitigated attack threats caused by the
same vulnerability. Bardas et al. [9] proposed a cloud computing platform that can capture
the service dependencies in the cloud environment and find the best service instance re-
placement strategy to maximize the difficulty of attacks. Connell et al. [19] constructed the
security evaluation framework of MTD and quantitatively analyzed the security perfor-
mance and resource availability of the system after introducing the MTD strategy. However,
the above MTD strategies mainly focus on the optimal security defense configuration in
the static environment and fail to fully consider the dynamic characteristics of the cloud
environment. In order to meet the demand of defense efficiency optimization in a dynamic
environment, Jin et al. [20] built an attack graph model for container cloud, identified key
microservice nodes by analyzing the mediation centrality of the graph and transformed the
MTD security defense configuration problem into an optimization problem to realize the
dynamic protection of key microservice nodes. Li et al. [21] used the Deep Reinforcement
Learning (DRL) method to construct OADSF framework to realize dynamic protection of
microservice nodes, which significantly improved system security. Although the existing
research has made progress in security enhancement, it is difficult to balance the QOS under
dynamic traffic requests. Specifically, the security defense configuration in microservices
will lead to dynamic changes in the QOS. In order to maintain the QOS, the system configu-
ration of microservices is dynamically optimized. This process causes frequent changes in
the status of microservices, resulting in mismatches between security defense strategies
and the actual system state, and ultimately compromising the real-time effectiveness of
security defenses.

Although existing studies have attempted to enhance the security of microservices
through dynamic cleaning mechanisms, dynamic defense mechanisms lack coordination
with resource allocation strategies. Therefore, the elasticity of cloud-native applications
is influenced by the synergy of resource allocation and dynamic defense mechanisms. To
address this issue, this paper proposes AD2S, which changes the attack surface of the
microservice by dynamically altering the cleaning cycle, cutting off the attack process,
and enhancing the security of the microservice. However, the dynamic cleaning cycle
will affect the number of available microservice replicas, and thereby influence the QOS.
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By dynamically changing the number of microservice replicas, the response time can be
optimized in real time while taking into account the QOS. Finally, the AD2S strategy with
both security and QOS under dynamic traffic requests was implemented by using the
DRL algorithm.

The main research work and contributions of this paper are as follows:
(1) By analyzing the complex attack process of microservices, the microservice attack

graph model is established to extract specific risks and threats in the cloud. Using the
attack graph, a security quantification model is constructed to establish the relationship
between the dynamic cleaning cycle and security performance. Based on queuing theory,
the QOS model is constructed, and the relationship between QOS, the cleaning cycle,
and the number of redundant replicas is established. Finally, considering both security
performance and QOS, the defense effectiveness of the system is defined.

(2) In order to realize the adaptive optimization of microservice defense strategy, this
paper designs the AD2S framework, which includes the container cloud cluster, the status
monitoring module and the security policy deployment module. Through collaborative
work, the optimal cleaning cycle and the number of replicas of the microservices at the
current time are updated in real time, which effectively improves the real-time effectiveness
of the security defense strategy in this scenario.

(3) The simulation experiment results show that the DRL algorithm in the AD2S
framework has good convergence and scalability. Compared with existing security defense
strategies, AD2S provides an effective update solution for microservice security defense
strategies under dynamic traffic requests, improving defense effectiveness by 34.38% and
10.29%, respectively, which verifies the effectiveness of the proposed strategy.

2. Problem Analysis
2.1. Threat Model

This paper adopts the Cyber Kill Chain (CKC) model [22] to describe the attacker’s
attack process against microservices. In this model, a complete attack process includes
multiple steps such as preliminary reconnaissance, vulnerability exploitation, permission
acquisition, backdoor installation, and influence expansion. Based on the above analysis, in
a cloud-native environment, attackers launch attacks from the outside.

We make the following explicit assumptions regarding the attacker’s capabilities and
limitations to model a realistic yet challenging threat scenario:

(1) Attackers possess knowledge of publicly known vulnerabilities (e.g., CVEs) in
microservices and containerized components, and can leverage tools to craft and deliver
exploit payloads. However, they do not have prior insider knowledge of internal system
configurations, authentication credentials, or encrypted communication keys.

(2) Attackers can compromise a microservice only if it exposes a known vulnerability
and is reachable from the external network. Once a microservice is hijacked, the attacker
may attempt lateral movement to adjacent microservices—but only if there exists a legit-
imate calling relationship that allows network reachability. This reflects the principle of
least privilege in service mesh architectures.

(3) Lateral movement is constrained by the service dependency graph; attackers cannot
jump arbitrarily between unrelated services. Instead, they are limited to traversing paths
defined by actual invocation relationships, and typically prefer attack paths with lower
cumulative cost (e.g., shortest weight path), where edge weights reflect exploit difficulty,
detection risk, or access control strength.

Based on this model, at the application layer, the target may be a vulnerable mi-
croservice within a call chain [23,24], while at the container layer, the target could be the
underlying container runtime. After reconnaissance and exploitation, attackers hijack an
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initial foothold [25–27] and perform lateral penetration to escalate privileges and move
closer to the ultimate objective—typically the microservice that interfaces with critical data
storage, such as MongoDB [28,29].

In cloud-native environments, unauthorized access to target microservices in the
cloud poses significant security threats to cloud assets [30–32]. Figure 1 illustrates the threat
model. MongoDB stores sensitive business data and is a common final target. Attackers
may reach it through multi-step attack paths, for example, Nginx, Payments, CustomerInfo,
Personal Lending, MongoDB. Each hop represents a potential vulnerability exploitation
enabled by calling dependencies. The edge weight computation in Section 3.2 is designed
to increase the cost of such high-risk paths, thereby deterring attackers from following the
shortest or most vulnerable routes.

Nginx

Search

Payments

Authentication

Contact
CustomerAct

CustomerPost

CustomerInfo Business

Lending

Personal

Lending
Memcached

MongoDB

attacker

Attack path

Microservice call

Figure 1. Microservice Attack Threat Model in Banking Systems.

2.2. Key Challenges

Based on the above analysis, in dynamic traffic requests scenarios, the dynamic defense
strategies of microservices face the following challenges:

(1) As the scale of microservices expands, the complexity of solving security defense
configurations for microservices increases. In scenarios with dynamic traffic requests, it is
necessary to balance security performance and QOS to improve system defense effective-
ness. A critical issue to be addressed is how to adjust the cleaning cycle to ensure security
performance while dynamically adjusting the number of microservice replicas according to
different traffic requests to meet user response time constraints.

(2) In cloud-native environments, the dynamic nature of microservices imposes higher
requirements on the real-time update of system security defense strategies. As access
request traffic changes, the status of microservices changes accordingly, leading to dynamic
changes in the system’s microservice attack surface and a decline in defense effectiveness.
Therefore, another key challenge is how to quickly adjust the dynamic cleaning cycle and
replica quantity of microservices to ensure that the system’s defense effectiveness can be
dynamically updated in real time in response to changes in microservice status.

In response to these key challenges, during an attacker’s attack process, endogenous
security defense capabilities such as dynamic and redundancy are invoked to achieve
adaptive optimization of security resources. This paper adopts a dynamic cleaning strategy
for all microservices to block the attack chain and ensure the security performance of
the system. The dynamic cleaning strategy can be interpreted as: stateless microservices
undergo dynamic cleaning during operation to change the attack surface, prevent the
residence of attack payloads injected by attackers, and cut off attackers’ further penetration
along the microservice call chain. During the implementation process, the container
orchestration platform, based on the dynamic cleaning cycle of microservices, creates new
replicas of microservice one by one based on heterogeneous read-only container images,
and simultaneously takes the previous replicas offline one by one, thus achieving the
purpose of cleaning microservice replicas. Vi creates ni replicas every Ti time and delete the
old replicas after the new ones are successfully created. At the same time, the deployment
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strategy of redundant replicas is adopted to ensure the QOS under high traffic requests.
Based on the MTD strategies, in dynamic traffic requests scenarios, dynamic adaptive
updates of microservice security defense strategies are realized, which can effectively
block attackers’ intrusion processes and enhance the real-time defense effectiveness of
microservice systems.

3. Problem Modeling
Based on the analysis of the above problems and the existing security threats, this

paper constructs a microservice attack graph model (MAGM), a security quantification
model, and a QOS model. Finally, the problem is formally defined, describing the optimiza-
tion of security defense strategies from multiple dimensions, including system security
performance and QOS. The common symbols used in this paper are shown in Table 1.

Table 1. Meanings of Common Symbols.

Symbol Meaning

MAGM Microservices attack the graph model
V Set of microservices
E Set of edges representing dependency relationships
Nt Set of microservice replica quantities
Tt Set of microservice cleaning cycles
λt Set of microservice request arrival rates
ei,j Dependency relationship between microservice Vi and Vj

DF
(
ei,j
)

Difficulty of exploiting vulnerabilities in microservices Vj
p(t) Attack success rate of the microservice

D(ei,j) Weight between microservice Vi and Vj
φt Security performance of the microservice system
ci The number of available replicas of microservice Vi
pi

k Probability that k replicas are in the cleaning state
pi

0 Probability that no replicas are in the cleaning state
µ Service rate of each microservice replica
ψt User Quality of Service
DE Defense effectiveness

3.1. Microservice Attack Graph Model

MAGM is constructed based on the dependency relationships between microservices.
At t time, MAGM = (V, E, Tt, Nt, λt, φt, ψt) characterizes the edge relationships, dynamic
cleaning cycles, redundant replicas, user request traffic, security performance, and QOS of
microservices, with detailed descriptions as follows:

V = {V1, V2, . . . , Vn} represents n microservices with dependency relationships, where
Vi denotes the i-th microservice node. These n microservice nodes form MAGM through
the edge set of dependency relationships.

E =
{

ei,j|Vi , Vj ∈ V, ei,j ∈ {0, 1}
}

represents edges with dependency relationships in
the graph. If ei,j = 0, it indicates that microservice Vi is not a predecessor of Vj, and there is
no invocation. If ei,j = 1, it indicates that microservice Vi is a predecessor of Vj, and there
exists invocation. Meanwhile, attackers can exploit vulnerabilities in Vj to deliver attack
payloads. If the attack is successful, they can move laterally, and the weight of the edge
represents the success rate of defense.

Tt = {T1, T2, . . . , Tn} denotes the dynamic cleaning cycle of each microservice, which
is also the time interval at which each microservice can be called normally. That is, Vi

undergo dynamic cleaning every Ti time, changing the IP address or configuration file of
the microservice, or creating new replicas to replace the old ones.



Electronics 2025, 14, 4096 6 of 23

Nt = {n1, n2, . . . , nn} represents the number of dynamically configured microservice
replicas based on QOS requirements. Replicas of the same microservice are generated from
heterogeneous images with the same function and can perform identical tasks.

λt = {λ1, λ2, . . . , λn} indicates the dynamic request arrival rate of each microservice.
φt represents the security of the microservice system, which is used to evaluate the de-

fense effect of multi-dimensional dynamic defense strategies. ψt represents the response de-
lay of the microservice system, which is used to assess the QOS of the microservice system.

3.2. Security Quantification Model

Definition 1. Given microservices Vi, Vj ∈ V, i ̸= j, edge ei,j =
(
Vi, Vj

)
indicates that Vi is a

predecessor of Vj, and there are invocation relationships between them. If an attacker has gained
control of Vi, they can continue to launch an attack on Vj using the edge relationship between Vi

and Vj. The weight D
(
ei,j
)

of edge ei,j is defined to represent the difficulty of attacking Vj.

To quantitatively describe the difficulty of successfully attacking Vj, the vulnerability
scoring index of microservice Vj is used for evaluation in the Common Vulnerability Scoring
System (CVSS). The Exploitability Metrics (EM) and the temporary metric w were used
to evaluate the difficulty of attacking microservice Vj. Among them, EM is composed of
AV, AC, PR and UI, which is used to quantitatively describe the possibility of a single
vulnerability being exploited, and can be specifically expressed as Equation (1).

EM = (8.22× AV × AC× PR×UI)−1 (1)

However, each microservice node or its hosting container environment may contain
multiple exploitable vulnerabilities, and attackers can use any of these vulnerabilities to
launch detection and attacks. Therefore, temporal metrics w are adopted to quantify the
probability and possibility of selecting each vulnerability. By calculating the weighted
average of all actually observable vulnerabilities in the microservice node, with the weight
being the probability that each vulnerability might be selected, the exploitation difficulty of
a microservice node is quantitatively modeled in Equation (2).

DF
(
ei,j
)
=

∑
vul∈VUL

(w× EM)

∑
vul∈VUL

w
(2)

where VUL represents the set of all vulnerabilities in the attack surface represented by
this microservice node. As shown in Figure 1, it is an instance of a microservice attack
threat. The attacker can launch an attack from the external interface Nginx, carry out the
attack along the red line, and eventually successfully penetrate the database node. In this
paper, CVSS is used to obtain information on exploitable vulnerabilities in microservices.
Equations (1) and (2) are utilized to calculate DF

(
ei,j
)
. The attack chain theory is used

to analyze the attacker’s state transition. Assuming that the system does not adopt the
dynamic cleaning strategy, the attacker can always find the vulnerability in a certain period
and successfully attack. Due to the dynamic cleaning strategy, when the microservice is
successfully attacked and needs to move laterally along the microservice invocation and
communication relationship, the injected attack payload is cleaned by the dynamic cleaning
strategy, which blocks the attack chain and prevents further attack diffusion. The attack
success probability under different cleaning cycles [33] is formally defined in Equation (3)
using an exponential decay function that captures the effect of dynamic cleaning.

p(t) = 1− 1− e(t−Ts)

1− e−Ts
(3)
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In this model, attackers initially need to obtain vulnerability information of the target
microservice, and the probability of successful attacks is relatively low. As the amount of
vulnerability information obtained increases, attackers grasp the key vulnerabilities of the
target microservice, and the probability of successful attacks rises rapidly. When the attack
succeeds at Ts time, Ts is the maximum time for the attack to succeed and also a reflection
of the difficulty of exploiting the vulnerability. Ts = f

(
DF(ei,j)

)
represents the maximum

time required for an attacker to successfully invade this microservice node in a static
environment. Function f (.) represents the mapping relationship between the difficulty
DF
(
ei,j
)

of an attacker attacking microservice Vj and the maximum time for a successful
attack. Assuming the microservice node with the greatest attack difficulty is MongoDB.
According to reference [33,34], the maximum cleaning cycle of MongoDB is mapped to Ts.
Based on the relative difficulty and attacker’s capability, the parameters in Ts = f

(
DF(ei,j)

)
quantify the strength of attacks that the service is designed to withstand. It can be calculated

that the maximum cleaning cycle of other microservice nodes is
(

DF(ei,m)
DF(ei,j)

)
∗ Ts. At t time,

when the system sets different cleaning cycles, the defense weights of the edges are different.
The defense weights of each edge in the microservice attack graph can be calculated by
Equation (4).

D(ei,j) = 1− p(Ti) (4)

In this paper, the call sequence of multiple microservices is referred to as the mi-
croservice call chain, denoted as P =

{
Vi1 , Vi2 , . . . , Vir

}
, where d ∈ [1, r − 1], eid ,id+1

= 1.
Vid ∈ V represents a microservice node, and d represents the call depth of microservice Vi in
microservice call chain P. For attackers, on the one hand, the more microservice nodes are
captured, the greater the attack benefits; on the other hand, the last node of the microservice
call chain is usually the microservice storing data [35], and the closer to the end of the
microservice call chain, the weaker the security performance of the system. Therefore, the
security performance of the system is shown in Equation (5).

φP = ∑
Vi∈P

(
1− e−ξd

)
D(ei,j), P ⊆ MAGM (5)

Equation (5) indicates that as the depth of microservice invocation d increases, the
attacker gradually approaches the end node of the microservice call chain, the attacker’s
attack gains gradually increase, and the security performance of the system becomes weaker.
Among them, ξ(0 < ξ < 1) is the adjustment factor for the growth rate of attack benefits.
The smaller ξ is, the faster it increases with the increase in microservice call depth d.

For the microservice attack graph, it is assumed that each microservice has its own
cleaning cycle. Once the attack graph is determined, attackers will choose the attack path
with the minimum cost to target the system, which is measured by the shortest path in
the graph. Since the exact attack path cannot be determined, it is assumed that attackers
act rationally and select the path with the minimum cost to launch attacks on the target
microservice in the graph. Therefore, the path with the minimum defense cost is used to
characterize the system’s security performance, as shown in Equation (6).

φt = min
P⊆MAGM

{
φp
}

(6)

The security performance of the system is defined in two complementary ways: in
Equation (5), it is expressed as a function of microservice call chain depth, reflecting
increasing attack gain and decreasing system resilience as the attacker approaches critical
nodes. In Equation (6), it is defined as the minimum defense cost across all possible attack
paths in the graph, the shortest path in terms of cumulative edge weights.
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As shown in Figure 2, it is an example of an attack graph, where each microservice con-
tains some vulnerability information that can be exploited, which is obtained through CVSS.
The difficulty of attacking the microservice nodes is calculated using Equations (1) and (2).
Assuming that the dynamic cleaning strategy is not adopted, attackers can launch probes
against microservices. According to Equations (3) and (4), at Ts time, the attack success
probability is 1, and the defense weight of edges is 0. When the dynamic cleaning cycle
is Ti, assuming that the attack success probability and the defense weight of the edge are
shown in Figure 2, the attacker is rational and will move laterally along the edge with the
smallest defense weight. By comparing the red and blue attack paths, the shortest paths in
the figure are A, B1, C3, and D, and the defense weights of the corresponding edges are
0.5, 0.3, 0.3, and 0.3, respectively. Since the target node is usually a microservice that stores
data, the closer to microservice D, the greater the attacker’s gain. By adjusting the attack
gain according to Equation (5), the updated defense weights can be calculated, which are
0.28, 0.24, 0.27, and 0.29, respectively. According to Equation (6), the sum of the paths with
the smallest defense weights represents the security performance of the system in Figure 2.
Since the dynamic cleaning cycle needs to be dynamically adjusted according to security
and QOS constraints, the defense weights of the edges change dynamically, and the optimal
cleaning cycle needs to be set.

A

B1

B2

C1

C2

C3

Dattacker

0.5

0.7

0.6

0.6

0.5

0.7

0.70.3

0.4

0.3
0.5

0.3

0.3

0.5

Microservice call

Attack path

Figure 2. Example of an Attack Graph.

3.3. QOS Model

To enhance the security performance of microservice systems, it is necessary to reduce
the dynamic cleaning cycle of microservices. However, an inappropriate cleaning cycle
can affect system performance and further impact QOS. Therefore, this paper needs to
ensure QOS while considering security performance. Generally, the response time of
microservices is a key indicator of QOS, and queuing theory is used to model the response
time of microservices.

First, assuming a microservice in the system has multiple replicas, if no cleaning
cycle is set, the response time of these multiple microservice replicas can be modeled
as an M/M/N queuing system. However, after introducing a dynamic cleaning cycle,
microservice replicas in the system may be in either an available state or a cleaning state.
In this case, it is necessary to recalculate the number of available microservice replicas in
the system.

Suppose the dynamic cleaning cycle of microservice Vi is Ti, and Ti is the available
time of the microservice. Microservices independently perform cleaning operations at the
rate of 1/Ti. Suppose ci is the average number of replicas of available microservice Vi,
and k is the number of replicas that are being re-cleaned. Therefore, the total quantity is
ni = ci + k. X is the aggregation rate at which microservice Vi in the system completes its
dynamic cleaning, and S is the average time required for microservice Vi to complete its
dynamic cleaning. According to the little theorem, which describes the relationship among
the available microservices, available time and arrival rate of the system, we can obtain
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k = X× S, ci = X× Ti. The dynamic cleaning process may involve the time for changing
a new IP address, modifying the configuration file, and regenerating a new microservice
image. Usually, S is a fixed value, and the dynamic cleaning cycle is dynamically set
according to the security performance requirements of its microservice system.

A Continuous-Time Markov Chain (CTMC) shown in Figure 3 is used for calculation
X. State k represents the number of replicas of microservices Vi that are being dynamically
cleaned, and ni − k represents the number of replicas of microservices Vi that are in an
available state. Assuming that the arrival rate and departure rate are stationary, they,
respectively depend on the cleaning cycle Ti and the fixed value of S. The probability
distribution of the number of microservice replicas in the cleaning state is obtained using
the general survival equation, as shown in Equations (7) and (8).

pi
k = pi

0·
k−1

∏
r=0

(ni − r)
(r + 1)·Ti·S

= pi
0·(

S
Ti
)

k
·
(

ni

k

)
k = 1, 2, · · · , ni (7)

pi
0 =

[
1 +

ni

∑
k=1

(
S
Ti
)

k
·
(

ni

k

)]−1

(8)

0 1 k n－1 n... ...

n/T (n－k+1)/T 1/T2/T

n/S(k+1)/S2/S1/S

Figure 3. CTMC State Transition Process.

From this, the aggregate rate of dynamic cleaning X can be calculated, as shown in
Equation (9).

X =
ni

∑
k=1

(
k
S

)
·pi

k =
1
S

ni

∑
k=1

k·pi
k (9)

where the number of available microservice replicas in the system can be calculated using
Equation (10).

ci = X·Ti =
Ti
S

ni

∑
k=1

k·pi
k (10)

The response time of microservice Vi with a single replica arrival rate of µi is calculated
using the MMN queuing theory, and the calculation is carried out by Equation (11).

RTi =
1
λi

(
λi
µi

+ δi
(ciδi)

ci

ci!
pi

0

(1− δi)
2

)
, Vi ∈ V (11)

where δi = λi
ciµi

, and pi
0 represents the steady-state probability that there is no request

arrival in the request queue of the microservice Vi. Suppose the request arrival rate of the
system root node is λ. Microservice Vi receives all traffic requests from its predecessor
nodes and distributes the traffic requests to the subsequent nodes with equal probability.
Therefore, based on the request arrival rate of the root node, the request arrival rate of the
entire system’s microservice nodes can be calculated. The microservice call chain with the
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largest response delay in the system characterizes the system delay of the microservice. It
can be expressed by Equation (12).

ψt = max
P⊆MAGM

{
∑

Vi∈P
RTi

}
(12)

3.4. Defense Effectiveness Definition

Based on the MAGM and CKC models, the attacker’s attack process can be described
as: the initial stage, lateral movement, service hijacking, and other stages. In the initial stage,
the difficulty of the attack is determined by Equations (1) and (2), the probability of lateral
movement is decided by Equation (3), and the selection of the attack path is based on the
defense weight given by Formula (4) to complete the service hijacking. To block the attack
process, it can be concluded from Equation (3) that the smaller the dynamic cleaning cycle,
the better. However, the dynamic cleaning cycle will directly affect the number of available
replicas. The smaller the dynamic cleaning cycle, the fewer the number of available replicas,
which further affects the QOS. To enhance the QOS, it is necessary to increase the number of
available replicas, which will further increase resource consumption and cause difficulties
in the configuration of system security defense. In the face of dynamic traffic requests, it
is necessary to balance the two aspects of factors, ensuring the QOS while enhancing the
security performance of the system as much as possible. To comprehensively consider
these factors, the defense effectiveness of the system is defined as shown in Equation (13).

maxDE = ω1·ϑ1(φt) + ω2·ϑ2

(
1
ψt

)
s.t.ψt ≤ ψSLO, Ti ≤ Ts

(13)

where ψSLO represents the response time constraint of the microservice, Ts represents the
maximum cleaning cycle of the microservice, ω1 and ω2 are the weight coefficients of the
indicators, and ϑ1 and ϑ2 are the normalization functions of the indicators.

4. AD2S Strategy Framework
This section first provides a detailed description of the overall framework of AD2S.

This framework acquires the operational status of microservices in the cloud-native plat-
form through the state monitoring module, then solves the security defense configuration
at the current moment through the DQN algorithm, and dynamically deploys the obtained
decision vectors to the microservices through the security policy module.

4.1. The Overall Framework of AD2S

In this paper, an AD2S framework for microservices based on DRL is proposed, which
includes a state monitoring module, a computing node, an initial state vector, a DQN
algorithm, and a decision vector. The framework is shown in Figure 4.

The container cloud cluster is mainly composed of the modified Kubernetes extracting
real-time orchestration details, and is also responsible for real-time monitoring of the mi-
croservice cleaning cycle Tt = {T1, T2, . . . , Tn}, the number of replicas Nt = {n1, n2, . . . , nn},
and the request arrival rate λt = {λ1, λ2, . . . , λn} in the cloud. The three together form the
initial state input vector of the AD2S framework. The DQN algorithm obtains the optimal
decision vector at the current moment through multiple training processes. According
to the optimization objective of Equation (13), it solves the optimal security deployment
strategy of the microservice under the current state conditions in real time and sends the
optimal security configuration decision vector to the security policy deployment module.
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Figure 4. The Overall Framework of AD2S.

When the status monitoring module detects changes in the status of a microservice,
it includes the request arrival rate, the number of replicas, node failures, etc. The status
monitoring module will resend the latest status to the DQN algorithm module, obtain the
latest security decision vector, guide the dynamic scaling unit in the security policy deploy-
ment module to manage the number of microservice replicas, and guide the microservice
dynamic cleaning unit to complete the cleaning operation of replicas. When performing the
cleaning operation, in order to minimize the adverse impact on the cleaning of microservice
replicas, while providing the decision vector, determine whether to update the dynamic
cleaning cycle. Specifically, if the cleaning cycle at the current moment is greater than that
at the present moment, it indicates that the security performance of the system is better at
this time. Microservices that have not completed cleaning at the current moment choose
not to update the cleaning cycle. If the cleaning cycle at the current moment is less than
that at the present moment, it indicates that the security performance of the system at
this time is poor. Microservices that have not completed cleaning at the current moment
should immediately update their cleaning cycles. The core of AD2S lies the fact in that the
decision module based on the DQN algorithm can input the initial state vector obtained
by the state monitoring module through the neural network, quickly obtain the security
configuration vector of the microservice under the current user request, and guide the
security configuration strategy module to optimize the deployment of microservices in
the cloud. Section 4.2 will provide a detailed introduction to the optimal security defense
configuration algorithm based on DQN.

4.2. Adaptive Dynamic Defense Strategy Optimization Algorithm Based on DQN

This section solves the problem based on the DQN network and proposes an adaptive
dynamic strategy optimization algorithm. DQN estimates the action value in the state
through the Q-network, avoiding the problem of Q-table explosion caused by traditional Q-
learning algorithms in the high-dimensional state-action space. PPO and A3C perform well
in continuous action Spaces. The action selection in this paper is a high-dimensional action
space problem that is discrete and highly combinable. DQN can effectively alleviate the
problems of Q value overestimation and dimension explosion through Action Factorization
and the Double DQN, Dueling Network structure. Therefore, in this paper, the DQN
algorithm is utilized to solve optimization problems.
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In the sample exploration phase of the training process, the DQN selects the action to
be executed based on the “ε-greedy strategy” according to the Q-value estimate output by
the Q(St, a; θ) network, that is, the action with the largest Q-value estimate in the current
state is selected with probability 1 − ε, and the action is randomly selected with probability
ε. As the training proceeds, ε starts from εmax and decreases linearly to εmin in M steps,
coordinating the relationship between the “exploration” ability of DQN to unknown actions
and the “utilization” of the action value, making the untried actions more widely explored
in the early stage of training and the training experience more fully utilized in the late
stage of training. In addition, to improve sample utilization, DQN uses an experience
replay pool ⟨St, at, rt, St+1⟩ to store samples. When the number of samples reaches the
batch processing requirement, DQN starts to train the Q-network, so that it can estimate the
state action value estimation more accurately. At t time, the loss function can be expressed
by Equation (14).

Loss(θ) = E
[

1
2
(yt −Q(St, a; θ))2

]
(14)

Here, let Q(St, a; θ) be the output values for state St and action a when the neural
network parameter is θ. yt is the learning objective of the evaluation network, which
consists of the current moment’s reward rt and the estimated value of the target network
for the next moment Q(st+1, a; θ−). Specifically, it can be expressed by Equation (15).

yt = rt + γQ
(

St+1, max
a

Q(St+1, a; θ); θ−
)

(15)

In each iteration, the agent will select an action at based on the current state St, then
execute this action and receive new states St+1 and reward rt from the environment. This
information will be collected and used to update the parameters of the evaluation network
to improve future decisions. The states, actions, and reward in the algorithm design are
defined as follows.

(1) Status: The operational status of each microservice is composed of information
such as the number of its replicas, the computing node it is located on, and its security
configuration. For the i-th microservice, the number of its replicas is ni. The computing node
where the microservice replica is located can be represented as RSi = [id1, id2, . . . , idni ],
where id represents the serial number of the computing node where the microservice replica
is scheduled to the cluster. Therefore, the running state of the entire application can be
represented as Rt = {RS1, RS2, . . . , RSn}, that is, the collection of the running states of
all microservices. At t time, the security configuration consists of the current number
of replicas Nt = {n1, n2, . . . , nn} and the cleaning cycle Tt = {T1, T2, . . . , Tn}, combined
with the request arrival rate λt = {λ1, λ2, . . . , λn}. The three together form the security
configuration Ht = {Tt, Nt, λt} at the current moment. All this information can be obtained
in real time through the API interface by the status monitoring module. After processing
the initial state vector by the state monitoring module, the state data is a combination of
the running state and the security defense configuration, that is, St = {RSt, Ht}.

(2) Action: The policy deployment module needs to determine each microservice
replica vector Tt = {T1, T2, . . . , Tn} and the cleaning cycle vector Tt = {T1, T2, . . . , Tn}
under the current request arrival rate λt = {λ1, λ2, . . . , λl}. This is a high-dimensional
decision for the policy deployment module. The high-dimensional action space leads
to excessive computational complexity in estimating the Q value between actions in dif-
ferent states, resulting in the problem that DQN has difficulty converging. To address
this issue, this section decomposes high-dimensional single-step decisions into multiple
low-dimensional decisions. Low-dimensional decisions include selecting a microservice
node to be updated, changing the number of replicas of the selected microservice, and
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altering the cleaning cycle of the selected microservice. The action space is represented
as: At = {i+, i−, ∆N+, ∆N−, ∆T+, ∆T−, 0}. i+, i− indicates that the index of the selected
microservice increases or decreases by 1, ∆N+, ∆N− indicates that the selected microservice
increases or decreases by ∆N replica, ∆T+, ∆T− indicates that the cleaning cycle of the
selected microservice increases or decreases by ∆T, and 0 indicates that no action is taken.
Ultimately, the maximum reward is gradually optimized in the action space to obtain the
optimal security defense configuration under the current operating state.

(3) Reward: When calculating the current reward, the defense effectiveness DE defined
in Equation (13) is used as the target of the DRL algorithm. By obtaining the operating
state and security defense configuration of microservices, current state data is generated;
combined with action selection, the defense effectiveness is calculated as the reward.

Then, based on the above model, the DQN Network in this section uses the Convolu-
tional Neural Network (CNN) to extract the st state information of 3× n, and then maps the
output tensor of the CNN network to the action space through the fully connected network.

The solution process of the optimal security defense strategy optimization algorithm
based on DQN is shown in Algorithm 1. In order to reduce the training time of the DQN
model and improve the training accuracy of the model, a training strategy combining offline
and online is proposed for the microservice scenario. In the first stage, the offline training
phase, the model is trained through a large number of randomly generated datasets, which
simulate different microservice operation states and security defense configurations. In the
second stage, by using the basic parameters obtained in the first stage, the online training
stage can start the optimization process more quickly. The advantage of this two-stage
training strategy lies the fact in that the initial point of the online training stage is based on
the already converged offline model. This not only reduces the overall training time but
also improves the performance and response speed of the model in actual deployment.

Algorithm 1. Optimal Security Defense Strategy Optimization Algorithm Based
on DQN.

Input: MAGM, User request arrival rate
Output: Neural network parameters
1. Initialization: neural network parameter θ, θ−, the experience replay pool D,
discount factor γ, learning rate α, greed coefficient ε, the number of empirical samples L,
target network update step C.
2. for episode in range (STEPS) do
3. Under the initial conditions, the microservice security defense configuration
Ht = {Tt, Nt, λt} is randomly generated
4. Generate the initial microservice state vector in combination with the runtime
status St = {RSt, Ht}
5. ε = ε− (εmax − εmin)/M
6. if ε < εmin do
7. ε = εmin

8. end if
9. Randomly select an action at with a probability of ε, otherwise select
at = max

a
Q(St, a; θ)

10. Modify the defense configuration vector based on action at to reach the next
state St+1

11. Calculate the reward rt based on Equation (13)
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Algorithm 1. Cont.

12. Store the obtained sample experience ⟨St, at, rt, St+1⟩ in D
13. if |D| > batch do
14. Collect batch samples from D, calculate the loss function based on
Formula (14), and update the network parameters θ using the gradient descent method
15. end if
16. Use Equations (14) and (15) to perform the gradient descent method and
update the network parameters θ

17. if |D|%L == 0 do
18. Update the parameters of the target network θ− ← θ

19. end if
20. Update the parameters of the target network θ− ← θ

21. end for
22. Obtain the optimal microservice security defense configuration

5. Experimental Results and Evaluation
This paper first introduces the experimental environment parameters and application

scenarios, then presents the strategies compared with AD2S, and finally analyzes the
experimental results to verify the effectiveness and scalability of AD2S.

5.1. Experimental Environment and Parameter Settings

In the simulation experiment, the hardware configuration consists of 7 servers, each
equipped with 40-core 2.5 GHz CPU, 32 GB memory, and 1 TB hard disk, among which
1 serves as the management node. The DQN algorithm is implemented based on Pytorch
1.12.1, and the language version is Python 3.9. The neural network consists of two two-
dimensional convolutional layers (CNN) and two fully connected layers (FC), following the
standard architecture of “convolutional feature extraction, flattening, and fully connected
classification.” Data are sequentially propagated through the network via feedforward
connections. The detailed architecture and parameter configurations are as follows:

First convolutional layer (Conv1): The input channel is 1, and the output channel is 16.
5× 5 convolutional kernel is used with padding set to 2 to preserve spatial dimensions, and
a stride of 1 is applied. Given an input feature map of size 3× n, the output retains the same
spatial resolution, resulting in a feature map of size 16× 3× n. This layer is followed by a
Batch Normalization (BN) layer and the Rectified Linear Units (ReLU) activation function,
which collectively accelerate training and enhance nonlinear representational capacity.

Second convolutional layer (Conv2): The input channel is 16, and the output channel
is 3. The convolutional kernel remains 5× 5, with stride 1 and padding 2, ensuring that
spatial dimensions are preserved. The output feature map is of size 3× 3× n. Similarly,
this layer is followed by BN and the ReLU activation function.

The output of Conv2 is then flattened into a one-dimensional vector of length 3× 3× n,
which serves as the input to the fully connected layers.

First fully connected layer (FC1): This layer maps 3× 3× n input neurons to 64 output
neurons. A ReLU activation function is applied after this layer to maintain nonlinearity
and mitigate the risk of vanishing gradients.

Second fully connected layer (FC2): This layer takes 64 input neurons and produces
7 output neurons, corresponding to the 7 available actions. As the output layer, it applies
no activation function, directly outputting the Q-values for each action.

The ReLU activation function is applied after each convolutional layer and after the
first fully connected layer, and always after BN, following the standard sequence: Conv/FC,



Electronics 2025, 14, 4096 15 of 23

BN, ReLU. This design normalizes feature distributions prior to nonlinear transformation,
thereby improving training stability. Moreover, ReLU sets all negative values to zero,
inducing sparse activations that encourage the model to focus on salient features and
enhance generalization capability.

On the container cloud cluster, the microservice graph is generated based on the
NetworkX 2.8.4 toolkit, and the invocation relationships between microservices are shown
in Figure 1. In the simulation experiment, the traffic dataset from electronic retailers [36]
was used as the request arrival rate of the microservice, and the dataset was normalized to
ensure the consistency of the data range, which is conducive to the learning and prediction
of the model. Define request arrival rate greater than 0.7 as high request traffic and
request arrival rate less than 0.4 as low request traffic. When the request traffic arrives,
the AD2S strategy optimizes and updates the microservice system configuration based on
the current state. In each optimization solution, AD2S iterates multiple times to obtain
effective decisions.

In order to reasonably set the model parameters of DQN, key parameter settings are
made for the scheduling model. Among them, the reward discount factor γ is 0.9, the
sampling batch is 32, the network update step L is 200, the experience replay pool D is
30,000, the greedy coefficient update step M is 10,000, the learning rate is 0.0001, εmax is 1,
εmin is 0.1, and the risk adjustment coefficient ξ is 0.8. The target weight of microservices
ω1 and ω2 can be dynamically adjusted according to actual business requirements. For
instance, in the financial system where security is given more emphasis, it can be set to
ω1 > ω2. In the video service system where QOS of users is given more importance, it can
be set to ω1 < ω2. To simplify the problem, the target weights of microservices ω1 and ω2

are both 0.5. The set parameters can enable the AD2S algorithm to converge rapidly and
obtain a relatively high reward.

5.2. Comparative Strategies

In the experiment, the proposed AD2S is compared with the Unified Configuration
Strategy [9], DSEOM Strategy [20], and OADSF Strategy [21] to highlight the advantages of
AD2S. Detailed information about the comparative strategies is as follows:

(1) Unified configuration strategy. This strategy utilizes a dynamic cleaning mecha-
nism to configure security protection for microservices. However, this strategy assumes
that the cleaning cycle of all microservices is the same, simplifies the optimization problem
of security defense configuration, reduces the complexity of optimization, and uses the
particle swarm algorithm to obtain the optimal result.

(2) DSEOM strategy. This strategy characterizes the attack difficulty of the system
through the attack graph models at the application level and container level and uses the
dynamic cleaning strategy to configure the security defense of microservices. However,
this strategy utilizes the intermediary centrality characteristic of the graph to solve the key
microservice nodes in the attack graph, and only performs security defense configuration
on the key microservice nodes, while no security defense configuration is performed on
other non-key microservices.

(3) OADSF strategy. This strategy characterizes the attack difficulty of microservices in
the container cloud environment through MAGM and configures the security defense for all
microservice nodes. Finally, the system defense effectiveness is dynamically optimized by
using the DRL method. However, this strategy only considers the security after deploying
the dynamic cleaning strategy, lacking the synergy of multi-dimensional defense strategies
such as resource allocation strategies and the number of container replicas.

Since DSEOM and SmartSCR only update the security configuration of microservices,
in the simulation experiment, the default Horizon Pod Autoscaler (HPA) method of the



Electronics 2025, 14, 4096 16 of 23

Kubernetes orchestration platform is simulated to dynamically expand the number of repli-
cas. The number of independent replicas is updated based on the resource consumption
under dynamic traffic requests. Since AD2S not only takes into account the security defense
strategies of microservices, but also considers the impact of different cleaning cycles on
the number of replicas, which in turn affects the QOS. In the simulation experiment, the
number of replicas is updated based on the coordination of multi-dimensional defense
strategies such as security defense and resource allocation strategies, which is also one of
the main innovation points of this paper.

5.3. Result Analysis
5.3.1. Convergence Evaluation of the DQN Algorithm

As shown in Figure 5, it is the influence of the size of the experience replay pool
on the convergence of the AD2S algorithm. Among them, for each training step, DON
will interact with the environment 100 times. It can be seen that the AD2S algorithm can
converge at 80 steps. The size of the experience replay pool D affects the convergence
stability of the AD2S algorithm. When the experience replay pool is set too small, the
quintuples of the obtained experience samples are not sufficient, and some important
experience samples may be lost. After convergence, it may cause fluctuations in the reward.
For instance, when D = 10,000, the neural network is trained and learned based on the
empirical samples obtained. When the training reached about 85 and 108 steps, the reward
value after convergence fluctuated. When D = 30,000 and D = 50,000, the empirical samples
filled in the neural network experience replay pool are more sufficient, and the reward
after convergence tends to be stable without obvious fluctuations. When D = 30,000, the
convergence speed of the algorithm is faster. Therefore, D = 30,000 is set in this paper.

Figure 5. Impact of Experience Replay Pool on Reward.

Figure 6 shows the impact of the update step M when ε drops from εmax to εmin on
the convergence of the algorithm. Among them, for each training step, DON will interact
with the environment 100 times. It can be seen that as the greedy coefficient decreases, the
neural network can converge more quickly. However, the reward M = 5000 is lower than
that M = 10,000 and M = 20,000. The main reason for this is that M reflects the speed at
which the neural network explores the unknown space during the training process. The
faster this speed is, the higher the degree to which the algorithm utilizes the optimal action
learned from empirical samples, and the faster the convergence speed, but it may converge
to a suboptimal solution. The lower this speed is, the more emphasis the algorithm pays on
exploring the unknown action space, the slower the convergence speed, and the higher the
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reward obtained. Therefore, based on the experimental results in Figure 5, when M = 10,000
is set in this section, the convergence speed is faster, the reward value is more stable, and
there is no significant difference in the reward compared with the setting of M = 20,000.

Figure 6. Impact of Descending Steps ε on Reward.

5.3.2. Defense Effectiveness Evaluation of AD2S

To measure the effectiveness of AD2S on the dynamic security protection strategy for
microservices, Figure 7 shows the security performance of the system when configuring
the dynamic security defense for microservices under different strategies. Each group of
experiments was independently repeated 10 times, with a confidence interval set at 0.95.
The horizontal axis represents the arrival rates of dynamic traffic requests, and the vertical
axis represents the relative security. By comparison, it can be seen that AD2S improves the
overall security performance by an average of 13.7% and 38.2%, with standard deviations
of 2.1% and 4.1%, respectively under low traffic requests and high traffic requests compared
with other security protection strategies, indicating that AD2S can effectively enhance
the security defense capabilities of microservices. As can be seen from Figure 6, first
of all, under low traffic requests, several strategies can all demonstrate relatively good
security performance. This is because under low traffic requests, microservices can reduce
the dynamic cleaning cycle, improve the security performance, and at the same time,
it is easier to meet the delay constraints. At this time, the system has relatively good
security performance.

Figure 7. Comparison of Relative Security Under Different Strategies.
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Under high traffic requests, the security defense capabilities of strategies such as
OADSF, unified configuration, and DSEOM for microservices have significantly declined.
Among them, the DSEOM strategy has the lowest security performance. The main reason
is that the DSEOM strategy determines the key microservices by calculating the centrality
of the mediation and only conducts dynamic defense for the key microservices. Compared
with the DSEOM strategy, OADSF has higher security performance. The main reason is
that this strategy depicts the attack path and difficulty of microservices from the application
level and container level through the attack graph model and configures security defense
for all microservice nodes in the attack graph. Finally, the effective defense of the system
was dynamically optimized by using the DRL method, which improved the overall security
performance of the system. AD2S can still maintain good security performance. This
is because this strategy makes comprehensive decisions on the resource allocation, the
number of replicas, and dynamic cleaning strategies, etc., to achieve the synergy of security
defense strategies and resource allocation strategies. Therefore, under the condition of
dynamic traffic requests, this strategy can combine resource allocation and security defense
strategies to enhance the security defense capabilities of the system to the greatest extent
while ensuring QOS.

To measure the impact of AD2S on QOS, Figure 8 shows the comparison of response
delays of system microservices under different strategies. Each group of experiments was
independently repeated 10 times, with a confidence interval set at 0.95. The horizontal axis
represents the arrival rates of dynamic traffic requests, and the vertical axis represents the
response delays of microservices. By comparison, it can be seen that AD2S reduces the
response delay by an average of 7.6% and 41.6%, with standard deviations of 5.5% and
4.3%, respectively, under low traffic requests and high traffic requests compared with other
security strategies. This indicates that AD2S can enhance the active security capabilities of
microservices while effectively reducing the impact on the QOS.

Figure 8. Comparison of Response Time Under Different Strategies.

As can be seen from Figure 8, the response delays of all strategies are relatively
similar under low traffic requests. This is because when the traffic requests are small, the
user request can be completed under the condition of response constraints, and at this
time, the system has a relatively small response delay. Under high traffic requests, the
response delay of OADSF is relatively high. The main reason is that when deploying
security defense strategies and the operational status of microservices changes, the system
uses the default scaling method of the Kubernetes platform to update the number of
microservice replicas. However, when the high traffic requests change dynamically, the
number of available replicas is insufficient. The response time exceeds the service constraint
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conditions, resulting in the current microservice resource configuration and security defense
strategy not being effectively matched, thus the response delay is relatively higher. AD2S
can still maintain a relatively low response latency. This is because when this strategy
allocates resources for microservices, it comprehensively considers the impact of changes in
the number of replicas and dynamic cleaning strategies on system security performance and
QOS. Therefore, under dynamic traffic requests, by coordinating security strategies with
resource allocation strategies, the security performance can be improved simultaneously.
Effectively ensure the QOS of the system.

To measure the real-time defense effectiveness of AD2S on the microservice system,
Figure 9 shows the overall defense effectiveness of the system when microservices are
dynamically configured under different strategies. Each group of experiments was inde-
pendently repeated 10 times, with a confidence interval set at 0.95. The horizontal axis
represents the arrival rates of dynamic traffic requests, and the vertical axis represents
the defense effectiveness of the system. By comparison, it can be seen that the defense
effectiveness of DSEOM is the lowest. This is mainly because it selects key microservices
based on the centrality of the intermediary in the graph. Attackers may select non-key
services for attack, resulting in a lower defense effectiveness of the system. OADSF protects
all microservices, but it ignores the impact of the cleaning cycle and the number of replicas
on QOS. With the arrival of high traffic requests, the defense effectiveness declines to a
certain extent. The advantages of AD2S are more obvious. The main reason lies the fact in
that when AD2S strategies quantify security performance, they fully consider the attack
paths at multiple levels such as the application layer and container layer and combine
the probability relationship of successful intrusion by attackers. At the same time, when
quantifying the QOS considering that the dynamic cleaning strategy will affect the number
of available microservice replicas, the defined defense effectiveness is made more precise.
Finally, by combining the traffic requests of microservices and using the DRL strategy to
solve the optimal strategy in real time, it can better deal with the actual attack scenarios.
Since the unified configuration strategy assumes that all microservices have the same clean-
ing cycle, when dealing with large-scale microservices, there is a possibility of falling into a
local optimum when using particle swarm to solve for the optimal defense configuration.

Figure 9. Comparison of Defense Effectiveness Under Different Strategies.

Furthermore, under high traffic requests, the defense effectiveness of the unified
configuration strategy is inferior to that of the AD2S strategy. The latter can interact with
the agent during the training process and more fully the experience decision samples,
thereby demonstrating better defense effects in practical applications. The AD2S strategy
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proposed in this paper takes into account both the security gain of microservices and the
QOS, quantitatively and precisely describing the security of microservice systems. After
convergence, the average defense effectiveness is already very close to the optimal strategy,
and it can achieve a stable security defense effect. Compared with the DSEOM strategy
and the OADSF strategy, the defensive effectiveness of AD2S has increased by 34.38% and
10.28%, with standard deviations of 2.4% and 3.2%, respectively.

Figure 10 shows the impact of ω1 and ω2 on the system’s defense effectiveness in
the AD2S strategy. Each group of experiments was independently repeated 10 times,
with a confidence interval set at 0.95. The influence of parameters ω1 and ω2 on the
system’s defense effectiveness was analyzed. When ω1 is 0.2, the system’s requirements
for security performance are relatively low, the dynamic cleaning cycle Ti can be adjusted
to a larger value, and QOS can be completed under the constraint conditions. When ω1

is 0.5, the system’s security performance and QOS are relatively balanced, with a certain
improvement in security performance, while the QOS remains basically unchanged. When
ω1 is 0.8, the system has relatively high requirements for security performance. The
dynamic cleaning cycle Ti is set to a smaller value. However, the dynamic cleaning cycle
will directly reduce the number of available microservice replicas, and QOS violates the
constraints. The AD2S strategy fully considers this factor and dynamically expands or
shrinks the number of replicas, thus slightly improving QOS. The defense effectiveness
has not changed significantly. In practical application scenarios, the value of security
performance weights can be adjusted according to QOS requirements to maximize security
performance while meeting delay constraints.

Figure 10. Comparison of Defense Effectiveness Under Different ω1 and ω2.

5.3.3. Usability and Scalability Evaluation of AD2S

Figure 11 depicts the usability and scalability of the strategy. By increasing the number
of replicas and simulating dynamic traffic requests, the decision time for different strategies
to generate system configurations under each dynamic traffic requests are recorded during
the simulation process. The horizontal axis represents the number of replicas in the
application, and the vertical axis represents the time consumption to solve the security
defense configuration. In the experimental setup, the scale of the entire application is
changed by altering the number of microservices in the application. By comparison,
it can be seen that the unified configuration strategy takes the most time. When the
application scale increases to 300, the solution time increases significantly. Therefore, it is
suitable for small-scale application scenarios where the traffic requests are relatively small.
The time consumption of DSEOM is the shortest. As the application scale increases, the
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solution time does not increase significantly. This is because it only needs to execute the
dynamic cleaning strategy on the key nodes in the attack graph, with a small computational
scale and a fast solution speed. OADSF implements a dynamic cleaning strategy for all
microservices, which slightly increases the solution time compared to DSEOM. Finally, the
AD2S strategy slightly increases the time. The main reason is that when AD2S solves the
security defense strategy, it simultaneously considers the cleaning cycle and QOS, making
the problem solution more complex. The AD2S strategy reduces the dimension of the
action space, optimizes the training model, and effectively reduces the problem solution
time. As the traffic requests increases, the solution time shows a linear growth trend
compared with the DSEOM and OADSF strategies and is capable of handling larger-scale
application scenarios.

Figure 11. Comparison of Usability and Scalability.

6. Conclusions
This paper proposes the AD2S strategy to address the issue that it is difficult to

balance security defense and QOS in a dynamic cloud-native environment. Firstly, the
complex attack process of microservices was analyzed, MAGM was constructed, and
security threats were extracted from multiple dimensions. By using the attack graph and
queuing theory, the relationship among security performance, QOS, cleaning cycle, and
the number of replicas was constructed, taking into account both security performance
and QOS, and the defense effectiveness was quantitatively described. Then, in order to
achieve the dynamic optimization of the microservice defense strategy, an adaptive defense
framework was designed, which includes a state monitoring module, a security policy
deployment module, and a dynamic defense strategy optimization algorithm based on
DRL. Through collaborative work, the optimal cleaning cycle and the number of replicas of
the microservices at the current moment are updated in real time. Finally, the experimental
results show that, compared with the existing security defense strategies, AD2S can provide
an effective system security policy update solution in dynamic traffic requests scenarios.
While taking into account the QOS, the defense effectiveness of the AD2S strategy increased
by 34.38% and 10.29%.

However, this strategy framework still has the following problems: (1) considering
the security configuration under different cleaning cycles, it will inevitably introduce time
consumption; (2) this excludes some threats such as insider attacks and supply chain
compromises; and (3) integration with the existing system. For future work, consider the
following: (1) use different MTD strategies for security configuration for different attack
types to further enhance security and reduce time consumption; (2) extend the attack graph
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to include privileged internal entities, enhance state representations with software supply
chain integrity metrics; and (3) verify in the actual production environment and further
visualize the MAGM model.
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