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Abstract

6G low-power and lossy network (6G LLN) is a kind of distributed network designed for IoT
and edge computing scenarios of the sixth-generation mobile communication technology.
Its routing technologies should fully consider characteristics of green and low carbon,
constrained nodes, lossy links, etc. This paper proposes an improved routing protocol for
low-power and lossy networks (I-RPL) to better suit the characteristics of 6G LLN and meet
its application requirements. I-RPL has designed new context-aware routing metrics, which
include the residual energy indicator, buffer utilization ratio, ETX, delay, and hop count to
meet multi-dimensional network QoS requirements. The candidate parent and its preferred
parent’s residual energy indicator and buffer utilization ratio are calculated recursively to
reduce the effect of upstream parents. ETX and delay calculating methods are improved
to ensure a better performance. Moreover, I-RPL has optimized the network construction
process to improve energy and protocol efficiency. I-RPL has designed scientific multiple
routing metrics evaluation theories (Lagrangian multiplier theories), proposed new rank
computing and optimal route selecting mechanisms to simplify protocol, and optimized
broadcast suppression and network reliability. Finally, theoretical analysis and experiment
results show that the average end-to-end delay of I-RPL is 13% lower than that of RPL; the
average alive node number increased 11% and so on. So, I-RPL can be applied well to the
6G LLN and is superior to RPL and its improvements.

Keywords: low power and lossy network; routing technologies; routing metrics; context-
aware

1. Introduction

The 6G low-power and lossy network (6G LLN) [1,2] is a type of green and low-carbon
network that enables intelligent interconnection and symbiotic coexistence among humans,
machines, and things, contributing to the realization of the vision of “intelligent connection
of all things and digital twins”. Due to its unstable links, limited bandwidth, and restricted
processing capabilities of nodes, it is widely applied in smart city communications, disaster
monitoring, smart grids, and national defense and the military, holding significant research
and strategic value. The routing technology in 6G LLN is mainly responsible for the
selection and forwarding of data transmission paths, which is crucial for ensuring efficient
data transmission and network service quality. However, it faces numerous challenges in
complex networking environments.

Therefore, this paper proposed an improved routing technology used for 6G LLN,
which can better adapt to the characteristics of 6G LLN and ensure network QoS.
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The main contributions presented in this paper are as follows:

(1) Animproved network topology construction process is proposed.

(2) The new context-aware routing metrics, which include the residual energy indicator,
buffer utilization ratio, ETX, delay, and hop, are proposed.

(38) The recursive method is designed to calculate the candidate parent and its preferred
parent’s residual energy indicator and buffer utilization ratio.

(4) The ETX and delay calculating manner are improved.

(5) Scientific multiple routing metric evaluation theories are designed.

(6) A novel composite context-aware objective function (C-OF) is designed.

(7) New rank computing and the optimal route selecting mechanisms are proposed.

The rest of this paper is organized in the following manner: Section 2 discusses the
related works including the basic theory of 6G LLN and problems description. Section 3
details the new proposed routing technology (I-RPL). Section 4 gives the evaluation and
analysis results of I-RPL and other algorithms. Finally, Section 5 concludes this paper.

2. Related Works

2.1. Basic Theory of 6G LLN
2.1.1. The 6G LLN Architecture

The 6G network [3] will achieve seamless global coverage including land, sea, air,
and space, serving as the foundation for intelligent self-generation, ubiquitous connection,
multi-domain integration, and integrated computing and networking. It is an important
basis for future economic and social development. Its network architecture is shown in
Figure 1, consisting of a central network and distributed Subnets. The central network
meets the requirements for wide-area coverage and universal new services such as intelli-
gence and awareness. Distributed Subnets mainly meet specific requirements in various
scenarios such as satellite networks, 6G LLN, and personalized Subnets for individual
services. The 6G network architecture is designed with characteristics such as flexibility,
on-demand, and intelligence, reflecting the link relationships and networking forms among
distributed Subnets.
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Figure 1. All technologies integrated to achieve 6G network architecture evolution.
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As shown in Figure 2, the system architecture and key technologies of 6G are still in
the exploration stage. Potential architecture-based technologies such as decentralized hier-
archical networks with centralized and distributed collaboration, intelligent autonomous
distributed management mechanisms, digital twin technology, space—ground integration,
intelligent self-generation, secure self-generation, and network programmability will be
integrated organically to jointly achieve the self-organization and self-evolution of 6G net-
works. Among them, the 6G low power and lossy network is one of the key technologies
for achieving integration, wide coverage, intelligence, and greenness.
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Figure 2. Various technologies are integrated to realize the evolution of 6G architecture.

The 6G low power and lossy network (LLN) [4,5] is a new type of network architecture
for future Internet of Things and edge computing scenarios, aiming to solve the problem of
efficient communication in resource-constrained environments. The 6G LLN, a kind of dis-
tributed network, is composed of resource-constrained nodes (such as sensors [6], wearable
devices, smart terminals, etc.), which should achieve high energy efficiency and robustness
in data transmission through 6G technologies (such as terahertz communication, Al-driven
optimization, intelligent awareness, etc.), suitable for complex and harsh environments
(such as smart cities, remote healthcare, etc.). The core characteristics of 6G LLN are low
power consumption, high tolerance for lossy transmission, intelligent network topology,
heterogeneous connections, edge intelligence and collaborative computing, and improve-
ment in spectral efficiency, etc. And it can be widely used in Industry 4.0, smart agriculture,
disaster rescue, smart healthcare, etc. Compared with LLN, NB-IoT, or LoRa, 6G LLN has
significant improvements in energy efficiency, intelligence, and spectrum utilization and is
particularly suitable for sustainable communication in complex and harsh environments.

Figure 3 shows an example of 6G LLN topology [7], which can be composed of tree-
type and hybrid-type networks. Root 1-4 represent 4 different roots, 1-16 are identifiers for
different nodes, DODAG 14 are 4 different directed non-cyclic graphs, instance 1-4 are
4 different network instances. Nodes and links in this topology are constrained in terms
of computing, storage, and bandwidth; therefore, green, efficient, and reliable routing
algorithms and communication mechanisms need to be designed to ensure its reliability
and effectiveness.
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Figure 3. The 6G LLN topology instance.

2.1.2. Differences Between 6G LLN and LLN

The 6G LLN and LLN [8] share the same core goals in low power and lossy, but 6G
technology introduces revolutionary enhancements. The key differences between them are

listed in Table 1.

Table 1. Differences between 6G LLN and LLN.

Indicator 6G LLN LLN
. THz + RIS dynamic utilization Sub-GHz or authorized
Spectrum effectiveness .
of high-frequency resources frequency band

Energy consumption
management

Dynamic power consumption
optimization

Fixed sleep scheduling,
simple energy harvesting

Topological flexibility

Dynamic intelligent
networking

Static or low-speed
self-organization

Damage resistance

Al predicts channel state +
federated learning optimizes

Redundant transmission,

mechanism redundancy simple retransmission strategy
High delay Higher delay
Delay (second level) (second level)
Reliability Low Lower

Security mechanism

Physical layer security + block
chain identity authentication +
quantum key distribution

Lightweight encryption

Protocol stack and
architecture

Al-native protocol stack,
network layer Al routing, and
distributed edge intelligence

Protocol stack simplification,
centralized gateway processes
data

Failure recovery

Self-healing network

Manually replace the faulty
node or link

Application scenarios

Digital twin, AR municipal
inspection, cross-domain
collaboration of
deep-sea/space sensor
networks, etc.

Temperature and humidity
monitoring, lamp control,
forest fire warning, etc.

In a word, 6G LLN is not a simple upgrade but a triple breakthrough through “intelli-

gence + high spectrum + ultra-heterogeneous”. Therefore, its routing technology needs
to be deeply optimized based on core differences such as energy efficiency, distributed
autonomous decision-making, multi-dimensional routing metric evaluation strategy, broad-
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cast suppression, protocol simplification, and intelligence. The key points that need to be
focused on for 6G LLN routing technology [9,10] are shown in Table 2.

Table 2. Key points that should be considered for 6G LLN routing technology.

Indicator

6G LLN

LLN

Energy optimization

Al prediction,
energy awareness

Residual energy priority

Topological flexibility

Dynamic real-time
decision-making

Static or low-speed topology
update

Multi-dimensional routing
metric evaluation strategy

Dynamic adaptive
objective function

Limited resources, crude
multi-dimensional objective
functions

Broadcast suppression

Opportunistic forwarding, set
node forwarding conditions to
reduce redundant
transmission

Nodes randomly broadcast

Protocol simplification

Compress signaling header,
etc., to reduce
transmission load

Partial signaling redundancy

Reliability

Opportunistic forwarding,
multi-dimensional routing
metric evaluation

Difficult multi-dimensional
routing metric evaluation

Physical layer security, block

Security mechanism chain identity authentication, Lightweight encryption
and quantum key distribution
Protocol efficiency Hardware accelerated, 6LoWPAN

ultra-minimalist signaling

According to the characteristics of 6G LLN, this paper focuses on its routing technol-
ogy. The routing protocol for low power and lossy network (RPL) [11,12], standardized by
the Internet Engineering Task Force (IETF), is mainly designed for LLN but is not suitable
for 6G LLN. And key points listed in Table 2 should be given priority in study, since RPL
was not specifically designed for 6G LLN. Therefore, in order to optimize energy consump-
tion, improve topology flexibility, achieve multi-dimensional network QoS guarantee, set
broadcast suppression conditions, simplify routing protocols, and enhance the protocol
efficiency, this paper proposes an improved RPL (I-RPL) algorithm which can adapt to the
characteristics of 6G LLN and meet its application requirements.

2.2. Problems Description

At present, the RPL urgently needs to improve the following problems to promote the
innovation of routing technology for 6G LLN.

2.2.1. Network Topology Construction and Maintenance Technology

At present, there are relatively few technologies for researching network topology
construction and maintenance. Most of them adopt the traditional LLN routing technologies
construction schemes [13] (as shown in Figure 4). However, this construction scheme may
encounter high control overhead, energy consumption, and low construction efficiency.
Moreover, any node can become a preferred parent through broadcast DIO, but its quality
may be too poor to deliver packets, which will waste energy, cache resources, and reduce
the reliability of the network. In Figure 4, DIO, DIS, and DAO are control messages [14,15];
the detailed explanations are shown in Table 3.



Electronics 2025, 14, 4100

6 of 29

Root 1 2 3 4

DAO,
‘V DIO; ®
\
DAO,
DAO,

DAO12;

DAO1234

&

Figure 4. Simple network construction processes. (14 are 4 different nodes, -9 are transmission
sequence of control message).

Table 3. Control message explanation.

Control Messages Explanation

DIO Broadcast by parents, contains information about instance
and used for selecting parent set, maintaining DODAG, etc.
DIS Solicits DIO from neighbors
Transmits destination information upward, builds
DAO . .
uplink routing
DAO-ACK Sent by DAO receiver to acknowledge DAO

2.2.2. Energy-Aware Routing Technologies

Routing technologies based on energy awareness can effectively prolong the network’s
lifetime. Therefore, it is necessary to enhance the energy-aware and processing capabilities,
provide differentiated services based on different user requirements, energy consumption
prediction, and the multi-attribute decision optimization of 6G LLN routing technologies.
For instance, in [16], authors integrated the Energy Efficient Multipath Routing Protocol
(EM-RPL) with the Load-Based Energy Efficient RPL (EM-RPL) to address energy bot-
tlenecks. In [17,18], they combine residual energy and several other routing metrics to
determine whether the candidate parent has the ability to be the preferred parent. Each
routing metric’s importance level is decided by the relevant weighting coefficient. In [19],
authors proposed the QFS-RPL (Q-learning and Fisheye State RPL, QFS-RPL) algorithm,
which simplifies the data transmission process to reduce the energy consumption and
balance load to extend the network lifetime. In [20], authors proposed the CB-ED-RPL
(Coordinator-Based Energy-Efficient Dynamic RPL, CB-ED-RPL) algorithm. CB-ED-RPL
adopted a network energy-saving dynamic routing mechanism through the coordinator
to achieve the efficient utilization of network energy. In addition, there are many studies,
such as [21,22], that conduct research on energy consumption and the reliability of 6G LLN.
However, most of them lack the scientific multi-routing metric evaluation theory and are
unable to predict the energy consumption of nodes in real time. Moreover, there is no
efficient and scientific method for determining the importance level of each metric.

2.2.3. Resource-Constrained Routing Technologies

In 6G LLN, nodes have limited resources in terms of storage, computing, energy, and
unstable links, as well as limited bandwidth resources. Therefore, resource-constrained-
oriented routing technologies should be adopted to ensure network performance. In [23],
authors proposed the RT-Ranked (Resiliency TSCH/RPL Ranked, RT-Ranked) algorithm.
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RT-Ranked can support unexpected traffic surges to reduce control messages and load.
In [24], authors proposed the TLR (Traffic-Aware Load-Balancing Routing, TLR), which can
fully take into account the limitation of the cache and adopt an active path selection strategy
to achieve efficient load balancing and a high throughput. In [25], authors integrated the
network load and congestion conditions by an adaptive fuzzy multi-criteria decision-
making approach, combining fuzzy analytic process and TOPSIS to optimize network
performance. In [26], authors adopt the balancing model and ant colony algorithm to
effectively balance the load and congestion. In [27], authors proposed an NIAP routing
metric, which can balance the load and extend the network’s lifetime by evaluating the
average energy consumption at the network interface. In [28], authors proposed the DCRL-
RPL to evaluate the distance between the nodes and roots and the residual energy and load
influence index to balance the load and extend the network’s lifetime.

These improvements took into account the limited network resources to a certain
extent. They saved resources such as the cache and energy consumption to enhance
network performance through improving routing technologies. However, some of them
only focus on limited resources while neglecting the guarantee of other performance
indicators. Some improvements lack the scientific theoretical framework for evaluating
multi-routing metrics.

2.2.4. Calculation Method of ETX

ETX, calculated based on Equation (1), is the needed number of transmissions (re-
transmissions) the node expects to successfully transmit and acknowledge a packet. In
Equation (1), Dy and Dy are the probability of successfully receiving and acknowledging a
packet, respectively. The path ETX is equal to the sum of link ETX.

ETX = — 1)
D f X Dr

Through evaluating ETX, the path with poor quality can be effectively avoided by
selecting it as the optimal one and will improve the network reliability. At present, there
are many studies about ETX, but its calculation method is rarely studied and is basically
unchanged. In [29,30], authors proposed that ETX should be integrated with other routing
metrics, aiming to improve the performance of network. These improvements can improve
the network reliability through the in-depth study of ETX. However, some of them only
focus on evaluating ETX without considering other routing metrics. Some improvements
have no scientific and reasonable theoretical basis and can be used to determine the weight
coefficient of each routing metric when evaluating multiple routing metrics. So, the network
performance would be limited, and it is worth further study and discussion.

2.2.5. Calculation Method of Delay

A path’s delay is equivalent to the sum of the delays associated with its links. The path
with high delay can be effectively avoided by selecting it as the optimal one and improving
the real-time performance. At present, there are many studies about delay, but its calculation
method is rarely studied and is basically unchanged. In [31], authors considered queuing
and link delays by reliable and delay-efficient multi-path RPL algorithms. In [32], authors
defined an extension to the Babel routing protocol that measures the round-trip time (RTT)
between routers. In [33], authors selected the residual energy divided by the product of
ETX and delay as the new routing metric. In [34], authors list the current research status of
delay and other aspects. Although these improvements optimize the real-time performance,
most of them are not evaluating other routing metrics comprehensively, lacking scientific
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and reasonable methods to evaluate multiple routing metrics synthetically. These problems
still deserve further study and discussion.

2.2.6. Objective Function and Multiple Routing Metric Evaluation Theories

The objective function serves to define the way in which several routing metrics
should be combined and converted into rank, selecting the optimal routes. In [35], authors
proposed to construct the objective function by combining multiple routing metrics in
lexical or additive methods. In most cases, the additive method delivers better network
performance than the lexical method. However, it is a challenging task to ascertain the
weighting coefficients for routing metrics when using the additive method. And most of
them are based on experts’ personal subjective experiences. In [36], authors proposed an
entropy-based weighted approach to assign the weights of routing metrics in the objective
function. In [37], authors selected the fuzzy method to construct an objective to improve
the network performance. It can be seen that weight method and fuzzy logic method
are widely adopted in objective function currently. These improvements are either too
subjective to objectively consider the network’s actual operation or too objective to take into
account the human factors of users, control centers, etc. Meanwhile, intelligent adaptive
adjustment, distributed autonomy, and QoS cannot be guaranteed. Therefore, there is no
scientific, low carbon, and intelligence multiple routing metrics evaluation theory used in
objective functions.

2.2.7. Preferred Parent Selection Method

At present, most of the current studies adopt the following preferred parent selection
methods [38]: The node’s rank is calculated based on the objective function, and the node
with the minimum (or maximum) rank can be selected as the preferred parent. If there are
two or more candidate parents that have the same minimum (or maximum) rank, another
different selection criteria (routing metric) will be used, or one will randomly be selected
as the preferred parent. However, this random selection method may be selecting the
candidate parent with a large child number or small candidate parent set as the preferred
parent. In this way, the preferred parent may be heavily loaded or limit its next hop
selection to some extent.

In short, the recent improvements of RPL used in 6G LLN encounter large control over-
head, high energy consumption, and a lack of scientific multiple routing metric evaluation
theories. Therefore, this paper proposed an improved RPL (I-RPL) algorithm to solve these
problems. I-RPL designs new context-aware routing metrics, which include the residual
energy indicator, buffer utilization ratio, ETX, delay, and hop. Meanwhile, the candidate
parent and its preferred parent’s residual energy metric and buffer utilization ratio are
calculated recursively to reduce the effect of upstream parents. And the ETX and delay
calculating method are improved to ensure a better performance. Moreover, I-RPL has opti-
mized the network construction process and designed scientific multiple routing metrics
evaluation theories—Lagrangian multiplier theories, proposed new rank computing, and
optimal route-selecting mechanisms. Eventually, I-RPL can select the best candidate parent
as the preferred parent, acquiring major enhancements in network performance.

3. Improved RPL Algorithm (I-RPL)
3.1. Outline of I-RPL
The main contributions of I-RPL can be structured as follows:

(1) Improved network topology construction processes.
(2) Proposed new context-aware routing metrics (C-RM).
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e  Designed recursive method to evaluate the candidate parent and its preferred
parent’s residual energy metric and buffer utilization ratio.
e Improved ETX and delay calculating manner.

(3) Designed new composite context-aware objective function (C-OF).
(4) Proposed scientific multiple routing metric evaluation theories.
(5) Designed new rank computing and the optimal route selection mechanisms.

In the following sections, I-RPL will be elaborated based on the five parts men-
tioned above.

3.2. Improved Network Topology Construction Processes

I-RPL improves the network construction process to optimize network construction
efficiency, reduce control overhead, and save energy consumption, etc.

3.2.1. New Mechanisms of Network Construction Processes

(1) In the initial stage of network construction, only roots broadcast DIO; other nodes are
waiting to receive DIO without sending DIS, DIO, and DAO. In this way, the control
overhead and energy consumption can be reduced.

(2) Inorder to ensure the quality of candidate parents, I-RPL proposed that only nodes
meeting certain constraint conditions can send DIO, since these nodes may become
the preferred parent and transmit packets.

(3) Figure 5 illustrates the improved network construction processes which can improve
network construction efficiency and reduce control overhead and energy consump-
tion effectively.

Root 1 2 3 4

SDAO,
‘V oIo: o
\%

w SDAO
pIo.
Aw/

DAO:s

DAOyz3

e—

Figure 5. Improved DODAG construction process. (1-4 are 4 different nodes, (D@2 are transmission
sequence of control message).

In Figure 5, the simplified DAO (SDAO), only one bit, is used for informing the
corresponding node that the sending SDAO node is ready to join the network.

3.2.2. Improved Network Construction Processes

According to Figure 5, the improved network construction processes can be detailed
as follows:

Step 1: Roots broadcast DIO to its neighbors. DIO contains the necessary information
for network construction and maintenance. Others are waiting to receive DIO without
sending DIS, DIO, and DAO.

Step 2: Neighbors, like node 1, which receive DIO, determine if they should select the
root as its parent in accordance with the objective function. If so, it will uni-cast SDAO
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to the root, which means that node 1 is ready to join the network and selects the root as
its parent.

Step 3: After receiving the SDAO; sent by node 1, the root only needs to wait a certain
period of time (T) to receive DAO (DAOj334), which contains the entire network routing
and other related information. Meanwhile, node 1 re-broadcast DIO to its neighbors such
as node 2. Then, node 2 performs the same operation as node 1.

Step 4: Other nodes such as node 3 perform the same operation, as above-mentioned.

Step 5: If node 4 has not received DIO from other nodes within a certain period of
time, node 4 will broadcast DIS to solicit DIO from its neighbors to join the network.

Step 6: After node 4 joins the network, node 3 will uni-cast DAO34, which contains
the updated routing information to its parent (node 2). Then, node 2 uni-casts DAO534 to
node 1, and node 1 uni-casts DAO1534 to the root.

Repeat the steps stated above until the network extends coverage to all nodes.

3.2.3. Comparison and Analysis

Suppose that there are five nodes in the network, and the time required to transmit
the control message (DIO, DAO, DIS, DAO-ACK, and SDAOQO) are the same and both are
t (t > 0). According to Figures 4 and 5, the time required for the original and improved
network construction processes can be designed as shown in Equation (2).

(2)

15t +10t, original
12t 4+ 4t, improved

In Equation (2), 10t and 4t are the time required to replay DAO-ACK to DAO senders.
Therefore, the following conclusions can be drawn:

(1) Constructing a network with five nodes, the improved construction processes can
save 3t + 6t time. And that the more nodes in the network, the more time can be saved.
So, the energy consumption can be effectively reduced, and the network construction
efficiency can be significantly improved.

(2) The improved network construction processes can significantly reduce the control
overhead by reducing the DAOs (and DAO-ACKSs) number. And that the more nodes
in the network, the more control overhead can be saved.

(3)  The time for the root to wait to receive the DAO containing the network routing and
other related information can be considered as Timproved:

Toriginar — 3t + ¢, no DAO-ACK

improved { Toriginal _ (3t + 6t) +¢, with DAO-ACK ( )

In Equation (3), Tyrigina is the time required to construct the network with five nodes
using the original processes. ¢ is a small positive number. So, the network construction
efficiency can also be optimized. And the more nodes in the network, the more the network
construction efficiency can be improved.

3.3. New Context-Aware Routing Metrics (C-RM)

To satisfy the application requirements of 6G LLN, the new composite context-aware
routing metric (C-RM), which simultaneously considers the residual energy indicator, buffer
utilization ratio, expected transmission count (ETX), delay, and hop count, is proposed.
C-RM recursively calculates the candidate parent and its preferred parent’s residual energy
metric and buffer utilization ratio to reduce the effect of upstream parents, since further
paths are evaluated. Meanwhile, C-RM optimizes ETX and the delay calculating method
through a comprehensive application sum and the mean and standard deviation of ETX
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i) = REI(i) =

and delay to ensure a better performance. In the following, routing metrics used in C-RM
are designed. Suppose node c has n candidate parents.

3.3.1. Residual Energy Indicator (REI)

REI is the residual energy indicator of nodes and can be calculated based on

Equation (4).
%’Ezu)ﬂm(’) 1 = root
) initigl {1 , 0< i)<1 4
Max(%%%mm, m(ip) x 1) i #root, i=1,2,---,n == @

In Equation (4), Ejpitia1(i) and Ecyrrent (i) are the initial and current energy of candidate
parent i. i, is the preferred parent (the next hop) of candidate parent i. 7, the adjustment
parameter, is used for reducing the energy condition of parents so that the energy consump-
tion effect does not go farther than some degree. Its value is a random number in [0, 1].
REI(i) is the residual energy indicator of the candidate parent (neighbor) i and its preferred
parent i,. In other words, REI(i) evaluates the remaining energy of nodes recursively. And
the impact of the parent node’s remaining energy becomes weaker as it moves farther
down the path. Therefore, REI can be used to avoid choosing paths with low remaining
energy to transmit packets.

3.3.2. Buffer Utilization Ratio (BUR)

Buffer utilization ratio represents the buffer occupancy of nodes and can be evaluated
according to Equation (5). Q(i) is the buffer usage indicator and can be calculated based on
Equation (6). iy is the preferred parent of candidate parent i. 75, the adjustment parameter,
is used for reducing the buffer utilization condition of parents so that the buffer utilization
effect does not go farther than some degree. Its value is a random number in [0, 1]. BUR(7)
reflects the buffer utilization ratio of candidate parent i and its preferred parent i,. In other
words, BUR(i) evaluates the buffer utilization ratio of nodes recursively. And the effect of
parent buffer utilization is less when it gets farther down the path. Therefore, BOR can be
used to relieve congestion and balance the load.

L N ol() i = root
72(i) = BUR(i) = { Max(Q(i), n2(ip) X ©2) i #root, i=1,2,--- ,n (5)

0<m(i) <1

_ packets number in node (i) buf fer

Q@) total buf fer size of node (i) ’ 0=Q@) =1 ©)

3.3.3. ETX

According to Equation (1), the ETX of a link can be calculated, and then the total ETX
of a path can be obtained through summing all the links” ETX. When transmitting data
packets, the optimal path can be selected as the one with the smallest ETX. But the optimal
path may include a long single hop, which is a bottleneck of the whole network. Therefore,
C-RM proposes using the sum, mean, and standard deviation of ETX comprehensively.
First, suppose that ogrx (i), ETX(i), ETX(i) are the ETX standard deviation, sum, and
mean of links in the path from node ¢ through candidate parent i to the root and can
be calculated based on Equation (7). h; is the hop count of path P; from node c through
candidate parent i to the root. Then, the specific usage rules of ETX are as follows:

Step 1: Calculating oprx (i), ETX(i), ETX(i) of path P;.

Step 2: Arranging ETX(i) values in ascending order, then combining the paths corre-
sponding to the minimum first three ETX(i) values into the alternative path set. If less than
three paths, then all of them are selected into the alternative path set.
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n3(i) =

14(i) =

normalization

normalization

Step 3: The path with the minimum ogrx (i) will be selected as the optimal path. For
instance, suppose crrx(f) is the minimum value, then the path Py (the path from node c
through candidate parent f to the root) is the optimal one. So, f is the preferred parent of c.

Clearly, using the sum, mean, and standard deviation of ETX in a comprehensive
manner not only ensures link quality but also avoids choosing the optimal path with
high-ETX links. Normalization is required to facilitate the integration of ETX and other
routing metrics, which is shown in Equation (8).

2

h;
ETX(i) =ETXy+ETXo+,--- ,—I—ETXhI.

i = root ;
. (% 1 . .
oprx (i) i #root + VETX() = G erx() ,0< oprx(i) <1, (i=1,2,---,n) (8)
normalization E UETX(i) normalization

i=1

3.3.4. Delay (D)

As shown in Section 2.2.5, it is problematic to calculate the delay of a path in a
summation manner. The reason is that the ultimately selected path may include one or
more links experiencing a large delay. Therefore, this paper proposes to comprehensively
use the sum, mean, and standard deviation of each link’s delay in a path. First, suppose
that op (i), D(i), D(i) are the delay standard deviation, sum, and mean of links in the path
from node ¢ through candidate parent i to the root and can be calculated based on Equation
(9). h; is the hop count of path P; from node c through candidate parent 7 to the root. Then,
the specific usage rules of delay are as follows:

Step 1: Calculating op (i), D(i), D(i) of path P;.

Step 2: Arranging D(i) values in ascending order, then combine the paths correspond-
ing to the minimum first three D(i) values into the alternative path set. If the number of
paths is fewer than three, all such paths should be incorporated into the alternative path set.

Step 3: The path with the minimum op (i) will be selected as the optimal path. For
instance, suppose op(f) is the minimum value, then the path Py (the path from node c
through candidate parent f to the root) is the optimal one. So, f is the preferred parent of c.

It is obvious that comprehensively using the sum, mean, and standard deviation
of delay not only ensures delay performance but also avoids selecting the optimal path
with high delay links. For the convenience of combining delay with other routing metrics,
normalization is required, as shown in Equation (10).

hi _
on (i) = ﬁl_l Y. (s~ D)’

k=1
D(i) = Dy + Do+, ,+Dy, ©)
=, _ Dj
D(i) = hfz
i = root onl(i
. D1 . .
UD(i) l 75 root ’ UD(Z) = i/ O S UD(Z) S ]-/ (Z = 1/2/' o ,7’1) (10)

n
normalization Z op (1) normalization
i=1
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3.3.5. Hop Count

Hop count refers to the number of hops between a candidate parent and the root. It
helps avoid choosing candidate parents with more hops to transmit packets. As the hop
count has been incorporated into the calculation of ETX and delay standard deviation, the
hop count is not considered separately in this paper.

In a word, C-RM recursively evaluates REI and BOR, using the ETX and delay sum,
mean, and standard deviation to ensure a better performance of 6G LLN.

3.4. New Composite Context-Aware Objective Function (C-OF)

The composite objective function can be designed as Equation (11). It combines REI,
BOR, ETX, and D in an additive method. And w;, w,, w3, and wy are weighting coefficients,
which are used to adjust the importance of each routing metric. # is the number of candidate
parentsand  F(i) is the composite objective function of the i-th candidate parent.

Composition
3w =1
m w; =

FG) =Y wn(i),st.{ =, (=12 ,n) (11)

Composition  j=1 0< w; <1
Then, C-OF can be designed as the minimum value of  F(i) , as illustrated in

Composition
Equation (12).
m
, i , wp=1 .
CP-OF = min F(i) = min(} w;nj(i)), s.t. § j=1 , (i=12,---,n) (12)
Composition metric j=1

It can be seen that C-OF can comprehensively evaluate the REI, BOR, ETX, and D of
candidate parents. And the weighting coefficients can be used to adjust the importance
of corresponding routing metrics to further affect the evaluation results. Therefore, it
is a key problem to determine the weight coefficients of routing metrics reasonably and
effectively. I-RPL proposes Lagrangian multiplier theories to determine the weighting
coefficients of routing metrics. Lagrangian multiplier theories synthesize the subjective
(Fuzzy Analytic Hierarchy Process, FAHP) and objective (entropy method) weighting
coefficient determination methods. This scientific multiple routing metrics evaluation
theory comprehensively applied the advantage of the subjective and objective weighting
method and can select the most suitable candidate parent as the preferred parent. Thus,
the network performance can be significantly improved.

3.5. Nowvel Scientific Multiple Routing Metric Evaluation Theories

Supposing that node ¢ has n candidate parents, x;; is the value of the j-th routing metric
for the i-th candidate parent. Then, the sample set of each routing metric value at every
candidate parent is {xij\i =12---,m;j=12---,m } It can be represented as initial
matrix X.

X1 X2 X1z o Xim
X — [¥21 Y22 X233t Xom (13)

Xnl Xn2 Xp3 - Xnm
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Then, according to Equation (11), the comprehensive evaluation function of candidate
parents can be designed as Equation (14).

. m . m
Fii)= Y% wjiyj(z) = Y wj X xj;
j=1 =1
m
ZU] =1 ) . (14)
st j=1 , xij:nj(z), i=1,2,---,n,m=4
0 S w] S 1

Therefore, according to the reasonable and scientific weighting coefficients of routing
metrics, the comprehensive evaluation results of candidate parents (F(7)) can be obtained.
Then, the one with the minimum value of Equation (14) can be chosen as the preferred
parent. I-RPL proposed scientific multiple routing metric evaluation theories—Lagrangian
multiplier theories, which synthetically utilize the subjective (FAHP) and objective (entropy
method) weighting methods to select the optimal path.

3.5.1. Subjective Weighting Method

AHP compares the importance degree, possibility degree, and preference degree
of attributes of evaluators through the scale, quantifies the processing, establishes the
mathematical model, and solves it. FAHP [39] is a decision-making method based on
AHP. It introduces the fuzzy consistency matrix for the fuzziness of people’s judgment
on complex things. FAHP solves the consistency problem of the AHP judgment matrix
well. But this method is too subjective. Before introducing FAHP, the following definitions
are given:

Definition 1. For matrix R = (rl-]-) iy if 0 <ryj <1, then R is the fuzzy matrix.

nx

Definition 2. For matrix R = (r;;) _, if rij+rji = 1, then R is the fuzzy complementary

nxm
matrix.

Definition 3. For fuzzy matrix R = (rij), . Vg, if rij = rig — rjg + 0.5, then R is the fuzzy
consistency matrix.

The specific steps of the subjective weighting method based on FAHP are as follows:

Step 1: Constructing the evaluation hierarchy analysis model.

Figure 6 illustrates the hierarchical evaluation model. The objective layer, at the top of
the hierarchical evaluation model, is the ultimate decision-making goal. The criterion layer,
at the middle of the hierarchical evaluation model, consists of several evaluation criterion,
which are need to be considered (routing metrics). The scheme layer, at the bottom of the
hierarchical evaluation model, consists of evaluated objects (candidate parents).

Objective layer | Selecting the optimal preferred parent) I
o]
Z >

Criterion layer ‘
= \
’ N\
Candidate Candidate Candidate

Scheme layer parent 1 parent2 | parent n

Figure 6. AHP hierarchical evaluation model.

Step 2: Calculating the weight vector.

(a) Constructing the fuzzy judgment matrix R = (rj) .
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InR = (rjj),, . Tij represents the correlation degree of the fuzzy relationship between
the i-th element and j-th element. In order to quantitatively describe the relative importance
between any two routing metrics, this paper adopts the scale of 0.1-0.9, as shown in Table 4.

Table 4. Scale of 0.1-0.9.

Scale Variance Position
0.5 Both elements are equally important
0.6 One element is slightly more important than the other
0.7 One element is more important than the other
0.8 One element is strongly more important than the other
0.9 One element is extremely more important than the other
The counter comparison, if 7;; can be obtained through 7;
0.1-04 compared with r;, then 1-r;; can be obtained through r;

compared with 7;

(b) Calculating the fuzzy consistency matrix R’.
The fuzzy consistency matrix R’ can be calculated by Equations (15) and (16). Moreover,
the consistency checks during the matrix change processes can be avoided by Equation (15).

m
Cl:Zrij;izl,Z,---,n (15)
j=1

&= giz_n S 4 os (16)

(c) Calculating the weight vector.
The row sum normalization of the fuzzy consistency matrix R’ can be calculated based
on Equation (17), and then the weight vector wFAHP = (pFAHP ¢pFAHP gy FAHP)

be obtained.
w AP = qu )/ ZZW (17)
i=1j=1

can

According to the above-mentioned steps of FAHP, the concrete operations of calculat-
ing routing metrics’ subjective weight coefficients can be summarized as follows:

Operation 1. Constructing the fuzzy judgment matrix R.

According to Figure 7 and Table 3, the fuzzy judgment matrix R can be constructed as
shown in Equation (18).
REI BORETX D
REI |05 04 03 0.7
BOR |06 05 04 0.7 (18)
ETX |07 0.6 05 0.8
D |03 03 02 05

R =

Operation 2. Calculating the fuzzy consistency matrix R'.

According to Equations (15) and (16), the fuzzy consistency matrix R’ can be calculated
as shown in Equation (19).

05 04625 04125 0.575
R — 05375 0.5 045 0.6125 (19)
0.5875  0.55 0.5  0.6625

0425 0.3875 03375 0.5
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Operation 3. Calculating the weight vector.

According to Equation (17), the weight coefficients of routing metrics can be obtained,
as shown in Equation (20).

wEAHP — (qpFARP -y JAHP . wEARP) = (0.24375, 0.2625, 0.2875, 0.20625)  (20)

Operation 4. Calculating C-OF in the FAHP method.

According to Equation (12), the objective function (C-OF) value of candidate parent i
in the FAHP method can be represented as follows:

4
N — OF = mi FAHPy, (i
FAHP min( jgl e @) (21)

= min(0.243757; (i) + 0.262575(i) + 0.287513(i) + 0.2062514(i))

Then, the candidate parent with the minimum value of Equation (21) can be selected
as the preferred parent.

3.5.2. Objective Weighting Method

The entropy method [40,41] calculates weighting coefficients by extracting the informa-
tion entropy value of the indicator change based on the concept of entropy in information
theory. Its basic idea is calculating the weight coefficient of each indicator according to
relative importance of indicators, concept, and nature of entropy. If the information entropy
of an indicator is small, the variation degree of this indicator is relatively large, which con-
tains a large amount of information, plays a greater role, and a larger weighting coefficient
should be allocated. On the contrary, if the information entropy of an indicator is large,
a smaller weighting coefficient should be allocated. The entropy method is not affected
by the subjective factors of evaluators and can reflect the relationship between indicator
change and indicator weight well. It is an ideal objective weighting method. The concrete
steps of calculating indicator weight by entropy method are as follows:

Step 1: Calculating proportion P;; of the indicator value for the i-th evaluated object at
the j-th indicator in the initial matrix (Equation (13)), based on Equation (22).

Xij . .
Pl-]-: - ,i=12,--,nj=12,---,m (22)

Y Xjj

i=1

In Equation (22), n is the number of candidate parents of node c, m = 4 is the number
of evaluated routing metrics.

Step 2: Calculating the entropy value E; of the j-th indicator (routing metric), according
to Equation (23).

n
1

Step 3: Calculating the difference coefficient d; of the j-th indicator, based on
Equation (24).

di=1—E;

i j (24)
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Step 4: Normalizing d; according to Equation (25) and then obtaining the weighting

. . . t
coefficients of routing metrics wjn TPy,

i (25)

dj

w;‘ntmpy _

Vs

]

Then, according to Equation (12), the C-OF value of the candidate parent i in the
entropy method can be designed as follows:

4
_ — i ;ntropy N7
N-OF mm(]; w; (i) (26)

Then by the entropy method, the candidate parent with the minimum value of
Equation (26) can be selected as the preferred parent.

3.5.3. Lagrangian Multiplier Theories

I-RPL synthesizes the entropy method and FAHP to realize the complementary ad-
vantages of subjective and objective methods and obtain a better performance. In order to
obtain scientific multiple routing metric evaluation results, it is necessary to calculate the
influence of the entropy method and FAHP according to certain methods. I-RPL proposed
Lagrangian multiplier theories. And the detailed steps of synthesizing the entropy method
and FAHP through Lagrangian multiplier theories are as follows:

Step 1: Constructing the synthesized weight mathematical model.

The synthesized weight mathematical model can be constructed as Equation (27). w;
is the synthesized weight of the j-th routing metric. w](k) is the weight of the j-th routing
metric by the k-th weighting determination method. «; is weighting coefficient of the
weight determined by the k-th weighting determination method.

k
w; = oqw](.l) + uczw]@ + -+ ockw](-k) =Y ocTw](.T)
L =l (27)
sty a2=1
=1

Step 2: Constructing the fitness function.

According to Equation (14), the fitness function f(i) can be constructed as shown
in Equation (28). f(i) is the fitness function value of the i-th candidate parent. x;; is the
normalized value of the j-th routing metric of the i-th candidate parent.

f(l) = 1+11:(i) = " ! X (28)
I+ Y xix[X zxfijf]
j=1 =1

Step 3: Constructing the linear programming model and optimization model.
According to Equation (28), the linear programming model of F(i) can be constructed
as Equation (29).
minF(i) = (F(1), F(2),-- ,F(n))
ar >0

' (29)
Y a2=1
=1

s.t.

The optimization model can be constructed as Equation (30).
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T T (CONN(Y M\ 17
X11 X120 Xim 0 w%2> ZU%Z) cee ZUE,;)
1 .
minF = A[B(aw)’] = X A am A IV 2 @
1 nx1 Xnl  Xn2 - Xum X wy{) wék) . w%() (30)
ar >0, (t=1,2,--, k)
.t k
’ Y a2=1
=1

Step 4: Calculating «+ and A through constructing a function based on Lagrangian
multiplier theories.

(a) Constructing a function based on Lagrangian multiplier theories.

The constructed function based on Lagrangian multiplier theories is shown in
Equation (31).

L—fmﬂA)—Amau@ﬁ—;A<f]@—1> (31)
=1

(b) Calculating partial derivatives of a; and A in Equation (31), the corresponding
expressions are as follows:

af n m

o ZZ%]Z% Xij X w —Axy; =0 (32)
;{Z:ZZUZx”xw —Aap =0 (33)
Bak ;]Z Xjj X w — A =0 (34)

gizia%—lzo (3)

(c) Calculating a¢, (1=1, 2,--- k).
As shown in Equation (36), % can be calculated through summing the squares of
derivative functions of a+, such as Equations (32)-(34).

2
n m (
) LZl]Z xl]w]]

1

ag = ¥ (36)
Then, Equation (37) can be derived based on Equation (36).
n m 2
(1)
X;iW;
k k [121 ]21 . ‘|

Y ad Z (37)
=1 =1

After that, based on Equations (35) and (37), (38) can be derived.

k k L
Yd-1=) 1= (38)

=1 =1

2
zzwﬂl
1=0
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So ar can be represented as Equation (39).

n m
XL
i=1ij=
ay = —7 T (39)
(d) Normalizing a+.
As shown in Equation (40), «} is the normalized expression of a¢
n m
L X o))
. i=j=1 =/
R (40)
DI
=1i=1j=1 =/

Step 5: Calculating the synthesized weight.

According to Equations (27) and (40), the synthesized weight can be calculated.

There are two kinds of weight determination methods (FAHP and entropy) designed
Therefore, the expression

in I-RPL, so k = 2, supposing that a7 = ap,p and a; = &g, -

of synthesized weight can be constructed as Equation (41).

_ o (1) w. (2) FAHP * entropy
wj = Déle + “2wj - “FAHij + “entropy j
n 4
(FAHP)
L L xijw;
* * i=1j=1
&1 = &FAaHP = n 1
i x..w(FAHP) + i x“w(entropy)
1 1 1 H
i=1j=1 7 i=1j=1 75 (41)
i ixijw(entropy)
* * i=1j=1 !
&y = Kentropy = 4
FAHP t
Y X xijw](' 'y v xijw](e" ropy)
i=1j=1 i=1j=1

3.5.4. Multiple Routing Metrics Evaluation Theories
The specific processes of calculating the fitness function and C-OF by multiple routing
metric evaluation theories can be summarized as follows:

Process 1: Calculating the subjective weight.
FAHP is designed to be used as a subjective weighting method to calculate the weight-

ing coefficients of routing metrics. Its concrete operations are listed in “Section 3.5.1”.

Process 2: Calculating the objective weight.
The entropy method is designed to be used as the objective weighting method to

calculate the weighting coefficients of routing metrics. Its concrete operations are listed in

“Section 3.5.2”.
Process 3: Calculating the synthesized weighting coefficients.

The synthesized weighting coefficient a; can be calculated based on Lagrangian
multiplier theories, and the concrete operations are listed in “Section 3.5.3”. Then the
normalized combination weighting coefficients a; can be obtained.

Process 4: Calculating the synthesized weight w;.
The synthesized weight w; can be obtained through Equation (41).

Process 5: Calculating the fitness function and C-OF.
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N-OF = min

Composition metric j

According to Equation (41), the fitness function and C-OF of the candidate parent i
can be calculated as Equations (42) and (43).

£ = 7R = — - : )

- 4 entropy
3 . FAHP
1+ ];E ] Xjj X W; 1+ '21 Xjj X (oc;Apr]. + Xtropy W] )
= ]:

m 4
F(l) = min(z w]’?](l»: min(z (D‘;AHPZU;:AHP + ‘X:ntmpyw;mmpy) XU](Z)) (43)
=1 j=1

*

In Equations (42) and (43), a5 yyp and &y,

and wf AHP and wje.ntmpy can be obtained depending on Equations (20) and (25). So, the one

can be obtained depending on Equation (41),

with the maximum value of Equation (42) or the minimum value of Equation (43) can
be selected as the preferred parent. Therefore, I-RPL can acquire major enhancements in
network performance.

In a word, multiple routing metric evaluation theories synthesize the advantages of
subjective and objective weighting methods. It not only overcomes the problem that the
subjective weighting method cannot consider the objective application requirements of 6G
LLN but also solves the problem that the objective weighting method cannot consider the
subjective preference factors of users. Therefore, I-RPL can significantly improve network
performance. In addition, this theory provides a certain theoretical basis for multiple
routing metric evaluations in the 6G LLN routing algorithm and other fields which need to
evaluate multiple indicators.

3.6. Complexity Analysis of N-OF

The computational complexity of OF is influenced by multiple key factors together,
such as candidate parent number, dimension of the optimization problem and convergence
criterion, and so on.

Suppose that 7 is the candidate parent number, m = 4 is the dimension of the opti-
mization problem, then the computational complexity of OF in I-RPL can be represented
as O(nm). Due to the low value of m, its complexity is approximately O(n). It can be seen
that the computational complexities of I-RPL and RPL improvements are mainly related to
the candidate parent number and the dimension of optimization problem and are basically
the same. Therefore, I-RPL can ensure network performances without incurring additional
computational complexity.

3.7. Novel Rank Calculating Method

A node’s rank represents where it is located in relation to the root. In order to avoid
loop, rank strictly increases in the Down direction (the direction from the root towards the
leaf nodes) and decreases in the Up direction (the direction from the leaf nodes to the root).
The rank of a node can be calculated based on OF. In I-RPL, we proposed a novel rank
calculated method based on C-OF.

In I-RPL, the rank of the root is set 1.0. For other non-root nodes such as node ¢, the
calculating method is based on Equation (44).

Rc(i) = Rep(i) + R(i), R(i) = F(i) +1 (44)

In Equation (44), R¢y(i), advertised by candidate parent i through DIO, is the rank of i.
R(i) is the C-OF value of the link which is from c to the candidate parent i. R.(i) is the rank
of ¢, which is based on the route from c through candidate parent i to the root.
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According to Equation (44), the values of {R¢(1), Rc(2),- -+, R¢(n)} can be obtained.
If min{R.(1), Rc(2),---, Re(n)} =R¢(f), then f can be selected as the preferred parent.

3.8. Nowvel Preferred Parent Selection Method

According to Section 3.7, it can be seen that candidate parent f with the minimum value
of Equation (44) can be selected as the preferred parent. However, this preferred parent
selection method is not applicable to all cases. For example, if two or more candidate parents
have the same and minimum rank, it is difficult to select the preferred parent, according to
Section 3.7. Therefore, the novel preferred parent selecting mechanism is proposed:

(1) If the rank of a candidate parent is equal to or less than that of current preferred parent,
but the difference between them is less than replacing the preferred parent threshold,
then the current preferred parent will not be replaced. This operation can guarantee
the topology stability of 6G LLN without affecting the network performance.

(2) If the rank of a candidate parent, calculated according to Equation (44), is less than
1.0 or greater than the node number in 6G LLN, then this candidate parent must be
eliminated from the candidate parent set. Since the quality of this candidate parent is
so bad, it is unable to deliver any packets or its rank is calculated incorrectly and it
needs to be rejoined to the candidate parent set or become a leaf.

(3) When conducting preferred parent selection, if ranks of two or more candidate parents
are equal and minimum, then the one whose candidate parent set is the largest will
be selected to serve as the preferred parent. If there are multiple candidate parents
whose candidate parent sets are the largest and equal, then one is randomly selected
as the preferred parent. Because the larger the candidate parent set is, the larger the
preferred parent selection range is, and the more likely it is to select the optimal one
as the preferred parent.

(4) If the candidate parent set of ¢ has only 1 node, then c waits for a period of time so
that more nodes may join its candidate parent set. Then, if the candidate parent set
of c is greater than or equal to 2, c selects its preferred parent by executing the I-RPL
algorithm. Otherwise, ¢ directly chooses this candidate parent as its preferred parent
without executing the I-RPL algorithm, and the rank of ¢ is equal to the rank of this
candidate parent plus 1.

4. Performance Evaluation

To quantitatively evaluate and compare the new proposed I-RPL algorithm and several
popular improvements of RPL, such as ETXOF, AHP, entropy, and OF0, we carry out a
series of experiments by OPNET14.5.

4.1. The Selected Statistic Metrics

This paper selects seven important statistic metrics, as illustrated in Table 5, to comprehen-
sively evaluate and compare the performance of I-RPL and its several popular improvements.

Table 5. The selected statistic metrics.

Statistic Metrics Explanations Formula

It is the total number of
Control overhead (CO) control messages sent
by nodes.

CcO = Y- DIO+)Y DIS+Y DAO
- simulation time

It is the ratio of the number of
successfully received packets
and the total number of

sent packets.

Packet delivery ratio (PDR) PDR(%) = 1o-0f received packets

no. of sent packets
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Table 5. Cont.

Statistic Metrics Explanations Formula

It is the average time required
for a packet being sent to Latency
its destination.

— E(receivetime756ndﬂ'm?)
no. of received packets

Network latency

It can be represented by the average residual energy of nodes or

Network lifetime .
average alive node number.

It is the average hops from

_ _ Yhops
source to destination. Hop

Hop count ~ no. of nodes

It is the average number of

nodes’ preferred parent PpC — Lno-of node's ppc changes
changes during their running - 10. of nodes

in the network.

Preferred parent
changes (PPC)

Weight coefficients (wy, wp, It reflects the changing law of weight coefficient with
w3, Wy) simulation time.

4.2. Setting Simulation Parameters

Assume that nodes are randomly deployed within the 400 m x 400 m network area
and the arrival distribution of data packets follows the Poisson distribution, the nodes’
initial energy is a random value between 0.5 ] and 1.5 ]. If the node’s residual energy is
less than 5% of its initial energy, the node is considered dead. The IRS and ISAC number,
working frequency band, and other parameters used in I-RPL are illustrated in Table 6. In
Table 6, E(v,d) [42] can be computed as follows:

2E jec X U+ €qmp X 0 X d? d < dy

45
ZEEIECXU+€fSXUXd4 d > d (45)

E(v,d) = {

Table 6. Simulation parameters.

Parameter Value
Simulation scenario 400 m x 400 m
Number of nodes 100
Working frequency band 28 GHz
MAC CSMA/CA
Adaptively determined by
Radio duty cycle (RDC) congestion degree and remaining
energy
IRS number 10
ISAC number 4
Simulation time (s) 3600
Traffic arrival rate (packet/min) 30
Initial energy (J) 0.5-1.5
Energy consumption of relaying v bit message E(v,d)
Packet format IPv6
Physical and data link layer IEEE 802.154 g
Size of packet (kbits) 0.2
Maximum buffer size (packet number) 20
Minimum buffer size (packet number) 0
Queue type FIFO
Transmission range (m) 100
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The parameters used in Equation (45) are explained in Table 7.

Table 7. Parameters used in E(v, d).

Parameter Explanation Value
Eelec Energy consumption of relaying 1 bit message 50 nJ /bit
The energy consumption of the transmission o
Eamp amplifier sending 1 bit message (d < dy) 10 pJ/bit/m
The energy consumption of the transmission o
% amplifier sending 1 bit message (d > dy) 0.0013 pJ/bit/m
dg The threshold value 87 m

4.3. Simulation Results and Analysis
4.3.1. Control Overhead

The control overhead of the I-RPL, ETXOF, HC, FAHP, and entropy is shown in
Figure 7. It can be seen that, in the initial stage of network construction, the control
overhead of each algorithm is relatively high. After 3000 s, the network gradually stabilizes,
and the control overhead reaches a stable state. In addition, the control overhead of I-RPL
is significantly lower than that of the ETXOF, HC, FAHP and entropy during the whole
network operation period, because I-RPL improves the network construction process and
reduces the number of control messages sent. Therefore, it can significantly reduce the
control overhead and improve network construction efficiency.

d»a
o
IA

Control overhead per secon

—=&— ETXOF
—®— HC <
—A— FAHP v v
2 v— Entropy < <
<4— |-RPL

0 L 1 L 1 L 1 L 1 L 1 L 1 L 1 L 1 L
0 400 800 1200 1600 2000 2400 2800 3200 3600

Simulation time(s)

Figure 7. Control overhead.

4.3.2. Average Packet Delivery Ratio

Figure 8 shows the average packet delivery ratio of I-RPL, ETXOF, HC, FAHP, and
entropy. It can be seen that, in the initial stage, the packet delivery ratio of each algorithm
is unstable; it gradually reaches a stable state after 2000 s. And the average packet delivery
ratio of I-RPL is obviously higher than that of ETXOF, HC, FAHP, and entropy, because
I-RPL proposed using the recursive method to evaluate the REI and BOR of the candidate
parent and comprehensively use the sum, mean and standard deviation of ETX and delay.
The context-aware composite routing metric and C-OF are proposed. The scientific multiple
routing metrics theories are designed. So, I-RPL can select the optimal path to deliver
packets. Therefore, the packet delivery ratio of I-RPL is significantly better than that of
other algorithms.
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Figure 8. Average packet delivery ratio.

4.3.3. Average End-to-End Delay

Figure 9 shows the average end-to-end delay of I-RPL, ETXOF, HC, FAHP, and entropy:.
The end-to-end delay of I-RPL is obviously lower than that of other algorithms. I-RPL
proposed new a network construction process to improve network construction efficiency.
Moreover, the delay routing metric is evaluated in the manner of the sum, mean and
standard deviation, etc. Therefore, the I-RPL can significantly improve end-to-end delay.
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Figure 9. Average end-to-end delay.

4.3.4. Average Hop Count

Average hop count experiment results are shown in Figure 10. It is clear to see that
I-RPL and HC are the minimum values. Since HC only selects the next hop based on the
hop metric, the candidate parent with the minimum hop to destination will be selected
as the preferred parent. The I-RPL can significantly reduce the hop count from source to
destination based on the context-aware composite routing metric and C-OF, etc. Therefore,
the hop count performance of I-RPL and HC are the best.

4.3.5. Network Lifetime

Average remaining energy and average alive node number can estimate the network’s
lifetime effectively. Figures 11 and 12 show the I-RPL, ETXOF, HC, FAHP, and entropy
of these two statistic metrics. It is clear to see that these two statistic metrics of I-RPL are
much higher than that of ETXOF, HC, FAHP, and entropy. Since I-RPL reduces the control
overhead by improving the DODAG build process—comprehensively evaluating REI, BOR,
ETX, and D of the candidate parent—it designs scientific multiple routing metric evaluation
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theories. Therefore, I-RPL can significantly reduce energy consumption, save network
resources, and prolong the network’s life.
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4.3.6. Average Number of Preferred Parent Changes

The average frequency of preferred parent changes is a reflection of the network
topology stability, and it can be applied to coordinate network performance with the
stability of the network topology. Figure 13 shows the average number of preferred parent
changes in I-RPL, ETXOF, HC, FAHP, and entropy. It can be seen that, at the initial stage,
the metric values of each algorithm are relatively large. After 2400 s, reaching the stable
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Weight coefficients: node 6

Weight coefficients: node 54

network state, the number of preferred parent changes in I-RPL are much lower than that
of ETXOF, HC, FAHP, and entropy. Therefore, I-RPL can effectively improve network
performance under the premise of ensuring network topology stability.
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Figure 13. Average Number of Preferred Parent Changes.

4.3.7. Weight Coefficients (w1, wy, w3, and wy)

Figure 14 shows the relationship between weight factors (w;, w,, ws, and w,) and
simulation time. In this paper, the variation law of the weight coefficient of node 6 (cor-
responding to (a)), node 38 (corresponding to (b)), node 54 (corresponding to (c)), and
node 92 (corresponding to (d)) are randomly selected. It is obvious that the I-RPL can
dynamically adjust values of wy, wy, w3, and w4 according to the network’s actual objective
operation, users, control centers, and other subjective factors.
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5. Conclusions

In this paper, I-RPL is proposed to better adapt to 6G LLN. I-RPL designed new
context-aware routing metrics which evaluate the residual energy index, buffer occupancy
ratio, ETX, delay, and hop comprehensively to guarantee multi-dimensional network QoS.
Among them, the candidate parent and its preferred parent’s residual energy indicator and
buffer utilization ratio are calculated recursively to reduce the effect of upstream parents.
ETX and delay calculating manners are improved to ensure a better performance. Moreover,
the I-RPL has optimized the network construction process, designed scientific multiple
routing metric evaluation theories (Lagrangian multiplier theories), and proposed new rank
computing and optimal route selecting mechanisms to improve network construction effi-
ciency, energy consumption efficiency, broadcast suppression, network reliability, and so on.
Finally, simulation experiments demonstrate that I-RPL is superior to other improvements.

In terms of future work, we plan to conduct more in-depth research into the 6G LLN
routing algorithm and segment routing technology.
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