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Abstract

Federated learning (FL) enables collaborative model training without centralizing raw data,
yet practical deployments remain vulnerable to security threats such as Byzantine model
poisoning, stealthy backdoor implantation, and integrity attacks that exploit the opacity
of client updates. This paper presents SecureFedGuard, a security-centric FL framework
that introduces a novel combination of (i) dual-view update authentication that binds
each client update to a lightweight stochastic gradient fingerprint, enabling server-side
integrity screening without accessing client data, and (ii) backdoor-resilient aggregation
driven by cross-round spectral forensics and adaptive coordinate-wise trimming guided by
an estimated benign subspace. SecureFedGuard is designed to be compatible with secure
aggregation and does not require trusted hardware, public datasets for pretraining, or
expensive per-client verification. We provide a simple robustness analysis that clarifies
when benign updates dominate the estimated subspace under mixed benign/malicious par-
ticipation. Experiments on real FL benchmarks (vision and language) under diverse threat
models show that SecureFedGuard substantially improves clean accuracy and backdoor at-
tack success rate compared with strong baselines, while adding modest communication and
computation overhead. These results suggest a practical path toward integrity-preserving
and backdoor-resistant FL without weakening the privacy boundary between clients and
the server.

Keywords: machinelearning; backdoor attack; spiking neural network

1. Introduction

Federated learning (FL) enables many clients (e.g., mobile devices or organizations) to
collaboratively train a shared model without centralizing raw training data [1,2]. This design
mitigates direct data exposure, and is often combined with cryptographic secure aggregation
so that the server observes only aggregated updates rather than individual client deltas [3].
Despite these advantages, practical FL. deployments remain highly vulnerable to security
threats: malicious clients can inject Byzantine updates that derail training, or implant stealthy
backdoors that preserve clean utility while enforcing attacker-chosen behaviors at inference
time [4-6]. The core difficulty is that the server must coordinate learning from updates it
cannot fully trust, under data heterogeneity and limited observability.

A large body of work addresses Byzantine robustness by replacing naive averaging
with robust aggregation rules, such as coordinate-wise robust estimators and distance-based
selection mechanisms [4,5,7]. However, recent evidence suggests that (i) non-1ID client
distributions and adaptive attackers can degrade the effectiveness of classic robust rules,
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and (ii) designing yet another aggregation heuristic may be insufficient without additional
security signals [8-10]. In parallel, backdoor attacks in FL have become increasingly
stealthy by concentrating poisoning into critical layers or carefully scaling updates (model
replacement), which can bypass both naive defenses and several robust aggregators [11].
Existing backdoor defenses often assume extra capabilities (e.g., clean reference data, strong
client-side validation, or plaintext access to all updates), or operate myopically per round
and thus struggle against persistent, cross-round attackers [12-15].

This paper targets an increasingly relevant deployment regime: FL systems that
must remain privacy-preserving, scalable, and secure simultaneously. Privacy mech-
anisms such as secure aggregation can prevent the server from inspecting individual
updates, which complicates traditional outlier filtering; meanwhile, integrity threats de-
mand that malicious contributions be detected or attenuated without violating the privacy
boundary [3,16,17]. Moreover, backdoor defenses must keep clean accuracy high under
heterogeneous data, while suppressing targeted misbehavior under strong, coordinated
attackers [6,18,19]. These constraints motivate a defense that goes beyond a single ro-
bust estimator and instead couples lightweight integrity screening with geometry-aware,
cross-round anomaly suppression.

Our approach. We propose SecureFedGuard, a security-centric FL framework that
combines two orthogonal mechanisms. First, we introduce dual-view update authenti-
cation (DVA), a lightweight trajectory-consistency test based on compact linear sketches:
each client transmits a sketch of its final update and a sketch of its cumulative local gra-
dient trace. The server uses these two views to detect integrity-evasive attacks that craft
arbitrary vectors without following a plausible local optimization path. Second, to counter
optimization-based poisoning and stealthy backdoors that may pass such consistency
checks, we introduce cross-round spectral forensics with residual clipping: the server esti-
mates a benign subspace each round, measures residual energies of client updates outside
that subspace, and maintains a cross-round persistence memory to down-weight clients that
repeatedly deviate. These signals are then integrated into an adaptive robust aggregation
rule that preserves benign learning while suppressing persistent anomalous directions.

Key contributions. SecureFedGuard contributes: (1) a new sketch-based integrity
screening mechanism (DVA) that is data-free and adds only low-bandwidth overhead,
addressing integrity-evasive Byzantine behaviors; (2) a cross-round geometric defense that
sanitizes updates by clipping only the suspicious residual component, improving robust-
ness to stealthy backdoors and coordinated poisoning; and (3) a design that is compatible
with secure aggregation by operating on sketches and scalar weights, aligning privacy
requirements with integrity needs [3,16,17]. Empirically, SecureFedGuard substantially
reduces backdoor attack success while maintaining clean accuracy across vision and lan-
guage FL benchmarks, outperforming strong baselines including robust aggregators and
recent backdoor defenses [7,12,15].

2. Related Work
2.1. Byzantine Robustness and Robust Aggregation

The standard cross-device FL pipeline popularized by Fed Avg aggregates client up-
dates by averaging, which is efficient but brittle when a subset of clients is malicious or
faulty [1,2]. Byzantine-robust learning therefore studies aggregation rules that tolerate ad-
versarial updates while preserving convergence. Early work introduced principled robust
estimators for distributed gradients, motivating distance-based selection and coordinate-
wise robust summaries [4,5]. In FL, robust aggregation via the geometric median (often
referred to as robust federated aggregation) provides strong empirical robustness and can
be implemented efficiently with Weiszfeld-type iterations [7].
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Recent research highlights that practical FL security requires robustness under non-IID
client data and potentially unknown corruption rates. Methods that incorporate auxil-
iary signals (e.g., public-data-based screening) can improve robustness in heterogeneous
settings but may introduce assumptions that do not always hold [8]. Complementary
directions leverage incentives or ensembles to reduce the effective influence of low-quality
or adversarial participants [20]. In decentralized variants, aggregation must also tolerate
dynamic topologies and local neighbor corruption, leading to new robust filters designed
beyond the centralized-server setting [21]. At the same time, the security community has
emphasized that strengthening classic aggregators (e.g., trimmed mean/median) with ad-
ditional mechanisms can outperform designing ever more complex rules in some regimes,
and provides new threat models and evaluation lenses [9,10]. These trends motivate our
design choice to retain robust, scalable primitives while adding orthogonal signals that
are rare in prior work: (i) trajectory-consistency checks that test whether an update is
realizable by a plausible local optimization trajectory, and (ii) cross-round persistence that
accumulates evidence over time rather than relying on a single-round outlier detector.

2.2. Backdoor Attacks and Defenses in Federated Learning

Backdoor (targeted poisoning) attacks in FL aim to implant a trigger-target behavior
while maintaining high clean accuracy, making them harder to detect than untargeted
Byzantine disruptions. Modern backdoor attacks can concentrate poisoning into model
subsets or layers to improve stealthiness; for example, poisoning backdoor-critical layers
can bypass multiple defenses with a small malicious fraction [11]. Defenses therefore
increasingly exploit non-trivial structure beyond update magnitude, including hidden-
layer behaviors, directional patterns, or parameter-importance disparities.

A representative line of work uses client-side validation signals or neuron-level statis-
tics to detect poisoned updates, exemplified by CrowdGuard, which introduces feedback-
driven inspection and pruning mechanisms [12]. Other defenses attempt to distinguish
benign heterogeneity from malicious triggers via parameter-importance signals; FDCR
uses Fisher-information-based discrepancies to cluster and rescale client updates under
heterogeneous distributions [13]. Complementary approaches focus on model purifica-
tion: FLSAD eliminates backdoor influence via trigger reconstruction and self-attention
distillation without assuming a clean reference dataset [14]. Lightweight client-side modifi-
cations can also reduce backdoor success by patching or neutralizing trigger effects during
local training [22]. In 2025, direction-based screening gained traction; AlignIns inspects
multi-granularity directional alignment and couples filtering with clipping to resist stealthy
backdoors under non-IID data [15]. Beyond standard FL, the literature also expands to
vertical/split settings; UBD synthesizes latent trigger cues and uses label-consistent clus-
tering with constrained probing to mitigate VFL backdoors [19]. Specialized domains
such as federated graph learning introduce additional attack surfaces (diverse trigger
structures and injection locations), prompting defenses like FedTGE that use topological
graph energy for selection and reweighting [18]. Surveys summarize the rapidly growing
landscape and expose recurring gaps between benchmark robustness and deployment
constraints [6]. Overall, existing defenses often either (i) require extra assumptions (clean
validation data, access to plaintext updates, or trusted components) or (ii) treat rounds
largely independently using one-round statistics. As a result, many methods do not ex-
plicitly verify whether an update is realizable by a plausible local training trajectory, and
they do not explicitly exploit temporal persistence of anomalous directions across rounds.
SecureFedGuard is designed to fill both gaps via DVA (realizability) and persistence-aware
spectral forensics (temporal evidence).
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2.3. Secure Aggregation, Privacy, and Integrity Verification

Secure aggregation is a key primitive for FL privacy: the server learns only an ag-
gregate of client updates, not individual contributions [3]. However, privacy can hin-
der many server-side defenses because robust outlier detection typically assumes access
to individual updates in plaintext. This tension has spurred work on secure aggrega-
tion protocols with stronger dropout tolerance and cryptographic efficiency, including
homomorphic-encryption-based constructions and variants tailored to practical deploy-
ment constraints [17]. In parallel, privacy-preserving robust aggregation has emerged
to mitigate poisoning while maintaining confidentiality, e.g., PEAR performs similarity-
based weighting under encrypted gradients to address Byzantine threats in realistic
non-IID scenarios [16].

A central limitation in this space is that privacy alone does not guarantee integrity:
malicious clients may still contribute adversarial updates, and an untrusted server could
potentially deviate from the intended aggregation procedure. Recent overviews empha-
size that robust FL must account for Sybil behavior, secure-aggregation interactions, and
adaptive backdoor threats, motivating defenses that introduce verification or auxiliary
signals with minimal privacy leakage [10]. SecureFedGuard follows this direction: it is
designed to remain compatible with secure aggregation by relying on compact sketches
and low-dimensional statistics for screening, while retaining a robust aggregation core for
scalability and non-IID tolerance.

3. Preliminaries
3.1. Federated Learning Setup and Notation

We consider cross-device federated learning with a central server coordinating N
clients indexed by i € {1,..., N}. Client i holds a private dataset D; drawn from a client-
specific distribution. Let w € R? denote the model parameters and /(w; z) the per-example
loss for data point z. The global objective is

N
min F(w) £ Y piF(w),  F(w) £ E.p,[((w;z)], 1)
i=

weRd

where p; > 0and }; p; = 1 are client weights (typically proportional to dataset size).
Training proceeds in communication rounds t =0,1,..., T — 1. At round ¢, the server

holds the global model w; and samples a subset of clients S; C {1,..., N} with |S;| = K.
(0)

Each selected client initializes local parameters w;,” < w; and performs E steps of a

first-order optimizer (e.g., mini-batch SGD):
1 .

i =l —mg, gl £ opoifuifiz), @
where #; is the learning rate and é‘l-(? is a mini-batch sampled from D;. Here, OptDir(-)
denotes the first-order step direction applied by the local optimizer (e.g., V¢ for plain SGD
or the momentum velocity for SGD with momentum). The client sends an update vector

uf =S wl(f) —w; € RY, 3)
(or equivalently the post-training model wl(f)). The server aggregates received updates to
form the next global model:
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w1 = we + Agg({ut}ies,), 4)

where Agg(-) is an aggregation rule. For convenience, we denote the matrix of stacked
updates by U; € RK*? whose i-th row corresponds to (uf) " (with an arbitrary but fixed
ordering of clients in S). We use || - || for the ¢, norm and (g, b) for the standard inner product.

3.2. Adversary Model and Security Objectives

We assume an open FL setting in which a subset of participating clients may be
malicious. Let A; C S; denote the set of adversarial clients at round ¢, and let B; = S; \ A;
denote benign clients. We consider a strong adversary that can (i) control any local training
procedure, (ii) craft arbitrary vectors u! to send to the server, and (iii) coordinate across
compromised clients and across rounds. We bound the per-round corruption rate by

| At < ak, ael0,1). (5)

The adversary may aim for

* Byzantine model poisoning: degrade overall model utility by sending arbitrary or
optimized updates.

e Backdoor attacks: enforce a targeted misclassification behavior triggered by a pattern
while maintaining high clean accuracy.

e Integrity evasion: craft updates that appear statistically similar to benign ones under
common defenses.

To align with practical deployments, we do not assume the server can access raw client
data. Our defense targets two coupled objectives: (i) update integrity—detect or down-
weight malicious updates without inspecting D;; and (ii) backdoor resilience—maintain
high clean performance while suppressing attack success.

We evaluate learning quality by Clean Accuracy on standard test sets. Backdoor
robustness is measured by Attack Success Rate (ASR), defined as the fraction of triggered
test inputs classified into the adversary’s target label. Lower ASR at similar clean accuracy
indicates stronger backdoor resistance.

Threat boundaries. SecureFedGuard provides statistical screening rather than crypto-
graphic integrity guarantees. DVA is most effective when an update is not produced by the
claimed local SGD trajectory (e.g., arbitrary vectors or in-transit tampering). A fully adap-
tive attacker who can fabricate both views to satisfy f/ ~ —n;:h! may bypass DVA; in that
case, robustness relies on cross-round forensics and robust aggregation. Spectral forensics
can be weakened if an attack direction lies largely inside the estimated benign subspace or
if the attacker poisons very intermittently, typically trading off ASR or requiring a higher
attacker budget. We clarify these defensive boundaries in Section 4.4.

3.3. Robust Aggregation and Spectral Primitives

Robust FL defenses often rely on estimating a representative update direction in the
presence of outliers. We briefly summarize two primitives used throughout the paper.

Coordinate-wise robust summaries. Given vectors {”i}IKZ 1 C R9, coordinate-wise
trimmed mean removes a fraction of extreme values in each coordinate and averages the
remainder. Let u; ; denote coordinate j. For a trimming level p € [0,0.5), define Z; as the
indices after removing the largest [pK| and smallest [pK] values among {”i,j}zK:y and set

. 1
TrimMean, ({u;}); £ ] Y uj). (6)
] iEZ]'
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This operation is efficient and provides robustness when the fraction of corrupted entries
is bounded.

Benign subspace estimation. Many poisoning strategies introduce update direc-
tions that deviate from the dominant benign variation. Let ii; denote a center estimate
(e.g., coordinate-wise median or trimmed mean) of {Mf}iegt. Define centered updates
it £ u! — i1y and the empirical covariance

1 -
Ctéfzuf(

iESt

at) T e R, 7)

1

Let V; € RY¥*" contain the top-r eigenvectors of C; (orthonormal columns), defining the

rank-r projector Py = V;V,'. For any update u!, we define its spectral residual energy as

2

Res(uf; P) £ ||(I — Pt)(uf - ﬂt)| , (8)

which measures deviation from the estimated principal subspace. In later sections, we use
residual statistics across rounds to flag persistent anomalous directions and to adapt the
trimming strength in aggregation.

Lightweight sketching and fingerprints. To support integrity screening with minimal
overhead, we use a randomized sketch map ¢ : R? — R" with m < d. A common choice
is a sign-random projection

a1 mxd
p(u) = ﬁRu, Re{-1,+1}"*, )
generated from a public seed. Such sketches approximately preserve norms and inner
products when m is sufficiently large. We will employ ¢(-) to form compact gradient
fingerprints that are inexpensive to transmit and compare, and that can be combined with
robust statistics without revealing raw training data.

4. Methodology
4.1. Design Goals and End-to-End Protocol

SecureFedGuard is built for the practical FL regime where the server must learn from
untrusted updates while respecting the privacy boundary implied by local data isolation
and, optionally, secure aggregation. The methodology is guided by three design goals.
(G1) Integrity without data access: the server should reject or down-weight obviously non-
realizable updates without inspecting any client data D;. (G2) Backdoor resilience under
non-IID: defenses must not confuse benign heterogeneity with attacks, and must suppress
targeted triggers while maintaining high clean accuracy. (G3) Deployment compatibility:
the defense should remain compatible with secure aggregation and incur modest overhead.

To meet these goals, SecureFedGuard uses two orthogonal security signals, each
addressing a different failure mode of robust aggregation. First, trajectory consistency
checks whether a reported update u! is consistent with a plausible local optimization
trace, which is effective against integrity-evasive attacks that craft arbitrary vectors. Second,
geometric persistence tracks whether a client repeatedly deviates from the dominant benign
update geometry across rounds, which is effective against optimization-based poisoning
and stealthy backdoors that can mimic local SGD dynamics in a single round.
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Protocol overview. At the beginning of round t, the server broadcasts the current
model w; and a public seed that determines a linear sketch map ¢(-) (Equation (9)) shared
by all participants. Each selected client i € S; performs local training starting from w;
and produces the model delta uf. In addition to uf, the client computes and transmits
two compact fingerprints: an update sketch f/ = ¢(u!) and a cumulative gradient-trace

sketch 1t = Zf;ol ¢( gl(?) These sketches are low-dimensional (i < d) and are designed
to be inexpensive, while still enabling meaningful consistency checks at the server.

On the server, SecureFedGuard proceeds in three stages (Sections 4.2—4.4). First, it
computes a DVA gate a! € (0,1] from the discrepancy between f/ and —#h!, produc-
ing a soft integrity score per client. Second, it performs cross-round spectral forensics:
using the current set of updates, it estimates a robust center ii; and a low-rank benign
subspace projector P;, measures the residual energy ! = || (I — P;)(u! — i1)||?, and updates
a persistence memory M! via an EMA. These quantities determine a residual shrink factor
Al and a sanitized update i1} that preserves within-subspace learning while attenuating
anomalous residual components. Third, SecureFedGuard aggregates sanitized updates
with a security-aware robust rule: it combines DVA and persistence into a scalar weight w!
and applies an adaptive, coordinate-wise trimmed mean whose trimming level depends
on an estimated corruption indicator &;, yielding the global update A; and w; 1 = w; + Ay.

Secure-aggregation (SA) mode. In cross-device deployments, we consider a standard
secure aggregation protocol in which the server learns only an aggregate of masked up-
dates. SecureFedGuard operates in two phases each round. First, each selected client sends
plaintext sketches (ff, ht) (Equation (10)); the server computes DVA gates and sketch-space
forensics scores and then returns a per-client scalar multiplier s’ (and optionally an allowlist)
over an authenticated channel. Second, only allowlisted clients participate in secure aggre-
gation and contribute the masked, locally scaled update stu!, so the server observes only

istut
aggregation protocol: if a client drops after sending sketches, its contribution is absent from

and updates with a weighted mean. Dropout is handled by the underlying secure

the final aggregate and the server normalizes using the surviving set. Algorithm 1 provides
the concrete message flow and threat assumptions.

Leakage from sketches. The server observes per-client m-dimensional randomized
linear projections of both the final update and the gradient trace. These sketches can
leak coarse information about the update direction and norm but are substantially lower-
dimensional than u!; we treat them as defense metadata rather than a privacy mechanism.
If stronger privacy guarantees are required, sketches can be noise-perturbed or securely
aggregated as well, which is complementary and beyond the scope of this paper.

Deployment notes. In secure aggregation, the server does not observe per-client u, so
coordinate-wise trimming and residual-only clipping in update space cannot be applied on
plaintext updates. In SA mode, we therefore (i) compute DVA and persistence weights from
plaintext sketches, (ii) optionally remove clients with very small weights before aggregation,
and (iii) apply a per-client scalar shrink s (derived from sketch residual energy and
persistence) that clients apply locally to their update before masking, yielding a weighted-
mean secure-aggregation update. If encrypted robust aggregation (e.g., trimmed mean
under MPC/HE) is required, it is complementary to SecureFedGuard and not assumed here.

In the remainder of this section, we reorganize the methodology into three technical
subsections: (i) DVA and its scoring/tuning, (ii) cross-round spectral forensics with residual
clipping and persistence memory, and (iii) the final security-aware robust aggregation and
protocol summary.
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Algorithm 1 SecureFedGuard with secure aggregation (SA mode)

1: Server selects clients S; and broadcasts (wy, ¢, seed;) and secure-aggregation parameters.
for each client i € S; (in parallel) do

»

3:  Client runs local training from w; to obtain u! and per-step gradients { gl(et) f;ol.

4 Client computes plaintext sketches f/ = ¢(u!) and it = Y, 47(th ) and sends
(f}, h}) to the server.
5. (Optional) Client also sends its secure-aggregation setup message (e.g., ephemeral

key material) as required by the SA protocol.
6: end for
7: Server computes at and & from (f!, h}) (Equations (13)—(15)).
8: Server runs the spectral/persistence pipeline in sketch space using {f/} to update M!
and produces a scalar multiplier s! for each client (e.g., st = w! - A}).
9: Server broadcasts (possibly per-client) the allowlist A; = {i : sf > Wmin} and the
corresponding scalars {s!};c 4,
10: for each surviving client i € A; that completes secure aggregation do
11:  Client locally scales its update it < stu! (and applies standard norm clipping if
desired), then participates in secure aggregation to send a masked i’.
12: end for
13: Secure aggregation returns the aggregate ) ;. Al it over the surviving set A} C A;

(dropouts handled by the SA protocol).
14: Server updates w1 = w; + (ZzeA/ it )/(ZZEA/ st + sw)

4.2. Dual-View Update Authentication via Sketch-Consistent Local Trajectories

Dual-view update authentication (DVA) targets integrity-evasive threats where a
malicious client transmits an arbitrary vector u! that does not correspond to any plausible
local training trajectory under Equation (2). Such attacks can be surprisingly effective
because many robust aggregators treat the received update as a black box; if the attacker
keeps the update within typical magnitudes or mimics coordinate-wise statistics, purely
distributional filters may fail. DVA introduces an orthogonal signal: consistency between
the reported update and a compact summary of the local gradient path that generated it.

Two complementary views. During local training at round ¢, client i starts from w;
and performs E SGD steps. It produces the final update u! = w'H)

;1 — wt and computes
two sketches

E-1
fEe@)erR",  H2Y ¢g))er”, (10)
e=0

where ¢(-) is the public linear sketch (Equation (9)). The first view ff summarizes the final

update; the second view /! summarizes the cumulative gradient trace. The key point is that

both are linear images in the same sketch space, so the server can compare them without

reconstructing high-dimensional gradients.
Consistency model and discrepancy.

()

Lemma 1 (Trajectory-consistency stability). Let g;,

Equation (2) (e.g., the stochastic gradient for SGD, or the momentum velocity for SGD with

denote the first-order step direction used in

momentum). If the within—round step size is constant 1y, then the realized update satisfies

ub = Ze 0 glt exactly, and by linearity of ¢(-)
fi = —mniht. (11)

If the client uses a within-round learning-rate schedule { m(g) b thenff = —yE ! ’7t 4)( gl(j))
and the mismatch obeys
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1+ | < ((max i — e EZOli\sv(gf,i))H. (12)

Thus, under typical FL settings where #; is constant within a round and E is small, hon-
est clients exhibit small d! up to numerical/compression noise; we set 0; and x; via
warm-up calibration to accommodate these benign deviations. DVA therefore defines the
normalized discrepancy

df S M (13)

171l +ea”

where ¢; > 0 prevents instability when || /|| is small. The numerator measures violation of
the sketch-consistency relation; the denominator makes the score comparable across clients
with different update scales.

Soft gating and robustness to benign heterogeneity. Instead of hard-rejecting clients
(which can harm performance under non-IID data), DVA converts df into a continuous gate

dt)?
al & exp(—( !
: 207

> € (0,1], (14)

where 0, controls tolerance. This design ensures that benign but heterogeneous clients
are not discarded simply because their local updates differ in direction or magnitude; as
long as their updates are self-consistent with their own gradient traces, they maintain high
weights. Conversely, integrity-evasive attacks that directly craft u! (e.g., sign-flip without
corresponding gradient trace, arbitrary scaling that breaks the relation, or random vectors)
tend to produce large discrepancies and are strongly down-weighted.

What DVA does and does not guarantee. Because the server has no access to client data
D;, it cannot recompute the gradient trace and DVA should be interpreted as an internal-
consistency test between two client-reported views. In plaintext-update mode (when u! is
available), the server can recompute f! = ¢(ul) to prevent spoofing of the update sketch;
however, the trace sketch h! remains a client report. DVA therefore reliably penalizes attacks
that modify u! without producing a matching trace (e.g., in-transit tampering, sign-flip
applied after local training, or arbitrary random vectors), but a fully adaptive attacker can
fabricate a trace sketch to satisfy f/ ~ —n;h! for an arbitrary malicious update. We explicitly
evaluate this DVA-bypass attacker (Section 5.2) and show that the spectral/persistence
layer and robust aggregation remain effective even when DVA provides no signal.

Practical tuning and stability. We use two complementary uses of DVA in SecureFed-
Guard. First, a! directly contributes to the security weight and influences the robust
center and covariance estimation in later stages. Second, DVA provides a round-level

corruption indicator
1

e e Y Id} > ), (15)
ieS;
which controls the trimming strength p;. In practice, ; and x; can be set using a short warm-
up window (initial rounds assumed mostly benign) by matching a target false-positive rate
on the empirical distribution of d!. This preserves stability: if all clients are benign, &; stays
near zero, yielding minimal trimming and near-Fed Avg behavior; if suspicious behavior
increases, trimming strengthens automatically.

DVA does not require access to client data D; and never transmits raw gradients.
Each selected client sends two m-dimensional sketches, and the server computes all DVA
scores in O(Km). Clients compute f/ and accumulate /! online during local training with
negligible overhead.
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4.3. Cross-Round Spectral Forensics with Persistence-Aware Residual Clipping

DVA is effective for integrity-evasive attacks that do not correspond to local opti-
mization, but optimization-based poisoning and modern backdoor attacks can remain
self-consistent with SGD and thus pass the sketch-consistency check. SecureFedGuard
therefore adds a second defense layer that exploits two empirical properties of malicious
behavior: (i) malicious updates often contain componentsthat deviate from the dominant
benign update geometry, and (ii) such deviations tend to be persistent across rounds
when the attacker aims to implant a stable backdoor or consistently degrade performance.
This subsection formalizes how we estimate benign geometry each round and how we
use cross-round persistence to attenuate suspicious components while preserving benign
learning signals.

4.3.1. Weighted Robust Centering and Benign Subspace Estimation

We begin round by computing a robust update center ii; from {u!};cs,. Unlike
standard robust aggregation that treats all clients equally, we exploit DVA as a reliability
prior: updates with low DVA gate a! (Equation (14)) should have reduced influence on
geometry estimation. We therefore compute #i; as a coordinate-wise weighted median

(weights at), which is robust to large-magnitude outliers while remaining stable under

t

benign heterogeneity. We define centered updates i! = uf — i1; and form a weighted

empirical covariance

aj iij (i) " (16)

Let V; € R?*" contain the top-r eigenvectors of C; (orthonormal columns) and define
the projector P; = V;V,". Intuitively, P; captures the dominant variation among (mostly)
benign updates in the current round. This aligns with practical FL: although clients are
non-1ID, their updates often share substantial structure due to common architecture, similar
optimization schedules, and shared feature representations, yielding a low-dimensional

“benign manifold” in update space.

4.3.2. Robustness Analysis: When Benign Updates Dominate the Estimated Subspace

We provide a simple perturbation statement that clarifies when the estimated top-r
subspace is dominated by benign updates. Let the weighted covariance in Equation (16)
decompose as C; = Ct(b) + Ct(m), where Ct(b) is the contribution of benign clients and Ct(m) the
contribution of malicious clients after DVA weighting. Assume (A1) the benign covariance
has an eigengap A; £ /\r(Ct(b)) - /\r+1(Ct(h)) > 0, and (A2) the malicious perturbation is
bounded in operator norm, || Ct(m) |l2 < €. Then the Davis—Kahan sin® bound implies that
the principal angle between the estimated top-r subspace span(V;) and the benign top-r
subspace span(Vt(b)) satisfies

Et

Hsin@(Vt, A Hz < 17)

Ay
Equation (17) connects directly to practical parameter choices: (i) r should be chosen at
a spectral “elbow” where A; is large (we operationalize this via the explained-variance
rule in Section 4.4); (ii) tighter DVA gating reduces ¢; but must be calibrated to avoid
benign false positives; and (iii) the EMA factor  controls how quickly persistence sep-
arates benign and malicious residuals, since for a client with mean residual y; we have
Mt~ pEM] (1= BE)pi.
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4.3.3. Residual Energy as an Anomaly Score

Given Py and i;, we quantify how much each update deviates from the estimated
benign subspace by residual energy:
ta |2
ri 2 ||(1— Pyt (18)
Residual energy is well suited for security screening because it is insensitive to benign
within-subspace diversity: a benign client may update strongly in different directions, yet
still lie largely in the same dominant subspace. In contrast, a poisoned update that injects
an additional backdoor direction can create a higher-energy residual component even if the
overall update magnitude and coordinate statistics appear normal. To calibrate r} without
assuming a known &, we compute a robust residual scale 7; as the weighted median of {r!}
using weights a}. This yields a per-round reference level that adapts to training stage and
data heterogeneity.

4.3.4. Persistence Memory for Cross-Round Detection

Single-round screening can be evaded by an adaptive attacker that intermittently
poisons or carefully shapes the update distribution. SecureFedGuard therefore maintains a
per-client persistence memory using an exponential moving average (EMA):

BMITI 4+ (1-B)rt, i€S,

i
Mt i ¢S,

1

(19)

where B € [0,1) controls the time scale. Benign clients may occasionally exhibit elevated
residuals due to stochasticity or local distribution shifts, but persistent attackers that repeat-
edly introduce a backdoor direction accumulate consistently larger M!. This persistence
signal is later combined with DVA to form the security weight w! in Equation (23), enabling
gradual but decisive suppression of repeatedly anomalous contributors.

4.3.5. Residual Clipping That Preserves Benign Signal

Hard filtering based on ! risks removing useful benign updates, especially under
non-IID distributions where benign variability is large. SecureFedGuard instead performs
component-wise attenuation: it keeps the within-subspace component P;ii! intact and clips
only the residual component (I — P;)it. Specifically, we define a residual shrink factor

A2 min| 1, 0 , 20
i mm( /7f+£r (20)

ab & + Pl + ANI - Pyt (21)

and form a sanitized update

This design has two practical benefits. First, benign clients with typical residual energy
satisfy r! ~ 7; and thus A! ~ 1, leaving their updates essentially unchanged. Second, if an
attacker injects a backdoor direction that lies largely outside the benign subspace, then
rt > 1, and A! < 1, shrinking precisely the suspicious component while retaining the
component aligned with benign training dynamics. This selective attenuation is crucial
in FL: it avoids over-penalizing clients with genuine distributional differences while still
suppressing directions that are both geometrically atypical and persistent across rounds.
In summary, cross-round spectral forensics reduces the influence of stealthy poisoning
directions that evade trajectory consistency checks. We next integrate DVA and foren-
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sics into the security-aware robust aggregation rule and summarize the full protocol in
Algorithm 2.

Algorithm 2 SecureFedGuard protocol (one round)

1: Server broadcasts (w¢, 17, seed;); the seed defines the public sketch ¢(-).
2: for each selected client i € S; (in parallel) do

3:  Client runs E local SGD steps from w; to obtain update u! and per-step gradients
{ g(f) E-1.
it Je=0
4 Client computes f! < ¢(uf) and ht < Y E°! (,b(gi(,e) ).
5. Client sends (u}, f!, h!) (or masked u! under secure aggregation).
6: end for
7. Compute DVA discrepancy d! and gate a! via Equations (13) and (14); compute &; via
Equation (15).

8: Compute robust center i; (coordinate-wise weighted median using a!) and centered
updates i} = ul — ;.
9: Estimate benign subspace P; from weighted covariance (Equation (16)); compute resid-

uals rf (Equation (18)) and scale 7; (weighted median).

10: Update persistence memory M! via Equation (19) and compute residual clipping A!
(Equation (20)).

11: Sanitize updates 7! via Equation (21).

122 Compute weights w! via Equation (23) and trimming level p; via Equation (24).

13: Aggregate {11!} with the weighted trimmed mean in Equation (25) to obtain A; and
update w1 = wi + Ay

14: (Secure aggregation mode) use sketches to compute w!, broadcast weights, and obtain
a weighted-mean update via secure aggregation.

4.4. Security-Aware Robust Aggregation and Protocol Summary

We now define how SecureFedGuard combines the integrity signal (DVA) and the
backdoor signal (cross-round persistence) into a single aggregation rule.

Persistence-to-weight mapping. We convert the EMA memory M! (Equation (19)) into
a soft persistence gate by normalizing with the current residual scale 7; and applying an
exponential map:

ta M;
b & — 1 1 22
pi = expl =7 €(0,1], (22)
where ¢ > 0 controls how aggressively persistent anomalies are down-weighted and ¢, is
a small constant for stability.

Security weight. The final per-client security weight is the product of the DVA gate
and the persistence gate:
i = ai-pi. (23)

Adaptive trimming level. We set the coordinate-wise trimming level using the DVA-
based corruption indicator (Equation (15)):

pt = min (pmax, &t). (24)

Weighted coordinate-wise trimmed mean on sanitized updates. Let Z; be the indices
that remain after removing the top and bottom [p;K] values among {(i});}ics, (as in
Equation (6)). We then aggregate the remaining coordinates using the security weights:

1
Aj & ) wi (), (25)
i Yier, w! + ey igj j
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where &, avoids division by zero. Finally, the server updates w;,1 = w; + A; where
A= (D1, Dra)

Secure aggregation mode. When individual updates are hidden, Equation (25) is
replaced by a client-weighted mean computed via secure aggregation using the scalar
multipliers s! derived from sketches (Algorithm 1).

Hyperparameter selection. (i) Sketch dimension m trades accuracy for bandwidth:
for sign random projections, larger m yields tighter norm/inner-product preservation;
in practice m € [256,1024] is a robust range and we use m = 512 by default. (ii) Subspace
rank r controls the capacity of the estimated benign manifold; a simple, reproducible rule
is to choose the smallest  whose cumulative explained variance in a warm-up window
exceeds a threshold (e.g., 90%), and we use r = 10 as a default. (iii) The EMA parameter
B sets an effective memory horizon of roughly 1/(1 — B) rounds; we use p = 0.9 and also
report a B sweep in Section 5.4. (iv) DVA parameters (0, k) can be set from the warm-up
empirical distribution of d! to match a target false-positive rate.

5. Experiments
5.1. Experimental Setup and Evaluation Protocol

We evaluate SecureFedGuard under realistic cross-device FL conditions, emphasizing
(i) heterogeneous client data, (ii) persistent adversaries that participate across many rounds,
and (iii) threat models spanning untargeted Byzantine disruption and stealthy targeted
backdoors. Unless otherwise stated, all methods are run with identical client sampling
&4, identical local optimization hyperparameters, and identical attack budgets so that
differences arise solely from the server-side defense.

Datasets and client partitions. We use four real datasets that are standard in the
FL literature: CIFAR-10 and CIFAR-100 https:/ /www.cs.toronto.edu/~kriz/cifar.html
(accessed on 5 November 2025), and FEMNIST and Shakespeare from the LEAF bench-
mark suite https:/ /leaf.cmu.edu/ (accessed on 5 November 2025). For CIFAR-10/100,
we simulate cross-device heterogeneity by Dirichlet label partitioning: each client i is
assigned a label mixture drawn from Dir(J) with concentration é = 0.3, and samples are
allocated accordingly; smaller J yields stronger non-1ID behavior. For LEAF tasks, we use
the canonical client splits provided by LEAF, which reflect naturally heterogeneous user
data (writers for FEMNIST and speaking styles for Shakespeare). In all cases, client datasets
are disjoint and remain local.

Models and optimization details. We select widely used architectures to demonstrate
that the defense scales across vision and language: ResNet-18 for CIFAR-10/100, a 2-layer
CNN for FEMNIST, and a 2-layer LSTM for Shakespeare. We use the standard cross-device
protocol with N = 2000 total clients and K = 100 selected per round, for T = 2000 rounds
on CIFAR tasks and T = 1500 on LEAF tasks. Each selected client runs local SGD starting
from w; for E = 2 local epochs with momentum 0.9. For CNN/ResNet tasks, the learning
rate 7; follows cosine decay from 0.1 to 0.001; for the LSTM it decays from 0.8 to 0.05
to accommodate the different scale and curvature of language modeling. Client weights
in the global objective (Equation (1)) are set to p; « |D;|, matching standard practice in
cross-device FL.

Threat models and attacker budgets. We consider a persistent adversary controlling
a fixed subset of client identifiers across rounds, consistent with compromise or Sybil-style
persistence. The per-round corruption rate is « = 0.2 (Equation (5)) unless otherwise noted,
meaning up to 20 of the K = 100 participating clients can be adversarial each round. We
evaluate four families of attacks: (i) Sign-flip where adversaries invert benign-like updates,
ut « —Aut with A € {5,10}, modeling disruptive Byzantine behavior; (ii) Gaussian noise
where adversaries send u! ~ A(0,0%I) and then rescale to match benign [|u!||, stressing
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magnitude-insensitive defenses; and (iii) Backdoor/model-replacement attacks where
malicious clients locally optimize a trigger-target objective using a fixed 4 x 4 square trigger
at the bottom-right corner and target class y*, then apply scaling A; (e.g., A, € {8,10}) so
that the poisoned objective dominates aggregation while maintaining near-normal clean
performance on benign inputs. (iv) DVA-bypass (sketch-consistent fabrication) where
adversaries craft an arbitrary poisoned update u! but also fabricate the trace sketch to
satisfy hf < — % f} (thus d! = 0), representing a fully adaptive attacker for which DVA
provides no signal. These settings capture both untargeted availability attacks and targeted
integrity attacks.

Baselines and implementation parity. We compare against (a) FedAvg (mean aggre-
gation), (b) coordinate-wise Median, (c) coordinate-wise TrimmedMean, (d) Multi-Krum,
and (e) RFA (geometric median aggregation). For backdoor settings, we additionally
compare to three recent backdoor-specific FL defenses: CrowdGuard [12], FDCR [13], and
AlignIns [15]. All baselines are implemented in the same training codebase and receive
identical updates. Hyperparameters for baselines (e.g., trimming ratio for TrimmedMean,
candidate selection size for Multi-Krum, and iteration budget for RFA) are tuned using
a small clean validation subset for each dataset, but once fixed they are kept unchanged
across attack settings to avoid “defense-overfitting” to a particular attacker.

SecureFedGuard settings. Unless otherwise stated, SecureFedGuard uses sketch
dimension m = 512, subspace rank r = 10 for P;,, EMA parameter = 0.9 for persistence,
DVA tolerance 0; = 0.35, and maximum trimming pmax = 0.25. These defaults follow the
selection guidelines in Section 4.4. The remaining scalars (g4, €, €m, €4 ) are set to 10~12 for
numerical stability, and we set y = 1 unless otherwise stated.

Metrics and reporting. We report Clean Accuracy on the standard test set; for back-
door settings, we additionally report Attack Success Rate (ASR). Unless stated otherwise,
we run three seeds {0, 1, 2} and report means. For a given seed, we fix (i) the client parti-
tion (Dirichlet draw /LEAF split), (ii) model initialization, (iii) per-round client sampling,
and (iv) the adversarial client IDs; all methods share the same realizations for fair com-
parison. We will release training scripts, configuration files, and per-run logs to enable
exact reproduction.

For convenience, Tables 1 and 2 summarize the datasets/partitions and training
hyperparameters used in all experiments.

Table 1. Datasets and federated partitions used in our evaluation. For CIFAR, clients are synthetically
formed with Dirichlet concentration ¢ to induce non-IID label skew; for LEAF tasks, we use the
benchmark-provided user partitions.

Dataset Partition/Clients URL

CIFAR-10 Dirichlet label skew (6 = 0.3), N = 2000, K = 100, T = 2000 https:/ /www.cs.toronto.edu/~kriz/cifarhtml (accessed on 5 November 2025)
CIFAR-100 Dirichlet label skew (6 = 0.3), N = 2000, K = 100, T = 2000 https:/ /www.cs.toronto.edu/~kriz/cifarhtml (accessed on 5 November 2025)
FEMNIST (LEAF) LEAF user split, N = 2000, K = 100, T = 1500 https:/ /leaf.cmu.edu/ (accessed on 5 November 2025)

Shakespeare (LEAF) LEAF user split, N = 2000, K = 100, T = 1500 https:/ /leaf.cmu.edu/ (accessed on 5 November 2025)

Table 2. Model architectures and training hyperparameters. All methods share identical client
sampling, optimizer, and local training settings; only the server-side aggregation/defense differs.

Task Model Local Training LR Schedule
CIFAR-10/100 ResNet-18 SGD, momentum 0.9, E = 2 epochs, B = 32 cosine 77;: 0.1 — 0.001
FEMNIST 2-layer CNN SGD, momentum 0.9, E = 2 epochs, B = 32 cosine #;: 0.05 — 0.001
Shakespeare 2-layer LSTM SGD, momentum 0.9, E = 2 epochs, B = 16 cosine #;: 0.8 — 0.05
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5.2. Main Results

We report the primary security and utility outcomes under both backdoor and Byzan-
tine threats. Our evaluation emphasizes two key questions: (i) can the defense suppress
targeted backdoors without sacrificing clean accuracy under non-IID data, and (ii) can
the defense maintain stable convergence under strong Byzantine perturbations. Across all
settings, SecureFedGuard uses the fixed hyperparameters stated in Section 5.1 and is not
re-tuned per dataset or attack, while baselines are tuned on a benign validation split to
avoid disadvantaging them.

Backdoor robustness on vision and handwriting tasks. Tables 3 and 4 compare
clean accuracy and ASR under a persistent backdoor attacker population (¢ = 0.2) using
model-replacement scaling. FedAvg is highly vulnerable, reaching near-perfect ASR despite
strong clean accuracy. Robust aggregators reduce ASR, but a substantial residual backdoor
remains. SecureFedGuard yields the lowest ASR while keeping clean accuracy close to
FedAvg, indicating that (i) DVA reduces the influence of integrity-inconsistent updates
and (ii) spectral residual clipping suppresses backdoor directions that persist outside the
benign subspace.

Table 3. CIFAR-10 under backdoor attack with « = 0.2 and model-replacement scaling (A, = 10).
Trigger: 4 x 4 patch at bottom-right; target label y* fixed across runs.

Method Clean Acc. (%) ASR (%)
FedAvg 82.6 96.8
Median 80.9 41.2
TrimmedMean 81.4 28.7
Multi-Krum 79.8 229
RFA 81.0 19.4
SecureFedGuard 82.1 3.7

Table 4. FEMNIST (LEAF) under backdoor attack with « = 0.2 and A, = 8. Trigger: 4 x 4 patch;
target label y* chosen uniformly at random and fixed per run.

Method Clean Acc. (%) ASR (%)
FedAvg 86.9 98.2
Median 85.5 37.6
TrimmedMean 86.0 24.8
Multi-Krum 84.2 18.5
RFA 85.8 16.9
SecureFedGuard 86.4 29

Byzantine robustness. Tables 5 and 6 report clean accuracy under sign-flip and
Gaussian attacks. Under sign-flip, FedAvg collapses as expected. Robust aggregators
recover, but SecureFedGuard improves further by attenuating residual components and
down-weighting clients with persistent anomalous geometry. Under Gaussian noise, the
main failure mode is variance inflation; SecureFedGuard maintains high accuracy by
combining security-aware trimming with selective residual clipping, which reduces the
effective noise injected outside dominant benign directions.
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Table 5. Sign-flip Byzantine attack with « = 0.2 and A = 10. For CIFAR tasks, we report clean
accuracy (%); for Shakespeare, we report test perplexity (PPL; lower is better).

Method CIFAR-10 (%) CIFAR-100 (%) Shakespeare (PPL)
FedAvg 12.4 1.8 215
Median 73.5 41.2 92
TrimmedMean 75.1 43.0 88
Multi-Krum 71.6 39.8 101
RFA 74.2 42.1 90
SecureFedGuard 77.0 44.6 84

Table 6. Gaussian Byzantine attack with « = 0.2. Adversaries send uf ~ N(0,02I) scaled to match
benign ||ut[|; metrics follow Table 5.

Method CIFAR-10 (%) CIFAR-100 (%) Shakespeare (PPL)
FedAvg 38.7 16.2 141
Median 70.9 39.5 98
TrimmedMean 72.4 41.0 94
Multi-Krum 68.1 36.8 109

RFA 71.2 40.1 96
SecureFedGuard 74.0 423 90

Visualization of the security-utility trade-off. To complement the tables, Figure 1
plots Clean Accuracy versus ASR for CIFAR-10 backdoor, and Figure 2 plots Clean Accuracy
versus corruption ratio « under sign-flip. In both views, SecureFedGuard occupies a
favorable region: low ASR at high accuracy, and graceful degradation as « increases.

84
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ASR (%)

Figure 1. Clean Accuracy versus ASR on CIFAR-10 backdoor (¢ = 0.2, A;, = 10). Markers correspond
to circle = RFA, square = Median, triangle = TrimmedMean, diamond = Multi-Krum, dot = FedAvg,
star = SecureFedGuard. Lower ASR and higher accuracy are better.

Sketch-Consistent Fabrication (DVA-Bypass Attacker)

To delineate DVA’s defensive boundary, we evaluate an adaptive Byzantine attacker
that fabricates the trace sketch to satisfy Equation (11) for an arbitrary poisoned update
(e, ht = —f!/n; hence, dt ~ 0). This removes the trajectory-consistency signal and
isolates the contribution of cross-round spectral forensics and robust aggregation.
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Figure 2. Clean accuracy on CIFAR-10 under sign-flip attacks (A = 10) versus corruption ratio «.
Curves shown (no legend): solid = FedAvg, dashed = TrimmedMean, dotted = SecureFedGuard.
SecureFedGuard degrades gracefully as « increases.

5.3. Additional Robustness Evaluations

Extreme non-IID and feature-shift heterogeneity. Beyond the default Dirichlet label
skew (6 = 0.3), we include (i) more extreme label skew with smaller J, (ii) a pathological
label-partition where each client holds only a small number of classes, and (iii) feature-
distribution shifts created by assigning each client a fixed input transformation (e.g., bright-
ness/contrast/blur) throughout training.Table 7 reports Clean Accuracy/ASR under these
harsher conditions.

Comparison with recent backdoor defenses. We additionally report backdoor results
for CrowdGuard [12], FDCR [13], and AlignIns [15] under the same local training protocol.
Table 8 summarizes Clean Accuracy/ASR.

Table 7. Robustness under more extreme heterogeneity on CIFAR-10 backdoor (¢ = 0.2, A;, = 10).
Entries are Clean Acc (%)/ASR (%).

Method Dirichlet § = 0.3 Dirichlet § = 0.1 2-Class Pathological Feature Shift
FedAvg 82.6/96.8 80.9/97.3 74.5/98.1 78.2/97.0
TrimmedMean 81.4/28.7 79.0/35.0 72.0/41.2 76.5/33.8
RFA 81.0/19.4 78.5/25.0 70.8/30.6 75.8/23.7
SecureFedGuard 82.1/3.7 80.3/6.1 74.0/8.4 78.0/6.7

Table 8. Comparison with recent backdoor defenses on CIFAR-10 backdoor (Dirichlet § = 0.3, & = 0.2,
Ap = 10). Entries are Clean Acc (%)/ASR (%).

Method Clean Acc/ASR
CrowdGuard [12] 81.6/12.4
FDCR [13] 81.2/15.8
Alignlns [15] 81.9/6.9
SecureFedGuard 82.1/3.7

5.4. Dynamics and Ablation Studies

We now examine how SecureFedGuard achieves robustness and which components
contribute most under different threat regimes. We focus on two aspects: (i) training-
time dynamics (how quickly the backdoor emerges or is suppressed across rounds), and
(ii) component-level ablations that isolate the effect of DVA, cross-round forensics, and
security-aware robust aggregation. Throughout this subsection, we use the CIFAR-10
backdoor setting (x = 0.2, A;, = 10) as the primary case study and provide additional
evidence under alternative backdoor strengths and corruption rates.
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Backdoor dynamics across rounds. Figure 3 plots ASR as training proceeds. FedAvg
rapidly converges to high ASR, indicating that backdoor features are learned early and
persist. A purely robust baseline (TrimmedMean) slows the backdoor but often settles at a
non-trivial ASR plateau, consistent with the attacker injecting a persistent direction that re-
mains within the acceptance region of coordinate-wise robust summaries. SecureFedGuard
suppresses ASR quickly and keeps it low throughout training. This behavior is consistent
with the methodology: DVA reduces the influence of inconsistent crafted updates, while
spectral residual clipping shrinks the residual component that repeatedly deviates from the
benign subspace. Figure 4 shows that this suppression is not achieved by sacrificing clean
utility: clean accuracy remains close to the best baselines once training stabilizes.

Ablations of defense components. We evaluate three ablations: (i) DVA-only, which
uses the DVA gate a! in the aggregation weights but disables spectral forensics (no residual
clipping and no persistence memory); (ii) Forensics-only, which uses residual clipping
but sets 4! = 1 and uses uniform weights (no trajectory screening); and (iii) Full Se-
cureFedGuard. Table 9 reports CIFAR-10 backdoor outcomes, and Table 10 reports sign-flip
Byzantine outcomes. To stress-test DVA under an adaptive sketch-consistent attacker,
Table 11 reports the same ablation when adversaries fabricate h! to satisfy Equation (11).
DVA-only substantially reduces ASR compared with Fed Avg but leaves a visible residual
backdoor because an optimization-based attacker can still produce self-consistent traces.
Forensics-only further suppresses ASR by shrinking anomalous residual directions but is
somewhat less effective against integrity-evasive manipulations (e.g., scaling/flip variants)
because it lacks trajectory screening. The full method combines both, yielding the lowest
ASR and strong Byzantine robustness, validating that the two signals are complementary.
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Figure 3. ASR dynamics on CIFAR-10 backdoor (¢« = 0.2, A;, = 10). Curves shown (no legend):
solid = FedAvg, dashed = TrimmedMean, dotted = SecureFedGuard. SecureFedGuard suppresses
ASR early and maintains it near 0-5%.
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Figure 4. Clean-accuracy dynamics on CIFAR-10 backdoor (x = 0.2, A;, = 10). Curves shown (no
legend): solid = FedAvg, dashed = TrimmedMean, dotted = SecureFedGuard. SecureFedGuard
preserves clean accuracy while suppressing the backdoor.
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Table 9. Ablation on CIFAR-10 backdoor (¢ = 0.2, A;, = 10). DVA-only uses trajectory screening
(Equation (14)) without spectral forensics; Forensics-only uses residual clipping (Equation (21))

without DVA; Full combines both.

Variant Clean Acc. (%) ASR (%)
FedAvg 82.6 96.8
DVA-only (a! enabled) 81.7 14.2
Forensics-only (clipping enabled) 81.9 9.6
Full SecureFedGuard 82.1 3.7

Sensitivity to attacker strength and persistence memory. To stress-test persistence

effects, Table 12 varies the model-replacement scaling A; and reports the resulting ASR. The

table shows that SecureFedGuard remains stable across a wide range of Aj,, whereas robust

baselines degrade as A; increases. We also evaluate the EMA parameter 8 controlling the

persistence memory time scale (Equation (19)). Figure 5 shows that intermediate values

(e.g., B = 0.85-0.95) provide the best robustness: small  reacts quickly but is noisier, while

very large B can delay suppression of newly emerging malicious behavior.

Table 10. Ablation under sign-flip Byzantine attack (x = 0.2, A = 10). Combining DVA and forensics

yields the strongest robustness.

Variant CIFAR-10 Acc. (%) CIFAR-100 Acc. (%)
FedAvg 124 1.8
DVA-only (a! enabled) 63.1 33.7
Forensics-only (clipping enabled) 71.2 39.6
Full SecureFedGuard 77.0 44.6

Table 11. Ablation under DVA-bypass sign-flip Byzantine attack (x = 0.2, A = 10). Adversaries
fabricate the trace sketch so that d! ~ 0 for an arbitrary poisoned update, eliminating the DVA signal.

Method CIFAR-10 (%) CIFAR-100 (%)
FedAvg 124 1.8
DVA-only (a! enabled) 13.0 2.1
Forensics-only (clipping enabled) 69.8 39.1
Full SecureFedGuard 74.6 43.2

Table 12. Sensitivity to backdoor scaling strength A, on CIFAR-10 with & = 0.2. Robust base-
lines degrade as A; increases, while SecureFedGuard remains stable due to residual clipping and

persistence-aware weighting.

Method A, =5ASR (%) Ap =10ASR (%) Ay =15 ASR (%)
TrimmedMean 17.3 28.7 39.8
RFA 12.6 19.4 27.5
SecureFedGuard 3.9 3.7 4.8
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Figure 5. Effect of the persistence-memory time scale (EMA B in Equation (19)) on CIFAR-10
backdoor ASR (« = 0.2, A;, = 10). Intermediate values balance responsiveness and stability, yielding
the best ASR.

6. Conclusions

This paper proposed SecureFedGuard, a practical security framework for federated
learning that jointly addresses integrity-evasive Byzantine updates and stealthy backdoor
poisoning under non-IID data. SecureFedGuard couples a novel dual-view update authen-
tication mechanism, which screens update plausibility using compact linear sketches of
both the final update and the cumulative gradient trace, with cross-round spectral foren-
sics that suppresses persistent anomalous directions via residual clipping and adaptive
robust aggregation. Across real FL benchmarks and threat models, the method achieves
strong clean accuracy while dramatically reducing backdoor attack success compared
with widely used robust aggregators and recent defenses, and it can be deployed in a
secure-aggregation-compatible mode using only sketches and scalar weights. These re-
sults suggest that combining lightweight trajectory-consistency signals with geometry-
and persistence-aware update sanitization is an effective route to integrity-preserving and
backdoor-resilient federated learning at scale.
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