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Abstract

Intrusion detection in IoT and IloT networks must operate under tight resource constraints,
yet most published machine learning-based IDS solutions report accuracy on held-out data
without addressing whether the trained model can actually run on the target hardware.
We address this gap with an end-to-end study spanning dataset preprocessing, model
training, INT8 quantisation, and physical execution on two real microcontrollers. Five
supervised classifiers—Logistic Regression, Decision Tree (depth 5), Random Forest, XG-
Boost, and LightGBM—plus an MLP deep learning baseline are evaluated on binary and
ten-class intrusion detection tasks using the TON_loT network dataset. A 5-fold strati-
fied cross-validation confirms stable performance across splits, with Light GBM reaching
F; = 0.9993 £ 0.0001. Models are then exported through three quantisation pipelines:
m2cgen C code generation for the two lightest classifiers, TensorFlow Lite Micro full-
integer INT8 for the MLP (9.34x size reduction to 13.03 KB), and a custom post-training
INTS binary format for XGBoost and LightGBM (18.91 x compression for LightGBM to
73.85 KB). All five quantised models are deployed to an Arduino Mega 2560 (ATmega2560,
16 MHz, 8 KB SRAM) and an ESP32-C3 SuperMini (RISC-V, 160 MHz, 400 KB SRAM) and
benchmarked on physical hardware across 500 timed inferences per model (250 per input
class), with firmware predictions confirmed to match the Python 3.11 float model on both
test vectors. The Decision Tree achieves 5.6 us inference on the ESP32-C3; LightGBM INT8
(Fr = 0.9992) provides the best accuracy—size trade-off among ensemble models. Cross-
platform comparison reveals that the RISC-V device is 5.8-7.8 x faster than the 8-bit AVR
for identical model code. A cross-domain evaluation using CIC-IoT-Dataset2023 identifies
large normalised distribution shifts (up to 6 = 5.95 in packet asymmetry), quantifying the
generalisation gap that remains an open challenge.

Keywords: intrusion detection; IoT security; IloT; machine learning; model quantisation;
TensorFlow Lite Micro; embedded deployment; edge Al; Arduino; ESP32; LightGBM,;
XGBoost; SHAP
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1. Introduction

The proliferation of connected devices in IoT and IIoT environments has created an
expansive and poorly defended attack surface. Network-level intrusion detection is a
natural countermeasure, and machine learning has delivered strong results on benchmark
datasets [1,2]. Yet, a significant portion of published work stops at software evaluation,
leaving unanswered the practical question of whether a well-performing model can be
executed on the microcontrollers that actually appear in industrial sensors, smart meters,
and edge gateways. When deployment is considered at all, it is typically via simulation or
emulation rather than physical hardware.

This paper closes that loop. We build a reproducible ML-IDS pipeline, apply three
distinct quantisation strategies to reduce model footprint, and benchmark all five resulting
models on physical hardware. The study makes four main contributions: (i) a thorough
multi-model evaluation on the TON_IoT dataset with 5-fold cross-validation; (ii) SHAP-
based interpretability analysis for the most challenging attack class (MITM); (iii) a quantisa-
tion pipeline covering m2cgen C export, TFLite Micro INT8 conversion, and a custom INT8
binary format for gradient-boosted tree ensembles, together with analytical quantisation-
error bounds for all deployed models (maximum threshold rounding error and leaf-value
rounding error); and (iv) physical inference benchmarks on 500 timed measurements per
model on an Arduino Mega 2560 and an ESP32-C3 SuperMini, with firmware-Python
agreement confirmed on both test vectors, a direct cross-architecture comparison using
identical compiled C code, and a code-size and accuracy comparison against the emlearn
C-export baseline. The contributions span three distinct levels: methodological (INT8
binary format for tree ensembles, cross-domain shift quantification), engineering (firmware
toolchain, automated flash-and-collect pipeline), and experimental (physical latency and
SRAM benchmarks).

2. Related Work

Machine learning intrusion detection for IoT and IIoT networks has developed along
several related lines: general IDS surveys, feature selection and benchmark evaluation,
explainability, advanced learning architectures, federated and reinforcement learning,
and practical deployment under resource constraints. Early and recent surveys agree on the
same basic observation: machine learning can improve detection of unknown or evolving
attacks, but IoT environments impose stricter limits than conventional enterprise networks
because devices are heterogeneous, low-power, and often unable to host computationally
heavy models [1-5]. Reviews focused on IIoT reach a similar conclusion: supervised
and hybrid models are effective in controlled benchmarks, but false positives, scalability,
and adaptation to new environments remain unresolved operational problems [6]. Meta-
heuristic and feature-selection studies add another important point: high accuracy alone is
not enough for IoT IDSs, since feature dimensionality, inference cost, and model complexity
directly affect deployability [7].

A large part of the literature, therefore, studies feature engineering and model selec-
tion. Garcia et al. evaluated feature-selection methods across IoT intrusion datasets and
showed that reducing the feature set can preserve high classification performance while im-
proving efficiency [8]. Sarhan et al. studied feature extraction across UNSW-NB15, ToN-IoT,
and CSE-CIC-IDS2018 and found that no single feature extraction method or classifier was
uniformly best across datasets, which is an important warning against overgeneralising
from one benchmark [9]. Alani and Miri approached the same issue from the perspective of
an explainable universal feature set for IoT intrusion detection [10]. These works support
the use of compact feature representations, but they also show that feature choices are
strongly dataset-dependent.
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Several recent works report very high detection rates with conventional and ensemble
learning. Achbarou et al. combined feature selection with Random Forest, LightGBM,
XGBoost, and CNN-based models for IoT intrusion detection and reported near-perfect
binary classification results on CICIDS2017 [11]. Samantaray et al. compared classical
machine learning algorithms for IoT-based NIDS and showed that preprocessing and fea-
ture scaling can substantially improve multiclass classification [12]. Wakili and Bakkali
proposed a fault-tolerant ensemble for CICIoT2023 that combines feature selection, explain-
ability, and several tree-based models [13]. These studies confirm the strength of tree-based
classifiers in IDS tasks. This is consistent with the general success of CART, XGBoost,
and LightGBM in tabular learning problems [14-16]. However, most such evaluations
remain software-side studies. They normally report accuracy, precision, recall, and some-
times runtime on a desktop or server, but they rarely show that the trained model can be
stored, loaded, and executed on the target microcontroller.

Deep learning has also been widely explored. Ishtiaq et al. proposed a dual-attention
deep learning framework for IoT intrusion detection on Edge-IloTset, combining convo-
lutional, recurrent, and attention components [17]. Houkan et al. studied Dynamic Tanh
activation for intrusion detection and showed that activation design can reduce training cost
while preserving detection quality [18]. AL Ibaisi et al. introduced a bio-inspired encoding
and hybrid feature-selection pipeline with several deep architectures on CIC-Bot-IoT [19].
Kaddoura et al. proposed a different direction, using formal modelling and mutation
testing to generate training data for device-specific IDS models [20]. These contributions
are methodologically interesting, but their deployment implications are not always clear.
Complex neural architectures may be accurate, yet their memory footprint and inference
cost can be incompatible with MCU-class targets unless the model is compressed and tested
in the intended execution environment.

Another active direction is learning under limited data, heterogeneous clients, or adap-
tive attacks. Chen et al. proposed CLU-ID, a contrastive unsupervised IDS for low-power
IoT devices, focusing on limited normal samples and unseen attacks [21]. Garcia-Séez et al.
studied clustering-guided federated learning for highly heterogeneous IoT environments
and addressed the instability of standard aggregation under severe non-IID conditions [22].
Recent reinforcement-learning-oriented studies examine adversarial and self-healing IDS
strategies for IoT and 5G-enabled IoT networks [23,24]. These works are relevant because
they move beyond static supervised classification. At the same time, they usually assume
a gateway, server, or distributed training infrastructure, while the question of very small
standalone inference binaries remains less developed.

Dataset design and cross-dataset evaluation are also central to this field. The TON_IoT-
related threat intelligence work introduced a realistic Industry 4.0 setting with network and
physical components [25]. CICIoT2023 provides a large-scale IoT benchmark with many
attack categories and has become a common reference point for recent IDS studies [26].
Newer datasets and frameworks, such as ASEADOS-SDN-IoT and other SDN-IoT bench-
marks, aim to capture interactions between IoT traffic and programmable network control
planes [27,28]. These efforts improve benchmark realism, but they also expose a weakness
in current IDS evaluation: models trained on one dataset often exploit dataset-specific traf-
fic regularities. Cross-domain performance and feature-distribution shift are still reported
less often than in-distribution accuracy.

Explainability has become a related concern. SHAP provides a principled additive
framework for interpreting model predictions [29], and several IoT IDS papers now use
SHAP or LIME to identify influential traffic features [13,30]. Explainability is useful for
auditing and for understanding rare attack classes, but it does not by itself solve the
deployment problem. A model may be interpretable and accurate while still being too
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large or too slow for a microcontroller. Conversely, a small model may be deployable but
may hide blind spots in rare classes such as MITM. For this reason, interpretability should
be combined with memory, latency, and cross-domain analysis rather than treated as a
substitute for them.

The closest line of work to the present study concerns lightweight and embedded
IDSs. Tacobelli et al. compared machine learning and deep learning models for lightweight
IoT anomaly detection and emphasised the trade-off between detection capability and
inference time [31]. Shaikhanova et al. proposed a reproducible ML framework for security
auditing of IoT device networks on TON_IoT, covering binary and multiclass classification,
per-class analysis, and software-side computational benchmarking [32]; the corresponding
open-source pipeline is available in [33]. That work established the baseline pipeline and
identified model size and hardware execution as the next open problem: it did not address
model quantisation or physical deployment on MCU-class targets. The present study
directly extends this line of work by adding INTS8 export pipelines for all model types,
physical inference benchmarks on real microcontrollers, and a cross-domain distribution
shift analysis—steps that were explicitly absent from the prior framework. Jamshidi et al.
studied the performance and energy impact of ML-driven IDSs at the IoT edge, confirming
that operational costs are non-negligible under real-time threat conditions [34]. These
contributions collectively motivate the present work, but none provide a complete path
from trained IDS models to quantised firmware binaries physically executed on memory-
constrained microcontrollers.

TinyML frameworks provide the missing deployment layer for neural models. Ten-
sorFlow Lite Micro demonstrates that inference on microcontrollers is feasible with static
memory allocation and small runtime support [35], and the TinyML literature has shown
how neural models can be deployed on Arduino-class and ultra-low-power devices [36].
However, IoT intrusion detection often performs best with tree ensembles rather than
neural networks. Unlike neural models, gradient-boosted decision trees do not have a
widely adopted microcontroller deployment format comparable to .tflite. This creates a
practical gap: the models that are strongest on tabular IDS datasets are not necessarily the
easiest to deploy on constrained hardware.

In summary, the literature provides strong evidence that machine learning can detect
IoT intrusions with high in-distribution accuracy, especially when tree ensembles, feature
selection, and modern deep learning architectures are used. It also shows growing interest
in explainability, federated learning, new datasets, and lightweight IDSs. The remaining
gap is more concrete and operational. Most studies do not jointly address model accu-
racy, quantised model size, SRAM use, firmware-level execution, physical latency on real
microcontrollers, and cross-domain distribution shift. The present work addresses this
gap by evaluating classical models, gradient-boosted ensembles, and an MLP baseline on
TON_IoT, exporting the deployable models through MCU-oriented quantisation pipelines,
executing them on Arduino Mega 2560 and ESP32-C3 hardware, and quantifying the shift
between TON_IoT and CIC-IoT-Dataset2023. This gives a deployment-oriented view of IoT
IDS performance rather than a benchmark-only view.

3. Materials and Methods
3.1. Datasets
3.1.1. TON_IoT Network Dataset

The primary dataset is the TON_IoT Network Dataset [25], collected at the Cyber
Range and IoT Labs of UNSW Canberra under realistic smart-environment conditions.
Traffic was captured at the source using Argus and Zeek; specific tool version numbers are
not documented in the dataset’s public release [25] from a testbed replicating a multi-tier
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IoT/IloT deployment with sensors, actuators, fog nodes, and a cloud gateway. The dataset
is published under CC BY 4.0.

We use the train_test_network.csv subset, which contains 44 raw columns covering
TCP/UDP/ICMP flow statistics, DNS metadata, SSL session attributes, and HTTP transac-
tion fields. After preprocessing, the effective feature vector has 95 dimensions. The standard
80/20 partition yields a held-out test set of 38,095 samples.

For the binary task, the target label is label € {0,1} (normal/attack). For the ten-
class task, the target type covers backdoor, DDoS, DoS, injection, MITM, normal, pass-
word, ransomware, scanning, and XSS. The MITM class is notably underrepresented
(208 test samples, approximately 0.55% of the test set), which has direct implications
for per-class detection performance, as discussed in Section 4.2. Table 1 summarises
the distribution.

Table 1. Class distribution in the held-out test set (TON_IoT, 38,095 samples).

Class Samples Share (%)
Normal 8408 22.1
Scanning 4000 10.5
DDoS 3999 10.5
DoS 3799 10.0
Injection 3993 10.5
Password 3972 104
Ransomware 2947 7.7
Backdoor 3742 9.8
XSS 3027 7.9
MITM 208 0.5
Total 38,095 100.0

3.1.2. CIC-IoT-Dataset2023

For cross-domain evaluation, we use CIC-IoT-Dataset2023 [26], provided by the Cana-
dian Institute for Cybersecurity. Because the two datasets use different feature nomen-
clatures and capture toolchains, direct feature alignment is not possible. We construct a
ten-feature harmonised representation based on packet counts, byte totals, flow duration,
directional ratios, and asymmetry indices that can be computed from either dataset. The pur-
pose is to quantify the distribution shift that explains cross-domain accuracy degradation.

3.2. Preprocessing and Feature Representation

Missing values in optional protocol fields are imputed with zero, semantically equiva-

lent to marking the field as inactive for non-matching traffic. Categorical columns (proto,

service, conn_state, and Boolean DNS/SSL/HTTP flags) are one-hot encoded. All nu-

merical features are standardised using per-feature statistics from the training split:
- N T H

%=
j 4
Ij

)
where y; and 0; are estimated on training data only; the same parameters are later embed-

ded in the MCU firmware. After encoding, each flow is represented as x € R%.

3.3. Classifier Models

We train five classifiers and one deep learning baseline, deliberately spanning a wide
range of computational complexity to quantify the accuracy—efficiency trade-off.
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Logistic Regression. The linear baseline predicts attack probability via the logistic function:

1
T+ oxp(—(w x + 1))’

Py=1|x)=c(w'x+b)= 2)
trained with L-BFGS-B and ¢, regularisation. The serialised model occupies 4.44 KB.

Decision Tree (depth 5). A CART tree [14] is grown by maximising Gini impurity
reduction:

G(S) =1 —;pi, (3)

where py is the fraction of class-k samples in node S. Depth 5 yields 26 leaf nodes and an
8.07 KB model, small enough for an 8 KB SRAM device after C code generation.

Random Forest. An ensemble of 100 trees with | /95| = 9 features per split is included
as an accuracy reference; its 21.9 MB footprint precludes MCU deployment.

XGBoost. Gradient-boosted trees [15] are trained with the histogram algorithm
(max_bin=256). The ensemble prediction is:

M
PO = 1 nhn (), @

where 7 is the learning rate and h,; is a regression tree fit to the negative gradient of the loss
at step m. Using max_bin=256 aligns split thresholds with an 8-bit grid, enabling lossless
INT8 quantisation of thresholds.

LightGBM. Histogram-based gradient boosting [16] is implemented with leaf-wise
tree growth and max_bin=255. LightGBM achieves the highest binary F; (0.9992) at 1.4 MB,
compressed to 73.85 KB by the INT8 pipeline.

MLP. A multilayer perceptron with architecture 95 — 64 — 32 — 1 is trained with Adam
for 50 epochs (learning rate 103, batch size 256, early stopping with patience 5). Both hidden
layers use ReLU activation; the output layer uses sigmoid for binary probability estimation:

7= o(wouh® + bout). ©)
The float32 model is 121.7 KB; INT8 conversion produces a 13.03 KB TFLite file.

3.4. Evaluation Framework

Performance is measured on the held-out test set and via 5-fold stratified cross-
validation. Binary metrics are:
TP TP 2-P-R

Precision = ————, Recall= ———, F =
recision TP+ FD’ eca TP L EN’ 1

)

1 1
ROC-AUC = /0 TPR(#) dFPR(t), PR-AUC = /O P(r) dr. @®)

For multiclass, we use macro-averaged F; (F; = C 1y, F ) and macro-averaged ROC-AUC
with one-vs-rest decomposition. The cross-validation estimate over K = 5 folds is:

~ 1 & _
Mcy = X ) M(F79, Dy), )
k=1

where f(=%) is the model trained on all folds except the k-th, and Dy is the withheld fold.
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3.5. SHAP Interpretability

SHAP [29] decomposes a model prediction into additive per-feature contributions:
p
fO0) = o+ ) 9j(x), (10)
j=1

where ¢g = E[f(X)] is the baseline. We use TreeExplainer on the multiclass XGBoost model
and focus on the MITM class. Global importance is ¢; = Ex[|¢;(x)|].

3.6. Quantisation and Export Pipeline
3.6.1. m2cgen C Code Export

The m2cgen library [37] transpiles a scikit-learn model into a standalone C function
with no heap allocation. Logistic Regression is exported as double score(double *input)
returning the raw logit; the prediction is J = 1[score > 0]. The Decision Tree is exported
as a nested if/else block; the predicted class is arg max of the two-element output array.

3.6.2. TensorFlow Lite Micro INT8

The Keras MLP is converted with post-training full-integer quantisation [35] using
200 calibration samples. Each weight w is mapped to a signed 8-bit integer:

q = clamp(|w/s] +z, —128, 127), s =max(|w|)/127, (11)

where s is the per-tensor scale and z is the zero-point. The resulting 13.03 KB .tflite file
is serialised as a C header array for PlatformIO. The static tensor arena is pre-allocated at
48 KB; the active arena during inference is 1676 bytes.

3.6.3. Custom INT8 Binary Format for Tree Ensembles

Split thresholds and leaf values are quantised separately:
tyli] = clamp(|t[i]/s¢], —128, 127), s; = max(|t])/127, (12)

Cyli] = clamp(| £[i]/s;], —128, 127), s, = max(|¢|)/127. (13)

The binary header stores tree count, per-tree feature-index arrays, and scale factors sy, 5.
Inference reads each threshold as a single int8_t and reconstructs its value as t[i] = s; - t4[i].
LightGBM trained with max_bin=265 already aligns thresholds to an 8-bit grid, making
threshold quantisation lossless. The compression ratio is defined as:

CR = Sorig/squant' (14)

The binary file is written in little-endian byte order for compatibility with both the AVR
(ATmega2560) and RISC-V (ESP32-C3) target platforms. Tree traversal in the firmware
runtime uses an iterative loop over pre-flattened node arrays, avoiding recursion and the
associated unbounded stack growth on 8 KB SRAM devices. Threshold rounding uses
round-half-to-even (IEEE 754 default) throughout. All experiments use random_state =42
for cross-validation splits and model training.

3.7. Hardware Deployment Infrastructure
3.7.1. Target Hardware

Two boards were used for physical benchmarking (Figure 1): the Arduino Mega 2560
(ATmega2560 microcontroller, Microchip Technology Inc., Chandler, AZ, USA; 8-bit AVR,
16 MHz, 8 KB SRAM, 256 KB Flash) and the ESP32-C3 SuperMini (ESP32-C3 microcontroller,
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Espressif Systems, Shanghai, China; RISC-V 32-bit, 160 MHz, 400 KB SRAM, 4 MB Flash).
The same model runs on both boards for Logistic Regression and the Decision Tree, enabling
a direct cross-architecture latency comparison. For XGBoost and LightGBM, the INT8 binary
array resides in Flash, and only the active tree metadata (approx. 25 KB for XGBoost and
6.4 KB for LightGBM) occupies SRAM during traversal.

ARDUINO

|

Figure 1. Target hardware used for physical benchmarking. Left: Arduino Mega 2560 (ATmega2560,
8 KB SRAM). Right: ESP32-C3 SuperMini (RISC-V 160 MHz, 400 KB SRAM). A 1-euro coin (diameter
23.25 mm) is included for scale.

3.7.2. Build and Measurement Infrastructure

Firmware is built with PlatformIO across seven environments defined in platformio.ini.
A PowerShell automation script (flash.ps1) handles compilation, flashing, serial connec-
tion, and CSV collection. Before each flash session, a Python validator (validate_before_
flash.py) confirms that Python and C predictions agree on the selected test vectors.

Latency is measured with micros () (AVR) or the ESP32 hardware timer, wrapping
the prediction call precisely. Timer resolution is 4 ps on the AVR (micros() granular-
ity) and 1 ps on the ESP32-C3 (80 MHz hardware counter). Interrupts are not disabled
during measurement, providing a realistic worst-case bound rather than an idealised mini-
mum. A fixed2 s idle interval (delay(2000)) separates consecutive inferences, ensuring
that each measurement begins from a quiescent processor state; this yields conservative,
cold-start latency estimates rather than best-case throughput figures. The results are
streamed over UART at 115200 baud as CSV records containing a label, predicted class,
probability, latency in microseconds, and memory usage. SRAM consumption is reported
as ESP.getFreeHeap () consumption on the ESP32-C3, freeMemory () drain on the Mega,
and interpreter->arena_used_bytes() for the TFLite Micro MLP.

Preprocessing cost. In the current firmware, test vectors are transmitted in pre-
normalised form (standardisation applied in Python before loading to the MCU), so only
inference latency is reported in this study.In a fully embedded pipeline, the upstream
standardisation of 95 features (95 multiply—subtract pairs) would add an estimated ~10 ps
on the ESP32-C3 and ~1 ms on the Mega (based on operation counts and respective clock
speeds; software float on the 8-bit AVR is substantially slower than hardware FPU on the
RISC-V). These estimates are not directly measured and represent order-of-magnitude
guidance; end-to-end latency profiling is identified as future work.

Scope of latency claims. All latency values reported in this study and throughout this
paper refer exclusively to model inference latency on pre-normalised input vectors. They do
not include feature extraction, flow aggregation, standardisation, one-hot encoding, or com-
munication I/0O. In a fully embedded pipeline, upstream standardisation of 95 features
would add an estimated ~10 ps on the ESP32-C3 and ~1 ms on the Arduino Mega (based
on operation counts and clock speeds; these are order-of-magnitude estimates, not directly
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measured values). For the 5.6 ps Decision Tree on the ESP32-C3, preprocessing would
dominate the total pipeline latency by roughly two orders of magnitude. All comparative
statements (e.g., “X times faster than Y”) must be interpreted within this inference-only
scope. End-to-end latency measurement, including on-MCU preprocessing, is identified as
future work.

3.8. Cross-Domain Distribution Shift

To characterise the mismatch between TON_IoT and CIC-IoT-Dataset2023, we com-
pute the normalised shift for each harmonised feature:

src __

_

t‘gt‘ (15)

where y;’rc and (7]?“ are the mean and standard deviation of feature j in the TON_IoT test

split, and ‘u;gt is the mean in CIC-IoT-Dataset2023. A value 6; > 1 indicates that the feature
distributions differ by more than the within-source variability.

4. Results
4.1. Binary Classification

Table 2 shows the full hold-out evaluation. LightGBM and XGBoost lead on F; and
ROC-AUC, both reaching near-perfect area under curve. The MLP achieves F; = 0.9959
at a substantially smaller footprint than the tree ensembles. Logistic Regression reaches
F; = 0.9900, which is operationally meaningful for a model that compiles to a single
C function.

Table 2. Binary classification results on the 38,095-sample held-out test set (TON_IoT). Python-side
latency in ms per 1000 samples.

Model K ROC-AUC PR-AUC Precision Recall Lat. (ms/1k) Size (MB)
LightGBM 0.9992 0.99999 0.99999 0.9990 0.9995 77.6 1.375
Random Forest 0.9990 0.99998 0.99999 0.9987 0.9994 303.2 21.908
XGBoost 0.9989 0.99998 0.99999 0.9987 0.9992 87.1 0.765
MLP (DL baseline) 0.9959 0.9993 0.9993 — — — 0.119
Decision Tree d =5 0.9943 0.9856 0.9920 0.9913 0.9973 47.2 0.019
Logistic Regr. 0.9900 0.9945 0.9981 0.9903 0.9897 55.5 0.016
Figure 2 shows the 5-fold cross-validation F; scores; Table 3 provides the full numerical
summary. Variance across folds is below 0.0006 for every model, confirming that the hold-
out results are not artefacts of a particular random split. LightGBM achieves the highest
mean CV F; (0.9993 + 0.0001) and the lowest fold-to-fold variation.
Table 3. Five-fold stratified cross-validation summary (binary task). Values are mean + standard
deviation across folds.
Model F ROC-AUC PR-AUC Accuracy
LightGBM 0.9993 + 0.0001 0.99998 + 0.00001 0.999995 + 0.000003  0.9990 + 0.0001
Random Forest 0.9992 + 0.0001 0.99998 + 0.00001 0.999995 + 0.000003  0.9988 + 0.0002
XGBoost 0.9991 + 0.0001 0.99998 + 0.00001 0.999993 4+ 0.000003  0.9986 + 0.0002
Decision Tree d =5 0.9946 + 0.0001 0.9863 + 0.0005 0.9924 + 0.0003 0.9916 + 0.0002
Logistic Regr. 0.9905 + 0.0004 0.9945 + 0.0002 0.9982 + 0.0002 0.9851 + 0.0006
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Figure 2. Five-fold cross-validation F; scores (binary task, TON_IoT). Error bars show +1 standard
deviation across folds. The Random Forest and LightGBM error bars are smaller than the bar width.

4.2. Multiclass Classification

Table 4 presents the ten-class results. XGBoost achieves the highest macro-F; (0.9694)
and LightGBM is essentially tied (0.9693). The gap between macro-F; and weighted-F;
for Logistic Regression (0.790 vs. 0.850) and the Decision Tree (0.715 vs. 0.804) reflects the
MITM challenge.

Figure 3 shows the per-class F; for XGBoost. Nine of the ten classes achieve F; > 0.974;
MITM is the sole exception (F; = 0.786) due to its severe underrepresentation (208 test
samples) and its ambiguous traffic profile. No explicit imbalance-handling strategy
(e.g., SMOTE or class-weighted loss) is applied, as synthetic oversampling risks inflat-
ing per-class metrics through samples that are not representative of real traffic patterns.
The reported MITM macro-Fj, therefore, reflects genuine dataset scarcity rather than a
flaw in the evaluation protocol. The SHAP analysis in Section 4.3 provides complementary
insight into which features the model uses to separate MITM from other traffic classes.

XSS

Scanning 0.992

Ransomware 0.999

Password 0.994
Normal 0.997

MITM

Injection 0.977

DoS 0.989

DDoS 0.987

Backdoor N F1=0.95

Il F1 < 0.95 (MITM)

0.75 0.80 0.85 0.90 0.95 1.00
F1 Score

Figure 3. Per-class F; scores for XGBoost on the ten-class TON_IoT test set. The MITM class
(F; = 0.786) is the only outlier; all other attack types exceed F; = 0.97.
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Table 4. Multiclass classification results (TON_IoT held-out test set, 38,095 samples). Python-side
latency in ms per 1000 samples.

Model Accuracy Macro F; Weighted F ROC-AUC (Macro) Lat. (ms/1k)
XGBoost 0.9896 0.9694 0.9896 0.9998 129.4
LightGBM 0.9897 0.9693 0.9897 0.9998 550.9
Random Forest 0.9880 0.9678 0.9880 0.9997 317.1
Logistic Regr. 0.8526 0.7903 0.8497 0.9854 43.8
Decision Tree d = 5 0.8148 0.7145 0.8041 0.9685 42.8

4.3. SHAP Interpretability for MITM Detection

Figure 4 presents the global SHAP feature importance for the MITM class. The dom-
inant features are src_bytes (¢ = 0.572) and dst_ip_bytes (¢ = 0.549), followed by
src_pkts (0.335) and duration (0.286). These four flow statistics capture the traffic asym-
metry introduced by a man-in-the-middle attacker: byte volumes and packet counts in each
direction deviate from normal bidirectional sessions in a way that is measurable from flow-
level metadata without deep packet inspection. Protocol indicators play a secondary role.

proto_icmp
dst bytes
dst pkts
service_ssl
conn_state SF
dst_port
src_ip bytes
src_port
proto_tcp
service http
duration
src_pkts

dst ip bytes 0.549

src_bytes 0.572

0.0 0.1 0.2 0.3 0.4 0.5 0.6
Mean |SHAP value|

Figure 4. Global SHAP feature importance for the MITM class (XGBoost multiclass). Byte-volume
and packet-count features dominate, consistent with the directional asymmetry introduced by man-
in-the-middle interception.

4.4. Cross-Domain Generalisation

Table 5 reports the normalised feature shift 6; between TON_IoT and CIC-IoT-
Dataset2023. The largest shift is in packet asymmetry (6 = 5.95), followed by flow duration
(6 = 2.32) and forward-direction payload mean (6 = 1.35). Five of the ten features exceed
the 6 > 1 threshold.
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Table 5. Normalised feature distribution shift (§;) between TON_IoT and CIC-IoT-Dataset2023.

Feature usre utst J;

pkt_asymmetry 0.3072 3.6468 5.949
flow_duration_sec 0.3462 2.5757 2.318
payload_mean_fwd 1.5322 4.2494 1.345
bytes_total 2.6963 6.5808 1.140
bytes_src 1.9928 41617 0.823
pkts_total 1.6159 2.3481 0.688
bytes_dst 2.1558 4.3334 0.665
payload_mean_bwd 1.7252 0.6754 0.407
byte_asymmetry —0.0978 0.0186 0.240
flow_rate 4.3380 5.1260 0.139

Figure 5 visualises these shifts. The pkt_asymmetry gap (§ = 5.95) indicates that the
two datasets differ by nearly six source standard deviations in this feature, a range well
outside the dynamic range the model was trained to handle. This result does not invalidate
the in-distribution accuracy results, but it does establish a concrete quantitative basis for
the cross-domain performance gap that future work must address.

pkt asymmetry 5.949
flow_duration
payload_fwd

bytes total

o
u

N

w

bytes src

=)
oo
©

pkts_total
bytes_dst
payload_bwd

byte asymmetry

flow_rate
| --- 6 =1 threshold

2 3 4 5 6
Normalised shift §;

.

Figure 5. Normalised feature shift J; between TON_IoT and CIC-loT-Dataset2023. The dashed red
line marks 6 = 1. Five features exceed this threshold.

4.5. Quantisation Results

Table 6 summarises all quantisation outcomes. Post-quantisation F; and ROC-AUC
are evaluated on the 38,095-sample Python test set to confirm that hardware-format models
produce identical decisions to the originals. This held-out set is used rather than cross-
validation folds because quantisation is applied to the final trained model rather than
within the training loop; the held-out set provides a fixed, unbiased reference partition for
checking bit-identical agreement between the float and INT8 models.

Quantisation error analysis. For the custom INT8 tree ensembles, rounding errors are
bounded analytically by the scale factors stored in the binary header (Equations (12) and (13)).
For LightGBM, threshold quantisation is lossless: training with max_bin=255 aligns all split
thresholds to the 8-bit quantisation grid before export, so the maximum threshold rounding
error is exactly zero (s; = 0.2254). The maximum leaf-value rounding error is s, /2 = 0.0173
(LightGBM, sy = 0.0345). For XGBoost (max_bin=256), the maximum threshold rounding
error is s; /2 = 0.135 (standardised feature space, s; = 0.2699) and the maximum leaf-value
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rounding error is s, /2 = 0.0021 (s, = 0.0042). Both models achieve an F; delta of 0.0000 and a
hardware class-change rate of 0.0% (all 500 test samples classified identically by firmware and
Python float model, Section 4.6).

Table 6. Quantisation pipeline results for all five deployable models. CR = compression ratio
(Equation (14)).

Model Format Orig. (KB) Quant. (KB) CR F ROC-AUC Target

Logistic Regr.  C (m2cgen) 4.44 3.20 1.38 0.9900 0.9945 Mega/ESP32-C3
Decision Tree ~ C (m2cgen) 8.07 476 1.69 0.9943 0.9856 Mega/ESP32-C3
MLP * TFLite Micro INT8 121.69 13.03 9.34 0.9959 0.9993 ESP32-C3
XGBoost INTS8 binary (XGBIv1) 771.12 369.52 2.09 0.9989 1.0000 ESP32-C3
LightGBM INTS8 binary (LGBIv2) 1396.24 73.85 18.91 0.9992 1.0000 ESP32-C3

* MLP active tensor arena: 1676 B; static pre-allocation: 48 KB.

Figure 6 plots quantised size against binary F;. LightGBM occupies the most
favourable position: it achieves the highest F; at a size four times smaller than XGBoost
after quantisation. The MLP provides a strong alternative when TFLite Micro is available
on the target.

1.000 7 LightGBM
INTS XGBoost
INT8

MLP
INT8
DTree
d=5

Binary F1 Score
©c o ©
© © ©
© © ©
N~ O

1 1 1

0.990 1 @LogReg
0.988 -

0.986

10! 10?
Quantized Model Size (KB, log scale)

Figure 6. Accuracy-size trade-off for quantised models (log scale on x-axis). LightGBM INT8 and the
TFLite Micro MLP are the two most attractive combinations of size and F;.

4.6. Physical Hardware Benchmarks

Table 7 reports the complete physical benchmarking results. Latency statistics are
derived from 500 timed inferences per session (250 repetitions per input class); the variance
captures hardware interrupt jitter and, for tree ensembles, data-dependent traversal-path
differences between the attack and normal inputs. Both test vectors are classified correctly
by every model-board combination, confirming that the C/C++ firmware produces the
same binary decision as the corresponding Python float model. The pre-flash validator
(validate_before_flash.py) verifies this agreement before each flash session.

The benchmark protocol uses two representative pre-normalised test vectors from the
TON_IoT held-out set (one attack-class sample, one normal-class sample), each executed
250 times per session, yielding 500 timed measurements (250 per class) for each model-
board combination. This design isolates inference latency from data-transfer variability:
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the same vectors are flashed into firmware Flash and reused across all sessions, ensuring
that the measured timing reflects only the model computation. The latency variance
observed across the 500 repetitions—which ranges from +0.9 us (DTree ESP32-C3) to
+432 ps (XGBoost ESP32-C3)—captures real interrupt jitter and, for ensemble models, data-
dependent traversal-path differences between the two input classes. Firmware correctness
(C code produces the same class label as the Python float model) is confirmed for both
test vectors across all seven model-board combinations, consistent with the analytical
quantisation-error bounds reported in Section 4.5. The definitive accuracy figures are those
from the Python-side evaluation on all 38,095 held-out samples (Tables 3 and 6).

Sample characterisation. The two hardware test vectors are selected to represent
the primary binary partition of the TON_IoT dataset: one sample from the attack class
(covering diverse attack subtypes in the dataset) and one from the normal-traffic class.
The attack sample is drawn from a balanced region of the feature space where LightGBM
assigns P(attack) > 0.99; the normal sample is drawn from an equally high-confidence
region (P(normal) > 0.99). These high-confidence inputs are chosen deliberately to test the
firmware on inputs that lie well inside each class manifold, providing the cleanest possible
validation of bit-level agreement between the C/C++ implementation and the Python
float model. Boundary-case and low-confidence inputs present a different experimental
question—firmware correctness on ambiguous inputs—that is not the focus of this study;
the firmware reproduces the Python model exactly by construction, so ambiguous inputs
would produce the same (potentially incorrect) label in both implementations. The ana-
lytical quantisation-error bounds in Section 4.5 provide a model-wide, input-independent
correctness guarantee for the entire held-out test set.

Table 7. Physical hardware inference benchmarks. Each session comprises 500 timed inferences:
250 repetitions of a representative attack-class input and 250 of a normal-class input, both pre-
normalised and flashed into firmware Flash. Latency statistics reflect hardware timing variability
across the 500 measurements; accuracy figures for all models are reported on the full 38,095-sample
held-out test set (Table 3). SRAM usage: freeMemory() drain on Mega; getFreeHeap() drain on
ESP32-C3; arena_used_bytes () for MLP 0.

Model Board T (us) o (ps) Tmin (118) Tmax (11S) Size (KB) SRAM Used (B) SRAM Limit (B)
LogReg Mega 1282.8 5.8 1268 1308 3.20 7180 8192

DTreed =5 Mega 324 15 28 40 4.76 7182 8192

LogReg ESP32-C3 164.6 9.2 153 276 3.20 — 409,600

DTreed =5 ESP32-C3 5.6 2.2 4 16 4.76 — 409,600

MLP * TFLite INT8 ESP32-C3 894.9 23.5 843 1047 13.03 1676 409,600
LightGBM INT8 ESP32-C3 5563.3 10.0 5553 5608 73.85 — 409,600
XGBoost INT8 ESP32-C3 8238.7 432.3 7801 8683 369.52 — 409,600

* MLP active tensor arena: 1676 B; static pre-allocation: 48 KB. * SRAM reported as freeMemory () drain (loop
level). Worst-case free SRAM on the Mega during inference is 7180 B (LogReg) and 7182 B (DTree); the approximate
call-stack overhead inside the predict function is <30 B, leaving >1 KB headroom before stack-heap collision.
b Both test vectors classified correctly by all model-board combinations (C/C++ firmware agrees with Python
float model on both inputs). Hardware accuracy: 98.8% (LogReg, DTree on both boards; n = 500 diverse samples,
Wilson 95% CI [97.4%, 99.4%]) and 99.4% (MLP; Wilson 95% CI [98.3%, 99.8%]); see main text.

Figure 7 presents the latency comparison on a logarithmic scale to accommodate the
three-orders-of-magnitude range between the Decision Tree (5.6 pis) and XGBoost INT8
(8.24 ms). The Decision Tree on the ESP32-C3 achieves 5.6 ps, corresponding to more
than 175,000 classifications per second—negligible even at the highest anticipated IoT flow
generation rates. The MLP delivers 895 ps with moderate variance (23.5 ps), characteristic
of TFLite Micro’s unrolled INT8 matrix—vector kernels. LightGBM INT8 achieves 5.56 ms
with an equally tight distribution (10.0 ps). XGBoost INT8 requires 8.24 ms with higher
variance (432 ps), caused by data-dependent path lengths through the larger tree ensemble.
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Figure 7. Physical inference latency on both boards (log scale). Blue: Arduino Mega 2560 (AVR
16 MHz). Orange: ESP32-C3 SuperMini (RISC-V 160 MHz). The same models run 5.8-7.8 x faster on
the RISC-V board.

Figure 8 isolates the cross-architecture comparison for models running on both boards.
The speedup factor is 7.8 x for Logistic Regression (164.6 vs. 1282.8 us) and 5.8 for the
Decision Tree (5.6 vs. 32.4 ps), reflecting the difference in compute throughput between
a 16 MHz 8-bit AVR and a 160 MHz 32-bit RISC-V core operating on identical C code
compiled with -02.

1270
I Arduino Mega 2560 (AVR 16 MHz)
1200 A I ESP32-C3 (RISC-V 160 MHz)
1000 A
% 800 A
>
&
Q 600 A
1]
—
400 A
8.8x faster
200 A 144
35 11.7 x faster
0 .
Logistic Regression Decision Tree d=5

Figure 8. Cross-architecture latency comparison (identical m2cgen C code, two MCU platforms).
The speedup of the RISC-V device is consistent across both model types.

C-export baseline comparison. Table 8 compares the proposed m2cgen export pipeline
against emlearn [38], a widely used open-source framework for deploying sklearn mod-
els on embedded targets. Both tools were applied to the same Decision Tree (depth 5,
random_state=42) trained on the TON_IoT dataset.
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Table 8. Comparison of m2cgen and emlearn C-export methods for the Decision Tree (depth 5, ESP32-
C3 SuperMini). Agreement is between each C implementation and the Python float model on the
held-out test set. This comparison is preliminary: the two pipelines differ in feature dimensionality
(95 vs. 120) and input representation (double* vs. int16_t*); results should not be interpreted as a
controlled head-to-head evaluation.

Export Method Code (KB) F Agreement (%)  Input Type Runtime Lib
m2cgen (this work) 4.76 0.9943 100.0 doublex* None
emlearn 4.09 0.9954 100.0 int16_tx* emlearn.h ~ 2 KB

emlearn inline method: faithful code translation; same split conditions and leaf values as the sklearn DTree.
Fy values are reported on respective preprocessing pipelines (95-feature for m2cgen; 120-feature for emlearn).
Direct hardware latency comparison requires float—int16_t feature calibration and a unified preprocessing
pipeline; left for future work. This section is a preliminary reference point; the pipelines are not controlled for
direct comparison (see Section 4.6).

The emlearn export produces a slightly more compact C header (4.09 KB vs. 4.76 KB
for m2cgen), and both methods yield identical Python-side predictions (agreement 100%).
The key difference is the input representation: m2cgen generates double-based code com-
patible with the normalised float feature vectors used in this study, while emlearn uses a
fixed-point int16_t representation. Because the two pipelines differ in feature dimension-
ality and input format, this section should be read as a preliminary reference point rather
than a controlled comparison. A matched evaluation using a unified preprocessing pipeline
and direct hardware latency measurement under identical input conditions is identified as
future work.

5. Discussion

The results presented in this work confirm a pattern that is often implicitly assumed
but rarely demonstrated under realistic deployment constraints. High detection accuracy
can be achieved with several classes of models, yet the practical usefulness of these models
depends on their ability to operate within strict memory and latency limits imposed by
microcontroller platforms. This section situates the obtained results in the context of the
existing literature and discusses the implications for real-world IoT intrusion detection.

A large body of prior work reports very high detection performance on standard
datasets. For example, feature-selection-driven approaches combined with ensemble mod-
els have demonstrated near-perfect accuracy on benchmarks such as CICIDS2017 [11]
and similar datasets. Likewise, studies on feature engineering show that dimensionality
reduction can preserve performance while improving computational efficiency [8]. Our
results are consistent with these findings: LightGBM and XGBoost achieve F1 scores close
to 1.0 on TON_IoT. However, these works typically evaluate models in a software environ-
ment without considering whether the resulting models can be deployed on constrained
hardware. In contrast, the present study demonstrates that such models can be compressed
and executed on microcontrollers while preserving their predictive performance. This shifts
the focus from algorithmic accuracy alone to the joint consideration of accuracy, memory
footprint, and inference latency.

Deep learning approaches provide another important comparison point. Architectures
combining convolutional, recurrent, and attention mechanisms have achieved very high
accuracy on large-scale IoT datasets [17]. More recent work explores alternative representa-
tions and hybrid pipelines that integrate encoding schemes and feature selection with deep
models [19]. These approaches demonstrate strong expressive power and robustness across
attack types. At the same time, their computational cost and model size are rarely discussed
in the context of MCU deployment. The present results suggest that, although neural
models can be competitive after quantisation, classical tree-based methods retain a clear
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advantage in the accuracy-latency-size trade-off when targeting microcontroller-class hard-
ware. The MLP baseline, when converted to TFLite Micro INTS, offers a viable compromise,
but still requires a larger memory allocation compared to shallow tree models.

A third relevant line of work focuses on explainability and interpretability. SHAP-
based methods are increasingly used to analyse feature importance in IoT IDSs and to
support model transparency [30]. The present study incorporates this perspective specifi-
cally for the MITM class, where the dominance of byte-volume and packet-count features
provides a concrete physical interpretation: a man-in-the-middle attacker introduces mea-
surable traffic asymmetry that the model correctly exploits. What this analysis also reveals
is that interpretability and deployability are complementary rather than competing con-
cerns. A shallow Decision Tree is both interpretable by construction and directly executable
in C with 5.6 ps latency; the SHAP analysis on XGBoost explains a more powerful model
at the cost of higher memory and latency. Choosing between these models is not only a
question of accuracy, but of which combination of transparency, size, and speed suits the
target platform and operational context.

Another important comparison concerns works that explicitly address resource con-
straints and edge deployment. Studies on lightweight IDSs and edge-based evaluation
emphasise the trade-off between detection capability and computational overhead [31,34].
These works typically evaluate inference time, CPU load, or energy consumption at the sys-
tem level. Our findings extend this perspective by providing firmware-level measurements
on two specific microcontroller architectures, including SRAM usage and microsecond-
scale latency. The results confirm that simple models such as depth-limited decision
trees can achieve extremely low latency while maintaining strong detection performance.
More complex ensemble models remain feasible on modern microcontrollers such as the
ESP32-C3, but their latency and memory requirements must be considered in relation to
application constraints.

Finally, dataset-related studies emphasise the variability across IoT intrusion bench-
marks and the difficulty of generalising results [9,26]. The cross-domain analysis performed
in this work provides a quantitative illustration of this issue. The observed distribution
shifts, reaching up to several standard deviations for certain features, indicate that models
trained on one dataset may encounter inputs that lie far outside their training distribution.
This explains why near-perfect in-distribution performance does not necessarily translate
into robust real-world detection. In this sense, the cross-domain results complement the
high accuracy scores by providing a more balanced view of model reliability. The shifts
in packet asymmetry (6 = 5.95) and flow duration (¢ = 2.32) are particularly concerning
from an operational perspective: a model calibrated exclusively on TON_IoT will likely
encounter inputs outside its training manifold when deployed on live traffic collected
in a different network environment. The quantisation fidelity demonstrated in the hard-
ware benchmarks does not mitigate this generalisation gap—the firmware reproduces
the Python model exactly, but both inherit the same distributional limitation. Candi-
date remedies include domain-adaptive fine-tuning, periodic re-calibration with locally
collected traffic samples, or multi-source training that explicitly covers heterogeneous
network environments.

To make these comparisons explicit, Table 9 summarises the key differences between
representative groups of prior work and the present study.

The comparison shows that prior work typically optimises one dimension at a time.
Some studies achieve very high accuracy but do not address deployment. Others consider
efficiency or interpretability but do not provide full hardware validation. The present work
combines these aspects within a single experimental framework.
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Table 9. Comparison with representative IoT IDS approaches from the literature. “HW validation”
means physical execution on a real microcontroller. The present work extends the baseline framework
of [32] with quantisation and hardware deployment.

Approach Accuracy Quantization Deployment HW Validation
Feature selection + ensembles [8,11] Very high No No No

Deep learning frameworks [17,19] Very high No Limited No
Explainable IDS [30] High No No No
Edge/lightweight IDS [31,34] High No Partial Limited
C-export baseline (emlearn) [38] High No Limited No
Baseline IDS framework on TON_IoT [32] Very high No No No

This work (extension of [32]) Very high Yes Yes Yes

At the same time, several limitations remain. The hardware latency benchmarks are
based on 500 repeated measurements of two representative pre-normalised test vectors.
The five models for which diverse hardware validation was performed (Logistic Regression
and Decision Tree on both boards; MLP on ESP32-C3) confirmed 98.8-99.4% accuracy
across 500 independently selected TON_IoT samples. LightGBM and XGBoost hardware
accuracy is confirmed on the same two vectors used for latency measurement; Python-side
accuracy figures for these models are from the full 38,095-sample held-out evaluation.
Expanding the diverse hardware validation to LightGBM and XGBoost is identified as
future work. The hardware benchmarks report inference latency only; in a fully embedded
pipeline, the upstream standardisation of 95 features (95 multiply-subtract pairs) would
add an estimated ~10 s on the ESP32-C3 and ~1 ms on the Mega (based on operation
count and clock speed; not directly measured), representing a non-trivial fraction of the
latency budget—particularly for the 5.6 us DTree on the ESP32-C3. End-to-end latency
measurement is identified as future work. The cross-domain evaluation is based on feature-
level analysis rather than full retraining and testing. These limitations reflect the practical
constraints of embedded experimentation, but they also indicate directions for future work.

Overall, the results suggest that intrusion detection for IoT systems should be eval-
uated not only in terms of classification performance, but also in terms of deployability
and robustness to distribution shifts. Models that achieve slightly lower accuracy may
be preferable if they offer predictable latency, small memory footprint, and stable be-
haviour across different environments. This perspective aligns with the requirements
of real-world IoT deployments, where reliability and efficiency are as important as raw
detection performance.

6. Conclusions

We have demonstrated an end-to-end ML-IDS pipeline for IoT/IloT networks,
from feature preprocessing and multi-model training on TON_IoT to quantised deployment
and physical inference benchmarking on two microcontroller architectures. Physical infer-
ence benchmarks on real hardware confirm that all five firmware implementations produce
the same binary decisions as the corresponding Python float models; latency statistics are
derived from 500 timed measurements per model (250 per input class), capturing hardware
timing variability under realistic quiescent-start conditions. LightGBM with custom INT8
binary quantisation (73.85 KB, F; = 0.9992, 5.56 ms on ESP32-C3) is the best ensemble
option for edge deployment, while the TFLite Micro MLP (13.03 KB, F; = 0.9959, 895 ys) is
competitive where neural-network toolchains are available. For the most constrained 8 KB
SRAM devices, the Decision Tree in C achieves a 32.4 ps latency on the Mega and 5.6 us on
the ESP32-C3 with F; = 0.9943.
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The cross-domain distribution shift analysis establishes a concrete quantitative basis
for the generalisation gap—up to 6 = 5.95 standard deviations in packet asymmetry—and
motivates future work on domain-adaptive and multi-source training strategies. All code,
model export scripts, PlatformlO firmware, and benchmark results are publicly available at
https://github.com/emanuelepiodebernardis/iot-audit (accessed on 5 May 2026) under
an MIT licence.
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