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Abstract

Power data terminals deployed in smart-grid environments generate massive amounts of
operational data, yet the sensitive nature of these data and the existence of cross-region
silos make centralized model training difficult in practice. Federated learning offers a
natural alternative by enabling collaborative model optimization without transferring raw
data, but its direct use in power terminal scenarios is still limited by four coupled chal-
lenges: update leakage, malicious or abnormal client behavior, constrained terminal-side
resources, and severe Non-IID data heterogeneity. To address these issues, we develop
SFL-PDT, a hierarchical federated learning framework tailored to power data terminals.
The proposed method is built on a server-edge—terminal architecture. Within this archi-
tecture, edge nodes aggregate terminal updates from relatively homogeneous regional
groups and perform local robustness screening, while the central server aggregates edge-
level updates across heterogeneous regions and coordinates the privacy budget schedule
for protected updates. It combines adaptive privacy-aware update perturbation, robust
suppression of suspicious regional updates, terminal-oriented update compression, and
similarity-guided aggregation for heterogeneous data distributions. Experiments on two
representative power-system tasks, load forecasting and fault diagnosis, demonstrate that
SFL-PDT achieves a superior overall balance among privacy protection, robustness, effi-
ciency, and predictive performance. Compared with the evaluated baselines, the proposed
method more effectively reduces reconstruction-related leakage under different privacy
budgets, lowers leakage similarity under gradient inversion attacks, and maintains robust
performance when malicious clients participate. It also converges faster and more stably
under heterogeneous data partitions. In addition, SFL-PDT achieves the best overall pre-
dictive results, reaching an MAE of 0.021 for load forecasting and an accuracy of 88.2% for
fault diagnosis, while reducing average terminal-side local training time from 4.3 s t0 2.9 s
and per-round upload volume from 4.2 MB to 1.5 MB relative to FedAvg. These results
suggest that SFL-PDT is a practical solution for secure, efficient, and heterogeneity-aware
collaborative learning in power data terminal environments.

Keywords: power data terminals; federated learning; data privacy protection; local
differential privacy; robust aggregation; model compression

1. Introduction
1.1. Research Background

As a core infrastructure of the Energy Internet, the smart grid relies on advanced
sensing, communication, control, and intelligent analytics to coordinate power gener-
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ation, transmission, distribution, and consumption. During this process, power data
terminals—such as smart meters, distribution terminals, and electricity information col-
lection devices—continuously produce large volumes of operational data, including load
measurements, equipment status records, and fault-related signals. These data constitute an
important foundation for downstream intelligent tasks such as load forecasting, equipment
health assessment, fault diagnosis, and dispatch optimization.

However, power terminal data are inherently privacy-sensitive. They may reveal user
consumption behavior, enterprise operation conditions, and grid-side infrastructure states,
and thus are subject to strict security and compliance requirements. Under conventional
centralized learning paradigms, raw data from multiple terminals are typically uploaded
to a cloud server for joint model training. Such a process not only increases the risk of
privacy leakage during transmission and storage, but also faces practical barriers caused by
cross-region ownership boundaries and data silos. Federated learning (FL), which enables
collaborative model training while keeping raw data on local devices, has therefore become
an attractive solution for privacy-preserving intelligence in power systems [1,2].

In recent years, FL has received increasing attention in smart-grid and power-loT
scenarios because it matches the deployment characteristics of widely distributed terminals
and privacy-constrained data assets. Nevertheless, directly applying general-purpose FL
methods to power data terminals remains nontrivial. In practical terminal environments,
strict data sensitivity, heterogeneous local distributions, unstable network conditions, and
limited computation and communication resources often appear simultaneously. These
coupled constraints make it insufficient to directly transplant standard FL algorithms into
realistic power-system deployments.

1.2. Problem Statement and Research Gap

Combined with the deployment assumptions and evaluation settings considered in
this paper, three challenges are particularly critical for federated learning over power
data terminals.

First, update security and privacy leakage remain major concerns. Although FL avoids
direct sharing of raw data, exchanged model updates may still leak sensitive information
through model inversion or gradient leakage attacks [3,4]. In addition, some terminals
may operate in untrusted or weakly protected environments, making them vulnerable to
poisoning behaviors or abnormal update injection. Therefore, power terminal FL requires
not only privacy-preserving update transmission, but also robustness against malicious or
corrupted participants.

Second, terminal-side resource constraints limit practical deployability. Most power
data terminals are embedded or lightweight edge-connected devices with constrained
CPU capability, memory capacity, and uplink bandwidth. In such settings, large model
updates and repeated communication rounds can easily become the main bottlenecks of
deployment. As a result, communication-efficient and computation-aware FL mechanisms
are essential for practical power terminal applications [5-7].

Third, strong data heterogeneity degrades convergence stability and generalization.
Power data collected from different regions, devices, and operating conditions usually
exhibit substantial distribution shifts and sample imbalance. This Non-IID characteristic
often causes conventional federated averaging to converge slowly and produce unstable
or biased global models [8,9]. For power systems, such instability is particularly prob-
lematic because downstream tasks often require both reliable convergence and robust
generalization across diverse operating environments.

Existing studies have explored federated learning applications in power systems and
have separately investigated privacy protection, robust aggregation, model compression,
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and heterogeneous optimization. However, these research directions are often treated
as independent modules, whereas power data terminal deployment requires them to be
coordinated within the same training pipeline. Relatively few studies jointly consider
update-level privacy risks, malicious update suppression, terminal-side efficiency, and
Non-IID adaptation in a unified framework. This gap motivates the present work.

1.3. Contributions

To address the above challenges, this paper proposes a secure federated learning
algorithm for power data terminals (SFL-PDT). The main contributions are summarized as
follows: SFL-PDT is designed as a hierarchical federated learning framework for power
data terminals. It integrates privacy protection, robust aggregation, model compression,
and heterogeneous-data adaptation within a unified server—edge—terminal architecture.

*  We design a three-tier “central server-edge node—terminal device” federated learning
architecture for power data terminal scenarios. In this architecture, edge nodes first
aggregate terminal updates within relatively homogeneous regional groups, and the
central server then aggregates edge-level updates across heterogeneous regions. This
organization supports scalable and bandwidth-aware coordination and provides a
deployment-friendly structure for large-scale distributed training.

e To mitigate update-level privacy leakage, we introduce a terminal-side protection
mechanism based on local differential privacy with adaptive noise injection. The
central server coordinates the target privacy budget schedule, and terminals apply
the corresponding perturbation before edge aggregation.This design improves resis-
tance to gradient leakage and gradient inversion attacks under the evaluated privacy
budget settings.

¢ To improve robustness against malicious or abnormal participants, we introduce
robustness screening during edge-side aggregation and regional suppression at the
central server. These steps perform anomaly-aware deviation scoring and weighted
attenuation during aggregation, thereby reducing the influence of suspicious updates
on the global model.

* Toimprove deployment efficiency on resource-constrained terminals, we design an
adaptive compression strategy that combines structured pruning, sparse transmission,
and lightweight quantization, thereby reducing terminal-side computation cost and
uplink communication overhead.

¢ To alleviate the adverse effects of Non-IID regional data, we further develop a
similarity-aware weighted aggregation strategy based on distribution summary statis-
tics. At the central server, this module reweights edge-level updates according to their
consistency with the global distribution profile, improving convergence stability and
model generalization in heterogeneous power terminal environments.

2. Related Work
2.1. Federated Learning in Power Systems

With the increasing demand for privacy-preserving intelligence in smart grids, feder-
ated learning has gradually been introduced into a variety of power-system tasks [1,2,10].
Compared with centralized training, FL is particularly attractive in this domain because
it enables collaborative modeling without requiring raw operational data to be directly
exchanged across regions or organizations.

Existing studies have demonstrated the feasibility of FL in representative power
applications. Saputra et al. [11] applied FL to residential energy demand prediction
and showed that collaborative learning across multiple grid systems can balance privacy
preservation and forecasting accuracy. Zhang et al. [12] developed a federated machinery
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and power-equipment fault diagnosis framework, improving model adaptability across
different operating conditions through distributed learning. Su et al. [13] studied privacy-
aware electric-vehicle charging and smart-community services within an energy-blockchain
setting, avoiding direct centralized aggregation of sensitive charging and distribution data.
Liu et al. [14] further proposed a dedicated federated learning framework for smart grids
to support collaborative analysis of power traces under privacy constraints.

These studies confirm the practical relevance of FL in power systems. However,
most existing works remain application-oriented and still largely rely on the canonical
Fed Avg-style training loop [1]. As a result, several deployment-critical issues for power
data terminals are not sufficiently addressed in an integrated manner, including update
leakage risks [3,4,15,16], terminal-side resource constraints [5,6,17,18], and strong regional
Non-IID data heterogeneity [8,9,19-23]. Taken together, the current literature leaves room
for unified federated learning designs that jointly consider privacy leakage, malicious or
abnormal participant behavior, deployment efficiency, and heterogeneous regional data in
practical power terminal environments.

2.2. Security and Privacy Enhancement Technologies

Security- and privacy-oriented federated learning research mainly focuses on three
aspects: secure aggregation and transmission protection, privacy-preserving update pertur-
bation, and robustness against malicious clients.

2.2.1. Secure Aggregation and Transmission Protection

Secure aggregation prevents the aggregator from learning any individual client update
by ensuring that only the aggregated result can be recovered. Bonawitz et al. [24] proposed
a practical masking-based secure aggregation protocol for cross-device federated learning,
while hierarchical schemes such as client-edge—cloud aggregation further reduce uplink
traffic and limit direct exposure of raw terminal updates [7]. In broader FL settings, secure
aggregation is also commonly discussed together with client-level privacy and robustness
requirements [10,25].

For power data terminals with constrained bandwidth and intermittent connectivity,
lightweight transmission protection is often more practical than heavy cryptographic
deployment alone. In this context, update perturbation, edge-assisted aggregation, and
server-side anomaly screening can be combined to improve privacy and robustness while
keeping latency and energy overhead within a deployable range [7,24,26,27].

2.2.2. Inference Attacks and Leakage-Resilient Learning

Although federated learning keeps raw data on local devices, exchanged model out-
puts, gradients, and parameter updates may still reveal sensitive information.
Fredrikson et al. [3] showed that model inversion attacks can recover private at-
tributes from exposed model signals. Zhu et al. [4] first demonstrated severe data
leakage from shared gradients, and subsequent work such as Geiping et al. [15] and
Zhao et al. [16] further showed that high-fidelity or more stable reconstruction is possible
under practical settings.

In addition to attack-oriented leakage analysis, formal privacy protection is also
widely studied through differential-privacy-based perturbation. Dwork [28] established the
theoretical foundation of differential privacy, Abadi et al. [29] demonstrated its integration
into deep learning through DP-SGD, and Geyer et al. [25] extended this line to client-
level differentially private federated learning. More recently, Noble et al. [30] showed
that DP constraints can be integrated with heterogeneity-aware optimization through
DP-SCAFFOLD.
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Together, these studies suggest that privacy protection in federated learning should
be understood not only as raw-data non-sharing, but also as resistance to update-level
information leakage during transmission and aggregation. For power data terminals,
this issue is particularly important because device updates may travel through wide-
area communication links and may be exposed to eavesdropping, interception, or replay
in practical deployments. Therefore, leakage-resilient learning in this setting requires
mechanisms that reduce update recoverability while remaining compatible with terminal-
side resource constraints.

2.2.3. Robust Aggregation Against Malicious Clients

In addition to privacy leakage, federated learning systems must also cope with mali-
cious or abnormal participants. Blanchard et al. [31] studied Byzantine-tolerant distributed
learning and inspired robust aggregation rules such as Krum. Yin et al. [32] further an-
alyzed median- and trimmed-mean-based robust distributed learning from a statistical
perspective, while Xie et al. [33] proposed Zeno to rank and filter suspicious updates under
faulty-worker settings.

Federated settings have also motivated robustness mechanisms tailored to poisoned
client updates. Fung et al. [34] investigated Sybil-based poisoning and proposed similarity-
aware mitigation. Pillutla et al. [26] proposed robust aggregation for federated learn-
ing based on the geometric median. Xie et al. [27] studied certifiably robust federated
learning against backdoor attacks, highlighting the need for defense mechanisms with
stronger guarantees.

However, most existing approaches focus on one security axis at a time. For power
data terminals, privacy leakage, poisoning risk, and deployment constraints often co-exist;
therefore, isolated defenses may be insufficient for practical system design.

2.3. Optimization for Resource-Constrained and Heterogeneous Terminals

Power data terminals typically operate under tight computation, memory, and com-
munication budgets. At the same time, their local data distributions are often highly
heterogeneous. Existing studies have therefore explored both compression-based efficiency
optimization and heterogeneity-aware federated optimization.

2.3.1. Model and Update Compression

Model compression is a widely used strategy for reducing storage, computation,
and communication overhead. Han et al. [5] proposed “Deep Compression”, which
combines pruning, quantization, and coding to substantially reduce neural network
size. For federated communication efficiency, Alistarh et al. [6] proposed QSGD, and
Reisizadeh et al. [17] further developed FedPAQ, which combines periodic averaging and
quantization to reduce communication cost in federated settings.

Beyond update compression, recent studies have also considered system heterogene-
ity directly at the model level. Diao et al. [18] proposed HeteroFL to support clients
with different computation and communication capabilities using heterogeneous local
model sizes. These methods provide important building blocks for resource-constrained
FL deployment.

2.3.2. Communication-Efficient Learning Under Non-IID Data

Beyond compression, heterogeneity-aware optimization is crucial for stable federated
training. Li et al. [8] proposed FedProx to improve optimization stability in heterogeneous
networks by regularizing local objectives. Karimireddy et al. [19] introduced SCAFFOLD
to correct client drift via control variates. Wang et al. [20] addressed objective inconsistency
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under heterogeneous local updates through normalized averaging. Acar etal. [21] proposed
FedDyn to align local and global objectives through dynamic regularization.

Recent work has further expanded this line. Li et al. [22] addressed feature-
shift Non-IID settings through local batch normalization, and Li et al. [23] proposed
model-contrastive federated learning to reduce representation drift. Reddi et al. [35]
extended adaptive optimizers such as Adam and Yogi to federated settings, while
Karimireddy et al. [36] showed that centralized optimizer behavior can be mimicked
more faithfully in heterogeneous FL. For cross-silo heterogeneous devices, Li et al. [37]
proposed a computing-power-aware scheduler to improve efficiency and reduce staleness.

These studies suggest that efficient FL for realistic deployments should jointly consider
communication budget, local computation burden, and statistical heterogeneity. This
requirement is particularly important in power systems, where regional data often differ in
both distribution and scale and where terminal-side resources are unevenly available.

Table 1 summarizes the functional coverage of representative federated learning
designs and places SFL-PDT in context.

Table 1. Functional comparison of SFL-PDT and representative federated learning designs.

Method Family Privacy Robustness Compression Non-IID Hl;]r;;ci:.l cal
it
FedAvg No No No Limited Limited
FedAvg+DP/DP-SCAFFOLD Yes Limited No Partial Partial
Krum/RFA No Yes No Limited Partial
FedPAQ/HeteroFL /FedPrune No No Yes Partial Partial
FedProx/SCAFFOLD/FedNova No No No Yes Partial
SFL-PDT Yes Yes Yes Yes Yes

FedAvg is used as the basic sample-weighted FL baseline; FedAvg+DP and DP-
SCAFFOLD emphasize privacy protection; Krum and RFA emphasize robust aggrega-
tion; FedPAQ), HeteroFL, and FedPrune emphasize efficiency-oriented compression; and
FedProx, SCAFFOLD, and FedNova mainly address Non-IID optimization.

2.3.3. Summary of Remaining Gap

Taken together, the existing literature provides important building blocks for applying
federated learning to privacy-sensitive and resource-constrained environments. However,
for power data terminals, current studies still insufficiently address the joint design of
leakage resistance, malicious-update suppression, deployment efficiency, and heterogeneity
adaptation within one practical framework. In particular, few studies exploit relatively
homogeneous regional groups for edge-side aggregation while handling cross-region Non-
IID effects at the central server. This remaining gap motivates the unified design adopted

in this work.

3. Design of the Secure Federated Learning Algorithm for Power
Data Terminals

To address the privacy risks, data heterogeneity, and resource constraints encountered
in power data terminal environments, this paper proposes a secure federated learning
framework for power data terminals, termed SFL-PDT. The framework follows a three-tier
execution structure consisting of a central server, edge nodes, and terminal devices, which
is consistent with the deployment logic of distributed power data terminals. In this design,
edge nodes aggregate terminal updates within relatively homogeneous regional groups,
whereas the central server aggregates edge-level updates across regions with potentially
Non-1IID data distributions. On this basis, SFL-PDT coordinates four components that are
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central to the considered setting: terminal-side privacy-budget-aware update perturba-
tion, edge- and server-side suppression of abnormal updates, terminal-oriented update
compression, and similarity-aware aggregation across heterogeneous regions.
Throughout this section, the information exchanged between terminals and the server
is represented by model updates. This formulation avoids ambiguity among gradients,
parameter increments, and local model differences, and it remains consistent with the
update-based aggregation procedure adopted in the experimental evaluation.

3.1. Design of the SFL-PDT Algorithm
3.1.1. Overall Algorithm Framework

The overall structure of SFL-PDT is shown in Figure 1. The framework adopts a
three-tier architecture consisting of a central server, edge nodes, and terminal devices.
In this architecture, the central server is responsible for global coordination and model
updating, edge nodes act as regional coordinators between the server and terminals,
and terminal devices perform local training on private data. Terminals managed by the
same edge node are assumed to come from a relatively homogeneous region or device
group and are therefore treated as IID-like for edge-side aggregation, while heterogeneity
is mainly modeled across edge nodes. On this basis, privacy-preserving perturbation,
abnormal update suppression, update compression, and similarity-aware aggregation are
incorporated into a unified learning framework.

—
Central Server ——]
Cross-edge Non-IID-aware
Global Aggregation

Protected updates I l Global model

Edge Node
= v - ]
IID-like Robust Edge Node 1 =] EdgeNode2 [5——] *** | EdgeNoden [
Aggregation Z )\ 3
Regional updates Global model Regional updates Global model Regional updates J Global model
and summaries and summaries and summaries

e N

Terminal Group 2 Terminal Group n

Terminal .
Devlces oo 0O 0O OO

Terminal Group 1

Figure 1. System architecture of SFL-PDT and its two-level aggregation process. Different colors
denote different regional edge-node groups. Downward arrows indicate model dissemination,
upward arrows indicate update uploading, and ellipsis symbols indicate omitted edge nodes or
terminal devices of the same type.

Consider a PIoT system with a set of edge nodes K = {1,2,...,K}. Edgenode k € K
manages a set of terminal devices Sk, and terminal 7 holds a local dataset D; with sample
size N;. The total number of samples in the system is

K
N=Y Y N. @
k

=1ieS
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Under the standard federated learning formulation, the global model is trained by
minimizing the sample-weighted empirical risk

. X N;
memF(f)) = 2 Z WFZ-(G), 2

k=1i€S,

where 6 denotes the global model parameters and F;(6) is the empirical risk evaluated on
the local dataset of terminal i.

Equation (2) describes the underlying learning objective of the system. In practi-
cal power terminal scenarios, however, direct sample-size-weighted averaging is often
insufficient because local data distributions may differ substantially across regions and
some transmitted updates may be strongly deviating or corrupted. SFL-PDT therefore
preserves the sample-weighted objective as the basic optimization target, while organizing
the actual aggregation process into an edge-side IID-like stage and a central Non-IID-aware
stage. Update protection, robustness-oriented suppression, terminal-side compression, and
similarity-aware reweighting are then introduced into this training process.

3.1.2. Algorithm Workflow

The workflow of SFL-PDT includes global model dissemination, local update genera-
tion and protection, regional update aggregation, robust global aggregation, and iterative
synchronization. The overall training process of SFL-PDT is shown in Figure 2. In each
communication round, the server first distributes the current global model to the edge
nodes, and the model is then forwarded to the participating terminals. Each terminal
performs local training, constructs its local update, and applies clipping, perturbation,
and compression before uploading the processed update. The edge nodes then perform
robust aggregation over terminal updates within each regional group, and the central
server further aggregates the resulting protected edge-level updates across heterogeneous
regions. The description of each stage is given as follows.

@ Global Model @ Local Update @3 Edge Node Aggregation ~ @ Global Aggregation and ~ ® Iterative Learning

Generation and Protection Model Updates

Dissemination

=
[ =] Ede N —
e =x
d ‘ ==
z ;

i
i
i
i
i
H Central Server
i
i
i i
Collect terminal messages 1 Receive regional updates
: 5
and summaries

Central (=) 4’_ Edge
Server =+ & — Nodes

Terminal Devices ~ Local Data D;

Local training on D;

Compute local update
Clip update

Add adaptive noise

Prune, sparsify, and
quantize

Upload protected
compressed message M;,

Initialize global
model 6,

Broadcast initial
model 6, to Edge
Nodes

tet+1

Build global distribution
summary

Compute distribution

similarity

Compute robust reference
and deviation scores

Edee =]
o

I
1
I
'
'
I
i
1
1
I
1
I
i
I
'
'
'
H Nodes
I
i
I
1
H
I
i
1
1
I
1
I
1
I
1
1
|

Repeat Stages 2—4

|

Forward 6, to
Managed Terminals

Apply terminal-level

3 Compute regional
suppression

deviation scores

Apply regional robust

suppression

Output final model ;.

Compute Non-IID-aware

Transmit regional update weights '

and summary H

i |

| Update global model 6,4, |

. I

I

: | ’

' : Broadcast 6; 4, T

I i '
' i

Figure 2. Workflow of the SFL-PDT Algorithm.The dashed rectangle denotes the complete iterative
training workflow. Blue arrows indicate the normal execution and communication flow among the

Terminal Devices

central server, edge nodes, and terminal devices, while red and green arrows denote the “No” and
“Yes” branches of the stopping criterion, respectively.

1.  Global Model Dissemination Stage. The central server maintains the current global
model 6; and broadcasts it to the participating edge nodes. Each edge node then
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forwards 6; to the terminal devices selected for the current communication round

according to regional connectivity and device availability.

Local Update Generation and Protection Stage. Each participating terminal i performs
(E)

it

Based on the current global model and the locally trained model, the terminal-side

E epochs of local training on its private dataset D; and obtains the local model ¢

update is defined as

Ay =6 — 6. 3)

The update is first clipped under an ¢-norm constraint and then perturbed by the
terminal-side mechanism described in Section 3.2.1, yielding the privacy-protected
update Zi,t. To reduce terminal-side computation and uplink communication cost,
A;; is further compressed through the pruning, sparsification, and quantization
procedures introduced in Section 3.3. The resulting compressed message is then
uploaded to the associated edge node.

Regional Update Aggregation Stage. After receiving the uploaded messages from
terminals in its region, edge node k decodes the compressed updates. Because termi-
nals under the same edge node form a relatively homogeneous regional group, the
edge node performs IID-like aggregation while applying local robustness screening to
reduce the impact of abnormal terminal uploads. Let

Ne= ) N (4)
iGSk

denote the total number of samples managed by edge node k. The edge node
first constructs a local robust reference vector and computes a terminal-level
suppression coefficient

m;ﬁge = Median({& t}' ), (5)
¢ ") ieS
edge ||~ edge
dijr = HAi,i Mt ||y (6)
1
Ajkt = d ’ (7)
1+ exp('yg(dik%e - T))

where a; . ; attenuates highly deviating terminal updates within the same edge region.
The corresponding edge-level update is then computed as

Nia; -~
ASE = s N B )
icSy &jE€Sk Nkt

where Bi,t denotes the decoded update of terminal i. The aggregated regional update
Aiige is subsequently transmitted to the central server. In this way, abnormal terminal
updates are attenuated before cross-region aggregation, while regional heterogeneity
is handled at the central server.

Robust Global Aggregation Stage. Upon receiving {Azige K_| from the participating
edge nodes, the central server evaluates the consistency of each regional update using
the suppression mechanism described in Section 3.2.2 and computes the distribution-
similarity weight of each region according to Section 3.4. Combining regional sample
size, similarity, and robustness, the final aggregation weight is denoted by wy ;. The

global model is then updated by
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K
01 =0 —1) wk,tAiiger )
k=1
where 7 is the server-side learning rate.

5. Iterative Synchronization Stage. The updated global model 6;,; is broadcast to the
edge nodes and then forwarded to the terminals for the next communication round.
Stages 2—4 are repeated until a stopping criterion is satisfied, such as reaching the max-
imum number of communication rounds or achieving stable validation performance.
The final global model is then used for downstream power applications, including
load forecasting and fault diagnosis.

Opverall, the above procedure forms a complete training pipeline of local training, local
update protection, compressed transmission, edge-side aggregation, and server-side robust
global updating.

3.2. Dual-Layer Security Mechanism Design

SFL-PDT adopts a dual-layer security design. The first layer operates at the terminal
side and protects local updates before transmission. The second layer operates during
aggregation and suppresses suspicious updates. In this framework, aggregation-side ro-
bustness includes both terminal-level screening at the edge nodes and regional suppression
at the central server. The terminal-side layer reduces update leakage risk under a target
privacy budget setting, whereas the aggregation-side layer improves tolerance to abnormal
or corrupted updates in the evaluated training setting.

3.2.1. Privacy-Budget-Aware Protection of Local Updates

To reduce the risk of update leakage and reconstruction attacks, each terminal perturbs
its local update before uploading it. Since the magnitude of local updates may vary
considerably across terminals and rounds, the update is first clipped under an ¢, constraint:

Ajy = Ay - min (1, C) , (10)
A ell2

where C > 0 is the clipping threshold. After clipping, the update norm is bounded by
[Asll2 < C. (11)

This bound provides a unified sensitivity control for subsequent perturbation.
Gaussian noise is then added to the clipped update:

Ajp = Djr+zig, ziy ~ N(0,07CI), (12)

where 0} is the noise multiplier at round ¢ and I is the identity matrix. The resulting update
A, 1 is the privacy-protected version used in the transmission stage.
To balance update protection and learning utility across training rounds, the noise

magnitude is gradually reduced over time:

t—1

ﬁ(amax - Umin)r (13)

Ot = OUmax —
where T is the total number of communication rounds, and 0max and omi, denote the
initial and final noise multipliers, respectively. In this way, stronger perturbation is ap-
plied in the early stage, while later rounds are allowed to use weaker noise to improve
convergence behavior.
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Given a target privacy budget setting (etot, Stot), the sequence {0y} I_; can be selected
accordingly. The central server distributes the selected noise schedule to the participat-
ing terminals, and each terminal perturbs its local update before edge aggregation. In
implementation, we use a simple round-wise allocation such as J; = ot/ T and choose
the corresponding noise schedule to match the target perturbation level. The privacy
budget settings reported in the experiments therefore serve as practical reference points
for evaluating the privacy—utility trade-off under the adopted schedule. More refined
accounting methods, such as Rényi differential privacy or the moments accountant, can be
incorporated in future implementations.

3.2.2. Robust Suppression of Abnormal Regional Updates

Besides update leakage, federated training in power terminal environments may also
be affected by abnormal or corrupted updates. After local terminal-level screening at the
edge nodes, the central server further examines whether each aggregated regional update
is consistent with the dominant update pattern.

Given the set of regional updates {Aiige}szl, the server first constructs a robust
reference vector by coordinate-wise median:

. edge K
my = Med1an<{Ak,tg }k_l)’ (14)
where Median(-) denotes the coordinate-wise median operator. Compared with the arith-
metic mean, the median is less sensitive to outliers and is therefore more suitable as a
reference for deviation scoring.

The deviation score of edge node k is defined as

d
Skt = HAi,tge — thZ. (15)

A larger value of s;; indicates that the corresponding regional update deviates more
strongly from the dominant update trend.
Instead of discarding suspicious updates entirely, SFL-PDT applies a smooth suppres-

sion rule: ,

T 1+ ep(r(sk— 1)

where T is the anomaly threshold and 7y > 0 controls the suppression strength. The sigmoid

Tkt (16)

form provides smooth attenuation: updates close to the dominant trend retain most of their
weight, whereas strongly deviating updates are assigned smaller weights without relying
on a hard cutoff. This design reduces the contribution of highly deviating updates while
avoiding overly aggressive hard filtering, which is particularly useful in heterogeneous
settings where a large deviation does not necessarily imply malicious behavior. Under the
evaluated setting, this module should therefore be understood as a robustness-oriented
suppression mechanism for abnormal regional updates rather than a universal defense
against all adversarial behaviors.

3.3. Adaptive Model Compression Strategy

To accommodate the limited computation and communication capabilities of power
data terminals, SFL-PDT further compresses terminal-side updates before transmission.
The compression module serves as a terminal-oriented efficiency mechanism: it reduces
local training cost and uplink payload while preserving the overall update-based learn-
ing procedure.
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3.3.1. Structured Pruning for Terminal-Side Computation Reduction

Structured pruning is applied to reduce the effective number of trainable structural
units during local training. For convolutional models, the structural units can be channels;
for recurrent models, they can be groups of hidden units. Let W ; denote the parameter
block associated with the j-th structural unit in layer I. Its importance score is measured by

2 (17)

upj = [|Wp;

Units with larger norms are regarded as more important to the current model representation.
Given a pruning ratio p € [0, 1), the binary mask of layer ! is defined by

1, w,j € Top-(1 —p) of layer I,

ml,j = (18)

0, otherwise,

that is, only the most important 1 — p proportion of structural units is retained. The effective
trainable parameters in layer ! are then written as

Wlpruned —m oW, (19)

where © denotes element-wise multiplication. This reduces the amount of computation
performed during local training while preserving the main structural components of
the model.

3.3.2. Sparse Transmission and Quantization

After perturbation, the terminal-side update is further compressed before transmission.
Specifically, only the k; entries with the largest magnitudes are retained. Their index set is

Ijy = TopK(|A; 4|, kt). (20)

Using I;;, the sparse update is defined as

Aiflu), u€ly,

i) = (21)

0, otherwise.

This step keeps the most informative coordinates of the update and suppresses the rest.

To further reduce transmission cost, the retained nonzero values are quantized to b
bits. Let Xmin and xmax denote the minimum and maximum values among the retained
entries. The quantization step size is

X — Xmi
gy = Tm = Zmin, (22)

and the corresponding quantization operator is

X — Xmin

b

Qp(x) = round< )(5;, + Xmin- (23)

The final message uploaded by terminal i at round ¢ is therefore

My = (Iip, Qp(Big[Iif]))- (24)
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The edge node decodes M; ; to recover A; ; and then performs the edge-level aggregation
in Equation (8). In this way, the compression module reduces both terminal-side training
time and uplink communication overhead within the same learning pipeline.

3.4. Weighted Aggregation Based on Distribution Similarity

Power data collected from different regions often exhibit significant statistical hetero-
geneity. To improve the stability of federated optimization under such Non-IID conditions,
SFL-PDT incorporates a lightweight similarity-aware aggregation mechanism at the server
side. This module uses compact regional distribution summaries to adjust aggregation
weights, so that regions more consistent with the global profile can contribute more effec-
tively to model updating.

3.4.1. Construction of Distribution Summary Statistics

Each edge node reports a lightweight summary vector that characterizes the data
distribution in its region. For classification tasks, this vector may represent the empirical
class-frequency distribution. For regression tasks, it may be constructed from normalized
histogram statistics. In general, the summary vector of edge node k is written as

M
G = k1 2 - Gml, G >0, Y k=1 (25)
=

The corresponding global summary is obtained by sample-size-weighted averaging:

K
N,
global __ }: k

This summary provides a compact regional descriptor for similarity-aware aggregation
while avoiding direct sharing of raw local data.

3.4.2. Similarity Score Computation

The discrepancy between the regional summary of edge node k and the global sum-
mary is measured by the Kullback-Leibler divergence

Dy = KL(q/|g8"°"). (27)

A smaller divergence indicates that the corresponding region is more consistent with the
overall data profile. Based on this divergence, the similarity score is defined as

¢ = exp(—Dy). (28)

Hence, edge nodes whose summary statistics are closer to the global profile receive larger
similarity weights. KL divergence is used here because the regional summaries are nor-
malized distributions, and it provides a simple way to measure their deviation from the
global profile.

3.4.3. Final Similarity-Aware Robust Aggregation

The final aggregation weight combines three factors: regional sample size, distribution
similarity, and robustness. Specifically, the weight of edge node k at round ¢ is defined as

Nidrrk
Wi = K(Pit (29)
Y1 Nipjris
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In this formulation, regions with more samples, higher representativeness, and lower
anomaly scores contribute more strongly to the global update.
The server then updates the global model by

K
d
Orp1 =0t — 1 ) Wil (30)
k=1

where 7 is the server-side learning rate. Equation (30) completes the full aggregation process
of SFL-PDT: local terminal updates are first protected and compressed, then aggregated
regionally according to sample size and local robustness, and finally reweighted at the
server by both regional robustness and distribution similarity.

Overall, SFL-PDT forms an integrated federated learning pipeline for power data
terminals under the considered deployment setting. Terminal-side perturbation reduces
update leakage risk, robust suppression improves tolerance to abnormal regional updates,
compression lowers terminal-side computation and communication burden, and similarity-
aware weighting stabilizes training under heterogeneous regional data. Accordingly, the
subsequent experiments evaluate the proposed method from four aligned perspectives:
update leakage mitigation, robustness to corrupted updates, convergence under heteroge-
neous client distributions, and terminal-side efficiency.

3.5. Complexity and Scalability Considerations

The computational cost of SFL-PDT mainly comes from terminal-side update pro-
cessing, edge-side regional aggregation, and server-side aggregation across edge nodes.
Let P denote the number of model parameters, M the dimension of the distribution sum-
mary vector, K the number of edge nodes, and |Si| the number of terminals managed by
edge node k. Terminal-side clipping and perturbation are linear in the update dimension,
and Top-k sparsification can be implemented with partial sorting. The edge-side local
robustness screening and aggregation scale with O(|Sg|P) per edge node, while the central
robust aggregation over edge updates scales with O(KP). The similarity-aware weighting
adds O(KM), which is usually much smaller than update-dimensional operations because
M < P.

The hierarchical structure reduces the aggregation burden on the central server because
it receives one protected edge-level update from each edge node instead of all terminal
uploads directly. The main communication cost per terminal is reduced from transmitting
a dense P-dimensional update to transmitting the retained sparse indices and quantized
values. In very large deployments, scalability can be further improved by limiting the
number of active terminals per edge node in each round, increasing the number of edge
coordinators, or using coarser distribution summaries. These properties make SFL-PDT
suitable for hierarchical power terminal deployments and also indicate the directions
needed for larger-scale implementations [38].

4. Experimental Analysis

4.1. Experimental Setup
4.1.1. System Setup and Training Protocol

To evaluate the practical applicability of the proposed SFL-PDT framework in power
data terminal scenarios, a three-tier federated learning testbed consisting of a central server,
edge nodes, and terminal devices was constructed. The central server was deployed on a
workstation equipped with an Intel Xeon E5-2680 v4 CPU, 64 GB RAM, and Ubuntu 20.04,
and was responsible for global coordination and model aggregation. Five Raspberry Pi 4B
boards (4 GB RAM) were used to emulate regional edge nodes, each managing 20 terminal
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clients. Terminal devices were emulated under resource-constrained settings consistent
with embedded power data acquisition environments. This hierarchical setup follows
the proposed “server-edge—terminal” deployment logic and reflects the communication
bottlenecks and heterogeneous participation commonly encountered in PIoT scenarios.

For all methods, the same training protocol was used to ensure a fair comparison. In
each communication round, all available terminals under the active edge nodes participated
in local updating. For the load forecasting task, an LSTM-based predictor was adopted; for
the fault diagnosis task, a lightweight CNN classifier was used. The learning rate was set
to 0.01, and the maximum number of communication rounds was 100. To reduce reporting
variance, each experiment was repeated three times with different random seeds, and the
mean results are reported.

4.1.2. Datasets and Non-IID Partitioning
Two public power-related datasets were used for evaluation:

e Dataset 1 (Electric Load Dataset): A regional electric load forecasting dataset derived
from the PJM power market [39], containing hourly load measurements and auxiliary
environmental variables. The load series was transformed into supervised samples
using a 24-step historical window for one-step-ahead prediction.

e Dataset 2 (Equipment Fault Dataset): A public power transformer fault diagnosis
dataset [40] containing condition-related features and health labels, which was used
to evaluate classification performance in the hierarchical federated setting.

Both datasets were normalized to the [0, 1] interval and split into training, validation,
and test sets with a ratio of 7:2:1. The federated setting used 5 edge nodes and 100 terminal
clients, with 20 clients under each edge node. Terminals assigned to the same edge node
were constructed from the same region or device group and were treated as IID-like within
the edge. Cross-edge heterogeneity was then produced by assigning different regions,
device groups, or label proportions to different edge nodes. Accordingly, the Non-IID
setting was generated through region/device-based partitioning rather than synthetic
Dirichlet sampling.

The main partition protocol is summarized in Table 2.

Table 2. Dataset preprocessing and federated partition protocol.

Dataset Preprocessing Within-Edge Setting Cross-Edge Setting
Min—-max normalization; Regionally grouped terminal Different regional load profiles
Electric load 24-step historical window; samples, treated as IID-like assigned to different edge
7:2:1 train/validation/test split ~ within each edge node nodes
Min-max normalization of
condition-related features; Device-grouped terminal Different device groups or
Equipment fault health labels used for samples, treated as IID-like label proportions assigned to
classification; 7:2:1 within each edge node different edge nodes

train/validation/test split

4.1.3. Baseline Methods and Evaluation Metrics
We compared SFL-PDT against four representative federated learning baselines:

e FedAvg: Classical federated averaging without privacy, robustness, or efficiency
enhancement;
e FedAvg+DP: Federated averaging with fixed Gaussian perturbation for privacy protection;
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¢ FedPrune: A compressed FL baseline with static pruning-based model reduc-
tion, implemented with a fixed magnitude-pruning ratio during local training
and communication;

¢  Krum: A Byzantine-robust aggregation baseline used to reduce the influence of abnor-
mal or malicious updates; in the hierarchical setting, it is applied to terminal updates
at each edge node before regional aggregation.

Krum is used as a dedicated robust aggregation baseline in the malicious client experi-
ments, and for fairness it is applied at the same edge-side aggregation stage as the proposed
screening mechanism. The evaluation is organized around four aspects: privacy and se-
curity, learning effectiveness, deployment efficiency, and module-level contribution. The
main metrics include reconstruction accuracy, leakage similarity, fault diagnosis accuracy,
load forecasting MAE, terminal-side local training time, and single-round upload volume.

4.2. Privacy and Security Evaluation
4.2.1. Privacy-Utility Trade-Off Under Different Privacy Budgets

We first evaluated whether SFL-PDT provides a more favorable privacy-utility trade-
off than fixed-noise private federated learning. The target privacy budget setting was varied
as ¢ € {1,2,5}, and the reconstruction accuracy of an attacker observing transmitted model
updates was recorded. Following Section 3.2.1, these values are treated as target settings
for empirical privacy-utility evaluation under the adopted schedule. Lower reconstruction
accuracy indicates lower privacy leakage risk. The experimental results are summarized
in Table 3.

Table 3. Comparison of reconstruction accuracy under different target privacy budget settings.

Algorithm e=1 e=2 e=5
FedAvg+DP 221 30.4 41.2
SFL-PDT 15.9 22.7 34.5

As expected, reconstruction becomes easier as the target privacy budget setting in-
creases, reflecting the standard privacy-utility trade-off. Across all tested settings, however,
SFL-PDT consistently yields lower reconstruction accuracy than Fed Avg+DP. This result
suggests that the terminal-side perturbation and adaptive noise design in SFL-PDT sup-
press update-level leakage more effectively than fixed-noise perturbation under the same
target setting. Meanwhile, the gap remains moderate rather than extreme, which is more
consistent with realistic behavior in privacy-preserving federated learning.

4.2.2. Resistance to Gradient Inversion Attacks

We next examined resistance to gradient inversion attacks on the fault diagnosis task.
The cosine similarity between attacker-reconstructed parameters and the true parameters
was used as a leakage indicator, where a lower value indicates less recoverable information.
The results are shown in Figure 3.

The results show that SFL-PDT substantially reduces the leakage similarity relative
to both non-private and fixed-noise private baselines. In particular, the reduction from
0.73 to 0.39 compared with FedAvg indicates that terminal-side perturbation significantly
weakens the signal available to gradient-based reconstruction. Compared with FedAvg+DP,
the remaining improvement suggests that adaptive perturbation is more effective than
fixed perturbation in balancing privacy protection and downstream utility. Nevertheless,
these results should be interpreted within the evaluated attack setting and do not imply
immunity to all possible inversion strategies.
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Leakage Similarity under Gradient Inversion Attack
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Figure 3. Leakage similarity under gradient inversion attack.

4.2.3. Robustness Under Malicious Client Participation

To evaluate robustness against poisoned client updates, 10% of terminals were set as
malicious participants, and their uploaded model updates were corrupted before edge-side
regional aggregation. Krum is included as a dedicated Byzantine-robust baseline in this
experiment and is implemented at the edge nodes over the received terminal updates. We
report the test accuracy under both clean and attacked conditions in Table 4.

Table 4. Comparison of model accuracy under 10% malicious client participation at the edge-side
aggregation stage.

Algorithm Clean Accuracy (%) Attacked Accuracy (%) Drop
FedAvg 86.1 75.0 11.1
FedAvg+DP 84.9 77.6 7.3
Krum 85.9 79.7 6.2
SFL-PDT 86.2 80.0 6.2

All methods suffer performance degradation once malicious clients are introduced.
Compared with FedAvg and Fed Avg+DP, both Krum and SFL-PDT provide clear protection
at the edge-side aggregation stage. Krum slightly reduces clean accuracy because of
its hard robust selection, whereas SFL-PDT preserves a similar attacked accuracy while
maintaining a better clean result. This indicates that the proposed edge-side screening
reaches a robustness level close to Krum while remaining better matched to the hierarchical
training pipeline.

4.3. Learning Performance Under Heterogeneous Data
4.3.1. Convergence Behavior

We further evaluated whether SFL-PDT improves convergence under heteroge-
neous client distributions. Figure 4 compares the loss curves of different methods on
the Non-IID load forecasting task. A target loss threshold of 0.025 was adopted for
convergence comparison.
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Figure 4. Convergence curve on the Non-IID load forecasting dataset.

Under this criterion, Fed Avg requires approximately 100 rounds to reach the target
threshold, while SFL-PDT reaches a lower loss level earlier and stabilizes near 0.0224 at the
end of training. FedPrune accelerates the early optimization stage due to model reduction,
but its loss plateaus at a higher level, remaining around 0.0358 after 100 rounds. These
results suggest that the gain of SFL-PDT does not come solely from model compression.
Although FedPrune benefits from a smaller effective model size, its later-stage optimiza-
tion is less stable and converges to a worse solution. By contrast, the similarity-aware
aggregation mechanism in SFL-PDT contributes to both faster descent and a lower final
loss region, indicating that heterogeneity-aware reweighting is important for stabilizing
federated optimization under Non-IID conditions.

4.3.2. Generalization Performance

We next report test-set generalization results on both datasets. The quantitative
comparison is given in Table 5.

Table 5. Comparison of generalization performance under heterogeneous regional data.

Algorithm Load Forecasting MAE Fault Diagnosis Accuracy (%)
FedAvg 0.024 86.1
FedAvg+DP 0.027 84.9
FedPrune 0.022 87.1
Krum 0.023 87.4
SFL-PDT 0.021 88.2

SFL-PDT achieves the best performance on both tasks, but the margin is moderate. In
the regression task, the MAE improvement over Fed Avg is noticeable but limited, while
FedPrune remains highly competitive. Krum also remains competitive, but its advantage
is more limited in this clean heterogeneous setting because it mainly targets abnormal
terminal updates at the edge nodes and does not explicitly address cross-edge Non-1ID
aggregation. The moderate gain of SFL-PDT over Krum is therefore mainly associated
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with the central similarity-aware aggregation and the overall hierarchical design. Still,
the current evidence is limited to two public datasets and should not be interpreted as
universal superiority across all PIoT learning tasks.

4.4. Deployment Efficiency Analysis
4.4.1. Terminal-Side Computation Overhead
Since power data terminals are resource-constrained devices, terminal-side local train-

ing cost is a key practical factor. We therefore compared the average local training time per
round on the terminal side. The results are shown in Table 6.

Table 6. Comparison of terminal-side local training time.

Algorithm Local Training Time (s)
FedAvg 43
FedAvg+DP 4.6
FedPrune 3.3
SFL-PDT 29

SFL-PDT reduces local training time relative to both FedAvg and Fed Avg+DP, mainly
due to the effective reduction in trainable parameter volume introduced by terminal-
oriented compression. At the same time, SFL-PDT remains slightly slower than a pure
compression-only lower bound would be, because privacy perturbation and structured
update processing still introduce non-negligible overhead. This result indicates that the
deployment gain is significant while still reflecting the additional cost of privacy and
robustness processing.

4.4.2. Communication Overhead

We next evaluated uplink communication cost by measuring the average payload of a
single-round client update. The results are presented in Figure 5.

Single-Round Parameter Upload Volume
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4.2 4'1
4.0 1

3.5
3.0 A

2.5 4

Upload Volume (MB)

0.5 1
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Figure 5. Single-round parameter upload volume.
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The proposed method substantially reduces communication volume, which is particu-
larly relevant for wide-area power terminal deployments where uplink bandwidth is often
the primary bottleneck. The gain mainly comes from gradient sparsification, lightweight
encoding, and quantization. Importantly, the communication benefit is achieved without
sacrificing predictive performance, suggesting that the compression strategy functions as
an efficiency enhancer rather than an aggressive lossy shortcut.

4.5. Ablation Study

To understand the contribution of each major module, we performed an ablation study
by removing one component at a time: local differential privacy (LDP), robust suppression,
similarity-aware aggregation, and compression. Because these modules are coupled in
the final aggregation pipeline, the leave-one-out setting is used to show the role of each
module within the complete SFL-PDT system. The results are summarized in Table 7.

Table 7. Ablation study of SFL-PDT.

Comm. Volume Training

Variant MAE  Accuracy (%) (MB) Time (s)
Full SFL-PDT 0.021 88.2 15 29
w/o LDP 0.020 88.5 1.5 2.8

w /o Robust Suppression 0.022 85.1 1.6 29
w/o Similarity-aware 0.023 86.5 1.5 3.0
Aggregation

w /o Compression 0.021 88.3 41 41

Removing LDP slightly improves predictive performance, which is expected because
privacy protection introduces a utility cost. However, the gain is small, indicating that the
privacy overhead of SFL-PDT remains controllable. Removing robust suppression leads
to the most visible drop in classification accuracy, confirming that this module is a major
contributor to robustness. Removing similarity-aware aggregation degrades both regression
and classification performance and also slightly affects efficiency, suggesting that the
modules are not completely decoupled in practice. Finally, removing compression leaves
predictive metrics nearly unchanged but sharply increases both communication volume
and local training time, showing that compression is the primary driver of deployment
efficiency rather than predictive improvement.

Overall, the strength of SFL-PDT lies not in any single component, but in the comple-
mentary interaction among privacy protection, robustness control, heterogeneity-aware
aggregation, and efficiency-oriented compression.

A progressive ablation that adds modules one by one from FedAvg could provide a
finer-grained comparison and will be explored in future work.

4.6. Sensitivity Analysis
4.6.1. Sensitivity to Privacy Budget

To further examine the privacy-utility trade-off, we varied the target privacy budget
setting from € = 0.5 to ¢ = 8, and jointly recorded reconstruction accuracy and downstream
fault diagnosis accuracy. The curve is used to compare the empirical privacy—utility
behavior produced by the adopted perturbation schedule. The results are shown in Figure 6.

As the target privacy budget increases, reconstruction accuracy rises for both private
methods, while downstream task accuracy also improves gradually. This monotonic trend
is consistent with the expected privacy-utility trade-off. Across the full budget range, SFL-
PDT consistently maintains lower reconstruction accuracy and higher task accuracy than
FedAvg+DP, although the utility gap becomes slightly smaller in the high-¢ regime. This
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suggests that the proposed adaptive perturbation mechanism provides a more favorable
operating curve rather than merely a single-point advantage.

Privacy-Utility Trade-off
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Figure 6. Privacy-utility trade-off under different target privacy budget settings.

4.6.2. Sensitivity to Malicious Client Ratio

We then varied the malicious client ratio from 0% to 30% and measured the corre-
sponding fault diagnosis accuracy. The results are shown in Figure 7.
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Figure 7. Sensitivity to malicious client ratio.

The accuracy of all methods decreases as the malicious participation ratio increases.
SFL-PDT remains consistently above the non-robust baselines across the evaluated range,
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although the margin is moderate. This trend suggests that the proposed robust aggrega-
tion strategy remains beneficial when the attack intensity increases beyond the default
10% setting.

4.6.3. Sensitivity to Pruning Ratio

Finally, we varied the pruning ratio from 0.0 to 0.5 to study the trade-off between
efficiency and predictive performance. The results are shown in Figure 8.

Sensitivity to Pruning Ratio
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Figure 8. Sensitivity of training efficiency and predictive performance to pruning ratio.

Increasing the pruning ratio consistently reduces local training time, while the fore-
casting MAE first improves and then deteriorates. This indicates the presence of a practical
“sweet spot” in compression aggressiveness: moderate pruning can improve efficiency and
mildly regularize the model, whereas excessive pruning harms representational capacity.
In our setting, a pruning ratio around 0.3 yields the most balanced efficiency—performance
trade-off.

4.7. Discussion

Taken together, the above experiments indicate that SFL-PDT provides a better
coordinated balance among privacy protection, robustness, convergence stability, pre-
dictive performance, and deployment efficiency than the compared baselines under
the evaluated conditions. These gains are not attributable to a single design choice.
Rather, the proposed framework benefits from the coordinated combination of terminal-
side perturbation, anomaly-aware aggregation, heterogeneity-aware weighting, and
terminal-oriented compression.

From a practical perspective, the results are especially relevant for power data termi-
nals because the targeted deployment environment is characterized by three simultaneous
constraints: strict data sensitivity, heterogeneous local distributions, and limited commu-
nication/computation resources. In the current design, homogeneity is mainly assumed
within each edge node, while cross-edge heterogeneity is handled at the central server. In
this context, optimizing only one dimension is insufficient. A privacy-only solution may
degrade utility, a compression-only solution may fail under heterogeneity, and a robustness-
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only solution may not address deployment overhead. The empirical results suggest that
jointly designing these components yields a more balanced system-level trade-off.

The comparison with Krum at the edge-side aggregation stage shows that the robust-
ness of SFL-PDT is close to that of a dedicated robust aggregator under malicious client
participation. This suggests that the main benefit of SFL-PDT lies in combining edge-side
robustness with privacy protection, heterogeneity-aware aggregation, and terminal-side
compression within one training pipeline. At the same time, the current design is most
suitable for hierarchical settings in which regional grouping at the edge is meaningful.
Broader validation under larger-scale deployments, stronger attacks, and stricter privacy
accounting remains an important direction for future work.

Beyond the current empirical evaluation, future application-oriented validation should
also consider more realistic power-electronics scenarios. Recent studies on fault diagnosis
in cascaded H-bridge multilevel converters and stability root-cause identification in solid-
state transformers show that practical terminal-side intelligence often requires reliable
monitoring, diagnosis, and stability assessment under constrained and heterogeneous
operating conditions [41,42]. These tasks are closely aligned with the deployment assump-
tions of SFL-PDT and can serve as meaningful testbeds for evaluating whether privacy-
preserving, robust, and resource-aware federated learning can generalize to broader power-
electronic equipment.

5. Conclusions

In this paper, we proposed SFL-PDT, a secure and efficient federated learning frame-
work for power data terminals, to address three practical challenges in PloT-oriented
collaborative learning: update-level privacy leakage, heterogeneous client data distribu-
tions, and limited computation and communication resources at terminal devices. Within
this framework, edge nodes aggregate relatively homogeneous terminal updates, while the
central server handles aggregation across heterogeneous regions. To this end, terminal-side
privacy protection, anomaly-aware robust aggregation, similarity-aware weighted updat-
ing, and terminal-oriented compression are integrated into a unified hierarchical federated
learning framework.

Experimental results on two representative power-related tasks demonstrate that,
under the evaluated settings, SFL-PDT achieves a more favorable overall trade-off than
the compared baselines. Specifically, it reduces reconstruction-related leakage and retains
stable performance under malicious client participation; it shows faster and more stable
convergence under heterogeneous client distributions while maintaining better test perfor-
mance on both regression and classification tasks; and it substantially lowers terminal-side
training cost and uplink communication volume, which is important for deployment in
resource-constrained power terminal environments.

A key implication of this study is that federated learning for power data terminals
should not be optimized along a single axis only. In such environments, privacy, robustness,
heterogeneity adaptation, and efficiency are tightly coupled system requirements. The
empirical evidence in this work suggests that coordinating these components within one
framework is more effective than applying them independently.

Nevertheless, several limitations remain. First, the current evaluation is based on
two public datasets and a controlled hierarchical testbed, and therefore does not yet fully
capture the complexity of large-scale industrial PIoT deployments. Second, the threat model
in this work mainly covers update reconstruction and malicious parameter corruption,
while stronger adversarial settings, such as collusive attacks and backdoor-oriented attacks,
were not investigated. Third, the present privacy accounting and adaptive scheduling
strategies are still relatively simplified and would benefit from more rigorous optimization
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and theoretical analysis. Thus, the reported privacy budget settings correspond to empirical
settings under the adopted perturbation schedule unless a full composition accountant
is employed.

Future work will therefore focus on three directions. First, more rigorous privacy
accounting and more adaptive privacy budget allocation will be introduced across com-
munication rounds. Second, the framework will be evaluated under broader and stronger
adversarial settings, including collusive and backdoor attacks. Third, the proposed design
will be validated in more realistic large-scale PloT environments with dynamic client par-
ticipation and time-varying network conditions, thereby further improving the practical
relevance of secure federated learning for power systems.
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