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Abstract

In recent years, physiological signal-based biometrics has gained increasing attention due
to its resistance to spoofing attacks, suitability for continuous authentication, and com-
patibility with wearable devices. This study investigates a multimodal biometric
framework based on three physiological signals: galvanic skin response (GSR), electro-
cardiogram (ECG), and photoplethysmography (PPG). Although GSR has demonstrated
promising performance in emotion recognition and animal recognition studies, it re-
mains relatively underexplored in biometric human recognition applications compared
with ECG and PPG. As a non-invasive signal that can be easily acquired through simple
skin contact, GSR offers several advantages, including low-cost sensing, ease of integra-
tion into wearable devices, user convenience, and suitability for continuous monitoring.
To address this gap, the proposed framework combines features extracted from ECG,
PPG, and GSR signals and employs machine learning algorithms for human recognition.
The approach was evaluated using two publicly available datasets, CLAS and MAUS.
Experimental results demonstrate that multimodal fusion significantly enhances recog-
nition performance, achieving accuracies of 97% and 99% on the CLAS and MAUS da-
tasets, respectively, with the K-Nearest Neighbors (KNN) classifier. These findings high-
light the potential of integrating GSR with ECG and PPG signals to develop biometric
systems for wearable and continuous authentication applications.

Keywords: biometrics; electrocardiogram (ECG); galvanic skin response (GSR); human
recognition; photoplethysmography (PPG); physiological signals

1. Introduction

Human recognition using physiological signals in wearable devices is increasingly
important because it offers a secure and continuous method for verifying a user’s iden-
tity. Unlike traditional authentication methods, such as passwords and personal identi-
fication numbers (PINs), signal-based recognition relies on unique biological patterns,
such as EEG, ECG, PPG, or GSR, which are difficult to imitate or steal. This makes
wearable systems more resilient to spoofing while providing seamless real-time authen-
tication. As wearables become more integrated into daily life for health monitoring,
payments, and personalized services, reliable signal-based human recognition enhances
user safety, maintains privacy, and supports more intuitive interactions with technology.
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Through extensive research, the authors found that Galvanic Skin Response (GSR), also
known as Electrodermal Activity (EDA), is commonly used for human emotion recognition
[1-5]. However, its application in human recognition systems remains relatively rare [6-8].
The growing ability to embed sensors into wearable devices, such as smart glasses, wrist-
bands, and chest bands, has motivated this study. Accordingly, we evaluated the feasibility
of using distinctive GSR features fused with electrocardiogram (ECG) and photoplethys-
mography (PPG) signals for subject recognition in a multimodal biometric system.

The GSR measures subtle changes in the electrical conductivity of the skin in re-
sponse to external or internal stimuli [9]. This responsiveness to real-world conditions
makes it a promising addition to human recognition models, particularly in dynamic
environments where users naturally interact with stimuli.

ECG has recently been validated as a robust biometric modality. As demonstrated
by prior studies, ECG signals are highly secure and reliable; they can only be captured
from living individuals. Unlike electroencephalogram (EEG) signals, which may raise
privacy concerns due to potential implications such as mind reading, ECG data are gen-
erally more acceptable to users. Furthermore, ECG has been explored for animal identi-
fication, like canine recognition systems [10].

PPG signals measure variations in blood volume within the vascular system and
offer the significant advantage of being readily acquired through a wide range of wearable
devices, such as smart watches [11]. This accessibility makes PPG particularly suitable for
Internet of Things (IoT)-based applications. Although PPG-based biometric identification has
been extensively studied [12,13], the majority of existing research has been conducted in
controlled clinical settings involving stationary subjects, thereby limiting the influence of
motion artifacts (MAs) on signal quality [14]. In contrast, the present study evaluates bio-
metric recognition performance using datasets collected from participants engaged in di-
verse activities and exposed to various stimuli. Consequently, the experimental conditions
more closely resemble real-world scenarios, providing a more realistic assessment of the ro-
bustness and practical applicability of PPG-based biometric systems.

This study makes three primary contributions. First, it introduces a multimodal
biometric recognition framework that integrates galvanic skin response (GSR), electro-
cardiogram (ECG), and photoplethysmography (PPG) signals within a unified machine
learning framework, specifically designed to operate under dynamic and realistic condi-
tions. Second, it systematically investigates the effectiveness of multimodal fusion in
enhancing recognition performance relative to unimodal approaches across varying lev-
els of motion artifacts and environmental disturbances. Third, it provides empirical evi-
dence regarding the reliability of individual physiological signals and the complemen-
tary information they contribute when combined, thereby offering practical insights for
the design and deployment of wearable biometric systems.

This study is based on two key hypotheses. First, combining multiple physiological
signals through multimodal fusion results in significantly improved biometric recogni-
tion performance compared with unimodal approaches. Second, incorporating galvanic
skin response (GSR) signals into wearable biometric systems provides complementary
information that enhances recognition accuracy and increases the suitability of such sys-
tems for real-world deployment.

2. Related Work

Many studies have focused on physiology-based biometrics with the increasing
adoption of wearable and inertial sensors.

Piciucco et al. [6] investigated human recognition using signals collected via wrist-
bands. The study involved 17 participants performing natural activities in two sessions
separated by approximately seven days. Electrodermal activity and blood volume pulse
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signals were fused using a CNN applied to spectrogram representations, achieving an
average correct recognition rate of 98.58%.

Bianco and Napoletano [7] explored a multimodal system using four physiological
signals: heart rate, breathing rate, palm electrodermal activity, and perinasal perspiration
signals. They employed a one-dimensional convolutional neural network (1D-CNN) op-
timized using a sequential model-based optimization. Testing on 37 subjects using a
public dataset in a driving simulator environment, the model achieved 99.51% accuracy
with a single modality and 99.69% using a multimodal approach.

Blasco and Peris-Lopez [8] utilized low-cost wearable sensors, including ECG, PPG,
GSR, and accelerometers, to develop a prototype for biometric verification. They collected
data from 25 subjects performing various activities and evaluated the performance of the in-
dividuals and fused the signals. Their results demonstrated that smartwatches and fitness
bands can effectively enable biometric verification, with the best performance achieved
through the fusion of ECG, PPG, and GSR, resulting in a 0.02 Equal Error Rate (EER).

Yi et al. [15] proposed a feature fusion network for ECG-based recognition. Their
model used an adaptive attention mechanism to emphasize the heartbeat features and
reduce intersession variability. When tested on four databases, the model achieved iden-
tification accuracies of 96.31%, 73.79%, 77.80%, and 54.78%, respectively.

To enhance ECG and PPG biometric performance, Labati et al. [12] applied prepro-
cessing, normalization, and a two-dimensional Siamese CNN (MultiCardioNet) to com-
pare the spectrogram representations. They reported EERs of 2.15% (ECG-ECG), 2.42%
(PPG-PPG), and 4.76% (ECG-PPG/PPG-ECG).

These studies collectively demonstrate the potential of physiological signals and
machine learning models for human recognition classification. However, few studies
have explored the GSR signal.

3. Proposed Multimodal

This section presents the proposed multimodal framework for human recognition
using ECG, PPG, and GSR signals. Figure 1 illustrates the overall architecture of the
proposed system. The framework consists of five main stages: signal preprocessing,
segmentation, feature extraction, feature fusion, and classification. Each stage is de-
scribed in detail in the following subsections.
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Figure 1. Proposed Multimodal framework.
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3.1. Preprocessing

With significant advances in intelligent sensor technology, it has become feasible to
collect high-quality physiological signals from users under various conditions, thereby
enabling the development of robust recognition models and multimodal systems. In the
proposed approach, raw physiological signals acquired from multiple sensors were sub-
jected to modality-specific preprocessing techniques to improve the signal quality and en-
hance feature extraction. For the ECG signal, preprocessing included band-pass filtering in
the range of 0.5-40 Hz, baseline wander correction, power line noise removal, and R-peak
detection. The PPG signal was processed using a low-pass filter with a cutoff frequency of
10 Hz, followed by motion artifact removal and normalization. For the GSR signal, pre-
processing involved signal smoothing, outlier removal, and decomposition into tonic Skin
Conductance Level (SCL) and phasic Skin Conductance Response (SCR) components.

3.2. Segmentation

Following preprocessing, the physiological signals were segmented into fixed-length
windows for feature extraction and classification. Several combinations of window lengths
and overlap ratios were evaluated to determine the optimal segmentation strategy. Based on
experimental analysis, a window length of 20 s with a 10% overlap provided the best recog-
nition performance and was therefore adopted throughout the study. Figure 2 illustrates the
recognition performance achieved under different segmentation configurations.
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Figure 2. Comparison of the impact of different windows sizes and overlapping ratios.

3.3. Feature Extraction

A set of statistical features used in many studies [16,17] was extracted from all physio-
logical signals, in addition to modality-specific features designed to capture the unique
characteristics of each signal type. The common statistical features included mean, standard
deviation, root mean square (RMS), low-frequency power (LF), high-frequency power (HF),
power spectral density (PSD), and root mean square of the successive differences (RMSSD).

Mean:

n=<3N X )

where p =mean, X; = individual data points, and N = the number of data points.
Standard Deviation:
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o =23 (X — o) )

where o is the standard deviation, p the mean, X; = individual data points, and N the
number of data points.
Root mean square:

RMS=\[%ZiN:1 2 ®3)

where X; = individual data points, and N number of data points.
Low-frequency power (LF) using Power Spectral Density

LF = [.” PSD(Hdf o
High-frequency power (HF) using Power Spectral Density
HF = [.* PSD(Hdf (5)
where

LF: power within a specific low-frequency range of a signal (0.04 and 0.15)
HEF: power in a higher frequency band (0.15 and 0.4)

The power spectral density (PSD) represents the distribution of the signal frequency.
It is computed according to Equation (6) [18].
di
PSD(K) = 23 ((Yreat ()2 + (Yimag(K))?) (©)

Root mean square of the successive differences (RMSSD) [19]

1 — . .
RMSSD = EZF:ll(RRinterval(l + 1) - RRinterVal(l))Z (7)

For the ECG signal, unique characteristics were identified (Figure 3): heart rate, RR
interval, duration of the QRS complex, and amplitude of the R-peak. These attributes
were chosen because of their proficiency in depicting the temporal and morphological
characteristics of cardiac signals for tasks related to biometric identification and classifi-
cation, as mentioned in many studies [19,20].
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Figure 3. ECG Features.

Temporal and morphological features were extracted from the PPG signal to capture
the distinct cardiovascular traits of each individual [21,22]. The obtained features include
Pulse Amplitude, indicating variations in blood volume; Pulse Width, signifying the
length of each pulse wave; rise and fall times, illustrating the upward and downward
traits of the waveform; and Pulse Area, which quantifies the total energy distribution
throughout the pulse cycle.
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Multiple features were obtained from the GSR signal [23,24] to define the electrodermal
activity patterns of individuals. The features obtained consist of the Mean Skin Conductance
Level (SCL), which reflects the underlying conductivity of the skin over an extended period,
and the Number of Skin Conductance Responses (SCR peaks), which shows the rate of swift
physiological reactions. Additional morphological characteristics, such as Peak Amplitude,
Rise Time, and Recovery Time, were calculated to outline the intensity and temporal dy-
namics of each SCR event. Additionally, the SCR Area was computed to measure the overall
response energy linked to sympathetic nervous system function.

3.4. Feature Fusion

Feature-level fusion was performed by concatenating the feature vectors extracted from
the ECG, PPG, and GSR signals into a single high-dimensional representation. This strategy
enables the integration of complementary physiological information from multiple modali-
ties while retaining the discriminative characteristics of each signal. The resulting fused fea-
ture vector was then used as input to the classification models for human recognition.

3.5. Model Training

During the model training phase, numerous experiments were conducted using
different machine learning classifiers to evaluate the performance of the proposed bio-
metric-recognition system. The features extracted from the ECG, PPG, and GSR signals
were used to train and test several classification models, including traditional machine
learning algorithms such as multilayer perceptron [25], logistic regression [26], support
vector machine (SVM) [27], random forest (RF) [28], K-Nearest Neighbors (KNN) [29],
and decision tree (DT) [30]. The experiments aimed to compare the classification accu-
racy, precision, recall, and Fl-score of each model in identifying individuals based on
multimodal physiological signals.

To ensure a robust and unbiased evaluation of the proposed multimodal frame-
work, subject-wise 10-fold cross-validation was utilized, where data from each subject
were kept exclusively within a single fold to prevent data leakage and reduce overfitting.

4. Experiments

The proposed multimodal framework was implemented in Python v3.11 and exe-
cuted on a Windows 11 Pro (v22H2, 64-bit) operating system equipped with a 12th Gen
Intel(R) Core(TM) i7-12700 processor and 16.0 GB of RAM.

We used two public datasets, CLAS [31] and MAUS [32], for this study. These da-
tasets present several challenges. First, the participants were healthy individuals, unlike
in prior studies that primarily relied on clinical data. Second, the physiological signals
were recorded while the participants engaged in both cognitive and physical tasks using
audio-video stimuli to simulate real-life scenarios, further enhancing the relevance of the
data. All recordings were captured using wearable devices.

The CLAS dataset comprises synchronized recordings of physiological signals, in-
cluding ECG, PPG, GSR, and accelerometer data. Sixty subjects were included in this
study. Recordings captured each participant performing three reactive tasks and two
conscious tasks, with the reactive tasks incorporating visual and audio-video stimuli.
Most were students in their twenties, with one participant in their thirties, one woman in
her late forties, and one subject aged 50 years. The signals were collected using wearable
sensors at a sampling rate of 256 Hz and a 16-bit resolution. Each recording session lasted
for approximately 30 min.

The MAUS dataset included 22 participants (two females) with an average age of 23
years. Participants performed an N-back task, a cognitive workload assessment involving
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varying difficulty levels, to simulate different mental load conditions. Each session lasted
35 min.

Before training the classifiers, we labeled every subject’s file with a unique number
(for MAUS, the labels were from 1 to 22, and for CLAS, the labels were from 1 to 60).

5. Results

To determine the best window size and overlap percentage, multiple experiments
were conducted on the MAUS dataset. The comparison results indicated that the best
performance was achieved using a 20 s window size with 10% overlap, which was ap-
plied in this study.

Performance was measured using many standard classification metrics: accuracy,
precision, recall, Fl1-score, True Negative Rate (TNR), False Positive Rate (FPR), False
Negative Rate) FNR, and EER. These were calculated as follows:

Recall = TP/(TP + FN) (8)

Precision = TP /(TP + FP) )

Fl_score = 2 X (Precision X Recall)/(Precision + Recall) (10)
Accuracy = (TP + TN)/(TP + TN + FP + FN) (11)

Many classifiers, including multilayer perceptron, logistic regression, decision tree,
support vector machine, KNN, and random forest, were evaluated on the proposed
multimodal model, with their performance summarized in Table 1 for the CLAS dataset
and Tables 2-5 for the MAUS dataset. To display the results more intuitively, Figures 4
and 5 show a comparison of the recognition results of the different algorithms.

Table 1. Results of machine learning classifiers on CLAS dataset.

ECG GSR-PPG ECG-GSR-PPG

Acc. Prec. Rec. F1. Acc. Prec. Rec. F1. Acc. Prec. Rec. F1.
RF 0.70 0.70 0.70 0.69 0.24 0.24 0.24 0.23 0.86 0.86 0.86 0.86
Multilayer perceptron 0.74 0.74 0.74 0.73 0.18 0.17 0.18 0.14 0.87 0.87 0.87 0.87
Logistic regression 0.39 0.35 0.39 0.34 0.08 0.07 0.08 0.06 0.51 0.50 0.51 0.46
Decision Tree 0.83 0.83 0.83 0.83 0.22 0.22 0.22 0.22 0.94 0.94 0.94 0.94
SVM 0.43 0.41 0.43 0.39 0.08 0.09 0.08 0.06 0.56 0.57 0.56 0.53
KNN 0.88 0.88 0.88 0.87 0.24 0.25 0.24 0.24 0.97 0.97 0.97 0.97

Table 2. Accuracy of machine learning classifiers on MAUS dataset.

Accuracy
ECG PPG GSR GSR-ECG GSR-PPGECG-GSR-PPG
RF 0.77 0.74 0.71 0.90 0.78 0.98
Multilayer perceptron 0.89 0.72 0.78 0.93 0.79 0.97
Logistic regression  0.86 0.72 0.74 0.93 0.75 0.97
Decision Tree 091 0.75 0.74 0.93 0.78 0.98
SVM 0.89 0.77 0.75 0.92 0.77 0.98
KNN 0.93 0.78 0.71 0.94 0.78 0.99

Table 3. Precision of machine learning classifiers on MAUS dataset.

Precision

ECG PPG GSR GSR-ECG GSR-PPGECG-GSR-PPG
RF 0.77 0.74 0.71 0.91 0.78 0.98
Multilayer perceptron 0.89 0.72 0.78 0.93 0.79 0.97
Logistic regression  0.86 0.72 0.74 0.92 0.75 0.97
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Decision Tree 091 0.75 0.74 0.93 0.78 0.98
SVM 0.88 0.77 0.75 0.92 0.77 0.98
KNN 0.93 0.78 0.71 0.94 0.77 0.99

Table 4. Recall of machine learning classifiers on MAUS dataset.

Recall
ECG PPG GSR GSR-ECG GSR-PPGECG-GSR-PPG
RF 0.77 0.74 0.71 0.90 0.78 0.98
Multilayer perceptron 0.89 0.72 0.77 0.93 0.79 0.97
Logistic regression  0.86 0.72 0.74 0.93 0.74 0.97
Decision Tree 091 0.75 0.74 0.93 0.78 0.98
SVM 0.89 0.76 0.75 0.92 0.77 0.98
KNN 0.93 0.78 0.71 0.94 0.78 0.99

Table 5. F1-score of machine learning classifiers on MAUS dataset.

Fl-score
ECG PPG GSR GSR-ECG  GSR-PPG ECG-GSR-PPG
RF 0.77 0.74 0.71 0.90 0.78 0.98
Multilayer perceptron 0.88 0.72 0.78 0.93 0.79 0.97
Logistic regression  0.86 0.72 0.73 0.93 0.75 0.96
Decision Tree 091 0.75 0.74 0.93 0.78 0.98
SVM 0.89 0.77 0.75 091 0.77 0.97
KNN 0.93 0.78 0.71 0.94 0.78 0.99

The Equal Error Rate (EER) was also employed to evaluate the biometric performance
of the proposed system. The EER was computed using the distance scores generated by the
KNN classifier. The EER was evaluated using a verification framework. Specifically, the
Euclidean distance was computed between each test sample and the enrolled template.
Distances corresponding to the true identity were treated as genuine scores, whereas those
corresponding to all other identities were treated as impostor scores. By varying the deci-
sion threshold across the range of Euclidean distance scores, the False Acceptance Rate
(FAR) and False Rejection Rate (FRR) were calculated. The EER was then determined at the
threshold where the FAR and FRR were equal. The proposed multimodal model demon-
strated strong performance across both datasets, achieving an Equal Error Rate (EER) of
0.72% on the CLAS dataset and an EER of 0.4% on the MAUS dataset. These results indi-
cate a high level of discriminative capability and robustness of the proposed model.

HECG

B GSR-PPG

ECG-GSR-PPG

RF Multilayer  Logistic ~ Decision SVM KNN
perceptron regression Tree

Figure 4. Accuracy of six machine learning algorithms on CLAS dataset.
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Multilayer
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Logistic

regression

Decision Tree SVM

HECG

HPPG

HGSR

KNN

W GSR-ECG

M GSR-PPG

M ECG-GSR-PPG

Figure 5. Accuracy of six machine learning algorithms on MAUS dataset.

Based on a comprehensive literature search and the overall performance reported in

Table 6, it is clear that the use of GSR signals in biometric research remains limited; only
three studies [6-8] have incorporated GSR primarily within multimodal frameworks that
achieve high recognition accuracy. These findings highlight the need for further investi-
gation and broader experiments on additional datasets to better demonstrate the poten-

tial of GSR in reliable human recognition. Furthermore, the proposed multimodal
framework demonstrated good performance compared with the state-of-the-art methods
reported in the literature.

Table 6. The proposed multimodal framework compared with literature models.

Paper Data Set Size Signal Classifier Accuracy %
based on their Fusion of EDA and
(6] custom dataset BVP CNN 98.58
Fusion of HR, BR,
7] by Taamneh et al.37 P-EDA, and 1D-CNN 99.69
PER-EDA
based on their Fusion of ECG, PPG .
(8] custom dataset and GSR Gaussian model %
ECG-ECG, EER 2.15
PPG-PPG, MultiCardioNet, a EER 2.42
(12] CapnoBase PRRB42 Fusion of ECG and Siamese CNN EER 4.76
PPG Respectively
50 ECG CNN 94
[13] PhysioNet 1
PPG CNN 90
ECG-ID, 9 96.31,
PTB Diagnostic . . 73.79,
[15] ECG, zgo ECG ii;“f;?oadaphve 77.80,
CYBHi, 100 24 5478
Heartprint Respectively
[33] BIDMC 53 PPG MSE-SE ResNet50 98.41
(34] based on their 40 Fusion of PPG and homogeneous neural ;2(;
custom dataset 27 fingerprints network ’ .
Respectively
CapnoBase, 43 one-class classification 93.5
[35] Bidmc, 53 PPG algorithms, LOF, 91.8,
BioSec2 100 OCSVM, EE, and IF 95
(36] based on their PPG RF 628
custom dataset
Péms 12 >90 for two da-
(371 MAUS 22 PPG SVM tasets
93
CU-ECG 95
[24] MIT-BIH ECG 48 ECG SVM 98.5 .
Respectively
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(38] based on their 199 fingerprint, iris, and A convolutional Swin
custom dataset ECG Transformer

Fusion of ECG and fiducial technique with

99

based on their

[39] 31 99.17

custom dataset PPG statistical properties
based on their Fusion of ECG and
4 22 M .
(40] custom dataset PPG SV 93.86
based on their ..
[41] 45 ECG and IRIS Decision tree 96.55

custom dataset

intelligent cosine sim-
ECG, SCG, and PPG ilarity-based authenti- 99.79
cation module
[43] HSCT-11 40 PCG DNN 85.87
Linear discriminant

[42] CEBS 20

ECG and PCG classifier as well as 100
ensemble subspace

discriminant

[44] self-collected 32

[45] based on their ) EEG CNN 95.34
custom dataset

. CLAS 60 Fusion of ECG,  KNN g;
urs MAUS 2 GSR and PPG )
Respectively

The obtained results demonstrate the effectiveness of the proposed multimodal ap-
proach for human recognition under varying cognitive and mental workload conditions. In
the CLAS dataset, participants performed both reactive and conscious tasks, with the reactive
tasks involving visual and audio-visual stimuli. In contrast, the MAUS dataset employed an
N-back task with multiple difficulty levels to induce different levels of cognitive workload.
The differences observed between the two datasets may be attributed to several factors, in-
cluding variations in sensor devices, the number of participants, the nature of the performed
tasks, and the types of stimuli used during data acquisition.

Despite these differences, the proposed multimodal framework consistently
achieved strong recognition performance across both datasets, indicating the effective-
ness of integrating GSR with ECG and PPG signals for biometric recognition. The results
suggest that GSR provides complementary physiological information that can enhance
recognition accuracy when combined with other physiological modalities. Nevertheless,
the use of GSR in biometric applications remains relatively underexplored, and further
studies involving larger and more diverse datasets are required to comprehensively as-
sess its potential for reliable human recognition.

6. Conclusions

Smart devices play an increasingly vital role in enhancing the quality of life across
various domains. However, their pervasive use involves the continuous collection of
personal and sensitive user data; therefore, continuous authentication and reliable hu-
man recognition systems are essential for protecting user identity and privacy.

This study proposes a multimodal human recognition approach based on physio-
logical signals, namely electrocardiography (ECG), photoplethysmography (PPG), and
galvanic skin response (GSR), to enhance recognition performance. Statistical features are
extracted from these signals and used as inputs to machine learning classifiers for bio-
metric identification. The proposed approach was evaluated using two publicly available
datasets: the CLAS dataset, comprising 60 healthy participants, and the MAUS dataset,
consisting of 22 subjects. Experimental results demonstrate that the fusion of ECG, PPG,
and GSR signals significantly improves classification performance, achieving mean
recognition accuracies of 97% and 99% on the CLAS and MAUS datasets, respectively,
using the K-Nearest Neighbors (KNN) classifier.
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7. Future Work

Future research should focus on expanding and improving the generalizability of
the datasets by increasing the number of participants and collecting physiological signals
under diverse acquisition conditions and real-world scenarios. Such efforts would enable
a more comprehensive assessment of the proposed approach and its robustness across
varying environments.

In addition, integrating other biometric modalities, such as facial, fingerprint, and voice
biometrics, with the proposed physiological signal-based framework may further enhance
recognition performance and system reliability. Future studies should also investigate the
impact of hyperparameter optimization on classifier performance. In the present work, all
classifiers were implemented using their default parameter settings to ensure a fair and un-
biased comparison. However, systematic hyperparameter tuning may lead to further im-
provements in recognition accuracy and overall model performance.

Furthermore, evaluating deep learning-based approaches represents a promising
research direction. Although deep learning models typically require large amounts of
training data, this limitation may be addressed through advanced data augmentation
and synthetic data generation techniques. Methods such as Generative Adversarial
Networks (GANSs), Variational Autoencoders (VAEs), diffusion models, and TimeGAN
can be employed to generate realistic physiological signals and increase dataset diversity.

Finally, the deployment of the proposed framework within Internet of Things (IoT) en-
vironments warrants further investigation. Assessing its computational efficiency, real-time
performance, and scalability in resource-constrained wearable and IoT devices is essential for
enabling practical continuous authentication and biometric recognition applications.
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