
Academic Editor: Giuseppe Prencipe

Received: 17 April 2026

Revised: 26 June 2026

Accepted: 2 July 2026

Published: 8 July 2026

Copyright: © 2026 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license.

electronics

Review

From Industry 4.0 to Industry 5.0 in the Field of Autonomous
Robots: Expectations, Telecommunications Operator
Opportunities, and Security Challenges
Tomasz W. Nowak 1 , Mariusz Sepczuk 1 , Zbigniew Kotulski 1,* , Tomasz Pawlikowski 2 ,
Aleksandra Podlasek 2 , Krzysztof Bocianiak 2 and Jean-Philippe Wary 3

1 Faculty of Electronics and Information Technology, Warsaw University of Technology, 00-665 Warsaw, Poland;
tomasz.nowak@tnowak.pl (T.W.N.); mariusz.sepczuk@pw.edu.pl (M.S.)

2 Orange Polska S.A., 02-326 Warsaw, Poland; tomasz.pawlikowski@orange.com (T.P.);
aleksandra.podlasek@orange.com (A.P.); krzysztof.bocianiak@orange.com (K.B.)

3 Orange Innovation, 92320 Châtillon, France; jeanphilippe.wary@orange.com
* Correspondence: zbigniew.kotulski@pw.edu.pl

Abstract

Industry 4.0, expected to limit the burden of manual labor through the integration of
cyber-physical systems, the Internet of Things (IoT), and machine learning methods, failed
to meet social expectations. It started excluding humans from the production process. The
next stage of the industrial revolution, Industry 5.0, reverses this trend by emphasizing the
importance of human involvement and interaction in production processes. In this paper,
we present the evolution of robotic systems, from those of Industry 4.0 to their humanized
versions expected in Industry 5.0, with a particular emphasis on system cybersecurity.
Moreover, we present the challenges and business opportunities that telecommunications
operators face in implementing and operating robotic cyber-physical systems. We also
analyze new security challenges arising from this transformation and the central role
of humans in industrial processes. We illustrate the identified problems with a special
case: Cobots.

Keywords: Cobots; cognitive systems; digital twins; human-centric technologies;
Industry 5.0

1. Introduction
The development of manufacturing methods, initiated by improving materials and

handicraft tools, accelerated dramatically when humans came up with the idea of sup-
plementing the physical strength of people and animals with external energy sources.
The current course of development of industrial technologies can be presented as a five-step
transformation, known as the Industrial Revolution [1]. The first industrial revolution,
which started at the end of the eighteenth century, involved harnessing the power of water
and steam, freeing people from the most strenuous, monotonous physical labor. Industry
2.0 (initiated by the Second Industrial Revolution in the nineteenth century) used elec-
tricity to intensify production by building assembly lines and mass-production systems.
The third revolution and Industry 3.0 (the second half of the twentieth century) sought to
support employees’ intellectual work through the use of computers and electronic systems,
as well as through automation. Industry 4.0, which began in the twenty-first century, has
led to the integration of production processes with telecommunications systems through
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the use of cyber-physical systems, networking, and the IoT, particularly Industrial IoT
(IIoT). It has also moved further toward intervening in human roles in the production
process, reducing routine manual and administrative tasks. The use of machine learning
systems could ultimately lead to the elimination of humans from increasingly advanced
management and supervisory roles. On the other hand, new technologies require employ-
ees with advanced competencies, who are constantly upskilling and taking on new roles:
robotics engineers, cybersecurity specialists, Big Data analysts, and systems architects [2].
Despite its promising technological potential, it is argued that Industry 4.0 has not fully
met societal expectations [3–5]. Its implementation remains mainly focused on technol-
ogy and productivity rather than on people, whilst technological evolution concentrates
more on systems and machines than on people. This approach is associated with negative
socio-environmental consequences, such as exclusion from the labor market, economic
inequalities, the digital divide, and business instability. More broadly, it has been noted
that Industry 4.0, as a technology-driven phenomenon, has systematically overlooked
many aspects of socio-environmental sustainability. It is precisely this discrepancy between
technological capabilities and people-centered outcomes that has motivated the emergence
of the Industry 5.0 paradigm, which places the well-being of industrial workers at the heart
of the production process, moving beyond mere job creation towards a resilient model
of shared prosperity. However, it should be noted that Industry 4.0 can also have posi-
tive effects, particularly on workplace safety and productivity, including a safer working
environment, improved staff health, and a reduction in occupational risks [6,7]. These
benefits are generally regarded as partial and unevenly distributed across different sectors,
and Industry 5.0 aims to extend and consolidate them.

Industry 5.0 [8–10] is a term used to describe the next phase of the industrial revolu-
tion, focusing on the relationship between humans and machines within the manufacturing
industry. It is a concept based on Industry 4.0 advances, emphasizing the integration of
robotic systems, the Internet of Things (IoT), and Big Data analytics to improve manufactur-
ing processes. However, Industry 5.0 emphasizes the importance of human involvement
and interaction across industries. The concept of Industry 4.0 has brought significant im-
provements in manufacturing efficiency. Still, it has also raised concerns about the impact
of automation on labor and the loss of human involvement in the manufacturing process.
Industry 5.0 addresses these concerns by emphasizing human–machine collaboration and
developing more natural, intuitive methods for human–machine interaction. Thus, Indus-
try 5.0 presents the opportunity to create a more sustainable and humane manufacturing
industry. By emphasizing the human element in manufacturing, Industry 5.0 can help
create more fulfilling and rewarding jobs for workers and improve working conditions. It
also offers the potential to develop more efficient and flexible manufacturing processes,
better equipped to adapt to changing market demands and supply chain disruptions.

The main achievement of Industry 4.0 in relieving workers was automation and robo-
tization through the deep integration of digital technologies (like Artificial Intelligence,
Internet of Things, and cyber-physical systems) into physical production. Industry 5.0
does not intend to abandon this achievement, but it strives to adapt it to new societal
expectations, shifting the industrial paradigm from pure technological automation to
human–machine collaboration. Society now expects industries to prioritize well-being,
sustainability, and resilience alongside economic growth [11,12]. In this paper, we present
the new challenges associated with adapting robotic solutions and fundamental technolo-
gies used in Industry 4.0 to the expectations of Industry 5.0. We present differences in
the use of autonomous robots across the two most recent industrial generations, as well
as the expectations placed on collaborative robots in Industry 5.0. We also analyze the
challenges emerging in the robotic environment, particularly those related to the new tasks

https://doi.org/10.3390/electronics15142985

https://doi.org/10.3390/electronics15142985


Electronics 2026, 15, 2985 3 of 35

telecommunications operators face. In particular, this concerns new operators’ opportu-
nities and challenges in providing Information Technology (IT) resources for secure and
reliable communication and customer support. We present new system security threats
resulting from the changing relationship between human and technological factors. We
also examine the challenges faced by different parties in migrating autonomous robot
applications from Industry 4.0 to Industry 5.0. The main contributions of this study are
as follows:

• We have described how the technologies used in Industry 4.0 and Industry 5.0 are
evolving, and we have also outlined the evolution of pillar technologies in robotics:
from Industry 4.0 to Industry 5.0.

• We have demonstrated scenarios in which Cobots can be used in Industry 5.0 and pro-
posed a new architecture for Cobot-based use cases, which was analyzed in the context
of the CAP theorem [13] and fundamental challenges of distributed architectures.

• We have outlined how a telecommunications operator can get involved in Cobot
scenarios. This original synthesis was developed from the perspective of Industry 5.0
pillars and various network service offerings.

• We have listed the safety challenges and risks associated with Cobots in Industry
5.0. We have conducted an original comparison of their significance in the context of
Industry 4.0 and Industry 5.0, respectively.

This article addresses only selected issues relating to the use of Cobots in Industry 5.0.
Aspects such as ethics, privacy, personal data protection, medical data, general compliance,
and accountability have not been discussed, as this article serves as an introduction to
more detailed topics that are, however, essential for the proper functioning of the ser-
vice in question. Those aspects might be important for practical implementations of the
presented ideas.

The rest of the paper is as follows. Section 2 presents a narrative review of the
literature on the most important technologies that underpin Industry 4.0 and new solutions
addressing the needs of Industry 5.0. Section 3 provides an overview of the Cobot use
case and proposes a high-level architecture for its implementation. Section 4 presents a
business-oriented view of telecom operators’ capabilities in Industry 5.0, organized around
three main pillars—human centricity, sustainability, and resilience—and ensuring user
cybersovereignty. It pays particular attention to the role of operators in supporting and
deploying Cobots. Section 5 identifies and discusses security challenges resulting from the
transition to the Industry 5.0 Cobot landscape, and Section 6 summarizes the paper and
presents open problems and future work.

2. Evolution of Industry 4.0 Technologies to the Fifth Generation
When presenting the robotics challenges arising from the transformation from Indus-

try 4.0 to Industry 5.0, it is essential to consider the technologies used in contemporary
industry. Typically, in industrial transformations, changes are driven by leading disci-
plines, which, in turn, shape the development of other manufacturing techniques and
organizational structures. In Industry 4.0, these development pillars include, as shown in
Figure 1, new Information and Communication Technologies (artificial intelligence, Cloud
Computing, etc.), industrial techniques (additive manufacturing, autonomous robots, etc.),
and organizational structures (enterprise and process integration, supply chains, etc.).
Industry 5.0, in turn, is driven by new expectations to enhance the role of humans in
the production process, ensure sustainable development, and ensure system resilience in
the face of unexpected situations. In this section, we briefly present the most important
techniques and systems that constitute the foundation of contemporary industry (4.0 and
5.0) and the impact of the recent industrial revolution on their development, with particular
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emphasis on the requirements of robotics. We have conducted a narrative review of the
technologies by searching electronic databases, including IEEE Xplore, Scopus, and Google
Scholar, using keywords related to Industry 4.0 and 5.0 technologies. Sources were selected
based on their relevance to the research objectives, with a focus on peer-reviewed journal
articles, conference papers, and authoritative technical reports published primarily over
the last three years. The selection process was guided by thematic relevance rather than a
predefined inclusion/exclusion protocol, as the aim of this review is to synthesize current
knowledge and identify technology trends rather than to provide a systematic, exhaustive
inventory of the literature. Among the papers found, we selected for review those that,
in our opinion, best describe the adaptation of technology to the requirements of Industry
5.0, are the newest, or are most frequently cited.

Figure 1. From the basic technologies of Industry 4.0 to the pillars of Industry 5.0.

2.1. Information and Communication Technologies Area

Nowadays, Artificial Intelligence (AI) technologies enable decision-making, large-scale
data analytics, and adaptation to human creativity. For Industry 5.0, the most interesting
are ethical, inclusive, and sustainable AI systems that align with human values and societal
well-being. Therefore, it is not just the easy adoption of Industry 4.0 solutions; adjust-
ments to a human-centric, sustainable approach are necessary for this concept. A recent
review [14] highlights the crucial role of AI in sustainable, human-centric manufacturing
within Industry 5.0 paradigms. This review identifies AI effects, including intelligent
automation, greater efficiency, improved quality control, and faster decision-making. Pa-
per [15] explores the challenges and perspectives of designing AI systems that are both
human-centered and sustainable.

An approach that uses data-driven tools to enable massive data handling for opti-
mizations and sustainability, Big Data is identified in [14] as a key enabling technology of
Industry 5.0 that supports customization, faster and better decision-making, and real-time
forecasting and fosters competitive pricing. An enterprise could use the Big Data approach
in regular reports for management and data-driven decision-making, including automated
decisions made by robot-based applications. This technology area utilizes various types
of databases and storage solutions, e.g., Apache Hadoop, Apache Spark, Elasticsearch
(a search engine), MongoDB/Azure CosmosDB (NoSQL database engines), and Apache
Kafka/RabbitMQ (queuing/messaging systems), see [16]. Data stored in those systems
could also be used in Machine Learning (ML) solutions or be provided to an AI engine as
additional domain knowledge.
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Like communications and teleinformatic services, Cloud services are the domain of
modern telecommunications operators. For a specific Industry 5.0 application, the opera-
tor can offer various types of services, including server-based, Cloud-based, Edge-based,
distributed (Fog, Dew, etc.), and mobile services with application transfer between lo-
cations [17]. They can involve using predefined “everything-as-a-Service” (XaaS) solu-
tions [18]. Services that implement narrow Cloud and network functionalities, combined
with applications delivered remotely by telecommunications operators, enable the delivery
of highly specialized services designed for Industry 5.0.

The new requirements formulated in the concepts of Industry 4.0 and Industry 5.0 also
place new demands on telecommunications networks, especially mobile networks. Notably,
6G networks, as a significant advancement of fifth-generation mobile networks, can meet
these requirements. Numerous publications offer a vision of how 6G networks can meet
the communication aims of Industry 5.0. Paper [19] outlines the most promising avenues
of 6G research, as identified in the current literature. Paper [20] advocates incorporating
semantic and goal-oriented aspects into future 6G networks, suggesting that this approach
can lead to a significant leap in system effectiveness and sustainability. Papers [21,22]
present the design of a manufacturing system that transforms Industry 4.0 into Industry 5.0,
with a focus on the role of digitization and communication processes. Some papers solve
specific communication problems of Industry 4.0/5.0. For instance, paper [23] addresses
an application-side traffic-shaping solution for non-public networks to meet demanding
transmission requirements.

Basic communication solutions include slices with parameters tailored to application
requirements, appropriately secured communication connections, and networks configured
to the end user’s requirements, supported by artificial intelligence methods. Paper [24]
presents modern factory security from a telecommunications operator’s perspective. As re-
quired security services, it lists the following: encryption and data integrity; the privacy
and security of private 5G; service resilience against failures and radio jamming; service
isolation; and interoperability with existing industrial security functions. Moreover, 5G’s
service-based architecture provides resilience through the redundancy of Network Func-
tions and resources.

2.2. Manufacturing Techniques Area

Autonomous robots developed in Industry 4.0 are machines capable of performing
tasks, navigating environments, and making decisions autonomously, without direct, real-
time human control, see [25]. They are equipped with sensors, AI, and advanced algorithms
to perceive their surroundings, process information in real time, and adapt to changing
conditions. The integration of flexible and collaborative autonomous robots (Cobots)
further extends the range of manufacturing services and capabilities. Cobots are designed
to work together with humans, enhancing safety, dexterity, and teamwork [26]. Paper [27]
provides an overview of the key stages in the transition from simple, early-stage robots
(caged robots) to Cobots. They are also identified in [14] as a key enabling technology
of Industry 5.0, bringing benefits such as increased productivity, robustness, enhanced
dexterity, and solutions that are more consistent and accurate than those of humans.

A human–machine collaboration approach naturally supports the human-centric pillar
of Industry 5.0. In this area, the focus is no longer only on task-based automation but
also on objectives such as ergonomics and human safety. The idea is to shift several
categories of tasks, that are repetitive, high-risk, or data-intensive, from humans to robots,
which will make space for humans to focus on innovations, problem-solving, strategic
thinking, etc. [28]. Another goal of the Human–Machine Collaboration is to surpass
individual limits through symbiosis between the two parties [28]. Currently, humans
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are the conscious partners in this collaboration, being superior to machines in decision-
making and in taking responsibility. On the other hand, areas such as speed, accuracy, data
processing, and monitoring are much better handled by machines.

The concept of the Internet of Things (IoT) predates Industry 5.0. However, it can still be
utilized in various ways, especially in applications that interact with humans through sensors,
measurements, and other means. A 2023 literature survey [29] highlights the reintegration
of human and societal dimensions into IoT and Cyber-Physical Systems (CPS), marking a
shift toward socio-technical Industry 5.0 systems. Also, both concepts (IoT and CPS) are
related to Cobots, given the machine-like nature of the (half) Cobot. However, the idea
behind Cobots is to focus on collaboration. In IoT, it is primarily about things that are
interconnected but do not interact with humans much or at all. The CPS concept assumes
that the Physical part of the system not only collects data as IoT devices do but also interacts
with the surrounding environment. The cyber part should also be more sophisticated than in
the regular IoT scenario; it could leverage advanced technologies such as Edge Computing,
artificial intelligence, and automated systems. IoT was also considered in [14] as the Internet
of Every Things, supporting asset productivity, cost reduction, supply chain and logistics,
and enabling network intelligence. Report [30] delivered by the AIOTI organization describes
the comprehensive relationship between IoT, Edge Computing, and Beyond 5G technologies,
which can be used in Industry 5.0 deployments. The report describes several use cases related
to these technologies, including specific network requirements.

2.3. Organization and Management Areas

New expectations for industry also enforce the use of sustainable technologies and the
pursuit of a circular economy. Paper [28] considers environment, sustainability, and the
circular economy as key factors in the emergence of Industry 5.0; the circular economy is
also a groundbreaking research area in review [31]. Industry 5.0 changes the philosophy of
progress, from a pure focus on the efficiency and speed of object and service manufacturing
to a view of the industry operating in a world with limited resources. Proper resource
management, including non-obvious resources such as fresh air and nature, as well as more
conventional resources like energy sources and fossil fuels, is crucial [28]. Paper [32] em-
phasizes that solutions such as real-time data exchange and digital twins enable meticulous
mapping of material flows; identification of opportunities for recycling, remanufacturing,
and reutilization; and optimization of resource allocation throughout the supply chain’s
lifecycle. Additionally, consumers’ awareness and pressure for compliance influence organi-
zations to shift towards sustainability [33]; it is also part of a company’s social responsibility
and enhances workforce well-being. Paper [32] indicates that the environmental sustain-
ability of corporations could be enhanced by optimizing the efficiency of overall resource
utilization within business processes. Optimization can utilize technologies such as IoT, AI
algorithms, and advanced data analytics, including Big Data.

The operating conditions of modern industry have forced collaborating organizations
to integrate to leverage economies of scale in global competition effectively. Vertically
integrated companies strive to organize a complete supply chain within their own or-
ganization or, at a minimum, master its key elements. Horizontal integration involves
a different model of cooperation: expanding operations and extending the value chain
through external partnerships (see [34]). Both of these integration models mitigate harmful
competition, ensure essential collaboration, and eliminate discrepancies between supply
chain components. On the other hand, excessive integration can lead to market monop-
olization and restrict fair competition, limiting the incentive to modernize products and
production processes. Furthermore, the need to consider the human factor in Industry 5.0
makes integration trends a matter requiring special attention.
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2.4. Adaptation of Industry 4.0 Technologies to the Next Generation

Beyond leveraging technologies familiar from Industry 4.0, Industry 5.0 often re-
quires adaptation and modification, along with a strong focus on ethical use, social values,
and employee well-being. Industry 5.0 will undoubtedly also leverage new and increas-
ingly popular technological and organizational solutions (see Table 1). This technology
area is primarily related to the social aspects of Industry 5.0, particularly the human-centric
pillar. As paper [32] states, improving working conditions at the corporate level by intro-
ducing technologies such as AI, intelligent automation, and smart wearable will ultimately
increase overall job satisfaction, employee comfort, and well-being. Additionally, organiza-
tional changes could yield positive results in this area, such as introducing remote work or
flexible schedules [32]. Another key tool is leveraging the training and learning capabilities
within the organization to spread desired ethical and social values, such as proper waste
management, awareness of the importance of security and the human role in security
frameworks, organizational resilience, sustainability, and its relation to the organization,
see [35].

Table 1. The evolution of pillar technology uses in robotics from Industry 4.0 to Industry 5.0.

Pillar Technology Industry 4.0 (Autonomous Robots) Industry 5.0 (Collaborative Robots)

Additive
Manufacturing Useful for prototyping [36] Useful for individual orders tailored to user

needs [37]

Advanced
Manufacturing

Focus on equipment connectivity, mass
personalization, smart product, human
intervention elimination (remote) [38]

Focus on customer experiences,
hyper-customization, interactive product,
human–machine collaboration (on-site) [38]

Artificial Intelligence
(AI) Trained on statistical datasets [25] Trained on personalized and private

datasets [15,39–42]

Big Data Analytics Key technology [14,16] The growing importance of fast-changing data
for system adaptation [14]

Cloud Computing and
Communication

The use of Cloud Computing and its
versions (Edge, Fog, etc.) [22], 5G+
mobile networks [43], slicing [44],
campus networks [45]

Cloud Continuum [46], service migration
between locations [17,47], new applications [23]

Cybersecurity Protection of industrial networks and
IIoT [48], digital sovereignty [46,49–51]

Security challenges arising from the new role of
the human operator, see Section 5, new
technologies expected (quantum [52] and
post-quantum cryptography [53]), personalized
cryptography [54]

Horizontal and
Vertical System
Integration

The need to increase efficiency and
guarantee production
continuity [55,56]

Energy efficiency, circular economy, the need for
individualized access to users (customers and
employees) [57]

Industrial Internet of
Things (IIoT) Large-scale automation [58] Personalized devices [59]

New Business Models
Increasing and reducing the cost of
production and optimizing
distribution [44,60]

Customization [61,62], cognitive
solutions [39,63–65]

Simulated and
Augmented Reality

Used for systems design and
supporting applications [66] Used for supporting human operators [67]

Supply Chain Intelligent supply chain [38], agile and
responsive supply chains [68]

Responsive and distributed supply chain [68],
decentralized and autonomous supply
chains [68]
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Organizational transformation and cultural change are less directly related to tech-
nology itself; however, they support the implementation of technology and the Industry
5.0 concept in enterprises. This goal is accomplished by embedding resilience, leadership,
sustainability, and human-centric values within business culture and organizational struc-
tures. In paper [69], uncertainty about new technologies and fears of job displacement
were indicated as factors that strengthen resistance to those changes. Automation and
human–machine collaboration are not immune to this problem. The relationships among
organizational culture, explicit values, implicit norms, and unwritten rules are crucial for
implementing the new paradigm. Paper [70] explores how these cultural dimensions influ-
ence behavior within organizations, impacting their readiness for Industry 5.0 adaptation.

No less important than organizational changes is the use of new technologies in
Industry 5.0. An interesting technology is the concept of Digital Twins, which relates to
Extended Reality (XR) [67]. A digital twin is a dynamic representation that maps a physical
item to its corresponding simulation models. Paper [67] describes this concept in the context
of the ISO 23247 standard for defining Digital Twins. Extended Reality (XR) encompasses
Augmented Reality (AR), Mixed Reality (MR), and Virtual Reality (VR), spanning the virtual
continuum between the Real Environment and the Virtual Environment [66]. Digital twins
could assist operators in real-time production settings, aiming to improve sustainability,
ergonomics [67], and resilience [33]. Also, Digital Twins were identified in [14] as a key
enabling technology of Industry 5.0, supporting reduced costs, error prediction, design
customization, and predictive maintenance. The review [66] underscores XR technologies as
emerging enablers of environmental sustainability in manufacturing, which could be used
for virtual prototyping, production and layout planning, ergonomic assessment, training,
machine/robot interaction, cognitive support/instruction, and data monitoring/analysis.

Industry 4.0 offered the digitalization of production flows. Digitalization has enabled
transparent, integrated supply chain ecosystems, erasing barriers between product de-
velopment, marketing, sales, and distribution. A significant facilitator of the effective
implementation of this goal is the use of blockchain technology, which implements the idea
of a decentralized, mobile database, allowing for the permanent and reliable registration of
transactions by independent contractors (see [71]). For instance, paper [33] suggests that
system resilience in Industry 5.0, particularly in Supply Chain Management (SCM), can
be enhanced by adopting technologies such as AI, blockchain, digital twins, or IoT. Those
technologies could help improve the flexibility and responsiveness of supply chains, en-
abling SCM organizations to avoid disruptions by anticipating and implementing effective
recovery measures.

The resilience of the system must be considered in both the physical and digital
aspects, which might interfere with each other in some circumstances. The system could be
affected by ongoing random disasters or conflicts, such as AWS Cloud services hosted in
the Middle East in 2026 [72]. As a result, other regions of the AWS Cloud were also affected
by workload migration. The unavailability might be caused by various factors in such an
environment, from a direct strike by air attack means (rockets, missiles, drones) to a side
effect of a malfunction in critical infrastructure such as power plants, transmission lines,
submarine optical fiber, etc.

A cognitive system is an autonomous system that can perceive its environment, learn
from experience, anticipate the outcome of events, act to pursue goals, and adapt to
changing circumstances [63]. As shown, it is an integrated artificial intelligence and cyber-
physical system. Cognitive systems address the need to support operators in Industry
5.0, increasing their capabilities [39]. Such cognitive assistants are key components of
human-centered cyber–physical systems, especially robotic and Cobot solutions. A great
support for human operators is cognitive vision technology. It helps detect an object or
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event in the visual field, localize its position and extent, recognize a localized entity through
labeling, and understand its role, context, and purpose [64]. Cognitivity also has its place
in communications. The integration of cognitive radio and device-to-device (D2D) (so-
called Cognitive D2D) communication improves spectrum and energy efficiency, increases
network throughput, and enhances coverage, as shown in [65].

Customization may help with personalization, which uses technology to accommo-
date individual differences. Industry 4.0 introduced automation to production systems.
Industry 5.0 will transform automation into manufacturing tasks, enabling consumers to
acquire goods and services tailored to their specific needs (see [61]). Beyond the more
sophisticated services operators could offer, the most important and simplest is ensuring di-
rect, uninterrupted communication between the customer and the manufacturer. It enables
the collection of product requirements and oversight of order fulfillment (see [62]).

Last but not least is quantum computing. It can revolutionize Information and Com-
munication Technology (ICT) in Industry 5.0 by influencing machine learning and artificial
intelligence processes [73]; solving complex optimization, simulation, and data-intensive
problems [74]; and ensuring communication security [52].

3. The Shift to Cobots in Industry 5.0
3.1. The Cobot Use Case

In Industry 5.0, many use cases can be supported by collaborative robots (Cobots),
which work alongside human operators in shared workspaces, combining human dexterity
with robotic precision [75]. Cobots could perform tasks such as quality inspection, assembly,
lifting heavy weights, or assisting in precision operations. The robot used in [75] observed
humans’ actions and planned its next actions, which are very basic cognitive capabilities.
Additionally, Cobots continuously learn from human feedback to adjust their safety zones
and motion trajectories, thereby improving collision avoidance. AI models running on
Edge Cloud infrastructure enable more sophisticated, real-time adaptation to human
actions and environmental changes, thereby extending the capabilities of the Cobot used in
cognitive collaboration.

Communication between the Cobot and human could leverage various communication
channels, from natural interfaces such as speech, gestures, a standard keyboard, or another
pointing device to more sophisticated solutions such as wearables or Brain–Computer
Interface (BCI). In this last option, human operators can cooperate or control Cobots directly
through EEG-based brain–computer interfaces, such as the one developed in the Galea
project [76]. Another way is the use of XR. Workers use XR technologies, such as AR and
VR, to collaborate with AI systems supported by Cobots to make production decisions. XR
interfaces provide real-time guidance and feedback to the human; for example, paper [77]
describes a situation in which AR-based technologies provide visual guidance for the
assembly sequence. A telecommunications operator might provide AI-based services on
the Edge to support those XR systems.

All kinds of interfaces require ultra-low latency and high reliability to maintain an
acceptable level of Quality of Experience for the user. Edge Cloud infrastructure, private
5G/6G networks, and AI-as-a-Service enable processing sensor data close to Cobots, re-
ducing latency and boosting availability. Since Cobots cannot handle most complex AI
tasks, delegating them to the Edge of the network might be an acceptable way to provide
this service.

Unlike in Industry 4.0, where machines often operate in isolation or behind safety
barriers, in Industry 5.0, the human in the loop is integral to the operation. Moreover, these
Cobots must adapt to human variability (different body sizes and shapes, movement pat-
terns, reaction times, and emotions) and to environmental changes (lighting, obstructions,
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and noise). Continuous adaptation and proximity pose new risks but enable much greater
flexibility, personalization of work (including customization), and worker well-being when
designed correctly. The system’s context awareness enables the dynamic reconfiguration of
roles between humans and Cobots, e.g., if a human enters a defined safe zone, the Cobot
slows or halts; if a human is fatigued, the Cobot offers assistance. This type of biometric
data creates a compliance risk of improper use without the individual’s valid consent.
The given consent might also be abused and overused, which is called the scope creep [78].

The Cobot concept could be supported by digital and human twin technology. Industry
5.0 systems could create digital twins not only for machines but also for human operators,
as described in the metaverse concept presented in the dissertation in [79]. These virtual
representations enable the real-time simulation and optimization of workflows. The digital
twin could represent the Cobot in the digital world, or the collaborative robot could
represent the human twin in the physical world.

Below are two examples illustrating the use of Cobots.

• A medical Cobot that assists in health-related situations, starting from case manage-
ment (registration, information help desk in clinic) and physical support (help with
wheelchairs, stretchers, injections, simple health measurements) and extending up to
the most complex situations, such as assisting in surgeries or working with emergency
and rescue teams deployed to serious accidents. This kind of usage introduces several
data processing and compliance challenges in the field of privacy or the processing of
medical data. As stated in Section 1, we do not focus on methods for handling those
challenges in this paper. Paper [38] briefly describes several ISO standards applicable
to Cobots from the physical safety point of view. It also describes generic techniques
used to manage the safety of the human–robot interaction—collision detection, robotic
motion planning, and collaborative robot risk assessment.

• A logistics Cobot that helps humans organize and execute work in the warehouse,
shop, or a constrained part of the supply chain. In contrast to the medical Cobot,
this one does not pose significant ethical challenges due to errors or mistakes during
daily tasks. The fundamental challenge, the prediction of the motion of collaborating
humans and systems, is still valid in this example.

The next subsection contains an example architecture that supports the Cobot use case.

3.2. The Example Use-Case Architecture

In this section, we will attempt to define a use case that is both interesting to the
telecommunications operator and related to the fundamental assumptions of Industry 5.0.
Figure 2 shows the example architecture of the cognitive Cobot use case. The architecture
utilizes the idea of the Edge network as a support for Cloud resources for providing services
for the Cobot. Paper [68] shows a similar approach for generic Industry 5.0 use cases. Here,
we adopt the architectural viewpoint for Cobots.

In this use case, the Cobot collaborates with humans (or multiple humans in more
advanced scenarios) in a shared space and time. Both humans and Cobots can interact
with their surroundings, observe them, and engage with them, essentially without any
physical barriers that separate the Cobot from the human. The Cobot has limited mobility,
indicating a need for a power supply system and wireless network access. Cobot should
have some computing capabilities (persistent internal storage, transient internal memory,
processors) to run basic functions such as object manipulation and I/O communication,
including simple voice recognition and synthesis. Within the Cobot, a low-resource and
low-energy AI engine could be deployed to provide simple AI capabilities, such as chatbots,
within a constrained domain of knowledge.
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Figure 2. The example architecture for the Cobot-based use case.

Low resource and energy requirements are crucial for the proper functioning of Cobots,
as current AI implementations, even domain-constrained ones, require significant storage,
memory, and computational resources. Paper [47] shows how to control and manage
the battery level, e.g., using backup Cobots. However, the energy management problem
persists, as do side effects such as the need for proper cooling of the Cobot. As a result,
real-time analysis of large sensor data, such as camera or microphone data, may not be
possible directly on the Cobot and must be performed elsewhere. The AI engine can
send a prompt to the Edge AI, hosted by the telecommunications operator (TO) in the
Edge Network, located near the Cobot. The idea is to leverage Edge resources to deliver
more sophisticated services that the Cobot itself cannot provide within the required time
frame, given its limited resources. Edge AI could leverage its greater storage capacity and
lack of strict energy constraints to generate answers to prompts from the Cobot. Edge
AI can exchange information with the Network Operator’s Cloud-based AI and Big Data
engines to adjust local AI models based on current knowledge. Additionally, prompts
related to the current knowledge available on the Internet might be forwarded to the Edge
AI engine, which could work as a more sophisticated CDN (Content Delivery Network)
service. Some simple algorithms could be executed directly on the Cobot, especially for
collision management, as in paper [80]. Such algorithms require near-real-time execution,
so dedicated resources (CPUs) might be needed.

From the architectural point of view, the design of communication between entities
in Figure 2 requires identification of how to perform the information process. Book [81]
defines the following three dimensions:

• Communication—synchronous or asynchronous.
• Coordination—based on the orchestration or choreography.
• Consistency—atomic consistency (with the ACID paradigm—Atomicity, Consistency,

Isolation, Durability) or eventual consistency (the BASE paradigm—Basic Availability,
Soft State, Eventual Consistency).

Book [81] describes the consequences of each combination, even for simpler examples
with a narrower scope of information flows. This high-level overview does not provide
final answers to those questions. However, some general guidelines could be provided for
this high-level architecture.
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Due to the distributed architecture, a less coupled approach is preferred here, so the
communication between the Edge and Cloud entities should be asynchronous. The same
applies to prompts sent from the AI deployed at the Cobot. Synchronous operations should
be managed in parallel threads within a Cobot, with dedicated resources, and only for
constrained, important functionalities such as basic collision avoidance.

Also, model updates and replication should use the eventual consistency model.
According to the CAP theorem (Consistency, Availability, Partition Tolerance) [13], when a
network partitions, the system can provide consistency or availability, but not both. That is
also a reason why a Cobot should be self-sufficient in mission-critical tasks like collision
avoidance or harm detection, to be able to make a safe decision even during the lack of
a working connection between the Cobot and Edge or Cloud resources. Under certain
circumstances, the Cobot may decide to gracefully shut itself down when services can no
longer be provided in a given situation, as discussed in Section 5.3.

An interesting situation arises when determining the coordination type. Locally,
on the particular information flow level, orchestration might be a better solution, because it
is easier to implement the flow, especially for Edge cases. However, the Cobot might
interact with other humans and Cobots within the same spacetime. Interactions between
Cobots might still be implemented using the shared orchestrator, but interactions between
Cobots and humans use a direct coordination pattern, which is actually the choreography
approach. Due to the distributed architecture, there are the following possibilities to deploy
the orchestrator:

• Directly in the Cobot—it might work for information processes that are constrained
only to the Cobot and eventually communicate with the human or Edge services.
However, it is naturally less error-prone than other locations. Orchestrating services
located in the Cloud or on the Edge will introduce a strong coupling within the Cobot
itself. So, it should be used for communicating with services that are changed rarely.

• On the Edge of the network—this location has access to Cobots and Cloud services,
so it is more natural for the orchestrator. It should be easier to deploy changes in the
business logic than on the Cobots.

• In TO’s Cloud—deployment should be at least as easy as on the Edge; however, latency
between the Cloud and Cobot could be higher.

From the deployment perspective, an orchestrator running on the Edge of the network
is the easiest solution. It is also less coupled than the choreography option, in which
each service included in the information process should know how to handle Edge cases
and error conditions. Choreography could be an option for simple information processes
constrained only to a single architecture quantum (independently deployable compo-
nent, see [81]). More complex processes are easier to implement and maintain with the
orchestration approach.

The described architecture may support various information flows involving the Cobot.
As an example, three flows are analyzed: collision management, video communication
support, and AI prompting. The first flow aims to help the Cobot detect and avoid
collisions and their consequences. Edge- and Cloud-based applications could support the
Cobot with physics-based calculations and the potential orchestration of other machines
involved in a collision scenario. The second information flow includes voice and image
recognition, analysis, and synthesis. It should enable the Cobot to understand real-time
natural language input and to recognize visible humans and objects. The last flow concerns
obtaining knowledge, making decisions, receiving feedback, and providing other services
from AI engines, or building services such as AI agents using these capabilities. Table 2
presents the assumptions and requirements for these information flows.
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Table 2. Assumptions and requirements for example information flows related to Cobots.

Collision Management Video Communication Support AI Prompting

Latency

This is an example of the
Ultra-Reliable and Low-Latency
Communication (URLLC) services
defined for 5G. Very low E2E
latency and response time
needed, milliseconds.

The latency and response times
should be low, below a second,
to enable the Cobot to conduct
natural voice communication
with humans and recognize
them easily.

Queuing tasks are acceptable if they do
not affect the collision management and
basic communication interfaces with
humans and other machines.

Reliability

This is an example of a URLLC
service defined for 5G, where there
is only a small time margin for
errors, retransmissions,
and decision-making processes.
The system must also always be
capable of handling collision
scenarios, even with limited
models, accuracy,
and available data.

This information flow requires
highly reliable services.

Due to asynchronous communication
and redundant AI engines running on
the Cobot, at the Edge, and in the
Cloud, the required reliability level is
lower than that demanded for collision
management or video communication
support. This architecture introduces,
for this information flow, a trade-off
between the quality of AI-generated
responses and the required level
of reliability.

Data flows Cobot → Edge AI → Cobot and
other machines.

1. Cobot → Edge AI → Cobot; 2.
Cobot → Edge AI → Cloud
AI → Cobot.

Cobot → Edge AI → Cloud
AI → Cobot, Edge AI,
and other machines.

Cobot/Edge/
Cloud
allocation

Operations should rely on
resources available on the Cobot
and at the Edge. Cloud resources
might not be acceptable due to
latency constraints.

Operations should rely on
resources available on the Cobot
and at the Edge. Cloud
resources may be acceptable.

Operations should use resources
available on the Cobot, at the Edge,
and in the Cloud.

Fail-safe
operation

Fail-safe operation must be
introduced. A basic level of service
must be provided by the Edge
service or by the Cobot itself under
all conditions.

Fail-safe operation must be
introduced. A basic level of
service must be provided by the
Edge service or by the Cobot
itself under all conditions.

Fail-safe operation can leverage the
deployment of AI engines across three
architectural layers (Cobot, Edge,
and Cloud).

Service-level
expectations

A crucial service for the Cobot; it
must be provided at basic level
under all conditions

Very important capability for
Cobots. Image recognition
should be comparable to
human performance.

A fundamental service supporting the
cognitive capabilities of the Cobot. A low
level of hallucinations is expected.

4. The Role of Telecommunications Operators
4.1. Landscape of Telecommunications Operator’s Capabilities

Industry 5.0 shifts industrial transformation towards outcomes that are human-centric,
sustainable, and resilient. Telecommunication operators start from a privileged ICT position:
they operate licensed, regulated spectrum and deliver deterministic QoS through network
slicing and 5G network APIs. They also operate safe, reliable, and scalable communications
networks and service platforms, such as those for IoT. This is supplemented by expertise
in IoT devices and various communication protocols, enabling them to stay connected
and exchange data with other devices and platforms. Backed by economies of scale, long-
standing partnerships with trusted technology companies, and integration skills from
past deployments, telecommunications operators can be especially helpful for Verticals
whose core business is distant from ICT. By such cooperation, Verticals can concentrate on
their core activities and manage operational risks related to ICT by transferring them to
dedicated partners like telecommunications operators or equipment vendors in exchange
for OPEX expenditure. The role of such partners is to provide an infrastructure tailored
to the requirements of Verticals, industrial automation vendors, independent software
vendors, etc. These requirements include Quality of Service, cybersecurity, data sovereignty,
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and regulation. However, relying on telecommunications operators and external networks
is not the only option. Verticals, with some CAPEX investment, can set up and run
their own telecommunications networks, thereby becoming telecommunications operators
themselves. This is possible through Vertical Spectrum Allocation, which assumes the
opening of the 3.8–4.2 GHz spectrum for industrial 5G private networks. It is, first of all,
an opportunity for Verticals such as manufacturing, energy, logistics, healthcare, and smart
cities [82–86]. Such an approach is driven by the pursuit of eliminating vendor lock-in,
fostering innovation agility, ensuring complete data sovereignty, achieving extremely low
latency, and guaranteeing Quality of Service by eliminating the risk of network congestion
from local public mobile traffic. Another alternative, which can be selected by the Vertical,
is setting up its own WLAN Wi-Fi network with WPA3-Enterprise authentication and
encryption. Activating the 192-bit mode provides the best security, suitable even in critical
sectors. Traffic isolation is achieved via VLAN and SSID. The deployment of this approach
is less complex than solutions involving 5G, which require specialized telecommunications
skills. In general, setting up a Wi-Fi network based on widely adopted IT standards, even
less protected than WPA3-Enterprise 192-bit mode, appears to be a reasonable choice for
non-critical industrial applications. However, it has notable drawbacks compared to 5G,
including inferior roaming and handover capabilities, which are important for on-the-move
services, and reduced immunity to interference due to its use of unlicensed spectrum.

If built on standards with clear roadmaps for upgrading and integration with future
networks, offerings that are telecommunication network-based aim at being as much as
possible future-proof, advancing from 5G through 5G Advanced [87] towards 6G. Moreover,
they can blend connectivity and computing in an “as-a-service” model across the Edge
and Cloud. Multi-access Edge Computing (MEC) [88] combined with 5G enables low
latency, privacy-preserving data transfer, and processing close to operations, supporting
privacy-preserving use cases that put people and safety first.

Security, privacy, and sovereignty are core differentiators regardless of the operational
model (own, Vertical-operated network, or delivered by an external operator). Moreover, 5G
traffic is encrypted and authenticated as described in the 3GPP technical specification [89].
With hardware SIM and eSIM authentication, Subscription Concealed Identifier (SUCI) [90] for
concealing the Mobile Subscriber Identity (IMSI) in transit, network slicing as a native feature,
and usage of licensed spectrum, it is generally considered that they can enable secure data
sharing across Verticals, in particular, for the protection of AI models trained using Federated
Learning, where devices at distant locations cooperate. Thus, the models’ parameters are
protected from disclosure and tampering. The additional advantage of telecommunications
operators is the delivery of end-to-end cybersecurity, including operator-grade, CTI-based
traffic filtering. Moreover, incumbent telecommunications operators, thanks to their engineer-
ing capabilities, possessing their own infrastructure and experience in maintaining networks,
are often perceived by large enterprises and government agencies as trusted and stable or-
ganizations that can assure the resilience, business continuity, and even digital sovereignty
of Verticals, as operators are subject to regulation. The latter can also be realized through
network slicing and campus network deployments tailored to the Verticals’ needs (ranging
from Private Access Point Name (APN) to Private Core), see [60].

Another accelerant, particularly for large networks, is 5G network APIs that let en-
terprises and developers embed telecommunications operators’ grade capabilities with
minimal integration. The examples are network-verified location for multi-factor authenti-
cation, followed by APIs for URLLC services such as low-latency computing, uninterrupted
video streaming via QoS control, or seamless XR (e.g., AR, VR) via on-demand network
throughput boost [57]. These lightweight enablers compress time to market and extend the
telecommunications operator’s value beyond connectivity.
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With the capabilities mentioned above, telecommunication networks can drive the
advent of Industry 5.0 by delivering measurable outcomes across the following three pillars:

• Human centricity: Trusted, low-latency, privacy-first solutions that empower workers
and enable safe human–machine collaboration, which are the basis of Cobot services.

• Sustainability: Scalable platforms based on standards that optimize resources and
support circular, cross-industry data collaboration.

• Resilience: Gardened, sovereign, and autonomous operations that are capable of
maintaining continuity in business and operations under stress.

In the following subsections of this section, we show how telecommunications opera-
tors can adapt the technologies and competencies previously used to build Industry 4.0 to
the needs and requirements of Industry 5.0.

4.2. Contribution to Human-Centricity Pillar

Even using existing 5G Public Land Mobile Network (PLMN) with its five pillars,
which are enhanced Mobile Broadband (eMBB), URLLC, massive Machine Type Communi-
cation (mMTC), energy efficiency, and network slicing, a telecommunications operator can
offer customized services to Verticals. It can be achieved, in the first place, through network
slicing, which is possible with stand-alone 5G implementations that, unlike non-stand-
alone ones, include the 5G Core. Using an identifier called Single-Network Slice Selection
Assistance Information (S-NSSAI) (see [44,91] for a blockchain-based solution), a network
slice dedicated to devices belonging to a particular Vertical can be distinguished. In such
a network slice, a required Service Level Agreement (SLA) can be fulfilled. In case of
implementations in specific locations, telecommunication operators can go beyond that in
service customization by providing connectivity over Private Networks and, in particular,
Campus Networks [45], which are deployed within a limited, defined geographical area,
e.g., a logistics or production facility. These networks can offer even more privacy and
sovereignty for safer, smarter work and can be a major driver of digital transformation by
combining voice and data connectivity with computing, data storage, and cybersecurity. A
comparison of characteristics of various models of network offerings is shown in Table 3.

Campus networks are implemented using licensed spectrum, free of the interference
common in unlicensed networks. They create a safe nest for interconnecting various de-
vices, including routers, tablets, smartphones, VR and AR headsets, laptops, and numerous
IoT devices, e.g., sensors. They can be further supplemented with various tools, enablers,
and applications, such as IoT platforms; security solutions, e.g., firewalls supported by Cy-
ber Threat Intelligence (CTI); low-latency critical communication for Cobot control; drones
for security monitoring; asset tracking; and various applications of video for security,
infrastructure inspection, and quality control. Verticals can benefit from telecommunica-
tions operators’ experience in deploying and operating such networks, including network
planning and design, hardware delivery and installation, integration, and configuration.
Once the network is set up, the operator can offer network monitoring, on-site support,
and end-to-end performance and security checks, in accordance with the applied SLA.
By choosing the desired deployment model, a perfect balance can be achieved between
sovereignty, privacy, and cost that is optimal for the specific business of a particular Vertical.

There are various models of Campus networks. The simplest one assumes that a
gNodeB (gNB) is located on Vertical’s premise and Vertical receives a Private APN. Thanks
to that, the Vertical’s data is logically separated from other traffic. Other intermediary
variants shift various network components to the Vertical’s premises, starting with the
User Plane Function (UPF), which improves privacy by routing data locally within the
campus network. It can be followed by further moving network functions to the Vertical’s
premises for even greater privacy. Finally, a solution called Private Core can be offered,

https://doi.org/10.3390/electronics15142985

https://doi.org/10.3390/electronics15142985


Electronics 2026, 15, 2985 16 of 35

in which all core network elements are located at the Vertical’s premises. In such a case,
the Vertical also gains control over provisioning, billing, SIM management, and compliance
with legal requirements, e.g., data retention and lawful interception. Obviously, the most
advanced, non-public variants of 5G Stand-Alone (SA) campus network realizations are
well suited for supporting human–machine collaboration thanks to privacy, deterministic
QoS, precise indoor positioning for worker geofencing, and people-aware Automated
Guided Vehicle (AGV) and Cobot zones. Campus networks have already undergone field
trials and implementations in the areas of innovation, industry, and critical infrastructure.
Notable examples include the LTE and 5G networks in the ŁSSE special economic zone,
which promote innovation. These networks support acceleration programs for startups
utilizing 5G technology to develop advanced services [92]. Another example is the 5G
network designed for industry, built in a household appliance factory, to enable several
complex services, such as AGV, massive IoT deployments, and remote expert support using
AR [93]. An example of 5G deployment in critical infrastructure is the implementation in Le
Havre, France’s leading container port. The network was established to serve various use
cases—from Smart Cruise, which improves the flow of people and goods, to autonomous
shuttles operating between the port and the city, and drone-based incident detection [94].
The technical scope and operating model of such implementations vary according to
the customer’s requirements. Typically, they include small cells (femtocells, picocells,
and microcells) to provide full coverage, as well as edge servers for on-premises data
storage and processing. These may be complemented by core network elements where
required. From an operational perspective, licensed spectrum is most often provided by
the telecommunications operator, while equipment maintenance may be delivered either
by the operator or by the equipment vendor.

Mobile networks, public or private, backed by telecommunications operators’ Edge
Computing capabilities, enable advanced use cases. In particular, MEC facilitates the
implementation of AR and VR for training and assistance. Such networks align well
with addressing one of the challenges of implementing Industry 5.0: the large scope and
high cost of workforce training. A cost reduction is achieved by avoiding the use of real
infrastructure for training, thus reducing downtime and speeding up personnel onboarding.
Moreover, further savings can be achieved through real-time speech services that reduce
people’s errors and facilitate human–machine cooperation.

Safety of employees can be enhanced by providing them with Personal Protective
Equipment (PPE). These can take the form of network-connected wearables equipped with
accelerometers and biometric sensors for accident detection, and for indoor and outdoor
positioning. PPE can be bundled with mission-critical voice, video, and data, as well as
AI-based Edge computer vision, for incident prevention and response. All these are in line
with human–machine interface modernization, which includes haptics (tactile feedback,
force feedback), closed-loop control via URLLC, usage of Time-Sensitive Networking
(TSN) integrated with Precision Time Protocol (PTP) [95] for safer aligning the clocks of all
connected devices across the network, achieving the precision and accuracy necessary for
Cobot operations that prioritize human safety, ergonomics, and comfort.

Furthermore, all these technologies significantly support the Human-centricity pillar
of Industry 5.0 by offering privacy-preserving analytics thanks to on-premises computing
resources and data storage for sovereign analysis and enhancement of AI models through
federated learning for efficient finding of insights, allowing for faster time-to-competency,
reduced downtimes, and improved worker satisfaction, while protecting workers’ data.
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Table 3. Comparison of characteristics of a 5G/LTE Campus Network, Network Slice in a 5G Network,
and a Public 5G/LTE Network.

5G/LTE Campus
Network Network Slice in a 5G Network Public 5G/LTE Network

Network
resources

Dedicated network
resources reserved
exclusively for
the customer

Logically dedicated resources
allocated by the operator for a
specific customer or service, while
running on shared public
network infrastructure

Shared public network
resources used by
multiple customers

Network
coverage

Private coverage
designed for the
customer site, including
strong indoor coverage;
access limited to
authorized
customer devices

Available within the operator’s
public 5G coverage area; coverage
and indoor performance depend on
the public radio network, but can be
optimized for specific service needs

Coverage provided by the
public mobile network; indoor
performance may be limited in
some locations and dead zones
may occur

Data rate

High, stable,
and predictable
throughput with
dedicated capacity

More predictable and prioritized
performance than standard public
service; actual throughput depends
on slice design and radio conditions

Shared capacity with variable
and less predictable
throughput, especially during
periods of congestion

Latency

Low and predictable
latency, typically
ranging from 1 ms to
20 ms

Lower and more consistent latency
than standard public mobile service;
can be configured for low-latency use
cases depending on the
service design

Variable and less predictable
latency, typically 20 ms
or higher

Antennas

Typically based on
indoor small cells
deployed on the
customer premises

Uses the operator’s public 5G radio
network, typically based on macro
cells and, where available, small cells

Typically based on public
outdoor macro cell sites

SIM cards

Usually dedicated SIM
cards configured
specifically for the
campus network

Operator SIM cards enabled for
access to a specific network slice or
service profile

Standard operator SIM cards
used for public mobile services

QoS and
prioritization

The customer can define
user access, resource
allocation, and traffic
prioritization policies

Predefined or guaranteed QoS
profiles with traffic prioritization and
service differentiation managed by
the operator

Best-effort service with no
dedicated QoS guarantees;
performance may degrade for
all users during congestion

Connection
density

Supports high device
density, including
thousands of devices on
the customer site

Can support high device density
depending on slice configuration and
available radio capacity

Capacity is shared among all
users connected to the cell and
may be limited in
dense environments

Data
sovereignty

Sensitive data is
typically processed and
stored locally on the
customer premises

Traffic can be logically separated;
depending on the architecture, data
may use dedicated operator core
functions, but is typically not
processed fully on-premises

Data is transported through
the operator’s core network
before reaching application
servers or destination systems

Maintenance
and upgrades

Planned and controlled
by the customer

Planned and managed by the
operator, typically in line with
agreed service levels

Planned and managed by
the operator
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4.3. Contribution to Sustainability Pillar

Existing mobile networks, both 4G and 5G, can support Sustainability. Energy-efficient
IoT communication standards such as NB-IoT, LTE-M, or 5G Reduced Capability (Red-
Cap) [59] can be used to connect sensors cost-effectively. Such sensors can monitor energy
consumption in real time, in line with ISO 50001 [96]. Moreover, they could detect water,
compressed air, or heat leaks for automated detection and response. Combined with MEC
analytics, this can provide insights to optimize the operating parameters of industrial
processes and heating, ventilation, and air conditioning (HVAC) systems.

Mobile networks also enable the development of remote operations that cut emissions
by using drone and robot inspections controlled over 4G or 5G networks. Telepresence and
remote condition monitoring reduce site visits across distant locations.

Moreover, PLMNs can be used for the supervision of sustainable supply chains, where
IoT devices can monitor asset condition during transportation and track the provenance
of goods, e.g., ensuring that cold-chain integrity is maintained, thus supporting waste
reduction and circularity. It is worth noting that services on the move, under certain
conditions, may encounter latency issues. For services with strict latency requirements,
migrating the application from the current Edge node to a closer one could be the remedy.
Such real-time migrations are not easy to realize. However, research is underway within
the Computing Continuum area. It includes works on application orchestration, a common
abstraction layer for platform-agnostic application execution, and assurance of sovereignty
over data during and after migration.

Telecommunication operators themselves care about sustainability. The examples in-
clude gradual replacement of traditional SIM cards with eSIMs, device take-back programs,
and energy efficiency in Radio Access Networks (RANs). It is estimated that the network
energy efficiency of 5G is two orders of magnitude better than in 4G, and it is expected to
be twice as good in future 6G as it is in existing 5G networks [97–100].

4.4. Contribution to Resilience Pillar

In the area of connectivity, telecommunications operators go beyond PLMN. Thanks
to their integration skills, telecommunications operators can provide hybrid, always-on
access via fiber, 5G, and Non-Terrestrial Networks (NTN) using satellite constellations for
global coverage. Further hardening can be achieved through dedicated network slices,
e.g., for Operational Technology (OT), to keep it separated from external factors and ensure
the production process remains up and running. Moreover, local autonomy with MEC en-
hances resilience, as the plants can continue operating even when external communication
fails. Telecommunication operators’ 24/7 Security Operations Center (SOC) could provide
cybersecurity services for Vertical’s OT systems, and MEC could host Edge-based anomaly-
detection solutions. At the same time, SIM and eSIM could securely implement zero-trust
in OT for device onboarding, even across multi-vendor fleets. Advanced cybersecurity
monitoring, detection, and response are crucial for improved disaster recovery readiness
and compliance with regulations, e.g., the Network and Information Systems Directive 2
(NIS2), which covers a broader list of Important Entities (IE) and Essential Entities (EE)
than previous regulations [101].

Telecommunication operators can help ensure supply and operational continuity using
IoT. It enables predictive maintenance through analytics of data collected by sensors and
digital twins, as well as work-in-progress, finished goods, and spare parts. Thanks to
connectivity and on-site computing power, multi-site failover strategies can be prepared
and implemented. Moreover, emergency communications can speed up incident response
and evacuation.
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4.5. Service Scenario Patterns and Opportunities

By aligning their offerings with these three pillars, telecommunications operators
can move beyond connectivity to deliver measurable outcomes—safer workplaces, lower
environmental impact, and robust, interruption-tolerant industrial operations. It could
come in the form of a general, “as-a-service” business model that encompasses private 5G
and Wi-Fi, MEC, security solutions, IoT platforms and devices, and analytics. The examples
of such service scenarios are as follows:

• Human Safety and Assistance service scenario that includes campus network, PPE
wearables, and Edge Computing for privacy-preserving analytics.

• Energy and Carbon Optimization service scenario that utilizes IoT energy consump-
tion metering and waste detection, and AI-controlled management for the most ef-
ficient usage of production equipment and HVAC systems as well as green SLA
automated reporting.

• High-availability Resilient Operations service scenario that bundles hybrid connec-
tivity, slicing, OT security assured by SOC, and high-availability, redundant Edge,
and Cloud.

It could be further fine-tuned to the needs of particular Verticals by means of
appropriate partnerships with independent software vendors and OT vendors for co-
development and subsequent offering of pre-integrated blueprints for specific vertical
industries, e.g., manufacturing, utilities (electricity, gas, water, sewage, and waste), logistics
and transportation, healthcare, etc. Another opportunity is related to Application Program-
ming Interface (API) exposure, e.g., multi-factor authentication, location, QoS on demand,
and so on. Furthermore, telecommunications operators can leverage their expertise in
compliance to support verticals with continuous compliance reporting, e.g., under the
General Data Protection Regulation (GDPR) and NIS2. Finally, they can also use their
experience in customer care automation to further enhance the human–machine interface
and collaboration.

4.6. Contribution to Digital Sovereignty

Generally, the cyberspace sovereignty of a state is based on the ICT systems under
the state’s own jurisdiction. Cyberspace sovereignty is exercised to protect IT systems and
various data operations within the country’s borders. In cyberspace, these boundaries
are determined by the border elements of a country’s computer network (device ports,
network gateways, etc.) and by the network devices of other countries [46]. In practice,
digital sovereignty is based on three pillars [49]:

• Data sovereignty: Customers need a mechanism to prevent providers from accessing
their data unless customers explicitly approve access for specific provider behavior,
because they believe the access requests are necessary. In this domain, telecommuni-
cations operators can provide all known data protection measures typically offered
to protect data in transit and at rest. A spectacular solution that ensures users meet
national legal requirements for handling protected data is to place Cloud Computing
within a defined, territorially limited legal area; see, for example, [50].

• Operational sovereignty: Depending on the industry that an organization operates in,
there might be a requirement for further controls. With these capabilities, the customer
benefits from the scale of a multi-tenant environment while preserving control similar
to a traditional on-premises environment. In the case of AI-powered systems, a key
element of control is the provision of proprietary AI solutions, including the protection
of training data, the definition of evaluation schemes, and the prioritization of results
(see [41]). Telecommunications operators play a crucial role in this domain.
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• Software sovereignty: Users have access to platforms that embrace open APIs and
services. Also, they have access to technologies that support the deployment of appli-
cations across many platforms in a full range of configurations. Telecommunication
operators have the full right to advise end-users to use only trusted applications and,
in cases where legal restrictions on the use of specific programs and devices apply,
to prevent their implementation [51].

Ensuring digital sovereignty for Cobot services during both implementation and operation,
and migration remains an important security issue required of a telecommunications operator.

Figure 3 shows another aspect of digital sovereignty. In the landscape of organizations,
clients, vendors, states, international organizations, and others, there are relationships
among those entities. Through those relationships, entities are trying to enforce particular
behavior on other entities in the context of digital operations. The Network Operator plays
a vendor role for the organization and might provide solutions that help the organization
in the area of digital sovereignty, but might also impose limitations on the organization’s
digital sovereignty. It might, e.g., be a requirement to use dedicated network hardware, to
adhere to throughput limits, or to limit cellular network coverage.

Considered
organization

Client B

Client A

Vendor X

International
organization

Vendor Y

State S

Vendor Z

State R

...

...

...

...

...

Figure 3. Impact on the digital sovereignty of the organization.

5. Emerging Security Challenges
5.1. Differences in Security Challenges Between Industry 4.0 and Industry 5.0

Although the security challenges for Industry 4.0 and 5.0 appear similar (both primar-
ily use the same technologies and concepts), the differences arise from their definitions
and the degree of human orientation [48,102,103]. Industry 4.0 robotics focuses on automa-
tion, efficiency, and the separation of humans from the process (humans can only control
the work). Industry 5.0 robotics (Cobots) concentrates on human–robot collaboration,
adaptability, and trust, see Figure 4.

With this in mind, threats evolve from typical technical risks to more complex technical,
human, and ethical risks, making risk management in Industry 5.0 both more advanced
and more critical. These differences are presented in Table 4.

Threats related to the exploitation of known and popular vulnerabilities exist in both
Industry 4.0 and 5.0. However, in the case of Industry 4.0, the threats mainly focus on
technological vulnerabilities (e.g., outdated software versions or unauthorized access to
devices/systems). In Industry 5.0, there are additional vulnerabilities related to AI (e.g.,
model poisoning), the Cloud Continuum, and systems supporting direct human interaction.
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Figure 4. Shifting the burden of risk from devices to people.

Another security challenge is managing data and ensuring its secure storage. In In-
dustry 4.0, data primarily consists of production data collected by robots and related
process parameters, along with their analysis and real-time transmission. Industry 5.0
extends this scope of data through its human-centric approach [104]. Cobots can there-
fore collect biometric data on operators (often including data related to their current state
of health), their behavior, gestures, and voice, which significantly expands the scope of
information protection.

The complexity of Industry 5.0 systems also poses significant security challenges.
In this case, system integration involves not only connecting Cobots to SCADA, IoT,
or emergency systems but also to solutions that use ML/AI, digital twins, or interfaces
for direct human interaction. This approach significantly increases the attack surface,
extending it to include new threats associated with new technologies and their integration
with “classic” systems.

Another category of safety challenges is physical safety. While in Industry 4.0, robot
protection mainly focused on isolation and remote control, in Industry 5.0, due to its
proximity to humans and shared workspaces, dynamic physical safety is required to
protect both the Cobot and the operator. Yet another security challenge stems from one of
Industry 5.0’s pillars: customization. The customization of the production process and its
mass scale can introduce and replicate security threats that, if not detected early, will be
difficult to remedy.

Another important group of safety challenges associated with the use of Cobots in
Industry 5.0 is AI [42]. Attackers manipulate the data used to train AI models, leading
to incorrect decisions. Moreover, hackers can feed manipulated input data to deceive AI
algorithms (e.g., by slightly altering the image to fool a human gesture recognition system).
Additionally, another challenge includes attempts to steal or reverse-engineer AI models
to replicate or exploit their functionality. Protection against such scenarios is particularly
crucial in the context of advanced AI applications in Industry 5.0.

Phishing is also an important challenge in Industry 5.0. Due to the widespread use of
generative AI, phishing has become increasingly effective and has also changed in nature,
as can be observed in Industry 5.0. Given the close interaction between humans and Cobots,
all forms of spear phishing and deepfake (Deepfake Voice Cloning and Deepfake Video
Calls) pose a significant challenge, as they can lead to production line stoppages or the
execution of commands by a fraudster impersonating a manager (e.g., altering a Cobot’s
normal movement path due to new tests being carried out).
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Table 4. Comparison of security challenges for Industry 4.0 and Industry 5.0.

Security
Challenge Impact on Industry 4.0 Impact on Industry 5.0 Key Differences Between the

Two Concepts

Cybersecurity
vulnerabilities

Risks associated with
accessing the robot via PLC
controllers, IoT, and remote
communication interfaces

Increased attack surface of
Cobots through sensors,
wearables, Cloud Continuum,
AI, and direct
human interaction

The transition from a
device-oriented approach
(Industry 4.0) to a
human-oriented approach
(Industry 5.0) has led to an
increase in risks in Industry 5.0

Data privacy
Limited to production data,
robot telemetry,
and process parameters

Contains worker biometric
data, motion tracking, voice,
and behavioral data captured
by Cobots

Shift from device-centric to
human-centric data privacy
protection and ethical
data handling

Systems
integration

Integration of robots with
systems such as ERP, SCADA,
and vision systems

Extending the integration of
Cobots with systems using AI,
digital twins,
and human interfaces

Increasing the attack surface
in Industry 5.0 through
integration with new types
of systems

Physical safety
Static safety ensured by
isolating equipment (e.g.,
cages, light signals)

Dynamic safety required for
close collaboration between
humans and robots and
shared workspaces

Industry 5.0 replaces physical
separation with adaptive
safety mechanisms

Customized
production
processes

Robots enable mass
customization by flexible
automation and adaptation

Cobots support a high level of
customization by combining
human creativity with
robotic precision

A high level of customization
and flexibility may result in
the unintentional replication
of threats

AI vulnerabilities

AI used for interpreting and
reacting to visual data from
robotic surroundings, path
planning, and predictive
maintenance

AI supports decision-making,
learns from humans,
and enables human–robot
collaboration

Human trust in robots in
Industry 5.0 depends on the
performance and reliability of
the AI algorithms used

Phishing

Acquisition of data enabling
access to IT/OT systems; loss
of access to services due to a
ransomware attack

Forcing a Cobot to perform
specific actions (e.g., changing
its pre-set movement path or
updating its software)

In Industry 4.0, the target of
an attack is mainly the system;
in Industry 5.0, it is the human

Regulatory and
compliance

Compliance with machine
(robot) safety standards and
data protection

Compliance with machine
(Cobot) safety standards and
data protection extended to
include ethical and legal
aspects, as well as
workers’ protection

In addition to safety standards
related to devices and
processed data, Industry 5.0
adds aspects related to ethical
issues (e.g., the use of AI) and
social issues (direct
cooperation with humans)

System
complexity

High complexity of systems
resulting from the operation of
multiple robots and
control automation

Very high complexity of
systems due to the addition of
dynamic adaptation,
cooperation,
and learning factors

Industry 5.0 introduces more
complex systems that focus
not only on technical aspects,
but also on social ones

ROS threats

Vulnerabilities in ROS affect
the autonomy of robots, their
communication, and the
correct functioning of the
entire environment in which
the robot is used

Vulnerabilities in ROS directly
affect the life and safety of
workers due to the nature of
cooperation between humans
and Cobots and sharing
common spaces

In Industry 5.0, the risks
associated with ROS are not
only operational in nature but
also have a direct impact on
the health and lives
of operators
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An equally important group of security challenges in Industry 5.0 is those related to
regulations and compliance. In addition to meeting technological standards for robots,
several ethical, social, and data protection issues must be considered. It makes compliance
with these regulations quite complex, time-consuming, and complicated.

Whereas in the case of Industry 4.0, Robot Operating System (ROS) [105] affects
the autonomy of robots, their communication, and the correct functioning of the entire
environment in which the robot is used, in Industry 5.0, they can have a direct impact on
the health and lives of workers sharing the same space as the Cobot.

Of course, the security challenges for robots and Cobots listed earlier are the most
significant, but they also highlight the complex security challenges that need to be addressed
in Industry 5.0.

At the same time, it should be emphasized that the listed security challenges vary
in nature (e.g., direct cyber threats, direct physical threats, and challenges that increase
potential security risks) and, consequently, have varying significance on industrial systems
(see Table 5). Table 5 illustrates the impact of security challenges on robots and Cobots in
Industry 4.0 and Industry 5.0, respectively. As can be seen, security challenges in Industry
5.0 have a noticeably greater impact than in Industry 4.0. Furthermore, the challenges
directly related to human–Cobot collaboration—namely, physical safety risks and ROS
(including robot software issues)—are critical. It is because they can directly affect the
health of the Cobot operator (particularly when the Cobot is unfamiliar with a procedure,
does not know how to behave, or performs its tasks incorrectly). Other challenges also have
a significant impact, although those relating to regulatory and compliance issues are of the
least concern, as they cannot directly compromise systems or safety or cause immediate
operational disruption (instead, they may delay, restrict, or block the use of Cobots).

Table 5. Security challenges and their significance in Industry 4.0 and Industry 5.0.

Security Challenge Type of Challenge Industry 4.0
Significance

Industry 5.0
Significance

Cybersecurity vulnerabilities Direct cybersecurity threat High Very High

Data privacy risks Direct cybersecurity and data protection threat Medium Very High

Systems integration failures Technical cyber-physical operational threat High Very High

Physical safety risks Safety-critical operational threat High Critical

AI vulnerabilities Direct cybersecurity threat Medium Very High

ROS Direct cybersecurity threat High Critical

Phishing attacks Social engineering/Human-layer cyber threat High Very High

Regulatory and compliance issues Governance and compliance constraint Medium High

System complexity System-level risk amplifier High Very High

Customized production process
misconfigurations Risk exposure amplifier Medium Very High

5.2. Compact Security Threat Mapping for Industrial Robotic Systems

To systematically identify, assess, and prioritize potential threats, a high-level threat
model (a conceptual threat modeling abstraction rather than a formal model) has been
developed, as shown in Table 6. This Table includes six security challenges, which are
the most representative or critical threats, namely, cybersecurity vulnerabilities, data pri-
vacy risks, physical safety risks, AI vulnerabilities, ROS threats, and phishing attacks.
The remaining challenges, namely, system complexity, customized production processes,
regulatory and compliance issues, and system integration failures, are system-level factors
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that influence the security posture of industrial robotic systems rather than stand-alone
threats. In addition to the security challenges themselves, Table 6 provides information on
affected assets (what is the target), threat actor(s) (who is responsible), attack vectors (how
an attack can be performed), and potential consequences (what might happen). It should
be emphasized that this model does not include a quantitative assessment of a given threat
(such as severity), as, in this case, the decision was to focus on qualitative characteristics
and a system-level understanding of security vulnerabilities. In particular, the impact of a
given threat on Industry 4.0 and Industry 5.0 is shown in Table 5.

Table 6. Compact threat model for industrial robotic and collaborative robotic systems.

Security
Challenge Asset(s) Threat Actor(s) Attack Vector Consequence

Cybersecurity
vulnerabilities

Robots, controllers,
networks

External attacker,
insider

Malware, exploits,
unauthorized access,
misconfiguration

Production disruption,
system compromise

Data privacy
risks

Operational and
employee data

External attacker,
insider

Data breaches,
unauthorized access

Privacy loss, theft of
intellectual property,
regulatory penalties

Physical safety
risks

Human operators,
Cobots, equipment

Attacker, system
error, operator

Sensor spoofing, robot
manipulation

Injuries, equipment
damage

AI
vulnerabilities

AI models,
decision systems

Attacker, malicious
data source

Data poisoning,
adversarial inputs

Unsafe or incorrect
decisions

ROS Robot controllers,
ROS nodes

External attacker,
insider

Node compromise,
message spoofing

Loss of robot control,
disruption

Phishing attacks Human operators,
engineers Social engineer Credential theft, phishing

emails
Unauthorized system
access

5.3. Security Challenges from the Perspective of the Pillars of Industry 5.0

Naturally, security can be viewed from various angles, especially in the context of
human–Cobot collaboration. In particular, it is important to address the security challenges
associated with Industry 5.0 (see Table 7).

Table 7. Security challenges for Cobots in the context of Industry 5.0 pillars.

Industry 5.0 Pillar Security Challenge

Human centricity

Physical safety risks from cyber attacks

Privacy breaches of worker data

Trust erosion via spoofing

Ethical AI vulnerabilities

Sustainability

Supply chain attacks on eco-materials

Energy manipulation attacks

Lifecycle tampering

Environmental sensor spoofing

Resilience

Single point of failure in networked Cobots

Denial-of-service on real-time operations

Supply chain resilience breaches

Recovery manipulation
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The human-centric pillar emphasizes seamless and safe collaboration between humans
and machines, placing people at the heart of automation. This vision relies on Cobots
adapting in real time to individual workers’ movements, preferences, and even emotional
states. However, this close integration creates vulnerabilities, such as physical safety risks
from cyberattacks, in which attackers could remotely alter Cobot behavior (overriding safety
protocols or falsifying sensor data) to cause dangerous movements near workers, turning
a collaborative partner into an unwitting hazard. Another concern is the potential for
privacy breaches of worker data, as Cobots continuously monitor gestures, biometrics, voice
patterns, and performance metrics to personalize interactions. Without strong encryption
and access controls, this sensitive information becomes a major target for unauthorized
access, corporate espionage, or identity theft. Additionally, trust erosion via spoofing poses
a subtle but profound threat when attackers mimic legitimate human inputs (using forged
signals, deepfake gestures, or manipulated voice commands) to deceive the Cobot into
executing unsafe or incorrect actions, gradually eroding operator confidence in the system.
Finally, ethical AI vulnerabilities arise when biases embedded in machine learning models
are deliberately exploited, potentially leading to discriminatory task assignments, exclusion
of specific demographics, or unfair performance evaluations, thereby undermining the
inclusive and equitable intent of human-centric design and risking workplace morale and
legal liability.

Under the sustainability pillar, Cobots are designed to support eco-friendly, resource-
efficient manufacturing, aligning with the principles of the circular economy. However, this
green focus opens the door to supply chain attacks on eco-materials, where compromised
components, especially those made from recycled or bio-based sources, might contain hid-
den backdoors, counterfeit firmware, or tampered sensors that enable large-scale sabotage
of environmentally aligned processes. Energy manipulation attacks are also a growing
risk, with hackers forcing Cobots into inefficient operational loops (such as repeated idle
motions or redundant calibrations) that waste electricity and contradict corporate sustain-
ability targets. Lifecycle tampering becomes a critical concern when remote intrusions alter
Cobot firmware to turn off diagnostic tools, block modular upgrades, or prevent proper
end-of-life recycling, thereby accelerating electronic waste and undermining long-term
environmental responsibility. Moreover, environmental sensor spoofing allows attackers
to falsify real-time data on emissions, energy use, temperature, or material consumption—
either to mask unsustainable practices during audits or to trigger false compliance alerts
that divert resources from genuine green initiatives.

The resilience pillar focuses on systems that can withstand, adapt to, and recover
from disruptions (whether technical failures, cyberattacks, or supply shocks). Resilience
is also an important challenge in Industry 5.0 due to the dynamic nature of cooperation
with operators; Cobots should operate reliably while remaining flexible for potential
reconfiguration. Another important aspect is to establish rules for Cobot behavior in
the event of unstable operation (including requirements related to graceful shutdown).
Despite this focus, a single point of failure in networked Cobots remains a critical weakness,
especially in highly interconnected swarm configurations, where a compromised unit
can spread malware laterally across the fleet via shared networks, over-the-air updates,
or synchronized AI models. Denial of service on real-time operations threatens continuity
by jamming wireless communication channels, flooding Edge processors with junk data,
or triggering emergency stops altogether—halting adaptive responses precisely when
flexibility is needed most during production crises. Supply chain resilience breaches
occur when third-party software libraries, sensors, or Cloud services introduce undetected
vulnerabilities (such as zero-day exploits or weak authentication) that bypass redundancy
mechanisms and turn off backup systems. Lastly, recovery manipulation targets failover
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protocols, self-healing AI features, and digital twin simulations, deliberately corrupting
restore points or injecting delays to prolong downtime, amplify financial loss, and erode
stakeholder trust in the system’s robustness.

5.4. Impact of Security Threats and Challenges on Entities Involved in Cobot Collaboration Services

Based on the example architecture for the Cobot-based use case mentioned in section
three, we can see that the service involves several stakeholders:

• User, who interacts directly with the Cobot.
• Telecommunications operator, who provides communication links and, where applica-

ble, Edge Computing.
• Cloud Computing service provider.
• Cobot.

Each party is exposed to specific risks discussed earlier in this section. Table 8 analyzes
the Impact of a given security challenge on a stakeholder (who is at risk) and indicates
which party should take measures to mitigate the risk in order to eliminate or minimize the
associated risk.

Table 8. Impact of security challenges and threats on Cobot use-case stakeholders.

Security Challenge Affected Stakeholders Stakeholders Responsible for Risk
Mitigation/Minimization

Cybersecurity
vulnerabilities

user, telecommunications operator,
Cloud Computing service
provider, Cobot

telecommunications operator, Cloud Computing
service provider, Cobot creator (both software
and hardware)

Data privacy user, Cloud Computing
service provider

telecommunications operator, Cloud Computing
service provider

Systems integration telecommunications
operator, Cobot

telecommunications operator, Cobot creator (both
software and hardware)

Physical safety user telecommunications operator, Cobot creator (both
software and hardware)

Customized production
processes

telecommunications
operator, Cobot

telecommunications operator, Cobot
software creator

AI vulnerabilities
user, telecommunications operator,
Cloud Computing service
provider, Cobot

telecommunications operator, Cloud Computing
service provider, Cobot software creator

Phishing user telecommunications operator, Cobot software
creator, user

Regulatory and
compliance

telecommunications operator,
Cloud Computing service
provider, Cobot

telecommunications operator, Cloud Computing
service provider, Cobot creator (both software
and hardware)

System complexity telecommunications
operator, Cobot

telecommunications operator, Cobot creator (both
software and hardware)

ROS threats Cobot Cobot software creator

The first category of risks consists simply of cybersecurity vulnerabilities, and all
parties involved in the service are exposed to them (depending on the type of vulnerability).
Consequently, mitigation is the responsibility of those parties that are technically capable
of detecting and defending against these threats, namely, the telecommunications operator,
Cloud Computing service provider, and Cobot creator (including software and hardware
developers). Phishing constitutes a distinct threat group here, to which users interacting
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with the Cobot are particularly vulnerable. However, here too, the telecommunications
operator, the Cobot software creator (the Cobot should be able to detect certain forms of
deepfake phishing), and the user—who should be highly aware of such activities and able
to distinguish a genuine email from a fake one—should be responsible for detecting and
blocking such activities.

In the context of data protection, the vulnerable parties are those that are the direct
source of the data (the user and the Cobot) or those that store the data (the Cloud Computing
service provider). In this case, it is necessary to ensure appropriate access management for
this data, as well as a sufficient level of encryption during transmission and at rest, which
the telecommunications operator and the Cloud Computing service provider can provide.

Another significant security challenge is the integration of systems in this use case,
and this integration will have the greatest impact on the telecommunications operator
(ensuring communication between the various elements of the Cobot ecosystem) and the
Cobot itself, which will need to be connected and work with many components to provide
the service correctly. Taking these assumptions into account, the telecommunications
operator and the Cobot developer (in both software and hardware) will be responsible for
the secure, uninterrupted integration.

Given the principle of direct collaboration between the user and the Cobot, which is
a fundamental pillar of Industry 5.0, the user is at risk of physical injury caused by the
Cobot (e.g., as a result of a malfunction). In such cases, the telecommunications operator
is responsible for procedures such as a graceful shutdown, in which the Cobot is safely
switched to a standby mode where it will not perform its normal functions. The Cobot’s
developers should enable such a scenario to be programmed.

Another challenge relates to adapting the production process. Each client may require
a different set of operations and actions from the Cobot (and, indirectly, from the telecom-
munications operator). Furthermore, the complexity of the environment in which the user
will work with the Cobot may increase associated risks. Given the uniqueness of each such
case, risk mitigation should be the responsibility of both the telecommunications operator
and the Cobot software developers.

A significant security challenge lies in AI-related risks. Artificial intelligence is devel-
oping rapidly, and as a result, new risks are emerging that affect all parties involved in the
service. In turn, it requires risk mitigation on multiple fronts by the telecommunications
operator and the Cloud Computing provider (which may supply computing resources for
the ML process), and the Cobot software developer, who can protect against specific attacks.

Of course, given the novelty of the human–Cobot collaboration service, it is necessary
to comply with all relevant regulations and requirements to ensure the entire use case can
legally provide the service. They apply in particular to the telecommunications operator,
the Cloud Computing provider, and the Cobot developer, who are responsible for meeting
the necessary legal standards.

The final security challenge discussed, which may pose risks, relates to the robotic
operating system (ROS). Cobots are vulnerable to these risks, and it is Cobot designers,
together with the developers of the relevant ROS, who should mitigate the risks posed by
significant security vulnerabilities in the robot operating system.

6. Conclusions and Future Work
In this paper, we analyzed the transition from Industry 4.0 to Industry 5.0 in the

context of robotic systems, with particular emphasis on collaborative robots (Cobots),
the role of telecommunications operators, and the resulting security challenges. We also
present an original view of the architecture of a Cobot-based system and analyze it from
several architectural perspectives. In addition, we outline the potential contribution of a
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telecommunications operator, and provide an original comparison of security challenges
related to Cobots in the context of Industry 4.0 and Industry 5.0.

It can be highlighted that Industry 5.0 does not introduce a completely new tech-
nological foundation. Rather, it builds upon the achievements of Industry 4.0 and its
underlying technologies, reusing and reorienting them towards a more human-centric,
sustainable, and resilient industrial model. Technologies such as AI, machine learning,
Big Data analytics, Cloud and Edge Computing, IoT, digital twins, and blockchain remain
important, but their roles are changing. In Industry 5.0, they are increasingly applied to
support human–machine collaboration, safety, personalization, and sustainability, rather
than being used solely for automation and efficiency. Apparently, Industry 5.0 offers a
promising path toward more human-oriented industrial systems, but its successful adop-
tion will depend on ensuring trust, safety, privacy, and resilience in increasingly complex
robotic environments.

The human factor becomes central. Unlike Industry 4.0, which tended to reduce direct
human participation in production, Industry 5.0 emphasizes human–machine cooperation.
Cobots are a representative example of this shift, as they are designed to assist workers,
improve ergonomics, and adapt to human needs and contexts.

Telecommunications operators gain a broader role. Even now, operators are no longer
limited to providing connectivity. They can contribute through private networks, network
slicing, MEC, Cloud services, security services, and support for digital sovereignty. These
capabilities make them important enablers of Industry 5.0 deployments.

Security requirements become more complex. While many threats resemble those
already known from Industry 4.0, Industry 5.0 increases the impact of these risks due to the
close interaction between humans, robots, AI systems, and sensitive data. New concerns
include biometric privacy, spoofing, deepfakes, AI model poisoning, physical safety risks,
and ethical compliance.

Cobots create both opportunities and risks. They can improve productivity, flexibility,
and worker support, but they also significantly increase the attack surface. In particu-
lar, the combination of increased human influence, shared workspaces for humans and
machines, dynamic decision-making, and AI-based behavior requires stronger protection
mechanisms than in traditional industrial automation. It requires that Verticals, industrial
automation vendors, independent software vendors, Cloud service providers, and telecom-
munications operators work out a way to share responsibility along the liability chain.

Security must be considered from a broader perspective. In Industry 5.0, cybersecurity
is no longer only a technical issue. It also includes physical safety, while the importance
of trust, privacy, compliance, and organizational resilience is amplified. In such a case,
security management is more interdisciplinary and more closely connected to human-
centered design. In particular, it is important to identify the stakeholders responsible for
eliminating or minimizing the risks associated with specific security threats and challenges,
and to define the relevant security procedures.

This paper has identified several research topics and gaps related to the implementa-
tion of Cobots in Industry 5.0 environments supported by telecommunications operators.
Addressing these gaps and exploring the identified research topics will require further
investigation in the following key areas:

• Defining and testing concrete protection mechanisms for Cobots. They include methods
for securing control channels, sensor data, AI models, and human–machine interfaces.

• Developing telecom-operator security frameworks for Industry 5.0. An important
question is how operators can provide secure and trustworthy environments and
services for Cobot ecosystems, including private networks, MEC, slicing, and AI
services. Future solutions should take advantage of the capabilities of the 6G network,
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as well as integrate AI solutions and security and privacy protection systems belonging
to the telecommunications operator and Industry 5.0.

• Studying attack detection and response in human–robot environments. More work is
needed on detecting deepfakes, spoofing, model manipulation, and abnormal robot
behavior in real time.

• Improving privacy-preserving processing of human data. Since Industry 5.0 systems
may collect biometric, behavioral, and contextual data, future solutions should reduce
exposure while still enabling useful analytics.

• Strengthening resilience and fail-safe behavior. Especially in the Cobot area, research
is needed on graceful degradation, recovery procedures, and robust fallback strategies
when network or AI services degrade or become unavailable. A proper framework is
needed for mission-critical services delivered by Cobots, designed to operate under
the constraints of the CAP theorem.

• Assessing ethical and regulatory implications. As Cobots and AI systems become
more integrated into workplaces and interact with workers, future efforts should
address legal compliance, explainability of actions, and accountability.
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