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Abstract

A blockchain address serves as the unique identifier for users within a blockchain network.
While existing blockchain solutions typically employ the Elliptic Curve Digital Signature Al-
gorithm (ECDSA) for address generation, researchers including Ruimin Wang and Jisheng
Dong have proposed alternative schemes based on SM9 identity-based cryptography to
circumvent the inherent limitations of the Public Key Infrastructure (PKI). However, while
preserving the address privacy of transacting parties, these schemes lack traceability, creat-
ing vulnerabilities to Sybil attacks in application scenarios such as voting. To address this
issue, this paper proposes a novel blockchain address generation scheme based on SM9
identity-based cryptography. Incorporating the concept of hierarchical cryptography, we de-
sign a two-tier key derivation structure to guarantee the address privacy of both transacting
parties. Furthermore, the generation of derived keys integrates secret sharing technology,
thereby achieving source traceability with provable linkage. Provided that participants
have registered a legitimate identity (blockchain address), utilizing the proposed scheme
to construct derived addresses effectively prevents them from launching Sybil attacks
via these derived addresses. The security properties of the proposed scheme—including
uniqueness, unpredictability, pseudonymity, traceability, and Sybil resistance—are formally
proven under the random oracle model. Finally, theoretical analysis and experimental
results demonstrate that, alongside enhanced security (100% Source Tracing Accuracy), the
proposed scheme incurs no significant increase in key and address lengths compared to
existing solutions, with only a marginal increase in computational overhead.

Keywords: blockchain address; the SM9 algorithm; secret sharing; the ECDSA algorithm

1. Introduction

Blockchain technology, originating from Bitcoin [1], enables the establishment of peer-
to-peer trusted connections among mutually untrusted nodes without a central authority,
thereby facilitating secure data exchange in distributed, untrusted environments. Un-
like traditional data management systems, blockchain operates as a distributed shared
ledger underpinned by a chain-like data structure [2]. All records, authenticated via digital
signatures, are stored in blocks that are cryptographically linked to form the chain. Charac-
terized by decentralization, data immutability, openness, pseudonymity, robust security,
and transparency, blockchain has been widely adopted across diverse domains, including
finance, supply chain management, and the Internet of Things (IoT). This widespread
adoption underscores its substantial practical utility and significant potential for future
development [3-5].
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A blockchain address functions as a user’s unique digital identity within the network,
serving as a public identifier for sending and receiving digital assets such as cryptocurren-
cies. In traditional blockchain systems, such as Bitcoin and Ethereum, user addresses are
predominantly derived from key pairs generated via elliptic curve cryptography (ECC),
inherently relying on Public Key Infrastructure (PKI). However, this PKI-dependent ap-
proach introduces significant challenges, including cumbersome certificate management,
complex deployment, and reduced operational efficiency. Identity-Based Cryptography
(IBC) [6] mitigates these issues by allowing an arbitrary string that uniquely identifies a
user to serve directly as their public key, thereby obviating the need for digital certificates
and complex PKI frameworks. Consequently, the integration of blockchain technology with
IBC has garnered significant research attention. For instance, the authors in [7] utilized
identity strings as public keys to streamline key management, while Kaaniche and Lau-
rent [8] proposed a user-centric data auditing scheme leveraging identity-based encryption
(IBE) and blockchain. Furthermore, Momeni et al. [9] combined multi-party computation,
homomorphic encryption, and IBE to implement a decentralized, leaderless sealed-bid
auction mechanism.

While blockchain addresses are typically decoupled from users’ real-world
identities—thereby providing a degree of pseudonymity—the inherent transparency of
public ledgers poses significant privacy risks. Attackers can de-anonymize users by ag-
gregating and analyzing on-chain behavioral data [10]. To mitigate these vulnerabilities,
cryptographic primitives such as ring signatures [11] have been introduced. Ring signa-
tures allow any member of a designated group (the “ring”) to sign a message on behalf
of the group, ensuring that a verifier can only confirm the signer’s membership without
revealing their specific identity. The CryptoNote protocol [12], proposed in 2013, pioneered
the application of ring signatures to preserve transaction anonymity in blockchain systems,
and subsequent studies [13,14] have further refined this approach. Alternatively, zero-
knowledge proofs (ZKPs) offer a robust mechanism for privacy preservation by enabling
a prover to validate a statement’s truth without disclosing the underlying sensitive data.
Various blockchain protocols [15-17] have leveraged ZKPs to cryptographically conceal
user identities and transaction details, thereby achieving strong anonymity guarantees.

The SM9 algorithm, an identity-based asymmetric cryptographic standard adopted
by ISO/IEC [18], has been utilized in various blockchain applications. For instance, Wang
et al. [19] designed a blockchain address generation scheme based on an enhanced SM9
algorithm; however, it fails to support anonymous transactions. Similarly, Dong et al. [20]
proposed a fixed-length linkable ring signature scheme using SM9 to preserve recipient
address privacy. Nevertheless, this approach lacks the ability to verify whether derived
addresses originate from the same source, leaving the system vulnerable to Sybil attacks
in scenarios such as e-voting. In the context of securing on-chain user behavior, several
studies [21-23] have developed trusted data management systems to ensure tamper re-
sistance and privacy. However, the trust assumptions in [21,22] rely heavily on specific
hardware vendors, increasing procurement and operational costs, while the approach
in [23] is restricted to non-decentralized scenarios. To mitigate Sybil attacks—where ad-
versaries generate numerous low-cost fake identities to compromise network security and
fairness—researchers have proposed various consensus-level countermeasures [24-26]. De-
spite their effectiveness, these modifications inevitably increase communication overhead.
Furthermore, the committee-based mechanism proposed in [24] compromises decentraliza-
tion and introduces potential single points of failure. Alternatively, purely cryptographic
approaches have been explored to resist Sybil attacks without altering the underlying
consensus protocol. These include Proof-of-Stake (PoS)-based mechanisms [27], which
elevate attack costs via staking deposits, and decentralized identity schemes [28], which
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aggregate user identifiers. However, both categories frequently employ zero-knowledge
proofs (ZKPs), which inherently suffer from computational efficiency bottlenecks [29].
More importantly, all the aforementioned studies primarily focus on establishing veri-
fiable mechanisms during the initial identity registration phase. They largely overlook
a critical vulnerability: preventing malicious participants from exploiting derived ad-
dresses to launch Sybil attacks after they have already registered a legitimate primary
blockchain address.

This paper proposes a provably linkable and source-traceable address derivation
scheme for blockchain applications. This scheme enables address tracing while building
upon existing mechanisms that protect the address privacy of both transacting parties.
Specifically, it addresses the scenario where users with registered legitimate identities gener-
ate derived addresses, effectively preventing malicious actors from exploiting these derived
addresses to launch Sybil attacks. The main contributions of this paper are summarized
as follows:

1.  System Model and Security Definitions: We formalize the system model and algo-
rithmic framework for a traceable blockchain address derivation scheme based on
SMO identity-based cryptography. We define a comprehensive security model that
guarantees address privacy and pseudonymity for both transacting parties while
enabling verifiable source linkage. This model captures essential security properties,
including unpredictability, pseudonymity, and source traceability.

2. Concrete Construction and Security Proofs: We construct a concrete traceable ad-
dress derivation scheme based on SM9. By incorporating the paradigm of hierarchical
cryptography, the scheme allows users to autonomously derive addresses, thereby
preserving transaction privacy. Furthermore, we integrate secret sharing techniques
into the key derivation process to ensure the source traceability of the derived ad-
dresses. We formally prove the security of our construction under the random oracle
model, demonstrating that it strictly satisfies all the security properties defined in
our model.

3.  Performance Evaluation and Comparative Analysis: We conduct comprehensive
theoretical analysis and experimental evaluations of the proposed scheme. The re-
sults demonstrate that the addresses generated by our scheme are comparable in
length to those of existing state-of-the-art schemes [20], incurring only a marginal
increase in computational overhead. In exchange for this slight performance trade-off,
our scheme uniquely supports the traceability of derived addresses (100% Source
Tracing Accuracy) and provides robust protection against Sybil attacks, significantly
expanding its applicability to a broader range of security-critical blockchain scenarios.

2. Preliminaries

This section introduces the fundamental concepts underlying our proposed scheme, in-
cluding blockchain addresses, bilinear maps, the SM9 identity-based encryption algorithm,
and secret sharing techniques.

2.1. Blockchain Address

Blockchain is a decentralized, tamper-resistant distributed ledger technology that
ensures data integrity through cryptography and facilitates multi-party collaboration via
consensus mechanisms. Within this network, a blockchain address functions as a user’s
unique identifier, acting as the destination for sending and receiving digital assets (e.g.,
cryptocurrencies) and interacting with smart contracts. Across mainstream blockchain
platforms such as Bitcoin, Ethereum, Solana, and Binance Smart Chain (BSC), the specific
implementations of address generation vary depending on the chosen asymmetric cryp-
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tographic algorithms and encoding standards. Nevertheless, the core derivation process
universally follows a unidirectional sequence: Private Key — Public Key — Address. The
fundamental cryptographic principle dictates that while a private key uniquely determines
its corresponding address, it is computationally infeasible to reverse-engineer the private
key from the address. Most prominent blockchains, including Bitcoin and Ethereum-based
ecosystems, employ the Elliptic Curve Digital Signature Algorithm (ECDSA) for this key
generation process.

As the primary identifier for user identity and asset ownership, a blockchain ad-
dress must exhibit the following essential properties to guarantee security, privacy, and
systemic functionality:

1.  Uniqueness: Each generated address must be globally unique within the network to
prevent collision attacks and asset misrouting.

2. Unpredictability: The address generation mechanism must be cryptographically
secure, ensuring it is computationally infeasible for adversaries to guess, enumerate,
or pre-compute valid addresses.

3. Pseudonymity: A blockchain address does not inherently reveal the user’s real-world
identity. However, unlike strict anonymity, pseudonymity implies that a user’s real
identity could potentially be de-anonymized if the address is linked with auxiliary
off-chain or on-chain behavioral data.

2.2. Bilinear Maps

Bilinear pairings (or bilinear maps) serve as a fundamental cryptographic primitive,
providing the theoretical foundation for advanced cryptographic schemes such as ag-
gregate signatures and identity-based encryption (IBE). Let G; and G; be additive cyclic
groups, and Gt be a multiplicative cyclic group, all of the same prime order p. A bilinear
map e : G| X Go — Gr is defined as a mapping that satisfies the following properties:
e : G X G, — Gr, which satisfies the following properties:

1. Bilinearity: Forall P € Gy, Q € Gy and a,b € Zy, there is e(aP,bQ) = e(P, Q)“b.

2. Non-degeneracy: There exist P € G and Q € G; such thate(P,Q) # 1.

3. Efficient Computability: There exists an efficient algorithm to compute e(P, Q) for any
P, Q.

2.3. SM9 Algorithm

SM9 leverages bilinear pairings on elliptic curves to facilitate secure encryption and
digital signatures, thereby obviating the need for digital certificates. The SM9 standard
comprises four primary components: the Digital Signature Algorithm, the Key Exchange
Protocol, the Key Encapsulation Mechanism, and the Public Key Encryption Algorithm. The
scheme proposed in this paper primarily builds upon the SM9 Digital Signature Algorithm.
Let A denote the security parameter, and let N be a large prime determined by A. Let
BP = (G1,Gy,Gr,¢, N) be an asymmetric bilinear group of prime order N associated with
A. Let Py € Gy and P, € mathbbG, be the respective generators of the groups G; and
Gy. Furthermore, let Hy and H; be cryptographic hash functions mapping from {0,1}* to
Zy;. According to the SM9 standard [18], the Digital Signature Algorithm comprises the
following four polynomial-time algorithms:

* System Setup: The Key Generation Center(KGC) selects a random number
msk = a € Zj; as the master signing private key, then computes the master pub-
lic key as pp,p = aP, € Gy. The public parameter g is setas ¢ = e(P1, Ppyp)-

¢ User Key Generation: The private key corresponding to user identity ID is computer as
skip = (WmodN ) - P; where hid is a private key generation function identifier.
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¢ Signature Generation: Let M be the message to be signed. The signer selects a
random mumber r € Zj, then computes w = ¢, h = Hy(M||w,N),l = (r — h)modN
and S = | - skyp, outputs (h, S) as the signature.

e  Signature Verification: Upon receiving message M and signature (1, S), the verifier
computes P = Hy(ID||hid,N) - P, + Ppyp, u = e(S,P)and w = u - g", the equation
h = Hy(M||w, N) is verified. If valid, accepts the signature; otherwise rejected.

2.4. Secret Sharing

Secret sharing is a fundamental cryptographic primitive allowing a dealer to distribute
a secret s among n participants such that only a subset of at least t shares (the threshold) can
reconstruct the secret. Based on Lagrange polynomial interpolation, Shamir [30] proposed
Shamir’s Secret Sharing (SSS), which remains a cornerstone of modern cryptographic
protocols. SSS comprises two primary algorithms: (1) share(s, t, x;) — y;, which generates
n shares where x; is the public identifier and y; is the secret share for the i-th participant;
and (2) reconstruct(x;,y;¥_;) — s, which recovers the secret s given any k valid shares,
provided that k > t.

*  Secret Sharing Algorithm: The secret owner randomly selects t — 1 values: 4y, ...,
a;_1 € Zyp, where p is a large prime number greater than secret, and then constructs
a secret sharing polynamial: f(x) =s+ajx + - +a;_1x'~!
public value x;, the secret owner computes the corresponding secret share y; = f(x;)

mod p. For each given

and sends y; to the respective entity.

*  Secret Reconstruction Algorithm: After combining t secret shares v, .. ., y:, the secret-
sharing polynamial f(x) can be reconstructed using Lagrange interpolation, with the
detailed reconstruction process given in (1)

t t A
fo =Y [ —2

=1 =10 i

—; mod p. (1)

Since s = f(0), the secret s can be directly reconstructed using (2) as follows:

t P
X

SZi%‘ IT ——

=1 j=1,j£i X1 T

mod p. 2)

3. Design Method

Blockchain addresses must ensure pseudonymity to protect the privacy of transacting
parties. To this end, Dong et al. [20] proposed an SM9-based anonymous transaction scheme
employing linkable ring signatures and a key derivation mechanism. However, in their
scheme, derived addresses are cryptographically independent of the source address and
are generated autonomously by users, rendering the system vulnerable to Sybil attacks.
To address this limitation, this paper proposes a novel blockchain address derivation
mechanism based on Shamir’s secret sharing. While users retain the autonomy to generate
derived addresses from their master private keys, these addresses exhibit homomorphic
verifiability. This property enables the detection of a shared origin in scenarios such as
e-voting, thereby effectively mitigating Sybil attacks. Crucially, to preserve the required
pseudonymity of blockchain addresses, the verification process solely proves whether
multiple addresses are derived from the same source, without disclosing the actual identity
of the source address.
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3.1. Algorithm Definition and System Model

In view of the characteristics of account addresses in blockchains, this section pro-

poses a new blockchain address generation scheme based on the SM9 and Shamir’s secret

sharing scheme, including a derived address generation scheme. This scheme I1 consists

of four polynomial algorithms: I'T = (Setup, AddrGen, Deri AddrGen, Trace), and its formal

definition is as follows:

Setup(1') — (mpk, msk, PP): This algorithm is probabilistic. Taking a security pa-
rameter A as input, the KGC(Key Generation Center) executes the system setup
algorithm to output the system master public key (mpk), master secret key (msk), and
public parameters (PP). These public parameters, which include a cryptographic hash
function H, serve as input to the subsequent algorithms. Notably, the master secret
key (msk) is securely maintained by the KGC.

AddrGen(msk,ID) — (skip,sa): This is a probabilistic algorithm. KGC takes as
input the master secret key (msk) and a user’s initial public key(identifier ID), then out-
puts the user’s private key skjp. For guaranteeing blockchain address unpredictability
and mitigating insider threats, user adopt self-selected cryptographic hash function
Hj. The user’s primary address is computed as sa = H3(ID), where wa serves as the
source address for all derived addresses.

DeriAddrGen(sa,n, DPK) — (DA): This is a probabilistic algorithm. The user
inputs user’s account address, total number of derived accounts n and set of de-
rived account public keys DPK = (dpky,dpky,...,dpk,). Outputs derived ad-
dresses DA = (day,day, ..., day,). Let ssay,; denotes the original address’s secret
sharing, dai denotes the index of a derived account in DA, that is share index, then
dag,; = Hs(dpk;)||ssa,;||dai. Since ssay,; does not reveal the user’s real identity, da,;
satisfies pseudonymity.

Trace(day, daz, daz) — 0/1: This algorithm is deterministic. For input addresses
day,day,das, it outputs a bit b € 0,1, where b = 1 indicates that addresses share a
common origin, and b = 0 otherwise.

The detailed procedure of the proposed scheme is shown in Figure 1:

System Initialization: The KGC runs Setup to generate the system parameters.

Key Generation: The KGC runs the AddrGen algorithm, using the user’s identity
string (ID) as the public key, to compute and issue the corresponding user private key
and source address.

Multi-User Derivation: Multiple users (Userl, User2, ...) can independently exe-
cute the DeriAddrGen algorithm. Based on their respective source addresses, this
algorithm generates hierarchical derived public-private key pairs and derived ad-
dresses [20,31].

Tracing and Clustering: When a dispute arises (e.g., vote manipulation), the Ver-
ifier collects all addresses to be verified and executes the Trace algorithm. Based
on the common-origin determination results, this algorithm automatically clusters
the intermingled addresses into groups, thereby accurately identifying which ad-
dresses belong to different aliases of the same malicious user and effectively thwarting
Sybil attacks.
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Figure 1. Procedure for homomorphically verifiable blockchain address generation.

3.2. Security Model

This section formalizes a security model for our scheme, incorporating critical security
and privacy guarantees: unpredictability and traceability.

Definition 1. Unpredictability: We say the scheme satisfies unpredictability if no efficient
adversary A can win the unpredictability game with non-negligible advantage ADV PR,

(1)  System Setup: challenger S takes the security parameter A and a polynomial f(-) as input,
constructs a maximal original public key set Uy = (ID1,...,1Dg(y)), and derives the
system parameters (mpk, msk, PP). The public components (mpk, PP) are revealed to A.

(2)  Suery Phase: A may submit adaptive queries to the following oracles:

(i) Source Address Query Oracle Opqq,(ID) — addrID: Given a user’s original
public key ID as input from A, if ID € U,, the challenger executes the address
generation algorithm AddGen to compute the corresponding address addrip and
returns it to A. Otherwise, it returns L. Let L4, denote the query set of O Addyr,
where each entry is a tuple (ID, addrID).

(i1) Derived Address Query Oracle Oppgqq,(ID,index) — daddr: Given a user’s
original public key 1D and a derivation index index as input from A, if ID € UA,
the challenger computes the index-th derived address daddr associated with 1D and
returns it to A. Otherwise, it returns L. Let Lj,q4, denote the query set of Op Aday,
where each entry is a triple (1D, index, daddr).

(3)  Challenge Phase: The challenger selects an unqueried 1D*, arbitrarily chooses a derivation
index index*, generates the genuine source address addrg and the derived address daddr
corresponding to index*, then randomly generates addry and daddry. It flips a coin b €
{0,1} and sends addry, and daddry, to A.

(4)  Guess Phase: Aoutputsb' € {0,1}.

The advantage of A in the above game is defined as ADVYPR = |Pr(b =b') — 3.

Definition 2. Traceability: We say the scheme satisfies traceability if no efficient adversary A can
win the traceability game with non-negligible advantage ADVZ‘RAC.

(1)  System Setup: The same as the system setup phase for unpredictability.
(2)  Suery Phase: The same as the suery phase for unpredictability.
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(3)  Challenge Phase: The adversary A submits a set of derived addresses (day,day, daz). If
all derived addresses originate from the same user source address, then b = 1; otherwise,
b = 0. If the challenger S satisfies Trace(day,day, daz) = b, then S is said to have won the
traceability game.

The advantage of A in the above game is defined as ADV}RAC.

Definition 3. Sybil Resistance: A scheme is said to be Sybil-resistant if, for any polynomial-time
adversary A, A’s advantage in winning the Sybil resistance game defined below is negligible:

(1) The adversary A derives m addresses T = addry,addry, . .., addr,, from a registered source
address Addrsy., where each addr; satisfies addr; <— Derive AddrGen (sksyc, 1)

(2)  The adversary is said to win the Sybil resistance game if, during the identity verification
process, the system recognizes at least three distinct addresses addr;, addr;, addr(i # j # t)
in T as mutually independent legitimate identities.

3.3. Scheme Construction

Building upon the algorithmic framework defined in Section 3.1, this section presents
the concrete construction of the proposed scheme. To accommodate the decentralized
nature of blockchain networks, we employ the SM9 algorithm for asymmetric key genera-
tion. SM9 is particularly well-suited for blockchain environments due to its certificate-free
architecture, simplified key management, and low operational overhead [32]. Additionally,
the generation of derived keys leverages the paradigm of hierarchical cryptography [31].
The core innovation of our scheme lies in deriving addresses based on Shamir’s secret
sharing, rather than merely computing the hash of the derived public keys. This approach
enables the source traceability of derived addresses, thereby effectively mitigating Sybil
attacks. Crucially, to preserve the strict pseudonymity of blockchain addresses, the deriva-
tion process incorporates the hash of the source address. This design ensures that the
verification protocol can solely prove whether multiple addresses originate from a common
source, without disclosing the actual identity of the source account.

e System Setup (mpk, msk, PP) < Setup(1'): Given the security parameter A, the
KGC first follows the SM9 digital signature algorithm to select an asymmetric bilinear
group BP = (G1,G,,Gr,e,N) based on A, where N is a large prime number and
N > A. Generators P; € Gq, P, € G; are chosen. A random number & € Zj; is selected,
along with two cryptographic hash functions Hj, Hy, which map {0,1}* and Zj; to
Zy;- The following values are computed and published: P,,;, = aP2, § = e(P1, Ppyp)
in Gt, a one-byte private key generation function identifier hid. The system’s master
public key (mpk) and master private key (msk) are then: mpk = P,,;,, msk = a. The
system parameters are PP = (BP, Py, P», Hy, Hy, hid).

e  User Key Pair and Address Generation (skip,sa) + AddrGen(msk, ID): Given
a user identifier ID € {0,1}*, to generate the user’s key pair, the KGC computes
t1 = Hi(ID) + a in the finite field &« € Zj;. If t; = 0, the system master private key «
must be regenerated, the system master public key recomputed and published, and
all existing user private keys updated. Otherwise, the KGC computes t, = a - t; L
skip = tp - Py,sa = H3(ID), where Hj is a cryptographic hash function selected
by the user, which map {0,1}* and Zj; to Zj};. Outputting sk;p as the private key
corresponding to the public indentifier ID and sa as the user’s account address which
also serves as the source address for derived addresses.

* Derived Address Generation (DA) < DeriAddrGen(sa, n, DPK): Select a ran-
dom number a € Z, where p is a large prime number greater than H3(sa), and
construct the polynomial f(x) = Hs(sa) + ax mod p. For the set of n derived
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addresses DA = {day,day, ..., da,}, take ssa; = f(i) = Hz(sa) + ai mod p, then
da; = da; = Hz(dpk;)||ssa;||i.

*  Same-origin Trace 0/1 < Trace(da;, day, daz): Given any addresses day,day, das,
input them into the address same-origin verification algorithm. If the verification
passes, output 1; otherwise, output 0. The address same-origin verification algorithm
proceeds as follows:

(1)  Extract secret sharing ssa; and share index i from each da;;
(2)  Arbitrarily select two pairs of derived addresses (da,, day), (da,, da.), and compute:

= ssa,”;—_bk7 + Ssabﬁ Uy = 8805~ + 550c =% 3)

(3)  Compare whether v; and v; are equal, If they are equal, return 1; otherwise,
return 0.

3.4. Security Analysis of This Program

This section formally proves that the proposed scheme satisfies the essential security
properties of uniqueness, unpredictability, pseudonymity, traceability and Sybil-resistant.

Uniqueness. We first demonstrate the uniqueness of the generated addresses. In
the proposed scheme, the source account address is computed as sa = H(ID). Given
that the user’s ID serves as a globally unique identifier and the hash function H exhibits
strong collision resistance [33], the source address sa is inherently unique. A derived
account address comprises three components: a derived public key, a secret share of the
source address, and a share index. The uniqueness of the derived address fundamentally
relies on the derived public key. In elliptic curve-based blockchain systems, the key space
is defined by a cyclic group of large prime order. The probability of two distinct users
independently generating the identical private key (and consequently the same public key)
is computationally negligible. Furthermore, even when deterministic derivation algorithms
are utilized, the integration of unique derivation parameters ensures that each derived
public key remains distinct. Consequently, the derived public key is globally unique
with overwhelming probability, thereby guaranteeing the strict uniqueness of the derived
account address.

Pseudonymity. Pseudonymity ensures that a user’s real-world identity cannot be
directly inferred from their blockchain address, although it remains traceable given specific
auxiliary information. In the proposed scheme, the source address is constructed as H3(ID),
where ID represents the user’s unique identity identifier. Similarly, the derived address
incorporates H3(dpk), where dpk denotes the unique public key of the derived account.
Due to the pre-image resistance of the cryptographic hash function, it is computationally
infeasible to reverse-engineer the user’s identity from either address, thereby preserving
strict privacy against the general public. However, for authorized verifiers possessing
the auxiliary information (i.e., the user’s ID and the derived public key dpk), the linkage
between the address and the real identity can be deterministically verified. Consequently,
the proposed scheme rigorously satisfies the cryptographic definition of pseudonymity.

Theorem 1. If the hash function Hz : {0,1}* — {0,1}" is a random oracle, then the scheme
proposed in this paper satisfies unpredictability.

Proof. S establishes the following lists and initializes them as empty: list Ly stores hash
queries of H3(x) (where elements in the list are tuples (x, 1), list L,;4, stores source address
queries, and list L;,44, stores derived address queries.
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(1)  System Setup: S implicitly sets the system master secret key msk = a. Subsequently,
S generates the corresponding initial system data as follows: Randomly selects
generators P; € G1 and P, € G2, computes Ppub = «P,, and g = e(P;, Ppub). Hy,
Hj, and Hj are treated as random oracles controlled by S, where H; and H; are
public parameters that can be sent to the adversary A, while H3 remains undisclosed.

(2)  Suery Phase: The attacker A can adaptively access the random oracle multiple times
and perform hash queries, source address queries, and derived address queries.

(i)  Hash Query Oracle: A can query S with either a user ID, a user source address
sa, or a derived public key dpk;. S maintains a list Ly to record all queried
values. If the hash value corresponding to the input exists in Ly, S returns
it; otherwise, S generates a random number, returns it to .4, and stores the
corresponding tuple in Lp.

(i) Source Address Query Oracle: A may query S with any original user ID € U,
for address generation. If ID ¢ L4, S first checks list Ly;—if a corresponding
tuple exists, its value is returned to A; otherwise, S computes sa = H3(ID),
returns sa as the user’s source address to .4, and stores it in both Ly and L4,

(iii) Derived Address Query Oracle: If ID,index ¢ L;,44,, select a random number
a € Zp, compute sa = H3(ID), construct the polynomial
f(x) = Hs(sa) + ax, then derive da = H3z(dpk) || f(index) || index. Return da
as the derived address to the adversary A, and store it in Ldaddr.

(3)  Challenge Phase: The challenger selects (ID*, index*), where ID* is an unqueried
user ID and index* is an arbitrary derivation index. It computes: addry = H3(ID*),
darrg = Hj(dpk)||Hs(sa) + a - index||index, then randomly generates addr; and
daddry. A bit b € {0,1} is uniformly chosen, and (ID*,index*, addr,, daddry) is
sent to A.

(4)  Guess Phase: The attacker A outputs abit b’ € {0,1}. If b = V/, then A wins the game.

Let g(A) be the number of queries made by A (where A is the security parameter). Define
the event Bad as “A queries ID* via a hash query before the challenge phase” (where ID
is chosen at random). Since ID* is a value that has never been queried at the time of the
challenge, in effect, once the adversary’s query set Ly is fixed, ID* is chosen uniformly at
random from X'\ Ly (where X is the domain of ID*, typically | X'| = 2*). Therefore,

|LH| q 29
Pr(Bad) < L < @i < (4)

For a sufficiently large A (where ¢ < |X'|), since |X| is exponential, Pr(Bad) is negligible.

If ~Bad, then A has never queried ID*. In this case, H3(ID*) is uniformly random in
A’s view and independent of addr;. Thus, A cannot obtain any information about b, which
implies Pr(b' = b|~Bad) = }. Then,

Pr(b' = b) = Pr(b' = b|Bad)Pr(Bad) + 1(1 — Pr(Bad)) < 1 + 1Pr(Bad). (5)
Similarly, we can obtain the lower bound Pr(b' = b) > % - %Pr(Bad). Therefore,
|Pr(b' = b) — 3| < 3Pr(Bad) < negl(A). (6)
The advantage of A in winning the unpredictability game is negligible. [

Theorem 2. If Lagrange interpolation is correct and the hash function Hj is collision-resistant,
then the scheme proposed in this paper satisfies traceability.
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Proof. If there exists a polynomial-time adversary A such that ADV;’““ = € is non-
negligible, then there exists a polynomial-time algorithm capable of finding a collision for
the hash function H3 with probability at least € (i.e., two distinct inputs x # y such that
Hs(x) = Ha(y)).

Similar to the unpredictability proof, the challenger S and the adversary A execute
the system setup phase along with hash query, source address query, and derived address
query phases, where A can obtain the source address corresponding to any user ID and
any number of derived addresses through queries.

The construction of the derived address for a given ID is da = Hz(dpk)||f (index)||index
where dpk is the derived account public key, index is the derived address index,
f(x) = Hj(sa) + ax mod p, sa is the source address corresponding to the derived ad-
dress, and a € Zj is a fixed random value, where p is a prime greater than H3(sa). Con-
sidering only the second and third parts of the derived address construction, f(index)
and index, a set of derived addresses daq,day, daz submitted by A can be written as
f (i) |li1, f(i2)||72, f (i3)||i3. From the construction, we have

f(ll) = H3(Sal'1) + ail f(lz) = H3(sai2) + ﬂiz f(l3) = H3(Stli3) =+ ai3 (7)
Substituting these into the Lagrange interpolation formula yields

Hs(sa;, )—Hs (sa;
0] = 3(5a11i)_i23(5a12) +14a
Hs(Sﬂq%*Hs(SﬂiS) (8)

Uy = =y +1+a

The winning condition v; = v, implies that

Hy(sa;) )—Hs(saj, )

_ Ha(sa;)—Hs(sai,)
1—ip i

- i1—i3

©)

Since iy, ip, i3 are pairwise distinct, the above equation holds in two cases:

e Case A: H3(sa;, ), H3(sa;,), H3(sa;;) are not all equal, but the above equation holds
by coincidence. The probability of this case is negligible because, under the random
oracle model, the values H3(sa;) are independently and uniformly distributed.

e CaseB: H3(sa;,) = Hs(sa;,) = Hz(sa;;)

If A wins with a non-negligible probability €, then the probability of Case B must also be

non-negligible. Under the distinct-source condition, namely

saj, # saj, # saj, (10)

if e is non-negligible, this would break the collision resistance of H3z with non-negligible
probability. Therefore, ADVJ?“C@ = € is negligible.

When daq,da;, das share the same source, the recovered secret is the hash value of
sa, thus, the verification process does not expose the user’s source address, satisfying
the unpredictability of blockchain addresses. Same-source detection only proves whether
the derived addresses originate from the same source and does not reveal the specific
source address. [

Theorem 3. If the scheme satisfies traceability, then it is Sybil-resistant.

Proof. Suppose the scheme is not Sybil-resistant. Then there exists an adversary A that
causes the system to misidentify three addresses addr;, addr]-, addr; derived from the same
source address Addrg,. as independent identities. By Definition 2, this implies that the
tracing algorithm Trace fails to link all three to the same source address. However, this
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directly contradicts traceability—because traceability requires Trace to correctly attribute all
addresses derived from the same source address to that single source. Contradiction. [J

4. Performance Analysis
4.1. Theoretical Analysis

Addresses in traditional blockchains (e.g., Bitcoin and Ethereum) are based on Elliptic
Curve Cryptography (ECC) and the Public Key Infrastructure (PKI). To address the inherent
efficiency bottlenecks and management complexities of PKI in large-scale applications,
ref. [19] successfully proposed a method for generating blockchain addresses using an
Identity-Based Cryptography (IBC) scheme (the SM9 algorithm); however, its primary
focus is limited to basic feasibility and efficiency. Drawing on the concept of hierarchical
cryptography, ref. [20] designed a blockchain anonymous transaction scheme based on the
SMO9 algorithm, which protects recipient address privacy but fails to consider the possibility
of multiple derived addresses being used collectively to launch Sybil attacks. This paper
primarily focuses on how users with legitimate identities can generate derived addresses
within SM9-based blockchain address generation schemes, thereby preventing participants
from exploiting derived addresses to launch Sybil attacks. Table 1 presents a comparison of
the four schemes:

Table 1. Comparison of different schemes.

Compared Scheme Ours Ref.[19] Ref. [20] ECDSA (Bitcoin)
Identity-based v v v X
Sender Address Privacy v v v v
Recipient Address Privacy v X v X
Sybil-resistant v X X X

Table 2 presents a theoretical comparison of the computing costs among the
four schemes, and Table 3 presents a theoretical comparison of their communication costs.

Table 2. Comparison of computing costs. n is the number of drived members, T is the time for scalar
multiplication in G, Tj,, is the time for modular inverse in Zj;, Ty, is the average time to compute
the Hash function, T is the time for polynomial operations over finite fields. Other computational
overheads are relatively small compared to the above operations and are therefore omitted from
the statistics.

Compared Scheme Ours Ref. [19] Ref. [20] ECDSA (Bitcoin)
System Setup T+ T+ Ty T+ Tino + T Te+ T+ Ty X
User Key Pair and Address Generation Tg+ Tiw + Ty, T+ Tino + T, T+ Tiw + Ty, T+ Ty
Derived Address Generation Ts +nT, X nTy X
Same-origin Trace nTy, X X X

Bitcoin employs an elliptic curve-based key generation mechanism for address deriva-
tion, and both the proposed scheme and the approaches in [19,20] utilize identity-based
cryptography. Among these identity-based solutions, only our scheme and the one pro-
posed by Dong et al. [20] support the generation of derived user addresses. As illustrated in
Table 2, identity-based address generation inherently incurs a relatively higher computa-
tional overhead compared to traditional ECC-based methods. During the system setup
and user key extraction phases, the computational cost of our scheme is equivalent to that
of [19,20]. To enable address traceability, our scheme incurs a marginal increase in compu-
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tational overhead during the derived address generation phase compared to [20]. However,
the proposed scheme achieves 100% source tracing accuracy for derived addresses, ef-
fectively preventing participants from exploiting these derived addresses to launch Sybil
attacks. Regarding storage and communication costs, as detailed in Table 3, the key and
address lengths in our scheme remain virtually identical to those in [20]. Ultimately,
by substituting the standard derived user index with a secret share index, our scheme
successfully achieves effective address traceability without significantly compromising
overall efficiency.

Table 3. Comparison of communication costs. n is the number of drived members, |G| is the bit
lengths of elements in G, |Secretr;| is the bit lengths of i-th secret share.

Compared Scheme Ours Ref. [19] Ref. [20] ECDSA (Bitcoin)
System pk size |G| |G| |G| X
User pk size |IDyser + Secret;| |ID| [TIDyser + ID geriveduser| |G|
User sk size |G| |G| |G| N
User address size |IDyser + Secret;| |ID] [TDyser + ID geriveduser| |G|

4.2. Experimental Analysis

This subsection evaluates the proposed scheme through experimental simulations.
The algorithms were implemented in Go using the Type-A pairing parameters from the PBC
(Pairing-Based Cryptography) library (version 0.5.14). The standard security parameters
adopted are a 160-bit group order r and a 512-bit base field q, providing approximately
80 bits of security. The Shamir secret sharing module implements polynomial interpolation
and reconstruction over a 256-bit prime field. All share generation and secret reconstruc-
tion operations are performed over this finite field, providing approximately 128 bits of
security strength. All performance and security experiments are conducted under this
security parameter configuration. The experiments were conducted on a local machine
equipped with an Intel Core i5-4570 processor, 8 GB of RAM, and a 64-bit Windows 7
operating system.

Let M denote the number of addresses derived from a single source, and N the total
number of derived addresses. The formula for the proportion of same-origin addresses P is
given by:

P=M/N (11)

Table 4 presents a comparison of the accuracy and time overhead of derived address tracing
for varying numbers of blockchain addresses. As shown in the table, the proposed scheme
achieves 100% accuracy in derived address tracing. The tracing time is correlated with the
number of addresses involved in the tracing process, but is independent of the proportion
of same-source addresses. Figure 2a illustrates the increasing trend in the time overhead
of tracing operations as the total number of addresses involved in tracing grows, under a
fixed same-source address ratio (50%). The time overhead increases with the total number
of addresses involved in the tracing process. Figure 2b illustrates the variation in tracing
time overhead as the same-source address ratio increases, with a fixed total number of
addresses involved in tracing (1000). Changes in the same-source address ratio have no
impact on the time overhead of tracing operations.

Figure 3 illustrates the address (200) generation time across various schemes as the
number of users scales, comparing our proposed scheme with the approaches in [19,20]
and the standard Bitcoin address generation mechanism (based on ECDSA). The empirical
results align closely with our theoretical analysis. Specifically, the total time required for ad-
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dress generation scales proportionally with the number of users. The ECDSA-based scheme
incurs the lowest computational overhead, primarily because it avoids complex operations
such as modular inversion during the address derivation process. In contrast, our proposed
scheme exhibits the highest time overhead. This is attributed to the additional polynomial
operations over finite fields required to generate the derived addresses. Nevertheless, this
performance trade-off is fundamentally justified, as it uniquely enables derived address
traceability and effectively mitigates Sybil attacks—critical security features that are absent
in the baseline schemes.

4,000 3,000
S — ,* 2
2,500
3,000
2,000
@ @
£ £
%7 2,000 % 1,500
£ E
= =
1,000
1,000
500
o] 0
100 200 400 600 800 1,000 1,200 20 25 50 100
number of addresses Same-Source Address Ratio(%)
(a) (b)

Figure 2. Performance evaluation of tracing operations. (a) Time overhead vs. total number of traced
addresses under a fixed same-source address ratio (50%). (b) Time overhead vs. same-source address
ratio under a fixed number of traced addresses (1000).
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Figure 3. Comparison of time consumption for blockchain addresses (200) generation algorithms
under different scheme standards.
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Table 4. Accuracy and time overhead of derived address tracing.

Number of Source
Addresses

Number of Derived Proportion of Same-Source ~ Accuracy Time Overhead

Addresses per Source Address Addresses (%) (%) (us)

1

100 100 100 31,001.70

100 33.3 100 244,013.90

100 20 100 665,038.00

3
5
1

500 100 100 698,040.00
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