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Abstract

Virtual Network Functions (VNFs) deployed on commodity servers exhibit failure rates two
orders of magnitude higher than carrier-grade hardware, rendering service function chain
(SFC) reliability a critical concern. Existing solutions are confined to offline static scenarios
and single-instance serial models, which create single-point bottlenecks and constrain
network service provider (NSP) revenue. This paper proposes GRM-SFCOD, which is a
General Reliability-aware Multi-replica SFC Online Deployment algorithm. We introduce
a primary-backup replica pool that parallelizes VNFs into lightweight instances while
provisioning redundant backups for fault tolerance. The online deployment problem is
formulated as a Mixed-Integer Nonlinear Program (MINLP) that maximizes NSP revenue;
its NP-hardness is proved via reduction from the Multidimensional Knapsack Problem. To
enable efficient online decisions, we design a dynamic pricing mechanism with exponen-
tially scaling resource prices, decomposing the problem into (i) replica allocation based
on marginal reliability gain and (ii) VNF placement via an improved Genetic Algorithm.
Simulations demonstrate a ~9.68% lower deployment cost compared to uniform-allocation
baselines, ~17% higher resource utilization than Best-Fit heuristics, and an attainment of
~81% of offline optimal revenue with orders-of-magnitude lower computational overhead.

Keywords: service function chain; online deployment; multi-replica mechanism; reliability
guarantee; dynamic pricing; mixed-integer nonlinear programming; resource heterogeneity

1. Introduction

With the explosive growth of mobile traffic, IoT proliferation, and big data analyt-
ics, global network traffic has surged dramatically. Traditional rigid network architec-
tures—relying on dedicated hardware with tightly coupled functions—suffer from pro-
longed deployment cycles, complex operations, and poor elasticity, rendering them inade-
quate for dynamic service demands. The convergence of Software-Defined Networking
(SDN) [1] and Network Functions Virtualization (NFV) [2], which decouples the control
plane from the data plane [3,4], and virtualized network functions such as Virtual Net-
work Functions (VNFs) [5], has catalyzed the emergence of the service function chain
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(SEC). The SFC enables an on-demand composition of VNFs—such as firewalls and load
balancers—into customized service chains, breaking the hardware-function binding and
significantly reducing deployment and operational costs [6]. As a key enabler for end-
to-end flexible services in 5G, smart cities, and Industry 4.0 [7], the SFC has garnered
substantial industrial and academic attention.

Under this paradigm, network service providers (NSPs) face a critical decision-making
challenge: dynamically admitting user requests and deploying service chains over resource-
constrained physical infrastructure to maximize long-term profits. However, SFC reliability
is severely compromised in this context. Unlike rigorously tested dedicated hardware,
VNFs deployed on commodity servers are susceptible to software defects, resource con-
tention, and configuration errors, resulting in markedly higher failure rates [8]. Owing to
the cascading dependency inherent in SFC architectures, a single VNF failure can cascade
into a complete service chain interruption, violating Service Level Agreements (SLAs) and
directly impairing the reputation and economic viability of NSPs [9]. In mission-critical
domains such as finance, healthcare, and industrial control, service chain reliability is
paramount—it underpins data integrity and, in extremis, human safety. Consequently,
devising an effective redundancy mechanism that ensures high service chain reliability
under dynamic online request arrivals while optimizing resource allocation for enhanced
long-term NSP profitability is of urgent practical significance.

To address these challenges, this paper proposes GRM-SFCOD, which is a reliability-
aware online service chain deployment algorithm based on a multi-replica mechanism.
The contributions are summarized as follows: (i) a novel reliability model leveraging col-
laborative primary-backup replicas to transcend single-instance serial limitations; (ii) a
MINLP formulation of the online deployment problem with proved NP-hardness as well
as a dynamic pricing-based heuristic decomposing the decision into cost minimization
and admission control; and (iii) comprehensive validation demonstrating significant re-
ductions in resource consumption and improvements in long-term NSP profitability while
guaranteeing high reliability.

The remainder of this paper is organized as follows. Section 2 surveys related work.
Section 3 presents the system model and problem formulation. Section 4 develops the
primal-dual framework and dynamic pricing mechanism. Section 5 details the GRM-
SFCOD algorithm. Section 6 reports experimental results. Section 7 concludes the paper
and discusses future directions.

2. Related Work

Existing research on SFC deployment primarily addresses two dimensions: resource-
performance optimization and reliability assurance.

2.1. Resource and Performance Optimization

Researchers typically formulate SFC deployment as Mixed-Integer Linear Program-
ming (MILP) or Integer Linear Programming (ILP) problems, aiming to maximize operator
profit or resource utilization subject to delay and bandwidth constraints [10-12]. Given
that this problem has been proven NP-hard [13] and exact algorithms incur prohibitive
computational complexity in large-scale networks [14], numerous studies have turned
to heuristic approaches. For instance, Jin et al. [15] proposed a two-stage approximation
algorithm to optimize resource reuse in edge environments; Varasteh et al. [16] decomposed
subproblems to minimize power consumption; while Guo et al. [17], Hawilo et al. [18],
Wang et al. [19], and Thanh et al. [20] developed optimization schemes based on Steiner
trees, Markov decision processes, graph matching, and energy-aware strategies, respec-
tively. However, most of these studies operate under offline assumptions, presuming
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complete a priori knowledge of all requests for global optimization [21,22], which renders
them ill suited for online environments characterized by dynamic, stochastic request ar-
rivals. Although some online studies have employed primal-dual analysis [23] or deep
reinforcement learning (DRL) [24,25] for dynamic decision making, they often suffer from
critical limitations: unidimensional resource consideration, neglect of heterogeneous re-
quest revenues, or poor decision interpretability. Furthermore, these DRL-based approaches
require extensive offline training with large replay buffers and computationally expensive
forward passes during inference, making them unsuitable for online scenarios demanding
millisecond-level per-request decisions without prior knowledge of future requests.

2.2. Reliability Assurance

The mainstream approach to mitigating VINF software failures involves redundancy
backup mechanisms. Shared redundancy schemes allow multiple VNFs to pool backup
resources, thereby reducing costs. Representative studies include the shared protection
and criticality-prioritized backup strategies proposed by Wu et al. [22], Ding et al. [26],
Kita et al. [27], and Dinh et al. [28]. Proprietary redundancy schemes, conversely, provision
dedicated backups for each primary instance, achieving faster recovery and higher relia-
bility at increased resource expenditure. Relevant contributions encompass Li et al.’s [29]
hybrid local-remote backup, Liang et al.’s [30,31] multi-hop redundancy deployment,
Chen et al.’s [32] primary-backup routing optimization, and Alleg et al.’s [33] cost-reliability
trade-off scheme. Beyond software failure protection, some scholars have investigated prob-
abilistic protection against infrastructure failures [34,35] and proactive recovery strategies
based on failure prediction [36-39].

Alomari et al. [40] propose a Survivability Management Framework for SFCs in NFV
environments that achieves cost-efficient full survivability against node failures through
shared backup provisioning. However, their approach remains confined to offline static
scenarios where all requests are known a priori. In contrast, our GRM-SFCOD addresses the
online dynamic setting with stochastic arrivals, and it employs a primary-backup replica
pool that parallelizes VNFs into lightweight instances rather than relying solely on shared
backup provisioning.

Despite these advances, significant deficiencies persist: (i) most reliability studies
remain confined to offline static assumptions [21,22,40], lacking an in-depth exploration of
online dynamic admission control; (ii) prevailing models predominantly adhere to single-
instance serial architectures with scant attention to multi-replica parallel mechanisms
capable of improving throughput and resource efficiency [41]; and (iii) resource modeling
is frequently simplified to a single dimension [23], disregarding the heterogeneity of
multidimensional resources (e.g., computing, storage) prevalent in practical deployments.

Multi-replica mechanisms have proven effective in enhancing reliability beyond
the SFC domain particularly in cloud and IoT environments where replica consistency
and resource efficiency are critical. For instance, cross-cloud multi-replica auditing
schemes [42] and TEE-based multi-replica data auditing frameworks [43] employ col-
laborative replica management to balance reliability assurance with resource overhead.
While these works focus on static data storage with predetermined replica placements,
their core insight—leveraging lightweight replica coordination to achieve fault tolerance
without excessive redundancy—directly motivates our primary-backup replica pool design.
The key distinction lies in the dynamic nature of SFC deployment: unlike static cloud
storage scenarios, our GRM-SFCOD must adapt replica placement to stochastic request
arrivals and real-time resource constraints, necessitating a dynamic pricing mechanism for
online admission control and marginal reliability-aware replica allocation.

https:/ /doi.org/10.3390/ electronics15143018


https://doi.org/10.3390/electronics15143018

Electronics 2026, 15, 3018

4 0f 33

To bridge these gaps—specifically, the restriction to offline static scenarios, the adher-
ence to single-instance serial architectures, and the oversimplification of resource-revenue
modeling—this paper advances the state of the art along three fronts. First, focusing on
online environments with dynamic, stochastic arrivals, a refined model is constructed
capturing multidimensional resource heterogeneity and request revenue diversity. A dy-
namic shadow price mechanism is introduced to decompose the decision process into
deployment cost minimization and request admission control, enabling an explicit op-
timization of long-term NSP profits. Second, transcending single-instance limitations,
a novel collaborative mechanism between primary and backup replicas is pioneered. By de-
composing heavyweight VNFs into lightweight parallel replicas, high fault tolerance is
guaranteed while single-point bottlenecks are eliminated and throughput is enhanced.
Third, the GRM-SFCOD algorithm is proposed, which tightly integrates an improved Ge-
netic Algorithm with the dynamic pricing strategy to achieve a balanced trade-off between
reliability assurance and profit maximization under multidimensional resource constraints.

3. System Model and Problem Formulation

This section establishes the mathematical foundation for the reliability-aware on-
line SFC deployment problem. Section 3.1 models the physical network infrastructure.
Section 3.2 formalizes the service function chain request. Section 3.3 introduces the primary-
backup multi-replica reliability model. Section 3.4 presents the MINLP formulation and
proves its NP-hardness.

3.1. Physical Network Model

The underlying physical network is modeled as an undirected graph G(V, E), where
V denotes the set of physical nodes (servers) and E represents the set of physical links.
A link (v1,v;) € E indicates a direct connection between nodes vq, v, € V. Consistent with
common assumptions in data center networking, we assume that intra-data-center links
provide effectively infinite bandwidth and negligible propagation latency [29,30], which is
well justified in single data center environments where high-capacity switches render link
constraints secondary to computational resource bottlenecks [29,30,32]. We note that link
bandwidth constraints can be incorporated into the MINLP as additional constraints on
traffic traversing each physical link if the model is extended to inter-data-center or edge
computing scenarios.

Each server node v € V is characterized by a vector of available resources—namely
CPU, memory, and disk storage. The capacity of resource type res on node v is de-
noted by C;**, where res € R. For simplicity, the set of resource types is defined as
R = {cpu, mem, disk}. Accordingly, the capacities for CPU, memory, and disk storage are
represented as Cy", C™, and C3%K, respectively.

3.2. Service Function Chain Model

The set of SFC requests is denoted by ¢/. Each request u € U is modeled as a six-
tuple: < sy, ty, By, Ry, hy, Fy >, where s, and t, represent the source and destination
nodes, respectively; B, denotes the bandwidth requirement; and R,, specifies the reliability
constraint. The parameter h, represents the value of the SFC, corresponding to the price
the user is willing to pay for this request. Fy = (fu1, fu2,---, fu|r,|) denotes the ordered
sequence of VNFs constituting the service chain, where |F,| denotes the total number of
network functions in the chain. The traffic flow for request u originates at s, traverses each
VNF in F, sequentially, and finally terminates at t,,.

Let F denote the set of available VNF types in the network. We assume that all
instances of the same VNF type share identical specifications. For a specific VNF type
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f € F, the maximum throughput of a single instance is denoted by by, and its resource
demand for resource type res is denoted by 77,5 ( f). Furthermore, the failures of different
replicas are assumed to be independent events. The reliability of a single replica for network
function f € F is denoted by r.

3.3. Multi-Replica Reliability Model

To satisfy both the bandwidth and reliability requirements of SFC requests, this paper
replaces the conventional single-instance deployment with a replica pool architecture.
As illustrated in Figure 1, each VNF is instantiated as a pool comprising m primary replicas
and n backup replicas.

— Primary data flow
--——+ Backup data flow

Figure 1. VNF replica pool.

The number of primary replicas, m, is determined by the minimum quantity required
to meet the service chain’s bandwidth demand. It is calculated as follows:

By
"= M .

where [-]| denotes the ceiling function, B, represents the total bandwidth requirement of
request 1, and by, ; denotes the bandwidth capacity provided by a single replica instance of
VNEF f,, ;.

In this paper, we adopt a strict reliability model that mandates guaranteed bandwidth
provisioning. For a VNF configured with m primary and n backup replicas, the system
is considered operational if and only if at least m replicas within the pool remain avail-
able to handle the traffic load. Consequently, the reliability of a specific VNF instance,
denoted by R(f, ;), is formulated using the cumulative distribution function (CDF) of the
binomial distribution:

m—+n m-+n ) —
R(fu,i) :k2m< L >r§u,i(1—rfuli)( +n)—k )
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where 1y, . is the reliability of a single replica instance. This formula calculates the probabil-
ity that at least m out of the total m 4+ n replicas are functional.

Since an SFC operates correctly only when all its constituent VNFs are functional,
the end-to-end reliability of the service chain, R(u), is modeled as the product of the
reliabilities of all individual VNFs in the chain F,:

R(u)= TT R(fus) (3)

fu,iEFu

It should be noted that the multi-replica architecture introduces synchronization over-
head among primary replicas and failover latency from primary to backup instances. Since
all replicas are deployed within the same data center where intra-DC links provide effec-
tively infinite bandwidth and negligible propagation latency, these overheads are minimal
in our target scenario. However, we acknowledge that in geo-distributed deployments
or edge computing scenarios where replicas may span multiple data centers, inter-DC
link latency and cross-node synchronization could become non-negligible bottlenecks.
Furthermore, while this paper models replica failures as independent events, practical de-
ployments may exhibit correlated failures when replicas share physical infrastructure (e.g.,
same rack, power supply, or hypervisor), software components, or management plat-
forms. Addressing latency and synchronization challenges in geo-distributed multi-DC
deployments and incorporating correlated failure models to capture infrastructure-level
dependencies represent important directions for future work.

3.4. Problem Formulation

Based on the models described above, this subsection formalizes the online multi-
replica SFC deployment problem.

Let 6, be a binary decision variable indicating whether service chain request u is
accepted. Specifically, 6, = 1 if the request is accepted, and J,, = 0 otherwise. Based on
the proposed reliability-aware multi-replica VNF model, it is necessary to determine the
optimal number of primary and backup replicas for each network function within the
service chain. Let M, ; and N,, ; denote the number of primary and backup replicas for the
i-th VNF in service chain request u, respectively. To satisfy the bandwidth requirements of
the service chain, the following condition must be met:

My, bs,, >0y By, VuelU, Vi€ [l R (4)

where b(f, ;) represents the bandwidth capacity provided by a single replica of VNF f,, ; .
Furthermore, to ensure the reliability requirements of the service chain, based on
Equations (2) and (3), the end-to-end reliability must satisfy the following constraint:

M, i+N,
u,z+ u,i <Mu,i+Nu,i

k )<rfu,,-)k(1—rfu,,->(M”ff+N“"‘)" = bu - Ru ©)

fu,i GP“ k:Mu,i

where ry, . is the reliability of a single replica instance of VNF f, ;, and Ry is the minimum
required reliability for the service chain. Note that the term inside the brackets represents
the probability that at least M,,; out of M,,; + N,, ; total replicas are operational.

We define the binary placement variable 1, B 4o indicate whether the j-th backup
replica of VNF f,, ; is deployed on physical node v. Similarly, 7, " indicates whether the
j-th primary replica is placed on node v. These variables take the value 1 if the replica is
placed on the node and 0 otherwise.
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The computing resources occupied by the replica instances allocated to a physical node
must not exceed the node’s total resource capacity. This resource constraint is expressed
as follows:

|Fu|lez ) F N .
Z Z Z (suﬂv P TTres ful Z Z Z u’7v B TTres fu,) CZY,L)S, Yo e V,Vrese R (6)
uel i=1 j=1 uel i=1j=1

where 77y.5(f,, ;) denotes the resource demand of VNF f,, ; for resource type res, and C}° is
the total capacity of resource res on node v.

For each accepted request, each replica instance must be deployed on exactly one
unique node. This placement uniqueness constraint is expressed as follows:

Z Wz,i,j,P = 51{/ Yu € U, Vi e [1/ |FMH/v] € [1’ M”fi] (7)
veV
Y P =6, VueUvie L, |R, V€ 1, N,] ®
veV

The network service provider must make online decisions upon the arrival of ser-
vice chain requests, determining whether to accept and deploy them. While satisfying
bandwidth and reliability constraints, the accepted requests should be mapped onto the
resource-limited underlying network. The objective is to maximize the overall benefit of
network service chain deployments. The offline formulation of this optimization problem
(P1) is defined as follows:

P1: 5%%7 ug Suhy )
st (4)~(8)
5y € {0,1}, Yuel (10)
M, i, Ny i € Z>o, Yu e U, Vi € [1,|E,l] (11)
7B e 10,11, Vu € U, Vi € [1,|E], Vj € [1,N,] (12)
P e 10,13, Vu € U, Vi € [1,|E|], V] € [1, My,] (13)

4. Problem Analysis and Model Transformation
4.1. Complexity Analysis

By analyzing the objective function and constraints of problem P1, we conclude that
P1 belongs to the class of Mixed-Integer Nonlinear Programming (MINLP) problems.
Consequently, solving P1 is substantially more challenging than solving MILP problems.
Even when employing classical methods such as branch-and-bound, the nonlinearity
introduced by Constraint (5) imposes a significant computational burden.

To further analyze the computational complexity of P1, we consider a simplified
instance. Suppose the underlying network consists of a single node v (i.e., V = {v}),
and each service chain request u contains only a single VNF f,,. We set the bandwidth
requirement such that B, < by, which results in the number of primary replicas being
M, 1 = 1. Additionally, we set the reliability requirement of the service chain to a minimal
value, resulting in the number of backup replicas being N, 1 = 1. Under these conditions,
the original problem is equivalent to the Multidimensional Knapsack Problem [44]. Since
the Multidimensional Knapsack Problem is a classic NP-hard problem [45], Problem P1 is
also NP-hard.

Given the NP-hardness of P1, directly obtaining its optimal solution is impractical for
real-world applications. Therefore, we aim to develop an efficient algorithm that yields
an approximately optimal solution within polynomial time. To this end, we first linearize
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P1, and then we design an efficient online deployment algorithm for SFCs based on the
primal-dual framework and economic theory.

4.2. Problem Linearization via McCormick Envelopes

In P1, the number of primary replicas M,, ; and backup replicas N, ; for the i-th VNF
of request u are governed by the bandwidth constraint (1) and the reliability constraint (5).
Assuming that M,,; and N, ; are obtained by an approximation algorithm, these integer
variables can be treated as fixed parameters in the original problem. Let Mu,i and Nu,i
denote the fixed values of M,,; and N,, ;, respectively:

M,;=M,; YuelViel,|F], (14)
Ny,i=N,; Yuel,Viell,|F]. (15)

In addition to the reliability constraint, the resource constraint (6) contains the product

term 8,77, M of two binary variables, which is nonlinear. We linearize this product using the

S
classical McCormick envelope method by introducing auxiliary variables z;’ P and P

u,i,j,P u,i,j,P
2" =6y, (16)

2y = 6u -y, (17)

The following McCormick inequalities are then imposed:

2P <5, (18)
2P < ”uz,]P (19)
P WL (20)
2P < 6, @1)
B < B (22)
S (23)

Intuitively, zZ’i'j o+ (resp. zg'i’j 'B) indicates whether request u is accepted and the j-th
primary (resp. backup) replica of the i-th VNF is deployed on node v. Consequently,
the resource constraint (6) can be rewritten as

‘FulMul ‘Fu|Nuz
Y ) Z z”’l’]’ Tres(fui) + Y Y, Zz” l’]Bmgs (fui) <Cr*, YoeV,VreseR. (24)
uel i=1 j= uel i=1j=1

The placement uniqueness constraints remain linear:

Z Uz,i/jlp = (Su/ Yu € UIVI € [11 ‘FuH,V] € [LMu,i]/ (25)
veV
Y g — 5, YueUvie 1, |E|),Y) € [1,N,). (26)
veV

After the above linearization, P1 can be reformulated as the following ILP problem,
which is denoted by P2:
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P2: max Z Ouhy (27)
o1,z ueld
st (14)-(26)
6. € {0,1}, Vueu (28)
2P e 10,11, Vuel,Vie [l ||, Vi€, M, (29
2P € 10,1}, YueU,Vie[1,|F|], Vi€ 1,N,,] (30)
;7;”“’, P e 0,1}, Vu €U, Vi € [1,|F]], Vj, 0. (31)

To facilitate subsequent analysis, let £, denote the set of all deployment schemes
for request u that satisfy constraints (24)—(26). Each scheme I € L, corresponds to a
specific assignment of the variables # and z, representing a complete SFC deployment
configuration. Let g%es denote the consumption of resource res on node v under scheme /,
which is defined as

1 |Ful ¥ u,i,j,P Nug u,i,j,B
gg res — Z( Z Zv/ 7’ =+ Z Zv’ ” )nﬂfs (fu,i) (32)
i=1 j=1 j=1

Define a binary variable x,,; indicating whether request u selects deployment scheme
LIf Yer, xuy = 0, request u is rejected. Then, P2 can be further reformulated as

max Z Z Xy 1 (33)
Y oueuleL,
st Y Y g x, < CI, Vo eV, Vres € R (34)
ueldleLly
Z X, <1, Yueld (35)
lely
x,1 € {0,1}, YuelU, vVl e Ly (36)

4.3. Primal-Dual Transformation

By relaxing the integrality constraint (36) to x,,; € [0, 1], P3 becomes a linear program-
ming (LP) problem. We associate dual variables ¢,7* > 0 and y,, > 0 with constraints (34)
and (35), respectively. The resulting Lagrangian dual problem, denoted by P4, is formu-

lated as
P& min Y Y #eCE+ Y (37)
Pp veEV rese R ueld
s.t. Hu > h - Z Z g‘u res ;@S, Vu e Z/{, vl e ’Cu (38)
veV reseR
¢ >0, u, >0, Vo eV, Vres e R, Vu € U. (39)

In the structure of P4, the dual variable ¢ can be interpreted as the unit marginal price
(or shadow price) of resource res on node v. Consequently, the term ) ,cv ) escr o, m(p”s
in (38) represents the total resource cost of adopting scheme ! for request u. Thus, con-
straint (38) ensures that y,, is at least the net profit of the best deployment scheme for
request u (i.e., revenue h, minus the resource cost).

According to the complementary slackness condition of linear programming, if x,,; > 0
in P3 (indicating that request u is accepted and scheme [ is selected), the corresponding
dual constraint (38) must be tight (i.e., equality holds). For each request u, the maximum
attainable net profit is given by
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Uy = max{O gnax{h Z Z gms res } (40)

veV reseR

If puy > 0, there exists at least one feasible deployment scheme yielding a positive net
benefit for request u. In this case, the request is accepted, and the optimal scheme [* with
the maximum net benefit is selected:

I* —argmax{hu E Z gwes 7es (41)

veV reseR

If p1,, = 0, the net profit is non-positive for all feasible deployment schemes, and request
u is rejected.

In the online service chain deployment scenario, when a request arrives, the service
provider must immediately decide whether to accept it and deploy it onto the physical
infrastructure. Based on the above analysis, a deployment scheme that minimizes the total
deployment cost should be sought to maximize the net profit. If the resulting net profit
is non-negative, the request is accepted and deployed according to the optimal scheme.
Otherwise, the request is rejected.

After a deployment decision is made, the resource utilization of the underlying phys-
ical infrastructure increases. According to market mechanisms, resource prices should
adjust dynamically based on supply and demand. Within the primal-dual framework, this
is realized by updating the dual variable ¢;°.

The above analysis establishes a comprehensive framework for solving P1. Within this
framework, the following key issues remain to be addressed:

¢ Price function design: The resource price critically determines the admission control
threshold. If set too low, the system may prematurely accept low-value requests, de-
pleting resources. Conversely, excessively high prices may reject high-value requests,
leading to resource underutilization.

* Replica allocation decision: To satisfy reliability requirements, each VNF is imple-
mented as a replica pool. An efficient approximation algorithm is required to deter-
mine the minimum number of primary and backup replicas that satisfy reliability
constraints while minimizing resource consumption.

*  Minimum-cost service chain deployment: Once the replica allocation is determined,
an algorithm is needed to compute the minimum-cost deployment of the service chain
onto the physical infrastructure, serving as the basis for admission decisions.

This section elucidates the complementary relationship between resource shadow
prices and the net income of service chains, establishing that admission decisions are
equivalent to an online threshold-based pricing mechanism. This dual perspective yields
two key insights:

*  Admission decisions can be made instantly upon request arrival provided that reason-
able real-time prices for multidimensional resources are available.

*  Identifying the lowest-cost deployment scheme within the feasible solution space is
essential for maximizing the net profit predicted by the dual framework.

Consequently, the subsequent algorithm design is structured in two layers: the upper
layer performs dynamic pricing and admission control, while the lower layer handles
minimum-cost replica configuration and VNF mapping. The next section presents the
approximation algorithm based on this theoretical foundation.
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5. Algorithm Design

In the previous section, the overall framework for problem solving was established
through linearization methods and primal-dual analysis. This section further proposes
an online deployment algorithm for multi-replica SFCs with guaranteed reliability, which
is termed GRM-SFCOD (Guaranteed Reliability Multi-replicas SFC Online Deployment).
The GRM-SFCOD algorithm comprises a series of subalgorithms, including the service
chain request admission control algorithm, the replica allocation decision algorithm, and the
VNF node mapping algorithm based on a genetic algorithm.

5.1. Cost Function Design

In economics, pricing mechanisms serve as a vital tool for regulating the relationship
between supply and demand. The price of a commodity is typically determined by pro-
duction costs, market demand, and the competitive environment. When supply falls short
of demand, prices rise, thereby curbing demand and incentivizing producers to increase
supply; conversely, when supply exceeds demand, prices fall, stimulating demand while
reducing supply [46]. This dynamic adjustment mechanism effectively balances market re-
sources, preventing excessive concentration or waste. Building on the primal-dual analysis
from the previous section, this subsection introduces the concept of deployment cost and
designs a corresponding resource cost function [47]. This function guides service providers
in screening incoming requests and proactively discarding certain SFC requests that are
resource-intensive but yield limited profit, thereby enhancing long-term SFC deployment
revenue. The function is required to satisfy three criteria:

e Additivity of resources: Resources from different dimensions can be linearly superim-
posed to form the total cost.

*  Scarcity sensitivity: The closer a resource is to its bottleneck, the higher its unit price
should be.

*  Online Updatability: It only relies on the current utilization rate p}** and does not
require prior knowledge of future loads.

Under these principles, the price function is designed as follows. First, we define the

resource weight value a}7®, which reflects the relative scarcity of the resource res:

cepu 4 cmem 4 Cdisk

Cres , Vres e R. (42)

Kyes =

Here, C'® = ),y C}° represents the total capacity of resource res across all nodes.
If the capacity of a certain resource type is large, then its «a,.s value is smaller, indicating
that the unit cost of this resource is lower and its impact on resource allocation is weaker.
Conversely, if the capacity of a certain resource type is small, then a,,; is larger, indicating
that this resource is scarcer and may become the main bottleneck of the system. Therefore,
the use of such resources should be restricted first. By assigning higher weights to globally
scarcer resources, this scheme ensures their prices increase more aggressively as utilization
grows, preventing a premature depletion of bottleneck dimensions.

Define v, as the value density of service chain request u, which is the ratio of the
service chain’s value to the total weighted resource consumption:

(43)

hy
Tu = [Fu]
YreseR res Zizl (Mu,i + Nu,i)nres (fu,i)

Based on this, define 0 as the fluctuation range of the value density: This metric enables
a comparison of heterogeneous requests with different resource demands and revenues,
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allowing the pricing mechanism to discriminate between high-value and low-value requests
during admission control.

maXy, ey Yuy

0= —
miNy, eif Yup

, Yuj,up €U. (44)
The parameter 6 directly influences admission control stringency by reflecting the
heterogeneity of request revenues across the population.
Let p;° denote the current utilization rate of resource res at node v. Based on this, we

define the normalized utilization rate pj}’*:

Py = |0y - 1ogy (arest) |- (45)

Based on the normalized utilization rate, the unit price of the resource res on node v is
defined as an exponential function:

Ales
res _ npy
Yy =2

—1 (46)

The exponential form is chosen for its self-adaptive property: it eliminates the need
for manually tuned thresholds while ensuring prices remain low at normal utilization
yet rise sharply near capacity. The use of such a cost function is based on the following
considerations: When the resource utilization is low, the price increases slowly, encour-
aging the reception of more SFCs to improve resources utilization. When the resource
utilization approaches the capacity limit, the price increases more rapidly, thereby avoiding
the excessive use of scarce resources. The dynamic adjustment factor 0 is used to adapt
to the heterogeneity of task requirements. Specifically, a smaller 6 indicates more homo-
geneous request values, resulting in lower resource prices and more lenient admission;
conversely, a larger 0 reflects higher revenue heterogeneity, triggering elevated prices that
reserve scarce resources for high-value requests, thereby improving long-term revenue
but potentially lowering the admission ratio in early stages. When the value density of
the arriving service chain requests fluctuates greatly, the price is raised, thereby reserving
more resources for higher-value requests; when the value density fluctuates less, the price
is lowered, thereby improving system resource utilization. In addition, prices are set
separately for different resources dimensions. Scarce resources will be assigned higher
prices, guiding VNF instances to be deployed to nodes with a more matching resource
structure. Compared to the commonly used First-Come-First-Serve (FCFS) strategy, this
price mechanism can dynamically adjust the configuration priority based on the scarcity
degree of each resource dimension, preventing a single dimension from being depleted
prematurely, thereby improving overall system resource utilization.

5.2. Online Admission Control Policy

Based on the pricing function obtained in the previous subsection, the resource cost of
any candidate deployment scheme | € £, can be calculated. According to the primal-dual
analysis, the admission decision for service chain requests can be reduced to a threshold
comparison. This subsection details the complete online admission control algorithm,
outlined in Algorithm 1.

Firstly, the initial fluctuation range of resource density 6 is initialized to 1. For each
arriving service chain deployment request u, an attempt is made to allocate it to the
underlying physical network. For a deployment scheme ;7;‘”"" a
/B (indicating whether the j-th backup

(indicating whether the j-th
primary replica of f,, ; is deployed on node v) and 7,
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replica of f, ; is deployed on node v), the resource deployment cost for each dimension of
service chain u is calculated as follows:

Mui Nui
uij,P A\ u,ij,B
costi* = Y Y (Z o+ Y )""“‘”res<fu,i>~ e 47)

veV f,i€F \j=1 j=1

The cost-minimization algorithm for service chain deployment is used to solve the
minimum cost cost, = ¥,escr cost,,” required for deploying this service chain. When the
service chain’s benefit is greater than or equal to the cost, i.e., 1, > cost,,, the task is accepted
and the service chain is deployed to the underlying physical network according to the
pre-assigned scheme; otherwise, the request is rejected.

After the admission decision is made, the value density v is calculated based on the
latest arriving request, and 6 is updated to reflect the value fluctuations of the currently
processed tasks.

Algorithm 1: Service Chain Request Admission Control Algorithm

Input : Request u, resource utilization p}* (Vv € V, Vres € R), threshold 6
Output: Admission decision Jy

1 Initialization: J, < 1;

2 foreach res € R do

s | g o CTCICh

4| 0 Py = [0y - 1ogy (arest) J;

5| s 200 — 1

6 end foreach

7 Invoke the cost-minimization service chain deployment algorithm to obtain
Mu,i/ Nu,ir 77;1[,1"]"3/ Wg'i,j'P}

8 foreach res € R do

9 ‘ costles «— Y vev qu/,-EFu (Z]Ai”l’ ;73'1,],13 + Z]N:Uf UZfZ,J,B)zxres - TTres (fu,i) e,

10 end foreach

11 if by, > costy]" 4 cost™™ 4 costisk then

12 ‘ oy +— 1;

13 else

14 ‘ oy <+ 0

15 end if

16 Update the resource utilization rate p}*® on all nodes and the current task value
density 6

17 return é,;

5.3. Service Chain Deployment Cost Minimization Algorithm

The previous section presented a server node resource cost model that dynamically
adjusts based on utilization rates and, accordingly, established a threshold-based service
chain request admission algorithm. Upon the arrival of a service chain request, the system
first attempts a pre-allocation within the network to determine the minimum resource cost
required for deployment. Based on this calculated cost, an admission threshold is set to
decide whether to accept the request. This subsection further designs the service chain cost
minimization algorithm, which consists of two components: the replica allocation decision
algorithm and the VNF node mapping algorithm.
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5.3.1. Replica Allocation Decision Algorithm

Each network function in the service chain is replaced by a replica pool consisting
of primary and backup replicas, which achieves load balancing within the network and
mitigates resource fragmentation. When a primary replica fails, the backup replica can
be rapidly activated to take over the service, thereby avoiding service interruption and
enhancing the fault tolerance of the SFC.

Adding redundant VNF replicas to an existing service chain can improve the overall
reliability of the service chain. However, since network resources are limited, blindly
increasing the number of replicas leads to resource waste. Moreover, as indicated by
Equation (3), the overall reliability of an SFC is a function of the reliability of all its con-
stituent VNFs. Therefore, the key challenge lies in identifying which VNFs are most suitable
for adding backup replicas to maximize resource efficiency. Accordingly, one of the core
issues in SFC deployment is how to precisely determine the number of primary and backup
replicas for each VNF based on specific reliability requirements, thereby achieving an
effective balance between reliability assurance and resource consumption optimization.

The number of primary replicas for each network function in the service chain is
determined by the bandwidth requirements of the service chain. Specifically, the number of
primary replicas is the minimum number required to satisfy the bandwidth requirements
of the service chain, as given in Equation (1).

The number of backup replicas is determined by the reliability requirements of the
service chain. According to Equations (2) and (3), the following inequality can be obtained:

[T R(fui) > Ra (48)

fu,ieFu

To simplify the computation, taking the logarithm on both sides of the inequality yields

Z logZR(fu,i> > lngRu (49)
fu,[eFM

Since the marginal contribution of each backup replica to the overall reliability of
the service chain is not the same, high-efficiency backup replicas should be prioritized
for deployment when resources are limited to optimize resource allocation. To this end,
we define the utility gain of the service chain backup replicas to measure the marginal
contribution of each backup replica to the overall reliability of the service chain:

l0g, R(fu 1) — logy R(fusom,n 1), n>1

G(fl 7 mln) =
' log, R(fy,i,m,0),

(50)

In this definition, R(f, ;, m, n) denotes the reliability of network function f,, ; consisting
of m primary replicas and n backup replicas. For n > 1, G(f,, ;, m, n) represents the utility
gain of the n-th backup replica for f,; with m primary replicas, which measures the
marginal benefit of adding this replica to the overall reliability of the SFC. For n = 0,
G(fy,i,m, n) indicates the benefit of all primary replicas of the network function to service
chain reliability.

Evidently, the sum of the utility gains contributed by all backup replicas of all network
functions within the service chain equals the logarithmic value of the overall reliability of
the service chain.

The following analysis examines the monotonically decreasing property of the reliabil-
ity gain function of backup replicas defined in Equation (50). To establish this property, we
proceed in two steps. First, we prove that the probability mass function of the binomial
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distribution is log-concave (Lemma 1). Second, we leverage the fact that the cumulative
distribution function of a log-concave probability mass function is also log-concave [48],
and we show that this inherited log-concavity implies the monotonic decrease of the
marginal reliability gain (Theorem 1).

Lemma 1. The probability mass function of the binomial distribution P(k) = (})p*(1 — p)"*is
log-concave with respect to k. For all k > 1, it satisfies P?(k) > P(k — 1)P(k + 1).
Proof of Lemma 1. To prove that for all values of k, the following holds:

P*(k) > P(k —1)P(k +1) (51)

Substituting the expression of the binomial distribution yields

2
<(Z> pk(l _ p)n—k> > <k i 1) pk—l(l _ p)n—(k—l) . (k —T_ 1) pk+1(1 _ p)n—(k-i-l) (52)

After eliminating the common factors, the combination relationship can be obtained:

<Z>2 - <ki1> (k:l—l) (53)

By using the properties of combinations, the following relationship exists:

n n\n—k n n k
<k+1):<k)k+l’ (k—l):<k>n—k+1 G4

After substituting into the original inequality, it can be transformed into

m\2_ (n\*  k(n—k)
<k> - <k> kD) (n—k+1) (55)
Further simplified to
k(n—k)+n+1
B (56)

In this inequality, both the denominator and the numerator are greater than 0, and the
numerator is greater than the denominator. Therefore, this inequality holds true. The proof
is complete. O

Theorem 1. Forall n > 0, G(f,;, m,n) decreases monotonically as n increases.

Proof of Theorem 1. To simplify the expression, the utility gain G(f,, ;, m, n) is abbreviated
as G(n), and the reliability R(f, ;, m, n) of a single network function consisting of m primary
replicas and n backup replicas is abbreviated as R;,. This is equivalent to proving

Rn+1Rn—1

G(n+1) — G(n) = (logy Ry+1 —log, Ryy) — (log, Ry —log, Ry—1) = logz( =2
n

) <0 (57)
That is to say,
Ryt1Ry—1 < R (58)

Therefore, it is necessary to prove that R, is log-concave with respect to 7.

According to Lemma 1, the probability mass function of the binomial distribution is
log-concave. Furthermore, according to [48], if the probability mass function of an integer
random variable is log-concave on Z, then its cumulative distribution function on Z is also

log-concave. Therefore, the cumulative distribution function F(k) = YX_, Mp' 1 —p)n
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of the binomial distribution is log-concave at k. Then, for a fixed mand p = 1 —r,,
the sequence R, is log-concave on n. In conclusion, the original theorem holds true and the
proof is complete. [

Physically, Theorem 1 indicates that as the number of backup replicas of the same
network function gradually increases, the overall reliability gain of the service chain
provided by the newly added replicas decreases. The reliability R, measures the probability
that at least m out of m + n replicas are functional. When 7 is small, adding one backup
replica significantly increases this probability. However, as n grows larger, the binomial
distribution becomes increasingly concentrated around its mean, and the incremental
gain from each additional replica diminishes. Consequently, the marginal utility gain
G(n) decreases monotonically, ensuring that the greedy allocation strategy—which always
selects the replica with the highest marginal gain—yields an optimal resource allocation.

Guided by this principle, our algorithm proceeds as follows: When adding VNF
backup replicas, for each subsequent backup replica of each VNEFE, we calculate the ratio of
its utility gain to its resource consumption to determine the deployment priority:

G (fu,i/ m, 7’[)
LrescR XresTTres (fu,i)

(59)

In this formula, a5 represents the resource weight value defined in the previous
section, and this value reflects the differences among resources in different dimensions.

Select the backup replica with the highest ratio of utility gain to resource consump-
tion and add it to the function until the overall reliability of the service chain meets the
predetermined requirements. This will determine the number of backup replicas for each
network function. Since the gain function has a decreasing nature, the optimality of the
gain-to-resource ratio (i.e., the ratio of utility gain to resource consumption) of each added
backup replica can be maintained throughout the subsequent process, as summarized in
Algorithm 2.

By sequentially adding backup replicas with the highest gain-to-resource ratio, it is
possible to ensure the reliability required by the service chain requests while minimizing
the consumption of underlying physical resources, thereby achieving a balance between
reliability and resource efficiency.

5.3.2. Genetic Algorithm-Based Virtual Network Function Mapping Algorithm

After obtaining the replica allocation scheme for each network function in the service
chain, it is necessary to map each replica instance onto the server nodes of the under-
lying physical network while minimizing deployment costs. This subproblem can be
formulated as

P2: min cost;/" + cos + costdisk (60)

o
st (42)-(46)

mem
tu

|Fu‘ Mu,z‘ L. Nu,i ..
Y < Y gty ;7;”’7'3> Tres (fui) < Cis — Cesised -y € V, res € R (61)
j=1

i=1 \ j=1

Y T =1,¥f, € B Vi € [1, My,] (62)
veV

Y P =1, € By V) € [1,N,] ©
veV

" € {0,1}, Vi € [1, |F), V) € Z* )
P € {0,1},i € [1,|F[],Vj € Z* ©
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In these constraints, (42)—(46) define the node resource cost functions; (61) represents
the node resource capacity constraints, where crestsed Jenotes the amount of used resource
res on node v; (62) and (63) ensure that each primary and backup replica is deployed on
exactly one node; (64) and (65) are the binary indicator variable constraints.

Algorithm 2: Backup Replica Allocation Decision Algorithm

Input : Service chain request u: It includes bandwidth requirement B,;, reliability
requirement R, and network function sequence
F, = [fu,lrfu,Z/ e /fu,i/ . . ]
Network Function Set F: For each network function f € F,

the bandwidth b( f) and reliability r(f).

Output: The number of primary replicas m[i] and the number of backup replicas
n[i] for each network function f,,; € F,.

1 Initialization: m[-], n[-], G[-| - empty arrays
2 for f,; € F, do
/ By .
s |l = |5
4 | nfi]+0;
5 if n[i] > 0 then

6 | | Gli] «logy R(fui mli], nli]) —logy R(fu,i mli], n[i] = 1);
7 else

8 ‘ Gli] < log, R(fu,i,ml[i],0);

9 end if
10 end for

11 R(SCy) + [1f, e, R(fyi,mli],n[i]);
12 while R(SC,) < R, do

13 i* <— argmax; Zmeﬁai[sim(fm); // Find the backup replica with the
highest gain-to-resource-demand ratio.

14 nli*] < n[i*] 4+ 1; // Increase the number of backup replicas.

5| Gli*) - ogy R(fyie,mli*), nli*]) — 1ogy R(fuse, mli*], nli*) — 1); // Update
gain

16 Update R(SCy);
17 end while

18 return (m[-],n[]);

By observing the optimization problem, it can be identified as an ILP problem. There-
fore, optimization solvers such as CPLEX or Gurobi can be employed to obtain the optimal
solution. Upon further analysis, if the multi-resource constraint problem is simplified into
a single-resource constraint problem, it can be reduced to the Multiple Knapsack Problem.
Since the Multiple Knapsack Problem has been proven to be NP-hard, problem P2 is also
NP-hard. To find an approximate solution within a reasonable time, this subsection designs
a Genetic Algorithm-based Virtual Network Function Mapping Algorithm.

The core idea of the Genetic Algorithm is to maintain a set of candidate solutions (a
population of chromosomes). In each generation, new solutions are generated through
operations such as natural selection, crossover, and mutation, and the quality of solutions is
progressively improved via the principle of ‘survival of the fittest’. Specifically, the design
of a Genetic Algorithm typically encompasses the following steps: chromosome encod-
ing scheme design, population initialization, fitness function design, selection operation,
crossover between superior individuals, mutation, and termination condition. The specific
design of each component is described below.
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Chromosome Encoding Scheme

Each chromosome represents a complete VNF mapping scheme. A chromosome is
encouded as an integer vector whose length equals the total number of VNF instances
required by service chain request u. The genes in the chromosome are arranged in
order of VNF type i (from 1 to |F, ). For each type i, the genes corresponding to its M, ;
primary replicas are arranged first, which are followed by the genes corresponding to
its N, ; backup replicas. The value of the k-th gene is a positive integer representing
the ID of the physical server node to which the k-th VNF instance is mapped with a
value range of [1, |V]].

Population Initialization

After determining the encoding scheme, an initial population of solutions should be
initialized. When generating the initial solutions, it is crucial to ensure population
diversity as much as possible, enabling subsequent iterations to fully explore the
solution space. To this end, this subsection adopts a random initialization strategy:
for each replica, traverse all nodes to identify feasible nodes that can host the replica
without exceeding resource limits and include them in a set of candidate nodes.
After completing the traversal, a node is randomly selected from the candidate set
for allocation.

Fitness and Population Selection Strategy

The setting of the fitness function aligns with the current optimization objective,
reflecting the “degree of fitness” between the current solution and the optimization
goal. The fitness function for the algorithm is defined as follows:

FE(P™) = —(k 4 1)(cost;!™ + cost!™™ 4 costdisk) (66)

Here, P" denotes the m-th individual in the population of the r-th generation,
and 0 < k < |V| represents the number of overloaded servers under this place-
ment scheme. The fitness function takes negative values to evaluate the quality of a
VNF mapping solution. When the deployment cost is high, the calculated fitness is
lower, thereby guiding the algorithm to search for deployment schemes with lower
costs. Meanwhile, if resource overloading occurs on certain server nodes in a deploy-
ment scheme, the original deployment cost is multiplied by the number of overloaded
nodes, k . This significantly reduces the fitness value of that scheme. Through this
mechanism, the algorithm severely penalizes excessive demand, progressively elimi-
nates infeasible solutions during the evolutionary process, and ensures that the final
iterative result converges to a deployment scheme with no resource overloading.
The Genetic Algorithm evolves the population through a mechanism of survival of
the fittest. In each generation, the algorithm selects individuals from the original
population into the offspring based on the tournament scheme [49]. Each selection
process constitutes a tournament: a specific number of individuals are chosen from the
original population with replacement, and the one with the highest fitness is declared
the winner to participate in subsequent evolutionary operations.

Crossover and Mutation

After obtaining two parents through the selection operation, the algorithm combines
the genetic information of the parents via crossover and introduces randomness into
the solution space through mutation, thereby expanding the search scope and ul-
timately generating new offspring. This algorithm employs the uniform crossover
method. For each gene of the offspring, a number y € [0,1] is uniformly gener-
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ated, and the parent from which the gene is inherited is determined based on the
following condition:

parentl[i], u > cr_rate

child[i] + (67)

parent2[i], otherwise

where parent1[i] and parent2[i] denote the i-th gene values of the parent 1 and parent 2
chromosomes, respectively, i.e., the IDs of the server nodes where the i-th instance is
placed. child]i] represents the gene value of the offspring chromosome at this position.
cr_rate € [0,1] is the crossover rate, which is set to 0.5 in the specific implementation
of this algorithm, thereby enabling the offspring chromosome to inherit genes from
the parents with uniform probability.

Following the crossover operation to generate new offspring, a mutation operation
is performed on each offspring to thoroughly explore the solution space. During the
mutation process, a VNF replica is randomly selected from the deployment scheme.
Then, a node is randomly chosen from the set of nodes—excluding the one to which
the replica was originally assigned—that possesses sufficient remaining resource
capacity to meet the replica’s requirements. The replica is then remapped to this newly
selected node. This mutation mechanism enhances population diversity during each
iteration and prevents the convergence results from getting trapped in local optima.
Assuming that an SFC containing two VNFs needs to be deployed, Figure 2 illustrates
a process of genetic evolution and mutation.

Parent 1
ode Nodel Node2 Node2 Node3 Node4
Node Nodel Nodel Node3 Node4 Node5
I K K TN
Node Nodel Node2 Node3 Node3 Node4
— Recom bination

Child T

Node Node2 Node2 Node3 Node3 Noded 2

Figure 2. Example of genetic and mutation process.

Elitism Strategy

To prevent the loss of the optimal individual during the iteration process, after gener-
ating a new population in each iteration, the two individuals with the lowest fitness in
the new population are replaced by the two individuals with the highest fitness from
the previous generation. This ensures that the algorithm can converge to the optimum
more rapidly [50].

Termination Criteria

If the termination condition is set too loosely, it may lead to “premature conver-
gence” and poor solution quality. Conversely, if the condition is too strict, it will
result in excessive running time. Therefore, this algorithm employs two termina-
tion criteria: the algorithm terminates when it reaches the maximum number of
generations, max_generations, or when the improvement in the best fitness value
over no_improve_limit consecutive generations is lower than the convergence thresh-
old ‘sfitness-
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Algorithm 3 presents the complete pseudocode of the GA-based VNF mapping proce-
dure. Figure 3 illustrates a representative convergence curve under the parameter settings
detailed in Section 6.1. As shown in the figure, the best fitness value improves rapidly in
early generations, progressively refines during the middle phase, and stabilizes at approxi-
mately generation 175—well before the maxgenerations = 300 limit. This behavior validates
the effectiveness of the dual termination criteria: the no;mprove;imit mechanism acts as
the dominant terminating condition in practice, ensuring that the algorithm does not run
unnecessarily once the solution has converged.

Algorithm 3: Genetic Algorithm-based VNF Mapping Algorithm

Input : Physical Network: G = (V, E); Resource utilization rate of server node:
res.

0%?; SEC request: ; Number of primary and backup replicas: M, ;, N,, ;.
Output: VNF Mapping Scheme

1 Randomly generate the initial population Py;

2 Calculate the fitness of the initial population fitness_list;

3 Initialize the best fitness best_fitness <— —oo, the best solution best_solution < @,
and the no-improvement counter no_improve_count < 0;

4 while iteration_count < max_generations AND
no_improve_count < no_improve_limit do

5 Record the best individual and fitness of the current population:

best_current <— max(fitness_list);

6 if best_current > best_fitness + dfipyess then

7 best_fitness < best_current, best_solution < corresponding individual,
no_improve_count < 0;
8 else
9 ‘ no_improve_count < no_improve_count +1;
10 end if

1 Initialize new population: new_population < @;
12 fori < 1 to pop_size/2 do

13 Select two parents parentl, parent2 from P via tournament selection;

14 Generate two children childl, child2 via uniform crossover;

15 Perform mutation on child1, child2 by randomly reassigning a selected
gene;

16 Add childl, child2 to new_population;

17 end for

18 Replace the two individuals with the lowest fitness in newyopulation with the

two individuals with the highest fitness from P;
19 Calculate new_fitness_list, update

P < new_population, fitness_list <— new_fitness_list;
20 end while

21 if number_of_overloaded_servers > 0 then

22 ‘ best_solution <— @, deployment failed;

23 else

24 ‘ return best_solution;

25 end if

https://doi.org/10.3390/ electronics15143018


https://doi.org/10.3390/electronics15143018

Electronics 2026, 15, 3018 21 of 33

Convergence Behavior of Genetic Algorithm for VNF Placement
(|V| = 50, Population = 100)
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Figure 3. Convergence behavior of genetic algorithm for VNF placement.

5.4. Summary of the Algorithm Procedure

Based on the subalgorithm designs described above, this subsection summarizes the
overall workflow of the GRM-SFCOD algorithm, as illustrated in Figure 4. The specific
steps are as follows.

Receive service chain
deployment request #
T

Service cham request l
admission control T o
Calculate resource unit price based on
relative scarcity of resources at each node

[
Service chain deployment | L

cost minimization ~ : i 2
Execute replica number determination algorithm

Execute genetic algorithm-based VNF node mapping
algorithm. calculate total deployment cost
T

. = Service chain value = total cost Ho
es

‘ Accept request ( 6u=1) ‘ ‘Reject request( &u=0)

Deploy service cham
according to mapping scheme

‘ Update resource usage status

| T
o
4

‘ Retum decision result ‘

@

Figure 4. Workflow of the GRM-SFCOD algorithm.
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*  Request Arrival and Pricing: Receive the service chain requests arriving at the current
time slot and calculate the unit resource price based on the relative scarcity of resources
on each node.

*  Replica Determination: Execute the replica number determination algorithm to decide
the number of primary and backup replicas for each VNF in the service chain to be
deployed, ensuring that reliability requirements are met.

*  VNF Placement: Based on the calculated number of replicas, execute the GA-based
VNF node mapping algorithm to determine the actual deployment location for each
VNEF replica instance and calculate the total deployment cost.

*  Admission Control: Compare the value of the current service chain, &, with the total
deployment cost calculated in the previous step. If the service chain value is greater
than or equal to the deployment cost, accept the request. Otherwise, reject the request.
If accepted, deploy the service chain according to the mapping scheme and update
the current network resource usage.

*  Result Feedback: Return the service chain deployment decision result to the user.

6. Simulation Experiments

To evaluate the performance of the GRM-SFCOD algorithm proposed in this section,
a series of numerical simulation experiments were conducted in this subsection.

6.1. Experimental Parameters

All simulation algorithms in this section were implemented in Python 3.11 with re-
sults analyzed using MATLAB R2025b. Experiments were conducted on a host machine
equipped with an Intel(R) Core(TM) i7-10700 CPU @ 2.90 GHz and 32 GB of RAM. The net-
work topology G = (V, E) was generated using the GT-ITM random topology genera-
tor [51].

Regarding resource configuration, the CPU and memory capacities for each server
node follow a uniform distribution over [50, 100]. This range is selected to mirror the
standard high-performance physical servers or aggregated resource pools typically found
in data centers (e.g., nodes with approximately 64-128 cores or equivalent processing units).
Similarly, disk storage capacity is uniformly distributed between [500, 1000] GB, aligning
with common enterprise-grade solid-state drive (SSD) specifications in modern cloud
infrastructure. For service chains, bandwidth requirements follow a uniform distribution
over [5, 20] Mbps; this interval reflects the traffic characteristics of typical microservices and
lightweight chains, which generally demand moderate throughput compared to bandwidth-
intensive applications like video streaming.

Although real-world resource availability often exhibits skewed patterns (e.g., normal
or Pareto distributions), this paper adopts a uniform distribution to establish a neutral
baseline. This approach avoids introducing bias toward specific resource hotspots, thereby
facilitating a generalized evaluation of the algorithm’s robustness across diverse simulated
network conditions.

The reliability requirement is randomly selected with equal probability from the set
{0.99, 0.999, 0.9999}. The source and destination nodes of a request are randomly selected
from all nodes in the network. The number of VNFs contained in each SFC request
is uniformly distributed within [1, 5], and the value of an SFC is randomly generated
within [1, 60]. It is assumed that there are 10 different types of VNFs in the network.
For each VNEF, the CPU demand follows a uniform distribution within [1, 5], the memory
demand follows a uniform distribution within [1, 5], and the disk space demand follows
a uniform distribution within [1, 50]. The reliability of a VNF instance is set to follow
a uniform distributed within [0.9, 0.99] [52]. The VNF sequence contained in each SFC
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request is composed of VNFs with distinct types, which are randomly drawn from the
10 available types.

Furthermore, in the GRM-SFCOD algorithm, the population size of the Genetic Al-
gorithm is set to 100, and the maximum number of iterations is set to 300. The threshold
for consecutive generations without fitness improvement, denoted as no_improve_limit, is
set to 20, while the convergence threshold 6 ;s.ss is set to 107°. The crossover rate is set to
0.5, and the mutation rate is set to 0.1. These settings are consistent with those used for the
illustrative convergence analysis presented in Figure 3. The pricing parameter 6, which
captures the fluctuation range of request value densities (Equation (44)), directly influences
the admission control stringency: a smaller 8 indicates more homogeneous request values,
resulting in lower resource prices and more lenient admission, which may lead to a prema-
ture acceptance of low-value requests and reduced long-term revenue; conversely, a larger
6 reflects higher revenue heterogeneity, triggering elevated prices that reserve scarce re-
sources for high-value requests, thereby improving revenue but potentially lowering the
admission ratio in early stages. The exponential pricing function (Equation (46)) inherently
adapts to these variations by dynamically scaling prices based on real-time resource utiliza-
tion, mitigating excessive sensitivity to the exact value of 6. The dual termination criteria
ensure the algorithm stops upon solution stabilization, and the chosen population size and
crossover rate represent standard settings in Genetic Algorithm design, striking a balance
between solution quality and computational efficiency.

6.2. Analysis of Experimental Results
6.2.1. Performance Evaluation of the Replica Number Determination Algorithm

To validate the effectiveness of the proposed replica number determination mechanism
based on reliability marginal gain (detailed in Section 5.3.1), we compare the GRM-SFCOD
algorithm against two heuristic baseline algorithms. Since the reliability constraint in (5) is
nonlinear and computationally expensive for traditional solvers, these baselines serve as
practical benchmarks:

¢ Heu.1: Decompose the overall service chain reliability requirement among individ-
ual VNFs. For each VNF, first determine the number of primary replicas based
on bandwidth, and then sequentially increase the number of backup replicas until

Equation (68) is satisfied.
1

R(fui) = Rym (68)

*  Heu.2: First, determine the number of primary replicas for each VNF based on band-

width. Then, iteratively traverse each VNF in the service chain and incrementally

increase backup replicas until the global reliability target is met without prioritizing
specific nodes based on marginal gain.

By replacing the core decision module of the GRM-SFCOD algorithm with Heu.1 and
Heu.2, respectively, we establish two comparative schemes, which are denoted as Baseline-1
and Baseline-2. The simulation environment consists of 200 network nodes. To isolate the
impact of redundancy strategies and prevent request rejection due to resource exhaustion,
the total number of service function chain (SFC) requests is capped at 200.

Figure 5 illustrates the total deployment cost of SFCs using different redundancy
backup strategies. As expected, the deployment cost for all three algorithms exhibits a
monotonic increase with the request volume, which is driven by higher cumulative resource
consumption. However, the proposed GRM-SFCOD algorithm consistently outperforms
both baselines, maintaining the lowest cost curve across the entire range. Specifically,
under heavy load (200 requests), GRM-SFCOD reduces the total deployment cost by 9.68%
and 7.31% compared to Baseline-1 and Baseline-2, respectively.
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Figure 5. Deployment cost comparison of different VNF replica number determination algorithms.

This cost efficiency stems from the distinct replica allocation strategies. GRM-SFCOD
leverages the marginal reliability gain metric to prioritize backups for VNFs that contribute
most significantly to the system’s bottleneck reliability. This targeted approach satisfies
global constraints with minimal redundancy. In contrast, Baseline-1 adopts a “uniform
reliability” strategy, which often leads to over-provisioning for robust VNFs while ne-
glecting weaker links, resulting in resource wastage. Similarly, Baseline-2 lacks a greedy
optimization criterion, failing to distinguish the varying contributions of different VNF
replicas to the overall reliability. Consequently, the experimental results corroborate the
theoretical analysis in Section 5.3.1, demonstrating that the proposed method achieves su-
perior resource utilization. Therefore, GRM-SFCOD is adopted as the default configuration
for subsequent experiments.

6.2.2. Performance Analysis of Resource Allocation

The GRM-SFCOD algorithm employs a dynamic pricing function that adjusts ac-
cording to the utilization of each resource dimension on physical nodes. This mechanism
discourages the excessive occupation of scarce resources and incentivizes VNF placement
on nodes with superior resource availability and lower costs. Consequently, it effectively
mitigates the “resource fragmentation” issue where one dimension is exhausted while oth-
ers remain idle. To evaluate this load-balancing capability, we analyze the static deployment
performance with 1000 SFC requests as the node count varies from 20 to 100.

We compare GRM-SFCOD against three representative algorithms:

e NRC-VNM [53]: utilizes the Pearson correlation coefficient to map VNFs to nodes
with the strongest resource matching degree, aiming to prevent unbalanced allocation.

¢ WRAP [54]: models node resource utilization via a weight table. Nodes are prioritized
based on comprehensive correction weights derived from current utilization levels.

*  Greedy: adopts a best-fit strategy, deploying replicas to the node with the maximum
remaining resources. If capacity is insufficient, it iteratively selects the next most
available node.

To isolate the impact of the pricing strategy on mapping efficiency, admission control
is disabled in these experiments; requests are accepted as long as a feasible deployment
plan exists. Thus, the pricing mechanism solely influences the node selection process.
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Average resource utilization ratio (100%)

100 = |3 Greedy

Average Resource Utilization

Average resource utilization is calculated as the mean of CPU, memory, and disk usage
across all active nodes. This metric reflects the network’s ability to accommodate
requests without generating unusable resource fragments. Higher utilization implies
more compact and efficient packing.

Figure 6 compares the average resource utilization of the four algorithms. As the
network scales from 20 to 100 nodes, utilization remains relatively stable, indicating
consistent efficiency across different topologies. Notably, GRM-SFCOD consistently
outperforms the baselines. At 100 nodes, it achieves ~95% average utilization, sur-
passing NRC-VNM (~88%), WRAP (~93%), and Greedy (~82%).

[ GRM-SFCOD
=3 NRC-VNM
[ WRAP

80 -

60 —

40 -

20 -

20 40 60 80 100
Number of nodes

Figure 6. Comparison of average resource utilization across different algorithms and node counts.

This superiority stems from the multidimensional pricing mechanism. By dynamically
adjusting prices based on real-time utilization, GRM-SFCOD guides VNFs toward
nodes with balanced residual resources, thereby reducing the fragmentation caused
by single-resource bottlenecks. In contrast, the Greedy algorithm ignores multidi-
mensional correlations, leading to severe imbalance and wasted fragments. While
NRC-VNM and WRAP consider resource capacities, they lack a global view of the
deployment sequence’s impact, resulting in suboptimal packing compared to our
proposed approach.

Service Acceptance Ratio

The Service Acceptance Ratio (SAR) is defined as the proportion of successfully de-
ployed SFECs relative to total requests. In the absence of explicit admission control,
a higher SAR directly indicates a more effective exploitation of limited physical re-
sources to support a larger service volume.

Figure 7 illustrates the SAR trends across varying node counts. As expected, accep-
tance rates rise with network scale due to increased aggregate capacity. However,
the performance gap widens significantly as the topology expands. At 100 nodes,
GRM-SFCOD achieves the highest acceptance ratio of ~82% compared to ~78% for
NRC-VNM, ~80% for WRAP, and ~72% for Greedy.

https://doi.org/10.3390/electronics15143018


https://doi.org/10.3390/electronics15143018

Electronics 2026, 15, 3018

26 of 33

These results corroborate the findings in Figure 6. The Greedy algorithm’s myopic
strategy causes premature fragmentation, severely limiting its scalability. WRAP
performs moderately well due to its weight-based selection but is hindered by its lack
of sequence awareness. GRM-SFCOD, by maintaining balanced multi-dimensional
utilization, minimizes resource wastage and secures a superior acceptance ratio, vali-
dating the effectiveness of the proposed pricing model.
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Figure 7. Comparison of SFC request acceptance ratio across different algorithms and node counts.

6.2.3. Performance Analysis of Online Deployment

As an online algorithm, GRM-SFCOD must make irrevocable admission and place-
ment decisions immediately upon request arrival, lacking a priori knowledge of future de-
mands. In contrast, offline algorithms can optimize globally based on full request informa-
tion. To evaluate the competitiveness of GRM-SFCOD, we first compare it against the offline
optimal solution (OPT) in a small-scale network scenario (|V| = 25). The OPT is obtained
by solving problem P1 using the Gurobi solver. Given the high complexity of the original
MINLP formulation, we employ the subalgorithm proposed in Section 5.3.1 to determine
replicas counts, transforming problem P1 into a solvable MILP problem. To ensure tractabil-
ity, the relative MIP gap for Gurobi is set to 0.1%, yielding a near-optimal benchmark.

Figure 8 illustrates the comparison of the total value of SFC deployment between
GRM-SFCOD and the OPT as the number of requests increases. Both algorithms exhibit a
monotonically increasing trend. When the number of requests is fewer than 60, physical
resources are abundant, and both algorithms tend to deploy all arriving requests directly,
resulting in negligible differences in total value. However, as the request count exceeds 60,
resource contention intensifies. The offline optimal algorithm, possessing global knowledge,
can evict low-value SFCs to accommodate higher-value ones. In contrast, GRM-SFCOD
relies on its dynamic pricing mechanism to approximate this behavior online. Specifically,
it raises deployment costs exponentially based on utilization, effectively rejecting low-
value requests to preserve resources for future high-value opportunities. Consequently,
when the request count reaches 300, the total value achieved by GRM-SFCOD is ~81.05%
of the offline optimal solution. Furthermore, as indicated in Table 1, the computation
time for the offline optimal solution increases drastically with the number of requests,
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reaching intractable levels (e.g., co at 400 requests), whereas GRM-SFCOD maintains a low
computational overhead, validating its efficiency for online scenarios.

x 10%

I | —8— crM-sFCcOD i

OpT

Total Value of SFC Deployment
i
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50 100 150 200 250 300
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Figure 8. Comparison between GRM-SFCOD and offline optimal solution.

Table 1. Execution time (s) of Gurobi (OPT) and GRM-SFCOD algorithms under different request
counts.

Number of Requests GRM-SFCOD Gurobi (OPT)
100 0.575 24.265
200 1.098 54.560
300 1.403 16,762.091
400 1.407 S

The aforementioned results demonstrate that the GRM-SFCOD algorithm achieves
near-optimal performance with low computational overhead in small-scale networks.
To further evaluate performance in large-scale networks where exact optimization is infeasi-
ble, we compare GRM-SFCOD with two benchmarks: Best-Fit (a heuristic online algorithm
prioritizing nodes based on WRAP weights [54]) and PBP (an offline probability-based
heuristic [22] serving as a performance upper bound). Experiments are conducted with
50 server nodes and 800 SFC requests.

Figure 9 illustrates the variation in SFC request acceptance ratios. All algorithms show
a downward trend due to resource saturation. Notably, in the initial phase (requests < 250),
GRM-SFCOD exhibits a lower acceptance ratio compared to Best-Fit. This observation
validates our algorithmic assumption regarding the exponential pricing mechanism: in
the early stages, the pricing function imposes a stricter admission threshold to prevent the
“myopic” consumption of resources by low-value requests—a common pitfall for greedy
algorithms like Best-Fit. Although this results in a temporarily lower acceptance rate, it
prevents premature resource exhaustion. As the load increases (requests > 250), Best-Fit’s
acceptance ratio drops rapidly due to severe fragmentation, while GRM-SFCOD maintains
a more gradual decline, eventually outperforming Best-Fit. The PBP algorithm consistently
achieves the highest ratio due to its offline global optimization capability.

Figure 10 compares the average system resource utilization. The results corroborate the
effectiveness of the VNF placement strategy via the improved Genetic Algorithm guided by
marginal reliability gain. The Best-Fit algorithm fails to account for resource heterogeneity,
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leading to imbalance where certain dimensions are exhausted while others remain idle;
consequently, its steady-state utilization plateaus at ~80%. In contrast, the decomposition
strategy of GRM-SFCOD—specifically the placement via an improved Genetic Algorithm
guided by marginal reliability gain—proves effective here. By dynamically adjusting
prices based on multidimensional scarcity, GRM-SFCOD guides VNFs toward nodes with
balanced resource availability. This significantly mitigates fragmentation, allowing the
algorithm to achieve a utilization level close to the offline upper bound (PBP). When
the request count exceeds 600, the average resource utilization of GRM-SFCOD is ~17%
higher than that of Best-Fit. This improved utilization directly contributes to the superior
long-term cumulative value shown in Figure 11.
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Figure 9. Comparison of SFC request accceptance ratio.
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Figure 10. Comparison of average resource utilization.

Figure 11 illustrates the cumulative total value of accepted service chains. The results
here further corroborate the accuracy of our value-aware assumptions and the synergy
between the two decomposition components. In the initial stage (requests 0-200), de-
spite the lower acceptance ratio shown in Figure 8, the cumulative total value of GRM-
SFCOD remains comparable to Best-Fit. This confirms that the requests rejected by GRM-
SFCOD in the early phase were indeed low-value services consuming disproportionate
resources—precisely the scenario the exponential pricing mechanism is designed to fil-
ter out. As the system scales, the advantage of this strategy becomes pronounced: at
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700 requests, the cumulative total value of GRM-SFCOD is ~127% higher than that of
Best-Fit. Moreover, GRM-SFCOD achieves over ~86% of the offline PBP’s total value when
requests do not exceed 600, and it maintains approximately ~81% even at 800 requests.
These results demonstrate that the combination of exponential pricing (for replica allo-
cation) and reliability-aware decomposition via improved Genetic Algorithm (for VNF
placement) enables GRM-SFCOD to approach offline optimality with significantly lower
computational complexity.
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Figure 11. Comparison of cumulative total value.

Finally, we evaluate the scalability of GRM-SFCOD relative to Best-Fit by varying the
node count from 20 to 200 with a fixed load of 4000 requests (averaged over 20 topologies).
As shown in Figure 12, the total value achieved by GRM-SFCOD is significantly superior
across all network scales, and the performance gap widens as the network grows. In a
small-scale network (20 nodes), GRM-SFCOD yields ~61% higher total value than Best-Fit;
in a large-scale network (200 nodes), this improvement reaches ~97.6%, highlighting the
algorithm’s robustness and scalability.
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Figure 12. Comparison of algorithm cumulative total value under different network scales.
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7. Conclusions

This paper has addressed the online deployment problem of reliable service function
chaining in the resource-heterogeneous network. A reliability-aware service chain model
supporting multi-replica parallelism and backup fault tolerance was established. The online
deployment problem was formulated as an MINLP maximizing network service provider
long-term revenue, and its NP-hardness was formally proved. Through linearization via
McCormick envelopes, the problem was transformed into an Integer Linear Program.
Leveraging Lagrangian duality, the concept of multidimensional resource shadow prices
was introduced, establishing the theoretical foundation for dynamic pricing. Based on this
framework, GRM-SFCOD was proposed, comprising three core components: (i) a dynamic
pricing model that adjusts resource prices exponentially with utilization; (ii) an online
admission control strategy based on net profit threshold comparison; and (iii) a replica
allocation algorithm using marginal reliability gain and a Genetic Algorithm-based VNF
placement heuristic for minimum-cost deployment. Simulation results demonstrate that
GRM-SFCOD can effectively reduce resource consumption while ensuring the overall relia-
bility of the service chain, improving the long-term revenue of the network service provider.

Several directions remain for future research. First, the competitive ratio of the online
algorithm warrants rigorous theoretical analysis to provide performance guarantees under
adversarial request sequences. Second, while deep learning has become a mainstream
approach in related areas, its direct application to this problem is hindered by three key
factors: (i) the stringent millisecond-level per-request decision latency precludes DRL’s
training—inference cycles; (ii) the lack of offline training data due to stochastic request
arrivals; and (iii) the primal-dual framework already provides compact subproblems with
efficient closed-form solutions, leaving limited room for neural networks to improve upon.
Nevertheless, machine learning techniques may still complement this framework in predic-
tive tasks such as refining pricing parameters or forecasting arrival patterns when historical
data are available. Third, extending the multi-replica model to inter-data-center scenar-
ios by incorporating bandwidth constraints and propagation delay (including cross-node
synchronization overhead) into the MINLP formulation would broaden its applicability
to bandwidth-limited edge and 5G/6G networks, where the current assumption of neg-
ligible intra-DC latency no longer holds. Fourth, incorporating correlated failure models
to capture infrastructure-level dependencies—such as shared power supply, hypervisor,
or management platforms among co-located replicas—would enhance the practical fidelity
of the reliability model beyond the independent failure assumption adopted in this paper.
Finally, investigating energy-aware reliability mechanisms to minimize power consumption
while maintaining fault tolerance presents a promising avenue for green NFV deployment.
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