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Abstract

Satellite constellation fault diagnosis presents significant challenges, including excessive
inter-satellite communication overhead, data heterogeneity, satellite platform heterogene-
ity, and limited model generalization. To address these issues, this paper proposes an
Adaptive Federated Dual Knowledge Distillation (AFDL) framework. First, we develop a
heterogeneous federated learning architecture where different satellite types are modeled
as independent local clients. Each client incorporates a dedicated local feature extractor
to capture its personalized characteristics. Second, a collaborative knowledge distillation
mechanism is designed to integrate soft supervision signals from the global server model
with personalized feature knowledge from diverse local clients. Finally, a task-specific
knowledge distillation strategy is introduced, which employs targeted distillation and
dynamic weight adaptation to enhance the generalization performance of local clients.
Extensive experiments demonstrate that AFDL achieves 92.3% server accuracy and
84.8% client unseen fault accuracy on our self-collected dataset, outperforming the strongest
federated learning baselines by 11.2 and 21.2 percentage points, respectively, while reduc-
ing communication overhead by 57.1% compared with centralized learning. Experiments
on the public ESA anomaly dataset further confirm the generalization capability of AFDL
under real satellite telemetry data. These results validate that AFDL enables efficient
and adaptive fault diagnosis across heterogeneous satellite constellations with moderate
communication costs.

Keywords: satellite constellation; fault diagnosis; federated learning; knowledge distillation;
communication efficiency

1. Introduction

With the advancement of modern aerospace technology, the global demand for space
exploration missions has been increasing steadily. The number of spacecraft launches and
operational on-orbit vehicles has shown consistent growth compared to previous years.
According to incomplete statistics, a total of 263 launch missions were conducted globally
in 2024, deploying 2873 spacecraft, primarily consisting of low-earth-orbit constellations
such as SpaceX’s Starlink (1982 satellites), China’s “Qianfan” and “Geely” constellations
(over 100 satellites), and Russia’s “Citro-AIS” (44 satellites). As of September 2024, the
number of commercial satellite constellations in orbit has reached 411 [1]. With the increas-
ingly demanding space science exploration missions, the future development of aerospace
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activities will not only involve a continuous increase in launch frequency and on-orbit
spacecraft numbers, but also the deployment of diverse scientific instruments onboard. The
significant enhancement in system configuration and structural complexity of spacecraft
has imposed substantial pressure on ground-based measurement and control operations,
thereby urgently necessitating the improvement of safety, reliability, and operational stabil-
ity of in-orbit constellations. To ensure the successful execution of scientific exploration
missions, there are growing requirements for health management technologies applicable
to large-scale constellations. Research on constellation fault diagnosis technology holds
considerable practical importance for supporting future scientific exploration missions.

In recent years, constellation fault diagnosis technology has garnered increas-
ing attention, currently transitioning from single-satellite independent diagnosis [2] to
constellation-cooperative intelligent diagnosis. However, due to the vast scale, high dy-
namics, and complex operational environment of constellations, fault diagnosis technology
still faces multiple challenges. Teng et al. [3] proposed a knowledge graph-based satellite
fault diagnosis framework that combines expert rules with data-driven approaches. This
effectively addresses sparse data and cold-start problems while enhancing detection and
reasoning capabilities for rare faults. Liu et al. [4] constructed a multidimensional system
model for low-Earth-orbit constellations. By integrating single-satellite systems, constel-
lation orbital environment systems, and communication link systems, they established
a constellation system model covering the physical information space, overcoming the
limitations of independent modeling. Han et al. [5] proposed a directed graph model for
satellite constellation fault propagation, applying shortest path algorithms to constellation
fault diagnosis. This model used directed graphs to characterize fault propagation relation-
ships between satellite nodes, thereby calculating fault propagation probabilities. These
approaches consider factors such as the overall constellation state, inter-satellite coupling
relationships, and dynamic topology changes. They require real-time transmission of
massive data, significantly increasing inter-satellite communication pressure. Furthermore,
these approaches rely heavily on prior knowledge and constellation modeling, lacking
the ability to learn new fault types in real time. Overall, constellation fault diagnosis
faces challenges including insufficient real-time capability, difficulty in predicting fault
propagation, and sparse data samples. No mature solution for constellation fault diagnosis
has emerged to date, necessitating in-depth research into intelligent methods suitable for
this application.

In parallel, intelligent fault diagnosis methods in industrial systems have developed
rapidly in recent years. Deep learning-based methods mainly employ neural networks
to automatically learn fault representations from monitoring signals and predict fault
categories [6-8]. Compared with traditional feature-engineering methods, they can extract
nonlinear and high-dimensional fault features more effectively, showing strong diagnos-
tic performance in complex industrial systems. Reinforcement learning-based methods
formulate fault diagnosis or maintenance decision-making as a sequential optimization
problem, enabling diagnostic models to adaptively select actions or update strategies
according to environmental feedback [9,10]. Such methods are particularly useful for
dynamic operating conditions and decision-oriented maintenance tasks. More recently,
large language model (LLM)-based methods have emerged as a new research hotspot in
intelligent fault diagnosis [11,12]. By leveraging their semantic understanding, reasoning,
and instruction-following capabilities, LLM-based diagnostic models show potential in
fault interpretation, diagnostic report generation, and cross-condition knowledge transfer.
However, most existing intelligent fault diagnosis methods are designed for ground-based
industrial scenarios with relatively sufficient computational resources, stable communi-
cation conditions, and centralized data availability. They are difficult to directly apply to
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satellite constellation scenarios, where onboard computing resources are limited, real-time
response is required, fault samples are scarce, and raw telemetry data cannot be frequently
exchanged among satellites due to inter-satellite communication constraints. In particular,
large-scale deep models and LLM-based diagnostic methods usually require high computa-
tional and storage costs, which are incompatible with the resource-constrained onboard
environment. Therefore, an effective constellation fault diagnosis method should not only
improve diagnostic accuracy, but also support distributed learning, reduce communication
overhead, and adapt to heterogeneous satellite platforms.

Federated Learning (FL) is a distributed machine learning framework enabling col-
laborative training of global models among clients without data transmission [13]. Key
advantages of FL include robust privacy protection, enhanced model performance, and
reduced data transmission overhead. In industrial fault diagnosis, FL integrates multi-
source knowledge data to significantly improve model recognition of rare fault patterns
while safeguarding data privacy. These strengths have driven its adoption in intelli-
gent industrial fault diagnosis, with numerous studies applying FL to industrial fault
diagnosis [14]. Younis et al. [15] addressed the imbalanced distribution of fault data in IoT
devices by proposing an improved synthetic minority over-sampling technique. Within
the federated learning framework, this method simulated and fused data for rare faults,
making it suitable for supervised learning tasks involving Non-Independent and Identi-
cally Distributed (Non-IId) data scenarios. Zhang et al. [16] adapted federated learning
methods to the characteristics of mechanical fault diagnosis. By training models using local
private data and transmitting only model parameters between clients and servers, they
achieved knowledge transfer between models. Kang et al. [17] proposed an unsupervised
federated universal domain adaptation method for rolling bearing fault diagnosis, which
employs random mapping for privacy protection, mixed radial basis kernel-maximum
mean discrepancy for feature alignment, margin vectors for separating unknown classes,
and dynamic weighted loss fusion to improve learning efficiency.

The above research demonstrates that federated learning is applicable to industrial
fault diagnosis. However, existing methods face significant challenges when directly
applied to constellation fault diagnosis, primarily due to three key issues:

(1) Satellite heterogeneity and data heterogeneity. Constellations typically comprise
multiple satellite types with different sensor configurations, system architectures,
and mission objectives, resulting in complex failure modes and diverse data formats.
Traditional federated learning frameworks, designed for scenarios with homogeneous
data and models, struggle to achieve effective knowledge transfer and exhibit poor
model generalization capabilities.

(2) Data transmission constraints under dynamic inter-satellite communications.
Operating in complex and harsh space environments, satellite constellations rely
on inter-satellite links characterized by limited bandwidth, high latency, and inter-
mittent connectivity. Traditional federated learning requires frequent global model
synchronization and data exchange, consuming substantial inter-satellite communica-
tion resources and hindering real-time model updates to fault diagnosis.

(3) Dynamic constellation configuration changes and scarcity of fault samples. Due to
real-time variations in constellation operations and environmental conditions, constel-
lation configurations dynamically evolve. The global server cannot maintain real-time
connections with all clients, necessitating local client models capable of diagnosing
all faults across identical satellite models. However, individual satellites experience
few faults during operation, leading to insufficient training samples. This results
in local models overfitting and poor generalization, hindering accurate diagnosis of
unknown faults.
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To address these limitations collectively, this paper proposes a novel Adaptive Feder-
ated Dual Knowledge Distillation (AFDL) framework. Its core innovations are threefold:

(1) To address model and data heterogeneity, a multimodal heterogeneous federated
architecture and a feature alignment mechanism are designed. Multimodal local client
models are established based on different satellite models. Local feature extractors
capture personalized client features, overcoming the rigidity of unified modeling in
traditional federated learning. A local feature alignment mechanism is proposed to
aggregate multiple clients’ local features at the global server, enabling knowledge
transfer across satellite models.

(2) To address excessive inter-satellite communication pressure, a lightweight bidirec-
tional knowledge distillation strategy is proposed. Clients perform local knowledge
distillation via sparse feature aggregation, transmitting local feature vectors to the
server. The server applies soft-target distillation to clients, using the server model’s
diagnosed class probability distribution as a supervision signal. This approach trans-
mits only lightweight log probabilities instead of raw data to clients, significantly
reducing communication volume per round.

(3) To address dynamic constellation topology and scarce fault samples, we propose a
two-stage dynamic knowledge distillation strategy. The collaborative bidirectional
distillation stage optimizes the server’s global diagnostic capability for known faults,
and the subsequent task-specific stage enhances local models’ generalization to unseen
faults using a frozen server teacher. Trained models can autonomously diagnose all
faults across identical satellites without real-time communication.

The subsequent sections of this paper are structured as follows: Section 2 reviews re-
lated work; Section 3 details the AFDL model framework and computational workflows for
each component; Section 4 presents simulated constellation fault data and experimentally
validates the AFDL model’s effectiveness; Section 5 summarizes the research findings and
proposes future research directions and development recommendations.

2. Related Work
2.1. Constellation Fault Diagnosis

Research on constellation fault diagnosis is currently in its infancy, with limited rele-
vant studies available for reference. Yan et al. [18] proposed a Global Navigation Satellite
System (GNSS) multi-fault isolation method based on an extended greedy search. They
introduced an incremental measurement set expansion strategy to construct a minimal basic
set and rank residuals accordingly. This approach reduces the “drowning effect” caused
by false deletion of valid measurements, enabling rapid and accurate multi-fault detection
and isolation in constellation GNSS positioning systems. MENG et al. [19] designed a
non-least-squares estimator that moderately increases nominal positioning errors to
mitigate integrity risks. They proposed an advanced autonomous receiver integrity
monitoring method that eliminates constellation-to-constellation differences through
constellation-weighted averaging. Huang et al. [20] proposed a Bayesian approach for
multi-constellation navigation, computing Bayesian posterior probability boundaries that
incorporate multiple concurrent fault assumptions. This enhances the robustness of in-
tegrity risk assessment without relying on optimistic prior fault distributions. They estab-
lish Bayesian fault-tolerant protection levels to constrain position estimation errors and
evaluate integrity availability.

2.2. Federated Learning

Federated learning is a distributed machine learning framework that enables clients to
train models locally while periodically exchanging data knowledge with a central server.
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Based on data distribution characteristics, federated learning is categorized into Horizontal
Federated Learning (HFL) [21], Vertical Federated Learning (VFL) [22], and Federated
Transfer Learning (FTL) [23]. Horizontal Federated Learning primarily learns based on
samples, which is suitable when local clients share identical dataset features but differ in
sample types. Vertical Federated Learning focuses on feature-based learning, applicable
when sample types are identical but dataset features vary. Federated Transfer Learning
integrates both sample and feature learning, addressing scenarios with different dataset
features and sample types.

Satellite constellations comprise diverse satellite models and architectures, which
leads to significant differences in both dataset characteristics and sample types. Federated
Transfer Learning is suitable for this scenario. Therefore, this section primarily reviews FTL
research. Jiang et al. [24] proposed ObsBattery, a federated learning framework for satellite
battery prediction that addresses the challenge of data heterogeneity caused by varying
orbital sunlight exposure through position-aware clustering. Zhang et al. [25] addressed the
challenge of efficiently managing massive heterogeneous time-series data in industrial IoT
(IIoT) by applying FL to device data management in wireless network environments. They
proposed a deep reinforcement learning FL algorithm that enhances model aggregation
efficiency and communication economy. Lu et al. [26] proposed a Compound Imbalanced
Privacy-Preserving Federated Learning (CI-PPFL) framework for distributed wind tur-
bine fault diagnosis. They introduced a parameter proportional update strategy and a
gradient self-monitoring mechanism to accurately identify global imbalance information.
Lin et al. [27] introduced Federated Distillation Fusion (FedDF), a model fusion method
based on ensemble distillation. It trains a central classifier using unlabeled data generated
from client model outputs, enabling flexible aggregation of heterogeneous client models.
Wau et al. [28] proposed FedKD, a communication-efficient federated learning method,
which conducts adaptive mutual knowledge distillation between large local mentor models
and shared small mentee models on each client, and further compresses transmitted gradi-
ents dynamically via SVD to sharply reduce communication overhead while maintaining
competitive model performance. Wu et al. [29] proposed Global Prototype Distillation
(FedGPD) for heterogeneous federated learning, which aggregates class-level feature proto-
types from all clients to form global prototypes, and takes such global prototype knowledge
as distillation signals to regularize local client training, so as to alleviate local model drift
caused by non-IID data without relying on public proxy datasets. This approach mitigates
feature distribution skew and resolves data feature heterogeneity issues.

2.3. Research Gaps

In summary, existing research has laid a solid foundation for constellation fault diag-
nosis and federated learning. However, three critical research gaps remain:

(1) Lack of a heterogeneity-aware FL framework that can simultaneously handle both
satellite platform heterogeneity and data heterogeneity.

(2) Insufficient attention to communication efficiency in FL-based fault diagnosis methods,
making them impractical for resource-constrained satellite systems.

(3) Limited research on enhancing local model generalization to unseen faults, which is
essential for autonomous constellation operations.

This paper addresses these gaps by proposing the AFDL framework, which combines
heterogeneous federated architecture design, lightweight bidirectional distillation, and
two-stage adaptive training to achieve efficient and robust fault diagnosis in heterogeneous
satellite constellations. To empirically validate the superiority of our method, we select
three representative heterogeneous federated learning baselines for comparison, including
FedDF, FedKD, and FedGPD. The core methodological differences are detailed in Table 1.
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Table 1. Core comparison between AFDL and heterogeneous federated learning baselines.

. Ve . Unseen
Method Heterogeneity Support Distillation Mechanism g o001 on
One-way
FedDF Only model output-level distillation; None

architecture heterogeneity requires proxy data

Local mentor—mentee

FedKD Only model heterogeneity mutual distillation None
Only data distribution One-way feature-level
FedGPD heterogeneity (non-IID) prototype distillation None
AFDL Platform + data feaBtljie&C;n:ialu t Two-stage adaptive
dual heterogeneity p dynamic weighting

distillation, lightweight

3. Adaptive Federated Dual Knowledge Distillation Framework
3.1. Constellation Heterogeneous Federated Learning Model Architecture

The heterogeneous federated learning framework comprises a central server and
multiple local clients. Clients utilize local data to train local models and upload distilled
knowledge to the server. The central server aggregates data knowledge from local clients
to train and update the global model, while guiding the training and learning of local
client models. Satellites within the constellation can be categorized by computational
capability into data relay satellites and conventional satellites. Data relay satellites possess
high-performance computing units with computational power far exceeding that of conven-
tional satellites. They serve as regional computing centers for the constellation, functioning
as servers. Conventional satellites, with weaker computational capabilities, act as local
clients, processing only local data. Based on their structure and type, different neural
network model architectures are configured for conventional satellites. This paper classifies
them into large clients and small clients according to structural complexity. Typically, data
relay satellites are equipped with four laser terminals mounted on opposite sides of the
satellite platform (two pairs installed in opposite directions) to enable forward, backward,
left, and right connections along the primary orbital direction. At any given moment, the
forward and rear ports of a data relay satellite S connect to co-orbital satellites U1 and U2,
while the forward and rear ports connect to cross-orbital satellites U3 and U4, as shown
in Figure 1. During operation, the data relay satellite maintains constant connections with
adjacent satellites in the same orbital plane, while connections with satellites in different
orbital planes dynamically change. Thus, over its orbital period T, it communicates via
inter-satellite links with n conventional satellites. Taking one orbital period of S as an
example, its heterogeneous federated learning architecture is shown in Figure 2.

%\ satelite Orbit

Us ~«— Inter-Satellite Link

Figure 1. Inter-satellite link structure.
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Figure 2. Heterogeneous constellation federated learning model architecture.

3.2. Algorithm Workflow

The AFDL algorithm employs a two-stage collaborative distillation framework.

It jointly optimizes the local client’s diagnostic capability for fault data of the same model
and the server’s global diagnostic capability.

1.

Collaborative Bidirectional Distillation Phase. The optimization objectives are to
enhance the server’s global diagnostic effectiveness and improve clients’ learning
of known fault feature knowledge. Each client trains models based on locally seen
data and extracts personalized features. Their output distributions and personalized
features are uploaded to the server for knowledge alignment, enabling server-side
aggregation updates. The updated server then downloads soft labels to clients,
minimizing the discrepancy between client predictions and server soft labels using
KL divergence. This feature knowledge transfer between clients and servers is termed
bidirectional knowledge distillation.

Task-specific Distillation Phase. When the server achieves the required global diag-
nostic rate, the task-specific distillation phase commences. The optimization goal
is to enhance the client’s generalization capability for unseen faults. The server pa-
rameters are frozen as a fixed teacher to guide the client’s unknown data training.
Simultaneously, the client trains based on locally known data to maintain its diag-
nostic capabilities for known faults. The client adjusts its training focus through a
dynamic weighting mechanism, concentrating on enhancing diagnostic capabilities
for unknown fault categories.

The core difference between the two phases is that Phase 1 focuses on global knowledge

fusion and server performance improvement via bidirectional feature and output alignment,

while Phase 2 focuses on local generalization enhancement via fixed teacher distillation and

dynamic weight adaptation. The overall workflow is illustrated in Figure 3, and detailed

implementations of each phase are presented in the following subsections.
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Figure 3. AFDL algorithm workflow.

3.3. Collaborative Bidirectional Distillation Phase

Due to the varying types of satellites within a constellation and their differing compo-
nent configurations, the fault data structures exhibit significant difference. Consequently,
specific neural network architectures must be tailored for different satellite types. This
paper assumes the constellation comprises two satellite categories: one with fewer sensors
and simpler local client neural networks, termed small clients, and another with more
sensors and more complex local client neural networks, termed large clients. To ensure the
server possesses the capability to process the most complex data, its network architecture is
configured identically to that of the large client. The collaborative bidirectional distillation
phase comprises the following three steps: (a) Clients train models and extract personalized
features based on local data, then upload knowledge to the server; (b) Server knowledge
distillation aggregates personalized features and classification predictions from all clients
to update server model parameters; (c) Clients perform reverse knowledge distillation,
receiving server guidance to optimize local models based on global soft labels and global
features. The workflow is illustrated in Figure 4.

This bidirectional distillation framework is designed with two explicit optimization
objectives. For the client-to-server upward distillation, the core target is to fuse hetero-
geneous fault knowledge across different satellite platforms into a unified global model,
bridging the feature distribution gap caused by inconsistent sensor configurations and
network architectures. For the server-to-client downward distillation, the core target is to
deliver globally consolidated diagnostic knowledge back to each local satellite, mitigating
local model drift and overfitting caused by skewed, limited local fault datasets. Unlike con-
ventional one-way federated distillation schemes that only optimize the global model, this
bidirectional interactive design achieves joint improvement of global fusion accuracy and
local generalization capability, which better matches the distributed autonomous operation
requirements of satellite constellations.
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Figure 4. Collaborative bidirectional distillation workflow.

In terms of knowledge transfer hierarchy, the framework implements dual-level dis-
tillation: output-level distillation based on class probability distributions and feature-level
distillation based on latent feature vectors. The feature alignment module acts as the core
carrier of feature-level knowledge transfer: it maps the personalized features extracted by
heterogeneous client networks into a unified latent space through a linear adaptation layer,
eliminating feature distribution gaps caused by inconsistent sensor dimensions and model
architectures, and laying the foundation for effective fusion of multi-source heterogeneous
fault knowledge.

3.3.1. Client Local Training

The client-side local training phase primarily trains client models using local data to
enhance the client’s known fault diagnosis capabilities. Each client comprises an input
layer, hidden layers, and an output layer. This paper designates specific hidden layers as
feature extraction layers to extract personalized features from local data for subsequent
knowledge distillation. Since data across different clients remains mutually invisible, the
local dataset Dy, = {x;, yi}?zl of client k is treated as locally known faults, termed seen
data, where x represents the true data values and y denotes the true data labels. Data from
other clients is treated as an unknown fault, termed unseen data. The output /1; of hidden
layer 1 is obtained by multiplying input data X; by the weights W; of the first hidden layer
and adding the bias term by:

h = fi(W X; +by) 1)

f1(+) is the activation function, with the sigmoid function selected for its ease of
forward propagation. The output of hidden layer 1 serves as the input for the next hidden
layer 2. By repeating the above equation and calculating up to the output of the feature
extraction layer, the latent feature vector hi lient €N be obtained. Computing the final hidden
layer vector i with weights Wy, and bias by produces the output prediction classification

vector pryi..:
Petient = fo(Wyht +by) @
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fo(+) is the activation function, with the softmax function selected for multi-class
classification, outputting the predicted probabilities for each class. The cross-entropy
function is used to compute the classification loss Lﬁfémt for client k:
client 1¢
Las™ = _72 Z Yie log(pi,c) 3)

i3 c€Coeen

Cseen denotes the set of visible categories for client k, p;. represents the
predicted probability of category c by p’,.. ., and y; . indicates the true label of sample i in
category c. Based on this, gradient descent is employed to optimize the parameters of
the client’s neural network. Cross-entropy naturally matches the softmax output layer for
multi-class fault diagnosis. It avoids gradient saturation on sparse local fault samples and
directly measures prediction-label distribution mismatch, providing a stable optimization
baseline for local known fault recognition.

3.3.2. Server Knowledge Distillation

Within the collaborative bidirectional distillation framework, the server computes op-
timized classification loss, feature alignment loss, and distillation loss to achieve multi-level
global knowledge distillation learning and enhance model generalization capabilities. Clas-
sification loss defines task objectives, feature alignment loss constructs a unified knowledge
representation space, and distillation loss extracts client-side knowledge obtained through
distillation. The resulting server global model exhibits robust fault diagnosis capabilities
while adapting to the heterogeneous data characteristics of diverse clients.

After completing local training on the client side, the server aggregates the latent
features and prediction probability distributions from all N clients to generate the global
feature center hg,p, and the average soft label pgjopq:

1Y .
hgl"hﬂl = Nzhélient (4)
i=1
1Y .
Pglobal = NZ Petient 5)
i=1

The classification loss L directly optimizes the server model’s ability to distinguish true
labels. This ensures accurate fault classification while avoiding overreliance on client-side
knowledge. It is computed using the cross-entropy function:

Li‘fsmr = _2 Ytrue 10g Pserver (6)

Ytrue Yepresents the true label of the server data, and pserer represents the server’s
predicted classification vector. Cross-entropy maintains objective consistency with
client-side training. Hard label supervision anchors the server’s training direction, prevent-
ing model drift from ambiguous soft distillation signals, which is critical for high-reliability
aerospace scenarios.

Feature Alignment Loss L;"efﬁ“’ is the core component of feature-level knowledge
distillation, which forces the server feature space to align with the aggregated global
feature center from all clients, fundamentally addressing feature distribution shifts caused
by satellite platform heterogeneity, sensor configuration differences, and non-IID data
distribution. Heterogeneous clients first extract personalized latent features through their
dedicated feature extractors, and then map features of different original dimensions to a
unified latent space through a trainable linear feature adapter layer. The server aggregates
the adapted features of all participating clients to obtain a global feature center fgop,1,
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and constrains the feature output of the server model to approach this global center
through alignment loss, so that fault features of the same category from different satellite
platforms can be clustered in the unified latent space. This enables the global model to
uniformly interpret heterogeneous feature distributions across all clients, and effectively
avoids the problem of invalid knowledge transfer caused by feature space misalignment in
cross-platform distillation.

This paper selects the L2 norm (Mean Squared Error, MSE) as the feature alignment
loss function, which is calculated as:

feat

Lyeer ‘ hsermzr - hglobul

2
5 = \/(hserver - hglobul) (7)

|||l denotes the L2 norm, and /lgever represents the latent feature vector of server

data. The L2 norm directly measures the Euclidean distance of continuous latent features
with low computational overhead, adapting to resource-constrained on-board devices. It
provides smooth gradients for stable federated iteration and fits the unified feature space
design without extra conversion steps.

Distillation loss L3777 represents the discrepancy between server predictions and
client distilled knowledge. It enhances the server’s ability to learn edge knowledge and
improves fault diagnosis capabilities for rare failures. It is calculated using KL divergence:

o Petobal
distill = DKL(Pglobal | pserver ) = Z P;lobﬂl log < Pf = (8)
i=1

server

C denotes the total number of data categories, and Dgj (-) represents the KL diver-
gence function. KL divergence specializes in measuring probability distribution differ-
ences, fully retaining inter-fault correlation information that hard labels cannot provide.
It aligns with the core goal of knowledge distillation and maintains stable gradients under
temperature scaling.

Weighted summation of the above three loss categories yields the total server loss,
thereby optimizing the server’s global diagnostic capabilities:

Lserver = MLE"™" + A2Lifea™ + AsLiisti ©)

A represents the loss weighting coefficient, which is manually set based on the experi-
mental objectives and focus areas.

3.3.3. Client Reverse Knowledge Distillation

In the collaborative bidirectional distillation framework, client-side reverse distillation
refers to the process of knowledge flowing back from the server to the client. The client
receives globally distributed knowledge from the server and locally computes classification
loss, feature alignment loss, and distillation loss. This guides the client model to fur-
ther optimize local feature representations and classification predictions, reducing feature
distribution discrepancies caused by data heterogeneity. It prevents the client from overfit-
ting due to limited local data, thereby enhancing the client’s generalization capability on

unseen data.
client

cls
, and distillation loss L;’llft’:ﬁ are consistent with those on the server, though the

The calculation principles for the client’s classification loss L
[ client
t

, feature alignment
loss
knowledge flow direction is reversed.

Different from the server-side alignment that pursues global feature fusion, the
client-side feature alignment aims to guide the local feature space to evolve toward the
globally unified feature space calibrated by the server, so as to correct the local model drift
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caused by limited and skewed local data. The client takes the server-issued global standard
feature vector as the alignment target, and uses the same L2 norm loss to constrain its own
feature output. This can not only retain the personalized feature extraction capability of
the local model for its own satellite platform data, but also make its feature distribution
compatible with the global knowledge system, laying a foundation for the subsequent
generalization of unseen fault categories in the task-specific distillation phase.

Specifically, cross-entropy is adopted for classification loss to anchor the diagnostic
accuracy of visible faults and prevent performance degradation under distillation guidance.
The L2 norm is retained for feature alignment loss, with low computational overhead
adapting to on-board resource constraints. KL divergence is used for distillation loss to
absorb global inter-class correlation knowledge and alleviate local overfitting caused by
sparse and skewed samples.

Accordingly, we obtain:

Ligem = _Z Ytrue 10g Petient (10)
i 2
L;ZLZS?t = [|ctient — hserver|l, = \/(hclient — hserver) (11)
Lclient -D . _ < i 1 péerver 12
distill — KL(pSEVUer”pclzent) = Z Pserver 108 i (12)
i=1 client

The client enhances the local diagnostic capability and generalization capability of the
total loss model, where the total loss Lj;.,,; is defined as:

cls

Lejient = Achlient + A2L5flei£?t + /\3L§liisetrill§ (13)

3.4. Task-Specific Distillation Phase

During the task-specific distillation phase, dynamic adjustments to training weights
and knowledge transfer strategies significantly enhance the client model’s recognition
capabilities for unseen data categories. This phase freezes the server model parameters
and halts server training. The server acts as a teacher, guiding the client to learn and
predict specifically for unseen data; simultaneously, the client trains locally on seen data to
maintain recognition capabilities for known data.

First, freeze the server model parameters and halt server optimization. The frozen
server transmits teacher guidance, including soft predictions and global feature representa-
tions, to guide client-side unseen-category learning. Calculate the visible loss Lse., for the
client using formula (3) and the unseen loss Lyseen using formula (13). The total loss for
client k adopts a linear weighted combination form with dynamic adjustment coefficients:

th{otal = &¢Lynseen + BtLseen (14)

where a; and f; denote the loss weights for unseen and seen categories at training round ¢,
respectively. The weights are updated per round adaptively according to the client’s local
unseen fault diagnosis performance, following the rules below:

Xt = Clip(“tfl + 17 - Aaccynseen, Xmin, “max) (15)

Br=1—ua; (16)

Aaccynseen is the accuracy difference in unseen categories between the current round
t and the previous round t — 1, calculated on the client’s local validation set. # is the
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fixed weight update step size, and the Clip(-) function constrains «; within the interval
[Xmin, ®max] to avoid extreme weight imbalance.

When Aaccyuseen > 0, unseen fault learning progresses effectively, and «; increases
moderately to strengthen the guidance of global teacher knowledge and accelerate conver-
gence of unseen generalization. When Aaccyuseen < 0, learning stagnates or degrades, and
«; remains unchanged to prevent overfitting to unseen data while stabilizing seen fault
performance. The entire weight update process is executed locally on each client without
extra communication with the server, which automatically adapts to heterogeneous learn-
ing progress of different satellite platforms and eliminates the need for per-client manual
tuning. The initial values of « and f are set empirically according to the sample ratio of
seen to unseen fault categories.

For clarity and reproducibility, the complete two-stage training pipeline of the AFDL
framework, covering bidirectional distillation, phase switching, and dynamic weight
adaptation, is formalized in Algorithm 1.

Algorithm 1. Complete Two-Stage Training Procedure of AFDL

Input:

Private datasets Dy, fork=1,2...N;

Initial global server model fgserver;

Initial local client models fyy;

Phase transition thresholds acc!,,,, acct’ ;

Initial loss weights for Phase 2: ag, Bo;

Weight update step size 7, weight bounds [amin, ¥max);
Maximum communication rounds T7 (Phasel), T, (Phasel);
Number of selected clients per round K;

Output:
Trained global server model foservers
Trained local client models fy;

I Phase 1: Collaborative Bidirectional Distillation
Forroundt=1,2,..., T do:
1. Client Local Training Process
For eachclientk=1,2,..., N in parallel do
For each batch {x;, y;}! ; € Dys do

(@ Extract local features and predictions h

client
cls

f:lient and plclient
(@ Compute classification Loss L
® Update client models fgy

® Upload to server: Local features hil iont
2. Server Knowledge Distillation Process

and predictions pili ont

For server do
(O Aggregate uploaded knowledge:
Global feature center hgj,p,1; Average soft labels pojopa
@ Compute total server loss Lserver:

Server classification loss L¢"%¢"; Distillation loss L3¢Y¢"- Feature
cls distill

server
Lfeat

(® Update server model fyserver

alignment loss
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Algorithm 1. Cont.

3. Client Reverse Distillation
For each clientk=1,2,...,Ndo
(® Download from server: Updated global soft labels pserver; Server feature
Vector hgerper
@ Compute total client loss:
Client classification loss Lg%é“"t ; Distillation
loss L;’;g?t; Feature alignment loss Lj‘ilels;‘t
® Update client models fg;
4. Check phase transition condition
If server accuracy > acct’, . and all clients’ seen accuracy > acc, :

Break and proceed to Phase 2.

II: Phase 2: Task-specific Distillation
1. Freeze server model parameters 8server.
2. Server distributes teacher guidance to each client k: server latent features fserper,
server soft predictions pserver.
3. Initialize: & < ag, B + Bo, accg,%een +— 0.
Forroundt=1,2,..., T, do:
Foreachclientk=1,2,...,N do:
@ Compute seen loss Lg., Via cross-entropy classification loss.
@ Compute unseen loss Lyyseen-
(® Evaluate current unseen accuracy acc%sem on local validation set.
(® Calculate accuracy improvement: Aaccypuseen = accgfgseen — accg,iqgge)n

@ Update loss weights a; dynamically.

k
total

@ Update local model parameters 6 via gradient descent.

@ Compute total training loss L

4. Experiment

This section evaluates the proposed AFDL framework on two datasets: a proprietary
in-orbit satellite control system dataset and the public ESA anomaly dataset. To improve
readability, each dataset evaluation is organized into three parts: dataset and parameter
settings, main experimental results, and comparative analysis including ablation and
baseline comparisons. The common evaluation protocol, including repeated random trials,
mean =+ standard deviation reporting, and communication-overhead measurement, is
shared by both datasets unless otherwise specified.

4.1. Proprietary In-Orbit Satellite Control System Dataset Experiment
4.1.1. Experimental Data

To replicate the model heterogeneity and data heterogeneity inherent in constellation
operations, this study selected fault data from two in-orbit satellite control systems. Both
systems are equipped with varying numbers of star sensors, gyroscopes, and momentum
wheels. Satellites with fewer components serve as small clients (16 units), processing
26-dimensional local data; those with more components function as large clients (16 units),
processing 33-dimensional local data. Each fault sample spans 900 min with a sampling
frequency of 0.5 s. Ten fault types were selected for each client category, totaling 20 fault
types. Each local client stores 18,000 data points: 12,000 normal data points and 6000 fault
data points. The data is divided into training and test sets at a 7:3 ratio. A portion of the
data is used for dimensionality reduction visualization, as shown in Figure 5.
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Figure 5. Experimental data visualization.

To simulate data isolation among different clients, this paper configures each client to
contain only 3—4 types of fault data locally, with data from different client types remaining
mutually isolated. The data distribution among clients is shown in Figure 6, where clients
0-15 are small clients and clients 16-31 are large clients. Data types 0-9 represent local data
for small clients, while types 10-19 represent local data for large clients.

Client Class Coverage Matrix

Figure 6. Client data distribution chart.

4.1.2. Parameter Settings

The experimental hardware environment consisted of an AMD Ryzen 7 5800H CPU,
an NVIDIA GeForce RTX 3060 GPU, and 16 GB of RAM. The software environment was
based on Python 3.10. Neural networks with different architectures were configured for
small clients, large clients, and the server. Since the server was required to achieve global
diagnostic capability while keeping computational costs low, its architecture was set to
be identical to that of the large client. For the low-dimensional data from small clients,
zero-padding was applied in advance to expand the input dimension to 33 for unified pro-
cessing. The neural network architecture is shown in Table 2, and the training parameters
are listed in Table 3.
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Table 2. Neural network architecture configuration.
Small Client Large Client Server
Input Dimension 26 33 33
Linear Linear Linear
Feature Extractor (26.’ 256) (33.’ 512) (33.’ 512)
Linear Linear Linear
(256, 128) (512, 128) (512,128)
Feature Alienment Linear Linear Linear
& (128, 128) (128, 128) (128, 128)
Classifier Linear Linear Linear
(128, 20) (128, 20) (128, 20)
Dropout 0.3 0.3 0.3
Feature Dimension 128 128 128
Output Category 20 20 20
Total parameter count 92K 145 K 145K
Table 3. Training process parameter settings.
Parameters Phase 1 Phase 2 Instruction
Learning Round 60 60 Early Stopping with Conditions
Client selection per round 10/32 10/32 Random Uniform Sampling
Local training epoch 2 2 Client Local Update
Batch size 64 64 Data Loading Batch
Client learning rate 0.01 0.01 Adam Optimizer
Server learning rate 0.001 0.001 Adam Optimizer
Feature Alignment Weight 0.3 0.3 MSE Loss Coefficient
Distillation Loss Weight 0.5 Dynamic Adjustment KL Divergence Loss Coefficient
Temperature Parameters T 2.0 2.0 Knowledge Distillation Temperature
Weight Adjustment Fixed Dynamic Adjustment Improvement on Unseen Classes

The training process was divided into two phases, corresponding to collaborative
bidirectional distillation and task-specific distillation, respectively. In this experiment,
the phase transition condition was defined as server accuracy > 85% and local seen-data
accuracy > 95% for all clients, or when the maximum number of training rounds was
reached. The second training phase was terminated when the average local unseen-data
accuracy of clients exceeded 90% while the local seen-data accuracy remained above 95%,
or when the maximum number of training rounds was reached. To reduce the influence
of random initialization and client sampling fluctuations, all comparative experiments
and ablation studies were repeated 10 times with distinct random seeds, which controlled
network initialization, data shuffling, and client selection. All results related to diagnostic
accuracy, training time, experimental communication latency, and communication overhead
are reported as mean =+ standard deviation.

4.1.3. Experimental Results

The main result on the proprietary dataset is that AFDL achieves high server-side
diagnostic accuracy while substantially improving client-side unseen-fault recognition
with moderate communication overhead. Across the 10 independent runs, the pro-
posed method completed the first training phase after 30 & 8 communication rounds and
completed the second training phase after 60 communication rounds. The final average
seen-data accuracy on clients reached 99.58% =+ 0.32%, while the unseen-data accuracy was
84.86% =+ 2.62%. The server-side diagnostic accuracy reached 92.36% =+ 1.45%, with an
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F1 score of 89.40% =+ 2.10% and a recall rate of 77.75% =+ 3.45%. In terms of communication
overhead, the total communication volume during training was 412.64 + 42.36 MB, and
the average experimental communication latency was 1.28 & 0.18 s per round. The total
training duration was 69.73 + 9.84 s, and the average client upload/download traffic
was 5.92 = 0.67 MB.

Among the 10 repeated experiments, the best-performing run was selected to visu-
alize the actual diagnostic effect. These conditions were met in the 27th round, which
triggered the phase transition, and the second phase stopped at a maximum number of
training rounds of 60. The final average seen accuracy on clients was 99.83%, with unseen
accuracy at 87.48%. Server accuracy reached 93.7%, achieving an F1 score of 91.50% and
a recall rate of 81.20%. The total communication volume during training was 379.19 MB,
with an average experimental per-round training and communication time of 1.16 s. The
total training duration was 69.73 s, and the average client upload/download traffic was
5.92 MB. It should be noted that this study evaluates communication efficiency mainly
from the perspective of transmitted data volume. Physical inter-satellite link effects, such
as propagation delay, link acquisition delay, dynamic routing, and queueing delay, are not
explicitly modeled and will be considered in future work.

The training curve is shown in Figure 7, and the server confusion matrix is presented
in Figure 8. As shown in Figure 7, the server accuracy increases rapidly during the collabora-
tive bidirectional distillation phase and becomes stable after the phase transition, indicating
that the first stage effectively improves global knowledge aggregation. Meanwhile, the
client-side unseen accuracy continues to increase during the task-specific distillation phase,
while the seen accuracy remains at a high level, demonstrating that the second stage im-
proves unseen-fault generalization without significantly sacrificing seen-fault recognition.
As reflected by the per-class results in the server confusion matrix in Figure 8 and the
client-side unseen evaluation, AFDL achieves stable recognition across most fault cate-
gories. This indicates that the improvement in unseen accuracy is broadly consistent rather
than dominated by a few easily recognized classes.

Server Model Accuracy

1.0{ —8— Server Accurac, y
~+ Server (Phase 2, fixed)

[~ "Phase Change ~ =~~~ """ TTTTTomm oo oge
Round 27

0 10 20 30 40 50 60
Rounds

Client Model Accuracy (All Clients)

10 —u-uuw

E = Avg Client Seen Accuracy
H —&— Avg Client Unseen Accuracy

H
0 10 20 30 40 50 60
Rounds

Figure 7. Training process curve.
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Figure 8. Server confusion matrix.

4.1.4. Ablation Experiments

To verify the performance improvements brought by the proposed feature alignment
mechanism, lightweight bidirectional knowledge distillation and task-specific distillation
phase for fault diagnosis under heterogeneous data and heterogeneous model scenarios,
three ablation variants are designed in this section.

The first variant, denoted as M1, is constructed to quantify the contribution of the
feature alignment mechanism to heterogeneous knowledge transfer. Specifically, the train-
able feature adapter layer is removed from both client and server architectures, and the
feature alignment loss term is excluded from the total loss function of the collaborative
bidirectional distillation phase.

The second variant, denoted as M2, is used to verify the communication efficiency
gain from lightweight bidirectional knowledge distillation. Instead of transmitting compact
latent feature vectors and soft probability distributions between clients and the server,
M2 adopts the traditional federated parameter uploading scheme that transfers complete
network weights in both directions, removing the lightweight bidirectional knowledge
transmission pipeline.

The third variant, denoted as M3, is designed to validate the enhancement effect of the
task-specific distillation phase on the generalization performance for unseen faults. In this
variant, the task-specific distillation phase is removed, and the model outputs the results
directly upon the completion of the first training phase.

For all three variants, all model configurations and dataset settings remain completely
consistent with the full AFDL framework except for the ablated modules, to ensure strict
single-variable control. Specifically, M1, M2, M3, and AFDL use the same client partition,
seen/unseen fault split, client sampling sequence, local training epochs, batch size, opti-
mizer settings, model-capacity configuration, and maximum communication-round budget.
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Therefore, the differences reported in Table 4 can be attributed to the removed modules
rather than differences in data partitioning, training budget, or model scale.

Table 4. Comparison of variant methods.

Indicator M1 M2 M3 AFDL
Server Accuracy Rate 67.8% £+ 3.1% 90.1% =+ 3.6% 91.9% =+ 2.0% 92.3% + 1.4%
Mean Client Seen Accuracy 99.3% £ 0.2% 99.5% £ 0.3% 98.9% £ 0.7% 99.5% £ 0.3%
Mean Client Unseen Accuracy 52.6% £ 7.1% 88.4% =+ 3.5% 54.7% £ 5.1% 84.8% £ 2.6%
Training Time (s) 61.3 £8.5 86.4+12.3 50.4+79 69.7 £ 9.8
Communication Volume (MB) 365.2 £ 384 681.3 + 68.7 285.3 £31.2 412.6 +42.3

As shown in Table 4, the full AFDL framework achieves the best overall balance
between diagnostic performance and communication efficiency. Compared with M1, which
removes the feature alignment mechanism, AFDL improves the server accuracy from
67.8% to 92.3% and the mean client unseen accuracy from 52.6% to 84.8%. This indicates
that feature alignment plays a critical role in bridging the representation gap among
heterogeneous client and server models. Specifically, the feature alignment loss constrains
heterogeneous client and server representations into a more consistent latent space, thereby
reducing the mismatch caused by different model architectures and data distributions.
Without this constraint, the knowledge transferred from different clients becomes less
consistent and more difficult to integrate effectively, leading to significant degradation in
both server-side aggregation and client-side generalization to unseen fault categories.

Compared with M2, which replaces lightweight bidirectional knowledge distillation
with complete parameter transmission, AFDL achieves comparable diagnostic perfor-
mance while substantially reducing communication overhead. Although M2 obtains a
slightly higher unseen accuracy, its communication volume reaches 681.3 MB, which
is 65.1% higher than that of AFDL. Its training time also increases from 69.7 s to 86.4 s. This
result demonstrates that complete parameter transmission can preserve more model infor-
mation and may slightly improve unseen fault recognition, but it significantly increases
the communication volume and training time. In contrast, AFDL transmits compact fea-
ture representations and soft probability distributions, reducing communication overhead
while maintaining competitive diagnostic accuracy. Therefore, AFDL is more suitable for
bandwidth-constrained satellite constellation scenarios.

Compared with M3, which removes the task-specific distillation phase, AFDL shows a
significant improvement in client unseen fault diagnosis. The mean client unseen accuracy
increases from 54.7% to 84.8%, while the server accuracy remains at a similar level. This
confirms that the second-stage task-specific distillation mainly contributes to improving
the generalization ability of local clients for unseen fault categories. Although this phase
increases the training time and communication volume compared with M3, the substantial
gain in unseen fault recognition demonstrates its necessity for practical constellation
fault diagnosis.

Overall, the ablation results verify the effectiveness of the three core components of
AFDL. The feature alignment mechanism improves heterogeneous knowledge fusion, the
lightweight bidirectional distillation strategy reduces communication overhead compared
with full-parameter transmission, and the task-specific distillation phase significantly
enhances client-side generalization to unseen faults.

4.1.5. Comparison of Baseline Methods

We first compare AFDL with centralized learning in terms of training communication
volume. In the centralized learning setting, clients are required to upload their local data
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to the server for centralized model training, resulting in a total communication volume
of 962.31 MB. In contrast, AFDL only exchanges model-related knowledge, including
model updates, feature representations, and soft-label information, without transmitting
raw telemetry data. Across 10 independent runs, the average communication volume
of AFDL is 412.64 MB, corresponding to a 57.1% reduction compared with centralized
learning. This result demonstrates that the proposed knowledge distillation strategy effec-
tively reduces data transmission while preserving collaborative diagnostic learning across
heterogeneous clients.

To further demonstrate the effectiveness of the proposed method, we compare it with
several state-of-the-art federated learning approaches specifically designed for handling
model and data heterogeneity. The selection of comparative methods was determined by
the heterogeneous setting considered in this study. Unlike conventional federated learning
scenarios that assume identical model architectures or homogeneous data distributions
across clients, the proposed fault diagnosis task involves both model heterogeneity and
data heterogeneity among different satellite platforms. Therefore, many classical federated
learning methods, such as Fed Avg and its direct variants, cannot be directly applied without
imposing additional model unification or data homogenization assumptions, which would
change the problem setting of this paper. For this reason, the comparative methods were
selected from representative recent federated learning approaches that can handle heteroge-
neous models or heterogeneous knowledge transfer to some extent, including FedDF [27],
FedKD [28], and FedGPD [29]. These methods cover the main feasible comparison cate-
gories for the proposed setting, including ensemble distillation, communication-efficient
knowledge distillation, and prototype-based heterogeneous federated learning, thereby
providing a relevant and fair comparison under the heterogeneous constellation fault diag-
nosis scenario considered in this work. To ensure a fair comparison, all baseline methods
were implemented under the same experimental protocol as AFDL. They used the same
client partition, client sampling strategy, local epochs, batch size, optimizer settings, train-
ing/test split, and seen/unseen fault division. For model capacity, each method used the
same small-client, large-client, and server backbone architectures as those used in AFDL
whenever applicable. For methods that do not explicitly distinguish seen and unseen fault
categories, the same seen/unseen split was still retained for evaluation so that client-side
generalization could be measured consistently. In addition, all methods were trained under
the same maximum communication-round budget. Although AFDL adopts a two-stage
training procedure, its total training budget was kept comparable to that of the baselines.
The comparative results are summarized in Table 5.

Table 5. Comparison of baseline methods.

Indicator

FedDF

FedKD

FedGPD

AFDL

Server Accuracy Rate
Mean Client Seen Accuracy
Mean Client Unseen Accuracy
Training Time (s)
Communication Volume (MB)

81.1% £ 3.2%
99.3% £ 0.4%
53.2% £ 5.7%
579 +£28
286.5 + 30.3

69.2% + 4.6%
99.1% £ 0.5%
55.5% £ 6.9%
493+74
263.4 £ 28.7

78.4% £+ 3.1%
98.7% £ 0.9%
63.6% £ 4.3%
524 +7.6
315.2 £ 33.9

92.3% + 1.4%
99.5% £ 0.3%
84.8% £ 2.6%
69.7 £ 9.8
412.6 +42.3

As shown in Table 5, AFDL achieves the best overall diagnostic performance among all
compared methods. Its server-side accuracy reaches 92.3% == 1.4%, which is 11.2 percentage
points higher than FedDF, the second-best method with 81.1% = 3.2%. This result indicates
that the proposed bidirectional distillation and feature-level alighment mechanisms enable
the server to integrate heterogeneous client knowledge more effectively and learn more
globally representative diagnostic features.
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For client-side diagnosis, all methods maintain high seen-fault accuracy, but clear
differences appear in unseen-fault recognition. AFDL achieves the highest mean client
unseen accuracy of 84.8% =+ 2.6%, outperforming FedGPD, FedKD, and FedDF by 21.2,
29.3, and 31.6 percentage points, respectively. This demonstrates that the task-specific dis-
tillation phase substantially improves client-side generalization to unseen fault categories.
In contrast, FedDF mainly focuses on ensemble-based server fusion, FedKD relies on
the quality of distilled knowledge transfer, and FedGPD alleviates non-IID feature shifts
through global prototypes; however, these mechanisms do not explicitly optimize local
clients for unseen fault recognition under heterogeneous satellite platforms.

In terms of efficiency, AFDL requires more training time and communication volume
than the three baselines, with a training time of 69.7 & 9.8 s and a communication volume
of 412.6 & 42.3 MB. Compared with FedGPD, AFDL increases training time by approxi-
mately 33.0% and communication volume by approximately 30.9%. This additional over-
head is mainly introduced by the second-stage task-specific distillation and bidirectional
knowledge transfer. Nevertheless, the overhead is accompanied by substantial improve-
ments in server accuracy and unseen-fault recognition, which is acceptable for satellite
fault diagnosis scenarios where diagnostic reliability is more critical than minimizing
communication cost alone.

4.2. Public ESA Anomaly Dataset Experiment
4.2.1. Experimental Data

The ESA Anomaly Dataset [30] represents the first large-scale annotated anomaly
dataset derived from real satellite telemetry data, with annotations originating from
three European Space Agency (ESA) space missions. The ESA dataset experiment fol-
lows the same evaluation protocol as the proprietary dataset experiment in Section 4.1,
including the same random-seed strategy, metric reporting format, fairness protocol for
baseline comparison, and communication-overhead measurement. Therefore, this section
focuses on the dataset-specific configuration and the key comparative findings on the ESA
dataset. This study utilizes ten months of data from Mission 1, covering the period from
1 January 2000 to 1 November 2000, at a sampling interval of 30 s, resulting in a total of
878,401 samples. Each sample comprises 76 dimensions of sensor channel measurements.
Both the dataset and results are anonymized to prevent disclosure of mission-sensitive
information such as channel names, timelines, or specific measurement types. The data
is categorized into three major classes: 753,472 normal samples, 55,538 samples of Fault
Type 1, and 69,391 samples of Fault Type 2. Each fault category corresponds to multiple
combinations of channel anomalies: Fault Type 1 encompasses 86 distinct combinations
involving channels 1 to 50, while Fault Type 2 includes 109 combinations spanning all
channels. For the purpose of this study, we select the four most frequent combinations
from each fault category and consolidate the remaining infrequent combinations into a
fifth mode, resulting in a total of ten fault modes. This curated fault dataset is summarized
in Table 6.

To simulate the structural differences and data isolation among various satellite mod-
els, this study configures small clients with sensor data from Channels 1 to 50, corre-
sponding to Fault Category 1 as the fault data, while large clients are assigned sensor
data from all channels, corresponding to Fault Category 2 as the fault data. Each client
contains samples from the normal class and is assigned only 2 to 3 subcategories of fault
data from their respective major fault category. The data distribution across clients is
summarized in Figure 9.
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Table 6. Summary of fault dataset categories.
Fault Mode Faulty Channel Combination Number Total
Normal 753,472 753,472
Channel
Fault Mode 1 2230,31,38,39 20,560
Channel
Fault Mode 2 15,22,23,31,39 18,561
Fault Type 1 Channel 69,391
FaultMode3 5 16 95 93 94 31,32,33,39,40 8139
Channel
Fault Mode 4 223139 3909
Fault Mode 5 Others 18,222
Channel
Fault Mode 6 16,24.32,33 40 21,595
Channel
Fault Mode 7 16,24,32,33,40,47,48,49,50,51, 6953
52,57,58,59,60,66
Channel
Fault T 2 55,538
autt lype Fault Mode g 121317,1819,20,2526,27,28,34,35,
aultMode 8 3¢ 37 41 42 43 44 45 46,47,48,49,50, 2038
51,52
Channel
FaultMode9 19/ 3533 40,47,48,49,50,51,52,66 4287
Fault Mode 10 Others 22,703

Client-Class Assignment Matrix

Figure 9. Client data distribution chart.

4.2.2. Parameter Settings

The experimental environment and methodology are identical to those as described

in Section 4.1.2. Due to differences in the experimental dataset, specific parameters vary ac-

cordingly. The neural network architecture is shown in Table 7, and the training parameters

are listed in Table 8. For the ESA dataset, the second training phase was terminated when

the average local unseen-data accuracy of clients exceeded 75% while the local seen-data

accuracy remained above 95%, or when the maximum number of training rounds was
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reached. This threshold was lower than that used for the proprietary dataset because the
ESA telemetry data contained more complex temporal patterns, higher-dimensional sensor
channels, and more diverse anomaly combinations, making unseen fault recognition more
difficult. Setting the threshold to 75% therefore provides a practical early-stopping criterion
that balances unseen-fault generalization, training time, and communication overhead.

Table 7. Neural network architecture configuration.

Small Client Large Client Server
Input Dimension 50 76 76
Linear Linear Linear
Feature Extractor (59’ 256) (76.’ 512) (76.’ 512)
Linear Linear Linear
(256, 128) (512, 128) (512, 128)
Linear Linear Linear
Feature Adapter (128, 128) (128, 128) (128, 128)
Classifier Linear Linear Linear
asste (128, 11) (128, 11) (128, 11)
Dropout 0.3 0.3 0.3
Feature Dimension 128 128 128
Output Category 11 11 11
Total parameter count 107 K 183 K 183 K
Table 8. Training Parameter Settings.
Parameters Phase 1 Phase 2 Instruction
Learning Round 50 50 Early Stopping with Conditions
Client selection per round 12/32 12/32 Random Uniform Sampling
Local training epoch 2 2 Client Local Update
Batch size 32 32 Data Loading Batch
Client learning rate 0.001 0.001 Adam Optimizer
Server learning rate 0.0005 0.0005 Adam Optimizer
Feature Alignment Weight 0.2 0.3 MSE Loss Coefficient
Distillation Loss Weight 0.6 Dynamic Adjustment KL Divergence Loss Coefficient
Temperature Parameters t 2.0 2.0 Knowledge Distillation Temperature
Weight Adjustment Fixed Dynamic Adjustment Improvement on Unseen Classes

4.2.3. Experiment Result

The ESA dataset further verifies that AFDL maintains its advantage in unseen-fault
generalization under a public satellite telemetry benchmark, although the more complex
telemetry patterns lead to longer training time. Across the 10 independent runs, the
proposed method completed the first training phase after 8 & 3 communication rounds and
completed the second training phase after 50 communication rounds. The final average
seen-data accuracy on clients reached 99.39% =+ 0.35%, while the unseen-data accuracy was
72.90% =+ 3.28%. The server-side diagnostic accuracy reached 85.63% =+ 1.92%, with an
F1 score of 79.63% =+ 2.47% and a recall rate of 72.03% = 3.76%. In terms of communication
overhead, the total communication volume during training was 172.36 + 22.42 MB, and
the average experimental communication latency was 0.783 £ 0.135 s per round. The
total training duration was 8967 + 874 s, and the average client upload/download traffic
was 2.81 + 0.39 MB.
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Among the 10 repeated experiments, the best-performing run was selected to visu-
alize the actual diagnostic effect. In this run, the phase transition condition was met in
round 6, after which the server ceased updating and acted as a fixed teacher to guide
the clients through task-specific distillation on unseen fault categories. The final average
seen accuracy on clients was 99.72%, with unseen accuracy at 76.17%. Server accuracy
reached 87.14%, achieving an F1 score of 82.04% and a recall rate of 75.32%. The total
communication volume during training was 161.87 MB, with an average experimental
per-round training and communication time of 579 s. The total training duration was
8112 s, and the average client upload/download traffic was 2.43 MB. It should be noted
that this study evaluates communication efficiency mainly from the perspective of trans-
mitted data volume. Physical inter-satellite link effects, such as propagation delay, link
acquisition delay, dynamic routing, and queueing delay, are not explicitly modeled and
will be considered in future work. The training curves are depicted in Figure 10, and the
server confusion matrix is shown in Figure 11.

Server Model Performance
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Figure 10. Training process curve.
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Figure 11. Server confusion matrix.
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4.2.4. Ablation Experiments

To further verify the generalizability of the ablation conclusions, the same ablation
variants were evaluated on the ESA dataset. The results show trends consistent with those

on the self-collected dataset. The experimental results are shown in Table 9.

Table 9. Comparison of variant methods.

Indicator

M1

M2

M3

AFDL

Server Accuracy Rate
Mean Client Seen Accuracy
Mean Client Unseen Accuracy
Training Time (s)
Communication Volume (MB)

63.4% £ 3.8%

99.1% £ 0.5%

46.8% =+ 6.4%
7812 + 806
148.7 £19.3

84.2% £ 2.6%
99.3% £ 0.4%
74.1% £ 4.2%
11,264 £+ 1187
286.41 + 34.86

84.7% £ 2.3%
98.6% =+ 0.8%
51.6% £+ 5.7%
6358 + 742
119.58 £ 16.24

85.6% £ 1.9%
99.4% =+ 0.3%
72.9% £ 3.3%
8967 + 874
172.36 4= 22.42

4.2.5. Comparison of Baseline Methods

Following the same comparison protocol as in Section 4.1.5, we further compare
AFDL with centralized learning on the ESA dataset. The centralized learning method
requires a total communication volume of 736.87 MB because local telemetry data need to
be uploaded for server-side training. By contrast, AFDL only transmits compact training-
related knowledge rather than raw data, resulting in an average communication volume of
172.36 MB over 10 independent runs. This corresponds to a 76.6% reduction in communi-
cation volume, further confirming the communication efficiency of AFDL on the public
satellite telemetry benchmark. To further substantiate the generalization of AFDL, the
proposed method is compared with FedDF, FedKD, and FedGPD on the ESA dataset, as
summarized in Table 10.

Table 10. Comparison of baseline methods.

Indicator FedDF FedKD FedGPD AFDL
Server Accuracy Rate 75.7% £ 3.3% 64.8% £ 4.8% 71.6% £ 2.7% 85.6% £ 1.9%
Mean Client Seen Accuracy 99.2% £ 0.4% 99.1% £ 0.6% 98.7% £ 0.9% 99.4% £ 0.3%
Mean Client Unseen Accuracy 45.6% +£ 6.1% 46.8% + 6.4% 54.2% =+ 5.3% 72.9% =+ 3.3%
Training Time (s) 7423 £ 815 6810 £ 769 6972 £ 798 8967 + 874

Communication Volume (MB)

126.84 + 17.53

118.62 + 15.94

132.27 + 18.68

172.36 £ 22.42

The results show trends consistent with those observed on the proprietary dataset.
AFDL achieves the highest server accuracy of 85.6% =+ 1.9% and the highest mean client
unseen accuracy of 72.9% =+ 3.3%, outperforming the strongest baseline by 9.9 and
18.7 percentage points, respectively. Meanwhile, all methods maintain high seen-fault
accuracy, indicating that the main advantage of AFDL lies in improving global server diag-
nosis and client-side unseen-fault generalization. Although AFDL requires higher training
time and communication volume than the baseline methods, this additional overhead
is acceptable considering its substantial improvement in unseen-fault recognition on the
public ESA telemetry benchmark.

5. Conclusions

This paper addresses key challenges in constellation system fault diagnosis, including
multimodal heterogeneity, communication constraints, and data scarcity, by proposing
an Adaptive Federated Dual Knowledge Distillation (AFDL) framework. The approach
establishes a multimodal heterogeneous federated architecture to effectively coordinate
collaborative learning across satellite models of varying configurations. A lightweight
bidirectional knowledge distillation strategy is introduced to significantly reduce commu-
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nication overhead while maintaining diagnostic accuracy. Furthermore, a task-specific
distillation phase is designed to integrate global guidance with client-specific optimiza-
tion, substantially enhancing the generalization capability of local models. Experimental
results demonstrate that AFDL outperforms existing federated learning methods in both
global server-side performance and client-side accuracy in diagnosing unseen faults, while
retaining high recognition rates for known fault types, indicating superior overall capability.

Despite these advancements, the current study still has several limitations.
The experiments mainly evaluate communication efficiency from the perspective of trans-
mitted data volume and experimental communication latency. Real inter-satellite commu-
nication environments are more complex, involving intermittent connectivity, time-varying
topology, link acquisition delay, propagation delay, routing delay, queueing delay, and
possible packet loss. These factors may affect the stability of federated aggregation and
the timeliness of knowledge distillation in practical satellite constellations. Therefore,
although the proposed method demonstrates promising communication efficiency under
controlled experimental settings, its deployment in real satellite networks still requires
further validation under dynamic topology and realistic link-delay conditions. Future
work will focus on topology-aware asynchronous federation and delay-tolerant knowledge
distillation mechanisms.
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