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Abstract

Deep-learning models are increasingly deployed in image recognition and intelligent
decision-making, making model copyright verification important for protecting valuable
digital assets. Existing structure- or parameter-based comparison methods are difficult to
apply when only black-box access to a target model is available, and ordinary test sam-
ples often fail to reveal decision-boundary differences. This paper proposes a black-box
copyright verification method based on adaptive boundary fingerprints. The method gen-
erates candidate boundary samples using the Fast Gradient Sign Method (FGSM), selects
fingerprints under source correctness, margin, class balance, and diversity constraints,
and measures source—target behavioral similarity by fusing label consistency, probability-
distribution similarity, and boundary transition consistency. A decision threshold is then
calibrated from the background distribution of independent models. Experiments on
CIFAR-100 and Tiny-ImageNet show that independent models remain below calibrated
thresholds, while most derived models obtain higher scores. On CIFAR-100, the method
achieves a 91.7% detection rate and a 0.0% false-positive rate, with Area Under the Receiver
Operating Characteristic Curve (AUROC) and Area Under the Precision-Recall Curve
(AUPR) of 0.9750 and 0.9643, respectively. These results indicate that adaptive boundary
fingerprints provide effective evidence for black-box model copyright verification.

Keywords: model copyright protection; model fingerprint; black-box verification;
decision boundary

1. Introduction

In recent years, deep-learning models have been widely applied in areas such as image

recognition, speech processing, natural language understanding, recommendation systems,
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learning models faces more complex challenges. First, model weight files can be directly
This article is an open access article

dist copied and redeployed, allowing attackers to reuse the model owner’s training outcomes
istributed under the terms and
without authorization, thereby directly infringing on model copyright and commercial

conditions of the Creative Commons

Attribution (CC BY) license. interests. Second, even if attackers cannot directly access model parameters, they can
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construct functionally similar surrogate models through public API queries, training data
sampling, or knowledge distillation, allowing model behavior to be indirectly copied and
increasing the stealth of copyright infringement. Third, attackers can further fine-tune,
prune, quantize, perform architecture transfer, or re-distill the stolen model to reduce
structural and parametric similarity to the original, thereby evading traditional copyright
detection methods and further complicating model copyright verification and infringement
evidence collection. Such model theft and derivation not only harm the legitimate rights of
model developers but also disrupt the normal order of the Al model market.

1.1. Research Problem

This paper focuses on the following problem: In a black-box scenario where only
the target model’s output can be queried and its network structure and parameters are
inaccessible, can the model owner generate a set of boundary fingerprint samples from the
source model and determine whether the target model is suspected to be derived from the
source model based on the behavioral similarity between the source and target models on
these samples?

This problem further involves three sub-questions:

First, how to construct boundary fingerprint samples that are more discriminative
than ordinary test samples. Simply using adversarial examples as final fingerprints does
not necessarily guarantee that samples are truly near the decision boundary, because
adversarial perturbations may push samples across the boundary rather than keep them
close to it. Thus, more explicit boundary selection criteria are needed.

Second, how to measure the boundary behavior similarity between the source
model and the target model. Single hard-label prediction consistency is coarse and may
miss confidence-level and transition-level differences, so multi-faceted detection scores
are required.

Third, how to statistically calibrate the detection score based on the background distri-
bution of independent models. Since unrelated models may also show certain behavioral
similarity, a calibrated threshold is needed for more stable and interpretable decisions.

1.2. Contributions

The main contributions of this paper are as follows:

(1) We propose an adaptive boundary fingerprint construction method for black-box
copyright verification. Since ordinary test samples fail to expose differences in model
decision boundaries, we use the source model as a benchmark to generate candi-
date perturbed samples and apply constraints, including source-model correctness,
classification margin, class balance, and sample diversity, to select the boundary fin-
gerprint set, thereby enhancing the representativeness of the query samples for the
local decision behavior of the source model.

(2) We design a multi-level boundary behavioral similarity metric and a statistical deci-
sion mechanism. Under black-box query conditions, we characterize the behavioral
association between the source model and the target model from three levels: label
consistency, probability-distribution similarity, and boundary transition consistency,
and perform bootstrap quantile threshold calibration based on the sample-level back-
ground responses of independent models on the fingerprint set, thereby reducing
false positives caused by natural behavioral similarity among independent models.

(3) We conduct systematic experimental evaluation under multiple derivation scenarios.
On CIFAR-100 and Tiny-ImageNet, we construct target models including direct copy,
fine-tuning, pruning, quantization, same-architecture boundary-enhanced distillation,
and cross-architecture boundary-enhanced distillation, and compare with multiple
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black-box fingerprint baselines. Experimental results show that our method achieves
stable performance in fixed-threshold false-positive control and overall ranking abil-
ity, while also revealing that cross-architecture boundary-enhanced distillation can
weaken local boundary-behavior inheritance and remains a major limitation of the
current method.

1.3. Paper Structure

The remainder of this paper is organized as follows. Section 2 reviews related work
on deep model copyright protection, focusing on model watermarking and model finger-
printing. Section 3 provides the necessary preliminary knowledge, including classification
model outputs, black-box queries, decision boundaries, gradient perturbations, model
fingerprints, and model copyright detection. Section 4 describes the threat model consid-
ered in this paper, clarifying the capabilities of the verifier, the attacker, and the ways of
model derivation. Section 5 presents the proposed black-box model copyright verification
method based on adaptive boundary fingerprints, including boundary fingerprint genera-
tion, behavioral similarity measurement, and threshold decision. Section 6 describes the
experimental setup, and Section 7 presents and analyzes the experimental results. Section 8
concludes the paper and discusses limitations and future directions.

2. Related Work

Deep model copyright protection methods can be mainly divided into model water-
marking and model fingerprinting [1-3]. Model watermarking methods typically embed
specific ownership identifiers during model training, fine-tuning, or inference, and prove
model ownership through white-box parameter inspection or black-box queries. Model fin-
gerprinting methods do not modify the source model but instead construct query samples
and compare the output behaviors of the source and target models to determine whether
the two models exhibit unusually high similarity. This work belongs to the model finger-
printing approach, focusing on decision-boundary-based model derivation detection under
black-box settings.

2.1. Model Watermarking Methods

Model watermarking is an early technical approach for deep model copyright pro-
tection. Uchida et al. [4] proposed embedding watermarks into deep neural network
parameters by adding a regularization term to the training loss, so that model weights carry
a specific binary signature. This method can verify model ownership in a white-box setting,
but requires access to internal model parameters and typically needs the watermark to be
pre-embedded during training, making it inapplicable to already-trained and unmodifiable
source models.

To support black-box verification, Zhang et al. [5] extended traditional digital water-
marking to deep neural networks by constructing specific trigger samples and embedding
them into model behavior, allowing the verifier to query the trigger samples remotely to
determine whether a model contains a watermark. Adi et al. [6] further used backdoor
mechanisms to construct watermarks, making the model output a preset label on specific
trigger inputs, thereby achieving black-box ownership verification. These methods are con-
venient for verification, but watermark embedding alters the training process and may be
affected by operations such as fine-tuning, pruning, distillation, or trigger sample filtering.

Subsequently, Rouhani et al. [7] proposed DeepSigns, which embeds signatures into
the probability distribution of model intermediate representations to enable both white-box
and black-box model watermark verification. Chen et al. [8] proposed BlackMarks, using
adversarial examples to generate watermark keys for black-box multi-bit watermark verifi-
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cation. Szyller et al. [9] proposed Dynamic Adversarial Watermarking of Neural Networks
(DAWN), dynamically modifying a small number of query responses at the model inference
interface so that surrogate models extracted from the model inherit the watermark. These
methods improve watermark capacity, black-box verifiability, or robustness against model
extraction, but still rely on active embedding, model retraining, or inference interface
control [10-13].

Overall, model watermarking methods have strong active ownership declaration
capabilities, but their limitations are also evident: first, they typically require embedding
during training or inference, making them unsuitable for already-trained models without
pre-embedded watermarks; second, some methods may affect the original model behavior
or introduce additional training costs; third, model modifications such as fine-tuning,
pruning, quantization, and distillation can weaken the watermark [10,14,15]. Recent studies
on large language model (LLM) watermarking also show that unauthorized distillation
can weaken inherited watermark signals, highlighting distillation-based evasion risks [16].
Therefore, for already-trained models that can only be verified in a black-box manner, post
hoc model fingerprinting methods are more applicable.

2.2. Model Fingerprinting Methods

Unlike model watermarking, model fingerprinting methods do not require modify-
ing the source model; instead, they rely on the model’s own input-output behavior as
evidence of ownership. Such methods typically construct a set of query samples as a
fingerprint set and compare the output consistency or behavioral similarity between the
source model and the target model on that set. Since they do not depend on internal model
structure or parameters, model fingerprints are more suitable for black-box copyright
verification scenarios.

Cao et al. [17] proposed IPGuard, which extracts samples near the decision boundary
of the source model as model fingerprints and judges model association based on label
consistency on boundary samples, but it struggles to utilize fine-grained behaviors such as
probability distributions and prediction transitions. Chen et al. [18] proposed DeepJudge,
which constructs multiple types of test samples and compares model behavioral differences
for copyright verification, but detection effectiveness depends on test sample generation
and metric selection. Li et al. [19] proposed ModelDiff, which compares response change
patterns on input pairs to characterize model reuse relationships, but it is more oriented
towards general behavioral similarity comparison and does not specifically construct
samples near the source model’s decision boundary.

Recently, Xu et al. [20] proposed Adversarial Trajectory (ADV-TRA), using adversarial
trajectory samples to characterize changes in model decision boundaries; Yang et al. [21]
proposed AnaFP, analyzing fingerprint uniqueness and robustness from the perspective
of fingerprint-to-boundary distance. These studies show that the decision boundary and
its neighborhood behavior are important bases for black-box model copyright verifica-
tion. DeepCore [22] further considers the distinction between homologous models and
pirated models by constructing high-confidence core points for fingerprint verification.
Bai et al. [23] proposed Steep-Decision-Boundary Fingerprinting (SDBF), which uses steep-
decision-boundary fingerprints for hard-label tampering detection of deep neural network
(DNN) models. In parallel, recent studies have further extended fingerprint-based own-
ership verification to LLMs, such as MergePrint, which studies merge-resistant black-box
fingerprints for LLM ownership verification [24].

Existing model fingerprinting methods show that black-box input-output behavior
can provide effective evidence for model copyright verification. Compared to ordinary
test samples, samples near the boundary are more likely to expose differences in the
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local discriminant functions of different models. However, directly using ordinary per-
turbed samples or a single-label consistency metric may be affected by sample distribution,
class imbalance, perturbation strength, and background similarity of independent models.
Therefore, how to construct more stable and discriminative boundary fingerprint sets and
design finer-grained black-box behavioral similarity metrics remains a problem that model
fingerprinting methods need to further address [25-29].

Motivated by these observations, our method adaptively selects boundary fingerprints
by considering source-model correctness, boundary proximity, class balance, and feature-
space diversity, and further combines label consistency, probability-distribution similarity,
and boundary transition consistency with bootstrap threshold calibration. This design
aims to improve the discriminability of boundary fingerprints while reducing the influence
of sample-distribution bias, class imbalance, perturbation-strength sensitivity, redundant
samples, single-metric bias, and background similarity among independent models.

3. Preliminaries
3.1. Classification Model and Output Representation

This paper considers multi-class classification tasks. Let X denote the input space and
Y ={1,2,...,C} denote the class set, where C denotes the number of classes. Given an
input sample x € &, a classification model f outputs a C-dimensional vector:

z=f(x) = (21,22,...,2c) € RE, (1)

where z; represents the unnormalized output of the model for the j-th class, often called
the logit. The predicted class of the model is:

y(x) = argm]axzj. 2)

If a class probability distribution is needed, the softmax function converts logits into

probabilities:
exp(z]-)
pi(x) = —g———— 3)
: i1 exp(zk)
Thus, the probability output of the model on sample x is:
p(x) = (pr(x), p2(x), ..., pc(x)). (4)

In supervised classification, cross-entropy loss is commonly used to measure the
difference between the model output and the true label. For a sample (x,y), the cross-
entropy loss is:

L(f(x),y) = —logpy(x), (5)

where py(x) denotes the predicted probability assigned by the model to the true class y.

3.2. Black-Box Query and Output Formats

A black-box query means that the verifier cannot access the target model’s network
structure, parameters, or training process; they can only submit input samples to the model
and receive output results returned via an interface. In model copyright detection scenarios,
the black-box setting is closer to actual deployment environments, because the target model
is typically deployed independently by a third party, and the model owner cannot directly
inspect its internal information. Depending on the granularity of information returned by
the interface, black-box outputs can be classified into two types.

(1) Label output. The model returns only the top-1 predicted class:
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7(x) = argmax f (x)e. ©)

In this case, the verifier can only obtain the final predicted class and cannot observe
the confidence scores for each class.

(2) Confidence output. The model returns a probability distribution or logits. In this case,
the verifier can not only obtain the predicted class but also compare the confidence
distributions of different models across classes. Compared with label output, confi-
dence output contains finer-grained model behavior information and supports more
detailed behavioral similarity measures.

3.3. Decision Boundary and Classification Margin

A classification model divides the input space into prediction regions corresponding to
different classes; the separating surfaces between different class regions are called decision
boundaries. If a sample is far from the decision boundary, the model typically makes a high-
confidence prediction; if a sample is close to the decision boundary, a small perturbation
may change the predicted class.

To characterize the relationship between a sample and the decision boundary, we can
use the classification margin. Given a sample (x,y), let the logits of model f on sample x
be z = f(x). The classification margin is defined as:

me(x) =z, — maxz;. (7)
f ) Y i#y
When m¢(x) is large, the model has a clear discriminative advantage for the true class,
and the sample is typically in a high-confidence prediction region; when m¢(x) is close to
0, the gap between the true class and competing classes is small, and the sample is more
likely to be near the decision boundary.

3.4. Gradient Perturbation and Fast Gradient Sign Method

Gradient perturbation uses the gradient of the loss function with respect to the input
sample to move the input in the direction that increases the model’s loss. Given a model f,
a sample (x,y), and a loss function £, the input gradient is:

Vi L(f(x),y). (8)

The Fast Gradient Sign Method (FGSM) is a one-step gradient perturbation method of
the form:

¥ = dlip(x+ e sign(VL(f(x),1))), 9)

where € is the perturbation strength, sign(-) denotes the sign function, and clip(-) restricts
the perturbed sample to the valid input range. FGSM requires only one backpropaga-
tion step, making it computationally inexpensive and suitable for generating candidate
perturbed samples.

3.5. Model Fingerprint and Behavioral Similarity

A model fingerprint refers to a set of query samples and their corresponding re-
sponses used to characterize the input-output behavior of a model. Let Q denote the set of
query samples:

Q= {aitia (10)
For a model f, the observable responses on this set can be expressed as:

K

Rp(Q) = {re(an} - (11

i=1
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Here, r¢(q;) can be a predicted label, a probability distribution, or logits. Given two
models f; and f;, their behavioral similarity on query set Q can be abstractly expressed as:

S(far fo Q) = Sim(Ry,(Q),R;,(Q)), (12)

where Sim(-,-) denotes a general response-similarity function. In the proposed method,
Sim(-,-) is not instantiated as a single similarity metric; instead, it is later defined as a
composite behavioral similarity measure that integrates label consistency, probability-
distribution similarity, and boundary transition consistency. The core idea of model finger-
printing methods is to compare model behaviors using a specifically designed query set,
thereby providing evidence for model relationship analysis.

3.6. Model Copyright Detection

Model copyright detection aims to determine whether a target model is likely to be
copied, modified, or indirectly trained from a source model held by the model owner. Let
fs be the source model and f; be the target model. If f; inherits part of the parameters,
knowledge, or functional behavior of f; through direct copying, fine-tuning, knowledge
distillation, pruning, quantization, or other means, it can be regarded as a suspected derived
model of the source model.

In a white-box scenario, the verifier can compare model structures, parameters, or
intermediate representations; in a black-box scenario, the verifier cannot access internal
information of the target model and can only obtain model outputs through a query
interface. Therefore, black-box model copyright detection typically relies on a set of query
samples and their output responses to measure the behavioral similarity between the source
model and the target model.

4. Threat Model

This paper considers scenarios where derived models are constructed for model copy-
right verification. The attacker’s goal is to reuse the knowledge or functional behavior of
the source model without authorization and construct an independently deployable target
model. Depending on the attacker’s level of access to the source model and ability to mod-
ify it, the ways of constructing a target model can be divided into three categories: direct
parameter inheritance, behavior mimicry learning, and model post-processing transforma-
tions. Specifically, this paper considers the following typical model derivation methods:

(1) Direct copy: The attacker obtains the source-model weights and deploys them directly,
resulting in a model with identical structure and parameters to the source-model.

(2) Fine-tuning: The attacker initializes from the source model and continues training
on part or all of the training data, altering model parameters while maintaining high
task performance.

(3) Knowledge distillation: The attacker uses the source model’s outputs as teacher
signals to train a student model, which may have the same or a different architecture.

(4) Pruning: The attacker performs structured or unstructured pruning on the source
model, possibly followed by restorative fine-tuning.

(5) Quantization: The attacker reduces the precision of the source model’s parameters
or activations to low-bit representations, changing the parameter distribution to
facilitate deployment.

We assume that the attacker can perform the above copying, training, and post-
processing operations on the source model and can modify the structure and parameters
of the target model. However, the final sample-level fingerprint set is selected on the
owner side from owner-accessible held-out validation data according to source-model
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boundary behavior, margin, class balance, and feature-space diversity constraints, and
is not disclosed to the attacker. Therefore, even if the attacker knows the general use of
FGSM-based boundary candidates and adaptive filtering, the concrete validation samples,
selected fingerprints, and calibrated threshold remain unavailable for direct optimization
in the current threat model [30].

5. Method Description

We propose a black-box model copyright verification method based on adaptive
boundary fingerprints. The method generates boundary fingerprint samples using the
source model as a benchmark, and determines whether the target model is suspected to be
derived from the source model by comparing the behavioral similarity of their outputs on
the fingerprint samples.

The proposed method comprises five consecutive stages: candidate boundary sam-
ple generation, boundary fingerprint selection, model behavior query, similarity score
computation, and threshold decision. The overall process is illustrated in Figure 1.

Stage 1: Candidate Boundary Sample Generation

m Source Model
fs FGSM to Generate Candidate Samples 00,

Candidate Set
‘ x = clip (X. + e sign (VV,LU;(XL)VM))) .. ...a Beana = {X1,%3, -, Xy}

Validation Set
[EBD)

Stage 2: Adaptive Boundary Fingerprint Selection

Y

[" Source Correctness Constraint [ |I Margin Constraint ] [ - (‘]asanInncc(?onstrainl] [ :::. Diwrsity('onsrraim]
1

Fx) =y 0 = m,(x;) = 7 select ~K/C per class ) d(x.%)

7 «r

Boundary Fingerprint Set
F = {Cox, )l

Stage 3: Query Source Model and Target Model Outputs

Source Responses

JQ% Source Model - Boundary sumple: 5, (x;). s (x;)
Boundary Fingerprint Set s Orginal sauple: 35 (x1) + Boundary sample x;: $,(x),5:(x))
@ F = (Gx )l - T = —- * Probabilities/logits: p: (<), p ()
=X ydliza Target Model arget Responses . I
@ aree P ode - | Boundary ssaple - 3¢ (), e (1) Original sample x: %), 5
¢ Oxiginal saple: 92 ()

Model Responses

Stage 4: Boundary Behavior Similarity Calculation

Label Consistency Probability Distribution Similarity
<J B g AN
Stabel | Sprob

Boundary Transition Consistency

Strans

Comprehensive Scor
n—- ‘Probability available: BSp10s + VSarans
Labelonly: 5= S+ 0 DS

Stage 5: Threshold Calibration and Decision

Independent Models I Background Scores Bootstrap Resampling Threshold Target Model Score Detection Margin
[!Q\ £ il sind Spoot A Tao @h S f) //7\\ 4,
I

( )
! @ Reference Threshold | _____ .- H Suspected Derived Model Yes No @ Not Determined as Derived Model
i Tmax | D=1 D) =0

Figure 1. Flowchart of black-box model copyright verification based on adaptive boundary fingerprints.

5.1. Method Workflow

The overall data flow of the proposed method is as follows:
Dyal — Beand — F —> RS(‘F)rRl‘(]:> — S(fSIff) — D(ff)' (13)

where D, denotes an owner-accessible held-out validation dataset distinct from the source
training set, B.,ng denotes the set of candidate boundary samples generated by the source
model, F denotes the adaptively selected boundary fingerprint set, Rs(F) and R¢(F)
denote the output responses of the source model and the target model on the fingerprint
set, S(fs, fr) denotes the combined detection score, and D( f;) denotes the final decision.
Specifically, in the experimental setup, D, is constructed as a held-out split from the
public benchmark datasets and is used only for query sample generation and fingerprint
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selection, rather than for source-model training or target-model construction. In practical
deployment, it corresponds to validation or calibration data accessible to the legitimate
model owner, which may be privately retained by the owner or legally accessible auxiliary
data. The verifier first uses the source model f; as a benchmark to apply gradient pertur-
bations to samples from D,,, generating a candidate boundary sample set B.,,4. Then,
the verifier selects from the candidate samples a boundary fingerprint set F according
to four constraints: source-model prediction correctness, closeness to the source model’s
decision boundary, relatively balanced class distribution, and low feature-space redun-
dancy measured by the distance between source-model feature representations. In this
selection process, samples misclassified by the source model are first excluded. Among
the remaining correctly classified samples, the margin-based boundary constraint gives
priority to samples with smaller positive margins, since they are closer to the source model’s
decision boundary while still preserving the source model’s correct prediction.

During verification, the verifier queries both the source model f; and the target model
ft using the same fingerprint set. In the full verification setting, we assume access to
confidence or probability outputs. The label consistency and boundary transition consis-
tency metrics use the top-1 predicted labels derived from the probability vectors, while
the probability-distribution similarity metric directly uses the full probability vectors. If
logits are returned, they can be converted into probabilities by softmax; if only hard labels
are available, the method falls back to the label-only degraded score described later. The
verifier then computes a combined detection score based on label consistency, probability-
distribution similarity, and boundary transition consistency, which together characterize the
source model’s boundary-neighborhood decision behavior. Finally, the verifier constructs a
background distribution of independent models and performs bootstrap quantile threshold
calibration to make a decision on the target model.

Through the above process, we transform black-box model copyright verification into a
model behavioral similarity comparison problem on a boundary fingerprint set. Compared
with ordinary test samples, boundary fingerprint samples are closer to the source model’s
decision boundary, thus better reflecting whether the source model’s local discriminative
behavior is inherited by the target model. Compared with using a fixed empirical threshold,
threshold calibration based on the background distribution of independent models reduces
the risk of false positives due to natural similarity among independent models.

5.2. Method Steps

Step 1: Generate candidate boundary samples.

Given a source model f; and a validation sample (x;,y;), we generate candidate
boundary samples using the FGSM formulation introduced in Equation (9). Specifically, the
input gradient is computed according to Equation (8), with the general model f instantiated
as the source model f;. The resulting perturbed sample is denoted as

x; = FGSMe(fi, xi, 1), .

where FGSM(-) follows the perturbation rule defined in Equation (9). This step uses
FGSM to efficiently construct a source-guided candidate boundary sample set B ,nq4; the
final fingerprints are selected later through the adaptive boundary selection procedure.

Step 2: Select adaptive boundary fingerprints.

Taking the candidate boundary sample set B.,nq as input, we sequentially apply
the source-model correctness constraint, classification margin constraint, class balance
constraint, and sample diversity constraint. This sequence is designed to make the selected
fingerprints both boundary-relevant and representative. Specifically, source correctness
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removes samples for which the source model is unreliable, and the margin constraint
focuses the candidates on the decision-boundary region. Class balance then prevents the
fingerprint set from being dominated by a few classes, while diversity screening reduces
feature-space redundancy. These constraints also involve trade-offs: stricter margin filtering
may reduce class coverage, whereas stronger diversity screening may include samples with
slightly weaker boundary proximity.

First, we apply the correctness constraint, keeping only samples for which the source
model predicts correctly on the original sample. The predicted label ¥/s(x;) is obtained
according to the label prediction rule in Equation (2). A sample is retained if

Ys(xi) = vi (15)

and is discarded otherwise. This constraint excludes anomalous samples that the source
model already misclassifies.

Second, we apply the classification margin constraint to the perturbed sample x;. The
source-model margin i (x;) is computed according to the classification margin definition
in Equation (7), with the general model f instantiated as the source model f; and the
reference label set to y;. We preferentially retain samples satisfying:

0 < my (x;) < T, (16)

where T, is the classification margin threshold. This condition selects samples that are
close to the source model’s decision boundary but have not crossed it. If the number
of samples satisfying this condition is insufficient, we supplement the fingerprint set
by selecting additional non-crossing candidates with ms(x;) > 0 in ascending order of
classification margin.

Third, we apply the class balance constraint to avoid fingerprint samples being con-
centrated in a few classes. Let C be the number of classes and K be the target number
of fingerprint samples. We use approximately & samples per class as a soft quota rather
than a strict requirement. If a class has fewer valid boundary candidates after the previous
filtering steps, all available candidates from that class are retained, and the remaining
positions are filled from the other candidates according to the margin and diversity criteria.

Finally, we apply the sample diversity constraint to reduce feature-space redundancy
among samples of the same class. Let ¢;(-) denote the feature extractor of the penultimate
layer of the source model. The feature distance between two samples is defined as:

d(xi, xj) = ¢s(xi) — ds(x) 2 - (17)

A smaller feature distance indicates higher redundancy, while a larger feature distance
indicates stronger sample diversity. Within each class, we preferentially select samples that
have a small classification margin and are more dispersed in the feature space. After the
above selection, we obtain the final boundary fingerprint set:

F = {(xi, x;,yi) }K (18)

i=1
Step 3: Query source and target model outputs.

Feed the boundary fingerprint set J into the source model fs; and the target model
ft to obtain their output responses on the boundary samples. For a boundary fingerprint
sample x;, the predicted labels of the source and target models, denoted as ﬁs(x;) and
Vt (x;), are obtained according to the label prediction rule in Equation (2).
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If the target model’s interface returns a probability distribution or logits, we further ob-
tain the probability outputs ps(x;) and p;(x;). When logits are returned, they are converted
into probability distributions using the softmax transformation introduced in Equation (3).
If boundary transition consistency is needed, we also query the predictions of the source
and target models on the original samples x;. This step outputs the response sets of the

source and target models on the boundary fingerprint set.
Step 4: Compute boundary behavioral similarity.

We measure the behavioral similarity between the source model and the target model
from three aspects: label consistency, probability-distribution similarity, and boundary
transition consistency.

Before computing the following similarity scores, the final fingerprint set F is required
to satisfy a minimum viable cardinality. Let Ni,r denote the target fingerprint size. We
define Nppin = [0.1Ngar|. In our experiments, Nior = 500, and thus Npin = 50. If the
adaptive selection procedure produces fewer than N, but at least Ny, valid fingerprint
samples, all available valid samples are used for score computation. If |F| < Npin, the
similarity scores are not computed, and the candidate generation and selection procedure
is repeated with an enlarged candidate pool or adjusted perturbation strength.

Label consistency measures whether the predicted classes of the two models on
boundary fingerprint samples are consistent. It is defined as:

Slabel = |1‘F| Z 1 [:/V\S (x;) = ]//\t (x;>}/ (19)

<x,',x; ,y,-) eF

where 1[-] is the indicator function, taking 1 if the condition holds and 0 otherwise. This
metric reflects the hard-label behavior consistency of the source and target models on
boundary samples.

Probability-distribution similarity supplements the information missed by label con-
sistency, capturing differences in confidence distributions and providing a finer-grained
characterization of output behavior on boundary samples. When probability outputs are
available, we use the Jensen-Shannon (JS) divergence to compute probability-distribution
similarity, defined as:

S =1- 7 L I5(p(x).me()). (0)

(x,-,x;,yl) eF

We use base-2 logarithms to compute the JS divergence so that its range is [0,1],
ensuring Sy is also in [0, 1].

Boundary transition consistency measures whether the prediction changes of the
two models from the original sample to the boundary sample are consistent. Define the
prediction transition pairs of the source model and the target model as:

T(xi ;) = (), Bs(x) ) @)
Ti(xi,x;) = (i), Bu(x)) ). 22
Then, boundary transition consistency is:
1 ! !/
Strans = m Z 1 |:TS (xi/ xi) = Tt (x,-, xi)} . (23)

(xi,x; ,y,') eF
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When probability outputs are available, the combined detection score is defined as:
5 = aSjabel + ﬁsprob + YStrans, (24)

a+B+v=1, (25)

where «, 8, and 7y are the weights for label consistency, probability distribution similarity,
and boundary transition consistency, respectively.

In scenarios where only label output is available (probability distribution cannot be
obtained), the combined detection score reduces to:

S= /\Slabel + (1 - /\)Strans/ (26)

where A is the weight between label consistency and boundary transition consistency.
Step 5: Threshold calibration and decision.

To determine whether the target model’s score is abnormally high, we construct
background scores for non-derived models using multiple independent models. For each
independent model f"4, we compute its combined detection score with the source model
using the same boundary fingerprint set F:

sind — §(f, findy, i=1,2,...,M. (27)
Thus, we obtain the background score set of independent models:
Sing = { S, 51, st} (28)

To reduce the sensitivity of threshold estimation to a specific fingerprint sample set, we
employ bootstrap resampling to estimate the upper-tail quantile of the independent-model
background scores. We perform B bootstrap resampling iterations on the fingerprint sample
dimension, compute the average score for each independent model on the resampled
fingerprint set, and aggregate all resampled background average scores into Sy,,;. Given a
target false-positive rate ag, the formal decision threshold is defined as:

Ty = Qlﬂxo (Sboot)~ (29)

For a target model f;, we define the detection margin as:
At = S(fs, ft) — Tay- (30)
If the detection margin satisfies:
At >0, (31)

then the target model is determined to be a suspected derived model of the source model;
otherwise, the current behavioral evidence is considered insufficient. The decision function
can be expressed as:

1, A+ >0,
D(fi) = 0 A <0 (32)
’ t > U

Additionally, we compute the maximum-background score threshold:

Tmax = Max S}“d. (33)
1<i<M
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This threshold, representing the maximum-background score among independent
models, is used as an empirical maximum-background reference threshold to examine
whether the target model’s score not only exceeds the bootstrap statistical threshold but
also surpasses all observed independent-model background scores. Our formal decision
uses Ty, and the detection margin A, while Tmax is used only for reference analysis.

5.3. Complexity Analysis

The proposed method is a black-box model copyright verification method, and the
online verification stage does not involve model training. The independent models are
used only in the offline stage to construct the non-derived model background distribution
and calibrate the decision threshold. The time and space complexity of each stage are
summarized in Table 1, where M denotes the number of independent models, K denotes the
number of boundary fingerprint samples, N, denotes the number of candidate validation
samples, Ty;, denotes the cost of feature-distance computation in diversity-based filtering,
C denotes the number of classes, B denotes the number of bootstrap resampling iterations,
Ting denotes the time cost of training a single independent model, P denotes the number of
parameters of a single model, and d, denotes the input sample dimension.

Table 1. Complexity analysis of different stages of the proposed method.

Stage

Main Operation

Time Complexity

Space Complexity

Offline background model
construction

Train M independent models

O(MTind)

Peak O(P); O(MP) if all
models are stored

Offline fingerprint Generate candidate boundary . .

generation samples using FGSM O(No) gradient computations O(Nodx)
Correctness filtering, margin

Offline fingerprint selection filtering, class balancing, and O(Nylog Ny + Tyiy) O(Kdy)

diversity filtering

Offline background score
computation

Query M independent models
using the fingerprint set

O(MK) model queries;
probability-distribution comparison costs
O(MKC)

O(MKC) for full probability
outputs; O(MK) for
sample-level scores

Offline threshold calibration

Bootstrap resampling

O(BMK)

O(MK + BM)

Online model verification

Query the target model and
compute the detection score

O(K) or O(2K) model queries;
probability-distribution comparison costs

O(KC) or O(K)

O(KC)

In terms of time complexity, the main additional cost of the proposed method comes
from the offline stage, especially the training of independent models. However, this process
is used only to construct the background distribution and calibrate the decision threshold,
and does not need to be repeated for each target model. Given a task, a source model, and
a background data setting, the independent-model background distribution, the boundary
fingerprint set, and the decision threshold can be reused for verifying multiple target models.
The online verification cost mainly comes from black-box queries. If only boundary fingerprint
samples are queried, K target-model queries are required. If boundary transition consistency
is also computed, both the original samples and boundary samples are queried, resulting in
approximately 2K target-model queries. Therefore, the online verification cost is approximately
linear in the number of fingerprint samples and does not involve model training.

In terms of space complexity, the proposed method does not require all independent
models to be stored permanently. In practice, independent models can be trained sequen-
tially, and each model checkpoint can be deleted after computing its output responses or
background scores on the fingerprint set. Therefore, the peak model-storage cost during
offline calibration is approximately O(P), rather than O(MP). After threshold calibration
is completed, the main long-term storage requirements are the boundary fingerprint set,
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the source-model responses, the independent-model background scores, and the final
decision threshold.

Overall, in the medium-scale image classification copyright verification scenario con-
sidered in this paper, the proposed method is practically feasible. For larger-scale models
or commercial deployment scenarios with higher query costs, the number of independent
models and the number of fingerprint samples can be further adjusted according to the
available computational resources, so as to balance threshold calibration stability and
verification cost.

5.4. Method Summary

Algorithm 1 summarizes the complete procedure of the proposed method. First, the
algorithm uses the source model and validation data to generate candidate boundary
samples, then adaptively selects the boundary fingerprint set. Second, it queries the output
behaviors of the source model, target model, and independent models using this set and
computes the combined detection score. Finally, it calculates the detection margin based
on the bootstrap quantile threshold 7, and makes a decision; the maximum-background
score Tmax is used only as an empirical reference.

Through the above algorithm steps, we transform black-box model copyright verifica-
tion into a behavioral similarity comparison problem on the same boundary fingerprint set.

Algorithm 1 Black-box model copyright verification based on adaptive boundary fingerprints.

Input: Source model f;; target model f;; validation dataset Dy,); independent models
{ fljl‘d}f\i 1; perturbation strength €; margin threshold 7,,; target fingerprint size K; score
weights &, B, v; target false-positive rate ap; number of bootstrap resamples B.

Output: Boundary fingerprint set F; detection score S(fs, f;); statistical threshold Ty,;

maximum-background threshold Tmax; detection margin A; decision D(f;).

Bcand — .

: for each (x;,y;) € Dy, do

if Js(x;) # y; then
continue

end if

x} <= FGSMe (fs, xi, yi)-

ms(xz/‘/yi) S Zsy; (x:) — maX;-y, Zs,j(x;)'

if 0 < mg(x,y;) < Ty, then
Beand < Beana U { (i, x;/ i)}

end if

: end for

. if | Beand| < K then

Supplement candidate samples in ascending order of classification margin.

: end if

. F < Select(Band, K), where Select(-) applies class balance and feature diversity screen-

ing.

16: Compute the sample-level score vector a; = {a;x}X_, between f; and f; on F, where
A = uca}'j?el + ﬁaf/ 20'3 + ’yaf,?ns.

17: S(fs/ft) <— %Zszl at k-

18: And & G @,

19: fori =1to M do

R N S ol A

e S S - W Y
9k W N RO
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Algorithm 1 Cont.
20: Compute the sample-level score vector ai"d = {ag;(d K | between f; and fi"d on F.
. ind 1 vK ind
21: 51’_ —x .2":1 a;,? . .
222 Aind o Aind faind} ) 5y U {sind}.
23: end for

24: Spyor < Bootstrap, (A", B), where Bootstrap, resamples fingerprint indices k with
replacement and averages the corresponding sample-level scores for each independent
model.

250 Ty < Ql—zxo (Sboot)‘

26: Tmax < MaXi<i<m S}nd.

27: A S(fs/ft) — Ty

28: if A; > 0 then

29: D(ft) < 1.

30: else

31: D(f:) < 0.

32: end if

33: return F, S(fs, ft), Tag, Tmax, At, D(ft).

6. Experimental Design

Our experiments focus on the effectiveness, stability, and applicability of black-box
model copyright verification. The core objective is to verify whether, under conditions
where the internal structure and parameters of the target model are inaccessible, the adap-
tive boundary fingerprints constructed from the source model can effectively distinguish
source-model-derived models from independently trained models.

We first construct a source model, multiple independent models, and various types of
target-derived models. Then, we compute the combined detection score between the source
model and target models using the adaptive boundary fingerprints to test the detection
capability of our method under derivation scenarios, including direct copy, fine-tuning,
pruning, quantization, and boundary-enhanced distillation. Subsequently, we conduct
ablation experiments, robustness evaluations, and parameter sensitivity analyses from the
perspectives of query sample types, baseline method comparison, input-level preprocess-
ing defenses, restricted hard-label output settings, fingerprint sample size, perturbation
strength, classification margin threshold, and other factors, to further evaluate the impact of
different design and deployment factors on detection performance. The overall experimen-
tal design covers dataset and model settings, construction of target models, construction of
fingerprint samples, evaluation metrics, and implementation details.

6.1. Datasets

We use two image classification datasets: CIFAR-100 and Tiny-ImageNet. CIFAR-
100 contains 100 fine-grained classes, with images of size 32 x 32, 50,000 training images,
and 10,000 test images. Tiny-ImageNet contains 200 classes, with images of size 64 x 64,
100,000 training images, and 10,000 validation images. Both datasets are multi-class image
classification tasks with relatively complex class boundaries, suitable for evaluating the ability
of boundary fingerprint samples to characterize the local decision behavior of models.

6.2. Experimental Environment and Parameter Settings

All experiments are conducted in a unified software and hardware environment.
Model training, derived model construction, fingerprint sample generation, and black-box
queries are performed on the same platform to minimize the impact of environmental
differences on experimental results. The specific experimental environment configuration
is shown in Table 2.
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Table 2. Experimental environment configuration.

Configuration Setting

Operating System Ubuntu 22.04.5 LTS

CPU Intel Xeon Platinum 8470Q

GPU NVIDIA GeForce RTX 5090, 32 GB GPU memory
Python Version 3.12.3

Deep-Learning Framework PyTorch 2.8.0

CUDA Version 12.8

Unless otherwise specified, the main experiments use the default hyperparameter
settings listed in Table 3.

Table 3. Default experimental hyperparameter settings.

Parameter Default Setting Description

Number of adaptive boundary fingerprints used

Fingerprint size K 500 for black-box verification

Perturbation magnitude used to generate

Perturbation strength e 8/255 candidate boundary samples

Threshold for selecting samples close to the

Margin threshold T 10 source-model decision boundary

Default equal-weight fusion of label consistency,

Combined score 1/3,1/3,1/3 probability-distribution similarity, and

weights a, , 7y boundary transition consistency

Number of independently trained models used
Number of ) :
. 30 to estimate the non-derived background
independent models M distribution

Target false-positive 0.05 Target false-positive level used for bootstrap
rate wg ’ quantile threshold calibration

Number of bootstrap resamples used for
Bootstrap iterations B 1000 threshold calibration based on
independent-model background responses

Through the above experimental setup, we systematically evaluate the effectiveness
of the adaptive boundary fingerprint method for black-box model copyright verification in
terms of dataset generalization, derivation coverage, query sample construction, strong
baseline comparison, threshold calibration, and parameter stability.

6.3. Models and Verification Object Construction

We divide the experimental models into three categories: source model, independent
models, and target-derived models. The source model is the model to be protected, owned
by the model owner, used to generate boundary fingerprints and provide baseline outputs.
Independent models are models independently trained on the same task as the source
model but without inheriting its parameters or output behavior; they are used to estimate
the background distribution of non-derived models. Target-derived models are obtained
from the source model through copying, fine-tuning, pruning, quantization, or distillation,
and are used to simulate various forms of model theft, compression deployment, and
model extraction scenarios.

Unless otherwise specified, we use ResNet18 as the base model architecture on both
datasets. Although ResNet18 is used as the main backbone for controlled evaluation, the
proposed verification framework is not specific to ResNet18. Boundary fingerprint genera-
tion only requires input gradients from the source model, while target-model verification
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relies on black-box output responses. Therefore, the framework can, in principle, be applied
to other differentiable classification architectures. However, architectural changes may
affect how much local boundary behavior is inherited by the derived model, especially
in cross-architecture distillation settings. For each dataset, we train one source model
and 30 independent models. All 30 independent models are initialized and trained with
different random seeds, without loading source-model parameters or using source-model
outputs as supervision, ensuring that they serve as valid estimates of the background
distribution of non-derived models. Thus, the current background set mainly captures the
same-architecture variation caused by independent initialization and training stochasticity,
while broader architectural and training-strategy diversity is left for future work. The
architectures and construction methods for each model type are shown in Table 4. For
compact presentation in the model names used in the following tables, fine-tuning and
knowledge distillation are abbreviated as FT and KD, respectively.

Table 4. Architectures and construction methods for non-distillation model types.

Model Type Architecture Number and Setting Construction Method
Source ResNet18 1 Train on the corresponding training set
Independent ResNet18 30 Train independently with different random
seeds
Copy ResNet18 1 Directly load the source-model weights
CIFAR-100: 3;
FT-All-10/50/100% ResNet18 Tiny-ImageNet: 1 ~ Fine-tune using auxiliary data
(10%)
CIFAR-100: 3;
Prune-40/60/80% ResNet18 Tiny-ImageNet: 1 ~ Apply unstructured pruning
(40%)
CIFAR-100: 2;
Quant-8bit/4bit ResNet18 Tiny-ImageNet: 1~ Apply weight quantization
(8-bit)

Fine-tuned models use full-model fine-tuning to examine whether the source model’s
boundary behavior remains detectable after the attacker performs overall parameter up-
dates. Pruned models use different pruning ratios followed by restorative fine-tuning to
analyze the impact of structural sparsification on boundary fingerprints. Quantized models
are constructed by applying post-training weight-only fake quantization to the trained
source model. Specifically, we use symmetric uniform per-tensor quantization for the
weights and biases of convolutional and fully connected layers at 8-bit and 4-bit precision,
without activation quantization or quantization-aware training.

For distillation models, we focus on boundary-enhanced distillation and cross-
architecture boundary-enhanced distillation. Boundary-enhanced distillation further adds
boundary-perturbed samples generated by the source model on top of natural sample dis-
tillation to analyze whether the student model inherits the source model’s local boundary
behavior. The distillation data scale denotes the ratio between the number of auxiliary
distillation samples and the size of the source training set. Specifically, 0.6 means that the
auxiliary distillation data contain 60% as many samples as the source training set, while 1.0
means that the auxiliary distillation data have the same size as the source training set. Thus,
0.6 simulates medium-scale in-distribution auxiliary data, and 1.0 constructs a high-data
boundary distillation setting. Cross-architecture boundary distillation uses MobileNetV2 as
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the student model to analyze the impact of student model structural changes on detection
difficulty. The construction of distillation models is shown in Table 5.

Table 5. Architectures and construction methods for distillation-derived models.

Distillation Distillation P
Model Teacher Model Student Model Data Scale Distillation Sample Type

KD-ResNet18- Source ResNet18 0.6 x source Natural samples + boundary-perturbed
Boundary-0.6 ResNet18 training set size  samples

KD-ResNet18- Source ResNet18 1.0x source Natural samples + boundary-perturbed
Boundary-1.0 ResNet18 training set size = samples
KD-MobileNet- Source . 1.0x source Natural samples + boundary-perturbed
Boundary-1.0 ResNet18 MobileNetV2 training set size samples

The distillation data scale indicates the size of the in-distribution auxiliary data avail-
able to the attacker relative to the source training set. In the public dataset experiments, we
use different proportions of the source dataset as a proxy for in-distribution auxiliary data
to control variables and analyze the impact of distillation intensity on detection scores.

6.4. Query Samples and Baseline Settings

To analyze the impact of query sample construction on black-box copyright verification
effectiveness, we set five types of query samples: Clean, Random, FGSM, Projected Gradient
Descent (PGD), and Adaptive FGSM. All query samples are constructed based on the same
source model and the same validation data, differing in whether perturbations are added,
whether the perturbation direction is guided by the source-model gradient, and whether
boundary and diversity screening is applied. The query sample types and construction
methods are shown in Table 6.

Table 6. Query sample types and construction methods.

Utilizes .
Quer%r Saemple Construction Method Source-Model S‘l:izl:;:e,
yp Gradient? 8
Clean Directly select ordinary test/validation samples No No
Random Add random perturbation to ordinary samples No No
FGSM Qne-step Pertgrbed samples along source model loss Yes No
increase direction
PGD Multi-step projected gradient perturbed samples Yes No
Adaptive FGSM FGSM samples screened by correctness, margin, class balance, Yes Yes

and diversity

Adaptive boundary fingerprint samples are obtained by screening from the FGSM
candidate samples. If the strict screening conditions yield insufficient samples, we expand
the candidate pool or supplement samples by sorting by classification margin; in extreme
cases, we use all actually screened samples and report the actual fingerprint size in the
experimental results.

To ensure a controlled and fair comparison, we design the baseline comparison under
a unified experimental protocol. The source model, target model set, independent-model
background distribution, and threshold calibration strategy are kept consistent across all
compared methods. The query budget is also controlled to be the same or of the same order
of magnitude, so that the comparison mainly reflects differences in query construction
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and similarity measurement rather than differences in model selection, query scale, or
threshold tuning.

Table 7 provides an overview of the comparison methods considered in this experiment.
Each baseline is adapted to the unified protocol while preserving its core verification idea, such
as label consistency, boundary fingerprinting, multi-sample behavioral comparison, behavior-
change consistency, adversarial trajectories, or boundary-distance-controlled fingerprinting.

Table 7. Overview of comparison methods under the unified evaluation protocol.

Method Query Samples Similarity Metric

Boundary-label Adaptive FGSM samples Label consistency only

IPGuard-like Boundary samples Boundary-label consistency

DeepJudge-like Multi-type test samples Averaged behavioral similarity
ModelDiff-like Original-boundary input pairs Output-change behavior similarity
ADV-TRA adaptation = Adversarial trajectory samples Mutation-based trajectory consistency
AnaFP-like Boundary-distance-controlled samples =~ Boundary-behavior similarity

Ours Adaptive boundary fingerprints Multi-metric fusion of Sjapel, Sprob, and Strans

7. Experimental Results and Analysis

This chapter analyzes the effectiveness of the adaptive boundary fingerprint method
from four aspects: model detection performance, comparison with baseline methods,
ablation results, and parameter sensitivity. Baseline comparisons, ablations, and sen-
sitivity analyses are mainly performed on CIFAR-100, which is used for complete
derivation model coverage experiments, while Tiny-ImageNet is used for representative
generalization validation.

7.1. Model Detection Results and Analysis
7.1.1. Detection Results

Unless otherwise specified, the main detection results are reported under the full-
output black-box setting, where the target model returns confidence scores or probability
vectors. Under this setting, the combined score uses Siapel, Sprob/ and Sirans-

Figure 2 shows the detection results on both datasets. On CIFAR-100, our method
detects Copy, FT-All, Prune, Quant, and same-architecture boundary-enhanced distillation
models; on Tiny-ImageNet, our method detects representative derived models such as
Copy, FT-All-10%, Prune-40, and Quant-8bit.

(a) CIFAR-100 (b) Tiny-ImageNet
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Figure 2. Main detection results on both datasets.

Table 8 shows the background distribution of independent models. On CIFAR-100,
the detection scores of Copy and Quant-8bit are 1.000 and 0.971, respectively, substantially
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higher than the formal threshold of 0.510. As the pruning ratio increases, the detection
score decreases, but Prune-80 still yields a positive detection margin, indicating that strong
pruning still leaves detectable source-model boundary behavior. On Tiny-ImageNet, repre-
sentative derived models all exceed the threshold, showing that our method does not rely
on a single dataset.

Table 8. Background distribution of independent models.

Dataset Number of Independent Mean Score Max Score  Threshold FPR
Models

CIFAR-100 30 0.481 0.501 0.510 0.000

Tiny-ImageNet 30 0.384 0.402 0.431 0.000

The background distribution for threshold calibration is constructed from 30 indepen-
dently trained ResNet18 models. Since these models share the same architecture and task
setting as the source model but are trained with independent initialization and data order,
they provide a representative same-architecture background for estimating the behavioral
similarity that may arise without model derivation. Therefore, the calibrated threshold
is based on independent models that are structurally close to the source model, which
helps distinguish true model derivation from ordinary similarity among independently
trained models.

Figure 3 shows the distribution of detection scores for independent and derived
models. On both datasets, the scores of all 30 independent models are below the formal
threshold, with a false-positive rate of 0. This result indicates that threshold calibration
using the background distribution of independent models effectively controls false positives
for non-derived models.

(a) CIFAR-100 (b) Tiny-ImageNet
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Figure 3. Distribution of detection scores for independent models and derived models.

7.1.2. Comparison with Baseline Methods

To compare different black-box copyright verification approaches, we conduct a multi-
method comparison on CIFAR-100 under a unified evaluation protocol. Since existing
fingerprinting methods were originally evaluated with different datasets, model sets,
query-generation procedures, and threshold rules, the suffix “-like” denotes a functionally
equivalent reimplementation that preserves the core mechanism of each method while
using our source model, target model set, independent-model background distribution,
query budget, and bootstrap threshold calibration. Since public code is available for
ADV-TRA, we use an official-code-based adaptation, retaining its adversarial trajectory
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generation and mutation-based verification logic while adapting model loading, data
interface, and threshold calibration to our CIFAR-100 verification protocol.

Specifically, Boundary-label uses our adaptive boundary samples with label consis-
tency only; IPGuard-like uses FGSM boundary samples with label consistency; DeepJudge-
like averages behavioral similarity over Clean, Random, FGSM, and PGD samples;
ModelDiff-like compares behavior changes between original-boundary input pairs; AnaFP-
like uses boundary distance-controlled samples; and ADV-TRA adaptation uses official
adversarial trajectories with mutation-based trajectory consistency. All methods are evalu-
ated with approximately the same query budget.

As shown in Table 9, Boundary-label and ModelDiff-like detect 10 out of 12 derived
models, indicating that using only label consistency or behavior-change consistency pro-
vides limited discriminative evidence. IPGuard-like and DeepJudge-like improve the
detection rate to 11/12, but both produce false positives among independent models.
AnaFP-like achieves the highest AUROC and AUPR and detects all derived models, show-
ing strong threshold-independent separability, but it still yields 2/30 false positives under
the calibrated fixed-threshold decision rule. The ADV-TRA official-code-based adaptation
maintains zero false positives, but detects 10 out of 12 derived models and obtains lower
AUROC and AUPR than our method. In comparison, our method detects 11 out of 12 de-
rived models, keeps the false-positive rate at 0/30, and achieves AUROC and AUPR values
of 0.9750 and 0.9643, respectively.

Table 9. Comparison with baseline methods on CIFAR-100 under the unified evaluation protocol.

Method Verification Setting De&ﬁ:"“ FPR  AUROC  AUPR

Boundary-label ~ Adaptive FGSM samples with label consistency 10/12 2/30 0.8903 0.8972

IPGuard-like FGSM boundary samples with label consistency 11/12 2/30 0.9167 0.9405

Deepudge-like Clean,. Randpm, FGSM, and PGD samples with averaged 11/12 2/30 0.9167 0.9405
behavioral similarity

ModelDiff-like Orlg.mal—boundary input pairs with behavior-change 10/12 0/30 0.8833 0.8953
consistency

AnaFP-like ]3.0u.ndzf1ry distance-controlled samples with behavioral 12/12 2/30 1.0000 1.0000
similarity

ADV—TRA Off.1c1a1 ADV—T‘RA trajectories with mutation-based 10/12 0/30 0.9167 0.9405

adaptation trajectory consistency

Ours Adaptive boundary fingerprints with multi-metric fusion 11/12 0/30 0.9750 0.9643

AnaFP-like achieves the highest AUROC and AUPR and detects all derived models,
showing strong threshold-independent separability. However, its 2/30 false positives
under the calibrated fixed-threshold rule indicate that perfect ranking does not necessarily
imply zero false positives under a preset threshold. In our unified protocol, the bootstrap
threshold is estimated from the independent-model background distribution at #y = 0.05,
rather than optimized after observing both derived and independent scores. Thus, the
threshold can fall below a small upper-tail portion of the AnaFP-like independent-model
scores, even though another threshold exists that would separate the two groups perfectly.

These results show that adaptive boundary fingerprint selection combined with multi-
metric behavioral fusion provides a more favorable balance among fixed-threshold de-
tection, threshold-independent ranking, and calibrated false-positive control. Compared
with the baseline methods, our method maintains zero false positives while achieving a
competitive detection rate and strong AUROC/AUPR, indicating more stable black-box
verification performance.
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7.1.3. Analysis of Distillation Model Detection

Figure 4 shows the multi-baseline detection margin comparison on boundary-
enhanced distillation models. KD-Boundary-0.6 and KD-Boundary-1.0 obtain positive
detection margins under various methods, indicating that when boundary-perturbed sam-
ples are used in distillation, the student model inherits the local boundary behavior of the
teacher model.

Baseline comparison on KD models

Ourg A=-0.0113

anaet -1

-0.14

Detection margin A

-0.24

-0.34

s Boundary-label  mmm Deepjudge-ike  mmm ADV-TRA-like ours
e IPGuard-like mmm ModeDifflike WM AnaFP-like

6 ) 0
080 (o8 KD_MNet»B’X'

Figure 4. Multi-baseline detection margin comparison on boundary-enhanced distillation models.

Cross-architecture KD-MobileNet-Boundary-1.0 is the most challenging scenario.
Although our method does not exceed the decision threshold, its detection margin is
closest to zero, and it is closer to the positive decision region than DeepJudge-like,
IPGuard-like, and ModelDiff-like, indicating that our method can still capture some
boundary similarity signals. This result also shows that cross-architecture distillation
markedly weakens the inheritance of the source model’s local boundary behavior, which is
an important limitation of boundary fingerprint detection. This is because the proposed
fingerprints are constructed around the local decision boundary of the ResNet18 source
model, whereas a MobileNetV2 student has different feature extraction structures and
decision surface parameterization, leading to different local boundary geometry even
when the global prediction behavior is similar. Distillation can preserve coarse prediction
behavior on natural and boundary-perturbed samples, but it does not necessarily preserve
the fine-grained local boundary geometry of the teacher model. Consequently, the label
consistency, probability-distribution similarity, and boundary transition consistency on
source-boundary fingerprints may all decrease, causing KD-MobileNet-Boundary-1.0 to
remain below the calibrated threshold.

Figure 5 presents the detection results for boundary-enhanced distillation mod-
els from the perspectives of detection score and clean accuracy. KD-Boundary-1.0
has a higher detection score than KD-Boundary-0.6, indicating that more abundant
in-distribution auxiliary data enhances boundary-behavior inheritance. Although KD-
MobileNet-Boundary-1.0 still has reasonable task performance, its detection score does
not exceed the formal threshold, indicating that structural differences weaken the consis-
tency of local boundary behavior.
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Figure 5. Detection results for boundary-enhanced distillation models.

7.2. Ablation Results and Analysis
7.2.1. Ablation on Query Sample Types

Figure 6 compares five types of query samples: Clean, Random, FGSM, PGD, and
Adaptive FGSM. Clean and Random mainly reflect ordinary output consistency and cannot
stably amplify boundary differences between models; FGSM and PGD introduce gradient-
guided perturbations but lack boundary and diversity screening. Adaptive FGSM, by
applying correctness, margin, class balance, and diversity constraints, maintains a more
stable positive detection margin on most derived models.

CIFAR-100 Query-Type Sensitivity

—e— Copy —&- Prune-60
—- FTAII0%  ~&- Prune-80

~@~ FT-AIl-50% ~@- Quant-8bit
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—@— Prune-40 —@~- Independent Avg
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o
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e o
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Clean Random FGSM PGD Adaptive-FGSM
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Figure 6. Impact of query sample type on detection margin.

7.2.2. Ablation and Sensitivity Analysis of Similarity Metrics

To jointly analyze the contribution of different similarity metrics and the effect of
the score weights «, B, and 7, we evaluate both single-metric variants and representative
weight combinations. For each setting, the detection score is recomputed using the same
fingerprint set and the same component scores, and the decision threshold is calibrated
using the same independent-model bootstrap procedure.

As shown in Table 10, the single-metric variants capture different aspects of model
similarity. Prob-only achieves the strongest performance, detecting all 12 derived models
with a false-positive rate of 0/30 and obtaining AUROC and AUPR values of 1.0000. This
shows that probability-distribution similarity provides highly discriminative evidence
when probability outputs are available. In comparison, Label-only and Trans-only both
detect 10 out of 12 derived models with zero false positives, but obtain lower AUROC and
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AUPR values, indicating that label consistency and boundary transition consistency are
less discriminative in the full-output setting.

Table 10. Ablation and sensitivity analysis of similarity metrics and score weights.

Score Setting o, B,y Detection Rate FPR AUROC AUPR
Label-only 1,0,0 10/12 0/30 0.9056 0.9183
Prob-only 0,1,0 12/12 0/30 1.0000 1.0000
Trans-only 0,0,1 10/12 0/30 0.8833 0.8938
Equal 1/3,1/3,1/3 11/12 0/30 0.9750 0.9643
Label-heavy 0.6,0.2,0.2 10/12 0/30 0.9139 0.9335
Prob-heavy 0.2,0.6,0.2 11/12 0/30 0.9889 0.9792
Trans-heavy 0.2,0.2,0.6 10/12 0/30 0.9111 0.9277
Label+Prob 0.5,0.5,0 11/12 0/30 0.9722 0.9621
Label+Trans 0.5,0,0.5 10/12 0/30 0.8958 0.9054
Prob+Trans 0,0.5,0.5 11/12 0/30 0.9194 0.9411

The weight sensitivity results further show that all settings maintain a false-positive
rate of 0/30. Among the multi-metric combinations, Prob-heavy achieves the highest
AUROC and AUPR, confirming the importance of probability-level behavioral information.
However, Prob-only is not used as the default setting because it depends entirely on
probability-vector outputs and is not applicable to hard-label-only APIs. In addition, relying
on a single metric may make the decision overly dependent on one type of behavioral
evidence. Therefore, we use the Equal setting as a simple task-agnostic default, which
combines label consistency, probability-distribution similarity, and boundary transition
consistency without task-specific weight tuning.

7.2.3. Evaluation Under Input-Level Defense Mechanisms

Since the proposed method constructs candidate boundary fingerprints using gradient-
based perturbations, it is necessary to examine whether input-level defense mechanisms
weaken the effectiveness of boundary fingerprints. We therefore evaluate the target models
under feature squeezing, input smoothing, and their combination. Feature squeezing
reduces the input precision to 5 bits, while input smoothing applies a 3 x 3 smoothing
operation before model inference. These settings are used to simulate preprocessing-based
defenses that may suppress perturbation-sensitive responses around the decision boundary.

As shown in Table 11, feature squeezing alone does not weaken the verification
result, and the proposed method still detects 11 out of 12 derived models with zero false
positives. This indicates that simple input-precision reduction does not substantially
change the boundary-related responses captured by the fingerprints. In contrast, when the
combined score is used, input smoothing significantly reduces the detection rate, showing
that smoothing operations can suppress local perturbation-sensitive label and transition
behaviors near the decision boundary.

Table 11. Verification results under input-level defense mechanisms.

Defense Setting Score Setting  Detection Rate FPR AUROC AUPR
Feature squeezing 5-bit Combined 11/12 0/30 0.9167 0.9405
Input smoothing (k = 3) Combined 1/12 0/30 0.6917 0.4930
Input smoothing (k = 3) Prob-only 11/12 0/30 0.9806 0.9693
Smoothing + squeezing Combined 1/12 0/30 0.8139 0.7148
Smoothing + squeezing Prob-only 12/12 0/30 1.0000 1.0000

However, the results under the Prob-only setting further show that probability-
distribution similarity remains highly discriminative when probability outputs are avail-
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able. Under input smoothing, Prob-only still detects 11 out of 12 derived models with
zero false positives, and under the combined smoothing and squeezing setting, it detects
all 12 derived models with zero false positives. These results suggest that input smooth-
ing mainly weakens hard-label and boundary-transition signals, while probability-level
behavioral similarity is more stable under such preprocessing defenses. Therefore, the
proposed multi-level verification framework can still benefit from probability outputs
in smoothed target-model settings, although robust verification under hard-label-only
smoothing defenses remains a challenging case.

7.3. Sensitivity Results and Analysis

This section analyzes the impact of fingerprint sample size, perturbation strength,
classification margin threshold, and restricted hard-label-only output settings on detec-
tion performance. Since CIFAR-100 covers a more complete set of derived model types,
sensitivity analyses are mainly presented on CIFAR-100.

7.3.1. Impact of Fingerprint Sample Size

Figure 7 shows the effect of fingerprint sample size on detection margin. When the
fingerprint size increases from 50 to 500, the detection margin of most derived models
stabilizes, indicating that increasing the query budget reduces fluctuations caused by
randomness in individual samples. Continuing to increase to 1000 yields limited additional
benefit, so we default to K = 500 as a trade-off between query cost and detection stability.

CIFAR-100 Effect of Fingerprint Number
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Figure 7. Impact of fingerprint sample size on detection margin.

7.3.2. Impact of Perturbation Strength

Figure 8 shows the effect of perturbation strength € on detection margin. If the
perturbation strength is too small, samples do not sufficiently approach the source model’s
decision boundary, limiting the amplification of boundary differences; if the perturbation
strength is too large, samples may deviate from the original semantics or reduce the quality
of usable boundary samples after adaptive filtering. In terms of efficiency, the per-sample
cost of FGSM remains one gradient computation for different €, but an unsuitable € may
reduce the number of valid candidates after adaptive filtering and therefore require a larger
candidate pool. The default setting of 8/255 achieves a good balance between detection
stability, candidate availability, and sample effectiveness.
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Figure 8. Impact of perturbation strength on detection margin.

7.3.3. Impact of Classification Margin Threshold

Figure 9 shows the effect of classification margin threshold on detection margin. The
margin threshold controls the strictness of boundary screening. A smaller margin threshold
selects samples that are closer to the source model’s decision boundary, but may lead
to insufficient candidate samples, reduced class coverage, and lower sample diversity.
A larger margin threshold relaxes the screening conditions, allowing more samples into
the fingerprint set, but may also introduce samples with insufficient boundary proximity.
Experimental results show that the default threshold of 1.0 provides a good trade-off
between sample boundary proximity and sample availability.

CIFAR-100 Effect of Margin Threshold
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Figure 9. Impact of classification margin threshold on detection margin.

In summary, the experimental results demonstrate that our method can stably de-
tect parameter-inherited derived models under black-box conditions, and can recognize
boundary-behavior inheritance from same-architecture boundary-enhanced distillation.
Compared with single-label consistency or single-boundary transition consistency met-
rics, the multi-metric fusion achieves more stable overall performance in fixed-threshold
false-positive control and threshold-independent ranking ability.

7.3.4. Impact of Hard-Label-Only Outputs

To evaluate whether the proposed method remains applicable when the target API
only returns hard labels, we further test several restricted-output settings. The main
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detection results reported above correspond to the full-output setting, where confidence
scores or probability vectors are available. In the restricted hard-label-only setting, S,qp,
is unavailable, and the detection score follows Equation (26). Specifically, we evaluate
label consistency, boundary transition consistency, and their weighted combinations with
different values of A.

As shown in Table 12, the proposed framework can still operate under the hard-
label-only setting. Compared with the full-output mode, the detection rate decreases
from 11/12 to 10/12, and the AUROC decreases from 0.9750 to about 0.90. This confirms
that probability-distribution similarity provides useful confidence-level evidence when
available. Nevertheless, the hard-label variants still maintain a false-positive rate of 0/30
and detect 10 out of 12 derived models, showing that the verification mechanism is not
strictly dependent on complete softmax outputs. Among the hard-label settings, label con-
sistency and label-dominant combinations perform better than using boundary transition
consistency alone, indicating that Sirans is more suitable as auxiliary hard-label evidence.
Overall, complete probability outputs improve detection sensitivity, while the hard-label
degradation strategy preserves the applicability of the method in more restrictive black-box
API scenarios.

Table 12. Evaluation under hard-label-only black-box output settings.

Score Setting A Detection Rate FPR AUROC AUPR
Slabel 1.0 10/12 0/30 0.9056 0.9183
Strans 0.0 10/12 0/30 0.8833 0.8938

Slabel + Strans 0.3 10/12 0/30 0.8806 0.8953

Siabel + Strans 0.5 10/12 0/30 0.8958 0.9054

Stabel + Strans 0.7 10/12 0/30 0.9028 0.9144

8. Conclusions and Future Work
8.1. Conclusions

This paper proposes a black-box model copyright verification method based on adap-
tive boundary fingerprints. The method does not rely on the internal structure or parame-
ters of the target model. Instead, it generates boundary fingerprint samples from the source
model and determines whether the target model is suspected to be derived by comparing
the output behavioral similarity between the source and target models on these samples.
Compared with ordinary test samples, boundary fingerprint samples are closer to the local
decision boundary of the source model, thereby more effectively exposing behavioral differ-
ences between derived models and independent models. Experimental results show that the
proposed method can identify most evaluated model derivation methods, including direct
copying, fine-tuning, pruning, quantization, and same-architecture boundary-enhanced
distillation. At the same time, we perform quantile threshold calibration based on the
background distribution of independent models and use the maximum-background score
as a conservative reference, reducing the risk of false positives caused by natural similarity
among a limited number of independent models. Ablation experiments also show that
ordinary test samples easily yield high similarity scores for independent models, whereas
FGSM and adaptive boundary fingerprint samples more effectively reduce the background
scores of independent models, thus improving detection discrimination. Overall, the pro-
posed method is suitable for black-box verification scenarios where the target model’s
parameters and structure are inaccessible, providing a technical reference for deep model
copyright protection and infringement evidence collection.
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8.2. Future Work

There is still room for further improvement of the proposed method. First, the thresh-
old calibration relies on the background distribution of independent models; the represen-
tativeness of the set of background models affects the stability of the estimated similarity
range for non-derived models. In the future, we can introduce more random seeds, model
architectures, training strategies, data augmentation methods, and pre-training sources
to build a richer independent-model background library, improving the robustness of
threshold calibration. Second, fingerprint sample generation requires a trade-off between
boundary proximity, naturalness, and query cost. Perturbations that are too small may not
sufficiently approach the decision boundary, while perturbations that are too large may
cause samples to deviate from the original data distribution, leading to detection results
affected by out-of-distribution responses. Therefore, future work could investigate adaptive
methods for setting perturbation strength, margin threshold, and sample selection strate-
gies, reducing the impact of manual parameter choices on detection performance. Third,
stronger evasion scenarios such as cross-architecture distillation, large-scale retraining,
adversarial training, randomized smoothing, boundary smoothing, and output randomiza-
tion may weaken the inheritance of the source model’s boundary behavior. In particular,
adversarial training may enlarge or reshape local classification margins, while randomized
smoothing may smooth model responses around the decision boundary, both of which can
reduce the effectiveness of boundary fingerprints constructed from the source model. In
addition, the current experiments are mainly conducted on CIFAR-100, Tiny-ImageNet,
and CNN-based architectures such as ResNet18 and MobileNetV2. Evaluation on larger
datasets such as ImageNet and more diverse model configurations, such as ViT-B/16, Swin-
T, and ConvNeXt-T, remains an important direction for future work. Future research could
explore dynamic fingerprint generation, multi-round queries, and private fingerprint li-
brary update mechanisms to reduce the risk of fixed fingerprints being evaded in a targeted
manner. Finally, black-box model copyright verification should not rely solely on a single
type of technical evidence. In practice, boundary fingerprint methods can be combined
with model watermarking, access log auditing, trusted timestamps, model registration, and
training data provenance to form a more complete system for model copyright protection
and infringement evidence collection.
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Abbreviations

The following abbreviations are used in this manuscript:

ADV-TRA Adversarial Trajectory

Al Artificial Intelligence

API Application Programming Interface

AUPR Area Under the Precision-Recall Curve

AUROC Area Under the Receiver Operating Characteristic Curve
CIFAR-100 Canadian Institute for Advanced Research 100-class dataset
CNN Convolutional Neural Network

CPU Central Processing Unit

CUDA Compute Unified Device Architecture

DAWN Dynamic Adversarial Watermarking of Neural Networks
DNN Deep Neural Network

FGSM Fast Gradient Sign Method

FPR False-Positive Rate

FT Fine-Tuning

GPU Graphics Processing Unit

JS Jensen-Shannon Divergence

KD Knowledge Distillation

LLM Large Language Model

LTS Long-Term Support

PGD Projected Gradient Descent

SDBF Steep-Decision-Boundary Fingerprinting

Tiny-ImageNet Tiny-ImageNet dataset
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