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Abstract

Number Theoretic Transform (NTT)-based polynomial multiplication is a computationally
intensive operation in lattice-based post-quantum cryptography (PQC) schemes such as
CRYSTALS-Dilithium. Existing hardware accelerators optimize area and timing perfor-
mance, without focusing on evaluating trade-offs among hardware utilization, execution
latency, operating frequency, and power consumption. This article investigates such trade-
offs through two lightweight field-programmable gate array (FPGA) implementations
of an iterative NTT-based polynomial multiplication accelerator, namely non-pipelined
and 4-stage pipelined architectures. Both implementations employ a single butterfly unit
based on Cooley–Tukey and Gentleman–Sande configurations to compute the forward
NTT (FNTT), inverse NTT (INTT), and coefficient-wise multiplication (CWM). The 4-stage
pipelined architecture employs pipeline registers in the modular multiplication and Barrett
reduction datapaths to maximize the operating frequency. Both architectures are imple-
mented on an Artix-7 FPGA and evaluated across operating frequencies ranging from
10 MHz to 280 MHz. The results show that the non-pipelined architecture provides reduced
hardware overhead and lower power consumption, whereas the pipelined architecture im-
proves timing scalability and successfully operates at 280 MHz. At the maximum operating
frequency, the pipelined implementation utilizes 1115 slices and achieves execution times
of 4.58µs, 0.93µs, and 4.58µs for FNTT, CWM, and INTT computations, respectively, with
an average power consumption of 133 mW. The Area–Time Product (ATP) and Energy–
Delay Product (EDP) evaluations demonstrate that the pipelined architecture achieves
improved overall efficiency within the proposed lightweight single-butterfly-based poly-
nomial multiplication architecture at higher operating frequencies, obtaining an ATP of
7.74 × 103 Slice-µs and EDP of 1501.52 nJ-µs.

Keywords: Number Theoretic Transform (NTT); Post-Quantum Cryptography (PQC);
polynomial multiplication; FNTT; INTT; CWM; FPGA

1. Introduction
Lattice-based post-quantum cryptography (PQC) has emerged as a leading direction

for securing digital systems against the threat posed by quantum computers. The National
Institute of Standards and Technology (NIST) has standardized lattice-based schemes such
as CRYSTALS-Kyber [1] and CRYSTALS-Dilithium [2], while additional digital signature
candidates are being evaluated through the ongoing NIST process [3]. Beyond PQC, lattice-
based constructions are also widely used in homomorphic encryption (HE) schemes [4].
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A common computational unit in these cryptographic systems is polynomial multiplication,
which is typically accelerated using the Number Theoretic Transform (NTT) [5]. Compared
with conventional schoolbook polynomial multiplication, which has quadratic complexity
O(n2), NTT-based multiplication reduces the computational complexity to O(n log n),
making it highly suitable for efficient hardware implementation [6].

The NTT can be regarded as the finite-field counterpart of the Fast Fourier Transform
(FFT). Unlike the FFT, which relies on complex arithmetic and floating-point operations,
the NTT performs all computations over a finite field or polynomial ring by replacing
complex roots of unity with integer roots of unity. This property makes the NTT particu-
larly attractive for hardware accelerators, where modular arithmetic can be implemented
efficiently. In lattice-based cryptographic algorithms, NTT-based polynomial multiplication
is often one of the most computationally demanding operations. Therefore, designing
efficient NTT accelerators is essential for improving the performance and practicality of
PQC implementations.

NTT-based polynomial multiplication consists of three main operations: forward NTT
(FNTT), coefficient-wise multiplication (CWM), and inverse NTT (INTT). The butterfly
operation is the fundamental computational unit used to perform FNTT and INTT trans-
formations. Among the commonly used butterfly structures, the Cooley–Tukey (CT) and
Gentleman–Sande (GS) configurations are widely adopted for efficient FNTT and INTT
computation, respectively [6,7].

1.1. Related NTT-Based Hardware Accelerators

Numerous NTT-based polynomial multiplication accelerators have been reported
for implementation on field-programmable gate arrays (FPGAs) and application-specific
integrated circuits (ASICs) [7–31]. The works reported in [7–11] investigate NTT implemen-
tations for distinct PQC algorithms, whereas NTT architectures targeting homomorphic
encryption applications are explored in [12–14]. The designs in [15–20] focus on CRYSTALS-
Kyber, while dedicated accelerators for CRYSTALS-Dilithium are presented in [21–27].
In contrast, unified architectures supporting both CRYSTALS-Kyber and CRYSTALS-
Dilithium are described in [28–31]. Beyond NTT accelerators, supporting arithmetic frame-
works have also been explored. An open-source generator for large-integer polynomial
multipliers targeting FPGA and ASIC implementations is presented in [32], with extended
architectural evaluations reported in [33]. Moreover, a multiplierless constant multipli-
cation framework is introduced in [34], which can potentially be employed to optimize
twiddle-factor multiplications in NTT architectures.

A low-complexity NTT accelerator targeting the NewHope key-exchange scheme was
presented in [7], emphasizing efficient transform computation for lattice-based cryptog-
raphy. The work in [8] explored ultra-high-throughput implementations by comparing
conventional schoolbook polynomial multiplication with NTT-based approaches. To sup-
port a wide range of application scenarios, from resource-constrained IoT devices to
high-performance computing platforms, an open-source compile-time configurable NTT
generator was proposed in [9], enabling evaluation across multiple polynomial lengths.
A pipelined NTT architecture utilizing the Negative Wrapped Convolution (NWC) method
was employed in [10] to improve computational throughput. Furthermore, a lightweight
coprocessor based on the Ring Learning-With-Errors (R-LWE) cryptosystem was reported
in [11], where noise approximation techniques were exploited to reduce hardware complex-
ity for IoT-oriented applications.

For homomorphic encryption applications, an NTT accelerator employing a zero-
padding technique was implemented on a Kintex UltraScale+ FPGA in [12]. To facilitate
the automated generation of efficient NTT architectures for fully homomorphic encryption
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(FHE), the NTTGen framework was proposed in [13], enabling the synthesis of low-latency
FPGA-based NTT implementations. More recently, a lightweight and hardware-efficient
FPGA accelerator tailored for FHE applications was presented in [14], where a novel
twiddle-factor generation method for Radix-2 multi-path delay commutator (MDC) ar-
chitectures was introduced to improve throughput while maintaining low implementa-
tion overhead.

For CRYSTALS-Kyber, several lightweight and high-performance NTT accelerators
have recently been reported. The AT-NTT architecture proposed in [15] introduced a fully
lookup-table (LUT)-based modular reduction approach to efficiently implement modular
multiplication. In addition, the design employed a novel negative-biased table in the final
reduction stage to simplify addition and subtraction operations. An ultra-lightweight
and memory-free NTT core targeting CRYSTALS-Kyber parameters was presented in [16],
focusing on minimizing hardware overhead. For the same parameter set, the importance of
unifying CT and GS butterfly structures was experimentally investigated in [17], demon-
strating the potential benefits of resource sharing in NTT implementations. More recently,
the unified parallel pipelined NTT (UPP-NTT) accelerator was introduced in [18], where
four parallel pipelined radix-2 butterfly functional units (BFUs) were integrated into a
reconfigurable datapath supporting both FNTT and INTT computations. Their architecture
further incorporated a shift-and-add-based Barrett reduction scheme to reduce dependence
on DSP resources, while a conflict-free single-memory organization and dedicated address
generation logic enabled deterministic access to polynomial coefficients and twiddle fac-
tors. The work in [19] presents a RISC-V system-on-chip (SoC)-integrated NTT accelerator
for CRYSTALS-Kyber and evaluates architectural trade-offs among parallelism, memory
organization, area, and performance. Recently, the work in [20] presented a unified SRAM-
based ASIC accelerator for Crystals-Kyber that supports all NIST security levels while
eliminating FIFOs and intermediate buffers to achieve high area–time efficiency, low power
consumption, and low energy per operation.

Lightweight hardware accelerators supporting CRYSTALS-Dilithium, including ded-
icated NTT computation, have been proposed in [21,22], emphasizing a reduction in
hardware costs while maintaining acceptable performance. The study reported in [23]
investigated the area, power, and performance trade-offs of NTT implementations us-
ing CRYSTALS-Dilithium parameters, highlighting the impact of architectural choices on
hardware efficiency. In [24], the EMINEM framework introduced efficient FPGA implemen-
tations of mixed-radix NTT accelerators targeting multiple lattice-based schemes, including
Falcon, CRYSTALS-Dilithium, and HAWK. More recently, an optimized hardware architec-
ture for Dilithium across all security levels was presented in [25]. Their design incorporated
parallel modular multiplication units together with an enhanced scaling method to re-
duce operand bit width and calibration overhead. Furthermore, an improved radix-2
Multipath Delay Commutator NTT (MDC-NTT) architecture and pipelined parallelization
using FIFO and BRAM-based buffers were employed to increase the achievable operating
frequency. The architecture in [26] proposes a resource-efficient FPGA implementation
of Dilithium-NTT using an optimized modular multiplier and dual ping-pong memory
scheme to improve area–time efficiency and operating frequency. In [27], a lightweight
Crystals-Dilithium accelerator is presented, employing an iterative dual-Keccak SHA-3
module, optimized rejection sampling, and NTT stage elimination via lookup tables to
improve area efficiency and latency.

A memory-unified NTT-based accelerator named CRYPHTOR was introduced in [28]
to support CRYSTALS PQC schemes. The architecture integrates dedicated arithmetic
and control modules to accelerate FNTT, INTT, CWM, and additional polynomial oper-
ations within a shared hardware framework. High-speed NTT implementations based
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on radix-2 and radix-4 butterfly structures were further investigated in [29], where the
transform latency was reduced through optimized butterfly scheduling. In [30], a unified
accelerator targeting both SABER and CRYSTALS-Dilithium was proposed by exploiting
the modular arithmetic property 223 − 213 + 1 to simplify modular reduction. Similarly,
the KALI architecture presented in [31] adopted resource sharing and pipelining techniques
to improve hardware efficiency and timing performance for unified CRYSTALS-based
cryptographic operations.

1.2. Limitation(s) of Existing Accelerators

Existing NTT hardware accelerators discussed in Section 1.1 have primarily focused
on improving a single design objective, such as maximizing throughput through parallel
butterfly units and pipelining [15,18,25], or minimizing hardware utilization using iterative
computation and resource sharing [16,21,22]. Although several studies report area and
timing results, comprehensive evaluations considering the trade-offs among hardware cost,
operating frequency, execution latency, and power consumption remain comparatively
limited. Furthermore, only a few studies investigate energy-related metrics despite their
importance for lightweight cryptographic implementations [17,23].

Such trade-offs are particularly critical for resource-constrained platforms, including
Internet-of-Things (IoT) devices, radio-frequency identification (RFID) systems, and em-
bedded secure processors, where compact hardware and low power consumption are
often prioritized over maximum throughput. In contrast, high-performance edge and
cloud-based systems require improved timing closure and higher operating frequencies.
Consequently, lightweight NTT accelerators should ideally provide flexibility to operate
across different timing constraints while maintaining acceptable area and energy efficiency.
Moreover, most existing studies report implementation results at a fixed operating fre-
quency, providing limited insight into the impact of timing constraints and pipelining on
hardware utilization, power consumption, and overall performance. Therefore, evaluating
lightweight NTT architectures across multiple operating frequencies becomes important to
understand the trade-offs between compactness, energy efficiency, and timing scalability.

1.3. Proposed Work

Before describing the contributions, we highlight that our previous conference work
published in [23] investigated only the non-pipelined architecture concerning area, power,
and performance characteristics of lightweight NTT accelerators targeting CRYSTALS-
Dilithium parameters. This article extends the work of [23] by performing a comprehensive
evaluation of two architectural variants, namely non-pipelined (although the non-pipelined
architecture considered in this work employs an identical datapath to that reported in [23],
slight differences in the reported hardware utilization and power consumption are observed
because of updated synthesis settings, implementation constraints, and post-place-and-
route (PPnR) optimization strategies adopted in the present work) and 4-stage pipelined
implementations, under different operating frequencies to analyze timing scalability, hard-
ware utilization, execution latency, power consumption, and energy efficiency. Specifically,
the primary objective of this work is to investigate the area–power–performance trade-offs
between lightweight non-pipelined and pipelined NTT architectures rather than to perform
a comprehensive pipeline-depth design-space exploration. The main contributions of this
work are summarized as follows:

• Non-pipelined Architecture: A lightweight non-pipelined NTT-based polynomial mul-
tiplication accelerator is implemented using a single reusable butterfly unit supporting
both CT and GS butterfly configurations. The same arithmetic datapath is iteratively
reused to perform FNTT, INTT, and CWM, thereby minimizing hardware utilization
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and power consumption at the expense of increased clock cycles and execution latency
compared with highly parallel NTT accelerators.

• Pipelined Architecture: A 4-stage pipelined variant of the NTT architecture is imple-
mented by inserting registers within the arithmetic datapath to improve timing closure
and increase the achievable operating frequency. Compared with the non-pipelined
implementation, the pipelined architecture incurs a moderate increase in hardware
utilization and execution latency due to additional pipeline stages, while enabling im-
proved timing scalability and reduced execution time at higher operating frequencies.

• Comprehensive Results Evaluation: The implemented non-pipelined and pipelined
architectures are implemented on an Artix-7 FPGA and analyzed across operating
frequencies ranging from 10 MHz to 280 MHz. The resulting hardware utilization, com-
putation time, and power consumption are examined to investigate timing scalability
and area–power–performance trade-offs under different implementation constraints.
Furthermore, additional performance assessments are conducted using Area–Time
Product (ATP) and Energy–Delay Product (EDP) metrics to quantify the combined
effects of hardware cost, execution latency, and energy consumption. The obtained
results are further compared with existing lightweight and high-performance NTT
accelerators to evaluate the proposed architectures in terms of compactness, energy
efficiency, and overall performance.

We want to highlight that this work is an extended version of work previously pub-
lished in [23], which focused exclusively on a non-pipelined NTT architecture based on a
single reusable butterfly unit. The present work extends the design by introducing a 4-stage
pipelined architecture and a comprehensive evaluation framework. While the underlying
butterfly architecture and functionality remain unchanged, the pipelined design improves
the maximum operating frequency from 250 MHz to 280 MHz and achieves timing closure
at higher operating frequencies. Furthermore, this work provides a detailed analysis of the
trade-offs between non-pipelined and pipelined implementations in terms of hardware
utilization, computation time, power consumption, energy consumption, ATP and EDP
over a wide operating-frequency range. These additions significantly broaden the scope
of the previous work of [23] and provide deeper insights into the impact of pipelining on
lightweight CRYSTALS-Dilithium NTT accelerators.

The remainder of this article is organized as follows. Section 2 presents the mathemati-
cal background of NTT-based polynomial multiplication. Section 3 describes the proposed
non-pipelined and pipelined architectures. Section 4 discusses FPGA implementation re-
sults and evaluates the proposed architectures in terms of area, power, timing, ATP, and EDP
metrics. Finally, Section 5 concludes the article and outlines future research directions.

2. Background
This section introduces the mathematical foundations and implementation principles

relevant to the proposed NTT-based polynomial multiplication architecture. Section 2.1
defines the notation and algebraic parameters associated with the CRYSTALS-Dilithium
scheme. Section 2.2 describes the mathematical flow of NTT-based polynomial multi-
plication, including the forward NTT, coefficient-wise multiplication, and inverse NTT
operations. Finally, Section 2.3 reviews commonly used implementation approaches for
NTT computation, with emphasis on the Cooley–Tukey and Gentleman–Sande (GS) butter-
fly structures adopted in this work.

2.1. Notation and Mathematical Preliminaries

The CRYSTALS-Dilithium signature scheme [2] operates over the polynomial ring
Rn,q = Zq[x]/(xn + 1), where the polynomial degree is fixed at n = 256, and the modulus
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is defined as q = 223 − 213 + 1. Since q is prime, it enables the existence of suitable primitive
roots of unity required for efficient NTT computation. In particular, the selected modulus
supports a primitive 512-th root of unity, which allows the decomposition of a 256-point
transform into log2(256) = 8 computational stages.

Throughout this work, the stage index associated with the iterative transform process
is denoted by si, where i ∈ {1, 2, . . . , 8}. The input polynomials in the standard algebraic
domain are represented by a(x) and b(x), whereas their transformed NTT-domain repre-
sentations are denoted by ã(x) and b̃(x), respectively. The symbol ω represents the twiddle
factor corresponding to the primitive root of unity used during butterfly computation. Fur-
thermore, n−1 denotes the modular multiplicative inverse of n modulo q, and the operator
◦ indicates coefficient-wise multiplication.

2.2. NTT-Based Polynomial Multiplication

Polynomial multiplication in the algebraic domain can be expressed as c(x) = a(x) · b(x)
mod (xn + 1, q), where the resulting polynomial coefficients are reduced modulo q, and the
polynomial degree remains less than n. Conventional multiplication approaches such as
schoolbook multiplication, Karatsuba multiplication, and Toom–Cook multiplication may
be used to compute this operation [33]. However, these methods become increasingly ex-
pensive as the polynomial degree grows. To reduce computational complexity, lattice-based
cryptographic systems commonly employ NTT-domain multiplication. In this approach,
the input polynomials are first transformed into the spectral domain using the forward
Number Theoretic Transform (i.e., FNTT). For a polynomial a(x), the transformation is
mathematically defined as

ãi =
n−1

∑
j=0

ajω
ij mod q, i ∈ [0, n − 1]. (1)

After both input polynomials are transformed into the NTT domain, multiplication is
performed independently on the corresponding coefficients. This operation is commonly
referred to as coefficient-wise multiplication (i.e., CWM) and is represented as

c̃(x) = ã(x) ◦ b̃(x). (2)

Finally, the inverse Number Theoretic Transform (i.e., INTT) is applied to map the re-
sultant polynomial back to the algebraic domain. The inverse transformation is expressed as

ci = n−1
n−1

∑
j=0

c̃jω
−ij mod q, i ∈ [0, n − 1]. (3)

Compared with direct polynomial multiplication methods, the NTT-based approach
significantly lowers arithmetic complexity and, therefore, provides substantial advantages
for hardware acceleration in lattice-based cryptographic systems.

2.3. Architectural Approaches for NTT Computation

Several implementation techniques have been proposed in the literature to realize
the transformations given in Equations (1) and (3). One conventional approach employs
zero-padding to support negacyclic polynomial multiplication [12]. Although functionally
straightforward, this method introduces additional computational overhead due to the
enlarged transform size.

An alternative technique is the Negative Wrapped Convolution (NWC) method, which
eliminates explicit zero-padding and improves computational efficiency [10]. Nevertheless,
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NWC-based architectures require additional pre-processing and post-processing opera-
tions, increasing design complexity. In contrast, the Cooley–Tukey and Gentleman–Sande
butterfly formulations inherently support efficient NTT computation without requiring
separate NWC processing stages [6,7].

In this work, the CT butterfly structure is employed for forward transformation, while
the GS butterfly structure is utilized for inverse transformation. The CT butterfly accepts
inputs in normal order and generates outputs in bit-reversed order. Conversely, the GS
butterfly operates on bit-reversed inputs and restores the outputs to normal order. This
complementary behavior enables efficient realization of iterative FNTT and INTT computa-
tion without introducing additional permutation hardware. Therefore, the fundamental
arithmetic operations associated with CT and GS butterflies are illustrated in Figure 1.
These butterfly units form the core computational component of the proposed architecture
and are repeatedly reused during iterative transform execution.

Figure 1. Basic computational structures of the Cooley–Tukey (CT) and Gentleman–Sande (GS)
butterfly units.

3. Proposed NTT-Based Polynomial Multiplication Architectures
The implemented hardware accelerator architecture is illustrated in Figure 2. It con-

sists of three units: a unified butterfly unit (BU), a memory subsystem, and a finite-state
machine (FSM)-based control circuit. Together, these modules execute the forward NTT,
coefficient-wise multiplication, and inverse NTT operations required for polynomial multi-
plication in CRYSTALS-Dilithium. To investigate the trade-off between hardware efficiency
and processing speed, two variants of the proposed architecture are developed in this
work: a non-pipelined implementation and a 4-stage pipelined implementation. Both
architectures employ the same iterative transform strategy and unified butterfly datap-
ath. However, they differ in the organization of the modular multiplication and Barrett
reduction stages. The non-pipelined design prioritizes reduced switching activity and
lower hardware overhead, making it suitable for lightweight and low-power cryptographic
applications. In contrast, the 4-stage pipelined architecture introduces pipeline registers
within the modular multiplication and reduction datapaths to shorten the combinational
critical path and improve timing performance at higher operating frequencies. This pipelin-
ing strategy increases latency slightly due to pipeline filling and draining overheads but
improves throughput.

The BU serves as the primary computational engine of both architectures. It supports
CT and GS butterfly configurations for FNTT and INTT transformations while also reusing
the same datapath for coefficient-wise multiplication. The detailed organization of the
butterfly architecture, including the pipelined and non-pipelined datapaths, is discussed in
Section 3.1. Moreover, the memory subsystem stores the input, intermediate, and output
polynomial coefficients during transform execution. Two dual-port block-RAMs (BRAMs)
are utilized for iterative coefficient processing, while a dedicated read-only memory (ROM)
stores the twiddle factors required during butterfly computation. Additional details regard-
ing the memory organization are provided in Section 3.2. Finally, the FSM-based controller
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coordinates all computational activities within the non-pipelined and pipelined accelerators.
The controller generates memory addresses, butterfly-selection signals, routing controls,
and transform-stage synchronization signals required for iterative execution. It additionally
manages pipeline synchronization and arithmetic scheduling. A detailed description of the
control mechanism and computational cost analysis is presented in Section 3.3.

Figure 2. Top-level architecture of the implemented lightweight NTT accelerator supporting both
non-pipelined and pipelined implementations. Internal data-loading and storage operations are
omitted for clarity and are managed by the FSM-based controller.

3.1. Four-Stage Pipelined, Unified Butterfly Unit (BU)

The BU forms the main computational engine of the proposed NTT accelerator, as il-
lustrated in Figure 3. The architecture adopts a unified datapath that supports both CT and
GS butterfly configurations while also enabling coefficient-wise multiplication using the
same arithmetic resources. The design consists of two adders, two subtractors, a modu-
lar multiplication unit, and several routing multiplexers. By dynamically reconfiguring
the datapath through control signals, the same hardware structure is reused for FNTT,
INTT, and CWM operations, resulting in a compact and resource-efficient implementation.
Moreover, unlike many existing NTT accelerators that heavily rely on deep pipelining to
maximize throughput [7,10,28,30,31], the proposed BU architecture adopts a lightweight
pipelining strategy. Only selected pipeline registers are inserted within the modular mul-
tiplication datapath to support reliable operations while avoiding excessive switching
activity and register overhead. This design choice maintains low power consumption while
still enabling practical operating frequencies on FPGA devices. We have provided more
detailed insights into the BU architectures in Sections 3.1.1–3.1.3.

Figure 3. A 4-stage pipelined, unified butterfly architecture supporting CT and GS operations for
FNTT and INTT computation. The same datapath is reused for coefficient-wise multiplication.
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3.1.1. FNTT and INTT Computation

As illustrated in Figure 3, the butterfly unit receives three 23-bit inputs denoted by
u, t, and ω. The operands u and t correspond to polynomial coefficients retrieved from
memory, whereas ω represents the associated twiddle factor supplied from the SP-ROM.
The outputs of the butterfly structure are represented by U, T, and V, each having a width
of 23 bits. The signals U and T correspond to transform outputs generated during CT or
GS operation, while V is reserved for coefficient-wise multiplication.

The arithmetic datapath combines two addition units and two subtraction units with
a shared modular multiplication block. Since CRYSTALS-Dilithium operates using 23-bit
coefficients, conventional arithmetic operators are sufficient for implementing addition and
subtraction efficiently on FPGA fabric. Therefore, no specialized arithmetic optimization
is required for these operations. In contrast, modular multiplication introduces substan-
tially higher computational complexity because the multiplication result must be reduced
modulo q.

Data movement within the butterfly structure is controlled through multiplexers m1,
m2, m3, and m4. These multiplexers are driven by a one-bit control signal referred to as
mode. Depending on the value of this signal, the datapath dynamically switches between
CT and GS butterfly configurations. When mode = 0, the architecture performs the CT but-
terfly operation according to U = (u + tω) mod q, V = (u − tω) mod q. Conversely, when
mode = 1, the same datapath executes the GS butterfly operation as U = (u + t) mod q,
V = ω(u − t) mod q. Through this unified arithmetic structure, both forward and in-
verse transforms are executed using the same hardware resources, significantly reducing
implementation overhead compared with separate CT and GS realizations.

3.1.2. Modular Multiplication and CWM Computation

The modular multiplication section of the butterfly architecture is highlighted in
Figure 3 using a dotted boundary filled with light gray color. This block consists of
an integer multiplier followed by a Barrett-based modular reduction stage (i.e., mod q).
The same modular multiplication hardware is reused for both transform operations (i.e.,
FNTT and INTT) and coefficient-wise multiplication.

The integer multiplier accepts two 23-bit operands. One operand is selected through
multiplexer m2, while the second operand is chosen using multiplexer m5. For transform
computation, the multiplier receives the twiddle factor ω together with either the coefficient
t or the subtraction result generated by the butterfly datapath. During coefficient-wise
multiplication, the routing logic reconfigures the multiplier input so that polynomial
coefficients are multiplied directly.

The signal controlling multiplexer m5 is denoted as flag-cwm. When flag-cwm = 0,
the multiplier operates in transform mode for either FNTT or INTT computation and
receives the twiddle factor ω. Alternatively, when flag-cwm = 1, the multiplier accepts
the coefficient u to perform coefficient-wise multiplication. This resource-sharing strategy
enables a single multiplier architecture to support multiple computational modes, thereby
reducing DSP utilization and logic duplication.

The output of the integer multiplier produces a 46-bit intermediate result that is
subsequently forwarded to the modular reduction unit. Since all polynomial coefficients
must remain within the finite field Zq, modular reduction is required before the result can
be stored or reused by subsequent transform stages.

3.1.3. Barrett-Based Modular Reduction

The proposed modular reduction architecture is based on the Barrett reduction algo-
rithm, which avoids expensive division operations by replacing them with multiplication
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and shift operations [35]. Since the output of integer multiplication exceeds the coefficient
width defined by the modulus q, modular reduction is required to map the intermediate
result back into the finite field Zq.

For an intermediate multiplication result a, the Barrett reduction operation is approxi-
mated as

z ≈ a −

(a · qinv)︸ ︷︷ ︸
a1

≫ len(a)

 · q

︸ ︷︷ ︸
a2

(4)

where z denotes the reduced modular result, len(a) represents the bit-width of a, and qinv

is a precomputed reciprocal approximation given by

qinv =
2len(a)

q
.

The hardware architecture corresponding to Equation (4) is illustrated in Figure 4.
The datapath consists of two integer multipliers (IM1 and IM2, with gray-filled boxes), two
subtraction units (orange-filled boxes), lightweight pipeline registers (blue vertical strips),
and a 2 × 1 routing multiplexer m6. The architecture is structured into multiple stages to
reduce combinational delay and improve timing stability. Initially, the 46-bit multiplication
result a enters the Barrett reduction block and is first stored in a pipeline register. This
register isolates the incoming multiplication stage from the remaining modular reduction
circuitry, thereby shortening the critical path and improving signal stability. The registered
value of a is then multiplied by the constant qinv using the first integer multiplier (IM1).
The multiplication result is subsequently shifted right by len(a) bits to generate the inter-
mediate approximation term a1. A second pipeline register is inserted after this stage to
separate the shift operation from the subsequent multiplication stage.

Next, the intermediate signal a1 is multiplied by the modulus constant q using the
second integer multiplier (IM2), producing the approximation value a2. To further reduce
timing overhead, another pipeline register is placed after this multiplication stage before
the subtraction operations are performed.

The modular correction stage begins by subtracting a2 from the delayed version of the
original multiplication result a, producing the following intermediate result:

z′ = a − a2

Due to the approximate nature of Barrett reduction, the value of z′ may occasionally
exceed the modulus q. Therefore, a final modular correction step is required to ensure that
the output remains within the finite field Zq. The correction operation is performed by
a second subtraction unit, which computes z′ − q. Subsequently, multiplexer m6 selects
either z′ or z′ − q according to the following condition:

z =

z′ if z′ < q

z′ − q if z′ ≥ q
(5)

Consequently, the final output z is guaranteed to lie within the valid modular range
[0, q − 1]. This conditional subtraction preserves the correctness of the Barrett reduction
while requiring only a small amount of additional hardware. The proposed modular
reduction was functionally verified over the expected 46-bit multiplication range in the
CRYSTALS-Dilithium datapath.
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For the targeted CRYSTALS-Dilithium parameter set, the modulus and reciprocal con-
stants are fixed as q = 8380417 and qinv = 8396807. Previous studies have explored shift-add
realizations and arithmetic optimizations to simplify Barrett reduction hardware [10,21,30].
In contrast, the proposed architecture employs dedicated integer multipliers together with
lightweight pipelining registers. Although this approach increases DSP utilization, it
simplifies arithmetic routing, improves timing robustness, maintains moderate hardware
complexity, and reduces switching activity.

Figure 4. Proposed 3-stage pipelined Barrett-based modular reduction architecture.

3.2. Memory Subsystem

To sustain iterative executions of the FNTT, CWM, and INTT, the design incorporates
two dual-port block RAMs, denoted as DP-BRAM-1 and DP-BRAM-2. Since butterfly
computation requires simultaneous access to two polynomial coefficients during each pro-
cessing cycle, dual-port memory organization is adopted to support parallel read and write
operations efficiently. Each memory block is configured with a depth of 256 locations and a
word width of 23 bits, corresponding to the polynomial degree and modulus representation
used in CRYSTALS-Dilithium. In addition to the coefficient memories, a dedicated single-
port ROM (SP-ROM) of size 23 × 256 stores the precomputed twiddle factors ω required
during transform computation.

The FNTT and INTT procedures are executed using a ping-pong memory mechanism
between DP-BRAM-1 and DP-BRAM-2. During computation, one memory block supplies
input coefficients to the butterfly unit, while the transformed outputs are simultaneously
written to the alternate memory block. This alternating memory-access strategy avoids data
conflicts and supports iterative stage-wise processing. For coefficient-wise multiplication,
the transformed polynomials ã(x) and b̃(x) are loaded into the two DP-BRAMs, and the
generated multiplication results are written back into DP-BRAM-1.

3.3. Control Unit and Computational Cost of the Proposed Architecture

The proposed NTT accelerator employs a dedicated FSM-based control unit to coor-
dinate the overall execution of the FNTT, CWM, and INTT. The controller manages the
read/write operations of the utilized memories and generates the control signals required
for the routing multiplexers shown in Figures 3 and 4. In addition, the FSM controls the
operational sequencing of the unified butterfly unit during FNTT, INTT, and CWM compu-
tations. Since the architecture utilizes a single butterfly unit, all transform operations are
executed iteratively. Consequently, the controller is responsible for stage scheduling, butter-
fly indexing, memory synchronization, coefficient routing, and twiddle-factor addressing
throughout the computation process. The FSM further controls the mode and flag-cwm
signals to dynamically switch the butterfly datapath between CT, GS, and coefficient-wise
multiplication modes.

To illustrate the iterative execution mechanism, Figure 5 presents the data-flow organi-
zation of a 16-point transform. The forward transform progresses sequentially from stage-1
to stage-4, whereas the inverse transform follows the reverse order from stage-4 back to
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stage-1. Each filled block in the figure represents one butterfly operation, while the high-
lighted green and orange blocks indicate the iterative scheduling pattern adopted by the
controller. Therefore, for a 16-point transform, the execution requires a total of 15 butterfly
iterations distributed across four stages. The same computation strategy directly extends to
the CRYSTALS-Dilithium parameter set with N = 256, where the transform requires eight
stages. In this case, the iterative architecture performs 255 butterfly iterations to complete
one full FNTT or INTT computation. The FSM controller sequentially updates butterfly
addresses and twiddle-factor indices at every stage to ensure correct coefficient pairing
throughout the transform process.

Figure 5. Data-flow organization of the iterative butterfly execution for a 16-point FNTT/INTT
transform. The highlighted green and orange blocks indicate the butterfly iterations scheduled within
each transform stage.

3.3.1. Clock-Cycle Analysis of the Non-Pipelined Architecture

For an iterative NTT architecture employing a single butterfly unit without pipelining,
the theoretical computation cost of one transform is given by N × log2(N), where N
denotes the transform length. For CRYSTALS-Dilithium with N = 256, the ideal transform
cost therefore becomes 256 × 8 = 1024 clock cycles. However, practical implementation
overheads associated with memory access increase the overall execution latency. In the
proposed architecture, coefficient operands are fetched from dual-port BRAMs, where valid
data become available after memory-access synchronization. Consequently, each butterfly
iteration incurs an additional clock cycle before arithmetic processing can begin.

As illustrated in Figure 5, the iterative scheduling of a 16-point transform requires
15 butterfly iterations. Extending the same scheduling strategy to N = 256 results in 255 it-
erations. Therefore, the overall transform latency becomes 1024 + 256 = 1280 clock cycles,
where the additional 256 cycles originate from: (1) one initial memory synchronization
cycle, and (2) 255 iteration-dependent operand-fetch cycles. Thus, the proposed iterative
architecture requires 1280 clock cycles to complete one FNTT or INTT operation.
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The coefficient-wise multiplication stage follows a different execution pattern because
no multi-stage transform scheduling is required. The CWM operation processes one
coefficient pair per iteration across all 256 coefficients. Accordingly, the total latency
for CWM computation becomes 256 + 1 + 1 = 258 clock cycles, where: (1) 256 cycles
correspond to coefficient multiplications, (2) one cycle is required for the first valid memory
read, and (3) one additional cycle is used to assert the completion signal.

3.3.2. Clock-Cycle Analysis of the Pipelined Architecture

The proposed design additionally incorporates lightweight pipelining registers inside
the modular multiplication and Barrett reduction datapaths, as illustrated previously
in Figures 3 and 4. In the butterfly architecture, one pipeline register is inserted after
the integer multiplication stage. Furthermore, the Barrett reduction unit contains three
additional pipeline registers distributed across the reduction datapath.

Consequently, the modular multiplication path introduces a total pipeline depth of
four stages. Since the butterfly outputs depend on the completion of modular multi-
plication, the arithmetic results experience a four-cycle latency before becoming avail-
able for subsequent operations. Moreover, for the pipelined architecture, the transform
computation still performs the same number of butterfly iterations as the non-pipelined
design. However, additional latency is introduced during pipeline filling and drain-
ing. Therefore, the total clock-cycle cost for one FNTT or INTT operation becomes
1024 + 256 + 4 = 1284 clock cycles, where the extra four cycles correspond to the modu-
lar multiplication pipeline depth. Similarly, the total clock-cycle cost for coefficient-wise
multiplication becomes 256 + 1 + 1 + 4 = 262 clock cycles.

Although the pipelined organization introduces a small latency overhead, it signifi-
cantly shortens the combinational critical path by separating multiplication and reduction
stages across multiple cycles. As a result, the architecture can operate at higher clock
frequencies while maintaining stable timing behavior.

4. Implementation Results and Comparisons
The proposed NTT-based polynomial multiplication architectures were implemented

in Verilog HDL and synthesized using Vivado 2023.2, targeting the Artix-7 FPGA device
(XC7A100TCSG324-3). For benchmarking and performance evaluation, two operating-
frequency ranges are considered: (i) 10–40 MHz with an increment of 10 MHz, and
(ii) 100–250 MHz with an increment of 50 MHz. The functionality of the implemented
architectures was verified using 1000 test cases. The final FNTT, INTT, and CWM outputs
generated by the RTL implementation were compared against a software-based Python
(v 3.13) golden model implementing the CRYSTALS-Dilithium reference implementation.
The implementation results, including hardware utilization, computation time, and power
consumption, are presented in Section 4.1, whereas the performance evaluation using
Area–Time Product and Energy–Delay Product metrics is discussed in Section 4.2.

4.1. Hardware Area–Time and Power Results

Table 1 summarizes the implementation results for both the non-pipelined and
4-stage pipelined architectures using the CRYSTALS-Dilithium parameters N = 256 and
q = 8380417. The reported metrics include hardware utilization, execution latency in clock
cycles, computation time, and average power consumption for the FNTT, INTT, and CWM
operations, where all results are obtained after post-place-and-route (PPnR) analysis. Specif-
ically, the reported power values were obtained using the Vivado Power Analyzer after
PPnR implementation of the proposed architectures. Power estimation was performed
using switching activity captured from Voltage Change Dump (VCD) files generated during
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simulation and imported into the Vivado Power Analyzer. The analysis was conducted
using the default Vivado power-analysis settings under a typical operating condition of
25 ◦C. Moreover, the pipelined architecture achieves a maximum operating frequency
of 280 MHz while satisfying the specified timing constraints, whereas the non-pipelined
architecture fails to meet timing closure at this frequency due to its longer critical-path
delay, resulting in negative timing slack. For all reported implementation results that satisfy
timing closure, the Worst Negative Slack (WNS) remains non-negative and is typically
below 0.5 ns. The implementation results, including hardware area, clock cycles, computa-
tion time, and power consumption, for the non-pipelined and pipelined architectures are
discussed in Section 4.1.1 and Section 4.1.2, respectively.

Table 1. Implementation results on Artix-7 FPGA for N = 256 and q = 8380417. The reported
FNTT, INTT, and CWM clock cycles and execution times correspond to individual transform op-
erations, whereas Poly-Mul denotes the end-to-end polynomial multiplication cost computed as
2TFNTT + TCWM + TINTT.

Design Freq. Slices LUTs FFs DSPs BRAMs Execution Latency (Clock Cycles) Time (µs) Average
(MHz) (FNTT/INTT/CWM/Poly-Mul) (FNTT/INTT/CWM/Poly-Mul) Power

N
on

-p
ip

el
in

ed

10 860 3071 602 6 3 1280/1280/258/4098 128/128/25.80/409.80 3 mW

20 870 3073 602 6 3 1280/1280/258/4098 64/64/12.90/204.90 6 mW

30 891 3076 602 6 3 1280/1280/258/4098 42.66/42.66/8.60/136.60 10 mW

40 903 3119 619 6 3 1280/1280/258/4098 32/32/6.45/102.45 19 mW

100 935 3180 619 6 3 1280/1280/258/4098 12.80/12.80/2.58/40.98 41 mW

150 972 3248 619 6 3 1280/1280/258/4098 8.53/8.53/1.72/27.32 63 mW

200 1014 3316 619 6 3 1280/1280/258/4098 6.40/6.40/1.29/20.49 87 mW

250 1062 3395 619 6 3 1280/1280/258/4098 5.12/5.12/1.03/16.39 112 mW

280 Timing constraints are not met

4-
st

ag
e

pi
pe

lin
ed

10 883 3071 694 6 3 1284/1284/262/4114 128.40/128.40/26.20/411.40 3 mW

20 893 3073 694 6 3 1284/1284/262/4114 64.20/64.20/13.10/205.70 6 mW

30 914 3076 694 6 3 1284/1284/262/4114 42.80/42.80/8.73/137.13 11 mW

40 926 3119 711 6 3 1284/1284/262/4114 32.10/32.10/6.55/102.85 20 mW

100 958 3180 711 6 3 1284/1284/262/4114 12.84/12.84/2.62/41.14 43 mW

150 995 3248 711 6 3 1284/1284/262/4114 8.56/8.56/1.75/27.42 66 mW

200 1037 3316 711 6 3 1284/1284/262/4114 6.42/6.42/1.31/20.57 91 mW

250 1085 3395 711 6 3 1284/1284/262/4114 5.14/5.14/1.05/16.45 118 mW

280 1115 3438 711 6 3 1284/1284/262/4114 4.58/4.58/0.93/14.69 133 mW

Note: Post-place-and-route timing analysis reports a WNS of +0.30 ns for the non-pipelined architecture at
250 MHz, −0.47 ns for the non-pipelined architecture at 280 MHz (timing not met), and +0.12 ns for the 4-stage
pipelined architecture at 280 MHz, confirming that the inserted pipeline registers enable timing closure at 280 MHz.

4.1.1. Non-Pipelined Architecture

The non-pipelined architecture is designed primarily to minimize switching activity
and hardware overhead. Since no intermediate pipeline registers are inserted within
the datapath, the architecture maintains relatively low flip-flop utilization and reduced
dynamic power consumption. Furthermore, the iterative reuse of a single butterfly unit
enables compact hardware implementation for the FNTT, INTT, and CWM operations.

As shown in Table 1, the non-pipelined implementation utilizes 860 slices, 3071 LUTs,
and 602 FFs at 10 MHz. Within the low-frequency operating range from 10 MHz to 40 MHz,
the hardware utilization increases gradually to 903 slices, 3119 LUTs, and 619 FFs. This
increase is mainly attributed to synthesis optimizations and routing adjustments required
to satisfy tighter timing constraints at higher frequencies. A similar trend is also observed
in the high-frequency operating range from 100 MHz to 250 MHz, where the slice utilization
increases from 935 to 1062 and the LUT count rises from 3180 to 3395. In contrast, the FF
utilization remains nearly constant because the architecture does not employ pipelining
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registers within the datapath. Furthermore, the number of DSP blocks and BRAMs remains
fixed at six and three, respectively, across all operating frequencies since the underlying
arithmetic and memory resources are unchanged.

In terms of computational latency, the non-pipelined architecture consistently requires
1280 clock cycles for both the FNTT and INTT operations and 258 clock cycles for the
CWM operation across all operating frequencies. Within the low-frequency operating range
from 10 MHz to 40 MHz, the execution time decreases from 128µs to 32µs for the FNTT
and INTT operations, while the CWM execution time decreases from 25.80µs to 6.45µs.
Over the same frequency range, the average power consumption increases gradually from
3 mW to 19 mW. A similar trend is observed in the high-frequency operating range from
100 MHz to 250 MHz, where the execution time for the FNTT and INTT operations further
decreases from 12.80µs to 5.12µs, and the CWM execution time decreases from 2.58µs to
1.03µs. However, this improvement in performance is accompanied by increased power
consumption, which rises from 41 mW at 100 MHz to 112 mW at 250 MHz. Furthermore,
Table 1 indicates that the non-pipelined architecture can operate successfully up to 250 MHz.
Beyond this frequency, timing closure could not be achieved because of the long combi-
national delay associated with the modular multiplication and Barrett-based modular
reduction stages, resulting in negative timing slack.

Since a complete NTT-based polynomial multiplication consists of two FNTT op-
erations, one CWM operation, and one INTT operation, the corresponding end-to-end
computational cost is also reported in Table 1 as Poly-Mul. For the non-pipelined architec-
ture, the total latency remains constant at 4098 clock cycles across all operating frequencies.
Consequently, the Poly-Mul execution time decreases from 409.80µs at 10 MHz to 102.45µs
at 40 MHz and further to 16.39µs at 250 MHz, demonstrating the expected reduction in exe-
cution time with increasing operating frequency while preserving the same computational
cost in clock cycles.

4.1.2. 4-Stage Pipelined Architecture

To improve timing performance and operating frequency, a 4-stage pipelined version
of the proposed architecture was implemented. The pipelined design introduces four
additional 23-bit registers within the butterfly and Barrett-based modular reduction data-
paths, thereby shortening the critical combinational paths and improving timing closure.
As shown in Table 1, the pipelined architecture utilizes 883 slices, 3071 LUTs, and 694 FFs at
10 MHz. Within the low-frequency operating range from 10 MHz to 40 MHz, the hardware
utilization gradually increases to 926 slices, 3119 LUTs, and 711 FFs because of additional
routing and synthesis optimizations required at higher operating frequencies. A similar
trend is observed in the high-frequency operating range from 100 MHz to 280 MHz, where
the slice utilization increases from 958 to 1115 and the LUT count rises from 3180 to 3438.
The increase in FF utilization compared to the non-pipelined architecture is mainly caused
by the inserted pipeline registers. However, the DSP and BRAM utilization remains con-
stant at six and three, respectively, since the arithmetic and memory resources are reused
without duplication.

In terms of computational latency, the pipelined architecture requires 1284 clock
cycles for both the FNTT and INTT operations and 262 clock cycles for the CWM operation.
The additional clock cycles originate from the latency introduced by the four pipeline stages.
Within the low-frequency operating range from 10 MHz to 40 MHz, the execution time
decreases from 128.40µs to 32.10µs for the FNTT and INTT operations, while the execution
time for the CWM operation decreases from 26.20µs to 6.55µs. Over the same range,
the average power consumption increases from 3 mW to 20 mW. Similarly, in the high-
frequency operating range from 100 MHz to 280 MHz, the execution time for the FNTT and

https://doi.org/10.3390/electronics15143072

https://doi.org/10.3390/electronics15143072


Electronics 2026, 15, 3072 16 of 22

INTT operations further decreases from 12.84µs to 4.58µs, whereas the execution time for
the CWM operation decreases from 2.62µs to 0.93µs. However, the improved performance
is accompanied by increased switching activity, causing the power consumption to rise
from 43 mW at 100 MHz to 133 mW at 280 MHz.

For the pipelined architecture, the Poly-Mul operation requires 4114 clock cycles
across all operating frequencies. Within the low-frequency operating range from 10 MHz to
40 MHz, the Poly-Mul execution time decreases from 411.40µs to 102.85µs. Similarly, in the
high-frequency operating range from 100 MHz to 280 MHz, the execution time further
decreases from 41.14µs to 14.69µs.

4.2. Area–Time Product (ATP) and Energy–Delay Product (EDP) Evaluations

To further analyze the proposed non-pipelined and 4-stage pipelined architectures,
the Area–Time Product and Energy–Delay Product are evaluated in Table 2. The ATP
metric reflects the combined effect of hardware cost and computation time, whereas the
EDP metric captures the joint impact of energy consumption and execution delay. The
ATP is calculated using Equation (6), where the slice-equivalent cost (SEC) is used as the
normalized area metric and is calculated using Equation (7). The average computation time
is calculated using the mean execution times of the FNTT, INTT, and CWM operations and
is expressed mathematically in Equation (8). Since the SEC is represented in slices and the
execution time is measured in µs, the resulting ATP unit is expressed as slice-µs.

ATP = SEC × Tavg (6)

SEC = Slices + (100 × DSPs) + (196 × BRAMs) (7)

Tavg =
TFNTT + TINTT + TCWM

3
(8)

Similarly, for EDP, the average consumed energy is initially computed using
Equation (9), where the average power consumption obtained from Table 1 is multiplied
by the average computation time Tavg. Since the average power is reported in mW and
the execution time is expressed in µs, the resulting energy is represented in nJ. Thereafter,
the EDP is computed using Equation (10). Because the EDP is obtained from the product of
energy (nJ) and time (µs), its unit is expressed as nJ-µs.

Eavg = Pavg × Tavg (9)

EDP = Eavg × Tavg (10)

Table 2 summarizes the ATP and EDP evaluations for both the non-pipelined and
4-stage pipelined architectures across different operating frequencies. For both ATP and
EDP metrics, lower values indicate higher hardware efficiency because they represent
reduced area–time and energy–delay overheads, respectively. The results demonstrate that
increasing the operating frequency significantly reduces the average computation time,
thereby improving the ATP performance for both architectures. For the non-pipelined
design, the ATP decreases from 192.37 × 103 Slice-µs at 10 MHz to 8.46 × 103 Slice-µs
at 250 MHz. Similarly, the pipelined architecture achieves a reduction in ATP from
195.36 × 103 Slice-µs at 10 MHz to 7.74 × 103 Slice-µs at 280 MHz. A comparable trend
is observed for the EDP metric, where the higher-frequency implementations achieve lower
energy–delay costs despite the increase in average power consumption. Although the
pipelined architecture introduces additional registers and slightly increases the SEC and
switching activity, it provides superior timing scalability and achieves the best overall
ATP and EDP results at 280 MHz. In contrast, the non-pipelined implementation re-
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mains more attractive for lightweight and low-power cryptographic systems operating at
moderate frequencies.

Table 2. ATP & EDP evaluation of our non-pipelined and 4-stage pipelined architectures.

Design Freq. SEC Tavg Eavg ATP EDP
(MHz) (µs) (nJ) (×103 Slice-µs) (nJ-µs)

Non-pipelined

10 2048 93.93 281.79 192.37 26,469.43

20 2058 46.97 281.82 96.66 13,236.07

30 2079 31.31 313.10 65.09 9801.16

40 2091 23.48 446.12 49.10 10,475.30

100 2123 9.39 384.99 19.94 3615.06

150 2160 6.26 394.38 13.52 2468.82

200 2202 4.70 408.90 10.35 1921.83

250 2250 3.76 421.12 8.46 1582.02

4-stage pipelined

10 2071 94.33 282.99 195.36 26,690.25

20 2081 47.17 283.02 98.15 13,348.25

30 2102 31.44 345.84 66.09 10,874.89

40 2114 23.58 471.60 49.85 11,120.33

100 2146 9.43 405.49 20.24 3823.85

150 2183 6.29 415.14 13.73 2611.23

200 2225 4.72 429.52 10.50 2027.29

250 2273 3.78 446.04 8.59 1684.53

280 2303 3.36 446.88 7.74 1501.52

Overall trade-offs: In general, the implementation results reveal a clear trade-off be-
tween hardware compactness, power efficiency, and timing performance for the proposed
non-pipelined and 4-stage pipelined architectures. The non-pipelined design achieves
lower hardware utilization and reduced switching activity by eliminating intermediate
pipeline registers, resulting in improved area efficiency and lower power consumption
across all operating frequencies. In contrast, the 4-stage pipelined architecture introduces
additional registers within the butterfly and Barrett reduction datapaths, slightly increas-
ing the slice-equivalent cost and power consumption. However, the shorter critical path
enables significantly improved timing scalability and allows the architecture to operate
successfully up to 280 MHz. The ATP and EDP evaluations further demonstrate this
trade-off. Although the pipelined design incurs additional hardware and energy over-
heads at lower frequencies, it achieves superior ATP and EDP values at higher operating
frequencies because the reduction in computation time outweighs the increase in area
and power consumption. Therefore, the non-pipelined architecture provides a favorable
solution for low-power IoT and RFID-oriented cryptographic applications, whereas the
pipelined architecture is better suited for high-throughput systems requiring enhanced
timing performance and computational efficiency.

4.3. Comparison with State-of-the-Art Accelerators

Table 3 compares the proposed pipelined NTT accelerator with closely related
CRYSTALS-Dilithium NTT implementations on the Artix-7 FPGA using N = 256 and
q = 8380417. For a fair area comparison, the SEC is calculated using Equation (7). For stud-
ies where slices are not directly reported, the slice count is converted from LUTs and FFs
following the method used in [36]. This states that 1 slice = ( LUTs

4 ) + ( FFs
8 ) is for the Artix-7

FPGA. The ATP is calculated using Equation (6). When CWM timing is not reported in a
reference design, the average computation time (Tavg) is calculated using only the available
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FNTT and INTT execution times. When FNTT, INTT, and CWM timings are all available,
all three values are included in the average computation time. It is important to note
that a direct comparison of power- and energy-related metrics with state-of-the-art NTT
accelerators is not presented because power consumption results are unavailable in many
published reference works. Therefore, the power and energy measurements reported in Sec-
tions 4.1 and 4.2 are intended to provide additional insight into the trade-offs among area,
performance, and energy consumption of the proposed architectures. These measurements
are used to evaluate and compare the energy efficiency of the proposed non-pipelined and
pipelined architectures rather than to claim energy superiority over prior implementations.

Table 3. Comparison with state-of-the-art CRYSTALS-Dilithium NTT designs on Artix-7 FPGA.
All designs use N = 256 and q = 8380417. BU denotes butterfly units, BRM denotes BRAMs,
and † indicates estimated slices computed as LUTs

4 + FFs
8 . TW indicates this work. Lower ATP

indicates better area–time efficiency.

Ref. BU Slices LUTs FFs DSP BRM Clock Cycles Freq. Time (µs) SEC ATP
FNTT/INTT/CWM (MHz) FNTT/INTT/CWM (×103)

Dedicated CRYSTALS-Dilithium implementations

[21] 2 944 † 2759 2037 4 7 606/614/– 163 3.71/3.76/– 2716 10.14

[22] 2 226 † 524 759 17 1 533/536/– 311 1.71/1.72/– 2122 3.64

[23] 1 942 3101 655 6 3 1280/1280/258 250 5.12/5.12/1.03 2130 8.01

[24] 1 534 1557 1652 6 5 271/271/– 158 1.71/1.71/– 2114 3.61

[25] 8 1595 † 4187 4387 18 0 286/286/– 297 0.96/0.96/– 3395 3.26

Unified CRYSTALS-Kyber and CRYSTALS-Dilithium implementations

[28] 1 397 † 1302 571 9 3 1074/1074/264 131 8.19/8.19/2.01 1885 11.56

[29] (R2) 8 2456 7451 5275 0 0 128/128/– 180 0.71/0.71/– 2456 1.74

[29] (R4) 16 4522 13,804 11,019 0 0 64/64/– 163 0.39/0.39/– 4522 1.76

TW 1 1115 3438 711 6 3 1284/1284/262 280 4.58/4.58/0.93 2303 7.74
(R2) and (R4) for reference [29] denote that the architectures use radix-2 and radix-4 butterfly units, respectively.

4.3.1. Comparison with Dedicated CRYSTALS-Dilithium Implementations [21–25]
Lightweight Architectures Supporting Only Single Butterfly Unit [23,24]

The non-pipelined implementation reported in [23] employs a single butterfly unit
without pipelining, resulting in a slightly lower SEC compared with the proposed work.
In contrast, the proposed architecture incorporates four pipeline stages to improve tim-
ing performance while maintaining the same computational functionality. Consequently,
the maximum operating frequency increases from 250 MHz in [23] to 280 MHz in the pro-
posed design, while the ATP improves from 8.01 to 7.74. These results indicate that the
introduced pipelining enhances timing closure and overall area–time efficiency with only a
marginal increase in hardware cost. The NTT accelerator reported in [24] achieves a lower
ATP of 3.61 owing to reduced execution latency and optimized transform scheduling. How-
ever, the proposed architecture maintains comparable SEC while additionally supporting
unified computation of FNTT, INTT, and CWM operations within a single reusable butterfly
datapath, whereas the reference design does not provide support for CWM computation.

NTT Designs Using Two Butterfly Units [21,22]

Compared with the accelerator in [21], the proposed architecture reduces the SEC from
2716 to 2303, corresponding to approximately a 1.18× lower hardware cost. This reduction
is mainly achieved by using a single unified butterfly unit and extensive resource sharing
across arithmetic operations. Although the design in [21] achieves lower execution latency
by employing two butterfly units and parallel processing, the proposed architecture offers
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greater area compactness while supporting FNTT, INTT, and CWM computations on the
same datapath. In contrast, the reference design focuses only on FNTT and INTT operations
and does not provide support for CWM computation. Moreover, despite utilizing fewer
hardware resources and additional functionality, the proposed design improves the ATP
from 10.14 to 7.74, achieving approximately 1.31× better ATP efficiency, which indicates a
more favorable trade-off between area and computation time.

In comparison with [22], the proposed architecture exhibits a slightly higher SEC
(2303 versus 2122). This difference arises primarily because the proposed architecture
incorporates dedicated support for FNTT, INTT, and CWM computations within a unified
datapath, whereas the reference design focuses only on FNTT and INTT operations. Al-
though the design in [22] attains lower execution latency and higher operating frequency
by employing two butterfly units at 311 MHz, the proposed architecture maintains support
for FNTT, INTT, and CWM computations while requiring only a single butterfly unit.
Furthermore, the reference design does not support CWM computation, resulting in overall
ATP efficiency compared to the proposed work.

NTT Accelerator Using Eight Butterfly Units for Parallelism [25]

The architecture presented in [25] achieves a lower ATP of 3.26, which is approximately
2.37× better than the proposed work. This improvement is due to the use of eight butterfly
units in the reference design, while the proposed architecture employs only one butterfly
unit. Nevertheless, in terms of SEC alone, the proposed architecture demonstrates improved
hardware efficiency and a substantially smaller implementation cost.

4.3.2. Comparison with Unified CRYSTALS-Kyber and CRYSTALS-Dilithium Designs
Accelerator Using Single Butterfly Unit [25]

Table 3 further compares the proposed architecture with unified accelerators sup-
porting both the CRYSTALS-Kyber and CRYSTALS-Dilithium schemes. Compared with
CRYPHTOR [28], the proposed architecture exhibits a higher SEC (2303 versus 1885) while
improving ATP from 11.56 to 7.74, achieving nearly 1.49× better ATP efficiency. The lower
ATP is achieved through the higher operating frequency and improved timing scalability of
the proposed pipelined architecture. These improvements are expected since the proposed
design is dedicated to CRYSTALS-Dilithium, whereas the reference architecture supports
both CRYSTALS PQC algorithms.

Design Supporting Multiple Butterfly Units (Eight and Sixteen [29])

The radix-2 (R2) and radix-4 (R4) architectures reported in [29] achieve lower execu-
tion latency and ATP values by employing 8 and 16 butterfly units, respectively, thereby
exploiting parallelism to maximize throughput. However, such parallel implementations
incur increased hardware complexity and are primarily optimized for high-performance
applications. Similarly, the unified accelerators proposed in [30,31], although not in-
cluded in Table 3, emphasize maximum throughput while supporting multiple PQC
algorithms. The work in [30] targets SABER and CRYSTALS-Dilithium NTT implemen-
tations, whereas [31] supports both CRYSTALS-Kyber and CRYSTALS-Dilithium. These
architectures focus on resource reuse across multiple PQC schemes through pipelining
and architectural parallelism. In contrast, the proposed architecture prioritizes lightweight
implementation, competitive SEC, and improved ATP while maintaining support for FNTT,
INTT, and CWM computations within a single reusable datapath. Consequently, the pro-
posed design provides a favorable trade-off for resource-constrained FPGA platforms,
where limited hardware resource utilization is more critical than maximum throughput.

It is important to note that the primary objective of this work was to investigate the
area–power–performance trade-offs between lightweight non-pipelined and pipelined
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NTT architectures. Consequently, the proposed architectures do not incorporate dedicated
side-channel countermeasures, and no side-channel security evaluation (e.g., TVLA, CPA,
DPA, or electromagnetic analysis) was performed. Nevertheless, for a fixed transform size,
both the non-pipelined and pipelined architectures execute using predetermined operation
schedules and fixed clock-cycle counts, thereby avoiding data-dependent timing variations.

5. Conclusions and Future Directions
This article investigates area–power–performance trade-offs in lightweight NTT-based

polynomial multiplication accelerators targeting CRYSTALS-Dilithium parameters through
two architectural variants: non-pipelined and 4-stage pipelined implementations. Both ar-
chitectures employ a single butterfly unit supporting Cooley–Tukey and Gentleman–Sande
configurations for FNTT, INTT, and CWM computations using shared arithmetic resources.
The non-pipelined architecture prioritizes reduced hardware utilization and switching
activity, whereas pipelining the modular multiplication and Barrett reduction datapaths
improves operating frequency. Implementation and evaluation on an Artix-7 FPGA across
operating frequencies ranging from 10 MHz to 280 MHz reveal a clear trade-off between
hardware compactness and timing performance. The non-pipelined architecture is more
suitable for lightweight and energy-constrained applications, while the pipelined archi-
tecture incurs moderate increases in hardware utilization and power consumption but
significantly improves timing scalability, enabling successful operation at a maximum of
280 MHz. ATP and EDP evaluations further show that the reduction in execution time
at higher frequencies outweighs the additional hardware costs introduced by pipelining,
resulting in improved overall efficiency within the proposed lightweight single-butterfly
architecture. Comparisons with state-of-the-art CRYSTALS-Dilithium accelerators indicate
that the proposed pipelined architecture provides a favorable trade-off between hardware
efficiency and computational performance while maintaining support for FNTT, INTT,
and CWM computations within a single reusable butterfly datapath. Although several
reference designs achieve lower latency and superior ATP through increased hardware
parallelism and the use of multiple butterfly units, the proposed architecture remains attrac-
tive for resource-constrained FPGA platforms due to its lightweight implementation and
low hardware cost. Future work will investigate alternative modular reduction approaches,
including Montgomery and Plantard reduction schemes, as well as CRYSTALS-Dilithium-
specific arithmetic optimizations based on the property 223 ≡ 213 − 1, to further improve
area and energy efficiency.
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