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Abstract

The Internet of Things (IoT) plays a significant role in digital health systems, supporting
applications such as implantable devices, wearables, activity trackers and ingestibles. How-
ever, the rapid expansion of IoT networks has outpaced security measures, introducing
significant security challenges. This scoping review examines the extent to which exist-
ing IoT security frameworks provide comprehensive coverage and identify key security
elements that contribute to proactive defence in digital health environments. The specific
research questions addressed are as follows: (1) Are there any IoT network security frame-
works to provide comprehensive protection for IoT networks and digital health systems
specifically? (2) What key security elements are currently used to develop a robust, proac-
tive IoT security framework? Following the PRISMA-ScR guidelines, a systematic search of
four databases was conducted to identify peer-reviewed studies from 2015 to 2024. This
review included 255 studies, comprising 50 framework papers and 205 non-framework
papers. The results reveal that some frameworks address discrete security areas but gener-
ally provide limited integrated security coverage. Key security elements identified include
vulnerability assessments, threat modelling, feedback loops and the integration of artificial
intelligence (AI) for proactive security measures in IoT networks. This review provides a
structured synthesis, highlights research gaps and may inform the future development of
more integrated and proactive security frameworks for IoT-enabled digital health systems.

Keywords: Internet of Things (IoT); IoT security; digital health systems; cybersecurity
frameworks; proactive defence; scoping review

1. Introduction
The Internet of Things (IoT) is deployed in a variety of domains and is increasingly

embedded in digital health systems. Digital health encompasses the use of digital technolo-
gies to improve healthcare delivery and outcomes. The term “digital health systems” refers
broadly to IoT-enabled healthcare technologies including wearables, implantable devices,
remote monitoring systems, fall detection systems, vital sign monitoring and smart clinical
infrastructures. However, securing IoT networks remains challenging due to constrained
device resources, the absence of uniform security standards, architectural diversity, and
the high value of healthcare data to cybercriminals. Security breaches in digital health
systems can compromise patient safety, privacy, institutional reputation, and financial
stability [1–3].

The scale of IoT growth further amplifies these risks. In 2024, the Internet of Medical
Things (IoMT) was valued at approximately USD 225.8 billion and is projected to grow
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to USD 2.29 trillion by 2034 [4]. The number of IoT devices worldwide is expected to
exceed 31.2 billion by 2030 [5]. As connectivity expands, the attack surface correspondingly
increases, and IoT devices are becoming a growing target for cyberattacks [6]. Even
though advances in security technology have been widely implemented in information and
communication systems, securing distributed and resource-constrained IoT environments
remains an ongoing challenge. IoT networks are distributed, fragmented, and continuously
connected, presenting complex and layered attack surfaces making IoT networks more
vulnerable [7,8]. Many existing IoT security strategies are reactive, addressing incidents
after compromise rather than anticipating evolving threats. In this review, proactive defence
refers to approaches that aim to identify and mitigate risks before or during early stages
of exploitation through coordinated and integrated security design. In high-sensitivity
domains such as digital health, the absence of integrated proactive strategies leaves systems
persistently vulnerable.

This review synthesises IoT network security frameworks, individual security ele-
ments, and defensive measures proposed for protecting IoT networks in digital health
contexts. It examines both comprehensive frameworks and standalone mechanisms, pro-
viding a structured overview of how different security approaches are used in IoT-enabled
digital health systems. The “comprehensive” refers to the integration of multiple comple-
mentary security functions and requirements across IoT environments, rather than relying
on a single security mechanism or technology.

Existing review studies have primarily focused on specific IoT security mechanisms,
individual threat categories, or particular technologies such as artificial intelligence,
blockchain, intrusion detection and prevention. Other studies have examined broader
IoT security challenges. However, comparatively fewer studies have examined IoT security
frameworks and proactive defence approaches within the context of digital health systems.
This scoping review addresses that gap by systematically examining IoT network security
frameworks and proactive security elements relevant to digital health systems. Rather
than simply mapping existing techniques, it provides a structured synthesis of IoT security
frameworks and individual security mechanisms reported in the literature. The main
contributions of this scoping review are as follows:

• To systematically map and synthesise existing IoT security frameworks and proactive
defence approaches relevant to digital health systems.

• To identify key security elements and mechanisms used to support proactive IoT
network defence.

• To examine gaps and limitations in current IoT security research, particularly in digital
health environments.

• To provide a structured overview of emerging research trends and future directions
for strengthening proactive IoT security in digital health systems.

The remainder of the paper is organised as follows: The Review section outlines
the scoping review process, including the criteria for selecting studies and the analysis
approach (Stages 1 to 4). The results are divided into two sections: the first (Framework
Papers) focuses on security frameworks, and the second (Non-Framework Papers) focuses
on security elements outside formal frameworks. Section 4 interprets the findings and
highlights their implications. Finally, the Conclusion summarises the key insights and
directions for future research in developing a more proactive approach to IoT-enabled
digital health systems.

2. Materials and Methods
A scoping review was selected due to the broad and interdisciplinary nature of research

on proactive defence in IoT networks. This approach enables a comprehensive mapping of
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security frameworks, key security elements and research gaps. It is particularly effective
for synthesising emerging and varied literature, providing a structured foundation for
developing a proactive defence security framework for IoT networks in digital health [9].

The scoping review aimed to identify studies that discuss IoT network security frame-
works, the security elements specific to IoT, and the measures implemented to protect IoT
networks. The scoping review method was based on Arksey and O’Malley’s (2005) five-
stage framework [9]. The PRISMA-ScR guidelines were followed in this review to ensure
transparent reporting, and the search was independently screened by two reviewers. A com-
pleted PRISMA-ScR checklist is included as a Supplementary Document, and the PRISMA
flow diagram is included in the manuscript. The review protocol was not registered.

Stage 1: Identifying the research question.
Stage 2: Identifying relevant studies, which involves defining the keyword search

terms and selecting the databases to search.
Stage 3: Selecting studies. This includes the following steps:

• Undertake searches.
• Remove duplicate papers.
• First-round screening on title and abstract using eligibility criteria.
• Second-round screening on full text using inclusion and exclusion criteria.

Stage 4: Charting the data.
Stage 5: Collating, summarising and reporting the results.

2.1. Stage 1—Identifying the Research Question

What security frameworks and security elements have been identified in the literature
to provide proactive security for IoT networks in digital health systems?

2.2. Stage 2—Identifying Relevant Studies

To ensure a comprehensive coverage of the literature on Internet of Things (IoT)
network security, proactive defence, cybersecurity and digital health, studies published
between 2015 and 2024 were considered. The selected timeframe was chosen to capture
the evolution of IoT-enabled digital health technologies and associated cybersecurity ap-
proaches over the past decade, and the review was conducted in late 2024. As this study
was conducted as a scoping review, a broader timeframe was considered to support a
comprehensive mapping of the literature. Four major electronic databases were selected:
Scopus, ScienceDirect, IEEE Xplore, and PubMed. These databases were selected based on
their extensive subject coverage, relevance to the multidisciplinary scope of the review and
indexing of peer-reviewed journals and conference proceedings.

The literature search was conducted using five predefined search concepts. Search
syntax was adapted as necessary to accommodate the capabilities of each database while
preserving the underlying search concepts. The search concepts and corresponding Boolean
expressions are reported below to improve transparency and facilitate researchers in re-
peating the search strategy using the same publication period and eligibility criteria.

• IoT network security, searched as “IoT network security”.
• Framework for IoT network security, searched as (“Framework for IoT” OR “IoT

Framework”) AND “Network security”.
• IoT in digital health, searched as “IoT” AND “Digital Health”.
• IoT network security in digital health, searched as “Digital health” AND “IoT” AND

“Network security”.
• Proactive defence for internet security, searched as “Proactive defence” AND “Inter-

net security”.
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Table 1 summarises the search coverage and number of papers retrieved from each
database using the predefined search concepts.

Table 1. Summary of records retrieved from each database using the predefined search concepts.

Search Terms Scopus Science Direct IEEE Xplore PubMed

IoT network security 54 42 183 14
Framework for IoT network security 42 148 27 30

IoT in digital health 31 104 26 92
IoT network security in digital health 29 10 60 4
Proactive defence for internet security 21 14 60 2

Total (993) 177 318 356 142

The retrieved records were exported from each database and screened according to
the predefined eligibility criteria described in the following section.

2.3. Stage 3—Selecting Studies

An in-depth search of the selected databases was conducted using predefined key-
words and search queries to identify the relevant studies. All identified studies were
screened for duplicates, and the duplicate entries were removed. After removing the du-
plicates, the screening process was conducted in two rounds. In the first-round screening,
titles and abstracts of the studies were reviewed against the eligibility criteria to determine
their relevance. The eligibility criteria included English-language papers and peer-reviewed
studies published between 2015 and 2024. The second-round screening involved a review
of the full texts, applying the inclusion and exclusion criteria to finalise the list of studies.

The following criteria were used for paper inclusion:
Existing frameworks developed for the Internet of Things (IoT) security, Internet

of Things (IoT) networks OR Internet of Things (IoT) security issues and challenges OR
application of artificial intelligence/machine learning/deep learning/neural networks in
digital health systems for security OR proactive defence against security threats, vulnera-
bilities, and techniques in IoT networks. As defined in the introduction, proactive refers
to approaches that aim to identify and mitigate risks before or during the early stages of
exploitation. Studies proposing structured security architectures or integrated security
models were considered “framework papers” while “non-framework papers” refer to stud-
ies focused on individual techniques or security mechanisms. The “digital health” studies
were considered when they explicitly addressed healthcare, Internet of Health Things
(IoHT), Internet of Medical Things (IoMT), patient monitoring, or related digital health
environments. General IoT security studies were included when the proposed security
frameworks, security mechanisms or approaches were applicable to an IoT-enabled digital
health context.

The following criteria were used to exclude papers:

• Studies primarily focused on power efficiency, device design, workflow management,
and network architecture without IoT security requirements.

• Studies focused primarily on IoT regulations, governance or policy without techni-
cal security.

• Studies centred on big data, data analytics, and analytics techniques without relevance
to IoT security.

• Studies that did not include proactive security mechanisms, security frameworks or
IoT security considerations.

Two reviewers screened the studies. Conflicting selections were resolved through
discussions. The initial search revealed a total of 995 records, comprising 993 records
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received from the selected databases and two industry reports identified through other
sources. Duplicate records (n = 121) were removed, leaving 874 for the first round of
screening. The two industry reports did not meet the eligibility criteria and were therefore
excluded. After the first round (title and abstract screening), the remaining 332 studies
were full-text reviewed (second round), resulting in 255 papers that made up the final set of
studies. Figure 1 shows the PRISMA flow diagram for the search. The diagram was created
following the PRISMA guidelines using Microsoft Word.
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Figure 1. PRISMA flow diagram for study selection.

2.4. Stage 4: Charting the Data

For the 255 included studies, the authors, study objectives, security frameworks,
security elements, security solutions and techniques were recorded. The extracted data
were analysed and categorised into two groups. The first group, comprising 50 papers
(Table 2 Summary of frameworks), described studies that propose or describe IoT security
frameworks. The second group, comprising 205 papers (Table 3 Categorisation of the
non-framework papers), focused on the remaining papers, which did not explicitly present
a framework but provided valuable information regarding individual security solutions,
such as methods, techniques, or mathematical models. As the aim of this review was to
map the existing literature, no critical appraisal of the included studies was conducted.
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Table 2. Summary of frameworks.

Year Ref Framework Basis Framework Focus

2016 [10] Lightweight authentication for WSN Node registration, node injection, node broadcast
authentication, key establishment

2016 [11] Token-based security concept Authentication and authorisation of mobile devices
in eHealthcare

2017 [12] Blockchain Data security and management—internet

2017 [13] Cloud-based security appliance IoT network traffic flow

2017 [14] Lightweight asymmetric cryptography,
lattice-based cryptography To secure the IoT service gateway

2018 [15] Lightweight
authentication—middleware-based IoT node authentication

2018 [16] Cloud and fog IoT transmission and storage IoT applications

2018 [17] Edge computing Layers, protocols and applications on an IoT devices

2018 [18] Anomaly behaviour analysis, IDS IoT cloud-based applications and services

2018 [19] Blockchain Authentication, secure communication of data
across IoT networks

2018 [20] Honey pot-based technique Detecting attacks—where the IoT devices use the
UPnP protocol

2018 [21] Data provenance (data lineage) techniques IoT data objects

2018 [22] Network traffic analysis DDoS and DoS detection

2018 [23] Machine learning
Semi-supervised methods Attack detection—FOG

2019 [24] Graph theoretic threat
provenance identification

To provide precise, accurate and quick details of
topological characterisation

2019 [25]
Based on RF-PUF

(radio-frequency—physical
unclonable functions)

Authenticate wireless nodes

2019 [26] Blockchain IoT monitoring applications

2019 [27] Identity-based security mechanism Security and privacy—integrated internet-based
smart grids

2019 [28] Security protocols, HTTPS-SSL, AES-256
and SHA-3 Secure communication

2019 [29] Blockchain IoT device authentication

2019 [30] Public key crypto—hyper-elliptic curve Entity authentication
Group communication security

2019 [31] SDN—IoT gateway To protect IoT-sensitive and private information

2019 [32] Traffic monitoring—policy-based
Traffic monitoring—fine-grained Traffic monitoring—IoT network segments

2019 [33] Machine learning IoT memory anomaly detection

2019 [34] Blockchain A security network model with multilayers for
IoT networks

2019 [35] General comparison Access control architectures—
cellular, LoRaWAN, Wi-Fi
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Table 2. Cont.

Year Ref Framework Basis Framework Focus

2019 [36] Blockchain Patient data privacy,
build trust in data for practitioners

2019 [37] Machine learning Device identification
Detection of abnormal traffic

2019 [38] Lightweight security mechanisms Security—data in transit

2019 [39] Systematic profile-based IoT malware detection

2019 [40] Novel policy-based
Cyber awareness

IoT network security—channel protection
Authentication, authorisation, accounting

2020 [41] Server-client architecture Penetration testing

2020 [42] Blockchain Medical data security, privacy, reliability

2020 [43] Multimedia decryption and
encryption techniques Security of medical data (multimedia)

2020 [44] A decentralised ledger-based
data authentication—lightweight

IoT device management
IoT data management

2020 [45] IoT networks—data collection in real time New training datasets for IDS

2020 [46] A scheme—average dependence estimator Intelligent DoS attack detection

2021 [47] Blockchain, IoT things, AI Security of e-health data
Security of e-health services

2021 [48]

Extracting features using deep and
stacked autoencoders

Stack extracted features into an
ensemble learning model

Utilise deep learning with deep feature

IoT anomaly detection
Dynamic attack detection

2021 [49] IoT data generator using IoT flock IoT network malicious traffic detection

2021 [50] Moving target defence (MTD) techniques Detect and mitigate DDoS attacks

2022 [51]
Software define networks

Machine learning
DDOS

Detection and mitigation—DDOS

2022 [52] Analysing IoT packet samples—Stackelberg
game model Detection of DDoS attacks

2022 [53] SDN utilising moving target defence (MTD) Detection of DDoS attacks

2024 [54] Blockchain—clever contracts, virtual
contracts, validating transactions IoT wireless networks

2024 [55] Lightweight cryptographic ciphers, decision
tree technique Deployment of lightweight encryption solutions

2024 [56]
Feature selection using machine
learning—Red Fox Optimisation

(RFO)
Intrusion detection

2024 [57] Machine learning (ML)
balancing techniques Real-time anomaly detection

2024 [58] Ensemble learning Intrusion detection

2024 [59] Cost-effective, lightweight edge, AI-based Secure smart home infrastructure
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Table 3. Categorisation of the non-framework papers.

Thematic Group Number of Papers (Studies)
1 Access control 18

2 Artificial intelligence, machine learning, deep learning, neural networks 60

3 Attack detection, security assessments, cryptography 15

4 Blockchain: IoT networks—security solution, data security 23

5 Cyber defence, IoT and cloud, risk assessment, security awareness, moving target
defence, cyber deception, IoT networks—DDoS detection 25

6 Forensics 1

7 Security prediction 2

8 Software-defined network (SDN) 6

9 Survey studies 26

10 Systematic reviews 3

11 Threat landscaping, threat modelling, IDS and IPS in IoT networks 25

12 Zero trust 1

Total 205

2.5. Stage 5: Collating, Summarising and Reporting the Results

In line with the standard structure of review articles, the findings from stage 5 are
presented in Section 3.

3. Results
Table 2 describes the frameworks found. A framework is defined as a comprehensive

structure designed to guide the design, implementation or assessment of security solutions
in IoT networks. Such frameworks typically provide key components, processes, and
methodologies for securing IoT networks. Table 3 focuses on the papers that do not offer
structured frameworks but may contribute essential insights into the diverse approaches to
address IoT network security challenges. Presenting results in these two groups allowed for
a clearer distinction between the overarching framework-based solutions and individual
security solutions. This highlights the importance of both sources: frameworks offer a
holistic view, while the other papers provide detailed, specialised information, which
is essential to understanding the technical domain of IoT network security. From the
255 studies included in the scoping review, 50 framework papers were selected for the
qualitative analysis (Table 2), while the remaining 205 studies were categorised thematically
(Table 3) but not individually cited.

Table 2 summarises the 50 frameworks found during the scoping review process
related to IoT networks, digital health, and proactive defence. It details the year, reference,
the framework it is based on, and its focus. These are listed in date order from oldest to
newest. This table concisely summarises the frameworks and their respective attributes,
facilitating easy comparison and further discussion. The framework-based analysis was
pivotal in understanding the technologies, techniques, and mathematical functions used
to secure IoT networks. The review’s “framework focus” further allowed for identifying
key areas, aspects, or components integral to protecting IoT networks. Table 2 presents the
diverse security frameworks identified in the selected studies, sorted by publication year.

The frameworks primarily fall into several key categories: blockchain-based solu-
tions for secure communication and data management, lightweight authentication and
cryptographic solutions to secure resource-constrained IoT devices, and cloud and edge
computing-based frameworks for distributed data processing and storage. Additionally,
artificial intelligence and machine learning frameworks are frequently used for anomaly
detection and attack identification in real time, while honeypots and intrusion detection
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and prevention systems (IDPSs) are employed to detect and mitigate security incidents in
IoT networks. Further, access control mechanisms and software-defined networking-based
solutions were used to secure the communication in IoT networks.

The reviewed frameworks in Table 2 indicate an evolution in IoT security research
from lightweight authentication, cloud and edge-based security to blockchain-based so-
lutions and artificial intelligence and machine learning security defence strategies. The
studies [10–15] are based on lightweight authentication and middleware-based mechanisms
for resource-constrained environments emphasising node registration and security key
establishment. These approaches have low computational resource requirements. However,
these approaches rely on static keys or fixed protocols, which limit their ability to adapt to
sophisticated or emerging attacks, such as advanced persistent threats.

Blockchain-based security frameworks [12,19,26,29,34,36,42,47,54] focus on distributed
trust and immutable ledger concepts to improve secure authentication, data integrity and
privacy preservation. These security solutions contribute to overcoming the single point
of failure and increase transparency but are challenged by the energy and computational
resource requirements in IoT networks.

Machine learning (ML) [33,37,56,57] and ensemble learning techniques [48,58] have
been used for proactive, data-driven intrusion detection and real-time anomaly detection in
IoT networks. The performance of these models is constantly challenged by the availability
of quality datasets and the heterogeneous nature of IoT devices.

Software-defined networking (SDN) and moving target defence (MTD)-based ap-
proaches [50,53] have been used to improve the responsiveness and mitigate distributed
denial of service (DDoS) attacks using traffic monitoring and system reconfiguration tech-
niques. While SDNs are used to provide security, they have drawbacks. In the event of a
failure in the software-driven controller or having unauthorised access to the controller,
the whole network will be unavailable [60]. Further, SDNs are susceptible to topology
poisoning and side-channel and botnet attacks [61,62]. Lightweight cryptography and
hybrid options [14,38,44,55,59] have been used to secure data transmission and storage
in IoT networks. However, balancing the strength of the encryption and computational
efficiency continues to pose a challenge.

Table 3 presents the remaining 205 papers that did not relate to frameworks. The table
organises these studies into thematic groups that emerged during the analysis, representing
a combination of security technologies, functions, techniques and solutions relevant to IoT
network security. Collectively, these studies provide a holistic view of widely reported
approaches, research trends and advancements in protecting IoT networks. The thematic
groups in Table 3 are arranged in alphabetical (A-Z) order for clarity.

Figure 2 presents the distribution of reviewed studies by security solution category.
The chart provides a visual summary of the security solutions identified in the literature,
with each bar representing the percentage of the total (n = 205). Figure 2 complements
Table 3 and serves as a reference for the detailed analysis for each category discussed in the
following section. Figure 2 was generated using Microsoft Excel graphing.

Overall, the distribution of studies across the identified categories suggests that proac-
tive IoT security research is focused on specific technical mechanisms such as AI-based
approaches and blockchain-based protections, while fewer studies adopt broader integrated
security approaches. These patterns indicate that the field remains fragmented, particu-
larly in the context of digital health. The findings highlight the need for comprehensive,
context-aware and proactive security approaches for digital health systems.
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Figure 2. Distribution of non-framework papers.

According to Table 3, artificial intelligence-based approaches dominate the present IoT
network security research. Sixty studies have utilised artificial intelligence (AI), machine
learning (ML), deep learning (DL), and neural networks (NNs) to discuss access control,
network traffic analysis, attack detection, and implementing intrusion detection systems.
The literature heavily discusses intrusion detection and prevention systems. Various
techniques, including AI, ML, DL, NN, and other mathematical functions, are used to
analyse network traffic and patterns and detect abnormalities. This highlights trends
toward data-driven and adaptive defence mechanisms capable of identifying evolving and
unknown attacks that traditional security mechanisms cannot.

Twenty-three studies have utilised blockchain to implement access control mech-
anisms to identify, authenticate, and authorise users, IoT devices, and wireless nodes
and apply security to data in use, transit, and storage. Most blockchain studies focus on
information exchange, access and transaction management, trust, continuous integrity,
tamper-proofing, provenance, and data traceability [26]. The use of blockchain for secu-
rity in IoT networks supports transparency and accountability across IoT devices, but its
scalability and suitability in low-resource environments remain a challenge.

Twenty-five papers that were focused on cyber defence were found. As a defence
concept, moving target defence (MTD) increases the complexity of the network by making
constant changes to the attack surface [63]. MTD is used for attack prevention, tolerance,
and early identification of attacks such as DDoS attacks. Further studies use cyber threat
intelligence, software-defined networks and MTD techniques in cloud-based applications to
provide proactive defence mechanisms. Further, papers focus on software security models,
solutions, intrusion detection systems, security assessments, prototype architectures, risk
assessments, impact analysis, attack detection and general data security concepts. This
shows a growing emphasis on proactive threat response and network resilience.
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Data encryption and decryption techniques such as cryptography, pseudonymisation
and anonymisation, hyperelliptic curve-based public key cryptosystem, lightweight asym-
metric cryptography, and lattice-based cryptography have been used for access control and
data security.

Cloud, fog, and edge technologies are implemented for security in IoT networks,
applications, data transmission, storage, and IoT network traffic analysis. Further, cloud,
fog, and edge-based solutions are used to control IoT network traffic flow, identify policy
violations, protect IoT services from attacks, and ensure the security and privacy of IoT by
deploying software-based appliances.

Twenty-six survey studies discussed different areas in IoT networks and network
security-related aspects in digital health systems. The focus areas were security and privacy
issues, security challenges, security requirements, secure communication and routing,
security vulnerabilities, threats, attacks, AI and IDS, blockchain in IoT, encryption and
decryption techniques, cryptography and IoT trust models. The systematic literature
review studies discussed enforcing security in IoT, information security, and different
security frameworks. Fourteen papers discuss protocol design for privacy, lightweight key
establishment, and routing.

Software-defined networks (SDNs), security predictions, zero trust and forensics have
a comparatively lower number of studies, highlighting the need for future research. They
have been used to implement IoT gateways and policy-based internet traffic monitoring in
IoT networks. A research study about “zero trust” describes attempts to prevent advanced
persistence attacks (APTs) in local area networks from IoT devices [64]. The study’s primary
focus is the local area network, not the IoT network, and it uses the traditional network
security concepts of micro-segmentation and the next-generation firewall in conjunction
with zero-trust concepts. Two studies have discussed security predictions. Security predic-
tion refers to predicting the future security of the IoT network using mathematical models
based on historical IoT data and the network status [65,66].

Tables 1 and 2 provide a comprehensive view of the various approaches to IoT network
security, preparing the foundation for a thorough study of the strengths, limitations, and
potential applications of these security frameworks and individual security elements within
the context of proactive defence strategies. Overall, the analysis reveals that the studies tar-
geted a specific security area or an attack rather than broader integrated security coverage.

4. Discussion
This review’s contribution is in synthesising and structuring a fragmented body of

literature on proactive cybersecurity approaches in IoT-enabled digital health systems.
While many studies propose architectural or conceptual security solutions, comparatively
few provide evidence regarding scalability, deployment feasibility or performance on real-
world IoT networks in digital health environments. Many studies rely on simulation-based
or testbed evaluations, limiting the understanding of how proposed security solutions
perform in practical IoT-enabled digital health systems under constraints, such as resource-
constrained devices, interoperability or legacy infrastructure. By classifying studies accord-
ing to implementation maturity and validation context, this review highlights critical gaps
between proposed frameworks and deployable cybersecurity solutions.

This research aimed to identify comprehensive approaches to IoT network security,
where “comprehensive” refers to integrating multiple security functions and requirements
across IoT environments. Analysis of the studies in Tables 1 and 2 suggests that most
papers focus on a specific security area or attack type, while relatively few studies attempt
a broader integrated security coverage.

https://doi.org/10.3390/electronics15143091

https://doi.org/10.3390/electronics15143091


Electronics 2026, 15, 3091 12 of 17

Based on the analysis of the reviewed papers, a comprehensive security framework
should incorporate a wide range of security concepts. Key elements, such as artificial
intelligence (AI) for anomaly detection, machine learning (ML)-based threat recognition,
feedback loops and interrelated security elements, enhance each other’s functionality and
strengthen the overall security defence. Recent developments beyond the review period fur-
ther support this trend, with hybrid deep learning approaches being proposed for anomaly
detection and adaptive threat identification in IoT ecosystems [67]. In-depth vulnerability
assessments, threat modelling and the systematic mapping of these assessments to IoT ar-
chitecture, particularly in the context of digital health systems, were notably underexplored
in the literature. As an emerging approach, the zero-trust security architecture remains
underutilised in IoT networks.

The deployment of AI-enabled, blockchain-based and software-defined security solu-
tions is promising. Each technology offers distinct advantages and limitations. AI and ML
approaches are capable of anomaly detection and adaptive threat identification, but often
require high-quality data and substantial computational resources. Blockchain enhances
data integrity, trust and decentralised security management, but scalability, latency and
resource consumption remain challenges. SDN enables flexible network management and
dynamic control, but introduces potential single points of failure. MTD approaches increase
the difficulty of attacker reconnaissance, although they may introduce implementation
complexities. Collectively, challenges relating to computational requirements, scalability
and interoperability remain significant, particularly in digital health environments. In ad-
dition, implementations may face challenges due to legacy systems, resource-constrained
devices, diverse devices and regulatory requirements within IoT-enabled digital health
systems. Due to the heterogeneous nature of IoT devices, applying traditional security
measures is challenging and not straightforward. IoT networks utilise diverse communi-
cation protocols and connection methods depending on the application, making a single
security solution insufficient. Unlike many general IoT applications, cybersecurity inci-
dents in digital health environments may directly affect patient safety, continuity of care
and the availability of healthcare services. These characteristics increase the complexity
of implementing and validating proactive cybersecurity solutions in IoT-enabled digital
health systems. Consequently, the direct translation of general IoT security solutions into
digital health environments is not always straightforward and requires the consideration
of healthcare-specific operational, regulatory and patient safety requirements.

Deploying IoT networks without comprehensive security measures can lead to in-
secure IoT networks, which may expose broader healthcare infrastructure to high risk
and allow attackers to exploit weaknesses to gain access to critical systems. Therefore,
IoT network security frameworks must be robust and capable of addressing constantly
evolving threats, as well as minimising security risk to the greater network. The findings
of this review may serve as a foundation for developing a unified and proactive defence
security framework for IoT-enabled digital health systems. The identified security elements
and research gaps provide a critical foundation for future research aimed at developing
integrated, multilayered proactive security frameworks tailored to IoT-enabled digital
health systems. By leveraging the identified and collated security elements and addressing
the gaps, such frameworks could offer broader, more integrated security protection while
remaining adaptable to the diverse and evolving nature of IoT environments.

Within the scope of this review, the findings addressed the research questions that
guided this study. Several studies proposed security frameworks for IoT networks and
digital health systems. However, these frameworks generally addressed specific security
areas or provided a partial coverage of broader digital health security requirements. Fur-
thermore, evidence of real-world deployment and validation was limited. The review
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also identified a broad range of security technologies, functions, techniques and solutions
relevant to proactive IoT network security. Collectively, these studies provided a holistic
view of widely reported approaches, research trends and advancements in protecting IoT
networks and highlighted the importance of integrating multiple security elements to
strengthen proactive defence in the digital health context.

The identified research gaps suggest several directions for future work. Future studies
should focus on developing and evaluating integrated security frameworks, with validation
in real-world digital health environments. Additionally, greater attention should be given
to threat modelling, vulnerability assessments, digital forensics, zero-trust architectures
and development of evaluation metrics for digital health environments. Further, future
research should investigate deployment strategies that address practical implementation
challenges such as legacy systems, resource-constrained devices, diverse devices and
regulatory requirements in complex digital health environments.

This scoping review has several limitations. First, the review was limited to English-
language, peer-reviewed studies between 2015 and 2024, which may have excluded relevant
studies published in other languages or outside the selected timeframe. Second, four major
databases were searched, and additional relevant studies published elsewhere may not
have been captured. Third, no formal appraisal was conducted, and the quality of the
included studies was not assessed. Further, the review protocol was not prospectively
registered. The review followed a predefined methodology and adhered to the PRISMA-ScR
reporting guidelines to promote transparency, methodological rigour and reproducibility
while reducing the potential for reporting bias. In addition, this review primarily focused
on technical security elements and proactive cybersecurity approaches in IoT-enabled
digital health systems. Regulatory, ethical and governance aspects were acknowledged
as important to the security of digital health systems. However, they were not examined
in detail as the review’s primary aim was to map technical security. Future research
should integrate regulatory, ethical and governance perspectives to support digital health
security frameworks. In addition, future research should investigate evaluation metrics
for assessing IoT security frameworks, interoperability challenges and the integration of
zero-trust architectures in digital health environments.

Overall, this review provides a structured understanding of critical security elements
for proactive IoT network security in digital health systems, offering guidance for developing
more integrated and proactive security frameworks for IoT-enabled digital health systems.

5. Conclusions
This scoping review synthesised 255 studies, comprising 50 framework papers and

205 non-framework studies, which examined IoT network security frameworks, security el-
ements, technologies, functions, techniques and solutions relevant to digital health systems.
The analysis, categorising frameworks into “framework basis” and “framework focus”,
highlighted both broader security approaches and individual security solutions, providing
a detailed understanding of the technologies, techniques and security components essen-
tial for securing IoT networks. The findings indicate that current research is dominated
by artificial intelligence and machine learning approaches, blockchain technologies and
intrusion detection and prevention systems, while comparatively less attention has been
given to areas such as zero-trust architectures and digital forensics.

This review highlights the ongoing need for both broad, structured security frame-
works and specialised technical approaches to address evolving security challenges in
IoT-enabled digital health systems. Although numerous studies have proposed conceptual
and architectural security solutions, comparatively few have demonstrated real-world
deployment and validation in digital health environments. The findings also emphasise
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the importance of a technology-agnostic and vendor-neutral security framework, enabling
IoT security implementers to adapt security elements to specific operational and health-
care use-case requirements. While this review primarily focused on technical security
elements, regulatory, ethical and governance considerations remain important areas for
future research. By identifying current security approaches, research trends and emerging
directions, this study provides a structured synthesis of existing knowledge and supports
future research into more integrated, context-aware and proactive validated IoT security
frameworks for digital health systems.

Supplementary Materials: The following supporting information can be downloaded at https:
//www.mdpi.com/article/10.3390/electronics15143091/s1. Preferred Reporting Items for Systematic
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