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Abstract

The Internet of Things (IoT) is rapidly being integrated into critical infrastructure sectors,
such as energy, transportation, healthcare, and industry. This surge of interconnected
devices dramatically expands the attack surface and increases the risk of cascading system
failures and data breaches. To address these emerging threats, this work proposes an
intrusion detection system (IDS) for IoT networks that incorporates machine learning
techniques, considering side-channel (power) and network traffic features. We collected
power consumption traces and network metrics from IoT devices during normal operation
and under diverse cyberattacks (e.g., cryptomining, flooding, port scanning). Time-series
machine learning classifiers are trained on this hybrid dataset to differentiate benign
versus malicious behavior. The experimental results show that the combined-feature
model significantly outperforms models using only one data type, achieving high detection
accuracy (F1 =~ 0.89) and correctly identifying the attack type. The resulting IDS generalizes
to previously unseen attacks, demonstrating robust, adaptive defense capabilities. The
novelty of our approach lies in integrating physical side-channel signals into an automated
ML framework, enhancing robustness and resilience. This smart, data-driven solution
operates in near real time and helps build autonomous, constantly evolving defenses
against cyber threats. Overall, our study delivers a state-of-the-art ML-based tool that
learns and evolves to counter modern IoT cyberattacks.

Keywords: cybersecurity; intrusion detection system (IDS); Internet of Things (IoT);
machine learning; side-channel analysis; network traffic analysis; anomaly detection

1. Introduction

The proliferation of the Internet of Things (IoT) has led to the massive interconnection
of devices: it is estimated that there are already more than 21 billion connected IoT devices
worldwide [1].

Key sectors such as energy, transportation, and healthcare are increasingly incorporat-
ing sensors and embedded systems to optimize their efficiency. In the United States, for
example, essential services of such key sectors currently rely on connected devices [2]. This
massive deployment improves automation and real-time monitoring, but at the same time,
it exponentially expands the cyberattack surface: the more connected devices there are, the
greater the likelihood of vulnerabilities and cascading failures.
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The integration of IoT into critical infrastructure has brought enormous risks. The lit-
erature indicates that this widespread adoption of technology introduces new threats to the
reliability, security, and integrity of systems [3]. Many IoT devices have limited resources
and lack robust protection mechanisms, making them easy for attackers to exploit. In prac-
tice, the vulnerability of these devices in sectors such as energy, healthcare, or transportation
can cause serious service disruptions. This context demands the adoption of advanced
defense mechanisms capable of automatically identifying and neutralizing intrusions.

To mitigate these risks, automated intrusion detection systems (IDSs) based on artificial
intelligence have been developed, and they are trained to recognize anomalous behavior
in IoT networks. However, most current approaches focus exclusively on the analysis of
network traffic and digital events, and they fail to take into account an important source
of information: device power consumption. This power signal constitutes a side channel
that reflects the internal activity of an IoT device. By incorporating the analysis of this
channel alongside network metrics, we could enhance anomaly detection with information
extracted directly from the physical behavior of the hardware.

This work proposes a hybrid approach: an IDS that fuses network traffic features with
side-channel data (power consumption) in IoT environments. The goal is to leverage the
complementarity of both sources to build a more robust and accurate detection model.
With this in mind, we pose the following as central research questions:

* RQI: Can an integrated framework combining power consumption measurements
and network traffic information be developed to identify cyberattacks targeting IoT
devices?

e RQ2: Is the framework capable of differentiating between legitimate activity and
malicious behavior while also accurately classifying the specific attack category?

*  RQ3: Can the framework recognize previously unseen attacks that were not repre-
sented in the training dataset?

*  RQ4: What set of network features would be best to use to maximize the accuracy of
the framework?

*  RQ5: Does combining network features and power reads improve the accuracy of the
framework over using just power reads?

*  RQ6: Does using power reads alongside network features improve the accuracy of the
framework over using just network features?

e RQ7: Is it possible to identify attacks in real time while maintaining an acceptable
detection latency?

The primary contributions of this study are as follows:

1. A new approach to hardening IoT environments based on a hybrid solution that
combines network traffic data and device power consumption data to detect and
classify cyberattacks with greater accuracy.

2. A transferable methodology that enables the design and development of a security
system tailored to the specific characteristics of each IoT environment.

3. A publicly accessible dataset that combines network traffic data with the power
consumption of IoT devices; this dataset has not been generated synthetically but
rather by setting up a controlled real-world IoT environment.

This paper is structured as follows: Section 2 presents the existing literature in this
field. Section 3 introduces the methodology followed in this work, including the designed
hardware setup, the behavior of the system, the chosen classification algorithms, the
procedures followed for data acquisition and preprocessing, and the training and evaluation
of the models. Section 4 explains how the proposed methodology was implemented.
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Section 5 exposes the results obtained. Finally, Section 6 presents the conclusions and
future research lines.

2. Related Work

The recent literature discusses the use of hybrid detection systems to improve tradi-
tional network intrusion detection systems (NIDSs). These approaches are based on the
premise that information beyond network statistics can help improve the accuracy achieved
by detection systems. The systematic literature review did not reveal many scientific articles
proposing hybrid methods as presented in this proposal. The following is a summary of
recent work in this area.

Shuxin Shi et al. [4] propose a multimodal hybrid parallel network intrusion detection
model (MHPN), which combines the analysis of traffic statistics information and original
traffic load. The framework shows an accuracy of 99.98% and outperforms the single modal
model in terms of intrusion detection performance.

Kiflay et al. [5] presented a new multimodal machine learning-based network IDS.
Their proposal has two subsystems, flow-based and payload-based, using a trained random
forest model to classify network traffic in both cases. Then, they used a soft voting scheme
to obtain the final decision of the classifier. The resulting system achieves an accuracy of
between 98% and 99%.

Tasnimul Hasan et al. [6] propose a distributed multimodal IDS that effectively
handles tabular and image-based IoT data. They evaluated the performance of their
solution using six contemporary IoT security datasets, achieving greater accuracy than
other non-multimodal approaches. It is worth noting that the models were run on a Jetson
Nano, making this an ideal solution for edge devices and even end devices.

However, studies that use hybrid intrusion detection models combining network
traffic and side-channel techniques are not common. Notable in this regard is the work
carried out by Jaafar et al. [7]. They developed a hybrid detection system that combines
power consumption and network data to detect botnet attacks. They claim to be the first
study to combine both approaches. As far as we are aware, this is correct.

Their study combines different types of IoT devices, such as smart cameras and routers.
They established that combining power and network metrics improves detection accuracy,
but the improvement varies depending on the device and the algorithm used.

This latest study is the one that most closely resembles the approach outlined in this
article, as it proposes a system that combines network data and power consumption data.
With this in mind, it was analyzed in detail in order to identify any potential shortcomings
and avoid them when designing our own system.

First, the only type of attack tested against the devices is a botnet attack. As proven by
studies like [8,9], different attacks can have different kinds of power consumption profiles,
so using a single type of attack is not enough to validate that a model would provide
good results under other circumstances. This also means that the model is only capable
of determining whether an attack is taking place or not. It cannot distinguish the type of
the attack.

Second, the study only creates two datasets for each device: one of them while the
device is under attack, and another one while it is under normal operation. Each dataset
only contains 30 min of data. We believe that this might be insufficient. Moreover, the data
is cleanly split into attack and non-attack sections rather than being combined in a single
trace, which makes it less realistic.

Third, only six features were chosen to create the dataset, out of which five are
network features. These include the number of packets, the source and destination IP/MAC
addresses, the protocol, and the length of the packet. We believe that there is room to
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include additional network metrics. Performing feature selection over the initial set of
features could also be an improvement.

Another potential problem with the metrics is the fact that the source and destination
IP addresses are directly included, which could result in the model simply using the address
to determine if the packets are coming from an infected device. In a real-world setting, this
could pose a problem, since trusted devices can be infected at any time, so using addresses
to determine whether an attack is taking place or not is unreliable.

Fourth, in order to build the time series that is passed as input to the machine learn-
ing model, the original data is lagged by one and two time units, which results in a size
3 window of temporal data. Such a small window means that the model will have little in-
formation about how metrics change over time to make its prediction, potentially lowering
its accuracy. It also makes it harder to distinguish random spikes in data caused by normal
operation, making the model more prone to false positives.

Fifth, the dataset used for this study is not available, which makes it hard to reproduce.
Moreover, the code contains a lot of hard-coded data, such as device names, file paths, or
feature names. This also makes it harder to run.

Our proposal presents an IDS-based on well-known models trained to detect and
identify multiple attacks in heterogeneous IoT environments by combining network traffic
data with power consumption. It is also capable of detecting unknown attacks.

To further contextualize the proposed approach, Table 1 compares it with representa-
tive hybrid IDS solutions reported in the literature.

Table 1. Comparison of hybrid intrusion detection systems for IoT.

Reference Input Data Sources Dataset Type Evaluated Models Side-Channel
Jaafar et al. [7] Network trafﬁ? Custom 3 ML Yes
Power consumption
Shi et al. [4] Network statistics Public benchmark 5DL No
Packet payload

. Network features .
Kiflay et al. [5] Packet payload Public benchmark 2 ML No
Hasan et al. [6] Tabular data Public benchmark 3ML +1DL No

Image data

This work Network traffic Custom 7ML Yes

Power consumption

The comparison focuses on key methodological aspects. The column “Input Data
Sources” identifies the types of information combined by each approach, while “Dataset
Type” indicates whether the evaluation was performed using a public benchmark or a
custom dataset. “Evaluated Models” reports the number and type of machine learning
(ML) and deep learning (DL) models assessed in each study, and “Side-Channel” specifies
whether side-channel information, such as power consumption, is incorporated into the
intrusion detection process.

As shown in Table 1, the proposed approach differs from most representative hybrid
IDS solutions in several aspects. While previous studies generally rely on network-derived
information or more complex multimodal frameworks, only Jaafar et al. [7] combine
network information with power-related side-channel measurements. In contrast, the
proposed approach combines power consumption and network-derived information while
evaluating a broader set of lightweight machine learning models specifically selected for
resource-constrained IoT environments.

The scenario we developed has enabled us to generate a dataset combining legitimate
and malicious network traffic in a single trace over a 6 h period, which, based on previ-
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ous empirical experience, was considered sufficient for the purposes of this study. We
have selected various network metrics as features derived from network traffic statistics,
avoiding the use of data that could introduce biases into the models (IP addresses, MAC
addresses, exact port numbers, etc.). These features utilize the last 60 s of network data and
a sliding window (typically 15 s) to achieve greater sensitivity, continuity, and improved
anomaly detection.

All codes and generated datasets are publicly available so that the experiments can be
easily reproduced and also so that they can be used in new IoT environments.

3. Materials and Methods

Most publicly available datasets used for training attack detection models primar-
ily rely on network traffic data (KDD CUP [10], NSL-KDD [11], UNSW-NB15 [12],
CIC-IDS2017 [13], and CSE-CIC-IDS2018 [14]). There are also datasets specifically designed
to train models that detect attacks on IoT networks (BoT-IoT [15] and TON_IoT [16]).

Although the use of these datasets allows for a better comparison of the proposed
solution with other proposals, they lack multimodal information (such as power consump-
tion) and do not perfectly align with the specific characteristics of each IoT deployment.
Furthermore, some of these well-known datasets are quite old, making them difficult to
consider for training current models, especially given the prevalence of modern attacks.

Given the specific requirements the proposed solution (combining network traffic
with device power consumption), none of the existing datasets meet these requirements,
so we need to build our own dataset. In order to do this, an IoT testbed was designed.
This testbed emulates a real IoT environment, capturing network traffic and the power
consumption of end devices. It also allows us to launch different attacks and analyze the
captured data to detect and/or identify attacks on devices.

We believe that the methodology used to build this specific testbed can serve as a
reference for other research teams to set up scenarios tailored to their own particular
IoT environment.

3.1. Hardware Setup

The hardware setup used for this study involves multiple devices that work together
to generate both power consumption and network data. While this process takes place,
a set of software attacks is randomly initiated against the devices, which allows creating
a dataset containing both types of generated features and labels indicating which entries
correspond to an attack and which ones correspond to normal device behavior.

The setup contains three end devices. These are generic IoT devices that run some
predefined behavior, which causes changes in their power consumption. They also perform
network connections at irregular intervals, which generates network traffic. Both of these
behaviors are designed to generate legitimate power and network signatures.

Attached to the end devices is a power reader, and it is used to collect a trace of their
power consumption.

A fourth device, known as the main device, is responsible for launching attacks
against the end devices and reading their power consumption data by connecting to the
power reader.

Another device present in the setup is the router. It captures all network packets to
and from the end devices and dumps them to a file.

The setup also includes a PC that runs a program known as the model server. This
server receives power data from the main device and network data from the router and
combines them.
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Figure 1 graphically displays the hardware setup, including how the devices are
connected to each other.
Details about the devices used can be found in Section 4.1.

Model server
1| Main
il .-~ |ldevice

End devices

——— Wired connection

----- Wireless connection

Figure 1. Hardware setup.

3.2. Device Behavior and Attacks

The three end devices were configured to exhibit distinct operational behaviors. The
first device operates as a sensor, transmitting an HTTP POST request to a server at 10 min
intervals. The second device is programmed to play a video every 10 min, whereas the
third device remains in an idle state throughout the experiments.

These behaviors can be used to determine if the resulting attack detection model
can be deployed on heterogeneous networks with several kinds of devices without
compromising accuracy.

As stated in the previous section, all three end devices also perform random network
connections in order to simulate legitimate traffic.

Several software-based attacks were implemented specifically for this study. These
attacks are initiated by the main device to target the end devices, with the objective of
emulating realistic cyberattack scenarios while ensuring that no actual harm is inflicted on
the targeted devices.

In particular, four attacks were used to train the models, and three additional attacks
were used during validation to check how the models respond to previously unseen attacks
(research question RQ3).

Details about each of the seven attacks can be found in Section 4.2.

3.3. Classification Algorithms

When selecting classification algorithms to use for this study, the latest state-of-the-
art approaches to multivariate time-series classification were systematically reviewed.
Algorithms were chosen to ensure broad coverage of different methodological approaches.
The only type of algorithms we excluded were deep learning-based algorithms, since they
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usually have higher resource demands (both when being trained and when being run) that

were deemed unfit for IoT environments.

Based on these ideas, the following classification algorithms were initially selected:

Feature Summary (FS): This approach treats the input as multivariate time-series data
and represents each instance using a set of statistical descriptors, namely the mean;
standard deviation; and the 5th, 25th, 75th, and 90th percentiles. These extracted
statistics replace the original power measurements and are subsequently used as
inputs to a random forest classifier.

Time-Series Forest (TSF) [17]: This algorithm analyzes the data as time series by con-
structing an ensemble of decision trees using the time-series forest methodology. Rather
than operating directly on the raw input data, each tree is built from simple statistical
characteristics of the series, including the mean, standard deviation, and slope.
Supervised Time Series Forest (STSF) [18]: This analyzes the data as a time series and
builds a decision-tree ensemble based on the supervised variant of the algorithm. It
uses interval-based features (mean, std, and slope), selecting those that best separate
the classes instead of relying on purely random choices.

Time Series Feature Extraction Based on Scalable Hypothesis Tests (TSFresh) [19]:
The algorithm processes the input as time-series data by generating a broad set of
predefined features. It then employs statistical hypothesis testing to select the subset
of features that best discriminates among the target classes.

Fresh Pipeline with Rotation Forest Classifier (FreshPRINCE) [20]: Processes data as a
time series by extracting a large number of features using TSFresh. It then transforms
these features into a new representation and trains an ensemble classifier on top of them.
Random Dilated Shapelet Transform (RDST) [21]: Processes data as a time series
by extracting random shapelets with varying lengths and dilations. It transforms
the data based on the similarity to these shapelets and uses the resulting features
for classification.

MUSE [22]: Processes data as a time series by extracting symbolic representations
from multiple dimensions and window sizes. It builds a bag-of-patterns model and
uses these features to train a classifier.

Random Convolutional Kernel Transform (ROCKET) [23]: The algorithm represents
the input as time-series data and generates feature vectors by convolving the series
with a large set of randomly initialized kernels. The resulting feature vectors are
subsequently used to fit a linear classifier.

HIVE-COTE [24]: Processes data as a time series by combining multiple classification
algorithms. It aggregates their predictions using a weighted ensemble to improve
overall performance.

The authors in [25] introduce a taxonomy that can be used to categorize time-series

classification algorithms. Under this taxonomy, the algorithms listed above would be
classified as follows:

Distance-Based Algorithms: (None).

Feature-Based Algorithms: FreshPRINCE, FS, TSFresh.
Interval-Based Algorithms: TSF, STSF.

Shapelet-Based Algorithms: RDST.

Dictionary-Based Algorithms: MUSE.
Convolution-Based Algorithms: ROCKET.

Deep Learning-Based Algorithms: (None).

Hybrid Algorithms: HIVE-COTE.

This classification shows how the selected algorithms span multiple categories.
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No other algorithms were included in this paper due to external limitations (some
algorithms were not implemented in either of the Python libraries used, some of them
would never finish running or took too long to finish, others did not support multivariate
series or had compatibility issues, etc.). In addition, not all algorithms were used to produce
the final results of this study; some of them were discarded early.

TSFresh was discarded since it had performance similar to that of FS, but its training
time was five times longer. Another reason for discarding the model was that FreshPRINCE
is a direct upgrade over TSFresh, and it produces better results.

HIVE-COTE was discarded since it took the longest to run but had the lowest F1 score
among all models.

Finally, the ROCKET algorithm was run using its MINIROCKET variant [26], since the
regular version would consistently crash the laptop used to run the models. For simplicity,
the term ROCKET is used throughout the remainder of this manuscript to refer to the
MINIROCKET implementation.

As aresult, a total of seven algorithms were used in this study.

3.4. Data Collection and Processing

By default, the main device will read power consumption data from the end devices
every 0.2 s. These raw power data have certain transformations applied before being passed
to the models, as detailed in [9].

The transformed power reads are sent to the model server. When the model server
receives a set of power reads, it downloads recent network traces from the router and
extracts a set of network features. Both power reads and network features may be passed
to the models as input depending on the configuration set by the user. In Section 4.5, a
detailed list of network features is presented.

Instead of being directly passed to a prediction model, the collected data can be stored
to build a reusable dataset. Once created, the dataset is automatically balanced by applying
random undersampling to the majority class, ensuring an equal number of negative (regular
behavior) and positive (attack) instances. This approach was preferred over oversampling
techniques, such as SMOTE, because it preserves the integrity of the original measurements
by avoiding the generation of synthetic samples, which may not accurately represent the
power consumption patterns of IoT devices under attack. Moreover, the large number of
available non-attack samples makes the reduction in the majority class unlikely to affect
the representativeness of normal operating conditions.

Section 4.6 describes the datasets used in this work, including how they were generated
and the distribution of instances across the different labels.

3.5. Model Training and Testing

The model server generates the datasets used during the training phase. They contain
both power reads from the devices and network features extracted from the network
packets captured by the router. During our tests, the last 60 s of both power reads and
network features are used. The resulting dataset contains multivariate time series, which
are passed as input to the classification algorithms.

A series of experiments was conducted under multiple evaluation scenarios. For ex-
periments requiring both model training and performance evaluation, the available dataset
was partitioned using an 80/20 stratified split implemented with StratifiedShuffleSplit (ran-
dom_state = 0), ensuring both reproducibility and preservation of the class distribution. The
split was performed after the window generation process, and no device-wise separation
was applied, as the objective of this work is to compare the contribution of different feature
sets under a common evaluation protocol rather than to assess generalization across unseen

https:/ /doi.org/10.3390/electronics15143114


https://doi.org/10.3390/electronics15143114

Electronics 2026, 15, 3114

9 of 27

devices. After partitioning, the feature scaler was fitted exclusively on the training subset
and subsequently applied to both training and testing data to avoid information leakage
during feature normalization.

As discussed in Section 5.6, although this partitioning strategy preserves class balance,
a chronological split would constitute a more appropriate evaluation protocol for time-
series data and will be adopted in future work.

The complete methodology is illustrated in Figure 2, which summarizes each stage of

the proposed workflow.
(1) Collect data () Raw dataset (%) Paanced ﬁ'ﬁ- - q
+ |
=] o - FEE R
server ‘ ‘ ‘ CEr
A - v ="
Ne(work/‘;' N _J
Main (4.1) Train model® (4.2) Test model (4.3) Results (5) Analysis and

device

data / /
/' Power
J  data

(4) For each model? comparison
Attacks

End devices

Figure 2. Overview of the proposed methodology.  Some experiments require only a single model.
b Training is not always performed.

3.6. Scenarios

As outlined by the research questions presented in Section 1, a primary objective of
this study is to evaluate the proposed system under a variety of operating conditions. To
achieve this objective, five experimental scenarios were defined. Although all of them
follow the methodology described in the previous section, each scenario incorporates
specific characteristics tailored to its corresponding evaluation objective.

3.6.1. Scenario 1—Standard Network Behavior

This scenario constitutes the primary experimental setting and is designed to address
research questions RQ1 and RQ2. In this scenario, the main device launches random attacks
against the end devices and collects power consumption data. This data is combined with
the network data coming from the router, and a dataset is created. The whole process
lasts 6 h.

The dataset is then passed to each of the classifiers introduced in Section 3.3. Each
model is trained and tested, and several performance metrics are recorded. The results can
be used to determine which model performs better.

For this scenario, only six basic network features are used. The list of features is
explained in more detail in Section 4.5.

3.6.2. Scenario 2—Validation Attacks

As mentioned in Section 3.2, three of the seven implemented attacks are used
for validation.

In this scenario, each model developed in Scenario 1 is evaluated using two short
datasets containing traces of the validation attacks. The objective is to determine whether
the models can correctly identify these traces as malicious. This evaluation addresses
research question RQ3, as none of the three validation attacks were included in the datasets
used during the training phase.

This scenario also employs basic network features.
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3.6.3. Scenario 3—Feature Selection

Both scenarios 1 and 2 employ basic network features that were arbitrarily selected.
However, it is possible to extract many kinds of features out of a trace of network packets.
In order to determine which features would be best to use, Scenario 3 is proposed.

A new list of 16 features is created for this scenario: 15 network features and power.
Features are selected out of this list. The full list is detailed in Section 4.5.

This scenario has two main objectives: maximizing the performance of the models and
minimizing the amount of features used. We therefore decided to approach this scenario as
a multi-objective optimization problem.

A genetic algorithm is used to evaluate potential solutions. Each solution consists of a
subset of the initial feature list. Solutions are evaluated by taking only the features included
in the solution and using them to train four different models. Solutions are evaluated by
combining the average performance of the models and the amount of features used.

The algorithm returns a set of non-dominated solutions identified during the search. In
other words, for each possible amount of features (1-16), only the solution with the highest
performance is printed, or nothing occurs if another solution with better performance and
less features was found.

Once the list of solutions is obtained, a full run including all seven models is performed.
The accuracy of each model is recorded, alongside the time taken to train them, which is
expected to grow with the number of features.

The results of this run can be used to determine which set of features works best for
this problem, which provides an answer to research question RQ4.

3.6.4. Scenario 4—Power vs. Network Features

Scenario 4 is aimed at comparing how power and network features affect model
performance. It compares the results of running a model trained using only power features,
a second one trained using only network features, and a third one trained using both
network and power features.

This scenario is used to prove that the combined power + network approach yields
better results than only employing one type of features, be it power or network features. It
therefore answers research questions RQ5 and RQ6.

3.6.5. Scenario 5—Real-Time Attack Detection

Scenario 5 has some key differences compared to the rest. In this scenario, a single
model is evaluated under live operating conditions. The model is deployed on the main
device and executed continuously for 30 min while monitoring the end devices for attacks
as they occur in real time. No dataset is generated during this evaluation.

Scenario 5 assumes that the prediction model has been selected based on a comparative
evaluation of candidate models. Accordingly, the TSF model is employed as the prediction
engine. The experimental results supporting this choice are presented in Sections 5.1-5.4,
while Section 5.5 summarizes the comparative evaluation and explains the rationale for
selecting TSF as the best overall-performing model across the evaluated conditions.

To address research question RQ7, both detection accuracy and detection latency are
measured. These metrics make it possible to evaluate not only whether the model can
identify attacks in real time but also the time required to detect them.

4. Implementation

This section explains in detail how the proposed methodology has been implemented.
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4.1. Hardware Components

All experiments are conducted using a single hardware setup consisting of three end
devices, one main device, a power reader, a router, and a laptop running the model server.

Three Raspberry Pi 3 Model B boards (Raspberry Pi Ltd., Cambridge, UK) are used as
the end devices. Since they can be powered via their GPIO pins, a power measurement
device can be easily integrated to monitor their power consumption.

A power monitoring module incorporating the INA3221 current and voltage mon-
itor (Texas Instruments, Dallas, TX, USA) [27] is used to acquire the electrical measure-
ments. INA3221 provides three independent measurement channels, allowing the simul-
taneous monitoring of up to three devices. Although the device measures both current
and bus voltage, this work uses the measured current as an indicator of the device’s
power consumption.

A Raspberry Pi 4 Model B (Raspberry Pi Ltd., Cambridge, UK) serves as the main
device. It communicates with the INA3221 over the i2c communication protocol to retrieve
power consumption measurements, which are subsequently recorded in a file.

The router is a simple home router running the BusyBox Linux distribution and
configured using OpenWRT.

The laptop is a work PC running an i7 CPU with a speed of 2.40 GHz and 8 GB
of RAM.

4.2. Software Attacks

The following attack scenarios were performed during the collection of datasets
subsequently used for model training:

*  Mining Attack: A cryptocurrency miner [28] is launched on the target device, causing
a significant rise in CPU load. The miner is configured to fully utilize all available
CPU cores (four in the experimental platform).

e Login Attack: The main device performs a brute-force SSH attack against the target
device by repeatedly attempting to carry out authentication using different password
combinations. Numerous concurrent SSH connection requests are generated, requiring
the target device to handle multiple authentication attempts simultaneously. The
attack has been implemented using Hydra v9.5 [29].

*  Encryption Attack: A file encryption program is deployed and executed on the target
device. Once launched, it encrypts selected files to reproduce the typical behavior
exhibited by ransomware.

. Flood Attack: The main device floods the target device with SYN TCP requests, which
produces a large amount of junk network traffic that the target device must respond to.

In accordance with the objective of research question RQ3, three additional attacks
were incorporated into the validation stage. None of these attacks were included in the
training datasets:

e Password Attack: A script is executed on the remote device to perform a brute-force
attack against a password hash by repeatedly computing SHA-256 hashes. To reduce
the likelihood of detection, the script introduces random sleep intervals between
successive operations.

e  Lite Mining Attack: This attack follows the same approach as the mining attack but
limits execution to two processing threads instead of four. As a result, its power
consumption is reduced, making the attack more difficult to detect.

e Port Scan Attack: The main device attempts to open a connection to each possible
software port, normally in an attempt to gather information about which ones are
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open. This attack generates a significant amount of network traffic but does not cause
a large increase in the target’s power consumption.

The datasets generated in this work adopt the attack labeling scheme shown in Table 2.
Each attack type is assigned a unique value corresponding to a different bit position by
using powers of two. This allows multiple concurrent attacks to be represented by a single
label obtained by summing the values associated with each active attack. Since every attack
occupies a unique bit position, each possible combination generates a unique label that
can be unambiguously decoded. For example, a value of 33 represents the simultaneous
occurrence of a mining attack (1) and a flood attack (32).

Table 2. Attack labeling scheme used in the generated datasets.

Attack Abbreviation Label Value Bit
Mining M 1 20
Login L 2 2!
Encryption E 4 22
Password P 8 23
Lite mining LM 16 24
Flood F 32 2°
Port scan PS 64 26

4.3. Classification Algorithms

All classification algorithms described in Section 3.3 were implemented in Python
3.11.2 using scikit-learn (version 1.2) [30], sktime (version 0.23) [31], and aeon (ver-
sion 0.4) [32]. For reproducibility, the complete list of Python package dependencies
and their corresponding versions is available in the project’s pyproject.toml file at the
project repository.

All classifiers were trained using the default hyperparameters provided by the corre-
sponding AEON, sktime, or scikit-learn implementations. To ensure reproducibility, a fixed
random seed (random_state = 0) was used whenever supported, and parallel execution was
enabled through n_jobs = —1 when available. For the ROCKET classifier, the MINIROCKET
transform was selected (rocket_transform = “minirocket”), providing substantially lower
computational costs than the original ROCKET implementation while maintaining com-
parable performance as previously mentioned. No additional hyperparameter tuning
was performed.

4.4. Data Recording and Formatting

To guarantee that each power consumption sample reflects a newly completed acquisi-
tion, the sampling interval was selected based on the timing characteristics of the INA3221
sensor. Power consumption measurements are acquired by the main device from all three
end devices every 200 ms. According to Section 7.4.2 of the INA3221 datasheet [27], the
duration of a complete measurement cycle depends on the selected ADC conversion times,
the averaging configuration, and the sequential acquisition of the three channels. Using
the default ADC conversion time of 1.1 ms for both shunt and bus voltage measurements
together with a 16-sample averaging configuration results in a complete measurement cycle
of approximately 106 ms. Therefore, a sampling interval of 200 ms was selected to ensure
that each acquired sample corresponds to a newly completed measurement cycle while
avoiding repeated acquisition of the same measurement.

The collected data are stored in individual CSV files, one per device. Each record
includes a UNIX timestamp, an integer identifying the active attack, and the measured
current value in milliamperes (mA).
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Automatic labeling is achieved by continuously monitoring the attack status of
each end device on the main device, thereby ensuring that the generated dataset is
correctly annotated.

Every 5 s, the main device groups the last 60 s of power data and sends it to the
model server.

Meanwhile, the router captures all network packets from and to the end devices and
stores them in a cyclic buffer with a set size of 300 KB. The program used to capture the
packets is tcpdump.

The model server is constantly waiting for data from the main device. When it
receives the data, it downloads the entire network data buffer from the router. The last
60 s of network data is processed and turned into the network features specified in the
server’s configuration file. The power reads and network features are combined to form a
multivariate time series. This resulting series is finally added to the output dataset file as a
new instance.

4.5. Network Features

For the first two scenarios of this study, six basic network features were handpicked to
serve as model input. These features are computed by taking the last 60 s of network data
and applying a rolling window with a length of 15 s, which results in a time series.

The list of basic network features is as follows:

¢  Total number of TCP packets.

*  Number of external connection establishments (number of incoming packets with the
SYN flag set and the ACK not set).

¢ Number of packets with the RST flag set.

*  Average packet length.

¢ Number of distinct source ports for incoming packets.

*  Percent of packets that contain SSH data.

Starting with Scenario 3, a new list of network features is used. Every feature that was
deemed potentially relevant for this study was included, with the intention of using the
feature selection algorithm to filter the list.

When creating this list, we wanted to avoid any features that could be used to de-
termine which device the data came from (e.g., IP addresses, MAC addresses) or which
software program created the packets (e.g., exact port, IP fragment flags, packet TTL, win-
dow size...). This was considered important since, otherwise, the models could learn to
recognize attacks by their packet signature rather than their overall network activity, which
is not desirable since there is no guarantee that said signature will remain constant across
different implementations of the attacks.

For example, the model learning that the port scan attack can be identified by a large
amount of distinct source ports is desirable, but the model learning that the flood attack is
the only behavior that sets the “do not fragment” flag to 0 is not since that is simply a quirk
of the specific implementation used, and other implementations will likely not behave
like this.

These features also employ the last 60 s of network data and a rolling window. The
size of the rolling window is 15 s by default, but some metrics use a different window size.

The full list of network features is as follows:

Average frame length.
Average frame length (window size =5 s).
Percent of packets with differentiated services set.

L N

Total number of TCP packets.
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11.

12.
13.
14.
15.

Total number of TCP packets (window size =5 s).

Total number of incoming TCP packets.

Total number of outgoing TCP packets.

Number of distinct source ports for incoming packets.

Number of incoming packets addressed to a non-privileged port (port number > 1024).
Number of external connection establishments (number of incoming packets with the
SYN flag set and the ACK not set).

Number of connection establishments started by the device (number of outgoing
packets with the SYN flag set and the ACK not set).

Number of connection closures (number of packets with the FIN flag set).

Number of packets with the RST flag set.

Number of packets with the PSH flag set.

Percent of packets that contain SSH data.

4.6. Scenarios
4.6.1. Scenario 1—Standard Network Behavior

The following parameters were used to create the dataset for Scenario 1:

Event generation seed: 1,376,829,338.

Attacked devices: sensor (1), video (2), and idle (3).
Duration: 360 min.

Features recorded: power reads + six basic network features.
Time between attacks: 4 + 1 min.

Minimum time between attacks: 60 s.

Attacks: mining (0), login (1), encryption (2), and flood (5).
Attack duration: 1.5 + 0.25 min.

Minimum attack duration: 10 s.

Multiple attack chance: 10%.

Short attack chance: 20%.

Short attack average duration: 15s.

The values provided for “time between attacks” and “attack duration” correspond to

the parameters of the normal distributions governing the generation of inter-attack delays
and attack durations.

Table 3 lists the amount of instances of each type in the Scenario 1 dataset.

Table 3. Instance count—Scenario 1 dataset.

Instance Type Count Percent
No attack 2662 50%
Mining 666 12.51%
Login 521 9.79%
Mining + Login 26 0.49%
Encryption 668 12.55%
Mining + Encryption 45 0.85%
Login + Encryption 18 0.34%
Flood 592 11.12%
Mining + Flood 45 0.85%
Login + Flood 16 0.3%
Encryption + Flood 57 1.07%
Mining + Login + Flood 5 0.09%
Mining + Login + Encryption + Flood 3 0.06%
Any attack 2662 50%
Total 5324 100%
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4.6.2. Scenario 2—Validation Attacks

On this scenario, models were run in the multi-prediction mode. When operating in
this mode, the model returns class probability estimates rather than a single prediction. The
output includes the probability that a power consumption sample reflects normal behavior
together with the probabilities corresponding to each attack combination on which the
model was trained.

To assess the classification accuracy of the models, their output needs to be converted
to a boolean prediction. This is accomplished through the usage of a threshold value.
Whenever the aggregated probability assigned to attack-related classes reaches or exceeds
the predefined threshold, the system considers that an attack is taking place.

We set this threshold to 0.4 after manually tuning it through multiple tests. The
threshold was selected by evaluating the trade-off between detection sensitivity and the
number of false alarms, with the objective of achieving a balanced compromise between
false positives and false negatives under the experimental conditions.

In a practical deployment, the detection threshold can be adjusted to achieve the de-
sired trade-off between detection sensitivity and the false positive rate. A higher threshold
reduces the number of false positives but increases the risk of missing genuine attacks,
whereas a lower threshold increases detection sensitivity at the expense of a higher false
positive rate. Therefore, the optimal threshold depends on the operational requirements
and the acceptable balance between missed detections and false alarms.

The following parameters were used to generate the three datasets considered in
this scenario:

. Event Generation Seed: 1,515,944,703.

e Attacked Devices: sensor (1), video (2), and idle (3).

¢  Duration: 60 min.

e  Features Recorded: Power reads + six basic network features.
e  Time Between Attacks: 3 + 1 min.

e  Minimum Time Between Attacks: 60 s.

*  Attacks: password (3)/lite mining (4)/port scan (6), depending on the dataset.
e  Attack Duration: 2 4+ 0.5 min.

e  Minimum Attack Duration: 10 s.

e Multiple Attack Chance: 0%.

e Short Attack Chance: 20%.

*  Short Attack Average Duration: 15 s.

For each of the three end devices, every dataset contains one hour of recorded data.
The class distributions for the lite mining, password, and port scan datasets are provided
in Tables 4, 5 and 6, respectively.

Table 4. Instance count—Scenario 2—lite mining dataset.

Instance Type Count Percent
No attack 530 50%
Lite Mining 530 50%
Total 1060 100%

Table 5. Instance count—Scenario 2—password dataset.

Instance Type Count Percent
No attack 591 50%
Password 591 50%

Total 1182 100%
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Table 6. Instance count—Scenario 2—port scan dataset.

Instance Type Count Percent
No attack 561 50%
Port Scan 561 50%

Total 1122 100%

4.6.3. Scenario 3—Feature Selection

Scenario 3 employs a multi-objective genetic algorithm and a set of four models to
evaluate feature combinations. The four models selected to be used for feature selection
were FS, RDST, ROCKET, and TSF. These models were chosen with the intention of using
as many types of models as possible (according to the taxonomy described in Section 3.3)
while keeping the time taken to run the feature selection algorithm within reasonable limits.

The genetic algorithm chosen for this task was the NSGA-II algorithm [33], a well-
known multi-objective genetic algorithm. The algorithm was run with a population of
16 individuals, with eight offspring individuals per iteration, and a bit flip mutation algo-
rithm with a mutation chance of 10% that flips bits with a 25% chance.

The algorithm performed 200 iterations on a dedicated 32-core machine.

A dataset was created containing the 16 basic features to be used for feature selection,
and it had the following parameters:

e  Event Generation Seed: 1,376,829,338.

e Attacked devices: sensor (1), video (2), and idle (3).

¢ Duration: 360 min.

*  Features Recorded: power reads + 15 network features.
e  Time Between Attacks: 4 + 1 min.

e  Minimum Time Between Attacks: 60 s.

e Attacks: mining (0), login (1), encryption (2), and flood (5).
e  Attack Duration: 3 4 1 min.

e  Minimum Attack Duration: 10 s.

e Multiple Attack Chance: 10%.

e  Short Attack Chance: 10%.

e  Short Attack Average Duration: 15 s.

Table 7 lists the number of instances for each type.

Table 7. Instance count—Scenario 3 datasets.

Instance Type Count Percent
No attack 2472 50%
Mining 677 13.69%
Login 512 10.36%
Mining + Login 33 0.67%
Encryption 737 14.91%
Mining + Encryption 50 1.01%
Login + Encryption 21 0.42%
Mining + Login + Encryption 1 0.02%
Flood 373 7.54%
Mining + Flood 26 0.53%
Login + Flood 11 0.22%
Encryption + Flood 31 0.63%
Any attack 2472 50%
Total 4944 100%
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4.6.4. Scenario 4—Power vs. Network Features

Scenario 4 reuses the dataset from Scenario 3, since it contains both power and network
metrics. Depending on which test is performed, a different subset of its features will be
used (power only, network only, or both power and network).

4.6.5. Scenario 5—Real-Time Attack Detection

The objective of Scenario 5 is to assess the model’s effectiveness in detecting all attack
types in real time while also quantifying the corresponding detection latency. Since normal
behavior periods are not specially useful for this scenario, a much higher attack rate is used.

Consistent with Scenario 2, the model is evaluated in multi-prediction mode using a
threshold of 0.4. A second run with a threshold value of 0.5 is also performed.

Scenario 5 does not have a dataset file. Nevertheless, the attacks executed dur-
ing the evaluation were configured using a predefined set of parameters, which are
summarized below:

e  Event Generation Seed: 14,533,676.

e  Attacked Devices: sensor (1), video (2), and idle (3).

e Duration: 30 min.

*  Features Recorded: power reads + six network features.
e  Time Between Attacks: 1.5 + 0.5 min.

e  Minimum Time Between Attacks: 40 s.

e Attacks: mining (0), login (1), encryption (2), lite mining (4), flood (5), and port scan (6).
e  Attack Duration: 1 £ 0.25 min.

e Minimum Attack Duration: 30 s.

e Multiple Attack Chance: 10%.

e  Short Attack Chance: 0%.

4.6.6. Scenario Summary

Table 8 summarizes the main features of each scenario.

Table 8. Scenario summary.

Scenario Attacks Training Training Features Test Prediction Detection Research
Launched Attacks Power Network (Basic) Network Type Type Questions
1 M,L,E F M,L,E F X X Exact attack Offline RQ1, RQ2
2 P, LM, PS M,L,E F X X Boolean Offline RQ3
3 M,L,E F M,L,E F Varies Exact attack Offline RQ4
4 M,L,E F M, L, E F X 6 Exact attack Offline RQ5, RQ6
5 M,L,E, LM, E PS M,L,E F X 6 Boolean Real time RQ7

The “Attacks Launched” column specifies which attacks were used (M: mining; L:
login; E: encryption; P: password; LM: lite mining; F: flood; PS: port scan).

The “Training Attacks” column shows which attacks the models were trained with.

The “Training Features” column lists which features were used to train the models.
The “Power” column is checked if power reads were used as input. The “Network (basic)”
column is checked for those scenarios where the six initial basic network features were used.
The “Network” column shows how many of the 15 definitive network features were used.

The “Test Prediction Type” column indicates the prediction strategy adopted during
model evaluation. “Exact attack” corresponds to experiments in which the model is both
trained and evaluated on a single dataset, requiring it to assign the most probable class label
to each test instance. “Boolean” refers to evaluations performed on datasets containing
attack labels that were absent during training. In this case, the model is required only to
determine whether a given instance corresponds to an attack or to normal operation.
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5. Results and Discussion

The results of the training and evaluation procedures using multiple models across
the five scenarios are presented in this section.
The following metrics were used to assess model performance:

*  F1Score: The F1 score is defined as the harmonic mean of precision and recall, yielding
values in the range from 0 (lowest performance) to 1 (highest performance). Because
the datasets contain multiple classes, the overall F1 score is computed using the micro-
averaging approach, which aggregates contributions from all classes and appropriately
accounts for class imbalance, as instances of normal behavior are substantially more
frequent than attack instances.

e TP, (True Positives, Correct): Attack samples for which both the presence of an attack
and its corresponding attack type are correctly predicted.

* TN (True Negative): Samples representing normal device behavior that are correctly
identified as such.

e TP; (True Positives, Incorrect): Instances representing attacks that are correctly detected
but incorrectly labeled in terms of attack category.

*  FP (False Positive): Instances representing normal operation that are misclassified as
malicious activity.

*  FN (False Negative): Instances representing malicious activity that are misclassified as
normal behavior.

5.1. Test Results—Scenario 1

Table 9 reports the results obtained for all tested models.

Table 9. Scenario 1 results.

Model F1 Score TP, TN TP; FP FN Time (s)
ROCKET 0.9634 505 521 11 12 16 113
STSF 0.9606 500 523 20 10 12 836
RDST 0.9587 498 523 16 10 18 257
MUSE 0.9587 504 517 15 16 13 743
TSE 0.9531 493 522 20 11 19 250
FreshPRINCE 0.9502 500 512 16 21 16 221
FS 0.9408 491 511 21 22 20 107

The F1 scores achieved by the models are very positive, considering that the network
features used during this scenario were arbitrarily chosen. The difference between the best
and worst performing model is small, which shows that all seven algorithms are good at
classifying the attacks. The amount of incorrect true positives (TP;) is low, which means
that the models are capable of not only detecting attacks but also correctly classifying them
by type.

Using these results, research questions RQ1 and RQ2 are positively answered.

The time taken to train and test each model is also listed. STSF and MUSE have
significantly higher training times, whereas ROCKET and FS have the shortest times.
ROCKET is especially remarkable, since it has the second shortest time and the highest
F1 score.

5.2. Test Results—Scenario 2

In this scenario, model predictions are determined by comparing the aggregated attack
probability to a threshold value of 0.4. This formulation yields a binary decision, and
consequently, the TP; metric is not applied in this case.
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Table 10 reports the performance of each tested model when predicting on the dataset
containing traces of the lite mining attack. Three additional columns are included: Th;,y
and Th,,;,,, which indicate the range of threshold values for which each model achieves its
maximum F1 score, and Best F1, which corresponds to that maximum value.

Some models do not support the multi-prediction output mode. Those models were
run in boolean prediction mode, which means they do not use the threshold value nor the
three additional columns listed above.

Table 10. Scenario 2 results—lite mining attack.

Model F1 Score Precision Recall TP ™™N FP FN Thmax Thpin Best F1
ROCKET 0.9887 0.9832 0.9943 527 521 9 3
STSF 0.9877 0.9778 0.9981 529 518 12 1 0.46 0.45 0.9887
RDST 0.9736 0.9846 0.9623 510 522 8 20
TSF 0.9651 0.9363 0.9981 529 494 36 1 0.61 0.605 0.9934
FS 0.9443 0.9067 0.9906 525 476 54 5 0.64 0.635 0.9632
FreshPRINCE 0.9189 0.8651 0.9925 526 448 82 4 0.595 0.59 0.9547
MUSE 0.9142 0.9720 0.8528 452 517 13 78
The F1 scores achieved are similar to the ones seen in Scenario 1’s results, and they
are sometimes even higher. This proves that the models are capable of detecting the lite
mining attack even though it was not present in the training dataset.
ROCKET continues to be the best-performing model. The Thy;,y and Th,,;,, columns
show that some of the models would benefit from a higher threshold value. In particular,
TSEF could get the first position if the threshold was raised to approximately 60%.
The high precision and recall values obtained by most models indicate that the lite
mining attack can be detected reliably despite not being present in the training dataset.
Table 11 reports the test results of each model on the dataset containing password
attack traces.
Table 11. Scenario 2 results—password attack.
Model F1 Score Precision Recall TP TN FP FN Thmax Thin Best F1
MUSE 0.7572 0.9841 0.5228 309 586 5 282
RDST 0.714 0.9961 04298 254 590 1 337
ROCKET 0.6641 0.9899 03316 196 589 2 395
TSF 0.6616 0.9704 03333 197 585 6 394 0.065 0.06 0.9239
STSF 0.6354 0.9706 02792 165 586 5 426 0.07 0.065 0.9755
FreshPRINCE 0.5541 0.9103 0.1201 71 584 7 520 0.05 0.045 0.8435
FS 0.5296 0.9730 0.0609 36 590 1 555 0.01 0.005 0.769

The F1 scores on the password dataset are not as good. The password attack is
the most difficult attack to detect, since it sleeps at random intervals and barely has
any network activity. Although all evaluated classifiers maintain very high precision,
indicating that false alarms remain uncommon, their recall is substantially lower, resulting
in a considerable number of false negatives. The false negative rate of the best model is
282/(309 + 282) = 47.72%, and the recall is 0.5228, which proves that many of the attack
instances were not detected.

The best F1 column shows that some models could greatly improve their F1 scores
if the threshold was lowered to almost the minimum possible value, but this is unfeasi-
ble, since that would greatly increase the amount of false alarms, rendering the system
effectively useless.
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These results highlight an important limitation of the proposed approach. Attacks such
as password, which exhibit low network activity and intermittent behavior, are inherently
more difficult to distinguish from normal operation under a common detection threshold.
Consequently, achieving higher detection rates for these attacks may require attack-specific
training data or deployment-specific threshold calibration depending on the characteristics
of the protected IoT environment.

Table 12 shows the results for each model when making predictions on the port scan
attack dataset.

Table 12. Scenario 2 results—port scan attack.

Model F1 Score Precision Recall TP TN FP FN Thmax Thpin Best F1
TSF 0.9626 0.9303 1.0000 561 519 42 0 0.435 0.432 0.9679
MUSE 0.943 0.9233 0.9661 542 516 45 19
FreshPRINCE 0.8289 0.7463 0.9964 559 371 190 2 0.635 0.63 0.8476
FS 0.6979 0.7071 0.6754 379 404 157 182 0.35 0.345 0.8316
ROCKET 0.6943 0.9781 0.3975 223 556 5 338
STSF 0.6417 0.9297 0.3066 172 548 13 389 0.23 0.225 0.9545
RDST 0.607 0.9348 0.2300 129 552 9 432

The results of the port scan dataset are slightly worse than those of the lite mining
dataset, but they are not as bad as the ones obtained for the password dataset. TSF and
MUSE both achieve F1 scores above 90%. In contrast, ROCKET, STSF and RDST maintain
high precision but exhibit substantially lower recall, indicating that they produce few false
alarms but fail to detect a considerable fraction of the attack instances. This behavior
further illustrates that the effectiveness of each classifier depends on the characteristics
of the target attack. This proves that no single model is best for every situation, and the
specific model to use should be carefully considered depending on the context in which the
system is deployed.

The results of this scenario address research question RQ3, showing that it is possible
to detect previously unseen attacks, although detection accuracy may decrease depending
on the specific characteristics of each attack, the model being tested, and the detection
threshold used.

The observed precision-recall trade-offs further demonstrate that different classifiers
exhibit different detection behaviors depending on the attack characteristics. Consequently,
selecting an appropriate model and detection threshold is essential for the intended deploy-
ment scenario.

5.3. Test Results—Scenario 3

The feature selection algorithm was run for a total of 19:47 h. It provided a total of
seven non-dominated solutions with a number of features ranging from 1 to 7. Table 13
lists those solutions, alongside the F1 score they obtained during the run. The features are
listed with the same number used to identify them in Section 4.5, alongside a short name.
Features that were not selected in any of the non-dominated solutions are not shown in
the table.

The table has multiple interesting details. First, power was always selected as a feature,
which proves that it is the most useful feature when determining which attacks are active
on a device. Second, every solution checked by the algorithm that used more than seven
features was a dominated solution, which implies that adding more features to the models
is not only pointless but also harmful for their accuracy.

Third, there is a significant increase in the F1 score when adding a third feature, and
from that point onward, the F1 score only experiences small increases.
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Table 13. Features selected by the genetic algorithm.
Selected Features
No. Features F1 Score 1 7 8 9 11 13 14 15
Power TCP, in TCP, out Distinct Ports, in SYN, in FIN RST PSH

7 0.9689 X X X X X X X
6 0.9684 X X X X X X
5 0.9674 X X X X X
4 0.9671 X X X X
3 0.9649 X X X
2 0.9398 X X
1 0.9393 X

Fourth, only 8 out of the 16 features were considered. The other eight features were
not helpful in detecting the attacks. These dropped features are the frame length (both short
and long windows), the value of the differentiated services field, the total number of TCP
packets (both short and long windows), the non-privileged port connections, the number
of connections started by the device, and the percent of packets that contain SSH data.

From the perspective of the NSGA-II optimization process, the discarded features did
not provide sufficient additional discriminative information to justify their inclusion in
the selected subsets. This behavior is consistent with the presence of redundant or only
marginally informative features, although no explicit correlation analysis was performed.

These seven sets of features were used to train all seven models in order to better
understand how the F1 score is affected by feature changes. An additional run with all
16 features was also performed. The results of these runs are listed in Table 14.

Table 14. Scenario 3 results.

No. Features F1 Score Train Time (min.)
Feature Selection All Models
16 0.9649 60
7 0.9689 0.9689 40
6 0.9684 0.9689 39
5 0.9674 0.9682 33
4 0.9671 0.9668 32
3 0.9649 0.9656 27
2 0.9398 0.9581 25
1 0.9393 0.9359 17

The F1 scores obtained when training all seven models are similar. They remain sorted,
with more features resulting in an increase in scores up until seven features. It can also be
seen how adding all 16 features causes a drop in performance, with an F1 score between
the one achieved by the three-feature and two-feature solutions.

As expected, increasing the amount of features also increases the time taken to train
the model.

Using this information, research question RQ4 can be answered: The model’s F1 score
is maximized when using the seven features listed on the first row of Table 13. If the
model’s train time is a concern, less features can be used without causing a significant drop
in the F1 score.

5.4. Test Results—Scenario 4

For Scenario 4, three separate runs are performed. A run that only uses power to train
the models, a run that only uses network features, and a run that uses both.
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The network-feature-only run was performed using the six network features selected
by the seven-feature solution from Scenario 3. That is, feature numbers 8, 9, 11, 13, 14, and
15. Power is added to this list for the run that combines power and network features.

Table 15 shows the F1 score obtained by each model on all three runs.

Table 15. Scenario 4 results.

Model F1 Score
Power Only Network Only Power + Network

MUSE 0.9717 0.9323 0.9697
FreshPRINCE 0.8625 0.9141 0.9585
FS 0.8746 0.9120 0.9626
RDST 0.9717 0.9292 0.9656
ROCKET 0.9676 0.9383 0.9767
STSF 0.9585 0.9161 0.9767
TSF 0.9444 0.8898 0.9666
Average 0.93587 0.91882 0.96808

These results prove that the best-performing feature set is the one that combines both
power and network features and that it outperforms both the models that only use power
as input and the ones that only use network features.

This is a very interesting conclusion, since most studies published to date that attempt
to detect attacks against IoT devices focus on network features. These results show that
adding features obtained through side-channel techniques could significantly improve the
accuracy of these systems.

Nevertheless, this conclusion should be interpreted in the context of the proposed
methodology. The network-based models evaluated in this work are intentionally
lightweight, as the objective is to develop detection mechanisms suitable for resource-
constrained IoT environments. Consequently, direct comparisons with previous studies
employing more sophisticated machine learning or deep learning models should be in-
terpreted in light of the different design objectives, and the magnitude of the observed
improvement may differ when using such approaches.

These results also indicate that the benefits of feature fusion are model-dependent
rather than universal. Although most classifiers improve when combining network and
power features, MUSE and RDST achieve slightly better performance using only power-
consumption features, suggesting that different learning algorithms exploit multimodal
information with varying degrees of effectiveness.

Research questions RQ5 and RQ6 can be deemed solved after the results exposed in
this section. Combining power and network features can improve the model’s F1 scores
over simply using power or network features separately.

Future work should investigate whether the incorporation of side-channel informa-
tion provides similar benefits when integrated into more sophisticated IDS architectures.
Furthermore, evaluating the trade-off between detection performance, computational cost,
and deployment feasibility would help determine the most appropriate trade-off between
detection accuracy, computational complexity, and deployment feasibility in practical
IoT environments.

5.5. Test Results—Scenario 5

In Scenario 5, the model was operated in parallel with ongoing attacks targeting the
end devices.

The model chosen to be deployed was TSF, since it provided reasonable results in
previous scenarios, especially during Scenario 2, where it achieved the best results at
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detecting the port scan attack. The only other model that managed to adequately detect
this attack was MUSE, but MUSE obtained the worst results for the lite mining dataset.

The model was trained using the best feature combination found during Scenario 3:
power and six network metrics, for a total of seven features.

All attacks were considered except the password attack, since Scenario 2 showed that
this model is not effective at detecting it.

In addition to the previously introduced metrics, two new measures are defined for
this scenario: attack detection delay and attack over detection delay. These metrics quantify
the latency required by the model to detect the onset and termination of an attack. Both are
expressed in terms of model inference iterations: a value of 0 indicates that the attack is
detected in the first model run following its onset, 1 indicates detection in the second run,
and so forth.

The result metrics for this scenario are shown on Table 16.

Table 16. Scenario 5 results.

Average Attack Average Attack

Threshold  F1Score TP TN FP FN Detection Delay  Over Detection Delay
40% 0.8876 233 337 33 26 0.27 model runs 0.79 model runs
50% 0.9191 233 362 19 22 0.15 model runs 0.35 model runs

The detection delay can be converted into seconds for improved interpretability. Given
that the model is executed every 5 s, the expected detection latency is 2.5 s on average after
the onset of an attack. If the model then takes 5 x 0.15 = 0.75 s to detect the attack, the
average time taken to detect an attack after it starts is 3.25 s. Similarly, it needs an average
of 2.5 +5 x 0.35 = 4.25 s to detect the end of an attack. These times can be reduced by
running the model more frequently.

These results indicate that the model requires more time to detect the termination of
an attack than its onset. A further analysis of the script output reveals that most of the
reported false positives are associated with delays in detecting the end of an ongoing attack.
However, this behavior is not specially concerning, since the main purpose of the model is
detecting the start of an attack as soon as possible.

The results also demonstrate the effect that tuning the detection threshold has in the
model and how finding a threshold appropriate to the current environment is important to
maximize the performance of the model.

In general, the model can detect live attacks with a reasonable delay, which positively
answers research question RQ7.

5.6. Limitations and Deployment Considerations

While the experimental results demonstrate the feasibility of the proposed hybrid IDS,
several limitations should be considered when interpreting these results and assessing their
applicability to practical IoT deployments.

5.6.1. Hardware Limitations

The proposed framework has been experimentally validated using a testbed composed
of three Raspberry Pi 3 Model B end devices and one Raspberry Pi 4 Model B acting as
the main acquisition node. Raspberry Pi platforms were selected because they provide
a flexible and reproducible environment representative of Linux-based IoT edge devices
while allowing the controlled execution of cyberattacks and the integration of external
power monitoring hardware.

However, this hardware platform does not encompass the full diversity of IoT devices
currently deployed in practice. In particular, the selected devices run a full Linux operating
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system and offer significantly greater computational resources than highly constrained
microcontroller-based platforms. Consequently, the power consumption patterns generated
by the evaluated cyberattacks may differ from those observed on lower-power embedded
devices with different processor architectures, operating systems, and energy management
mechanisms. In such constrained platforms, side-channel signatures may become less
pronounced or exhibit different temporal characteristics due to lower computational ac-
tivity and simpler execution models, potentially reducing the discriminative power of the
proposed power-based features.

Therefore, although the experimental findings support the feasibility of combining
network traffic with side-channel power measurements for intrusion detection, the pro-
posed methodology should be regarded as a framework for which its deployment requires
calibration to the target IoT platform rather than as a universal IDS that can be transferred
unchanged across heterogeneous devices. Accordingly, further validation on heteroge-
neous loT hardware is required before broader generalization can be claimed. Future
work will evaluate the proposed methodology on additional IoT platforms with different
computational capabilities and power consumption characteristics to better characterize its
applicability across diverse deployment scenarios.

5.6.2. Methodological Limitations

Another limitation concerns the evaluation protocol adopted in this study. For experi-
ments requiring model training and testing, the dataset was partitioned using a stratified
random split after the generation of the temporal windows. Although this strategy ensures
reproducibility and preserves the class distribution across the training and testing subsets,
a strict chronological partition would constitute a more appropriate evaluation protocol for
time-series data. Moreover, because the feature extraction process relies on overlapping
temporal windows, random partitioning may introduce temporal information leakage
between the training and testing sets, potentially leading to optimistic estimates of the
reported classification performance.

Despite this limitation, the primary objective of this work is the comparative evaluation
of different feature sets and experimental scenarios under a common methodology. In
particular, the analyses of unseen attack detection (Scenario 2) and the comparison of power,
network, and combined feature sets (Scenarios 3 and 4) were all conducted using the same
training and evaluation protocol, allowing meaningful relative comparisons between the
evaluated approaches. Future work will repeat the complete experimental campaign using
strict chronological partitioning and time-aware validation strategies to obtain leakage-free
performance estimates.

5.6.3. Deployment Considerations

From a deployment perspective, the proposed hybrid framework requires the acquisi-
tion of both network traffic and side-channel power measurements. While network mon-
itoring can be performed using conventional packet capture mechanisms, incorporating
side-channel measurements requires additional sensing hardware. Although commercially
available sensors such as the INA3221 provide a low-cost solution, integrating power mon-
itoring increases the complexity of deployment compared to conventional network-based
intrusion detection systems.

Furthermore, the proposed architecture has not yet been evaluated in large-scale
deployments, where communication overhead, synchronization between data sources,
privacy, and data management may become relevant factors.

In this context, distributed privacy-preserving learning paradigms, such as federated
learning with secure aggregation, represent a promising direction for enabling collabora-
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tive intrusion detection across multiple IoT deployments while avoiding the exchange of
sensitive local information [34].

5.6.4. Runtime Performance

Another limitation concerns the computational evaluation of the proposed framework.
The experiments focused on detection performance and end-to-end attack detection latency,
whereas the inference time of individual classifiers was not analyzed separately. Since data
acquisition and feature extraction account for a significant portion of the overall detection
delay, the contribution of classifier inference time is expected to be comparatively smaller
under the current experimental configuration. Nevertheless, a detailed analysis of inference
performance and scalability under larger deployments constitutes an interesting direction
for future work.

6. Conclusions and Future Work

Some general conclusions are drawn from the results obtained in Section 5, in addition
to the answers to the research questions proposed in Section 1.

The experimental results demonstrate that a hybrid system that combines both power
data and network features can successfully detect attacks launched against IoT devices
(RQ1). The system is also capable of determining the exact attack that is taking place (RQ2)
and can also detect attacks different than the ones used to train the model (RQ3), although
accuracy is not as high and is dependent on the model used and the attack launched.

A feature selection procedure was performed. The best set of features found includes
power and six network features. It was proven that adding more features negatively
impacts the performance of the model (RQ4).

The results obtained also show that combining power and network features signifi-
cantly improves model accuracy compared to using only power or only network features
(RQ5 and RQ6). Considering how uncommon these kind of hybrid approaches are in
the existing literature, this could be a good starting point for further improving intrusion
detection systems on IoT environments.

The proposed method was shown to be effective for real-time attack detection without
taking too long (3.25 s on average) whilst maintaining an acceptable F1 score between 0.89
and 0.92 (RQ7).

Finally, the proposed solution is not intended to be a universal approach, as it requires
a set of adaptations that depend on the nature of the IoT devices involved, the functions they
perform, and the types of attacks they may face. Rather than providing a one-size-fits-all
solution, we envision our work as a methodology for hardening unique and application-
specific IoT environments. By leveraging the distinctive characteristics of each deployment,
the proposed methodology enables the design of protection mechanisms that can be both
more effective and more efficient.

The findings presented in this work should be interpreted within the scope of the
experimental validation discussed in Section 5.6. In particular, further validation on
heterogeneous IoT hardware and the adoption of time-aware evaluation protocols will
be necessary to strengthen the generalizability of the proposed framework and to obtain
leakage-free performance estimates. These limitations do not diminish the potential of
the proposed hybrid approach but rather identify important directions for extending and
consolidating the present work.

Several future lines of research are also proposed, which are listed below:

1.  Validate the proposed framework on heterogeneous loT devices with different hard-
ware architectures and operating environments.
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2. Repeat the experimental evaluation using chronological data partitioning and time-
aware validation strategies.

3. Investigating federated learning with secure aggregation to improve the scalability
and privacy of the proposed IDS in distributed IoT environments.

4.  Testing different pre-processing techniques to determine whether the designed models
can be improved.

5. Integrating and testing deep learning algorithms to improve the accuracy of the proposed
system in IoT environments where security is vital, such as critical infrastructures.

6. Incorporating device power consumption data into existing network-based IDS to
determine if the proposed mixed approach can improve attack detection rates.

7. Extend the detection system with a mitigation component in order to make it auto-
matically react to detected attacks.
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