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Abstract

Wireless sensor networks have become essential tools for environmental monitoring, en-
abling distributed data acquisition in remote and dynamic environments. However, chal-
lenges related to communication reliability, energy efficiency, synchronization, and real-
time data availability remain critical for long-term deployments. This work presents the
design, implementation, and validation of a synchronous wireless sensor network tailored
for environmental monitoring in the challenging conditions of an estuarine setting. The
proposed architecture is based on Digi XBee SX 868 RF modules operating in DigiMesh
mode with synchronized cyclic sleep, enabling coordinated measurements and low-
power operation. The network comprises monitoring, repeater, and coordinator/gateway
nodes, integrated with a web-based platform for real-time data visualization and manage-
ment. A custom message exchange format was developed to support seamless transmis-
sion of monitoring information from sensors to the web server through the wireless mesh
infrastructure. Field experiments were conducted to evaluate network coverage, synchro-
nization performance, communication reliability, and energy consumption. The results
demonstrated successful multi-hop communication over the estuarine area, stable syn-
chronization among distributed nodes over extended periods, and energy savings
through synchronized sleep operation. The developed web platform enabled reliable real-
time data access and network management. The proposed system demonstrates the feasi-
bility of deploying scalable, energy-efficient, and synchronized wireless sensor networks
for long-term environmental monitoring in estuarine environments.

Keywords: wireless sensor networks; environmental monitoring; synchronous
communications; DigiMesh; web-based platform; internet of things; real-time monitoring

1. Introduction

Wireless sensor networks (WSNs), supported by the increasing emergence of the In-
ternet of Things (IoT), have developed rapidly in various sectors and become fundamen-
tal across different applications, such as environmental monitoring [1,2], industrial auto-
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mation [3-5], precision agriculture [6], health care [7], and smart cities [8,9]. The demand
for continuous acquisition of data from multiple types of sensors, particularly in emerging
fields with challenging requirements and complexity, is therefore growing rapidly. WSNs
rely on multiple distributed nodes to collect and transmit data, often in environments
where wired communication is impractical or infeasible. These nodes typically consist of
sensors, embedded processors, wireless transceivers, and batteries, allowing autonomous
operation and communication without the need for human intervention.

As WSNs become increasingly integrated into IoT infrastructures, they face a range
of new challenges, including network interoperability, dynamic scalability, and secure
data exchange. Ensuring reliable and real-time communication among heterogeneous de-
vices requires flexible architecture and robust protocol designs. To address these de-
mands, dynamic routing protocols have been developed to reduce control overhead and
adapt to changing network conditions, thereby enhancing overall efficiency [10-12]. Clus-
tering-based architectures have shown significant benefits in improving energy efficiency
and network longevity [13]. Similarly, advanced spatial node deployment strategies, such
as resultant-vector and heap-based algorithms, can optimize the placement of network
devices to minimize hardware redundancy while maintaining full sensor coverage [14].
Data aggregation and compression techniques are used to reduce the volume of transmit-
ted data and thereby lower the energy consumed during communication [15,16]. These
methods not only help conserve energy but also improve bandwidth utilization [17]. By
minimizing redundant transmissions and enabling localized data processing, data aggre-
gation plays a crucial role in supporting the scalability of large-scale WSN deployments.

Ensuring data privacy and preventing unauthorized access has also emerged as a key
concern [18,19]. Given the limited computational resources of sensor nodes, security so-
lutions must be both effective and lightweight. End-to-end encryption and authentication
protocols are used to protect data confidentiality and verify the identity of communicating
devices [20]. To further strengthen security, privacy-preserving data aggregation tech-
niques, including homomorphic encryption, allow encrypted data to be processed with-
out revealing individual values. Additionally, machine learning-enhanced intrusion de-
tection systems have gained attention for their ability to detect and respond to anomalies
in real time [21,22].

Since sensor nodes are often deployed in remote or inaccessible locations and rely on
battery power, energy optimization is also an important aspect of WSN design. It is essen-
tial for maintaining efficient performance while extending network lifespan and ensuring
reliable data transmission. Several techniques have been developed to address this chal-
lenge. One of the most effective is sleep scheduling, which enables nodes to alternate be-
tween active and low-power sleep states, significantly reducing energy consumption dur-
ing idle periods [23,24]. Protocols such as S-MAC (with a static duty cycle) and T-MAC
(with a dynamic duty cycle) have been proposed to efficiently manage these cycles [25].
Other approaches rely on optimizing the hardware end with more energy-efficient RF
transceivers [26].

Synchronization plays a pivotal role in coordinating node activity across the network.
In many monitoring applications, especially those involving spatiotemporal dynamics,
synchronized measurements are essential for achieving temporal accuracy and data co-
herence [27]. Synchronous WSNs provide several advantages by aligning sleep-wake
schedules and data acquisition windows among all nodes. This coordination not only en-
hances energy efficiency and data consistency but also reduces communication delays and
packet collisions, leading to improved network robustness and scalability. In addition to
protocol-level optimization, incorporating energy harvesting mechanisms and using low-
power hardware components further supports the limited energy budgets of sensor
nodes, ultimately extending the operational lifetime of the network [28,29].
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The data gathered by WSN’s needs to be made easily available to end users, with the
IoT paradigm playing a key role in this aspect, allowing sensor data to be stored in a cen-
tral database and processed according to the application needs. For environmental moni-
toring applications, making the data available in the form of charts enables end users to
make proper analysis and field study research. Off-the-shelf cloud services offer rapid
deployment and low initial costs, but introduce vendor dependency, inflexibility to make
customizations, and long-term costs as the system scales up. Pre-built data storage and
visualization options impose a web application programming interface (API) and rarely
match the needs of specific systems, preventing or augmenting the costs to achieve more
adequate solutions. Therefore, custom web services and applications are frequently de-
veloped to handle specific requirements, like sensor network structure and dynamics,
configuration flexibility, hardware failures, and so forth.

While the challenges discussed above are common to most WSN deployments, their
practical implementation is inherently application-specific. Each deployment scenario is
shaped by its own set of environmental conditions, monitoring objectives, communication
constraints, and infrastructure availability. Consequently, the architecture, hardware se-
lection, and communication strategies must be carefully adapted to the unique require-
ments of the target environment.

Several studies have explored the application of WSNs for environmental and marine
monitoring. Xu et al. presented a comprehensive survey of WSN applications in marine
environments, highlighting the advantages of wireless monitoring systems for real-time
and low-cost oceanographic observations, while also identifying challenges related to en-
ergy management, communication reliability, and environmental harshness [30]. Poz-
zebon et al. developed a Zigbee-based WSN framework for real-time monitoring of sandy
beaches and dunes, integrating distributed sensing nodes with a Global System for Mobile
Communications (GSM) gateway and cloud infrastructure for remote data visualization
[30]. Hidayat et al. proposed a coastal monitoring buoy system using Zigbee communica-
tion to collect and transmit environmental data in real time [31]. More recently, Errachdi
et al. reviewed the opportunities and challenges associated with IoT and WSN technolo-
gies for marine environmental monitoring, emphasizing the importance of communica-
tion reliability, energy autonomy, and robust system integration in marine deployments
[32].

Different wireless mesh technologies have been explored for WSN implementation,
each presenting distinct advantages and limitations. Zigbee remains one of the most
widely adopted standards due to its low-power operation and mesh networking capabil-
ities, particularly in short-range monitoring systems. Bluetooth Mesh and Bluetooth Low
Energy (BLE) mesh solutions have also gained attention for low-power IoT applications,
especially in dense short-range deployments, offering reduced energy consumption and
improved interoperability with consumer devices [33]. However, although multi-hop
mesh topologies may extend the network coverage compared to single-hop star and peer-
to-peer topologies, Zigbee and Bluetooth/BLE are short-range wireless network technolo-
gies that are not adequate for long-range ocean environmental monitoring requirements.
On the other hand, low-power wide-area network (LPWAN) technologies such as LoRa
have demonstrated strong potential for long-range environmental monitoring [34,35].
However, many of these technologies present limitations regarding synchronization sup-
port, scalability under sleeping mesh topologies, or communication robustness in dy-
namic environments.

The main contributions of this paper lie in the problem definition, system design,
implementation, and experimental evaluation of a wireless sensor network and respective
web server infrastructure, all specifically tailored for environmental monitoring in an es-
tuarine setting. The proposed network enables multiple sensor nodes to operate in syn-
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chronization, facilitating coordinated data acquisition and transmission to a central con-
troller, which subsequently forwards the information in real time to a web server for
online access. The proposed web server provides a customized storage web service and a
web application for sensor network configuration and data visualization, which supports
a very high level of variability with fault tolerance. This work details the technical ra-
tionale and design choices made throughout the development process, offering practical
insights for engineers, researchers, and practitioners into the solutions and challenges as-
sociated with deploying WSNs in dynamic and environmentally demanding contexts. A
comparison of the main characteristics of the aforementioned marine environment net-
works and our proposed network is presented in Table 1.

Table 1. Main characteristics of the investigated marine environment networks.

hroni- E - t - Real-Ti
Application Do- Communication Multi-Hop Syr‘m ront nel:gy CO,S Con Custom o ‘1me Web Visu-
Reference . . zation Sup- Saving Power Source sidera- Monitor- ..
main Technology  Capability . Hardware . alization
port Strategy tions
[31] Poz-
EE Yes (sl
zebon et al. Beach and dune 1B . Yes No es (sleep AA batteries Yes Yes Yes Yes
802.15.4/ZigBee mode)
(2018)
. No (LoRa Yes (Mi-

4 tal. E tal

[34] Sueta nv1ronm.e.n e LoRa star topol- No No Electrical grid No Yes Yes  crosoft Az-
(2019) (unspecific)
ogy) ure)
AA batter-
Ali

[351 & Island LoRa No No No ies/electrical No Yes Yes No

Latiff (2019) .
grid
This work Estuarine Dlglx;s:) (868 Yes Yes Yes LiPo batteries Yes Yes Yes Yes

This paper is organized as follows: Section 2 presents the problem definition and the
requirements of the proposed estuarine monitoring system. Section 3 describes the overall
system architecture, including the wireless sensor network and its main components. Sec-
tion 4 details the hardware and firmware implementation, covering the developed node
architectures, firmware design, network configuration, and message exchange format.
Section 5 presents the web server and application infrastructure responsible for data stor-
age, management, and visualization. Section 6 discusses the results obtained during field
deployment, including wireless communication performance, synchronized network op-
eration, energy efficiency, and data visualization capabilities. Finally, Section 7 summa-
rizes the main conclusions and outlines future research directions.

2. Problem Definition

Estuary monitoring is important for understanding and managing some of the most
productive and vulnerable ecosystems on Earth. Estuaries act as transition zones between
rivers and the sea, supporting high biodiversity, nursery habitats for fish and shellfish,
and key ecosystem services such as water filtration, nutrient cycling, and coastal protec-
tion. However, they are also highly sensitive to human pressures, including urban devel-
opment, agricultural runoff, industrial pollution, dredging, and the impacts of climate
change, such as sea-level rise and salinity shifts. Continuous monitoring allows for the
detection of changes in water quality, sediment dynamics, and ecological health over time,
enabling early identification of environmental degradation and supporting evidence-
based management decisions. This information is essential for balancing economic use of
estuarine areas with conservation goals and for ensuring the long-term resilience of these
critical coastal systems.

The successful implementation of a single monitoring station in a previous project
[36] led to an increased interest in monitoring the estuary of the Cavado River. Enabling
a comprehensive monitoring of the area by adding more monitoring locations intercon-
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nected through a WSN holds the potential to enhance the understanding of watershed
dynamics. The primary objective of the proposed monitoring system is to acquire and
make available the sensor readings of different variables at different locations and depths
across an estuary. The estuary area of interest is shown in Figure 1 as a shade of blue. The
variables of interest for this application area include, for example, water temperature,
depth, sediment concentration, current velocity, salinity, and conductivity. Each monitor-
ing location is represented by a white circle in Figure 1, where there is a node of a WSN.
Formally, a wireless sensor network consists of N monitoring nodes:

Network = {node,,node,, ...,nodey}. 1)

Each monitoring node is georeferenced by its geographical coordinates and can host
multiple sensors:

node; = {lat;, lon;,S;}, ()
where
S; = {sensory, sensor, ..., sensorg} (3)

is the set of sensors installed at node i.

One design restriction for this work was to reuse the docking infrastructure from the
previous project [36]. That infrastructure consists of a floating platform at the top (water
surface) attached to a ballast at the bottom (riverbed/seabed) by a series of pipe and chain
sections. Through these pipes and chains runs an electrical cable that enables the connec-
tion of underwater sensor devices at different water column depths. This is shown in the
zoomed-in view of a node in Figure 1.

Network \ / Estuary

management Monitoring
AN

\ —-—
\ / —_

\ y Data storage

\ web server

Other WSNs

Riverbed

o
o
]

Figure 1. Required estuary monitoring.

Each estuary network sends its data periodically to a central server for storage. Nodes
can be added and removed at any time for maintenance, extending the network, or intro-
ducing new monitoring locations of interest. Each node can have a different number of
sensors, and each sensor can read different variables. While more than a dozen kinds of
variables are predefined, the system shall support the addition of new kinds at any time.
The system shall also include mobile nodes (with variable geolocation) to be used by un-
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manned water surface platforms, such as drifters or buoys, or monitoring campaigns with
vessels.

Formally, each sensor periodically acquires one or more environmental variables,
producing a measurement record:

sensor;(k) = {ty, v1, V3, .., Ui} 4)

where t; is the acquisition timestamp and v, ..., v, are the measured values of the var-
iables.

The readings from the multiple variables must be synchronized to enable proper
analysis of the watershed dynamics. The synchronized operation of the network provides
several advantages for environmental monitoring applications. First, it enables tempo-
rally aligned measurements among geographically distributed monitoring nodes, which
is particularly important for studying dynamic estuarine processes influenced by tides,
salinity gradients, and hydrodynamic variability. Second, synchronized communication
windows reduce random asynchronous transmissions, minimizing packet collisions and
improving network efficiency. Finally, coordinated sleep scheduling significantly de-
creases idle listening periods, which are typically one of the major contributors to energy
consumption in WSNs.

The system shall support the monitoring of numerous marine areas, and the interface
shall be a web application providing access to all acquired data in a georeferenced way.
Variables’ time series shall be presented as graphs and be available for download in a
widely used file format for further analysis.

Formally, the data acquired by the server is structured as an historical time-series for
each network of E-monitored estuaries:

Database = {network,,network,, ..., networkg} (5)

Finally, failures are expected to occur at the WSN level, from one sensor to entire
nodes, due to the harsh and dynamic environmental conditions inherent to estuarine set-
tings, including continuous exposure to water immersion, high humidity, salinity-in-
duced corrosion, strong tidal currents, wave action, wind stress, sediment abrasion, and
pressure variations, all of which can degrade hardware components and compromise
long-term sensor reliability and network connectivity. Therefore, the system shall imple-
ment fault tolerance features to handle the absence of data at different levels, for example,
when there is a sensor hardware fault, and the WSN cannot send its readings to the web
server, or a link between two WSN nodes is broken, and data from an entire node or a
fraction of the network is absent for some time.

3. System Architecture

The proposed WSN was designed to provide synchronized environmental monitor-
ing across multiple locations of the Cavado estuary, while maintaining low power con-
sumption, wireless communication, and real-time data availability. The system architec-
ture was developed considering the specific environmental and infrastructural conditions
of the estuarine region, namely the existence of remote monitoring areas, limited access to
communication infrastructure, and the need for synchronized measurements to support
environmental and hydrodynamic studies.

Figure 2 presents a high-level overview of the developed system architecture and its
main components. The network is composed of three different node typologies: coordina-
tor nodes, monitoring nodes, and repeater nodes. Communication between nodes is es-
tablished using Digi XBee SX 868 RF modules (Digi International Inc., Hopkins, MN, USA)
operating in DigiMesh mode, enabling multi-hop wireless communication and synchro-
nized sleep capabilities across the network.
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Figure 2. High-level overview of the proposed synchronized wireless sensor network architecture.

RF data relay
Synchronized sleep/wake cycle

The coordinator node acts as the central element of the WSN and is strategically in-
stalled where access to electrical power and Wi-Fi connectivity is available. This node is
responsible for network management, synchronization of sleep and wake cycles, recep-
tion of monitoring data from all network nodes, and transmission of the collected infor-
mation to a remote web server through an Internet connection. Since energy efficiency is
not a critical requirement for the coordinator node, the system is designed to keep the
coordinator permanently awake, allowing seamless integration of new nodes and contin-
uous network supervision. The coordinator node also operates as the sleep coordinator of
the DigiMesh network, defining and distributing the synchronization parameters used by
all network elements.

Monitoring nodes constitute the distributed sensing layer of the system to be de-
ployed at different locations throughout the estuary according to the intended monitoring
objectives. Each monitoring node is composed of a low-power data logger, environmental
sensors, local data storage, and a Digi XBee SX 868 RF module for wireless communica-
tion. The monitoring nodes periodically wake according to the synchronized network
schedule, perform environmental measurements, locally store the collected data, and
transmit the information through the wireless mesh network toward the coordinator
node. During active periods, monitoring nodes also operate as routing devices, forward-
ing packets received from neighbouring nodes and contributing to network scalability
and robustness.

Repeater nodes were introduced to extend network coverage and improve commu-
nication reliability in areas where direct communication between monitoring nodes and
the coordinator is not feasible, and monitoring capabilities are not required. These nodes
are dedicated routing elements that receive and retransmit wireless packets without per-
forming sensing operations. The use of repeater nodes enables the establishment of addi-
tional communication paths and improves network connectivity in complex propagation
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environments typical of estuarine and coastal regions. Repeaters nodes use the core elec-
tronics of monitoring nodes, but without the monitoring hardware, to reduce costs and
energy consumption.

The wireless communication infrastructure is based on the DigiMesh protocol oper-
ating in the 868 MHz frequency band. This protocol allows peer-to-peer communication
among all routing-capable devices while supporting synchronized cyclic sleep mecha-
nisms for low-power operation. Furthermore, the synchronous sleep functionality allows
all monitoring and repeater nodes to wake and sleep simultaneously, significantly reduc-
ing energy consumption while maintaining coordinated network operation.

Data generated by the environmental sensors is transmitted to the local microcon-
troller of each monitoring node through a shared R5485 communication bus. The micro-
controller processes the received measurements, stores the information in a local microSD
card for redundancy, and forwards the monitoring data to the Digi XBee module. The
monitoring information is then propagated through the wireless mesh network until it
reaches the coordinator node.

At the coordinator node, the received wireless data is transferred to a NodeMCU Lua
ESP8266 development board (WEMOS Electronics Co., Ltd., Shenzhen, China) responsi-
ble for Internet connectivity and communication with the remote server. The NodeMCU
processes the received data packets and performs Hypertext Transfer Protocol (HTTP)
requests to send the monitoring information to the web server in real time. The server
infrastructure stores the received information and provides data visualization through a
dedicated website interface, enabling remote access, visualization, and analysis of envi-
ronmental data collected throughout the estuary.

The complete system architecture is designed to provide a balance between energy
efficiency, communication reliability, synchronization accuracy, and implementation sim-
plicity. The modular structure of the network also allows future scalability, enabling the
integration of additional monitoring nodes, sensors, and communication routes without
requiring substantial modifications to the existing infrastructure.

4. WSN Implementation
4.1. Electronics Design
4.1.1. Monitoring and Repeater Nodes

Custom printed circuit boards (PCBs) were developed for the three node types to
accommodate the specific requirements of the wireless sensor network. Each monitoring
node is capable of hosting multiple sensors, all of which share a common cable bus for
power and R5485 communication. The node uses a low-power STM32 microprocessor
(STMicroelectronics, Geneva, Switzerland), which features an integrated real-time clock
(RTC) and microSD card, ensuring local timekeeping and redundant physical data stor-
age. The entire system is powered by a 3.7 V Li-Po battery, which can be recharged via a
solar panel. Additionally, a 3 V coin cell battery supplies the RTC, preventing timestamp
loss when the system is powered down.

A Digi XBee SX 868 RF transmitter enables wireless communication and integration
into the sensor network. To complete the RF system, the AEACAQ190012-5868 Abracon
antenna (Abracon LLC, Spicewood, TX, USA), recommended by Digi, is used. UART com-
munication was selected as the interface between the RF module and the STM32 micro-
processor, allowing for both network configuration using AT commands and RF data
transmission and reception using API and Transparent modes.

A general-purpose input/output (GPIO) pin, which signals the sleep status of the Digi
XBee SX 868 RF module, is used as an external interrupt to wake up the microprocessor.
Additionally, this pin is used to control the power supply of the sensor bus, allowing each
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monitoring node to function as a local master that manages power to the data logger and
sensors. This approach enhances energy efficiency by ensuring that components are only
active during awake periods.

Figure 3 illustrates the schematic of the monitoring node system and includes photo-
graphs of the corresponding PCB. The complete electronic schematic is available in Sup-
plementary Material S1, while a 3D visualization of the PCB design can be found in Sup-

plementary Material S2.
Antenna
st ~T "
3.7V Li-Po - Voltage |
Battery = I Regulator i
| a0 !
: = [3Vbat H| rrc KO}
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! = microprocessor RF |
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module , L (RTC)

Figure 3. (A) Schematic representation of the monitoring node system. (B) Photographs showing
the top and bottom views of the monitoring node PCB.

The hardware used for the repeater nodes follows the same design but includes only
the RF hardware and power circuits, featuring a voltage regulator and a solar-powered
battery charging system. The data logger hardware (microcontroller, microSD card, and
RTC) is not included to reduce costs and energy consumption.

4.1.2. Coordinator Node

Given the availability of electric power for the coordinator node, energy efficiency
was not a primary consideration in its hardware development, and the NodeMCU Lua
ESP8266 was selected to interface with the Digi XBee SX 868 RF module and enable Wi-Fi
connectivity. The NodeMCU Lua ESP8266 is an open-source firmware and development
board designed for lIoT applications, based on the ESP8266 Wi-Fi module. It features built-
in Wi-Fi (802.11 b/g/n) and can operate as both a Station (STA) and an Access Point (AP),
supporting TCP/IP stack, MQTT, and HTTP communication. The microcontroller is pow-
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ered by a 32-bit Tensilica L106 CPU, running at 80 MHz-160 MHz, with approximately 80
KB of RAM available for user applications and 4 MB of flash memory.

As with the monitoring nodes, UART was chosen as the interface between the micro-
controller and the RF module. The entire system is powered via the USB connection of the
NodeMCU Lua, which includes an embedded 3 V voltage regulator capable of supporting
the entire setup. Additionally, the system is designed to accommodate microSD cards and
RTC breakout boards, and it features a sensor bus that shares power and R5485 commu-
nication, similar to the one used in the monitoring nodes. While these additional features
were not utilized in this network implementation, they provide expanded capabilities for
future deployments and allow the coordinator to host sensors and act as a monitoring
node itself.

Figure 4 illustrates the schematic diagram of the coordinator node system and in-
cludes photographs of the corresponding PCB. The complete electronic schematic is avail-
able in Supplementary Material S3, while a 3D visualization of the PCB design can be
found in Supplementary Material 54.

230 VAC/5VDC b
Converter ntenna

[ e e e e e e = - ===

1 1
: ol :
| microSD | |= —— ]|
; Card 4 :
! module :
| RTC NodeMCU Lua Digi Xbee SX868 | |
| module ESP8266 RF |
' = sv 3v 3v :
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microsD. 4 = [ c USB cable
module slots
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slot o: = - ESP8266

Sensors bus

(Power&RS485) | B3] i e RF
7 { s Module

B

Figure 4. (A) Schematic representation of the coordinator node system. (B) Photographs showing

the top and bottom views of the coordinator node PCB.

4.2. Firmware Architecture
4.2.1. Monitoring Node

Figure 5 illustrates the high-level flow diagram of the firmware design for the moni-
toring nodes. The wake-up periods of these nodes are dictated by the network configura-
tion and are signaled by the Sleep PIN of the Digi XBee SX 868. This GPIO is used to
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control the power supply of the sensors within the node, ensuring that they are only pow-
ered during awake periods, and to wake up the STM32 microprocessor from sleep mode.

When the system powers up, the sensors perform their designated measurements
and transmit the monitoring data via UART using the RS485 bus. When multiple identical
sensors (or sensors requiring similar measurement times) are present within a node, a
predefined delay is assigned to each sensor before data transmission to prevent collisions.
Once data is transmitted, the sensors enter deep sleep mode to conserve energy. During
the network’s sleep periods, the sensor power supply is completely disabled and is only
restored upon network wake-up.
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Figure 5. High-level flow diagram of the monitoring node firmware, illustrating the core processes

of sensor data acquisition and STM32 microprocessor control.

Upon power-up, the STM32 microprocessor activates the R5485 and UART interfaces
to receive data from the sensors. Whenever data is received, it is saved on the microSD
card with a local timestamp, and another UART bus is used to transmit the sensor data to
the Digi XBee SX 868 for RF transmission. The sensor data are received through UART
interrupts rather than by polling, preventing the monitoring node from becoming blocked
while waiting for a sensor response. This approach makes the monitoring node independ-
ent of the number of connected sensors, improving its plug-and-play capability and al-
lowing sensors to be added or removed at any time without requiring firmware modifi-
cations or reflashing. This feature is also fundamental for fault-tolerance, by isolating the
monitoring node from the sensor’s hardware or software malfunction.

Throughout wake-up periods, the Sleep PIN state is monitored via polling. When the
GPIO enters a LOW state, indicating that the Digi XBee and the network have entered
sleep mode, the microprocessor transitions to deep sleep mode. It remains in this state
until a LOW to HIGH transition on the Sleep PIN triggers an external interrupt, waking
the system. During awake periods, the Digi XBee SX 868 broadcasts all received RF data,
acting as a router for the network, while also transmitting monitoring data from its node
when received via UART.

The Digi XBee SX 868 RF modules support both UART and SPI interfaces for integra-
tion with external microcontrollers and embedded systems. In the developed architecture,
UART communication was selected due to its implementation simplicity and compatibil-
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ity with the Transparent operating mode. In this mode, all serial data received through
the UART is automatically encapsulated and transmitted through the RF network without
requiring frame construction at the microcontroller level. This approach simplifies firm-
ware development and reduces processing overhead in embedded systems.

4.2.2. Coordinator Node

Figure 6 illustrates the high-level flow diagram of the firmware design for the coor-
dinator node, which consists of the RF module and Wi-Fi module. Upon power-up, the
NodeMCU Lua enables the UART port and connects to the available Wi-Fi network. Mul-
tiple Wi-Fi connections can be predefined in the firmware, allowing the module to select
the strongest available network based on SSID and password authentication. After initial-
ization, the NodeMCU Lua listens for UART transmissions from the Digi XBee module.
When data is received, it sends an HTTP request to transmit the monitoring data to the
web server. The Wi-Fi connection status is continuously monitored to detect and prevent
disconnections.

Coordinator NodeMCU Lua firmware

Power up

v
Initialization()
enable_UART_Receiver()
WiFi_connect()

v

)
-

Digi XBee SX NO  ‘Data received? =———
868 '

WiFi_connect() YES
A v
HH U ART Bt 4
Interface
WiFi
connected?

YES
Y

HTTPS_Request_()

Figure 6. High-level flow diagram of the coordinator node firmware, detailing the NodeMCU Lua

communication processes for Wi-Fi connectivity and data transmission.

The Digi XBee SX 868 in the coordinator node remains awake at all times to manage
the network. All RF transmissions are addressed to the coordinator, which then transfers
the received data to its serial transmit UART bulffer, allowing the NodeMCU Lua to re-
trieve and process the data.

4.2.3. Digi XBee Transceivers

Access to the application, network, and medium access control (MAC) layers by the
Digi XBee SX 868 is restricted and not supported by users. Instead, the module’s opera-
tions are controlled through configurable parameters, which can be modified via the
UART interface using AT commands or through the dedicated XCTU software. For this
WSN implementation, all Digi XBee modules were pre-configured using XCTU before
deployment. AT commands were not used during operation to maintain a fixed network
configuration.

The network was configured to operate in Single Frequency Mode at 869.85 MHz,
with the Channel Mask (CM) parameter ensuring that all nodes share the same frequency.
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Additionally, all nodes in the network were assigned to the same Network ID (ID) and
Preamble ID (HD) to ensure proper communication within the network. The RF baud rate
(BR) was set to 80 kbps to enable DigiMesh networking, including its synchronous oper-
ation and sleep modes.

The monitoring and repeater RF transceivers were set as standard routers (CE = 0) to
allow packet forwarding, with DH (Destination High) and DL (Destination Low) config-
ured for broadcast, ensuring that all received RF data is forwarded within the network.
Since all monitoring data is ultimately unicasted to the coordinator, the coordinator trans-
ceiver was set as a non-routing coordinator (CE = 3), meaning it does not participate in
routing operations.

For Transmit Options (TO), monitoring nodes were configured to use DigiMesh
unicast transmission with acknowledgement and retries for reliable data delivery to the
coordinator. Repeater nodes, however, could either follow the same configuration or be
set to point-to-point/multipoint mode with unacknowledged broadcast to reduce trans-
mission latency. Since repeaters and the coordinator do not send monitoring data, unicast
transmission is not required for these nodes. The coordinator transmits network manage-
ment data (such as synchronization control signals) as broadcasts to all nodes, rather than
unicasting to specific devices. The maximum number of hops in the network was set to 7
(the default value) but can be increased, if necessary, as the network expands. The TX
power was configured to its maximum value (13 dBm) to maximize communication range.
Conversely, a lower TX power would reduce the range significantly while yielding only
a minimal reduction in power consumption.

Regarding the serial interface, the UART baud rate (BD) was set to 9600 bps, match-
ing the communication settings of both the STM32 microprocessor and the NodeMCU Lua
to ensure seamless data exchange. The transparent mode (AP = 0) was chosen for data
transmission. While API mode (AP =1 or 2) offers a more structured, compact, and effi-
cient data exchange with improved reliability, transparent mode was preferred for its sim-
plicity, reduced processing overload, and greater flexibility in data handling.

All transceivers were set to operate in synchronized cyclic sleep mode (SM = 8) to
ensure energy efficiency, with the coordinator node assigned as the sleep coordinator (SO
= 1), and monitoring and repeater nodes set as non-sleep coordinators (SO = 2). The sleep
time (SP) and wake time (ST) values can be adjusted based on the specific application
requirements. Initially, monitoring and repeater nodes operate using their own SP and ST
values. However, once they successfully join the network, the coordinator’s SP and ST
settings override initial values, ensuring network-wide synchronization.

4.3. Message Exchange Format

A message exchange format was designed to seamlessly transfer monitoring infor-
mation across all network layers, from the data collection points (sensors) to the final data
handler (web server). Figure 7 illustrates the flow of the protocol through the various net-
work components.

The monitoring data generated by each sensor deployed in the network is structured
into a text string consisting of the sensor ID (1 byte), the monitored variables along with
their respective IDs and measurements (string format), and a terminator character (1 byte).
Each element in the sensor packet is separated by a designated delimiter, except for the
final element before the terminator character. Considering a sensor with sensor ID “A’,
that measures water temperature at 15.5 °C (temperature variable ID: ‘t’) and absolute
pressure at 2100 mbar (pressure variable ID: ‘p’), and using ‘$’ as the terminator character,
the formatted data payload from the sensor would be “A&t=15.5&p=2100%". This string is
transmitted via UART to the STM32 microcontroller of the respective monitoring node.

https://doi.org/10.3390/electronics15143155


https://doi.org/10.3390/electronics15143155

Electronics 2026, 15, 3155

14 of 28

Sensor

giMes

D

Web server

separator character: ‘&

(0x

The STM32 of the respective monitoring node collects all received bytes until it de-
tects the terminator character. Since the received packet is in string format, it is directly
saved to the microSD card along with a timestamp (date and hour) without requiring ad-
ditional processing. The only modification applied is the replacement of the terminator
character with a newline character (‘\n’). The adopted format enables users to open the
saved data as a comma-separated values (CSV) file, where the ‘&’ character serves as the
delimiter, allowing for easy offline analysis and processing.

26) Sensor payload
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| 1

Sensor|D | ‘var_ID,'=‘data,’ | ‘var_ID,'=‘data,’ ‘var_ID,'=‘data,’ | terminator
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a,™

}
D HTTP Request
Figure 7. Flow of the message exchange format across all network elements, from sensor data col-

lection to final transmission to the web server.

Before RF transmission, the STM32 appends additional metadata to the sensor
packet, including the monitoring node ID, the battery level, and the microSD card status
(indicating whether data storage is functioning correctly). Assuming the monitoring node
ID “A’, battery level 3750 mV, and SD card status ‘1’ (indicating successful data storage),
the STM32 payload would be “A&3750&1&A&t=15.5&p=2100$". This formatted data
packet is transmitted to the Digi XBee module of the monitoring node, which subse-
quently broadcasts the packet over the DigiMesh network until it reaches the coordinator
node.

The NodeMCU Lua receives monitoring data from the coordinator XBee module via
the UART interface. Upon receiving a data packet, the NodeMCU parses and processes
the information to generate an HTTP request for transmission to the web server. The Lua
firmware is preconfigured with the network ID, API key, endpoint URL, and necessary
HTTP headers and body formatting to ensure seamless communication. Data parsing is
performed using the string format, with ‘&” as the delimiter to separate packet elements.
The structure of the received data is as follows: the first element corresponds to the Node
ID (e.g., “A’), the second element to the battery level (e.g., ‘3750"), the third element to the
SD card status (e.g., ‘1, indicating success), the fourth element to the Sensor ID (e.g., ‘A”),
and the fifth element onward (until the terminator character) contains the monitoring
data, including variable IDs and values (e.g., “t=15.5&p=2100"). Each extracted element is
then formatted accordingly and concatenated into the body and endpoint of the HTTP
request for proper data submission.

Although string format was selected for data exchange, binary formatting was also
considered as an alternative. A binary format would reduce the payload size, thereby
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minimizing RF transmission time and improving energy efficiency. However, it would
also increase processing requirements for both the STM32 and NodeMCU Lua, as addi-
tional computation would be necessary to encode and decode data. For monitoring nodes
with a single sensor, a binary format would be the most efficient choice due to its compact
size. However, as the number of hosted sensors increases, the network’s limited awake
time imposes constraints on packet processing. In this scenario, string formatting ensures
a seamless data transfer without requiring additional processing overhead.

Furthermore, string formatting offers greater flexibility, allowing users to define
nodes, sensors, and variables dynamically without strict data structure constraints (except
for the reserved separator and terminator characters). Additionally, it supports various
numerical formats, including integers, decimals, and negative values, without the need to
predefine byte sizes and data types, as required in binary formatting. Considering the
need for scalability, flexibility, and ease of data handling, string formatting was deter-
mined to be the optimal choice for this wireless sensor network implementation.

Lastly, concerning fault-tolerance, if one sensor fails, the STM32 does not receive its
data, and consequently, the respective message is not sent to NodeMCU and then to the
web server. By sending a separate message for each sensor data, the protocol naturally
handles sensor hardware or software faults.

5. Web Server and Application
5.1. Database

Most of the developed systems’ data consists of time series, besides the network
structure and a few configuration and status variables. Conceptually, the relationships
between entities of the database are: a network contains one or more nodes, each node
contains one or more sensors, and each sensor contains one or more variables. The kinds
of variables for each sensor are different, and new kinds of variables may be added at any
time.

To store the data, the chosen option was a NoSQL database, namely MongoDB,
whose physical model is presented in Figure 8. This model defines 3 collections —network,
node and sensor —providing a structure for these entities. When data from one sensor is
necessary, what makes more sense is to consider all of its variables in the analysis; there-
fore, it was decided to be the finest grain of data to be obtained from the database. To deal
with the flexibility of sensors’ variables and that they are supposed to be obtained alto-
gether, the option was to store sensors” data as a JSON array (datalog) with each object in
the same format as the (Request body) of Figure 7. With this kind of storage, the absence
of data from a given sensor is handled naturally and does not require any special coding
or structure. This is essential for the fault tolerance capabilities of the system.

Nodes have timestamps for the battery level and location, with all three fields being
saved as an array. Node timestamps could be used for sensors, but each sensor may fail,
resulting in the lack of data for a given period. To relate variables’ data to the proper
timestamp without a 1:1 correspondence between arrays, it would be necessary to intro-
duce logic in the system at different levels. Instead, we opted for simplicity (and robust-
ness), keeping the timestamps separate on each sensor and with a 1:1 correspondence with
the datalog. Timestamps are fundamental to handling the absence of data. Since the sys-
tem operates on a fixed monitoring period, when one or more timestamps are missing, it
means there is a fault with the respective node or sensor.
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Figure 8. Physical model of the database.

A fourth collection contains the definitions of all the kinds of variables in the system.
The definitions include the units for the variables, allowing fewer bytes in the value string
sent by the WSN messages and simplifying message processing. To help with the defini-
tion of new networks, the database is populated from scratch with a list of predefined
kinds of variables, for example, conductivity in S/m, turbidity in NTU (Nephelometric
Turbidity Units), water velocity in m/s, pressure in mbar, temperature in °C, and salinity
in PSU (Practical Salinity Units). These kinds include not only the variables that are cur-
rently monitored in the Cavado estuary, but also others that are usual in such a type of
monitoring.

A delete flag is included in the network, node and sensor collections, enabling a safer
management interface by supporting logical data removal. A command line script is pro-
vided to physically delete data in the database, which also allows listing networks and
putting back on data marked as deleted.

5.2. Backend API

The web server provides an API for the management and monitoring of all created
networks. The web API is RESTful with HTTPS requests protected by a secret key, and it
provides the endpoints listed in Table 2. Networks, nodes and sensors are identified by
IDs, and the body of both requests and responses is in JSON format.

Table 2. Endpoints and HTTP methods supported by the webserver backend API.

Endpoints HTTP Methods
.../api/networks GET 1, POST
.../api/networks/{netid} GET !, DELETE
.../api/networks/{netid}/nodes GET 1, POST, DELETE
.../api/networks/{neti}]/nodes/{nid} GET {, DELETE
.../api/networks/{netid}/nodes/{nid}/sensors GET t, POST, DELETE
.../api/networks/{netid}/nodes/{nid}/sensors/{sid} GET !, PUT 2, DELETE
.../api/variables GET 1, POST
.../api/variables/{vid} GET 1!, DELETE

! Requests that serve both monitoring and management purposes. 2 Request specifically provided
for WSN data upload.

All endpoints have a GET request. For monitoring purposes, the GET requests form
a chain that provides access to all the available data. The requests work in the following

https://doi.org/10.3390/electronics15143155


https://doi.org/10.3390/electronics15143155

Electronics 2026, 15, 3155

17 of 28

sequence: network IDs are obtained, then information about each one (see Network col-
lection in Figure 8) can be obtained, and so forth for nodes and then sensors.

Data from WSNs is uploaded to the server using the PUT request of the
“.../api/networks/{netid}/nodes/{nid}/sensors/{sid}” endpoint, which means it is issued
once per sensor on each network monitoring period. The variables” values are sent in the
request body, in the same format as the (Request body) of Figure 7, to be stored as an
object in the datalog array of Figure 8. The isMobile field of the node (in Figure 8) is used
to handle the location received in PUT requests: if the node is fixed, the single value in the
array is updated, otherwise the value is added to the array.

The WSN network keeps data acquisition synchronous, as explained in Section 3.
PUT requests are received per sensor (for each network), arriving at slightly different
times for all the possibly dozens of them. The WSN is active for 10 s and all requests shall
arrive within an equal or smaller time window, which is several orders of magnitude
smaller than the acquisition period (currently 10 min). To simplify data analysis, it was
decided that the server would synchronize timestamps. For that operation, a time window
mechanism was implemented that assigns the same timestamp to all requests received
during a configurable interval (currently 15 s). This approach is feasible because the vari-
ance is small compared to the sampling time. The timestamp value is that of the first re-
quest that is received after the previous time window has elapsed.

The GET requests also serve the purpose of network management to assist managers
in their tasks. All other requests in Table 2, namely POST and DELETE, are exclusively
dedicated to management. These API requests allow the creation of a new network that
has been deployed, (re)configure an existing network, and delete it when it is removed
from the field. Network (re)configuration involves adding and removing individual
nodes, and it is possible to delete all nodes in a network. For each node, the API allows
the deletion of all sensors, adding a new sensor and deleting an existing one. It is not
possible to reconfigure one variable of a sensor: when changes are necessary to the set of
variables of a sensor, it should be deleted and a new one added. The list of all existing
variables defined in the system can be obtained, and new variables can be defined.

Due to configuration errors (node, sensor or variable that was defined but does not
exist) and operation failures at any level (hardware, software or communication), the web
server must support the absence of data at different levels. Thus, several robustness
measures have been implemented, for example:

e  If one variable that has been received before is missing, a gap is introduced in the
JSON datalog; this is a redundancy measure, since each missing value could be in-
ferred from the absence in the JSON object corresponding to the respective
timestamp.

e If avariable is received that is not in the collection of defined variables, the response
includes a status “Updated partially” with “unknown variables” description, and the
variable reading is discarded;

e  If the same variables appear more than once in a request, the response includes a
status “Updated partially” with “duplicated variables” description, with the identi-
fication of which one(s);

e  If during the synchronization time window more than one request is received for the
same sensor (e.g., due to auto reset), the data updates the same datalog array element.

5.3. Web Application

Network management is performed by researchers with in-depth knowledge of the
system and only from time to time. Therefore, no web application was built for it, and
tools such as Postman can be used to easily carry out network configuration.
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The web application is dedicated to network monitoring, and all data is freely acces-
sible at https://nextsea.dei.uminho.pt (accessed on 12 July 2026). The server backend and
web application architecture are represented in Figure 9. Both were built using Next.js
(version 14.2.4), a full-stack web framework, thus using a single language (JavaScript) for
all web development.

On the server side, access to the MongoDB database was implemented using Prisma
(version 5.15.0), an object-relational mapper that automates connection and queries to the
database. The Prisma client and MongoDB database definitions were both generated from
the schema file with the data model definition. The backend API uses the Prisma client to
interface with the database. The frontend API provides static web page content (i.e.,
server-side rendering). The Nginx server (version 1.24.0) is used as a reverse proxy, mak-
ing it easier to handle HTTPS, providing file (images, scripts, and CSS) caching and better
security.

On the client side, several libraries were used to implement the user interface. The
Axios HTTP client (version 1.7.2) is used to more efficiently make requests to the frontend
web APIL. Web page hooks were developed by wrapping Axios fetches using Tanstack
Query (version 5.50.1) to asynchronously manage global state and local cache. TailwindUI
(version 3.4.4) and MaterialUI (version 5.16.4) were used for graphical style and elements,
such as buttons and dropdown boxes. React ECharts (version 5.5.1) was used to imple-
ment the time series charts, making it easier to provide interactive and dynamic charts.
Interactive maps showing the estuary area and the location of monitoring nodes as mark-
ers were implemented using the React Google Maps library (version 2.19.3). The code was
divided into small components used in different pages to improve the efficiency of Next.js
content downloading from the server. Page navigation was implemented using the proper
mechanism (useRouter) to enable Single Page Application behavior, avoiding full reloads.

—_—_ - -

o m e ———— - Estuary 1
1 Configuration client 1_ 1 WSNs
1 (e.g., Postman)
S m————- server side
----------------------- -.
Client side backend |
- API !
1
1
Prisma @ Docker 1
components client £ 1
2 MongoDB 1
, e 1
Ul, chart and Next.js |
maps libraries 1
Linux | ’
~ 'l

1
1

I Next.js | 1 I I e e
1
I

| Web browser |

Figure 9. Web application and server architecture.

The data is made accessible by navigating from a list of networks to the node of in-
terest and displaying the respective variables from all sensors (this is detailed in the fol-
lowing Section 6.4). Regarding fault tolerance, the web application draws time-series
charts with blank spaces when the variables’ data is missing. This way, the user interface
handles gracefully when faults happen at either the sensor, node, or communication level.
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6. Results and Discussion
6.1. Wireless Communication and Network Coverage

An initial field validation campaign was conducted to evaluate the communication
range, multi-hop connectivity, and overall reliability of the proposed WSN architecture
under real deployment conditions in the Cavado estuary. The test consisted of a tempo-
rary deployment of six monitoring nodes distributed along the estuarine margins and
configured to periodically transmit dummy monitoring data through the DigiMesh net-
work. The nodes were positioned at representative locations covering different commu-
nication scenarios, including line-of-sight propagation, partially obstructed paths, and ex-
tended communication distances along the river margins (Figure 10).

. Coordinator Node
. Monitoring Node
@ Repeater Node

Figure 10. Temporary installation of the WSN in the Cavado estuary.

Monitoring node 1 was the only node located within the direct communication range
of the coordinator node, maintaining a direct wireless connection (enhanced by the pres-
ence of the repeater node). Monitoring nodes 2 to 6 relied on multi-hop communication,
forwarding data through intermediate nodes along the route 6-5-4-3-2-1—-(R)-C until
reaching the coordinator.

During the experiment, all nodes were configured to transmit packets at one-minute
intervals over a continuous period of approximately two hours. The coordinator node re-
mained permanently active, ready to receive the incoming packets. The transmitted infor-
mation consisted of predefined dummy data packets of 10 bytes emulating environmental
measurements and node diagnostic information. The wireless transmission was set to 80
kbps, and the nodes were configured to 3 unicast retries. A repeater node was installed to
strengthen the link between monitoring node 1 and the coordinator, given that the coor-
dinator was located inside a building with thick stone walls. The purpose of the test was
not to validate sensing capabilities but rather to assess the practical coverage of the imple-
mented mesh network. Table 3 presents the expected and received packages, as well as
the packet delivery ratio computing of the experiment.
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Table 3. Packet delivery ratio (PDR) during the experiment.
Node Expected Received Lost Corrupted PDR Hop Count
1 120 120 0 0 100.0% 1
2 120 119 1 0 99.2% 2
3 120 120 0 0 100.0% 3
4 120 120 0 0 100.0% 4
5 120 118 2 0 98.3% 5
6 120 120 0 0 100.0% 6

During the two-hour experiment, the coordinator received 120 out of 120 packets
from each node, except for nodes 2 and 5, from which one and two packets were lost,
respectively. The obtained results demonstrate reliable network operation throughout the
test duration, with successful packet delivery from all deployed nodes. Nodes located
outside the direct communication range of the coordinator successfully transmitted data
through intermediate routing nodes, confirming the effectiveness of the DigiMesh multi-
hop communication capabilities. Despite the longest communication path requiring mul-
tiple forwarding stages, packet delivery remained above 98%, demonstrating the feasibil-
ity of the selected network architecture and communication parameters.

The results further highlight the suitability of the 868 MHz frequency band for envi-
ronmental monitoring applications in estuarine environments, where vegetation, terrain
irregularities, high humidity, and changing tidal conditions may affect radio propagation.
Reliable communication was maintained over distances of up to 1.2 km between neigh-
boring nodes, including partially obstructed links. The successful operation of the mesh
routing mechanisms between node 1, repeater, and coordinator also demonstrates the
scalability of the proposed architecture, allowing additional monitoring and repeater
nodes to be incorporated without requiring direct connectivity to the coordinator. This
capability is particularly advantageous for environmental monitoring applications, where
sensor deployments often need to be progressively expanded to cover larger areas or re-
gions with difficult accessibility.

6.2. Synchronized Network Operation

Following the initial validation, a permanent deployment consisting of one coordi-
nator, one repeater node, and two monitoring nodes (Node 1 and Node 2) was imple-
mented to evaluate synchronized operation under real-world monitoring conditions. The
deployment aimed to assess synchronized sleep behavior, data transmission reliability,
and clock synchronization stability. The monitoring nodes were configured to wake every
10 min for a 10 s active period, during which they acquired pressure (depth) and water
temperature measurements using an MS5837-30BA sensor and transmitted the collected
data through the DigiMesh network to the coordinator node. The 10 s interval allows suf-
ficient time for sensor stabilization and data collection. After each acquisition and trans-
mission cycle, the nodes returned to sleep mode for a 10 min interval. The system was
deployed from 30 March to 7 April 2026.

Figure 11 presents the monitoring data collected during the eight-day experimental
deployment. The received monitoring data demonstrates a temporal alignment between
the pressure measurements acquired by monitoring nodes 1 and 2. The observed 12 h
sinusoidal pattern corresponds to the tidal cycle in the estuary, with transitions between
high and low tide occurring every 6 h, highlighting the importance of synchronized data
acquisition in this type of environmental monitoring application. A similar trend can be
observed in the water temperature measurements, which are influenced by the tempera-
ture differences between ocean water (approximately 10-13 °C) and river water (approx-
imately 14-16 °C) at this time of the season. Consequently, the estuary experiences cooling
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during high tides, when ocean water intrudes inland, and warming during low tides,
when riverine influence becomes dominant. Furthermore, monitoring node 1 exhibits
greater temperature variability due to its proximity to the estuary inlet. As the distance
from the inlet increases, the influence of ocean water decreases, and temperature fluctua-
tions become less pronounced. These results highlight the importance of monitoring node
placement for accurately capturing the spatial variability of estuarine processes.
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Figure 11. Results of the monitoring experiment with two synchronized nodes collecting measure-

ments of pressure and water temperature.

The received data confirmed the successful transmission and reception of measure-
ments from both monitoring nodes, demonstrating stable end-to-end communication
across the synchronized mesh network. The implemented message exchange format ena-
bled the coordinator node to correctly parse and process the transmitted information be-
fore forwarding it to the web server. During the deployment period, the coordinator suc-
cessfully received 100% of the expected data packets from monitoring node 1 and 96.45%
from monitoring node 2, with 3.25% corresponding to corrupted packets and 1.20% not
received during the scheduled wake-up periods. The slightly lower performance ob-
served for monitoring node 2 can be attributed to its dependence on a multi-hop commu-
nication path involving an intermediate repeater node, which increases the probability of
transmission failures and packet collisions. Analysis of the local data storage revealed that
all missing measurements were successfully recorded on the microSD card, indicating
that data acquisition and processing at the monitoring node were not affected. This result
highlights the importance of incorporating redundant local storage mechanisms in wire-
less sensor networks, ensuring data preservation even when temporary communication
failures occur. The availability of physical data storage, therefore, enhances the reliability
of the monitoring system and provides an effective safeguard against packet losses asso-
ciated with wireless communications. Nevertheless, the obtained packet delivery rates
demonstrate the reliability of the proposed architecture for long-term environmental
monitoring applications, particularly considering the low-power operation and synchro-
nized sleep behavior of the network.

One of the primary objectives of the proposed architecture was the implementation
of synchronized sleep and wake cycles across the network. In this monitoring scenario,
pressure (water depth) and water temperature measurements enabled the observation of
tidal cycles associated with estuarine hydrodynamics. The synchronization mechanism
ensured temporally aligned measurements among geographically distributed monitoring
nodes, allowing direct comparison of environmental conditions at different locations
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within the estuary. The observed alignment of tidal signatures in both pressure and tem-
perature records confirms the effectiveness of the synchronization strategy and demon-
strates its suitability for studying spatial and temporal variations in estuarine processes.
The results further indicate that all monitoring and repeater nodes operated according to
the synchronization schedule distributed by the coordinator node acting as the sleep co-
ordinator. This mechanism automatically compensated for local clock drift while main-
taining accurate timestamps for data storage. Throughout the deployment, the coordina-
tor continuously redistributed synchronization information, enabling the automatic cor-
rection of accumulated timing deviations without requiring manual recalibration or user
intervention. This capability represents a significant advantage for long-term environ-
mental monitoring applications, where maintenance operations should be minimized,
and reliable temporal synchronization is essential for data interpretation.

6.3. Energy Efficiency Assessment

Energy consumption measurements were conducted to evaluate the energy effi-
ciency of the developed hardware. The monitoring nodes exhibit power consumptions of
135 mW and 225 mW during idle and RF transmission modes, respectively, which occur
during active periods, and 100 uW during sleep mode. The repeater nodes show similar
power consumption during active operation and 6 uW while in sleep mode. The coordi-
nator node presents an average power consumption of 265 mW; however, this value is
not critical since the coordinator was designed to be powered directly from the electrical
grid. The sensor used during the field experiment consumes 210 uW during active oper-
ation and its power supply is disconnected during sleep periods.

Using the measured values, the average power consumption (F,,,) of the monitoring
node during the field experiment was estimated according to

Pavg = Lactive * Dcycle + Psleep * (1 - Dcycle)/ (6)

where Py is the power consumption during active operation calculated using the
transmission power (Pr,) of 225 mW, the transmission time duration (T, ), and 135 mW
power consumption in idle mode (P;g;):

T, T,
e + Pigre * (1 — tx) )

active active

Pactive = Pryx *

Pyieep is the power consumption during sleep mode and Dy is the duty cycle,
which is given by

Tactive (8)

D = —
cycle T T
active sleep

where Tgeipe corresponds to the active period and Ty, to the sleep period.

The battery lifetime of the monitoring node (T) in the absence of energy harvesting
was estimated using a battery capacity (C) of 4.07 Wh, corresponding to a 3.7 V, 1100 mAh
Li-Po battery, according to

r=_"C ©)

Pavg

Table 4 summarizes the calculated average power consumption and the estimated
node autonomy. The calculated average power consumption of 2.35 mW highlights the
impact of duty-cycled operation, reducing the effective power demand by nearly two or-
ders of magnitude compared with the active operating state. The active power consump-
tion value assumes a fixed RF transmission duration of 10 ms per acquisition cycle, with
the remaining active time spent in idle operation and no packet retransmissions. Conse-
quently, the presented values represent a theoretical best-case lifetime estimate and do
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not account for additional energy consumption associated with retransmissions, route dis-
covery procedures, or the forwarding of packets originating from other monitoring nodes.

Table 4. Estimated average power consumption and battery lifetime of the monitoring node.

Pactive (mW) Psleep (mW) Pavg (mW) T (days)
135.1 0.1 2.35 72.2

The obtained results indicate an estimated lifetime of approximately 72 days without
energy harvesting with the configured 10 min sampling interval, demonstrating the effec-
tiveness of the proposed low-power architecture and synchronized sleep strategy. Alt-
hough the active power consumption reaches 135 mW during measurement and commu-
nication periods, the very low sleep consumption of approximately 100 uW significantly
reduces the average power demand due to the low duty cycle of the network.

Figure 12 presents node battery lifetime across various sampling times, assuming a
fixed 10 s active time and a battery capacity of 4.07 Wh.

wl B I H R _—

2004 a5 I [

100 4

battery lifetime (days

75
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Figure 12. Estimated battery lifetime for different sampling times.

The energy and autonomy assessment results confirm that synchronized operation is
not only beneficial for temporally aligned measurements but also plays a fundamental
role in extending node lifetime by maximizing the duration spent in low-power states. As
referred before, synchronized active-sleep communication cycles among the monitoring
nodes decrease idle listening periods significantly, which are typically one of the major
contributors to energy consumption in WSNs, while preventing loss of data due to trans-
mission of packets to sleeping nodes. Furthermore, while the current hardware utilizes a
compact 1100 mAh LiPo battery, it can be easily replaced with a higher-capacity alterna-
tive to extend autonomy if required.

Yet, during the field deployment, the monitoring nodes were equipped with solar
panels for battery recharging, effectively extending the lifetime of the nodes indefinitely.
Figure 13 presents the battery voltage of monitoring node 1 throughout the deployment
period.

The battery voltage monitoring reveals regular charging cycles during daylight peri-
ods and a stable battery voltage over the entire experiment, demonstrating that the har-
vested solar energy was sufficient to compensate for the energy consumed by the node.
No progressive battery discharge trend was observed, indicating that the energy harvest-
ing system could sustain continuous operation under the environmental conditions en-
countered during the deployment. These findings demonstrate the feasibility of long-term
autonomous monitoring without battery replacement or external intervention, which is a
key requirement for large-scale environmental monitoring networks deployed in remote
or difficult-to-access locations.
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Figure 13. Battery level of monitoring node 1 during the field experiment.

6.4. Website and Data Visualization

The web-based platform was developed to provide real-time access to the data col-
lected by the wireless sensor network and to facilitate network management and data in-
terpretation. Acting as the final layer of the monitoring infrastructure, the platform pre-
sents all stored data in an intuitive graphical interface accessible from any device with
internet connectivity.

Figure 14 illustrates the main pages of the developed platform. The initial page al-
lows users to select the monitoring network to be visualized. This approach enables the
monitoring of multiple independent sensor networks within the same platform, providing
scalability for future deployments and monitoring applications.

Website Dashboard — network selector Website Dashboard - data visualization

Ocean and Enviromental Monitoring Network Estuario do Cavado - Esposende

Rede de Teste

Rede de MonitorizagSo Ambiental

Battery Level (V) Pressio (mbar) Temperatura (‘)

Networks R, MS5837-305A - pressis remperatura MS5837-308A7 presi o lemperatura

Zonas de Monorizasho

Estuario do Cavado

Available
networks

Ria de Vigo

Download
data

Monitoring
data

Figure 14. Web-based monitoring platform showcasing the network selection page and the dash-
board of the Cavado Estuary deployment.

Once a network is selected, the user is redirected to the corresponding monitoring
dashboard. The dashboard provides real-time visualization of the collected environmen-
tal and system variables, which for the Cavado estuary deployment include the collected
water pressure, water temperature, and battery voltage. The measurements are presented
through interactive time-series graphs that allow users to explore historical and recent
data. A sliding time window enables dynamic adjustment of the displayed time interval,
facilitating both short-term analysis of recent measurements and long-term assessment of
environmental trends. The monitoring data can be downloaded into a CSV file for further
offline processing.

https://doi.org/10.3390/electronics15143155


https://doi.org/10.3390/electronics15143155

Electronics 2026, 15, 3155

25 of 28

In addition to graphical data visualization, the dashboard incorporates a georefer-
enced map displaying the location of all monitoring nodes belonging to the selected net-
work. Each node is represented by an individual marker, allowing users to quickly iden-
tify the spatial distribution of the deployment. By selecting a marker on the map, the user
can switch between monitoring nodes, automatically updating the displayed graphs to
present the measurements corresponding to the selected location. This functionality pro-
vides a seamless integration between spatial and temporal data visualization, allowing
users to analyze environmental variability across different monitoring sites within the es-
tuary.

The platform proved effective throughout the deployment period, enabling continu-
ous remote access to both environmental measurements and network status indicators.
The combination of real-time data visualization, historical records, and geospatial infor-
mation facilitated the identification of tidal patterns, temperature variations, and node
operating conditions without requiring direct access to the monitoring sites. Furthermore,
the ability to monitor battery voltage remotely provides valuable support for predictive
maintenance and long-term network management. These capabilities demonstrate the im-
portance of integrating data visualization tools, transforming raw sensor measurements
into actionable information for environmental monitoring and decision-making.

7. Conclusions

This work presents the complete design, implementation, and field validation of a
synchronized wireless sensor network for environmental monitoring in the Cavado estu-
ary (Esposende, Portugal). The proposed system comprises a multi-layer architecture in-
cluding custom-designed monitoring, repeater, and coordinator nodes, dedicated firm-
ware for network operation and synchronization, message exchange format, and a web-
based platform for real-time data visualization and management. The architecture was
developed to address the requirements of estuarine monitoring applications, namely syn-
chronized measurements, low-power operation, reliable wireless communication, and re-
mote access to environmental data.

The implementation was based on Digi XBee SX 868 RF modules operating in
DigiMesh mode with synchronized cyclic sleep support. The developed hardware and
firmware enabled the seamless integration of environmental sensors, local data storage,
wireless communications, and energy harvesting capabilities. The message exchange for-
mat was designed to ensure efficient transfer of monitoring information from the sensors
to the web server while maintaining simplicity, flexibility, and scalability. The web plat-
form complemented the monitoring infrastructure by providing real-time access to envi-
ronmental measurements, network status information, historical records, and georefer-
enced visualization of monitoring nodes.

The developed network architecture was successfully validated under real deploy-
ment conditions. Initial field experiments demonstrated reliable wireless communication
over extended distances using multi-hop routing, confirming the suitability of the 868
MHz frequency band and DigiMesh networking for estuarine environments. The synchro-
nized monitoring deployment further demonstrated the ability of the network to maintain
temporally aligned measurements across geographically distributed nodes while auto-
matically compensating for clock drift through the synchronization mechanisms provided
by the network coordinator. The collected pressure and water temperature measurements
captured the expected tidal dynamics of the estuary and highlighted the benefits of syn-
chronized data acquisition for environmental studies involving spatially distributed pro-
cesses.

Energy efficiency assessments confirmed the effectiveness of the proposed low-
power architecture. The combination of synchronized sleep operation, low-power hard-
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ware design, and solar energy harvesting enables long-term autonomous operation with
minimal maintenance requirements. The results obtained throughout the deployment
demonstrate that the proposed system constitutes a reliable, scalable, and energy-efficient
solution for environmental monitoring applications in dynamic and remote environ-
ments.

Although the presented results demonstrate the feasibility and effectiveness of the
proposed monitoring system, the current validation campaign has some limitations. The
long-term deployment was conducted over an eight-day period using two monitoring
nodes and one repeater in a single estuarine environment. While these experiments were
sufficient to validate the proposed architecture, synchronized operation, and low-power
design under real operating conditions, they do not fully characterize the network perfor-
mance under different seasonal conditions, extreme weather events, or larger-scale de-
ployments. Moreover, the experimental evaluation focused primarily on monitoring data
delivery and system functionality rather than on a detailed characterization of the wireless
communication link, such as received signal strength indication (RSSI), latency, retrans-
mission statistics, or link-quality indicators. Future work will therefore include longer de-
ployment campaigns involving a larger number of monitoring nodes, comprehensive
communication performance analyses, and validation under a broader range of environ-
mental conditions to further assess the scalability and robustness of the proposed archi-
tecture.
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Abbreviations

The following abbreviations are used in this manuscript:

API Application Programming Interface

BLE Bluetooth Low Energy

CPU Central Processing Unit

Csv Comma-Separated Values

PDR Packet Delivery Ratio

GPIO General-Purpose Input/Output

GSM Global System for Mobile Communications
HTTP Hypertext Transfer Protocol

IoT Internet of Things

JSON JavaScript Object Notation

LPWAN  Low-Power Wide-Area Network

MAC Medium Access Control

MQTT Message Queuing Telemetry Transport
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PCB Printed Circuit Board

REST Representational State Transfer

RF Radio Frequency

RSSI Received Signal Strength Indication

RTC Real-time Clock

SPIL Serial Peripheral Interface

SSID Service Set Identifier

TCP/IP Transmission Control Protocol/Internet Protocol
UART Universal Asynchronous Receiver-Transmitter
URL Uniform Resource Locator

USB Universal Serial Bus

WSN Wireless Sensor Network
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    P  a v g =   P  a c t i v e ∗   D  c y c l e +   P  s l e e p ∗ ( 1 −   D  c y c l e )


    P  a c t i v e


    P  T x


    T  t x


    P  i d l e )


    P  a c t i v e =   P  T x ∗     T  t x    T  a c t i v e +   P  i d l e ∗ ( 1 −     T  t x    T  a c t i v e )


    P  s l e e p


    D  c y c l e


    D  c y c l e =     T  a c t i v e    T  a c t i v e +   T  s l e e p


    T  a c t i v e


    T  s l e e p


  T


  C


  T =   C    P  a v g


    𝑷  𝒂 𝒄 𝒕 𝒊 𝒗 𝒆


    𝑷  𝒔 𝒍 𝒆 𝒆 𝒑


    𝑷  𝒂 𝒗 𝒈
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