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Abstract

For underwater acoustic sensor networks (UWSNSs), we propose a lattice-based aggregate
signcryption scheme (UASC) to achieve many to one secure and efficient communication
in UWSNS. Firstly, UASC constructs the pseudo identity of the node, performs lattice
Gaussian sampling on the pseudo identity to generate a partial key, and then combines the
underwater environmental noise collected by the node to generate a complete private key,
to avoid the key generation center (KGC) leakage problem. Furthermore, UASC reuses the
mathematical structures of encryption and signature on the lattice, designing a signcryption
framework to achieve identity authentication and data confidentiality protection. By using
the relay capability of the surface sink node, UASC combines with the ring learning with
errors (RLWE) encryption and the rejection sampling to perform batch signature verification
on the aggregate ciphertext set, which improves the overall response efficiency of the system.
In addition, to resist tracking attacks, a dynamic update mechanism of pseudo identity
and key is designed in UASC. Security analysis and experimental results show that UASC
reduces overhead while satisfying relevant security requirements.
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1. Introduction

As an important natural space for human survival, the ocean covers more than 70%
of the world’s area and contains a large number of untapped resources. The exploration
of the ocean is of great significance to the high quality development of coastal countries.
Underwater wireless sensor networks (UWSNSs) are an extension of land wireless sensor
networks, which can cooperatively sense and collect data. UWSNSs are widely used in
the fields of marine resource exploration and protection, disaster warning, underwater
vehicle navigation, and military deployments [1]. However, the development of UWSNSs is

W) Check for updates relatively slow. Limited by differences in physical channels, the schemes in land wireless

sensor networks cannot be directly applied to UWSNs. Considering underwater working
Academic Editor: Hung-Yu Chien . . . ’ . .
scene, UWSNSs have been facing the following problems: First, UWSNs’ communication
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mainly relies on sound, light, radio frequency and other media, among which underwater
acoustic communication has a longer range, but underwater acoustic channels have obvious
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network [4]. Attacks against UWSNs will not only pose a threat to information transmission
but also pose a challenge to network availability. Therefore, in order to ensure the safe
and reliable operation of UWSNS, designing an effective security mechanism has received
more attention.

Currently, researchers have conducted extensive security studies on UWSNs, with
most focusing on secure routing protocols at the network layer, physical layer secure com-
munication, and secure localization. In secure routing, related studies design protocols
based on node characteristics to improve network efficiency. Reference [5] proposes an
energy efficient trust aware routing protocol to prolong the network lifetime. Reference [6]
uses a particle swarm optimization based routing strategy to reduce transmission delay. At
the physical layer, related studies exploit the randomness of underwater acoustic channels
to enhance security. Reference [7] achieves key agreement on the statistical distribution of
channel impulse responses. Reference [8] introduces a biomimetic covert communication
scheme using dolphin clicks and phase rotation modulation for high rate covert transmis-
sion. In addition, several studies have investigated issues such as secure localization [9],
access control [10], and system cooperation [11] in UWSNs. These schemes provide impor-
tant support for the security and stability of UWSNs. However, most schemes focus on
overall coordination and reliability, while data confidentiality and source authentication
remain limited. Relying solely on secure routing or physical layer security protocols is
insufficient to achieve point to point secure data transmission in UWSNs. Thus, many
researchers have explored cryptographic mechanisms in UWSNSs. Reference [12] designs
a key agreement using hash and XOR operations. Reference [13] proposes an identity
based signature with bilinear pairings, avoiding device re-authentication. Reference [14]
presents a framework combining elliptic curve cryptography to verify the identity and
integrity. Reference [15] develops an elliptic curve based mutual authentication using
random numbers and timestamps for freshness. These studies show the importance of
cryptography in UWSNs. Although these schemes improve the security of transmission to a
certain extent, most of them independently investigate security functions. As an integrated
system, UWSNS are required to simultaneously satisfy multiple security properties. There-
fore, investigating how to achieve both data confidentiality and identity authentication in
UWSNSs with low cost is significant.

Signcryption, a combination of encryption and signature, is considered to be an effec-
tive means to solve security and privacy problems in resource-constrained environments.
In recent years, many scholars have studied the application of signcryption in wireless
sensor networks. Reference [16] proposed a certificateless aggregate signcryption scheme
based on the CDHP problem and the elliptic curve discrete logarithm problem, which can
discover illegal ciphertexts during the aggregation phase by constructing a two dimensional
matrix. In [17], a zero-knowledge proof-based certificateless encryption scheme without
bilinear pairing, which guarantees confidentiality, unforgeability, and public verification
for secure communication. Reference [18] proposed a certificateless aggregate signcryption
scheme that introduced the Chinese remainder theorem into blockchain-based signcryption,
enabling batch verification after receiving multiple messages. Reference [19] proposed a
certificateless aggregate signcryption scheme based on blockchain that provides identity
binding and verifiable identity auditing. In [20], a revocable certificate-based broadcast
signcryption scheme supporting edge computing is proposed, in which the base station
sends ciphertexts to the edge server, and the edge server re-encrypts the ciphertexts for
legitimate nodes according to the revocation list.

The above schemes show the exploration of communication security in wireless sensor
networks from many aspects, but they are still based on traditional cryptography problems.
Shor’s algorithm [21] shows that they will no longer be secure in the quantum era. At
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the same time, post-quantum cryptography has made rapid progress, and lattice-based
cryptography has become a research hotspot. Reference [22] proposes a NTRU-based key
encapsulation mechanism to achieve worst-case correctness error in a moderate modu-
lus. Reference [23] presents an identity based aggregate signature system on lattices to
improve the efficiency of the verification process. Reference [24] proposes an NTRU-
based certificateless signature scheme and proves it secure in the random oracle model.
Reference [25] proposed a lattice-based signcryption scheme and provided the formal
proof for lattice-based signcrypation. Reference [26] proposes a signcryption scheme for
medical management, which combines the threshold method with signcryption to provide
anonymity for internal members. Reference [27] proposes an identity based linkable ring
signcryption scheme for IoT devices, which reduces the key length to adapt to lightweight
applications in resource-trapped environments. Reference [28] proposes a blockchain based
ring signcryption scheme for vehicular ad hoc networks to ensure timely message relay;,
vehicle anonymity, and linkable privacy. Reference [29] proposes a lattice-based lightweight
signcryption scheme for the IoT medical environment to ensure the anonymity and un-
linkability of users on the blockchain. In [30], a lattice-based certificateless online/offline
signcryption scheme is proposed in which the offline phase reduces the computational
burden of the online phase. Reference [31] proposed a lattice-based linkable ring signature,
incorporates a binary tree structure and a lattice-based key conversion algorithm to support
periodic key updates, thereby providing forward security.

The above schemes have explored signcryption schemes that can resist quantum
attacks for different scenarios. However, most of the existing signcryption schemes do not
take into account the scenarios of UWSNs. How to achieve a balance between post quantum
security, low round interaction, lightweight implementation and underwater environmental
adaptability is still a key problem to be solved in the current UWSN security research. Based
on this, this paper aims to study the post quantum underwater signcryption scheme for
the practical application scenarios of UWSNS, focusing on solving the problems of existing
schemes in terms of anti-quantum security, protocol overhead control under resource-
constrained conditions, key center leakage prevention, and transmission coordination in
the sensor network. In order to ensure security such as identity authentication, message
confidentiality and integrity, the computational and communication burden during the
operation of the protocol is reduced as much as possible, to improve the applicability
and engineering feasibility of the scheme in UWSNSs. Based on previous studies [22,24],
we propose a lattice-based underwater aggregate signcryption scheme for UWSNs. The
following are the main contributions of this paper:

* A cryptographic key generation mechanism combining Gaussian sampling over the
NTRU trapdoor and underwater channel-assisted randomness is proposed to alleviate
the key escrow problem of the key generation center (KGC). Since the KGC cannot
obtain the complete private key generated with the participation of underwater envi-
ronmental randomness, this mechanism can alleviate the key escrow problem of the
KGC and enhance the randomness of the node key generation process.

* A heterogeneous lattice-based signcryption framework for UWSNSs is constructed to
achieve confidentiality, authentication, and integrity in a unified signcryption process.
The sender and the receiver adopt different lattice-based key structures, and message
encryption and signature authentication are completed simultaneously in one logical
step. This design can reduce protocol interaction and computational overhead while
ensuring the required security properties.

* A lattice-based underwater aggregate signcryption scheme (UASC) is designed for
scenarios where multiple nodes upload data simultaneously. The sink node is used
to perform aggregate signatures on the set of valid ciphertexts. This mechanism can
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reduce the repeated verification overhead and improve the response efficiency and
scalability of UWSNSs in this scenario.

¢ A dynamic pseudonym and key update mechanism is introduced to enhance
anonymity and unlinkability in node communication. By switching among different
valid pseudonyms and updating the corresponding keys, it can reduce the probability
that an attacker links multiple communication behaviors to the same node.

¢  This paper provides a formal security proof of UASC in the random oracle model
(ROM). Specifically, the confidentiality against chosen-ciphertext attacks is proved
based on the ring learning with errors (RLWE) problem, and the existential unforge-
ability against chosen-message attacks is proved based on the RSIS problem. In
addition, this paper analyzes the performance of UASC in terms of security prop-
erties, computational overhead, ciphertext length, and batch decryption overhead
under different network scales, so as to verify its feasibility in resource-constrained
UWSN environments.

The organization of this paper is as follows: Section 2 briefly introduces the lattice basis
and related concepts. Section 3 firstly introduces the communication model and security
objectives of UWSNss and then shows the specific algorithm of UASC. Section 4 analyzes
the confidentiality, unforgeability and unlinkability of UASC. Section 5 compares UASC
with other advanced schemes in terms of computational overhead and communication
overhead and summarizes the main findings.

2. Preliminaries

Definition 1 ((Lattice) [32]). A lattice A is a discrete set of points in Euclidean space generated
by all integer linear combinations of linearly independent basis vectors. Given vq,--- ,v, be a
set of linearly independent vectors on the m-dimensional Euclidean space R™ and the coefficients
satisfying a; € 7. Lattice A is defined as follows: L(A) = {Y .} gaivi |a; €Z,i=1,...,n}.
Where V.= {vy,- - - , vy} is the set of basis of the lattice A, n is the rank of A and m is the dimension
of A. Lattice structures constitute the algebraic foundation of the proposed scheme and provide
quantum-resistant security.

Definition 2 ((RSIS problem) [33]). The RSIS problem in the NTRU lattice Ay 4 is described as
follows: Given Rq = Zg|x]/(x" 4+ 1), two polynomials f,g € Rqon Dy, seth =g/ f € Ry and
A = (h,1) € Ry2. The goal is to find a solution (21,23) € Ay, such that |[(z1,22)| < B and
A(z1,22)T = 0. The hardness of the RSIS assumption can be reduced to solving the shortest vector
problem (SVP) over ideal lattices. The RSIS problem provides security support for the signature of
our signcryption scheme and guarantees its unforgeability against adaptive attacks.

Definition 3 ((RLWE problem) [33]). Given the polynomial ring Ry = Zg[x]/(x" + 1), where
the integer ¢ > 2, n = 2k > 1 and k is an integer, let x be an error distribution over Rq. Sample
an error e from x, and choose a € Ry uniformly at random. For a secret value s € R,, the RLWE
distribution is defined as

Asy = (a,b =as+emod q) € R; x R. (1)

1. Search RLWE problem: For any independent instance (a,b = as + e mod q) € Ry x Ry, the
goal is to recover s from this instance.

2. Decisional RLWE problem: For an independent instance (a,b) € Ry X Ry, the goal is to
distinguish, with non-negligible probability, whether the instance (a, b) is sampled from the
RLWE distribution As y or from the uniform distribution U over Ry X Ry.

https:/ /doi.org/10.3390/ electronics15143163


https://doi.org/10.3390/electronics15143163

Electronics 2026, 15, 3163

50f 20

The hardness of the RLWE assumption can be reduced to solving the shortest indepen-
dent vector problem over ideal lattices. The RLWE problem provides the confidentiality
foundation of the proposed signcryption scheme. Its algebraic structure enables efficient
computation and compact parameter representation, which are desirable for resource-
constrained underwater sensor nodes.

Definition 4 (Rejection sampling). Rejection sampling is mainly used to make the distribution
of the signature output as independent of the private key information as possible. Reference [34]
proposed a lattice signature with rejection sampling. Specifically, a vector y is first sampled from the
distribution D. Then, compute ¢ <— H(Ay, u) and z = Sc +y , and the signature (c, z) is output
Mg,;( 2 I 1). Where, A denotes the public key, S denotes the private key, and
u denotes the message. Thzs enables the distribution of the signature (c,z) to be as independent of

with probability min (

the secret key S as possible. Our scheme introduces the ring variant of the rejection sampling based
signature mechanism in [35] to enhance the protection of the signature component against private
key information leakage during the signcryption process.

Algorithm 1: The NTRU trapdoor algorithm is a class of trapdoor generation algo-
rithms constructed based on the NTRU lattice structure. Reference [32] is taken as an
example, the specific algorithm is shown in Algorithm 1. The NTRU lattice trapdoor
generation algorithm is used to efficiently generate the public and private key pairs in the
scheme, so as to realize the construction of a more flexible signcryption scheme for UWSNS.

Algorithm 1 NTRU trapdoor generation algorithm.
Input: n,g € Z,0 >0
Output: B € R J € Ry
1: Sample (g, f) = Dz such that f € R and g € Ry If ||f[| > o/nor g|| > oy/nor

(f,g) # R, restart.

2: Compute F, G; € R such that fG; — ¢F; = 1, compute F; = qF; and G; = qG;y.

3. Approximate (F,, G) by a linear combination of (f,g), (xf,xg),..., (x"71f,x""1g).

4: Output (F, G) such that there exists k € Rwith (F,G) = (Fj;, G;) — (f g). If[|(F,G)|| >
no, restart.

5. Return B = {ggg g((é))} and h=g/f € R}.

Algorithm 2: The Gaussian sampling algorithm is a randomized algorithm that sam-
ples from the integer domain or lattice space according to a discrete Gaussian distribution.
Reference [36] is taken as an example, the specific algorithm is shown in Algorithm 2.
Gaussian sampling is employed to generate statistically secure lattice vectors, thereby
enhancing the security and reliability of the proposed scheme.

Algorithm 2 Gaussian sampling algorithm.

Input: A basis B of an n-dimensional lattice A, standard deviation ¢ > 0, and center ¢ € Z"
Output: A vector v sampled from Dy .
1: Initialize v, <~ Oand ¢;, + ¢
2: fori<mn,...,1do _ B B
3 Compute ¢} = (c;, b;)/||b;||* and o] = o/ ||b;]|
4 Sample z; from algorithm SampleZ(c7, c})
5 Compute c¢;_1 = ¢; — z;b; and v;_1 = v; + z;b;
6: end for
7: return vy
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Algorithm 3: A classical single-threshold quantization method. After the quantization
threshold d is determined, the specific method is as follows in Algorithm 3:

Algorithm 3 single threshold quantization

Input: the quantization threshold d, sequence [hy, hy, ..., hy].

h, <d
Output:Q(hi):{O' i< i=1,2,---,N.

1, ]’ll' >d,

This method has a faster quantization rate, but the generated quantized bits are
relatively simple. Therefore, a 0-1 bit sequence with higher randomness can be obtained
through privacy amplification. This algorithm quantizes the channel feature sequence in
the key generation phase.

Definition 5 ((Gaussian distribution) [37]). The m-dimension Gaussian function centered on
the vector c € R™, x € R™ and variance parameter s > 0 is defined as follows: psc(x) =
exp(—7t||x —c||?/s?). For the latice A € R™, the discrete Gaussian distribution is defined as
Dpsc(x) = psc(x)/ps,c(N), where ps () is the sum of psc(x) on lattice A. The following two
lemmas will be used in the proof of unforgeability to show the existence of non-unique solutions.

Lemma 1. Foro > 0, m > 0and x € R™, the conclusions hold:
1.  Pr[x+ Dl:|x| > 120] <2710,
2. Pr[x <« DI:|x|| >20ym] <27™

Lemma 2 ([34]). Forv € Z™ and a« > 0, the conclusions hold:

1. Pr[x Dy g = 0(1)} =1 —2-wlogm) & — ey(|[v||/Tog m).

2. Pr [x s < 612/"‘-*‘1/(20(2)} >1-27100 5 — gfo]].

Definition 6 ((Forking Lemma) [38]). For a digital signature scheme with security parameter
k, if there exists a polynomial-time adversary A that can forge a valid signature (m, oy, h, o) on a
message m within the time bound T with probability e > 7Q/2¥, where Q is the number of queries
made by A to the random oracle. Then, there exists another algorithm that uses A as a subroutine
and can replay the execution of A while changing the value of h. In this way, it can generate
two valid signatures (m, oy, h, 02) and (m, o1, ', 0}) for the same message m, where h # h'. The
expected running time of this algorithm is bounded by T' < 84480TQ/¢. The Forking Lemma is
adopted to provide theoretical support for the security reduction proof of the unforgeability of the
proposed scheme under adaptive chosen message attacks.

3. Materials and Methods
3.1. System Model

The UWSNSs defined in this paper are shown in Figure 1, including underwater sensor
nodes (SNs), the Data Aggregation Node (DA), the Trusted Authority (TA) and the Onshore
Server (OS). The sink DA floating on the water surface has more abundant computing
and storage resources than SNs sinking into the water. Both of them are equipped with
OFDM modems for communication. As KGC, TA is responsible for the initialization of the
system, generating public parameters and partial private keys of nodes. SNs in the same
area modulate the encrypted acquisition information into an OFDM signal and uploads it
to the DA. The DA authenticates the aggregated message and forwards it to the OS; the OS
receives messages, verifies in batches and decrypts ciphertext at the same time. During this
period, there are attackers by default, and attackers can intercept transmission messages
and impersonate legitimate nodes to forge messages.
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Figure 1. UWSN acquisition and upload system model.

3.2. Communication Model

We assume that the nodes in UWSNs are equipped with OFDM modems for un-
derwater acoustic communication. OFDM has strong resistance to multipath effects and
high spectrum efficiency. After receiving the OFDM signal, the receiver converts the time-
domain signal into frequency-domain discrete samples through the fast Fourier transform
(FFT). Then, the received information is recovered through channel estimation, Doppler
compensation, and other operations. The received signal can be expressed as

y(t) = x(t) « h(t) + n(t), )

where x(t) denotes the transmitted signal, /1(t) denotes the channel state information (CSI),
and n(t) denotes the additive ocean noise [39].Furthermore, the CSI of the underwater
acoustic channel can be expressed as

L
h(t) =Y ae?™s(t — 1), (©)
1

where L denotes the number of multipath components, a; denotes the amplitude compo-
nent, 6; denotes the Doppler frequency shift, 7; denotes the time delay, and J(.) denotes the
Dirac delta function. After FFT, the channel frequency response (CFR) of the k-th subcarrier
in OFDM can be estimated as

H(fy) = H(fx) + N(fi)- (4)

The underwater acoustic channel is seriously affected by multipath propagation and
the Doppler effect. Meanwhile, /i(t) has rapid time-varying characteristics [40] and spatial
uniqueness [41], which can be used to extract features for key generation [42]. Ocean
noise n(t) comes from various sources. It is usually treated as a stochastic signal and can
be used as the source of a random number generator [43]. Therefore, while the OFDM
modem completes the basic task of underwater acoustic communication, we can also use
the underwater environmental noise collected by the modem to enhance the randomness
of our scheme. By quantizing the channel estimation sequence [hy, h, ..., hy] affected by
the underwater environmental noise, a highly randomized bit sequence can be obtained
and used in the generation of the public—private key pair of the node. This mechanism is
used to enhance the environment-related randomness of node key generation, while the
core provable security of the scheme is still guaranteed by the lattice hard problems and
cryptographic hash functions.
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3.3. Security Model

During information transmission in UWSNSs, both the overall system and individual
sensor nodes are confronted with various security and privacy threats. Adversaries may
launch attacks from different directions. Firstly, a selected node acts as the KGC in UWSNSs,
while this node is also restricted by underwater resource constraints. Once the KGC node
is compromised by adversaries, private keys will suffer centralized leakage. The approach
that enables each node to independently generate its full private key can prevent KGC from
holding complete private key data and enhance system security. Secondly, if the real identi-
ties of SNs are transmitted directly in the network, adversaries can perform identity forgery
attacks or malicious tracing attacks. Adversaries can infer sensitive information by linking
consecutive sessions belonging to the same node. Applying a pseudonym mechanism
with periodic updates can realize the unlinkability of node identities, thus protecting user
privacy. Thirdly, since UWSNs adopt open wireless communication channels, adversaries
are able to conduct eavesdropping, message forgery and man-in-the-middle (MitM) attacks.
Therefore, it is necessary to ensure security properties including data confidentiality and
message integrity. In order to protect the secure communication of UWSNSs, the security
model of UASC is considered from the following perspectives:

1.  Correctness: Whether the generation and decryption process of signcryption cipher-
text is effective and whether the batch verification process after ciphertext aggregation
is effective.

2. Message confidentiality: The adversary can directly intercept the transmitted cipher-
text and public parameters but cannot obtain any information about the plaintext.

3. Unforgeability: The receiver will determine the legitimacy of the ciphertext source
by verifying the signature on the ciphertext. The adversary can learn and forge the
signature but cannot forge a valid signature.

4. Unlinkability: In order to protect privacy and cope with long-term tracking learning,
malicious attackers cannot link different sessions to the same SN.

3.4. Scheme Definition
Our scheme mainly includes the following seven parts:

1.  System initialization: In the system initialization phase, given the security parameters,
the TA generates the master private key and discloses the master public key and
public parameters.

2. Registration node: The purpose of this phase is to grant nodes the legal identity
to participate in UWSNs, and any sensor node must register with the TA before
communicating with other entities.

3. Signcryption: In this stage, the SN encrypts and transmits the collected sensitive data
to the DA, and the DA is aggregated and forwarded to the OS.

4. Unsigncryption: When the receiver receives the ciphertext group, it performs the
verification-then-decryption execution paradigm.

5. Aggregate signcryption: In this stage, the DA, as a transit node, collects the ciphertext
sent by the SN in the area and generates an aggregate signature.

6.  Batch decryption: The OS verifies the aggregate ciphertext in batches at the same time
and then decrypts.

7. Pseudonym and key update: In this stage, a new pseudonym and public—private key
pair are generated with the help of the TA.

https://doi.org/10.3390/ electronics15143163
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3.5. Concrete Algorithm
3.5.1. System Initialization

Let the prime modulus be g = Q(By/n) with g > 5, s = ng\/m), and
o = 12sxn for Gaussian sampling , where « is a positive integer [24]. Define the inte-
ger polynomial ring as R = Z[x]/(x" + 1), and denote its quotient ring modulo g by
R; = R/(q) = Zg[x]/(x" +1). The elements in R; are polynomials of degree less than
n whose coefficients are taken from the finite field Z;. Let f = Z;.Zol fixt and g =

i;()l gix' be polynomials over R, and let f x ¢ = fg mod (x"* 4 1). On input A, TA runs

Algorithm 1 to generate a polynomial P = g/ f and a trapdoor basis B € ZEI”XZ” = R%XZ,

C(f) C(g)
C(F) C(G)
Set P and B as the master public key (mpk) and the master secret key (msk) of the system.
Select five collision-resistant hash functions. Hj : Zj x {0,1}* — {0,1}/,Hy : {0,1}* —
2!, Hy : 20 x {0,1}* — ZI, Hy : Z' — {0,1}', Hs : {0,1}* x Z!' — Z!". Output the public
parameters pp = {q,s,0,n, P, Hy, Hy, H3, Hy, H5 }, and keep msk = B.

where B = , P e R;, and R* denotes the set of invertible elements in R.

3.5.2. Registration Node

SN; sends a registration request {Reg_rep, real identity (RID;)} to the TA. The
TA checks whether RID; has been registered. If it has not been registered, the TA
randomly selects y € Rj and computes § = yP + ¢, the pseudo identity PID; =
H;(RID;||0), where the coefficients of e € R; are sampled from the narrow distribu-
tion p and RID; denotes the real identity of SN;. The TA runs Algorithm 2 to get
(sit,si2) « (t;,0)-Gaussian_Sampler(B, 0, (t;,0)), where t; = Hy(PID;). Then, the TA
sends (sj1,5p, PID;) to SN;. SNj verifies whether ||(s;1,51)|| < sv2#n and sj; + spP =
H,(PID;) hold. If the verification succeeds, let s; = (s;1,57). SN; collect the channel
state sequence [hy, hy, ..., hy| affected by underwater environmental noise. Then, it ob-
tains a bit sequence by using a quantization method similar to Algorithm 3 and derives
the partial private key (x;j1, xj») through privacy amplification with the hash function
H:{0,1}* — Ly x Ly, sets x; = (xj1,xp), and computes x;; + xpP = P;. Finally, set
sk; = (si, x;), pki = (P;, Ho(PID;)). Following the design principle of NTRU, OS randomly
samples (r; € Ry, 12 € Ry) + x, and computes d = 3ry + 1, h = 3rpd~1[22]. Then, set
sk, =d, pk, = h.

3.5.3. Signcryption

Randomly sample the error parameters ¢; <— x, a1 < X, PBi1 < X, Qi
X, PBi2 < x. Compute u; = H3(RID;||m;,v;), where RID; denotes the real identity of
SN;, m; denotes the message, and v; denotes the random sequence extracted from the
underwater acoustic channel. Compute y; = pk,u; + ¢;, c; = (RID;||m;) ® Hy(e;). Compute

Zi1 5i2 &i1
a1 P+ B; Zi 5; j
w; = Hs i Pir ,Ci ., 21 = |7 & w; + Pia .Letz; = [Zilr Zi2,Zi3, leﬂT. Output
wipP + Bip Zi3 Xip L)
Zig Xi1 Biz
(z;, w;) with probability min(l, %) ,where s = [sj,5:1, Xjp, Xi1] T * w;. Finally, output

the ciphertext ct; = {y;, c;, w;, z;} and send it to the DA.

3.5.4. Unsigncryption

zitP +zpp B Hz(PIDZ‘)
Zl'gP + Zia Pi

w; holds. If it holds, continue to execute the following algorithm; otherwise, return L.

Compute t; = « w;, W; = Hs(t||c;). Verify whether ; =
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Compute ¢; = (y;skr mod q) mod 3. Compute RID;||m; = c; ® Ha(e;), and accept the
message (RID;, m;).

3.5.5. Aggregate Signcryption
DA verifies ct; = {y;, ¢;, w;, z;} from the underwater nodes. If the verification succeeds,
DA randomly samples y; < x, y5 < x. Compute ¢* = {¢;}/ |, v* = {y;}/,, w* =

. Generate the aggregate ciphertext ct* =

*
2 DA Y2

{w*,z3,25,¢*,y* } and forward it to OS.

* * || 2k ZT S*DAZ * yT
Hs(yiP +ys5llc*), =S rwt A+ T

3.5.6. Batch Decryption

Compute t' = zfP +z5 — Hy(PIDpa)w*, w' = Hs(t'||c*). Verify whether v’ = w*
holds. If it holds, the OS runs the Unsigncrypt algorithm to decrypt and obtain the identity
set of SNs {RID;}" ; and the message set {m;}}]_;. Otherwise, return L.

3.5.7. Pseudonym and Key Update

SN; sends an update request {Upd_rep, RID;} to the TA. The TA queries the tuple
corresponding {PID;, RID;,6;} to RID; in its memory. Then, the TA randomly selects
y" € Ry, " < p, computes 0" = y"*P + ¢, and generates a new pseudo identity
PID!® = H;(PID;||6""). The TA runs (s/{”,s!¥”) < Gaussian_Sampler (B, o;, (t*“,0)),
where t/“ = H3(PID}*"). Then, the TA sends (s}, s}y, PID!"“) to SNj;. SN; verifies
whether ||(s/%, si@)|| < sv/2n and s/ + sI¥“P = Hz(PID!*") hold. If the verification
succeeds, SN; collects the underwater noise sequences to get /', x5 and sets s}'“ =
(8K, si5), 1 = (xi, x[5™). Finally, SN; sets the new private-public key pair as
ski = (s, x") and pk; = (PI"% = x!¥ + x¥P, PIDIV).

3.6. Correctness Analysis

For a single valid ciphertext ct; = {y;, ¢;, w;, z;}, the verification process is given
as follows:
zaP+zp|  [Ha(PID;)
t; = - wj
Zigp + Zig Pi
_ |zaP +zip — Ho(PID;)w;
zi3P + ziy — Piw;

_ |zaP+zp—(sn+ Sizp)wi]
zi3P + zig — (xi1 + X P)w;
(sipw; + aj1) P+ (spw; + Bir) — (si1 + s P)w;
| (xiw; + i) P+ (xnwi + i) — (xin + X P)w;
_ | (st +spP)wi +ain P+ By — (sin + sP)w; ]
(xi1 + xpP)w; + apP + Bip — (xi1 + xpP)w;

(5)

ai P+ Bi
@i2P + Bi

When @; = w;, the signature verification succeeds, and the decryption is executed

as follows:
e; = ((yisk, mod q) mod 3)
= ((3ru; +e;d mod q) mod 3)
((3rpu; + 3ejr1 + ¢; mod gq) mod 3)

= €.
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Therefore, the plaintext (RID;, m;) can be obtained by computing
RID;j||m; = c; & Ha(e;). (7)

For an aggregate ciphertext set ct* = {w*, z], z3, ct* }, the verification process is given

as follows:
' = zjP+42z; — Hy(PIDpa)w*
= (Spas®" +Y1)P+spa 0" +y3 = (Shas +5parP)w” (8)
= yiP+ys.

If the aggregate signature verification w’ = w* succeeds, the same decryption as that
used for a single ciphertext is subsequently executed.

4. Security Proof

Theorem 1 proves the confidentiality of UASC based on the RLWE problem, and The-
orem 2 proves the unforgeability of UASC based on the RSIS problem. These two theorems
characterize two core security goals of the signcryption scheme from the perspective of
reduction proofs. By linking the structure of UASC with the lattice hard problems, UASC
can achieve post-quantum resistance.

4.1. Message Confidentiality

Theorem 1. In the ROM, if there exists a probabilistic polynomial-time adversary A that can
break the Indistinguishability under Chosen-Ciphertext Attack (IND-CCA) security of the proposed
scheme with a non-negligible probability ¢, then there exists a challenger C that can solve the RLWE
problem with advantage ¢* > (1 — qp,q4/2" )¢, where qp, denotes the maximum number of Hy
hash queries and q; denotes the maximum number of decryption oracle queries.

Proof of Theorem 1. To solve a random RLWE instance (a,u = as +e), C uses it as a
subroutine in its interaction with A and records the corresponding query results in lists
during the interaction.

Initialization. C executes the initialization algorithm, sets pk; = a and sends pk}, L =
(Hy, Hy, Hs, Hy, Hs, 1,4, h) to A. Meanwhile, C maintains a set of lists {L1, Ly, L3, Ly, L5} to
simulate the random oracles queried, and these lists are initially empty. Then, A adaptively
performs the following queries.

Phase 1. When A performs adaptive queries, C responds as follows.

Hj hash query. C maintains a list L1 = {RIDj;, 0, hy } to simulate the random oracle H;.
When A queries (RID;, ), C first searches whether the tuple exists in the list. If it exists,
C returns hy; otherwise, C randomly selects hi; € {0,1}", returns it and updates it in the
list Ll'

Hj hash query. C maintains a list Ly = {PIDj,s;1,5pp, hy} to simulate the random
oracle Hy. When A queries PID;, C first searches whether the tuple exists in the list. If
it exists, C returns hy; otherwise, C randomly selects s;; € R; and sj € R;, computes
hy = sj1 + spP, returns h, and updates {PID;, s;1,sp, hp } in the list L.

Hj hash query. C maintains a list L3 = {RID;, m;, v;, h3} to simulate the random oracle
Hj. When A queries (RID;, m;,v;), C first searches whether the tuple exists in the list. If it
exists, C returns h3; otherwise, C randomly selects i3 € Z], returns it and updates it in the
list L3.

Hy hash query. C maintains a list Ly = {e;, 14} to simulate the random oracle Hj.
When the adversary queries e;, C first searches whether the tuple exists in the list. If it exists,
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C returns hy; otherwise, C randomly selects hy € {0,1}", returns it and updates it in the
list L4.
aip P+ Bin

Hs hash query. C maintains a list Ly =
ey wipP + Bin

,Ci, h5} to simulate the random

ap P i .

il + P ,ci, hs | exists
appP + Bi
in the list. If it exists, C returns hs; otherwise, C randomly selects hi5 € Z], returns it and

oracle Hs. When A makes a query, C first searches whether

updates it in the list Ls.

Decryption query. When receiving a decryption query for ciphertext (y;, ¢;, w;, z;)
under key pair (pks, sk ), C first searches the lists L, and Ly to find a tuple (u;, ¢;) such that
y; = pkiu; + e; holds, in order to return a valid plaintext (RID;, m;). Then, C queries the
list L3 to determine whether the tuple (RID;, m;, v;, u;) exists. If it exists, C checks whether
¢; = (RID;||m;) ® Hy(e;) holds. If it does not hold, C returns L; otherwise, it returns
(RI Di ’ mi) .

Challenge phase. After Phase 1 ends, A presents two different messages (RIDy||m)
and (RIDq||my) of the same length, and designates the sender’s public-private key pair
(pk%,sky) for a query. The challenger C randomly chooses a bit b € {0,1}, randomly selects
w; € Ryand ¢* € {0,1}, sets (z/)T € (Ry, Ry, Ry, Ry), and lets y* = u. Then, C returns the
challenge ciphertext ct* = (y*,c*, w},z}) to A.

Phase 2. A continues to make polynomially many adaptive queries as in Phase 1, but
it is not allowed to perform an unsigncryption query on ciphertext ct* with the designated
key pair (pk, sky) to access the associated plaintext.

Guess. Based on the above interactions, A outputs a result b’. If b’ = b, A emerges as
the victor in the game. Note that, after receiving ct*, A cannot confirm the ct*’s validity
unless it has queried the hash values Hy(e) and s = H3(RID;||m;, v;). Meanwhile, the
solution to the RLWE instance is exactly embedded into L3 and L4. Therefore, C can search
for each tuple (u;,¢;) in the lists L3 and Ly, verify whether y* = pkju; + ¢; holds. If the
equation holds, C then outputs (u;,¢;) as a solution to the RLWE instance.

Consider B denotes an event, where A has queried s = H3(RID;||m;, v;) and Hy(e).
We can obtain Pr[b = b'] = Pr[b = b | ~B]Pr[~B] + Pr[b = b’ | B]Pr[B] < 1+ 1 Pr[B],
and thus ¢ = |[2Pr[b = V'] — 1| < Pr[B]. During C’s simulation, a valid ciphertext may
be rejected in the unsigncryption query. Since there is one tuple (RID;, m;, v;, h3 = u;) in
the oracle Hj that can generate a valid ciphertext for (e;, hy), the probability of rejecting
a valid ciphertext is not more than gqp,q,/2". As a result, there exists a probability
¢* > (1 —qp,q4/2")¢ that C can solve the RLWE problem. However, the RLWE problem
is considered to be hard to solve. Therefore, the adversary A cannot break the IND-CCA
security of the proposed scheme. [J

4.2. Unforgeability

Theorem 2. If the RSIS problem is hard over lattice rings, then the proposed scheme is Existential
Unforgeability under Chosen-Message Attack (EUF-CMA) security.

Proof of Theorem 2. Suppose that there exists a polynomial-time adversary A that can
forge a valid ciphertext of the proposed scheme with a non-negligible probability. Then,
there exists a polynomial-time challenger C that can solve the RSIS problem by using its
interaction with A as a subroutine. To achieve this goal, the following query-response
operations are executed between A and C.

Hj oracle query. C maintains a list L1 = {RID;, 6, h; } to simulate the random oracle
Hi. When A queries (RID;, ), C first checks whether the corresponding tuple exists in
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the list. If it exists, C returns hy; otherwise, C randomly selects i1 € {0,1}", returns it, and
updates it in the list L.

H, oracle query. C maintains a list L, = {PID;,s;1,Si», h2} to simulate the random
oracle Hy. When A queries PID;, C first checks whether the corresponding tuple exists
in the list. If it exists, C returns hy; otherwise, C randomly selects s;; € R; and sjp € Ry,
computes s;; + s;p P = hy, returns hy, and updates {PID;, s;1, Si, ho } in the list L.

Hj oracle query. C maintains a list L3y = {RID;, m;,v;,h3} to simulate the random
oracle H3. When A queries (RID;, m;,v;), C first checks whether the corresponding tuple
exists in the list. If it exists, C returns h3; otherwise, C randomly selects 3 € Z], returns it,
and updates it in the list L3.

H, oracle query. C maintains a list Ly = {¢;, h4} to simulate the random oracle Hj.
When A queries ¢;, C first checks whether the corresponding tuple exists in the list. If it
exists, C returns hy; otherwise, C randomly selects iy € {0,1}", returns it, and updates it in
the list Ly.
ainP + Bin

Hs oracle query. C maintains a list Ls =
e { 2P + Bix

,Ci, h5} to simulate the random

a1 P ;

P+ pi c;, hs | exists
apP+ Bix
in the list. If it exists, C returns hs; otherwise, C randomly selects hi5 € Z, returns it, and

oracle Hs. When A makes a query, C first searches whether (

updates it in the list Ls.

Public key query. C maintains a list Ly = {PID;, s;, x;, P;, pk; }. When A queries PID;,
C first checks whether the tuple corresponding to PID; already exists. If it exists, C returns
pk;; otherwise, C performs an Hj oracle query to obtain (s;, Hy(PID;)), randomly generates
xi1 € Ry and xjp € Ry, computes P; = x;1 + xjP, returns pk; = (P;, Hy(PID;)) to A, and
updates Ly.

Signcryption query. When A queries the input (m;, PID;), C first searches Ly according
to PID; to obtain sk; and pk; in order to generate a valid signature. Then, C randomly
selects (zj1,zi, zi3, zia, w;) € Ryand y; € R, and computes

zinP +zp

fo—
! zi3P + ziy

Pl‘ w;. (9)

- [Hg,(PIDi)

It randomly selects ¢; < {0,1}" and updates (¢, c;, w;) in the list Ls. If the tuple
(t;, ¢c;, w;) does not exist in Ls before the query, C returns (y;, ¢;, w;, z;) to A; otherwise, it
returns L.

Forgery phase. After a series of queries, A outputs a valid forged ciphertext
(v, cf,wi,z}) for (m7, PID}) with non-negligible probability e.

After receiving the forged ciphertext (v, ¢}, w}, z}), C outputs another forged signature
(v}, c}, w}, z}) for (m}, PID}) through the forking lemma [38] with non-negligible probability,
where w! # w;. According to the signature verification algorithm and the collision-
resistance property of the hash function, we obtain

* *
zilP +z;
* *
zi3P +z;

* *
s + 8P
x5+ x5P

il 2

/ /
zilP +zi
/ /
Ziap +ziy

* *
sip+ siZP
* *
X+ xi2P

*

xw'. (10)

By further converting it into the formulation of the RSIS instance, we obtain

[(zf) — zip) +sip(w’ —w")| P+ [(z}; — zip) + 571 (W' —w*)] =0. (11)
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According to Lemmas 1 and 2, ||z ||, |z ], |25, ||z}, ]| are bounded by 2¢+/n with
overwhelming probability, the following inequality holds:

[z — ziy) + s (@' —w") || < Nz =z | + sl — w*|| < (4o +2xs)v/n. (12)

Similarly, it can be obtained that ||(z}, — zl,) + s} (' — w*)|| < (40 + 2xs)/n.
According to the minimum property, there exists another private key pair (s7,s/5) such
that (s, si5) # (sij,s5) and s/ +s3 P = Hy(PID;). Therefore, the following inequality

can be derived:

(25 —2zip) +si(w —w")] = [(zf — zip) + s (' —w”)] = (55 —s5) (W' —w™) #0, (13)

which means that (z}; — z};) + s} (v’ — w*) and (z}; — z};) + s/ (w’ — w*) cannot both be
zero. Similarly, there also exists (z}, — z,) + s% (v’ — w*) and (2}, — z},) + s}; (W' — w*),
which cannot both be zero.

Therefore, the challenger C can obtain a nonzero solution to the RSIS problem with non-
negligible probability, namely ((z}, —z};) + sk (w' —w*), (2, —z},) + 55 (W' —w*)), where
B > (40 + 2ks)+/2n. In summary, if A can forge a valid ciphertext, then C can solve the RSIS
problem. However, the RSIS problem is considered hard to solve. Therefore, the adversary

cannot forge a valid ciphertext, and the proposed scheme satisfies unforgeability. [

4.3. Unlinkability

In UASC, a dynamic pseudonym and key update mechanism is designed. Specifically,
PID; is generated by a double-input hash function, whose inputs are the real identity RID;
of the node and the hash seeds 6 provided by the TA, respectively. Among them, 6 =
yP + e, where y and e are obtained by random sampling. Because 6 introduces additional
uncertainty and satisfies the RLWE security paradigm, the generation of pseudo identity is
highly random and unpredictable, making it difficult for adversaries to recover any valid
information about the true identity. The pseudo identities and keys generated in different
sessions are independent of each other, and attackers cannot establish effective associations
between multiple nodes. It can prevent multiple pseudonyms and keys belonging to the
same entity from being linked, thereby realizing the unlinkability protection of nodes. Based
on the above dynamic pseudonym and key update mechanism, SN can maintain multiple
legal identities for different pseudonyms and can switch keys according to communication
requirements. This design not only enhances the privacy protection of the real identity of the
node, but also reduces the risk of continuous tracking. In addition, under the background
of the rapid development of artificial intelligence and big data analysis technology, the
traditional static identity and key mechanism becomes more vulnerable. In contrast, the
dynamic pseudonym and key update mechanism introduced by UASC can weaken the
correlation between different sessions, thus improving the system’s resistance to learning
attacks and persistent privacy analysis.

5. Comparison and Conclusions
5.1. Comparison

In this section, we set n = 256, ¢ = 2* — 1 and compare the computational overhead
and communication overhead with schemes [44,45] to evaluate the protocol-level feasibility
of UASC under a fixed lattice parameter setting. The experiments were conducted on
a MacBook Air 2024 equipped with an Apple M3 processor and 16 GB of RAM. The
programs were run on a Windows 11 system in a Parallels Desktop 26.2.1 virtual machine
and compiled using GCC.
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Table 1 compares the security properties of different schemes. Firstly, UASC,
scheme [44], and scheme [45] are all constructed based on lattice hard problems. Therefore,
they can resist quantum attacks and satisfy the confidentiality requirement of communica-
tion data. However, they differ in system design and implementation goals. Specifically,
scheme [44] focuses on identity-based data encryption and does not achieve message
unforgeability. Secondly, UASC generates part of the private key by using underwater
environmental factors in the key generation phase. Scheme [45] adopts a certificateless
blind signcryption architecture. Both of them can resist the key escrow problem caused by
the central authority. Thirdly, UASC also provides anonymity and unlinkability. To prevent
adversaries from impersonating nodes and launching forgery attacks, only pseudonyms
are used in communication. This prevents adversaries from identifying the real identities
of nodes and forging messages. Meanwhile, to avoid malicious tracking and learning by
adversaries, UASC can dynamically update pseudonyms and public-private key pairs. In
this way, adversaries cannot link the eavesdropped sessions to the same node and thus
cannot collect a large amount of related information to extract sensitive data. Therefore,
UASC considers more security risks in UWSNs and provides more comprehensive security
properties. It has certain practical significance for real-world applications.

Table 1. The comparison of security strength between UASC and other schemes.

Resistance to

Scheme Key Escrow Confidentiality Unforgeability Anonymity  Unlinkability
[44] X v X X X
[45] v v v X X
UASC v v v v v
Vi Yes, x : No

Figure 2 shows the computational overhead of each scheme in the encryption at the
sender as the number of nodes increases. As shown in Figure 2, the scheme UASC has
less overhead in the encryption stage, which is important for UWSNs. UWSNs are mainly
composed of underwater nodes and land servers. The encryption stage of collecting infor-
mation uploading tasks generally runs on sensor nodes. It is difficult for underwater sensor
nodes to obtain energy. The energy consumption speed of nodes determines the service life
of nodes, so it is important to reduce node overhead. The scheme [44] designs a Gaussian
sampling algorithm on the NTRU lattice trapdoor. Compared with the polynomial single-
valued parameters output by the traditional Gaussian sampling, the parameters output
by the sampling algorithm are polynomial vectors, which are used to participate in the
identity-based encryption system. This process increases the computational complexity
of the sender’s encryption operation. In order to realize the message blinding function
of the scheme, scheme [45] chooses to provide message privacy protection by sacrificing
part of the computational overhead and uses more multiplication operations and rejection
sampling algorithms. However, UASC only involves polynomial single-valued parameter
operations and simultaneously applies signature and encryption to messages by multiplex-
ing the underlying mathematical logic of the algorithm, which reduces the computational
overhead, protects the confidentiality of messages and provides the verification ability of
message sources.
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Figure 2. The comparison of computational overhead of encryption among UASC, Ji et al 2024’s
scheme [44] and Yu et al 2024’s scheme [45].

Figure 3 compares the computational overhead of different schemes in the batch
decryption phase as the number of nodes increases. As shown in Figure 3, UASC has lower
computational overhead and a slower growth rate in the batch decryption phase. This
is mainly because we use a sink node in the construction of the scheme. The sink node
signs the set of valid ciphertexts, so the receiver only needs to authenticate the signature
of the sink node when verifying the source of the ciphertext set. By performing single
signature verification, the receiver can authenticate the integrity and source legitimacy of
the ciphertext set. This not only reduces the computational overhead but also improves
the overall response speed of UWSNSs. In contrast, when schemes [44,45] process multiple
ciphertexts, they need to perform decryption operations for each ciphertext. Compared
with scheme [44], scheme [45] uses fewer polynomial multiplication operations in the
decryption phase. However, both schemes lack a batch verification mechanism similar to
UASC, which can compress the verification of multiple signatures into a single signature
verification and avoid the linear growth of verification overhead with the number of nodes.
For UWSN scenarios, cooperative operation among nodes is very important. The interaction
between a large number of nodes and the server inevitably introduces communication
delay. Therefore, by using the sink node in the UWSN structure to design batch verification
at the receiver, the response speed can be improved.

0.008 71 Jietal 2024. EZ1 Yuetal 2024. B UASC
Yl
g7
% 0.004
7
o 0
B /
0.000 f 2 ¢ I d I .
10 20 30 40

Number of Nodes

Figure 3. The comparison of computational overhead of batch decryption among UASC, Ji et al
2024’s scheme [44] and Yu et al 2024’s scheme [45].
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Figure 4 shows the length of the ciphertext generated by the sender in each scheme as
the number of nodes increases. For underwater sensor nodes, the main overhead is used for
calculation and communication. A longer ciphertext length means more communication
overhead. It can be seen that UASC has higher efficiency in transmitting ciphertext, mainly
because UASC integrates the process of signature and encryption and reduces the number
of parameters generated when each part is independent by reusing some parameters. At
the same time, based on the RLWE problem, the transmission parameters are in the form
of polynomial single value, which brings lower bandwidth overhead and more compact
size than the scheme [44]. Scheme [45] is similar to UASC by constructing polynomial
single values on the DNCC problem to resist quantum attacks and reduce communication
overhead. The number and types of parameters contained in the ciphertext transmitted
by [45] are basically consistent with UASC. Therefore, under the same lattice parameter
settings, their ciphertext lengths are theoretically the same. In summary, the design of
UASC takes into account the real environment of UWSNSs and balances the security and
cost overhead of the scheme. While ensuring the low cost overhead of underwater nodes,
it provides security against quantum attacks for the transmitted messages and improves
the system response rate, so it is more suitable for the application of UWSNs.

240 4 21 Jietal 2024. Yu et al 2024. B UASC

7

160

Ciphertext size (KB)

80

a9
7
"

Figure 4. The comparison of length of the ciphertext among UASC, Ji et al 2024’s scheme [44] and Yu
et al 2024’s scheme [45].
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To verify the randomness of the noise-assisted key generation mechanism, MATLAB
R2023b simulation experiments were also conducted. The bit disagreement rate between
the bit sequences generated by the legitimate node A and the adversary node E, and the
Shannon entropy of the bit sequence generated by A were used for evaluation. The results
are shown in Table 2. The experimental results show that, under different SNR conditions,
the bit disagreement rate between A and E is close to 0.5, and the Shannon entropy of the
bit sequence generated by A is close to 1. These results indicate that, under the spatial
uniqueness model [46], the bit sequence generated by the noise-assisted mechanism has
high randomness and can provide effective environment-related auxiliary randomness for
the node key generation process.

Table 2. The randomness validation of the noise-assisted key generation mechanism.

SNR 10 dB 15 dB 20 dB 25dB 30dB
Bit Disagreement Rate ~ 0.43862 0.43065 0.42565 0.42606 0.42472
Shannon Entropy 0.99431 0.99441 0.99447 0.99463 0.99459
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5.2. Conclusions

In this paper, we propose an underwater aggregate signcryption scheme called UASC
on the lattice based on the RLWE and RSIS assumption for the application scenario of
collecting data and uploading land servers in UWSNs. UASC reuses the underlying math-
ematical structure of encryption and signature and aggregates the ciphertext with the
help of an intermediate sink node, thereby supporting batch verification at the receiving
end to improve the overall communication and processing efficiency of the system. In
the Section 3, this paper first introduces the basic structure of UWSNs and the functional
positioning of each entity and clarifies the security communication goal of UASC according
to the actual needs. Then, the construction method and operation mechanism of UASC
are described in detail. In the Section 4, the ciphertext confidentiality and signature un-
forgeability of UASC are proved by formal proof. In the Section 5, UASC is compared with
related schemes in terms of computational overhead and communication overhead. The
design ideas and implementation effects of UASC to reduce system overhead are analyzed.
Through theoretical and experimental analysis, it is shown that UASC is more suitable for
the practical application environment of UWSNS. In future work, we will further improve
our scheme in the following aspects. Firstly, we will combine standard security estimation
methods for lattice-based cryptography to conduct a more systematic analysis of security,
correctness, and performance overhead under different parameter sets and security levels.
Second, we will further consider the key characteristics of practical UWSNS, including long
propagation delay, limited acoustic bandwidth, packet loss, Doppler frequency shift, node
mobility, energy constraints, and time-varying multipath channels, so as to strengthen the
connection between UASC and practical UWSN scenarios. Meanwhile, we will further
conduct experimental validation by combining underwater network simulations and real
underwater acoustic channel data, including key generation randomness, communication
delay, energy consumption, and packet loss. In addition, under the premise of ensuring se-
curity and correctness, further compressing the ciphertext length and optimizing parameter
selection will also be important for future research.
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