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Abstract 

This work targets four core bottlenecks restricting electromagnetic susceptibility (EMS) 
fault diagnosis of digital radar boards, including cold-start modeling caused by scarce 
fault samples, low-efficiency scanning prone to omitting narrow sensitive frequencies, in-
sufficient feature representation of electromagnetic signals, and severe overfitting induced 
by imbalanced data. An integrated EMS dataset construction framework is accordingly 
proposed for radar timing control boards based on closed-loop electromagnetic interfer-
ence (EMI)injection and multidimensional key signal point (KSP) monitoring. The frame-
work adopts an adaptive coarse-to-fine scanning scheme to rapidly lock sensitive bands 
and accurately resolve fault boundaries. It further incorporates the hybrid synthetic mi-
nority oversampling technique and random undersampling (SMOTE-RU) strategy and 
time–frequency feature filtering to balance sample distribution and remove redundant in-
formation, yielding standardized high-quality EMS feature datasets. We validate dataset 
quality on a suite of classic machine learning and deep learning models. Test results show 
that all baseline networks attain classification accuracy above 85.1%, while the convolu-
tional block attention module (CBAM) attention-augmented model delivers the highest 
accuracy of 95.0%. Cross-board tests on dissimilar radar boards show that fine-tuning 
with 10% target samples drastically raises cross-domain accuracy, and moderate interfer-
ence yields the best generalization above 91.2%. Incurring minimal retraining costs, this 
lightweight scheme achieves strong cross-hardware generalization to build EMS data-
bases for radar timing boards and implement multiclass fault diagnosis, effectively solv-
ing the cold-start problem for new hardware with insufficient historical fault data. 

Keywords: radar timing control board; key signal point (KSP); electromagnetic  
susceptibility (EMS); SMOTE-RU resampling; electromagnetic interference (EMI); fault 
diagnosis 
 

1. Introduction 
1.1. Background 

Modern complex battlefields feature continuous, ultra-wideband, highly transient 
electromagnetic environments filled with densely superimposed, dynamically varying 
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signals, making full physical reproduction of actual interference nearly impossible. As the 
core carrier of radar signal processing, timing control boards are particularly vulnerable 
to EMI. Their EMS testing faces three fundamental limitations that plague all radar digital 
circuits. 

First, newly developed radar boards lack accumulated fault datasets or mature EMS 
prediction models, creating a cold-start dilemma that drastically slows the convergence 
of diagnostic models, as also reported in industrial equipment EMS research [1,2]. Second, 
radar hardware exhibits threshold-sensitive, frequency-selective EMS responses. Minor 
adjustments to interference frequency or power can trigger abrupt functional degradation, 
yet conventional pass/fail EMC tests cannot quantify gradual performance decay, leaving 
ambiguous critical susceptibility boundaries undetermined. Third, real battlefield inter-
ference is time-varying and multi-band coupled; traditional steady-state fixed-frequency 
testing cannot reproduce transient disturbance waveforms, thereby concealing faint non-
stationary fault signatures under background noise. 

Existing industrial threshold-based EMC qualification for FPGA/CPU timing boards 
only provides binary pass-or-fail outcomes and cannot record continuous equipment deg-
radation under critical EMI excitation. Meanwhile, full-board electromagnetic simulation 
suffers from poor reliability and heavy modeling overhead, lacking accurate device pa-
rameters for complex electromagnetic operating conditions. These drawbacks further 
translate into two prominent practical engineering bottlenecks: 

1. Data collection bottleneck: No unified rapid testing pipeline is available to efficiently 
extract sensitive frequency ranges and fault threshold boundaries for uncharacter-
ized radar boards, resulting in a severe training data shortage. 

2. Feature extraction bottleneck: Conventional standard test signals fail to reconstruct 
dynamically interleaved battlefield-conducted and near-field radiated interferences, 
generating mismatched datasets incapable of supporting high-precision intelligent 
fault diagnosis. 

Accordingly, there is an urgent demand for a low-cost, efficient EMS data construction 
method capable of producing high-quality labeled fault samples without pretrained prior 
models, so as to advance active electromagnetic protection for radar electronic hardware. 

1.2. Contributions of This Paper 

Aiming at the aforementioned EMS testing and fault diagnosis limitations of radar 
digital boards, this work proposes a holistic EMS dataset construction and feature en-
hancement framework, as illustrated in Figure 1. Taking a radar timing control board as 
the verification carrier, this study systematically elaborates an end-to-end data generation 
pipeline covering interference injection to feature optimization. The core contributions are 
summarized as three items below: 

1. An adaptive coarse-to-fine scanning strategy for EMS data acquisition is proposed. 
The two-stage scanning scheme eliminates the inefficiency of full-band blind search-
ing: wide-step coarse scanning rapidly locates candidate sensitive bands, followed 
by high-resolution fine scanning around suspicious frequency points. This scheme 
cuts total test duration from 81 min to 43 min and achieves a fault frequency charac-
terization accuracy of ±0.5 MHz while fully capturing nonstationary electromagnetic 
responses at fault critical boundaries. 

2. A multidimensional monitoring and closed-loop data enhancement system is estab-
lished. Unlike traditional single-point sampling, multi-KSP channels are deployed on 
power rails, clock circuits and bus interfaces to realize full-dimensional electromag-
netic state perception. The integrated SMOTE-RU [3] hybrid algorithm and tree-
based feature screening mitigate severe sample imbalance and remove redundant 
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features, reducing the original feature dimension by approximately 47% and boost-
ing the generalization performance of training datasets. 

3. Comprehensive cross-model validation verifies the superiority of the proposed data 
framework. Multiple mainstream machine learning and deep learning backbones are 
trained on the constructed dataset. All baseline models obtain classification accuracy 
above 85.1%, and the CBAM-augmented attention model reaches a peak accuracy of 
95.0%. The framework greatly lowers the time and computational overhead for EMS 
fault modeling of digital circuit boards. 
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Figure 1. Framework of data construction and feature enhancement pipeline. 

2. Related Work 
2.1. Evolution of Board-Level Electromagnetic Fault Diagnosis 

Research on electromagnetic fault diagnosis for digital circuit boards has gone 
through three developmental phases. 

In the early stage, diagnosis depended on fixed threshold judgment based on single-
voltage or clock signals. Such methods rely heavily on manual experience and fail to cap-
ture subtle transient signal distortions induced by time-varying EMI. Later, shallow ma-
chine learning techniques such as support vector machines (SVMs) and random forest (RF) 
were introduced for fault classification. These algorithms operate on handcrafted time–
frequency features but cannot characterize long-range nonlinear correlations hidden in 
high-speed electromagnetic sequential data. With the boom of deep learning, scholars 
have adopted end-to-end temporal networks to automatically mine latent signal features. 
Even so, nearly all existing diagnosis pipelines ignore two core requirements of radar EMS 
tests: closed-loop data acquisition and multi-physical joint monitoring. They lack a com-
plete optimized workflow for high-quality EMS dataset construction, which is the core 
focus of this work. 

2.2. Limitations of State-of-the-Art Cross-Domain Diagnosis Algorithms 

Three representative advanced intelligent diagnosis frameworks are reviewed, 
namely, time–frequency dual-domain prediction (TFDDP [4]), cross-sensor self-contras-
tive learning (CSSCL [5]) and graph contrastive domain adaptation (GCDA [6]), all of 
which show obvious deficiencies when applied to radar timing control boards. 

The TFDDP method designs a lightweight dual-branch feature extraction structure, 
yet it does not support multi-channel collaborative collection of multi-physical signals or 
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adaptive screening of narrowband sensitive frequency bands, two key functions realized 
by our coarse-to-fine scanning and multi-KSP monitoring system. 

The CSSCL algorithm improves feature discrimination via self-supervised learning, 
but its fault diagnosis accuracy drops sharply under the severe sample imbalance com-
monly seen in EMS injection tests. Our hybrid SMOTE-RU resampling module specially 
addresses this imbalance defect. 

The GCDA network achieves cross-board generalization via graph convolution and 
domain adversarial alignment. Nevertheless, it cannot capture millisecond-level transient 
electromagnetic jumps, and it lacks a complete end-to-end closed-loop data generation 
pipeline, as proposed in this paper. 

2.3. Deficiencies of Component-Level Electromagnetic Susceptibility Research 

Most existing EMS mechanism analyses [7–9] only target discrete electronic compo-
nents. Prior works have studied component susceptibility characteristics, reinforcement 
learning test strategies and physics-driven evaluation models while ignoring systematic 
testing and whole-board mechanism analysis. 

In practical radar timing control hardware, power, clock and bus circuits are tightly 
coupled, generating complex inter-module electromagnetic crosstalk. Component injec-
tion experiments can only reflect the immunity of individual chips and cannot reconstruct 
real coupled interference environments on complete boards. The susceptibility rules sum-
marized from single-device tests provide limited guidance for full-board fault diagnosis. 
At present, no research builds a closed-loop data pipeline with multi-KSP holographic 
monitoring, which is the core innovation of our proposed framework. 

2.4. Comprehensive Review of Four Mainstream Intelligent Diagnosis Paradigms 

Current intelligent EMS fault diagnosis methods can be divided into four categories: 
traditional machine learning, generic deep learning, time-series modeling and feature op-
timization algorithms. Each category is analyzed below, with a clear comparison against 
our integrated framework. 

1. Traditional machine learning (SVM, XGBoost, LightGBM [10–12]). 

These algorithms deliver interpretable baseline classification results, but they fully 
depend on artificially designed features and have weak fitting ability for complex nonlin-
ear coupling among power ripple, clock jitter and bus errors. Their generalization capacity 
declines greatly when facing heterogeneous circuit boards. By contrast, our automatic 
time–frequency feature screening module avoids manual feature design and strengthens 
cross-board adaptability. 

2. Convolution and attention-based deep learning [13–15]. 

CNNs and graph attention networks possess powerful fitting capability for complex 
signals. Relevant studies optimize CNNs for UAV links and design graph learning for 
mechanical equipment. However, these networks are customized for communication or 
rotating machinery, without targeted optimization for nonstationary, superimposed in-
terference on radar PCBs. Our multidimensional KSP synchronous acquisition module 
specially extracts unique electromagnetic signatures of digital radar boards. 

3. Time-series models (Bi-LSTM, Transformer [16–18]). 

Such models excel at capturing long-term temporal correlations among sequential 
data. However, they require massive balanced labeled samples, which are hard to obtain 
in real EMS tests. In addition, they cannot accurately identify abrupt millisecond-scale 
electromagnetic state jumps. The adaptive coarse–fine scanning strategy in this paper au-
tomatically collects dense fault boundary samples to compensate for this shortage. 
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4. Feature optimization algorithms [19–21]. 

Existing feature enhancement and data augmentation schemes relieve sample scar-
city and feature redundancy to some extent. Nevertheless, most of them are verified on 
optical imaging or analog sensor data, without joint time–frequency screening designed 
for imbalanced electromagnetic fault datasets. Our Pearson–tree combined feature filter-
ing module fills this research gap. 

Synthesizing the above literature analysis, four universal defects exist in existing 
EMS diagnosis technologies: 

(1) Few models consider complete circuit topological coupling, leading to low precision 
when solving full-board EMS critical boundaries; 

(2) Coupled features from power, timing and data channels are not fully excavated; 
(3) Algorithms lack robustness against wideband dynamically superimposed battlefield 

interference; 
(4) Cross-board transferable diagnosis schemes are rarely studied. 

These unresolved bottlenecks motivate the integrated closed-loop EMS data con-
struction framework proposed in this paper. 

3. EMS Data Construction Method 
This section presents an efficient framework for data construction, which comprises: 

a multi-channel synchronous perception hardware architecture design, a state-feedback 
adaptive EMS scanning strategy, and a closed-loop mechanism for data enhancement and 
feature mining. Through hardware perception, strategy scanning, and data preprocessing, 
this framework enables the generation of standardized electromagnetic feature datasets 
from physical digital boards. 

In Figure 2, the overall dataset construction workflow consists of four sequential 
modules, namely, KSP multi-channel signal acquisition, adaptive electromagnetic scan-
ning, SMOTE-RU imbalance sample processing and multi-domain feature optimization, 
as illustrated in the flowchart. All parameter configurations and invocation rules are de-
tailed in the symbol list in Appendix A.1 and the pseudocode in Appendix A.2. 

 

Figure 2. Complete EMS dataset construction workflow. 

1. KSP Acquisition Module. 

This module realizes synchronous collection of three types of key signal profiles via 
six independent monitoring channels. The raw collected signal tensor is defined as 𝑋 ∈ 𝑅[𝑁 ×  6 ×  2000], where 𝑁 denotes the total number of sampling trials, 6 represents the 
number of monitoring channels, and 2000 stands for the sampling points per channel in a 
single measurement. 

2. Adaptive Scanning Module. 

An electromagnetic injection scanning strategy combining coarse and fine frequency 
searching is adopted to locate sensitive frequency points accurately. The coarse scanning 
frequency step is set as 𝛥𝑓௖  =  20 MHz, while the fine scanning step is refined to Δ𝑓௙ =1 MHz  for precise sensitive region localization. Meanwhile, the injection power step is 
fixed to Δ𝑃 = 1 dBm to cover diverse EMI intensity levels. 

(1) KSP Acquisition
• PI-KSP, Timing-KSP, Data-KSP

• Six monitoring channels

(2) Adaptive Scanning
• Coarse scan： 
• Fine scan：
• Power step：

(3) SMOTE-RU

• Minority oversampling
• Majority undersampling

(4) Feature Optimization
• Time-domain features
• Frequency-domain features
• Pearson + RF importance𝑋 ∈  𝑅[𝑁 ×  6 ×  2000] •  

𝛥𝑓𝑐  Δ𝑓𝑓  Δ𝑃 𝑋𝑏 ∈ 𝑅[𝑁𝑏 × 𝑑] •  
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3. SMOTE-RU Imbalance Balancing Module. 

The hybrid SMOTE-RU resampling algorithm is utilized to mitigate the severe class 
imbalance of electromagnetic fault samples. It simultaneously executes minority class 
oversampling and majority class undersampling to reconstruct a balanced sample set, 
whose balanced data matrix is denoted as 𝑋௕  ∈ 𝑅[𝑁௕  × 𝑑], where 𝑁௕ is the quantity of 
balanced samples and 𝑑 represents the initial feature dimension. 

4. Multi-Domain Feature Optimization Module. 

Time-domain statistical features and frequency-domain FFT transform features are 
extracted from the balanced multi-channel signals to form a raw multidimensional feature 
pool. Afterwards, Pearson correlation coefficient analysis and RF feature importance rank-
ing are jointly deployed to filter redundant and irrelevant features, retaining only the 
physically discriminative feature subsets. 

3.1. Multi-Channel Synchronous Perception Hardware Architecture 

To deeply characterize the coupling evolution of external interference on the internal 
logic state of digital boards, this paper designs and implements a non-intrusive, high-fi-
delity electromagnetic monitoring framework. Starting from physical-layer signal integ-
rity, this architecture ensures that the collected data highly restores the intrinsic sensitivity 
characteristics of the board. 

3.1.1. Design of High-Fidelity Multi-Channel Acquisition Unit 

To solve the problems of high-frequency digital signal distortion caused by probe 
loading effects and spatial radiation coupling noise in electromagnetic injection experi-
ments, an efficient multi-channel acquisition unit is used. The acquisition unit integrates 
a four-channel high-speed analog acquisition architecture built around the zynq radio fre-
quency system-on-chip (RFSoC). It supports a sampling rate of 2.5 GSa/s and 14-bit reso-
lution. The measured signals are conditioned by fixed attenuation and anti-interference 
circuits and then digitized by analog-to-digital conversion modules. On-chip high-speed 
interconnect buses achieve multi-channel time synchronization, keeping the inter-channel 
timing error at the picosecond level. Digital data is transmitted to the main controller via 
a PCIe bus with direct memory access, which effectively eliminates timing jitter and data 
loss induced by intermediate buffers. 

The multi-channel acquisition unit integrates four wideband sensing links and 
achieves nanosecond-level synchronous sampling via common-source clock triggering. It 
ensures precise time-axis alignment of power fluctuation, clock jitter, data bus error codes 
and other signals, which is essential for analyzing the instantaneous chain response mech-
anism of interference signals propagating from the power distribution network (PDN) to 
the logical timing links. Meanwhile, the acquisition links adopt a band-isolated shielding 
structure and a dynamic impedance compensation scheme, which greatly reduce the dis-
tributed capacitance and inductance of the sampling loop. This design guarantees distor-
tion-free transmission of the amplitude–frequency characteristics of original EMS signals 
over a wide frequency range and finally acquires pure basic data that can truly reflect the 
logical state variations of the circuit board. 

3.1.2. Multidimensional Configuration of KSP 

To construct a holographic mapping model of the electromagnetic behavior of the 
board, this paper proposes a function-layered KSP configuration strategy. 

Figure 3 visualizes the multi-layer KSP deployment layout designed for radar timing 
control hardware. Based on the signal transmission and data processing functional 
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partitions of the target board, all collected monitoring signals are categorized into three 
mutually complementary state vector branches as detailed below: 

CPU

FPGA

GPU

Fiber 
Module

Clock Chip

VCC_Fiber

VCC_FPGA

VCC_CPU

VCC_12V

VCC_GPU

CLK_25M

 

Figure 3. Multidimensional KSP configuration of the radar timing control board. 

(1) Power Integrity KSP (PI-KSP): Measurement nodes are laid out along the full power 
distribution chain, covering board-level LDO output terminals down to core power 
rails of internal chips. Since power delivery networks are most susceptible to con-
ducted EMI, PI-KSP channels capture voltage drop events and high-frequency cou-
pled noise triggered by interference pulses, enabling quantitative evaluation of 
power-domain electromagnetic susceptibility responses. 

(2) Timing Reference KSP (Timing-KSP): This monitoring category targets the system 
global clock source and frequency division logic. EMI interference distorts clock edge 
shapes and introduces cycle jitter, which further triggers misalignment of digital 
logic sequences. Sampled clock waveforms act as quantitative physical indicators 
that quantify timing margin degradation under electromagnetic excitation. 

(3) Data Interaction KSP (Data-KSP): This branch monitors high-speed differential lines, 
parallel buses and optical communication interfaces. Signal anomalies within data 
channels represent the final visible outcome of hardware performance degradation. 
Fault feature information extracted from these points maintains strong coupling cor-
relations with power and timing distortions, forming a complete multidimensional 
feature closed loop for electromagnetic fault analysis. 

Table 1 enumerates the six specific KSP monitoring points illustrated in Figure 3, 
alongside their hardware positioning descriptions. 

Table 1. Detailed definitions of six configured KSP monitoring points. 

KSP Category KSP Label Hardware Description 
PI-KSP VCC_12V External 12 V Power Supply 
PI-KSP VCC_CPU CPU Core Voltage, 0.8 V 
PI-KSP VCC_FPGA FPGA Core Voltage, 1.0 V 
PI-KSP VCC_GPU GPU Core Voltage, 0.85 V 

Timing-KSP CLK_25M Clock Chip Reference Clock 
Data-KSP VCC_Fiber Optical Module Voltage, 3.3 V 
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For power domain monitoring, the radar timing control board takes 12 V external 
voltage as the primary input, which is converted into multi-channel core supply voltages 
via multi-stage DC-DC and LDO circuits integrated within the AST4650 power manage-
ment chip. The AST4650 is a dual-mode step-down regulator supporting either two 25 A 
independent channels or one single 50 A channel. It integrates functional modules for fre-
quency synchronization, multi-phase parallel operation, burst power saving and sequen-
tial power rail tracking, plus an embedded thermal diode to track internal device temper-
ature. To quantitatively characterize voltage sag, ripple amplification and high-frequency 
crosstalk induced by EMI on power distribution networks (PDNs), four PI-KSP nodes are 
arranged along critical power paths. These monitoring points cover both board-side input 
terminals and chip core voltage nodes to continuously record dynamic variations in volt-
age drop, ripple magnitude, transient response and PDN impedance metrics. 

In terms of timing synchronization architecture, the hardware adopts TGEN63xxH 
low-jitter clock generators as the unified timing reference. Each chip embeds two config-
urable phase-locked loops (PLLs) and outputs multiple ultra-low-jitter clock signals, 
which expand timing design margins for high-performance radar computing systems 
compliant with PCIe standards. Under experimental test conditions, the 25 MHz external 
crystal reference is locked by the clock chip to generate 125 MHz and 100 MHz clock 
branches separately: the 125 MHz signal serves as the timing reference for FPGA internal 
logic and PCIe high-speed links, while the 100 MHz signal drives Ethernet and optical com-
munication peripherals. The global 25 MHz reference clock CLK_25M is selected as the Tim-
ing-KSP channel to capture EMI-induced clock degradation phenomena, including edge 
distortion, period jitter and phase offset, and quantify corresponding parameter shifts. 

For data interface monitoring, the radar timing control board equips Ethernet, DP dis-
play and fiber optical communication peripherals. The CPU unit connects GPU modules 
through PCIe buses to output DP video streams, while FPGA chips exchange high-speed 
serial data with optical transceivers over GTX links and communicate with the main CPU 
via PCIe interfaces. The VCC_Fiber node is configured as Data-KSP to track signal integrity 
(SI) metrics and bit error rate (BER) fluctuations. Signal integrity quantifies waveform dis-
tortion, jitter and amplitude attenuation of high-speed serial signals under external EMI. 

By unifying synchronous sampling over power supply branches, global clock circuits 
and high-speed data interfaces, the proposed KSP layout realizes full-chain tracking of the 
typical electromagnetic fault evolution chain: power supply disturbance → timing char-
acteristic degradation → functional failure of communication interfaces. This multi-do-
main monitoring scheme not only demonstrates reliable engineering practicability for ra-
dar electromagnetic test platforms but also constructs a clear physically interpretable 
mapping between hardware electromagnetic behaviors and extracted features, support-
ing subsequent deep learning-based fault modeling and causal correlation analysis. 

3.2. State-Feedback Adaptive EMS Scanning Strategy 

The hardware perception architecture realizes high-fidelity acquisition of electro-
magnetic signals of digital boards. On this basis, an efficient scanning strategy needs to be 
designed to accurately locate EMS frequency bands and fault boundaries. Therefore, this 
section proposes a state-feedback adaptive EMS scanning strategy. This strategy takes the 
key state response of the board as a feedback signal and dynamically adjusts the scanning 
resolution and injection parameters according to real-time observation results to effi-
ciently characterize EMS frequency bands and fault boundaries. 

The key parameters of the adaptive scanning framework are formulated based on 
accumulated engineering test experience and statistical characteristics of radar board EMS 
responses from massive pre-tests: 
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(1) Frequency scanning parameters: A coarse scanning step of 20 MHz is adopted to rap-
idly traverse the full frequency range and capture potential sensitive intervals. Once 
suspected sensitive frequency regions are identified, the system automatically 
switches to fine scanning with a 1 MHz frequency step and a 1 dBm power gradient, 
enabling precise characterization of narrowband sensitive boundaries. 

(2) Signal anomaly discrimination thresholds: For multi-channel KSP monitoring sig-
nals, two quantitative criteria are defined: a peak waveform error threshold of 20% 
and a ripple coefficient threshold of 5%. Frequency points that exceed either thresh-
old are automatically labeled as candidate sensitive positions for subsequent high-
resolution fine scanning. 

3.2.1. Fast Positioning of Sensitive Frequency Bands (Coarse Scan Stage) 

In the initial stage of adaptive scanning, a large-step parameter configuration is used 
to quickly pre-scan the target frequency band and efficiently screen potential sensitive 
regions. Specifically, within the preset full frequency range (e.g., 100–400 MHz), fast scan-
ning is performed with a frequency step of 20 MHz, while the injection power is kept 
within a safe and responsive working range. 

During scanning, an online state-feedback discrimination mechanism is embedded 
into the test procedure. The system real-time acquires the raw response signals of each KSP 
and compares them with the baseline waveforms under normal operating conditions. A fre-
quency point is automatically marked as an EMS candidate band when the peak waveform 
deviation exceeds 20% or the ripple coefficient is no less than 5% in any monitoring channel. 
This two-stage screening strategy enables the coarse-scan stage to rapidly narrow down the 
frequency search space without relying on prior EMS knowledge, providing reliable initial 
positioning for the sensitivity characteristic analysis of digital circuit boards. 

The 20 MHz coarse frequency step is adopted for fast localization of potential sensi-
tive bands, derived from massive radar board EMS tests. The electromagnetic susceptibil-
ity degradation of digital circuit boards exhibits continuous band-dependent features in-
stead of isolated discrete single-frequency responses. Once any sensitive candidate fre-
quency is detected, the system triggers a 1 MHz high-precision fine scan covering the ±10 
MHz adjacent interval. This two-stage nested scanning avoids missed detection of nar-
rowband sensitive regions while guaranteeing overall test efficiency. 

Sub-bands outside the ±10 MHz range of sensitive frequency bands are exempted 
from fine scanning. Multiple preliminary coarse scanning experiments verify that neither 
obvious electromagnetic susceptibility responses nor effective fault excitation points can 
be observed in these two frequency intervals. 

3.2.2. Fine Characterization of Fault Boundaries (Fine Scan Stage) 

On the basis of the sensitive candidate frequency bands obtained in the coarse scan 
stage, a high-resolution fine scan test is further carried out to accurately characterize the 
performance degradation process of the board under electromagnetic stress. The specific 
strategy involves taking the candidate frequency point as the center, narrowing the fre-
quency scanning step to 1 MHz within its ±10 MHz range, and gradually adjusting the 
interference injection power with a gradient of 1 dBm, so as to construct a high-density 
test grid in the frequency–amplitude two-dimensional parameter space. 

All test samples are automatically labeled as healthy, soft fault, or hard fault accord-
ing to equipment functional integrity and fault recoverability. The detailed classification 
criteria are provided in Section 4.1.2. 

Through the above fine-scan mechanism, the continuous performance degradation 
curve and critical fault boundary of the board’s EMS can be obtained at a low test cost, 
providing high-quality data support for subsequent electromagnetic fault modeling, 
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health assessment, and prediction analysis. Experimental results show that the adaptive 
scanning strategy ensures the accuracy of sensitive boundary characterization while sig-
nificantly improving the overall test efficiency, which is suitable for rapid electromagnetic 
characteristic evaluation scenarios of digital boards. 

3.3. Closed-Loop Data Enhancement and Feature Mining 

Under complex EMI environments, the original test data of digital boards generally 
suffer from problems such as unbalanced sample distribution, strong signal non-station-
arity, and high feature redundancy, which directly affect the training stability and general-
ization performance of fault diagnosis models. Therefore, this paper systematically opti-
mizes the original data from both the data layer and the feature layer: on the one hand, a 
hybrid sampling balancing strategy is introduced to alleviate the category bias caused by 
the difference in the number of samples between normal and fault states; on the other hand, 
aiming at the multi-scale characteristics of EMI signals in the time and frequency domains, 
a time–frequency multidimensional feature representation is constructed, and feature opti-
mization is further realized combined with the feature importance evaluation mechanism. 
This method ensures sufficient expression of fault features while effectively reducing fea-
ture dimensions and computational complexity, laying a data and feature foundation for 
the efficient training and online real-time deployment of subsequent diagnostic models. 

3.3.1. Hybrid Sampling Balancing Technique (SMOTE-RU) 

During the experiment, due to noise in the acquisition channel, communication in-
terruption, or unstable interference injection, the original data may contain missing val-
ues, outliers, and high-frequency noise signals. After completing the collection of coarse-
scan and fine-scan experimental data, the original signal sequence is first cleaned, includ-
ing missing value interpolation, outlier removal, filtering, and noise reduction, to ensure 
data quality. 

To avoid information leakage caused by resampling the entire undivided dataset, we 
execute dataset partitioning as the first step in preprocessing. The whole original EMS 
dataset is split into training, validation and test sets according to a fixed proportion. The 
proposed SMOTE-RU hybrid balancing algorithm is only applied to the training set to 
generate synthetic minority fault samples. The validation set and test set always maintain 
the original real sample distribution without any artificial synthetic data, which guaran-
tees objective and unbiased model evaluation results. 

In the sample enhancement stage, targeted supplementation of samples is carried out 
according to the sample distribution ratio after coarse and fine scanning. In the experi-
ment, the number of fault samples is significantly less than that of normal samples. Let 
the normal sample set and fault sample set be: 𝐷௙௔௨௟௧ ≪ 𝐷௡௢௥ (1)

This class imbalance problem easily leads the model to bias toward the majority class, 
thereby reducing the ability to recognize fault samples. To this end, this paper adopts a 
hybrid sampling strategy named SMOTE-RU. In the SMOTE process, a neighbor sample 
is randomly selected from the neighbor set of the fault sample feature vector, the number 
of SMOTE neighbors k = 5, and synthetic samples are generated by linear interpolation: 𝑥௡௘௪ = 𝑥௜ + 𝜆൫𝑥௝ − 𝑥௜൯, 𝜆~𝑈(0,1) (2)

where 𝑥௜  is the original fault sample, 𝑥௝  is the neighbor sample of 𝑥௜ , 𝜆  is a random 
number between 0 and 1, and U(0,1) is a uniform distribution over (0,1). See Table A1 in 
Appendix A for the full definition of all symbols and hyperparameters. This process ex-
pands the distribution of minority classes in the feature space so that the synthetic samples 
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can cover the original fault feature region. Subsequently, a random undersampling strat-
egy is adopted for the majority class samples: 𝐷௡௢௥ᇱ ⊂ 𝐷௡௢௥ (3)

The majority class is undersampled to a 1:1 ratio. Finally, a class-balanced training 
set is constructed. This method avoids information redundancy while effectively enhanc-
ing the model’s ability to learn rare fault features and improving the generalization per-
formance of the diagnostic model. To intuitively demonstrate the effectiveness of the pro-
posed hybrid balancing strategy, the feature distributions before and after SMOTE-RU 
balancing are visualized using t-distributed stochastic neighbor embedding (t-SNE), as 
discussed in Section 4.2.2. 

3.3.2. Multidimensional Feature Optimization Mechanism 

To characterize the nonstationary signal characteristics under complex EMI environ-
ments, this paper constructs a time–frequency multidimensional feature matrix. 

1. Time-domain statistical feature extraction. 

From the time-domain perspective, five statistical features, including mean, standard 
deviation, skewness, kurtosis, and energy ratio, are extracted to reflect the overall distri-
bution characteristics of the signal. 

2. Frequency-domain principal component feature extraction. 

To capture the coupling relationship between the interference injection frequency 
and the resonance characteristics of the board, a fast Fourier transform (FFT) [22] is per-
formed on the timing signal. By analyzing the spectrum amplitude, the main frequency 
components and their energy distribution are extracted as frequency-domain features. 
The frequency resolution of FFT frequency-domain analysis is 1 MHz. 

3. Feature importance evaluation and screening. 

To reduce the interference of redundant features on model training, a feature optimi-
zation mechanism combining correlation coefficients and tree models is adopted. First, the 
Pearson correlation coefficient [23] between feature 𝑓௜ and category label 𝑦 is calculated: 𝜌௙೔,௬ = 𝐶𝑜𝑣(𝑓௜ ,𝑦)𝜎௙೔𝜎௬  (4)

where 𝐶𝑜𝑣(𝑓௜ ,𝑦)  denotes the covariance between feature 𝑓௜  and the class label 𝑦 ; 𝜎௙೔ 
denotes the standard deviation of feature 𝑓௜  across all samples; and 𝜎௬  denotes the 
standard deviation of the class label 𝑦. 𝜌௙೔,௬ is used to measure the linear correlation be-
tween features and fault categories. See Table A1 in Appendix A for the full definition of 
all symbols and hyperparameters. 

Meanwhile, a feature importance score based on tree models (such as random forest 
or gradient boosting tree) is introduced: 𝐼𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑐𝑒(𝑓௜) = ∑ 𝛥{𝐺𝑖𝑛𝑖௧(𝑓௜)}௧்ୀଵ   (5)

where 𝛥{𝐺𝑖𝑛𝑖௧(𝑓௜)}  represents the impurity reduction brought by feature 𝑓௜  in the t-th 
decision tree. Through the joint integration of Pearson correlation coefficients and tree-
model-derived feature importance metrics, only features with ∣𝜌∣ ≥ 0.3 and importance 
scores no less than 0.05 are preserved, and features with weak correlation or high redun-
dancy are discarded. 

This generates highly discriminative feature vectors and drastically cuts computation 
overhead for downstream electromagnetic fault diagnosis networks. We adopt uniform 
manifold approximation and projection (UMAP) visualization and Pearson correlation 
analysis to validate the feature optimization strategy, with detailed results analyzed in 
Section 4.2.2. 
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3.4. Complete EMS Data Construction Pipeline 

Combining the multi-channel synchronous KSP acquisition hardware architecture 
(Section 3.1), adaptive coarse–fine frequency scanning scheme (Section 3.2), and SMOTE-
RU resampling plus multidimensional time–frequency feature optimization module (Sec-
tion 3.3), this section integrates all constituent parts into a unified end-to-end EMS data 
construction workflow. To facilitate full method reproduction and algorithm reproduci-
bility, the complete executable pseudocode for the whole pipeline is attached in Appendix 
A.2. This pseudocode systematically encapsulates every core functional module intro-
duced in Sections 3.1–3.3, covering hardware initialization, sensitive frequency band lo-
calization, sample balancing processing, and discriminative feature screening. 

It is worth emphasizing that the dataset generated by this integrated workflow covers 
diverse equipment operating states instead of merely normal working conditions. During 
the full electromagnetic interference injection test, raw response waveforms are collected 
and hierarchically annotated according to hardware functional integrity and fault recov-
erability. In practical tests, the high-fidelity acquisition unit only provides four sampling 
channels. Therefore, at least two rounds of measurements are required to capture data 
from all six measurement points, followed by unified standardization processing of the 
data acquired in the two rounds. 

The core design goal of the proposed integrated framework lies in generating stand-
ardized, fault-labeled, high-quality EMS datasets to break the cold-start dilemma of intel-
ligent diagnosis for new radar boards. The established dataset possesses dual application 
values: it can be archived as a standardized electromagnetic susceptibility database for 
radar digital circuits and also acts as standardized input data to validate the classification 
accuracy and cross-board generalization capacity of various diagnostic models in the sub-
sequent experimental section. 

4. Experimental Verification and Result Analysis 
4.1. Experimental Procedures 

4.1.1. Definition of Variable Working Conditions 

This subsection systematically defines all tunable experimental parameters sup-
ported by the closed-loop EMI injection and multi-channel synchronous acquisition plat-
form. All adjustable working conditions are grouped into four categories: excitation pa-
rameters, KSP sampling schemes, tested hardware, and fault severity grades. 

(1) EMI Excitation Parameters. 

The RF signal source supports continuous tuning of interference frequency and 
power to build diverse excitation environments. The core test frequency band covers 100–
400 MHz, with switchable scanning steps of 20 MHz (coarse scan) and 1 MHz (fine scan) 
for automatic screening of sensitive frequency points. Interference power ranges from 15 
to 35 dBm with a 1 dBm step. Three power intervals are defined to correspond to distinct 
fault degrees: 15–22.3 dBm for mild soft faults, 22.3–27.8 dBm for moderate soft faults, and 
above 27.8 dBm for irreversible hard faults. 

(2) KSP Sampling Configurations. 

The multidimensional KSP monitoring system supports flexible channel combina-
tions across PI-KSP, Timing-KSP and Data-KSP branches. Operators can activate one sin-
gle branch, any two combined branches, or four KSP channels for synchronous data col-
lection. The ablation experiments in Section 4.4 adopt multiple sampling combinations to 
quantify how monitoring channel layouts affect feature extraction performance. 

(3) Tested Circuit Hardware. 
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Three heterogeneous radar boards from the same radar platform are selected for 
cross-domain verification: the source radar timing control board (original dataset carrier), 
target radar data processing board A with multi-channel high-speed data circuits, and 
target radar display control board B equipped with an exclusive clock and video bus to-
pology. Obvious discrepancies in power supply, clock distribution and peripheral inter-
faces among the three boards create typical cross-domain test scenarios. 

(4) Fault Severity Grading. 

Samples are auto-labeled into three hierarchical states based on post-interference 
equipment recoverability and BER: healthy state: no observable voltage ripple or clock 
jitter drift; soft fault: recoverable signal distortion and communication errors, further di-
vided into mild and moderate subclasses; and hard fault: irreversible timing chaos and 
permanent link breakdown. 

Graded fault samples under a variable injection power supply diversified fault fea-
tures to evaluate the model’s classification ability. In brief, the four groups of adjustable 
parameters form the full variable space of the test platform. All comparative and ablation 
experiments in this work adopt different parameter combinations to comprehensively val-
idate the stability and cross-hardware generalization of the proposed EMS data construc-
tion framework under complex practical test environments. 

4.1.2. Standardized Classification Criteria for Health/Soft Fault/Hard Fault Labels 

The three sample labels adopted in this paper are formulated by combining practical 
radar hardware EMC test experience and quantitative BER thresholds collected from the 
closed-loop electromagnetic injection experimental platform. We take the automatic re-
coverability of circuit functions after interference withdrawal as the core boundary to dis-
tinguish soft faults from hard faults and set fixed BER values as objective quantitative 
judgment indicators: 

(1) Health: BER remains 0 under all interference excitation levels; no obvious clock jitter, 
power supply ripple or data transmission distortion is observed on each KSP moni-
toring channel. 

(2) Soft Fault: 0 < BER ≤ 10−3. Transient signal distortion and occasional communication 
errors occur during interference injection. After the EMI source is cut off, the BER 
recovers to 0 within 3 s, and no permanent damage to power, clock or data circuits is 
detected. Soft faults are further subdivided into mild (0 < BER ≤ 10−4) and moderate 
(10−4 < BER ≤ 10−3) categories during actual tests. 

(3) Hard Fault: BER exceeds 10−3. Severe continuous transmission errors persist after re-
moving interference, and circuit timing disorder/abnormal power ripple cannot be 
self-recovered within 10 s, representing irreversible electromagnetic damage to hard-
ware modules. 

4.1.3. Experimental Setup and Experimental Procedures 

A radar timing control digital board is chosen to construct the EMS excitation test 
platform. Following the layout shown in Figure 3, six groups of KSPs are arranged around 
the power distribution circuits, clock traces and high-speed logic circuits along the board’s 
critical signal paths. The system contains five voltage measurement channels and one ref-
erence clock channel to extract the board’s electromagnetic signal characteristics. Detailed 
hardware descriptions of the six KSPs are listed in Table 1. The physical on-site photo-
graph of the complete test setup is presented in Figure 4. 
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Figure 4. Physical photograph of the EMS excitation test environment. 

A single-phase DC power supply supplies the test platform with a 12 V power line, 
a 3.3 V power line and two ground wires. A decoupling clamp is mounted at the power 
input port to attenuate external conducted noise. A ring-shaped injection probe is attached 
to the power cable connected to the timing control board. A power- and frequency-tunable 
signal generator produces interference waveforms, which are coupled into the target 
board through the power cable. The physical positions of the injection probe and decou-
pling clamp are kept identical for all test batches. The full wiring topology of the test plat-
form is displayed in Figure 5. 
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Figure 5. Wiring diagram of the EMS excitation test system. 

In the above figure, the RFSoC multi-channel acquisition unit synchronously samples 
signals from four selected KSPs, which enables full capture of millisecond-level transient 
electromagnetic responses. In practical tests, four out of the six reserved acquisition chan-
nels are selected for sampling, and the captured data are streamed to a computer in real 
time for storage and postprocessing. 

During the experiment, based on the conducted time-domain susceptibility test and 
the “5 + X” standard signal set [24] EMS test system, the interference characteristic data 
collection test is carried out on the radar digital module, and the set monitoring points are 
monitored to obtain the data changes at each point. The data samples are the electromag-
netic characteristic parameter values recorded by six KSPs after the injection of the speci-
fied interference test, including frequency, voltage, and monitoring signal strength. 

In the coarse scan stage, the scanning frequency range is 100–400 MHz, 16 frequency 
points are scanned, the frequency step is 20 MHz, the power is set to medium power 25 dBm, 
and the total test time is 8 min. The central frequency of the obtained sensitive frequency band 
is centered at 135 MHz, and the sensitive frequency band ranges from 110 MHz to 150 MHz. 
The 110–125 MHz and 145–150 MHz sub-bands are excluded from fine scanning. 
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In the fine scan stage, high-precision scanning is focused on the scanning frequency 
range of 125–145 MHz (±10 MHz of the sensitive area), with a frequency step of 1 MHz, a 
power gradient of 1 dBm (15–35 dBm), 21 × 21 = 441 scanning points, and a test time of 35 
min (total time consumed in all scanning stages is 43 min), focusing on depicting the fault 
boundary curve. Combined with the three-level fault status, the data are automatically 
labeled to determine the fault trigger critical frequency of 134.5 MHz (accuracy ±0.5 MHz) 
and the fault power thresholds of 22.3 dBm (functional degradation) and 27.8 dBm (sys-
tem failure). 

During the experiment, the operating statuses of the internal FPGA clock, DP display, 
Ethernet port and Serial port of the board under different interference signals are recorded 
in real time. The electromagnetic fault statuses of the board are documented according to 
the severity of the observed susceptibility phenomena, as specified in Table 2: 

Table 2. Classification of EMS phenomena of the timing control board. 

EMS Level Soft Fault *(Mild) Soft Fault *(Moderate) Hard Fault * 

Clock (CLK) Occasional transmission error Functional abnormality;  
Recoverable jitter 

Functional abnormality; 
Unrecoverable jitter 

Display (DP) Local water ripples Entire screen 
water ripples 

Screen distortion 
and blackout 

Ethernet Port Increased latency Intermittent disconnection;  
Recoverable 

Persistent disconnection; 
Unrecoverable 

Serial Port Increased latency Intermittent disconnection;  
Recoverable 

Persistent disconnection; 
Unrecoverable 

*: All classification rules for electromagnetic susceptibility phenomena are formulated by integrating 
official EMC test specifications and long-term engineering experience of radar hardware measure-
ments and calibrated based on quantitative bit error rate (BER) data acquired from the test platform. 

At each test point, the high-fidelity multi-channel acquisition unit continuously sam-
ples at a rate of 4 × 10−10 s per point for a duration of 4 × 10−6 s, yielding 10,000 time-domain 
sample points per record. To ensure measurement stability, each test configuration is re-
peated 10 times, and the resulting waveforms are averaged before feature extraction. In 
total, 10,000 labeled data records are obtained across all scanned frequency–power com-
binations, each represented by a feature vector derived from the 10,000-point waveform. 

A standardized sequential data processing pipeline is implemented to rule out infor-
mation leakage. The full dataset with 10,000 samples is first divided into training, valida-
tion and test subsets at a 7:1:2 ratio using stratified sampling to keep a balanced fault cat-
egory distribution in each partition. All data augmentation and feature processing opera-
tions, including SMOTE-RU hybrid balancing and the joint Pearson correlation and tree-
based feature selection scheme, are exclusively applied to the training set. The validation 
set is used for model screening and hyperparameter optimization via 5-fold cross-valida-
tion, and the untouched test set is only utilized once to evaluate the final model perfor-
mance after training convergence. No statistical information or synthetic samples derived 
from validation/test data participate in feature construction or model training. 

This hierarchical structure enables data to be organized and accessed according to 
different interference frequencies and monitoring points. Meanwhile, the electromagnetic 
fault status information of the board provides additional context for the data, which can 
be used for subsequent analysis and modeling. 

In the constructed EMS dataset, all samples are labeled according to the above three 
fault severity levels. The health category accounts for approximately 50% of the total sam-
ples, representing normal operating conditions without observable electromagnetic deg-
radation. The soft fault class, which covers both mild and moderate soft fault 
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subcategories, accounts for around 20% of the total samples. Such samples correspond to 
recoverable functional anomalies induced by EMI, including transient communication in-
terruptions, timing drift, and temporary signal distortion. The hard fault category ac-
counts for approximately 30%, representing severe and unrecoverable failures, including 
persistent timing disorder, abnormal power ripple, or complete link failure. Therefore, the 
dataset contains not only normal operating samples but also fault-related samples with 
different severity levels and is used as the basis for both EMS database construction and 
subsequent fault identification experiments. 

To provide an intuitive understanding of the signal characteristics within the con-
structed dataset, Figure 6 presents a representative three-panel visualization of a single 
data sample, using the VCC_FPGA monitoring channel under 135 MHz sinusoidal inter-
ference injection as an example. 

  
(a) (b) (c) 

Figure 6. Three-panel visualization of a single data sample. (a) Time-domain voltage waveform; (b) 
FFT power spectrum; (c) statistical feature fingerprint radar chart. 

The above figure shows the time-domain voltage waveform, the frequency-domain 
power spectrum and the statistical feature fingerprint as a radar chart, with six axes rep-
resenting key statistical descriptors: mean deviation, standard deviation, peak-to-peak 
amplitude, kurtosis, RMS jitter, and dominant frequency drift. 

Figure 6a displays the time-domain voltage waveform sampled at a 0.4 ns interval 
over a total duration of 4 us, yielding 10,000 sampling points. The signal oscillates period-
ically around 1.000 V with prominent jitter and amplitude modulation, intuitively reflect-
ing steady EMI superimposed on the clock power rail. Figure 6b presents the correspond-
ing FFT power spectrum, which features a dominant peak at 135 MHz (−3 dBm) and a 
secondary second harmonic component at 270 MHz (−21 dBm). Spectral energy concen-
trates heavily on the injection frequency, enabling diagnostic models to efficiently extract 
frequency-dependent EMS signatures. Figure 6c illustrates the radar-style feature finger-
print for clock faults. It delivers distinctly elevated RMS jitter and frequency drift metrics, 
constructing a unique feature pattern easily separated from other fault modes, which val-
idates the superiority of the multi-modal feature extraction scheme. 

4.2. Validity Analysis 

4.2.1. Dataset Evaluation Under Different Models 

To comprehensively evaluate the effectiveness of the proposed dataset construction 
method, this paper selects a set of representative and gradient-different models as test 
objects, covering traditional machine learning, modern gradient boosting trees, classic 
deep sequence models, residual structures, and current mainstream advanced atten-
tion/self-attention mechanisms, as follows: 
1. Traditional machine learning and modern tree models. 
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• SVM: The radial basis function (RBF) kernel is still used, and the input is the 
optimized frequency-domain features, serving as a classic linear/nonlinear sep-
aration baseline. 

• XGBoost: The default optimal parameters (tree depth 6, learning rate 0.1, sub-
sample 0.8) are adopted, representing the strong generalization ability of gradi-
ent boosting trees. 

• LightGBM: Histogram acceleration + GOSS + EFB optimization, 500 trees, and 
leaf node split gain priority are used, reflecting the performance of modern effi-
cient GBDT. 

2. Mainstream deep sequence and convolutional models. 

• 1D-CNN (baseline) [25]: Multi-layer single-scale 1D convolution + global aver-
age pooling, without any attention or residual connections, used to verify the 
baseline effect of the pure convolution backbone. 

• Bi-LSTM: Bidirectional long short-term memory network (hidden layer dimen-
sion 256), capturing context-dependent timing dependencies. 

• ResNet-1D [26]: Based on a one-dimensional residual structure (BasicBlock × 3 
groups), effectively alleviating the gradient disappearance problem of deep net-
works. 

3. Advanced attention and self-attention mechanism models. 

• CBAM-Net [27]: The convolutional block attention module with channel atten-
tion + spatial attention is embedded on the basis of ResNet-1D to verify the syn-
ergistic gain of dual attention. 

• ECA-Net [28]: Adopts efficient channel attention (ECA), with almost no addi-
tional parameter overhead, to achieve lightweight channel recalibration. 

• Transformer-1D [29]: Based on 1D convolutional position encoding + multi-head 
self-attention (four heads, hidden dimension 256), stacking three Transformer 
Encoder blocks to investigate the performance of pure self-attention in electro-
magnetic signal tasks. 

Three core indicators in electromagnetic scenario classification tasks are used for 
comprehensive comparison: accuracy, macro-average F1 score, and area under the ROC 
curve (AUC). Table 3 presents the comparative classification performance, parameter 
counts and FLOPs of all tested models. 

Table 3. Comparison of computational complexity and fault diagnosis performance among differ-
ent models. 

Model Category Model Name Parameters (M) FLOPs (M) ACC *(%) F1 *(%) AUC *(%) 

Traditional ML 
SVM (RBF) - - 85.1 82.7 86.0 

XGBoost - - 88.0 85.9 90.2 
LightGBM - - 89.3 86.7 91.0 

Deep Learning 
Baseline 

1D-CNN (baseline) 0.43 18.6 92.7 89.5 94.1 
Bi-LSTM 1.58 42.7 90.4 88.2 93.0 

ResNet-1D 0.92 31.5 92.6 90.4 94.4 

Attention/ 
Advanced Module 

ECA-Net 0.95 32.1 94.3 91.5 96.3 
Transformer-1D 2.36 58.4 94.9 92.8 97.1 

CBAM-Net 1.08 35.9 95.0 91.7 96.0 
*: ACC, accuracy; F1, F1-score; AUC, area under curve. 

The test results show that even the basic SVM model can stably achieve an accuracy 
of about 85.1%, which again confirms that the proposed feature and data enhancement 
strategies significantly improve the interclass separability and intraclass compactness of 



Electronics 2026, 15, 3166 18 of 30 
 

https://doi.org/10.3390/electronics15143166 

the original data. Convolutional models provide efficient local feature extraction, recur-
rent models capture temporal dependencies at the cost of higher sequential computation, 
and attention-enhanced models further improve diagnostic accuracy by emphasizing 
fault-sensitive channels and temporal regions. Among them, CBAM-Net achieves the best 
overall accuracy, while ECA-Net provides the most favorable trade-off between model 
complexity and diagnostic performance. The Transformer-1D model has the best perfor-
mance, mainly due to the self-attention mechanism that can accurately capture the timing 
dependence of nonstationary electromagnetic signals. The SVM model has relatively low 
performance, mainly because the linear kernel has difficulty fitting the nonlinear charac-
teristics of complex electromagnetic faults. 

Figure 7 illustrates the convergence curves of six mainstream deep learning models 
(1D-CNN, Bi-LSTM, 1D-ResNet, CBAM-Net, ECA-Net, Transformer-1D) trained on the 
EMS feature dataset. All models converge stably within 80 epochs, with validation loss 
declining synchronously with training loss. This reveals the reasonable feature distribu-
tion of the dataset and the absence of severe overfitting. Attention-augmented models 
(CBAM, Transformer) maintain lower loss at late training stages and deliver substantially 
higher ACC and AUC than plain CNNs. CBAM-Net achieves the minimal final validation 
loss of 0.108. 

 

Figure 7. Training and validation loss convergence curves of deep learning and attention mecha-
nism models. 

Figure 8 shows receiver operating characteristic (ROC) curves comparing the overall 
classification capacity of traditional machine learning and advanced attention-based net-
works. All curves sit clearly above the random classification baseline. The SVM baseline 
only obtains an AUC of 0.86, while every attention-enhanced model delivers an AUC over 
0.969; 1D-Transformer achieves the highest AUC value, proving that self-attention mech-
anisms excel at capturing long-term temporal correlations among nonstationary electro-
magnetic signals. 



Electronics 2026, 15, 3166 19 of 30 
 

https://doi.org/10.3390/electronics15143166 

 

Figure 8. ROC curve comparison of the classification performance of different diagnostic models. 

Figure 9 provides precision–recall (P-R) curves to evaluate model performance on 
imbalanced EMS samples processed by the SMOTE-RU hybrid resampling algorithm. The 
average precision under each P-R curve reflects the precision–recall balance of each clas-
sifier. Even classic gradient boosting models (XGBoost, LightGBM) achieve F1 scores 
above 0.85. Combined with the ROC results, it can be concluded that the proposed multi-
dimensional feature optimization and sample balancing pipeline significantly strengthens 
the distinguishability of faint electromagnetic fault features. 

 

Figure 9. Precision–recall (P-R) curve comparison of the classification performance of all models. 

Overall, all baseline models trained on the dataset generated by our framework reach 
classification accuracy above 85.1%, and the optimal attention-augmented model hits 
95.0%. Consistent with the curve comparison results, attention architectures outperform 
conventional machine learning methods, and 1D-Transformer exhibits the strongest fit-
ting capability for time-varying electromagnetic signals. The above results fully verify that 
our method effectively addresses the cold-start diagnosis challenge of newly designed ra-
dar circuit boards. 

4.2.2. Feature Space Visualization Analysis 

To further verify the effectiveness of the proposed SMOTE-RU balancing strategy and 
multidimensional feature optimization mechanism, t-SNE and UMAP are employed to pro-
ject the high-dimensional EMS features into a two-dimensional space for visualization. 
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Figure 10 presents t-SNE and UMAP dimensionality reduction visualizations to sep-
arately verify the benefits of SMOTE-RU resampling and multidimensional feature opti-
mization. 

    
(a) (b) (c) (d) 

Figure 10. Feature space visualization before and after SMOTE-RU balancing and multidimensional 
feature optimization. (a) Original feature distribution before SMOTE-RU balancing. (b) Feature dis-
tribution after SMOTE-RU balancing. (c) UMAP visualization before feature optimization. (d) 
UMAP visualization after feature optimization. 

Figure 10a illustrates the raw feature distribution without sample balancing: minor-
ity fault samples are extremely sparse and spatially separated from majority normal sam-
ples, which reflects severe native class imbalance. After applying the SMOTE-RU hybrid 
resampling strategy, Figure 10b shows densely supplemented minority fault clusters, 
while clear interclass boundaries remain intact. This confirms that the proposed balancing 
algorithm sufficiently enriches scarce fault samples without inducing overlapping feature 
regions across different categories. Figure 10c, d compare feature distributions before and 
after multidimensional time–frequency feature screening. By removing redundant feature 
dimensions, the optimized feature set achieves tighter intraclass aggregation and larger 
separable gaps between different fault categories. 

Taken together, the two sets of visualization results jointly demonstrate two core im-
provements brought by our pipeline: first, SMOTE-RU effectively alleviates sample im-
balance via synthetic minority sample generation; second, multidimensional feature opti-
mization eliminates redundant information and enhances interclass separability. The 
combined two modules remarkably boost feature discriminability for electromagnetic 
fault classification tasks. 

Figure 11 presents the Pearson correlation matrices before and after feature optimi-
zation. The Pearson correlation coefficient ranges from −1 to 1, where values close to ±1 
denote strong linear correlation and values near 0 indicate weak correlation. As shown in 
Figure 11a, several statistical descriptors exhibit strong correlations, indicating the exist-
ence of redundant information within the original feature space. After the proposed fea-
ture optimization, as illustrated in Figure 11b, redundant correlations are significantly re-
duced while representative statistical features are retained. Consequently, the optimized 
feature set becomes more compact and informative, improving the robustness and com-
putational efficiency of the subsequent fault diagnosis model. 
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Figure 11. Pearson correlation matrices before and after feature optimization. (a) Correlation 
heatmap of original statistical features. (b) Correlation heatmap of optimized features via the pro-
posed filtering method. 

Overall, the visualization results presented in Figures 10 and 11 provide intuitive 
evidence that the proposed SMOTE-RU balancing and multidimensional feature optimi-
zation effectively suppress redundant information, enhance minority-class representa-
tion, and construct a more discriminative EMS feature space for fault diagnosis. 

4.3. Computational Efficiency and Deployment Analysis 

To evaluate the engineering applicability of the proposed data acquisition and prepro-
cessing strategy, computational efficiency analyses are conducted from the perspectives of 
scanning time, feature optimization complexity, and diagnostic inference efficiency. The ex-
periments are performed on a workstation equipped with an NVIDIA RTX 3090 GPU (24 
GB VRAM), an Intel Xeon CPU, and 64 GB RAM under the PyTorch 2.8.0 environment. 

Table 4 summarizes the computational efficiency of different processing stages. Com-
pared with traditional uniform equal-step scanning, the proposed coarse–fine adaptive 
scanning strategy reduces the total scanning time from 81 min to 43 min, achieving ap-
proximately 46.9% improvement in acquisition efficiency. This improvement is mainly 
attributed to the adaptive refinement mechanism, which focuses scanning resources on 
fault-sensitive frequency regions instead of uniformly traversing the entire spectrum. 

Table 4. Efficiency metrics of each processing module. 

Processing Stage Time Consumption Description 
Uniform Equal-Step Scanning 81 min Full-band fixed-step scanning 

Adaptive Coarse–Fine Scanning 8 + 35 = 43 min Adaptive fault-sensitive scanning 
Raw Feature Extraction 100% Features All original features retained 
Feature Optimization 53% Features Retained Pearson + tree model selection 
Diagnostic Inference 6.1 ms/sample Measured on RTX 3090 platform 

In addition, the proposed Pearson correlation and tree-model-based feature optimiza-
tion strategy effectively removes redundant and low-relevance features. After feature selec-
tion, only 53% of the original features are retained, resulting in an approximately 47.0% re-
duction in feature processing complexity while simultaneously improving classification ac-
curacy. These results indicate that the optimized feature subset preserves the most discrim-
inative information while suppressing feature redundancy and noise interference. 

To further evaluate practical deployment capability, diagnostic inference latency is also 
measured using the collected dataset. The experimental results show that the average infer-
ence time is only 6.1 ms per sample on the RTX 3090 platform (as illustrated in Figure 4), 
satisfying the real-time requirements of online electromagnetic fault diagnosis applications. 
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Overall, the proposed data acquisition and preprocessing strategy achieves a favor-
able balance between computational efficiency, diagnostic accuracy, and practical deploy-
ment capability for large-scale radar timing signal analysis tasks. 

4.4. Ablation Study 

This section takes CBAM-Net as the unified baseline backbone and carries out two 
groups of ablation experiments in sequence. The first group ablates multi-channel KSP 
input configurations to clarify the value of multi-channel synchronous multi-domain 
sensing. The second group quantifies the independent performance gain brought by three 
core modules of the EMS data construction pipeline: adaptive coarse-to-fine scanning, 
SMOTE-RU hybrid resampling and Pearson–tree joint feature optimization. 

4.4.1. Ablation on Multi-Channel KSP Input Configurations 

To quantitatively analyze the independent contribution of each KSP branch to fault 
diagnosis accuracy, this paper designs six ablation control experiments with KSP measur-
ing points added step by step. Limited by the quantity of acquisition channels, simultane-
ous sampling of all six KSP signals cannot be realized. As the primary power supply node 
of the circuit board, the 12 V power KSP usually presents the most obvious electromag-
netic susceptibility features. Accordingly, the experiments start with VCC_12V, then se-
quentially incorporate the fiber channel and 25 MHz clock signal, followed by separate 
voltage measuring points of GPU, FPGA and CPU, forming six groups of tests in total. 
The complete experimental metrics are listed in Table 5. 

Table 5. Ablation results of multi-channel KSP input combinations. 

Experiment  
ID 

VCC_CPU VCC_FPGA VCC_GPU VCC_12V VCC_Fiber CLK_25M ACC (%) F1-Score 
(%) 

AUC 
(%) 

Test 1 ✗ * ✗ ✗ ✓ * ✗ ✗ 88.3 87.1 90.4 
Test 2 ✗ ✗ ✗ ✓ ✓ ✗ 89.7 88.5 91.6 
Test 3 ✗ ✗ ✗ ✓ ✓ ✓ 90.1 89.6 92.1 
Test 4 ✗ ✗ ✓ ✓ ✓ ✓ 92.5 91.6 94.4 
Test 5 ✗ ✓ ✗ ✓ ✓ ✓ 93.7 92.0 93.3 
Test 6 ✓ ✗ ✗ ✓ ✓ ✓ 94.1 92.7 96.1 

*: ✓, KSP input used; ✗, KSP input unused. 

The model’s diagnostic performance improves continuously as more KSP measuring 
points are included in input branches. The baseline scheme that only adopts the single 12 
V power measuring point (Test 1) achieves the lowest accuracy of merely 88.3%. After 
adding the fiber channel measuring point (Test 2) and the 25 MHz clock measuring point 
(Test 3) one after another, the accuracy rises to 89.7% and 90.1%, respectively. Further 
introducing the GPU voltage branch (Test 4) and the FPGA voltage branch (Test 5) pushes 
the accuracy to 92.5% and 93.7%. Test 6 adopts the configuration with VCC_12V, VCC_Fi-
ber, CLK_25M and VCC_GPU activated, which achieves the optimal diagnostic perfor-
mance with an accuracy of 94.1%, an F1-score of 92.7% and an AUC value of 96.1%. This 
result proves that the separate power domains of CPU, FPGA and GPU carry differenti-
ated electromagnetic fault features. 

The steady growth in diagnosis accuracy with the increasing number of measuring 
points reveals that multi-channel synchronous KSP sampling can fuse complementary 
electromagnetic features from power supply, optical communication and clock circuits. 
Monitoring with only a single branch cannot fully reflect the overall operating state of the 
circuit board, which further verifies that full-dimensional multi-physical KSP deployment 
is an essential condition for high-precision electromagnetic susceptibility fault diagnosis. 
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4.4.2. Ablation on Core Modules of EMS Data Construction Pipeline 

Based on the high-quality dataset collected from all six KSPs described in Section 
4.1.3, we further conduct ablation experiments on the three core modules of the proposed 
data generation pipeline. Three incomplete variants are designed for comparison: full-
band equal-step scanning replacing adaptive coarse–fine scanning; dataset training with-
out SMOTE-RU balancing; and raw feature input without Pearson–tree joint screening. 
The quantitative results are summarized in Table 6. 

Table 6. Ablation results of core modules in the EMS data construction pipeline. 

Method Variant Adaptive 
Scanning 

SMOTE-RU 
Balancing 

Feature Optimi-
zation 

ACC 
(%) 

F1-Score (%) AUC (%) 

Equal-step Scanning ✗ * ✓ * ✓ 93.1 92.4 95.0 
Without SMOTE-RU ✓ ✗ ✓ 91.7 89.2 93.3 

Without Feature Optimization ✓ ✓ ✗ 92.5 91.6 94.4 
Full Proposed Pipeline ✓ ✓ ✓ 95.0 91.7 96.0 

*: ✓, functional module used; ✗, functional module unused. 

Compared with the complete pipeline, each removed module brings clear perfor-
mance degradation, and the specific quantitative gains are analyzed as follows: 

Adaptive coarse-to-fine scanning: Replacing it with equal-step full-band scanning cuts 
ACC by 1.9% and AUC by 1.0%. The two-stage scanning accurately locks narrow sensitive 
bands and refines fault boundaries, bringing obvious performance improvement. 

SMOTE-RU hybrid resampling: This module produces the most prominent promo-
tion. Without balancing, the F1-score decreases from 91.7% to 89.2%, a drop of 2.5%. Se-
vere sample imbalance suppresses the identification ability of minority fault samples, and 
the hybrid sampling strategy effectively alleviates this defect. 

Pearson–tree joint feature optimization: Discarding the screening module reduces 
ACC by 2.5% and AUC by 1.6%. Redundant feature dimensions interfere with model 
training; the filtering step compresses feature space and simultaneously improves classi-
fication accuracy and generalization. 

In conclusion, adaptive scanning, SMOTE-RU sample balancing and multidimen-
sional feature optimization have complementary functions. The collaborative use of all 
three modules achieves the optimal fault diagnosis performance. 

4.5. Cross-Board Validation 

To verify the generalization performance of the proposed data construction frame-
work, the full pipeline consisting of KSP configuration, adaptive coarse-to-fine frequency 
scanning, SMOTE-RU sample balancing and time–frequency feature optimization is im-
plemented on two heterogeneous circuit boards of the same radar platform, namely, the 
display control board and data processing board. All boards share the unified EMI injec-
tion scheme and a 100–400 MHz test frequency band, yet they differ greatly in circuit ar-
chitecture, functional logic and EMS response characteristics, which builds a convincing 
cross-board validation scenario. 

Table 7 systematically compares the core hardware indicators of the source timing 
control board and two target boards. Although all boards adopt the same 3.3 V/12 V 
power supply and three-class KSP monitoring system, prominent structural gaps remain 
in core processors, clock frequency configurations and peripheral interface circuits. The 
source board equips the FPGA + CPU hybrid architecture with DP, Ethernet and optical 
fiber interfaces; Target Board A replaces the CPU with a DSP and introduces a dedicated 
RapidIO high-speed bus; and Target Board B adopts a CPU + GPU computing framework 
and rearranges the connection topology of display and communication interfaces. 
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Table 7. Hardware specifications and structural discrepancies between source and target radar boards. 

Item Source Board Target Board A Target Board B 
Board Function Radar timing control Radar data processing Radar display control 
Main Processor FPGA + CPU FPGA + DSP CPU + GPU 

Power Input 3.3 V/12 V 3.3 V/12 V 3.3 V/12 V 
Reference Clock 25/48/100 MHz 100/125 MHz 48/100 MHz 
Key Interfaces Ethernet, DP, optical fiber RapidIO, optical fiber Ethernet, DP 

KSP Type PI-KSP, Timing-KSP, Data-KSP PI-KSP, Timing-KSP, Data-KSP PI-KSP, Timing-KSP, Data-KSP 
Differences - Different processor and interface  Different processor 

Under consistent EMI excitation frequency and power, the above hardware discrep-
ancies create unique electromagnetic coupling paths for each board, leading to completely 
different EMS fault response signals. Such obvious hardware heterogeneity raises strict 
requirements for the generalization capacity of diagnostic algorithms. Subsequent cross-
board experimental results will prove that the multi-KSP acquisition and feature optimi-
zation framework proposed in this paper can extract universal electromagnetic fault fea-
tures irrelevant to specific circuit structures. It can maintain stable high-precision diagno-
sis effects on hardware with disparate architectures, which fully verifies its remarkable 
cross-platform generalization and transfer learning performance. 

For both target boards, EMS datasets are generated in strict accordance with the uni-
fied experimental criteria provided in Section 4.1. Interference injection power is split into 
three tiers bounded by 15 dBm, 22.3 dBm and 27.8 dBm, corresponding to mild soft faults, 
moderate soft faults and irreversible hard faults in sequence. Hierarchical contrast exper-
iments are conducted to quantify the influence of interference power (fault excitation am-
plitude) on cross-board recognition performance. Two evaluation schemes are set to test 
the generalization capability of the constructed dataset: 

(1) Direct cross-board inference: The model trained on the source timing control board 
is directly deployed without any parameter adjustment; 

(2) Lightweight fine-tuning: The feature extraction backbone is frozen, and only the final 
classification layer is retrained using merely 10% of the labeled samples from each 
target board. 

All cross-domain test results are aggregated in Table 8. 

Table 8. Cross-board diagnostic accuracy under three interference power grades. 

Target Circuit Board Fault Severity  
(Injection Power) 

Accuracy Without 
Fine-Tuning (%) 

Accuracy After Fine-Tuning  
(10% Target Samples, %) 

Data Processing Board Mild Soft Fault 76.5 84.1 
Data Processing Board Moderate Soft Fault 86.9 91.8 
Data Processing Board Hard Fault 81.4 89.7 
Display Control Board Mild Soft Fault 78.2 85.7 
Display Control Board Moderate Soft Fault 88.1 91.2 
Display Control Board Hard Fault 83.6 90.5 

The above table records the cross-board classification accuracy of two target boards 
under three interference power levels and compares the performance gap between direct 
inference and lightweight fine-tuning with only 10% of the target labeled data. The per-
formance rules of three fault grades are summarized as follows: Mild soft faults (15–22.3 
dBm): Weak interference only generates obscure fault features. Direct inference achieves 
only 76.5% and 78.2% accuracy on the two boards, respectively, with an accuracy gain of 
roughly 7–8 percentage points after fine-tuning. Low feature distinguishability makes 
mild soft faults the biggest obstacle to cross-domain diagnosis. Moderate soft faults (22.3–
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27.8 dBm): Obvious signal distortion forms highly matched feature distributions between 
source and target boards. The direct inference accuracy exceeds 86.9%, and both boards 
obtain over 91% accuracy after fine-tuning, representing the optimal cross-board general-
ization interval. Hard faults (>27.8 dBm): Severe hardware damage brings salient fault 
modes, but inconsistent hardware failure mechanisms among different boards introduce 
obvious domain offsets. The untuned accuracy ranges from 81.4% to 83.6%, and the index 
climbs to nearly 90% after fine-tuning. 

In general, cross-board diagnosis accuracy changes nonlinearly with injection power. 
It reaches the maximum value under moderate interference and decreases for mild and 
hard fault conditions. Mild soft faults become the main limiting factor of cross-domain 
identification. Even with only a small proportion of target samples for fine-tuning, the 
proposed data construction framework maintains favorable generalization on heteroge-
neous radar circuit hardware. 

5. Conclusions 
This paper proposes an efficient, rapid construction workflow for EMS datasets tar-

geting radar timing control digital boards. The core technical contributions and experi-
mental outcomes are concluded as follows: 

1. A two-stage adaptive coarse–fine scanning strategy is developed specifically for ra-
dar digital board testing. Different from traditional full-band equal-step sweeping 
that suffers from low efficiency and missing narrowband sensitive frequency points, 
this scheme adopts a 20 MHz coarse step to quickly locate candidate frequency bands 
and a 1 MHz fine step to accurately depict fault boundaries. It shortens the overall 
test time from several hours to 43 min, with fault frequency positioning precision up 
to ±0.5 MHz. 

2. A unified multidimensional EMS data processing pipeline is constructed, consisting 
of multi-domain synchronous KSP sensing, SMOTE-RU hybrid resampling and 
time–frequency feature screening. This framework overcomes three typical defects 
of single-channel monitoring: incomplete signal acquisition, severe sample imbal-
ance and redundant feature dimensions. It achieves full-spectrum holographic col-
lection of electromagnetic signals, and the optimized feature subset halves the com-
putational burden of subsequent diagnostic models. 

3. Cross-hardware tests on two heterogeneous radar boards under three interference 
power levels demonstrate that lightweight fine-tuning using only 10% of the target 
samples significantly improves cross-domain classification accuracy. Moderate inter-
ference yields the best generalization performance, whereas mild soft faults with am-
biguous features act as the main constraint for cross-board recognition. The diagnosis 
accuracy varies nonlinearly with excitation power, which validates the strong trans-
ferability of our method at a low retraining cost. 

4. A hierarchically annotated EMS dataset covering multiple equipment degradation 
states is built. Unlike conventional single-criterion EMS data, the samples are labeled 
as mild soft fault, moderate soft fault and irreversible hard fault according to hard-
ware damage severity. Such multi-grade labeled data can be archived as a standard-
ized EMS database and also serve high-precision intelligent diagnosis under variable 
EMI intensities. 

From an engineering perspective, the proposed integrated pipeline eliminates the cold-
start barrier of EMS fault diagnosis for newly designed radar circuit boards. It can be directly 
applied to electromagnetic anomaly monitoring and active electromagnetic protection of 
brand-new digital hardware. In summary, this workflow offers a low-cost, standardized 
EMS testing solution for radar boards without sufficient historical fault samples. 
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Limitations of This Work: 

1. Limited test environment: All cross-board experiments are conducted on a single ra-
dar platform with fixed sinusoidal interference and static KSP layouts. Its generali-
zation ability on cross-system radar boards, public EMC benchmark datasets and di-
verse interference waveforms (pulse, swept, broadband) remains unvalidated. 

2. Rigid monitoring setup: The KSP deployment scheme is fixed throughout the exper-
iments, lacking self-adaptive adjustment logic to fit circuit boards with different to-
pologies. 

Future Research Directions: 

1. Investigate feature extraction algorithms to capture inter-board electromagnetic cou-
pling characteristics for multi-card collaborative radar systems. 

2. Expand dataset coverage by incorporating complex excitation sources such as pulse 
and broadband interference to enrich fault diversity. 

3. Design an online incremental data fusion algorithm to mitigate data distribution drift 
in real-time EMS fault diagnosis tasks. 
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Abbreviations 
The following abbreviations are used in this manuscript: 

EMS Electromagnetic Susceptibility 
EMC Electromagnetic Compatibility 
EMI 
CBAM 

Electromagnetic Interference 
Convolutional Block Attention Module 

CNN Convolutional Neural Network 
PCB Printed Circuit Board 
RFSoC Radio Frequency System-on-Chip 
KSP Key Signal Point 
PI Power Integrity 
Timing-KSP Timing Reference KSP 
Data-KSP Data Interaction KSP 
LDO Low Dropout Regulator 
t-SNE t-Distributed Stochastic Neighbor Embedding 
UMAP Uniform Manifold Approximation and Projection 
PLL Phase Locked Loop 
FFT Fast Fourier Transform 
SI Signal Integrity 
BER Bit Error Rate 
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AUC Area Under the ROC Curve 
RBF Radial Basis Function 
SMOTE Synthetic Minority Oversampling Technique 
SMOTE-RU Synthetic Minority Oversampling Technique and Random Undersampling 

Appendix A 
Appendix A.1. Unified Mathematical Symbols and Dataset Variable Notations 

Unified notations for mathematical symbols and dataset variables are used in this 
manuscript: 

Table A1. Unified notation for dataset- and sample-related variables. 

Symbol Definition Unit/Value Range 
Corresponding Equation 

& Section 𝐷௡௢௥ Set of normal operating samples / Equation (1), Section 3.3.1 𝐷௙௔௨௟௧ Set of electromagnetic fault samples / Equation (1), Section 3.3.1 𝐷௡௢௥ᇱ  
Balanced normal sample subset after random 

undersampling 
/ Equation (3), Section 3.3.1 𝑥௜ Original feature vector of a single fault sample Multidimensional feature Equation (2), Section 3.3.1 𝑥௝ Neighbor sample of in feature space Multidimensional feature Equation (2), Section 3.3.1 𝑥௡௘௪ 

Synthetic fault sample generated by SMOTE 
interpolation 

Multidimensional feature Equation (2), Section 3.3.1 𝜆 Random interpolation weight for SMOTE Uniform distribution Equation (2), Section 3.3.1 𝑦 Category label of sample (health/soft fault/hard fault) Integer label Equation (4), Section 3.3.2 𝑓௜  
Single-dimensional raw feature extracted from KSP 

signals 
Scalar Equation (4), Section 3.3.2 

Appendix A.2. Pseudocode of the Proposed EMS Data Construction End-to-End Pipeline 

To facilitate reproducibility, we present the complete pseudocode of the proposed 
EMS data construction pipeline as a unified end-to-end workflow. 

Algorithm A1 Complete EMS Data Construction and Fault Diagnosis Pipeline 

INPUT: 
  Frequency range [𝑓௠௜௡,𝑓௠௔௫] = [100,400] MHz; 
  Power range [𝑃௠௜௡,𝑃௠௔௫] = [15,35]dBm; coarse step 𝛥𝑓௖ = 20 Hz; 
  Fine step Δ𝑓௙ = 1 MHz; power gradient Δ𝑃 = 1 dBm; 
  SMOTE neighbors 𝑘 = 5; correlation threshold ρ = 0.3; 
  Feature importance threshold = 0.05. 
OUTPUT: 

Raw dataset D; cleaned dataset 𝐷௖௟௘௔௡; balanced dataset 𝐷௕௔௟௔௡௖௘ௗ; 
  Optimized dataset 𝐷௢௣௧; metrics {ACC,F1,AUC}. 
// Phase 1: KSP Configuration and Hardware Initialization (Section 3.1) 
1.  Configure KSP monitoring: PI-KSP (VCC_12V, VCC_CPU, VCC_FPGA, VCC_GPU), 
        Timing-KSP (CLK_25M), Data-KSP (VCC_Fiber); 
2.  Initialize RFSoC Acquisition Unit: 2.5 GSa/s sampling, 14-bit resolution, 
        picosecond-level multi-channel synchronization; 
3.  Acquire normal-state baseline waveforms for all KSPs; 
// Phase 2: Coarse Scan (Section 3.2.1) 
4.  Initialize candidate sensitive frequency set: 𝑆௖ <- {}; 
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5.  FOR f = 𝑓௠௜௡ TO 𝑓௠௔௫ WITH STEP Δ𝑓௖  = 20 MHz DO 
6.      Inject interference at frequency 𝑓, power 𝑃 = 25 dBm; 
7.      Collect KSP response: average over 10 repeated measurements -> 𝑊௙; 
8.      IF peak_error (W୤, 𝑊௕௔௦௘) >= 20% OR ripple_coeff (𝑊௙) >= 5% THEN / 
               𝑆௖ <- 𝑆௖ UNION{f}; 
9.     END IF 
10. END FOR 
// Phase 3: Fine Scan (Section 3.2.2) 
11. Initialize raw dataset: D <-{} 
12. FOR EACH 𝑓௖ IN 𝑆௖ DO 
13.     FOR f = (𝑓௖-10) TO (𝑓௖ + 10)MHz, STEP Δ𝑓௙ = 1 MHz DO 
14.         FOR P = 𝑃௠௜௡ TO 𝑃௠௔௫  , STEP Δ𝑃 = 1 dBm DO 
15.             Inject interference at (f, P); collect 𝑊(௙,௉); 
16.              Monitor: BER, clock jitter, display/Ethernet/serial status; 
17.             Assign 4-level label: 

       18.                Health / Mild Soft Fault (10⁻4 >= BER > 0) /  
                Moderate Soft Fault (10⁻3 >= BER > 10⁻⁴)/ Hard Fault (BER > 10⁻3); 

19.                D <- D UNION{(𝑊(௙,௉),label)}; 
20.         END FOR 
21.     END FOR 
22. END FOR 
// Phase 4: Data Preprocessing (Section 3.3.1) 
23. Clean D: missing value interpolation, outlier removal, noise filtering ->𝐷௖௟௘௔௡; 
// Phase 5: SMOTE-RU Hybrid Balancing (Section 3.3.1) 
24. Stratified split 𝐷௖௟௘௔௡ into training set 𝐷௖௧௥௔௜௡, validation set 𝐷௖௩௔௟, / 
    and test set 𝐷௧௘௦௧; 
25. Partition 𝐷௧௥௔௜௡ -> 𝐷௧௥௔௜௡_௡௢௥ (majority), 𝐷௧௥௔௜௡_௙௔௨௟௧ (minority); 
26. FOR EACH 𝑥௜ IN 𝐷௧௥௔௜௡_௙௔௨௟௧ DO 
27.     Find k = 5 nearest neighbors {𝑥௝} of 𝑥௜ within 𝐷௧௥௔௜௡_௙௔௨௟௧; 
28.     Select random x୨; draw 𝜆 ~ Uniform(0,1); 
29.     𝑥௡௘௪ <- 𝑥௜ + 𝜆 ∗ ൫𝑥௝ − 𝑥௜൯; 
30.     𝐷௧௥௔௜௡_௙௔௨௟௧ <- 𝐷௧௥௔௜௡_௙௔௨௟௧ UNION {𝑥௡௘௪}; 
31. END FOR 
32. 𝐷௧௥௔௜௡_௡௢௥ʹ <- RandomSample(𝐷௧௥௔௜௡_௡௢௥) to obtain 1:1 ratio with 𝐷௧௥௔௜௡_௙௔௨௟௧; 
33. 𝐷௧௥௔௜௡_௕௔௟௔௡௖௘ௗ <- 𝐷௧௥௔௜௡_௙௔௨௟௧ UNION 𝐷௧௥௔௜௡_௡௢௥ʹ; 
// Phase 6: Time–Frequency Feature Extraction (Section 3.3.2) 
34. Extract time–frequency features from 𝐷௧௥௔௜௡_௕௔௟௔௡௖௘ௗ ->𝑋௧௥௔௜௡; 
35. Extract the same features from 𝐷௩௔௟ -> 𝑋௩௔௟; 
36. Extract the same features from 𝐷௧௘௦௧ -> 𝑋௧௘௦௧; 
// Phase 7: Feature Importance Screening (Section 3.3.2) 
37. Compute Pearson correlation 𝜌(𝑓௜ ,𝑦) using 𝑋௧௥௔௜௡ only; 
38. Train Random Forest on 𝑋௧௥௔௜௡ only and compute Importance(𝑓௜); 
39. 𝐹௢௣௧ <- {𝑓௜: |𝜌(𝑓௜ ,𝑦)| >= 0.3 AND Importance(𝑓௜) >= 0.05}; 
40. Build optimized datasets: 
41.       𝐷௧௥௔௜௡_௢௣௧ using 𝐹௢௣௧, 𝐷௩௔௟_௢௣௧ using 𝐹௢௣௧, 𝐷௧௘௦௧_௢௣௧ using 𝐹௢௣௧. 
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