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Abstract

The transition to a globalized, fabless semiconductor manufacturing model has integrated
third-party foundries and external intellectual property (IP) vendors into the integrated circuit
(IC) design cycle. While this collaborative system promotes innovation, it also exposes layouts
to security threats. Protecting these designs is paramount; however, applying traditional en-
cryption methodologies fundamentally alters the syntactic hierarchy of the industry-standard
GDSII stream format, causing electronic design automation (EDA) tools to crash. Furthermore,
a full encryption hinders modern system-on-chip (SoC) development, where different teams
require access to specific modules of the design, without exposing the entire IP. To resolve
this issue between collaborative layout sharing and zero-trust security, this paper presents a
software implementing an encryption engine. By applying the NIST-standardized FF1 Format-
Preserving Encryption (FPE) algorithm directly to the geometric data, the proposed software
obfuscates sensitive spatial coordinates and structural nomenclature while maintaining the
native GDSII format. The engine embeds multi-tiered cryptographic access control directly
into the layout, utilizing native metadata properties. This framework allows proprietary logic
to be securely compartmentalized, ensuring that interacting parties only view the specific
structures they possess the clearance to decrypt.

Keywords: electronic design automation; hardware security; IP protection; GDSII; format-
preserving encryption; tiered cryptographic access control

1. Introduction

The modern semiconductor industry is driven by a highly distributed and horizontal
supply chain, where the design, verification, and manufacturing of integrated circuits (ICs)
are often handled by different entities. While this fabless model has accelerated technologi-
cal innovation, outsourcing manufacturing has introduced severe security vulnerabilities
into the chip design cycle, including IC overproduction, the sale of out-of-specification
chips, and the piracy of highly sensitive intellectual property (IP) by untrusted third-party
foundries [1]. At the center of this vulnerability is the exchange of physical layout data
itself, which serves as the ultimate blueprint for chip fabrication.

For decades, the Graphic Data System II (GDSII) [2] format has been the industry
standard for data exchange in electronic design automation (EDA). A GDSII file depicts
the entire physical layout of a chip in a hierarchical structure, including geometric data,
such as BOUNDARY (polygons) and PATH (wires). These pieces of information define the
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exact placement of every transistor, interconnect, and standard cell on the silicon wafer.
The fabrication of a modern mask is highly costly; as such, any error or misinterpretation
in the GDSII file can result in the failure of the procedure, thus vastly increasing this
cost. Consequently, the semiconductor industry is highly conservative, relying mostly on
established GDSII flows and legacy EDA tools.

Considering the importance of the layout data, as well as the cost of the fabrication,
the security of these files is a necessity that also presents a technical challenge. Traditional
encryption algorithms, such as Advanced Encryption Standard (AES) [3] operating in Ci-
pher Block Chaining (CBC) [4] mode, transform data into high-entropy binary strings that
completely change the format and length of the original input. Applying this type of en-
cryption to a GDSII file would corrupt its hierarchical structure, causing downstream EDA
compilers and layout viewers to instantly crash, rendering the file format useless for the
manufacturing steps. Cost-wise, modifying the already existing systems across the entire
supply chain to accommodate standard encryption would require an economically unviable
overhaul of the already established design flows, while also adding possible developmental
delays, both in terms of modifying the procedure itself as well as its execution.

Furthermore, in academia and research environments, while simpler formats are
occasionally used, they lack the industrial-scale features necessary for modern manufac-
turing, such as complex namespace management, array support, and datatype layers,
therefore hindering researchers’ effort. Based upon these reasons, finding a way to secure
the industry-standard GDSII format without breaking compatibility is a critical imperative
for both academic research and industrial fabricators.

Securing data without destroying its structural integrity requires the application of
Format-Preserving Encryption (FPE) [5]. The advantage of FPE over classic encryption is
its ability to secure data within systems that have rigid and predefined data models. FPE
algorithms guarantee that the ciphertext belongs to the exact same domain and format
as the plaintext. In the context of GDSII encryption, FPE allows the specific coordinate
arrays of proprietary geometries to be mathematically scrambled while preserving the
exact multi-line ASCII formatting and file length required by strict EDA parsers.

While applying FPE across an entire layout solves the format compatibility issue,
modern collaborative environments also demand selective and multi-level data obfuscation.
In system-on-chip (SoC) development, IP providers frequently license hard macros to
third-party integrators. A selective encryption approach allows providers to scramble
internal proprietary geometries, rendering them as “black box”, while leaving external
pin coordinates and outer boundaries in plaintext to enable accurate floorplanning and
routing. A tiered security model is also necessary for secondary supply chain interactions,
not just IP integration. For example, EDA software vendors and IT engineers require
GDSII datasets in order to test and evaluate their software without risking IP exposure.
Compliance and contractual obligations often dictate that external partners verify designs
and non-sensitive information without acquiring the capability to access the full design;
hence, an all-or-nothing encryption scheme proves restrictive and emphasizes the need for
varying levels of structural visibility depending on the interacting party’s role.

Similarly, in academic and research settings, this selective approach bridges the gap
between theoretical EDA research and industrial application. It enables the safe sharing
of benchmark layouts, allowing researchers to mask restricted proprietary foundry data
while leaving the necessary structural topology fully accessible for study.

To address these challenges, this paper introduces a novel encryption engine: a security
platform designed to implement tiered cryptographic access control directly within the
physical layout file while preserving its original format. The proposed engine makes the
following key contributions to the field of hardware security and EDA:
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¢  Format-Preserving Geometric Obfuscation: We apply the NIST-standardized FF1 en-
cryption algorithm directly to the coordinate arrays of proprietary elements. By main-
taining the GDSII “Boundary Closure Rule” and preserving the multi-line formatting
required by EDA parsers, the engine generates an encrypted layout that completely
obfuscates visual IP while remaining compliant with the downstream tools.

*  Selective Targeting and Filtering: The engine employs a parser that actively bypasses
open-source or foundry-standard cells, leaving them in plaintext, ensuring that essential
foundational routing and standard architecture remain intact and verifiable by third parties.

* Tiered Cryptographic Access Control: We introduce a dynamic layer-tagging sys-
tem utilizing GDSII metadata fields. Using that, the engine can inject tier-based
cryptographic access-control tags into the layout.

*  Look-Ahead Decryption Buffer: We implement a decryption buffer that reads these
metadata markers and checks the user’s specific key clearance. Our buffer enables
partial, module-by-module decryption based on authorization level, allowing a single
GDHSII file to be securely distributed.

The remainder of this paper is organized as follows: Section 2 provides the background
theory. Section 3 details the materials and cryptographic methods. Section 4 describes the
architecture and implementation of the proposed engine. Section 5 presents the experimental
results and performance evaluation, and Section 6 discusses the findings alongside future work.

2. Background Theory

To provide a foundation for our work, this section bridges the domains of hardware
security, traditional cryptography, and structured data protection. Given that the direct
application of FPE to VLSI layout data is highly novel, to our knowledge and research, it is
necessary to examine the underlying vulnerabilities of IC design and the cryptographic
primitives that enable our proposed solution.

The globalization of the semiconductor supply chain has exposed physical layouts to
untrusted foundries and third-party vendors. Adversaries have developed comprehensive
and sophisticated methodologies for chip-to-system reverse engineering, threatening the
proprietary logic of fabless design houses [6]. Modern adversaries do not rely solely on
manual inspection, while automated tools designed for gate-level netlist reverse engineer-
ing can process layout data to recover core functionality or identify insertion points for
malicious logic [7]. Based on that, there is a necessity to secure geometric primitives before
the GDSII file is transmitted across the supply chain.

The broader hardware security field increasingly relies on layout-aware methodologies
and emerging device architectures to mitigate a wider spectrum of threats. For instance,
recent advancements explore device-level protections utilizing magnetic tunnel junctions and
spintronic synapses to secure deep neural networks and hardware functions against model
replication and machine learning attacks [8-10]. Similarly, active physical vulnerabilities
are addressed through comprehensive fault-attack countermeasure benchmarking [11] and
layout-aware assessments targeting timing fault-injections [12]. These approaches highlight
the critical intersection of device-level architectures, physical layout properties and hardware
security. However, their primary objectives focus on active device-level defenses, leaving a
gap regarding zero-trust, static data confidentiality for IP distribution. This gap also extends
to traditional IP protection methods. While logic and layout obfuscation counter reverse
engineering, they alter a design’s geometry, which can degrade overall performance and
require re-synthesis. Additionally, standard Digital Rights Management (DRM) frameworks
typically demand proprietary toolchains that operate solely at the RTL or netlist stages. These
limitations emphasize the need for a solution that secures the layout at the syntactic level,
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therefore protecting the layout without altering the underlying logic or relying on external
toolchains. The format-preserving approach proposed in this paper addresses this constraint.

The response to data vulnerability is encryption; however, traditional block ciphers,
such as the Advanced Encryption Standard (AES), maximize entropy and are designed
to operate on fixed blocks, which requires padding mechanisms that change the length,
character set, and structural boundaries of the plaintext [13]. As discussed in Section 1,
GDSll is a rigid format; as such, standard encryption algorithms and methods are practically
incompatible with this format due to the hierarchical data structures required by EDA
parsers. The application of standard block ciphers upon an EDA layout file corrupts its
syntactic hierarchy, causing downstream compilers to crash or produce errors. Based on
that, the semiconductor industry would require a cryptographic method that operates
within the confines of the GDSII data model rather than breaking it.

To address the issues produced by the use of traditional algorithms on highly struc-
tured data, the cryptographic community developed Format-Preserving Encryption (FPE).
A building material of modern FPE algorithms is the tweakable block cipher, which, unlike
standard ciphers, can incorporate an additional, and sometimes public, parameter called
tweak. This tweak introduces variability and ensures domain separation without requiring
the underlying cryptographic key to be changed [14]. Our engine prevents the generation
of identical ciphertext entries inside the encrypted file, where identical coordinate integers
would result in the same encrypted values, by altering the tweak and basing it upon the
context of geometrical data.

The concept of securing sensitive data while leaving structural headers intact has been
utilized in other fields, like multimedia security, where selective encryption allows video
players to parse streaming formats while the underlying visual data remains obfuscated [15].
While this is established for image and video formats, there is currently no existing research
exploring the application of FPE directly to the data of VLSI layout files. Our work is an
effort to fill that gap by adapting this approach to the EDA domain.

In collaborative SoC development, monolithic file encryption is easily applicable;
however, engineering teams and external partners require access to specific localized
modules without exposing the entire chip. Establishing selective security and access
permissions across a distributed offline system presents challenges.

Traditional organizational security relies on Role-Based Access Control (RBAC) [16]
to enforce the principle of least privilege. Full RBAC systems, however, necessitate con-
tinuous identity management, active authentication, authorization, policy revocation and
auditability. Applying such dynamic policy enforcement within a static offline layout file
is impractical.

While inspired by the organizational goals of RBAC, specifically enforcing the principle
of least privilege, our scheme realizes a strict tiered cryptographic access control model.
By moving the access control logic away from the application level and embedding it
directly into the physical layout data using native GDSII metadata fields, the engine injects
a multi-tiered cryptographic tagging system. This framework encrypts sensitive modules
based on the user’s specific cryptographic key clearance while leaving non-sensitive ones
in plaintext. This ensures that third parties view only the specific structures they are
authorized to access, while achieving a zero-trust layout distribution model that is both
self-contained and statically secure.

3. Materials and Methods

In order to achieve Format-Preserving Encryption (FPE) and multi-tiered access control
over IC layout data, our methodology relies on a combination of data parsing and modern
encryption standards. This section analyzes the structural materials used by our software.
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3.1. GDSII Data Model

In order to process and encrypt/decrypt the GDSII data format, our system converts it
into ASCII text form. Our methodology targets specific geometric and structural primitives that
contain sensitive parts of a layout design. These primitives are BOUNDARY records that define
closed polygons via sets of coordinates, PATH records defining the interconnections/wires,
and, finally, SREF/AREF records that define the structural and array references of the design.

A constraint presented by the GDSII format is the “Boundary Closure”, which dictates
that the first and the last sets of coordinates of a polygon must be identical. Furthermore,
the format has a strict hierarchical mapping using Layer and Datatype integers to represent
physical materials. As such, any encryption process must preserve these geometric rules,
coordinate lengths, and layer numbers to remain compliant with EDA parsers.

3.2. Format-Preserving Encryption (FF1)

The encryption algorithm applied to the GDSII files by our engine is the FF1 algorithm,
which is an NIST-standardized FPE scheme originally proposed by its creators as the “FFX
Mode of Operation” in [17]. FF1 operates as a 10-round Feistel network, using AES in its core.

GDSII files contain geometric coordinates (integers) and string-based naming in their
modules; consequently, FF1 is configured to operate across these two domains:

¢ Geometric Coordinate Domain (Numeric): Physical XY coordinates are encrypted
using a radix of 10. To accommodate the negative coordinates that exist in layout
designs, we apply an offset to map all coordinates into the positive space before FF1
encryption begins, ensuring that the cipher operates in a valid domain.

*  Module Namespace (Alphanumeric): Cell names and structure references are en-
crypted using a radix of 72. This radix corresponds to the range of letters, digits, and
special characters that are compliant with GDSII format.

3.3. Contextual Tweak Derivation

To ensure that plaintext coordinates will not be encrypted to identical ciphertext
coordinates, our software uses a contextual tweak. For every geometric element, a unique
string is constructed by combining the cell’s name, the active layer, and the use of a global
counter. After its construction, this string is hashed using SHA-256 [18], providing a unique
tweak for FF1. As a result, these identical geometric shapes placed in different areas of the
layout will have different ciphertext values.

3.4. Selective Processing and Look-Ahead Buffering

Our method implements a “Look-Ahead” block-by-block buffering technique in order
to achieve tiered access control and selective encryption. When the layout is being parsed,
geometric blocks are buffered in the memory one-by-one. A filter is also applied upon
the buffer that is responsible for identifying cell references and categorizing them based
upon the user’s settings. As such, if a block is identified as “non-sensitive” it will not
be encrypted, while if it is set as “sensitive” it will be processed by FF1. To solve the
Boundary Closure issue and set the polygon coordinates correctly, the final set of encrypted
coordinates will be set as equal to the first.

3.5. Threat Model and Adversary Capabilities

To evaluate the security of the proposed engine, we define the threat model based on
semi-honest adversary within the IC supply chain. The adversary represents a participant
with legitimate interest, such as an IP integrator, IT engineer, or research partner. In these
examples, the adversary receives the GDSII file but lacks the cryptographic clearance (keys)
to access specific higher-tier encrypted modules. The foundry’s role is excluded from the
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protection model as it requires a fully decrypted layout for manufacturing. We also assume
that the underlying cryptographic primitives used within FF1 and subsequently AES, are
mathematically secure against standard cryptanalysis. Under this model, the adversary’s
capabilities and available knowledge are defined as follows:

*  Access to partial keys: Tiered access control dictates that an adversary may possess
the keys for lower-security tiers, but lacks the highest tier key. Because our framework
utilizes a single-pass encryption architecture, described in Section 4.3, with indepen-
dently generated keys per tier, possessing lower-tier keys provides no advantage in
deriving higher-tier keys or decrypting higher-tier blocks.

* Known plaintext and ciphertext pairs: Lower-tier users receive a fully encrypted
file and can generate a partially decrypted file based on their tier, as presented in
Section 4.3. With these files they can derive plaintext—ciphertext pairs for their tier
that they have clearance for. The security of the encrypted modules (higher tier) relies
on FF1’s proven resistance to known-plaintext and chosen-plaintext attacks.

¢  Standard cell and layer knowledge: The adversary possesses knowledge of standard
cell libraries and PDKs. Because our engine selectively bypasses non-sensitive modules
and preserves layer and datatype integers to maintain EDA compatibility, discussed in
Section 4.2, the adversary can identify foundational routing and standard architecture.

*  Metadata and topological leakage: In order to facilitate zero-trust layout sharing, the
engine injects plaintext metadata tags into the layout to bind encrypted geometries to
their security tiers (detailed in Section 4.2.4). As a result, the adversary can observe
the number of encrypted modules, their designated security clearance levels, physical
layers and structural names, as well as external pin coordinates left in plaintext for
floorplanning. Furthermore, because FF1 is format-preserving, the vertex count of
encrypted polygons remains identical to the plaintext.

Based upon the previous statements, the security claim of this work is the strict confiden-
tiality of encrypted geometric coordinates and custom structural names against unauthorized
decryption. Protection against active tampering (integrity attacks) or the complete conceal-
ment of macro-level design topology and module identity is not targeted by our methodology.

4. Architecture and Implementation

This section details the architecture and implementation of our software. To provide a
comprehensive overview, the system is first described based on the architectural design,
followed by the implementation and technical details.

4.1. Architecture

The primary challenge in processing GDSII files is managing their volume as modern
SoC layouts often have sizes that range from a few megabytes to tens of gigabytes [19],
which contain a lot of information, detailing geometric data. As such, loading an entire
GDSII document into memory to perform encryption is computationally heavy.

To tackle this issue, our engine was designed around a Look-Ahead streaming
paradigm. Instead of reading the entire file, we utilize a dynamic buffer that holds only one
geometric element or structural reference at a time. When the parser encounters the End
Element (ENDEL) termination flag, it routes the buffered block to the encryption procedure,
writes the output to disk, and then empties the memory.

A secondary design choice was to ensure a self-contained output of zero-trust. Tra-
ditional access-control systems rely on external files or databases to manage permissions.
However, in the actual IC supply chain, maintaining external synchronization with the
physical layout file is costly and might lead to errors. We reasoned that the security meta-
data must exist within the geometry itself. To achieve this, our architecture uses native
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GDSII property attributes, re-purposing them to act as cryptographic security tags. By
injecting these tags directly into the modules that are going to be encrypted, the resulting
file becomes self-contained, while also having multi-tiered security access.

Lastly, there is a Fail-Safe Cryptographic Fallback for the tiered access control. The
system’s key manager is structurally decoupled from the decryption parser. If a third-party
user attempts to parse the layout but lacks the appropriate clearance key for a specific module,
the architecture intercepts the resulting error state. Instead of terminating its execution, the
system writes the block back to the output file as a ciphertext. This design allows unauthorized
users to process the file for other tasks related to the fabrication pipeline (i.e., IT pipeline
validation or top-level floor planning) while encrypted intellectual property remains safe.

If the sole objective was the prevention of unauthorized manufacturing, standard en-
cryption methodologies would suffice. However, as stated previously, standard encryption
transforms the whole layout into ciphertext, which breaks the EDA pipeline. A fully en-
crypted file cannot be opened in layout viewers, preventing third parties from performing
top-level tasks such as floorplanning, area estimation, or routing. Our FPE engine tackles
this by preserving the syntactic validity of the GDSII format. While the encrypted modules
intersect and violate Design Rule Checks (DRCs), rendering the design un-manufacturable
without the decryption key(s), the file remains EDA-compliant, and the third-party users
can load the layout, view the unencrypted standard cells, and observe the boundaries and
external pins of the encrypted modules. This allows the encrypted parts of the design
to function as secure and viewable “black boxes”, enabling sub-system integration and
routing in a zero-trust environment without exposing the encrypted geometries.

The overall architecture of our design is visualized in Figure 1

JSON Target Configuration ‘ ‘ Plaintext GDSII File ‘ ‘ Cryptographic Keys ‘

KeyVault
Manages Keys

Provides keys

SelectiveEncryptionParser

1

Resolve Target &
Apply Policy

— T~

Non-Sensitive Data Sensitive Data

Encryption Process A

Format-Preserving
Encryption

Encrypted Data

PropertyMarker
Injects Metadata Tags

Plaintext Bypass

Tagged Ciphertext

Output Assembler

Encrypted GDSI! File

Figure 1. Architectural overview.
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4.2. Implementation

Our software is implemented in Python 3.14.4 using an object-oriented design in order
to support ease-of-use and extensibility.

4.2.1. Software Overview

The encryption methodology utilizes the PyCryptodome [20] library. FF1 invokes
AES to serve as the underlying encryption function. Contextual tweaks (T) are generated
deterministically using the standard hashlib library via SHA-256. Given that FF1 requires a
specific tweak length, the resulting encrypted part is truncated to the first 16 bytes.

The execution logic is divided into different components:

*  SelectiveEncryptionParser and BufferedDecryptionParser: These classes manage
look-ahead buffering, track global coordinate counters to synchronize encryption
tweaks, and invoke FF1.

¢  KeyVault: The secure key management center stores and retrieves encryption keys
based on security tiers. It facilitates the multi-level access policy by raising a KeyError
if a locked tier is accessed, which triggers the decryption parser to output ciphertext.

¢  PropertyMarker: Responsible for the exact string generation and parsing of the GDSII
metadata tags used for tiered access control.

¢  TargetConfiguration: Maintains the selective bypass logic by utilizing string matching
to map specific structural names (SNAME) to target security levels, or explicitly flag
non-sensitive modules as plaintext. It should be noted that the target configuration is
set by the user into a json file by explicitly declaring which cells of the design are to
be encrypted and which are to be left as maintext. Also, the user must set the level
of access for each of the modules they wish to encrypt. As mentioned in our threat
model, this selective bypass leaves standard cell libraries and foundational routing
in plaintext, acknowledging that any interacting party will possess full structural
knowledge of the non-proprietary architecture.

4.2.2. Tokenization and State Context

To ensure compatibility with EDA parsers, the software uses a custom tokenizer. The
tokenizer iterates through the input file, capturing the original whitespace and carriage
returns, if they exist. To maintain semantic accuracy, the tokenizer forms data dictionaries
that contain the parsed keyword and tokens before updating its internal state trackers.
Our parser dynamically manages flags such as “inside_boundary_box” and increments
a “boundary_id” when a new polygon is detected and ensures that the generated tweaks
remain contextually bound to the specific physical layer declared on the file.

4.2.3. Cryptographic Execution

When a block is routed to be encrypted, alphanumeric data (such as cell names) are
padded with underscores if needed to meet the minimum domain length of FF1 (four
characters). For geometric data, XY arrays are flattened and the coordinate values are
passed into a wrapper that pads the numeric fields to a fixed length of 12 digits, resulting
in a large ciphertext domain. Furthermore, in order to prevent structural information
leakage during the instantiation of hierarchical components, the engine secures Structure
References (SREF) and Array References (AREF). If a referenced sub-module is flagged as
sensitive, leaving its insertion coordinates in plaintext would leak the macro-level floorplan
and placement topology of the encrypted parts of the design. Rather than encrypting the
top-level keyword, the parser buffers the entire reference block and resolves the target
clearance based on the referenced SNAME. If it is deemed as sensitive, the engine encrypts
two fields to obfuscate both identity and spatial placement. The first is the SNAME
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string, which is encrypted with FF1 over a radix-72 alphanumeric string, incorporating
padding to satisfy FF1’s minimum length requirements. The second field comprises XY
insertion coordinates that are encrypted pairwise, once again, using FF1 over a radix-10
domain, mapping signed values to a shifted fixed-length decimal domain. Supporting
spatial records, such as transformations STRANS, are preserved in plaintext to ensure that
the hierarchical references remain syntactically valid for EDA tools while concealing the
underlying encrypted topology.

4.2.4. Metadata Tagging

In order to implement the access control logic without violating the GDSII standard,
our engine utilizes native metadata properties, specifically the PROPATTR (Property At-
tribute) and PROPVALUE (Property Value) records. We decided to use PROPATTR 99 as
the exclusive identifier for our security tags, as the number falls within the accepted range
for GDSII properties (1 to 127) but remains unreserved by the original Calma specifications,
allowing for safe, custom implementation without risking data collisions.

During the encryption phase, the engine’s PropertyMarker segment constructs a string
that maps the encrypted geometry to its security tier (level), module name (cell_name),
and physical layer (layer). This string is formatted as “L: {level} | C:{cell_name} | LY:{layer}”
(e.g., L.LEVEL_2|C:alulLY:10), and is assigned as the PROPVALUE string. To ensure EDA
compatibility, the metadata tag is injected as plaintext, thereby introducing the expected
topological leakage defined in our threat model. Specifically, any user, regardless of
their access tier, can read these tags to observe the structural names, physical layers and
designated access levels of the encrypted modules.

By pairing PROPATTR 99 with PROPVALUE string, the engine creates a standard two-line
metadata tag that adheres to GDSII syntax rules. This ensures that EDA layout viewers can
parse both encrypted and partially decrypted files without syntax errors. Finally, this two-line
tag is injected directly into the geometric block’s buffer preceding the ENDEL (End Element)
terminator. This specific placement and structure optimizes the decryption parser. When the
engine detects a PROPATTR 99 flag, it acts as a signal that the following PROPVALUE line
contains the definitive cryptographic clearance required to decrypt that specific boundary.

In order to consolidate the methodologies detailed in the preceding subsections, as
well as this one, the execution pipeline is formalized in Algorithm 1.

Algorithm 1 Encryption pipeline.

Require: ASCII GDSII File (Fj,), Target Configuration (T, i), KeyVault (K)
Ensure: Encrypted ASCII GDSII File (F,yt)

1: Buffer < ]

2: while not End of File (F;,) do

3: L «+ Read_Next_Line()

4 if L begins BOUNDARY, PATH, SREF, AREF, BOX then
5: Buf fer.append(L)
6: while L # ENDEL do > Look-ahead buffering
7: L + Read_Next_Line()
8: Buffer.append(L)
9: end while
10: Target < Resolve_Target(Buf fer, Teonfig)
11: if Target is Encryptable then
12: Level  Teonfig-get_level(Target)
13: Key <+ K.get_key(Level)
14: Buf fer < Encrypt_Sensitive_Fields(Buf fer, Key)
15: if Block is BOUNDARY then
16: Buf fer < Enforce_Closure(Buf fer)
17: end if
18: Inject_Tag(Buf fer, PROPATTR 99, Level )
19: end if
20: Write(Buf fer) to Fout
21: Clear(Buffer)
22: else
23: Write(L) to Fout > Pass-through plaintext
24: end if

25: end while
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4.2.5. Boundary Closure

Identical plaintext coordinates yield different ciphertext when encrypted due to the
incrementing tweak counter; to resolve that, our engine enforces polygon closure to prevent
downstream errors. After a coordinate array is encrypted, the software overwrites the
final ciphertext pair to match the first. The mechanism for extracting and overwriting the
ciphertext vertex to maintain format compliance is showcased in Algorithm 2. During
decryption, however, processing this overwritten pair through FF1 would cause a tweak
mismatch, resulting in an incorrect plaintext. Once again, to tackle this, our parser identifies
the final vertex of a BOUNDARY, bypasses the FF1 decryption module and maps the final
coordinates directly back to the first decrypted pair, restoring the original structure of
the polygon.

Algorithm 2 Inline boundary closure enforcement.

Require: Buffered BOUNDARY block, target configuration, current tweak parameters
Ensure: Format-Compliant Closed Ciphertext Polygon

: Carruy <~ H

2: for each coordinate pair (x, y) in block do

3 (x/,y") < FF1_Encrypt(x, y, radix = 10, tweak)
4 Carray-append((x',y"))

5: end for
6
7
8

[y

. if Length(Cpyray) > 4 then > Valid polygon requires at least 4 vertices
First_Vertex < Cayray[0]
: Carray[Length(Carray) — 1] < First_Vertex > Overwrite final vertex to close the
ciphertext polygon
9: end if

10: return Cpyray

4.3. End-to-End Execution Workflow

In order to present the architectural and implementation details described above
in a more condensed manner, the complete operation workflow of our engine functions
as follows.

The process starts with the user defining the security policy. The user inserts their
custom settings using a structured JSON configuration file that acts as the master access
control list, mapping specific cell names to their required security clearance tiers. The
underlying object-oriented architecture is dynamic and supports any number of access
levels (N-tiers), though our subsequent examples reference a three-tier model as a proof
of concept. Non-sensitive cells are explicitly flagged to bypass the encryption and remain
plaintext. Alongside this configuration, the user provides the cryptographic keys for each
tier, which the engine loads into its key vault.

Once configured, the engine begins parsing the original, plaintext ASCII GDSII file
block by block. The multi-tiered security is implemented via a single-pass, tagging architec-
ture rather than nested (onion) encryption. This means each proprietary block is encrypted
exactly once using the specific cryptographic key corresponding to its assigned access level.
Our engine does not encrypt the data multiple times (i.e., Level 3 data are not encrypted
with a Level 3 key, then a Level 2, and finally a Level 1 key). Each block is encrypted
once and injected with the appropriate metadata tag, as described previously, to bind the
sensitive data to its required clearance tier. This single-pass design prevents computational
bloat while maintaining the tiered access control.

Assuming a three-tier configuration, a complete execution of our software produces
four output files:

*  Encrypted File: The output where all sensitive data across all tiers are scrambled.
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¢ Level 1 Decrypted File: The output file containing data decrypted with the lowest
access level.

*  Level 2 Decrypted File: The output file containing data decrypted with the mid-tier
access, including these from the previous level.

¢  Level 3 Decrypted File: In this file, all information is decrypted, basically restoring
the layout to its original plaintext form.

By generating these files, the engine enforces the principle of least privilege, ensuring
that any interacting party can parse only the data that they are authorized to access. Also,
it inherently provides lower-tier users with corresponding plaintext and ciphertext blocks
for their authorized modules. Our threat model accounts for this exposure. The engine
utilizes independently generated keys per tier; therefore, possessing these pairs and partial
lower-tier keys provides no advantage towards decrypting higher-tier encrypted parts of
the design.

4.4. Auxiliary Procedures

Original GDSII files are in binary form, and in order for our engine to be able to
perform its task, it is necessary that these files be converted to ASCII text files and vice
versa. To achieve that, we used KLayout [21] via its Python API and package. While
KLayout is open-source, we cannot embed it into our design flow, as the selection of such a
tool should be up to the user’s preference.

While our software incorporates a deterministic key fallback to ensure reproducible
execution during benchmarking and evaluation, this mechanism is not a part of the core
encryption methodology, and can only be used in the top level execution script. Conse-
quently, this mechanism should be avoided in real-use scenarios and users should adhere
to standard key management practices. To assist with secure setup, the system provides
an auxiliary script that generates tier-specific AES keys using a pseudorandom number
generator provided by Python’s core packages. These keys should be securely stored and
distributed to authorized parties via secure channels. Ultimately, our framework relies
on symmetric encryption applied to static layout files, and, as such, it does not support
dynamic access revocation. In the event of a key compromise, the confidentiality of pre-
viously distributed files encrypted with that specific key cannot be retroactively restored.
Mitigation relies on routine key rotation, ensuring that any subsequent layout releases are
encrypted with a new set of keys to re-establish secure clearances.

4.5. Quantitative Security Analysis

To evaluate the cryptographic resilience of the proposed architecture against the
adversarial capabilities defined in our threat model, we present a quantitative security
analysis of the engine’s mitigation strategies.

The core geometric encryption utilizes the NIST-standardized FF1 algorithm, which
inherits chosen-plaintext attack (CPA) resistance via its underlying AES implementation. A
known vulnerability in structured layout data is geometric frequency, where, if identical coor-
dinates produce identical ciphertext, an adversary could infer spatial relationships through
differential analysis. To defend against this, the engine implements the deterministic contex-
tual tweaking described previously. By applying an SHA-256 hash to a concatenated string of
the structural name, physical layer, and a global incrementing counter, the engine enforces a
unique ciphertext for every geometric block. This ensures that identical plaintext coordinates
map to different ciphertexts, neutralizing geometric differential analysis.

Additionally, this type of encryption is mathematically robust against layout recon-
struction and topology inference. As the true coordinates are pseudorandomly permuted,
physical adjacency is destroyed and the adversary is prevented from inferring logic through
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module placement. The framework counters cell recognition and pattern matching, as
both the structural names and geometric boundaries are obfuscated. Ultimately, the FF1
algorithm acts as a strong pseudorandom permutation; thus, the resulting ciphertext coor-
dinates exhibit a uniform distribution across the encrypted domain, rendering the layout
mathematically resistant to coordinate-distribution attacks.

Lastly, as will be evaluated in Section 5.2, secondary attack vectors attempting to infer
geometric complexity via file size analysis are inherently mitigated. The architectural design
guarantees zero geometric byte expansion, and, as such, all storage overhead is proportional
to the injection of plaintext metadata tags. Consequently, observing macroscopic file size
differences provides the adversary with no exploitable leakage regarding the underlying
vertex density, logic complexity or routing topology of the encrypted modules.

5. Results
5.1. Experimental Setup and Benchmark Datasets

To evaluate the performance, scalability, and overhead of our work, a series of bench-
marks were executed. All experiments were conducted on a workstation equipped with
an AMD Ryzen 7 5825U processor clocked at 4.5 GHz, 16 GB of memory, and running the
Fedora 43 operating system. As mentioned previously, our software was implemented in
Python 3.14.4, also using the PyCryptodome external package in its core flow, as well as
KLayout for the conversion of GDSII files.

The engine was tested against 10 open-source designs provided by [22]. In the follow-
ing table, Table 1, we detail the specifications of the layout designs we selected from the
cited repository.

Table 1. Design specifications, sizes in MB.

# Design Name Original GDSII Size Converted ASCII Size
1 jpeg 52.3 79.2
2 parameterized_freq_divider 46.3 66.1
3 bp_fe 385 60.5
4 tinyRocket 27.8 440
5 ibex 25.3 38.8
6 clock_divider 14.7 20.9
7 parameterized_f£ft 12.0 18.4
8 dynamic_node 12.0 19.0
9 dma_controller 119 17.6
10 riscv32i 9.80 15.0

Although the engine natively supports any number of access tiers, our experimental
evaluation utilizes a three-tier configuration. To test our engine upon the aforementioned
designs, we created two distinct scenarios with different security configurations:

*  Scenario 1: This configuration simulates a strict distribution model that mirrors zero-
trust intermediaries that require basic structural parsing without exposing any pro-
prietary logic, for example, structural parsing for macro-level floorplanning. Level 1
(lowest tier) users are granted zero decryption rights, limiting their visibility to un-
encrypted plaintext data. Level 2 (middle tier) access allows the decryption of part
of the modules, as seen in Table 2. Lastly, Level 3 (highest tier) represents the IP
owner, possessing the clearance to fully decrypt all core logic and restore the complete
original layout.

*  Scenario 2: This configuration simulates a development pipeline where there are
multiple third-party teams that require access to different sub-systems reflecting col-
laborative SoC integration, where distinct teams require partial decryption capabilities
based upon their assigned sub-systems.. Unlike the previous scenario, security tags
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are distributed across all three tiers to enable selective sharing. The levels of access
maintain the same order of clearance, and the total number of modules that they can
decrypt are also shown in Table 2.

The encryption settings overview of both scenarios is presented in Table 2. For every
design in each scenario, we showcase the number of modules to be encrypted per level,
as well as the number of blocks tagged /affected by this selection, counting the blocks of
plaintext data relevant to each module that are flagged for encryption. By testing both
scenarios, we establish baseline performance metrics that are shown in the following
subsections of this paper.

Table 2. Security setup for both scenarios.

Design Name Level 1 Modules Level 2 Modules Level 3 Modules Blocks Tagged
Scenario 1 jpeg 0 2 3 336,791
parameterized_freq_divider 0 2 3 99,064
bp_fe 0 2 3 262,281
tinyRocket 0 2 3 193,027
ibex 0 3 2 182,830
clock_divider 0 1 3 30,406
parameterized_fft 0 3 2 79,911
dynamic_node 0 2 3 88,270
dma_controller 0 3 2 54,443
riscv32i 0 3 2 64,111
Scenario 2 jpeg 14 14 12 447,518
parameterized_freq_divider 18 94 43 461,704
bp_fe 20 70 3 360,628
tinyRocket 22 44 28 269,290
ibex 31 213 6 242,090
clock_divider 17 109 7 150,309
parameterized_fft 28 202 10 119,260
dynamic_node 18 44 24 114,891
dma_controller 22 72 2 116,713
riscv32i 29 171 8 98,463

5.2. Encrypted and Decrypted File Size

A primary constraint in encryption is file size expansion, which introduces storage
overhead and increased production costs. Figure 2 illustrates the sizes of the encrypted and
partially decrypted files across both scenarios. Crucially, because FF1 preserves the exact
character length of the coordinate arrays, the cryptographic process itself introduces zero
byte expansion. The entire storage overhead is generated by the injection of the metadata
tags required to implement multi-tiered access control. Consequently, a pattern emerges
across all designs. The file size expansion is proportional to the volume of the injected tags.

In order to quantify the storage penalty, Table 3 details the exact percentage overhead
for a representative sample of the benchmarks. In the first scenario, where fewer modules
are encrypted, the overhead ranges from a 14.1% to 34.5% increase. In the second scenario,
the heavier distribution of tags yields a higher expansion, reaching up to 64.7%. It should
be noted that this overhead does not scale with the number of access tiers, as a Level 1
metadata tag has the same string length as a Level 3 tag. Instead, the size expansion scales
with the total number of geometric blocks flagged for encryption.

However, another pattern is visible during decryption. As the user’s clearances
level increases, the engine removes the authorized metadata tags, causing the file sizes to
progressively shrink from Level 1 to Level 3.
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Figure 2. Encrypted and decrypted file sizes in ASCII format.

Table 3. Representative file size overhead (original vs. fully encrypted).

Design Name

Original (MB) Scen. 1 Enc. (MB) Scen. 1 Overhead Scen. 2 Enc. (MB) Scen. 2 Overhead

jpeg
parameterized_freq_divider
bp_fe

riscv32i

79.2 106.5 34.5% 115.4 45.7%
66.1 754 14.1% 104.6 58.2%
60.5 80.0 32.2% 86.7 43.3%
15.0 19.9 32.7% 247 64.7%

Across all designs and scenarios, the fully decrypted files (Level 3) consistently end
up slightly smaller than the original ASCII layouts. This occurs because our engine actively
strips space characters that were left in the original files during parsing, indirectly reducing
the final file size footprint.

While our metadata injection introduces a storage penalty, it is an acceptable trade-off.
Traditional encryption techniques would inflate the file size significantly while transforming
the layout into an unusable format without full decryption. In contrast, our approach
provides a selective, tiered cryptographic security framework that reinforces ease of use
while also preserving EDA software compatibility.
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From a security perspective, the file size expansion evaluated above introduces no
exploitable vulnerabilities regarding data inference attacks. The storage overhead is derived,
as stated, from the metadata tags; thus, analyzing the gross file size or observing the
different size values across clearance levels provides no other leakage. An adversary
possesses the capability to read these tags to identify and count the encrypted modules,
and, as such, the overall file size reveals no hidden information regarding the complexity,
vertex density, or topology of the encrypted geometry.

5.3. Processing Cost: Execution Runtime and Time per Tagged Block

In order to validate our encryption scheme, we measured the exact time required to
encrypt the design with multiple levels of clearance and the decryption time per clearance
level (Figure 3). Once again, using the largest design and workload in our disposal as
benchmark (jpeg, scenario 2), a complete three-level encryption took about 97 s, while a
level 3 decryption, decrypting 447,518 blocks, required almost 91 s. When the clearance
level was restricted to level 2, the run time was measured at approximately 24 s. Finally, a
level 1 decryption took about 22 s.

Scenario 1

B Encryption [ Level 3 Decryption Level 2 Decryption W Level 1 Decryption

lpeg

parameterized_freq_divide
v

bp_fe
tinyRocket
ibex

clock_divider

Design Mame

parameterized_fit
dynamic_node
dma_controller

riscv32i

150

Runtime {seconds)

Scenario 2

W Encryption W Level 3 Decryption Level 2 Decryption M Level 1 Decryption

lpeg

parameterized_freq_divide
.

bp_fe
tinyRocket
ibex

clock_divider

Design Mame

parameterized_fit
dynamic_node
dma_controller

riscv3z2i

200 300 400

Runtime {seconds)

Figure 3. Stacked execution runtime.
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These results provide proof that the tagging system in our implementation successfully
compartmentalizes execution time. This modularity ensures that the computational burden
of decryption is proportional to the number of sensitive modules the user has set per level
of clearance, achieving zero-trust layout sharing. On the other hand, our encryption scheme
that obfuscates each level separately with a different access key, encrypting each block
once, generates similar results. An N-level tiered encryption is proportionate to the number
of blocks that are going to be encrypted (user’s settings) while maintaining a minimal
execution runtime.

Semiconductor modules vary in size; hence, measuring cryptographic performance
via “time per module” yields distorted metrics. To provide a normalized baseline, we also
evaluated the cryptographic processing cost by dividing the total execution time by the
exact number of tagged physical blocks processed, as depicted in Figure 4.

100 —

75 -

50 +—

Encryption Time (s}

25 —

0 f f f f f f f f f f

461,704 447 518 360628 269,290 242,090 150,309 119,260 116,713 114,801 98 463

Number of Tagged Blocks

Figure 4. Encryption time (seconds) vs. number of tagged blocks in scenario 2.

The results demonstrate a strong linear correlation between the volume of encrypted
geometry and the execution time. For example, processing the jpeg design required about
97 s for 447,518 blocks, equating to an approximate baseline cost of 0.216 milliseconds per
block. While this scaling is predictable, minor fluctuations emerge based on each layout’s
composition. First, a tagged block is not computationally uniform, as complex polygons
contain more vertices than standard cells. FF1 encrypts every coordinate pair; consequently,
the cost depends on vertex density. This is supported by file sizes: the parameterized_fft
design has fewer blocks than the clock_divider but requires more time to encrypt because
its blocks are denser (about 154 against 139 bytes/block). Secondly, FF1 presents higher
overhead when it converts alphanumeric string data (radix 72) compared to numeric (radix
10). This accounts for the processing spikes that are shown in the rest of the results, as they
have more structure references (SREF) and string names (SNAME).

Despite these structural variations, the time cost remains bound to physical geometry
and structural complexity, ensuring that the engine’s overhead is light and predictable
enough for EDA integration.
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5.4. Encryption and Decryption Throughput

In production environments, the speed with which layout files are generated and used
is paramount. We evaluated the overall data throughput of the system, measuring the
speed at which our system can parse the files, encrypt, decrypt, and write the output.

During the full 3-level encryption of scenario 2, as shown in Table 4, our software
achieved a consistent processing throughput of roughly 0.76 to 1.19 MB/s across all designs.
Notably, during partial decryption passes, where higher-level encrypted modules are
bypassed, the engine’s throughput increases. When executing the lowest-level clearance
decryption on parameterized_f£ft design, the read/write throughput reached 7.028 MB/s.

The exponential increase in throughput during lowest-level clearance decryption
highlights the efficiency of the Look-Ahead Decryption Buffer and the selective bypass
filter we implemented. Our engine does not waste CPU cycles attempting to decrypt
modules that the user does not have access to. Instead, the bypassed ciphertext is streamed
directly to the output file at high speeds. This proves that our framework can be usable, as
the top-level designer can provide layout designs with variable access levels to others with
minimal overhead. The same applies to the receivers of these files, as proven by the results.

Table 4. Throughput analysis (MB/SEC) across all designs in scenario 2.

Design Name Enc. Level 3 Dec. Level 2 Dec. Level 1 Dec.
jpeg 1.191 0.839 4.558 5.082
parameterized_freq_divider 1.168 0.733 1.116 1.235
bp_fe 1.192 0.789 3.670 4.738
tinyRocket 1.054 0.750 0.877 4416
ibex 0.955 0.654 0.767 6.632
clock_divider 0.914 0.621 0.716 1.307
parameterized_£ft 0.810 0.558 0.684 7.028
dynamic_node 0.983 0.741 0.870 5.916
dma_controller 0.935 0.689 0.772 2.127
riscv32i 0.763 0.544 0.733 5.743

5.5. N-Tier Scalability

To validate the structural scaling of our software, we conducted an additional experi-
ment upon a layout design with different number of access tiers. Using the jpeg benchmark,
the engine executed 10 independent runs across 3-tier, 5-tier and 10-tier configurations. For
each run we measured encryption and decryption runtimes, as well as the resulting sizes of
encrypted and decrypted files. It should be noted that for each configuration the number of
modules to be encrypted is increasing, while in 3-tier access we used the configuration of
the second scenario, encrypting 40 modules in total, in the 5-tier configuration the modules
are 198, and in the 10-tier 200. For this reason, the number of affected blocks that are going
to be encrypted is inherently increasing.

The results illustrated in Figure 5 confirm the efficiency of our single-pass architecture
across varying access hierarchies. The encrypted file size increased from 115.4 (3-tier) to
120 MB (10-tier), and the encryption time ranged from 92.3 s to 104.5 s. This validates
that the overall encrypted file size is governed by the total volume of geometric modules
selected for encryption, rather than the number of access tiers or metadata tags. The
standard deviation for the encryption phase across all 30 runs was approximately 1.3 s,
proving the engine is deterministic to system resource fluctuations.

The decryption metrics, total runtime, and the accumulative output file size scale
with the number of tiers. The decryption time rose from 134.3 s to 364.1, mirroring the
combined storage footprint of the generated decrypted layouts. The same thing was
noted for the decrypted file size, it rose from 281 (3 discrete files) to 1026.1 MB (10 files).
This scaling is bound by physical I/O constraints as a 10-tier configuration requires the
engine to actively generate and write over a gigabyte of layout files to disk. By isolating
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this scaling to the final extraction phase, our architecture proves efficient and scalable
across N-tier access configurations.

N-Tier Computational Scaling
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Figure 5. N-tier computational scaling and storage footprint.

5.6. Comparison with Nested Encryption Scheme

A common alternative for implementing multi-level security is a nested approach,
where lower layers iteratively re-encrypt the ciphertext of higher layers. We utilized our
normalized block-processing metrics to simulate the time cost of a nested architecture and
compared it against our proposed single-pass, tagging method.

We calculated the runtime of encryption and decryption of the nested approach
using NT = T; + 21, + 3T3, where NT is the nested time and T; represents the baseline
processing time for clearance tier i. Completing either procedure means that the lowest tier
will encrypt/decrypt the highest a total of three times, the mid-tier two times, and its own
tier once. Our results are depicted in Figure 6.
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Figure 6. Flat vs. nested encryption and decryption time (seconds).

The results show a vast difference between the two methods. For jpeg design, our
tagging architecture completed full encryption in 96.86 s and decryption in 91.09. The
simulated nested method for the same layout would require 196.39 s to encrypt and 203.43 s
to decrypt. The resulting data indicate that our tagging methodology over the nested
is superior. Nested encryption forces the system to process identical geometric arrays
multiple times per tier, therefore introducing an exponential runtime overhead, especially
in decryption.

It should be noted that this comparison remains a theoretical complexity analysis
based on algorithmic scaling. Due to the fact that our proposed software is made for a
single-pass execution and native GDSII metadata tagging, developing an entirely separate
nested encryption framework falls outside the scope of this work. Instead, the mathematical
model presented effectively demonstrates the inherent computational bloat of the nested
approach compared to our single-pass architecture.

6. Discussion and Future Work

In this paper, we introduce a practical implementation of FPE and tiered cryptographic
access control directly within the IC layout domain. Our results confirm that the single-
pass, tagging architecture scales linearly and avoids the computational overhead associated
with nested encryption models. However, our evaluation also highlighted the security
versus performance trade-off of this approach, which is the introduction of a moderate file
size overhead. As FF1 guarantees zero cryptographic expansion, this storage penalty is
generated by the metadata strings injected to enforce multi-tiered access.

While the results demonstrate the framework’s capabilities, we must acknowledge
certain limitations regarding its practical evaluation. Due to the closed-source nature
of the semiconductor industry, evaluating the engine against active proprietary layouts
or conducting industrial user studies was not feasible. The performance metrics were
derived using open-source benchmark designs. However, the proposed scheme operates
at a syntactic level and processes arrays of coordinates and structure references; thus, its
computational overhead and file size expansion scale with polygon density and hierarchy
depth, rather than functional complexity. As a result, we consider that these open-source
layouts provide a structurally representative baseline for performance evaluation.
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To address the data expansion introduced by the injected metadata tags, future work
will focus on optimizing the metadata architecture. Exploring hierarchical tagging, where
security properties are assigned to top-level structural references (SREF) rather than individ-
ual geometric boundaries, or implementing a dictionary-based tokenization scheme could
compress the metadata footprint. Furthermore, extending this framework to the Open
Artwork System Interchange Standard (OASIS) could be a next step. OASIS is the successor
to GDSII, made to resolve file size bottlenecks of modern technological nodes through
advanced data compression and modal variables. Adapting our software to navigate and
secure OASIS format without breaking its strict syntax presents a relevant, yet complex,
avenue for future research. The current version of our framework relies on a user-defined
JSON file to map cell names to security levels. To automate this procedure, future work
will explore the integration of graph neural networks (GNNSs) or heuristic layout-analysis
algorithms. By analyzing structural topology, component density and hierarchical naming
conventions, such models could be trained to automatically differentiate sensitive modules
(IP) from non-sensitive, thus generating the security configuration file dynamically while
minimizing the user’s workload.
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