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Abstract

Continuous stream-oriented data-plane processing in 5G/6G edge nodes increases the
energy and latency cost of CPU-centered execution. This paper studies this boundary
on an Intel Cyclone V SoC FPGA and proposes Hardware Accountability: a partitioning
discipline in which Linux performs supervisory control while high-rate payload processing
remains in programmable logic. The evaluation uses the Strumok stream cipher, adopted as
the Ukrainian national standard DSTU 8845:2019, as a secure fronthaul/payload workload
with XOR- and shift-dominated logic. On the evaluated USB 2.0/Cortex-A9/Linux path,
the software-driven stream approaches saturation near 20 MSPS. In contrast, the RTL core
reaches 9.6 Gbps at 150 MHz and occupies less than 6% of the available logic. Quartus Prime
vectorless power analysis estimates 24.00 mW dynamic power for the RTL computational
core, corresponding to approximately 2.5 pJ/bit. Control-plane measurements show P99
orchestration jitter below 1 ms under Spatial Isolation, conservative full context reloads near
1290 per second, and more than 7200 shadow-register context/state update operations per
second. A design-space exploration then projects an 83.2 Gbps multi-core data path when
external DDR traffic is avoided through internal stream aggregation and elastic buffering.

Keywords: 5G/6G edge systems; stream-oriented data-plane processing; secure fronthaul;
SoC FPGA; hardware–software partitioning; control-plane/data-plane separation; MMIO
orchestration; external memory wall; embedded telecommunications; green wireless
infrastructure

1. Introduction
The exponential growth of continuous data streams in 5G/6G edge access nodes

introduces a significant challenge: ensuring energy-efficient data-plane processing while
preserving the tight latency and energy constraints expected in next-generation edge
telecommunications systems [1–3]. While extensive research focuses on active antenna
arrays, radio frequency (RF) front-ends, and DSP-intensive physical-layer kernels, the
energy dissipation associated with continuous fronthaul and payload processing remains a
major system-level bottleneck at the edge node.

Traditional Software-Defined Radio (SDR) architectures typically rely on general-
purpose processors (CPUs) for data stream processing [4,5]. Experimental stress testing of
the evaluated ARM Cortex-A9-based edge node processing continuous quadrature (I/Q)
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data reveals a clear architectural limitation in this approach. The software-driven execution
model reaches a practical saturation threshold near 20 megasamples per second (MSPS).
Figure 1 does not present a direct measurement trace; instead, it provides an analytical
interpretation of the observed regime transition in terms of interrupt growth, scheduling
overhead, and the finite processing budget of the CPU-centered path.
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Figure 1. Analytical interpretation of the empirically observed software-path saturation regime.
The schematic relates sampling-rate growth to interrupt and scheduling overhead on the evaluated
USB 2.0/Cortex-A9 integration path and marks the practical saturation region near 20 MSPS.

These observations motivate the heterogeneous architectural transition studied here.
To overcome this processing bottleneck and align with the principles of energy-proportional
computing, this paper proposes a heterogeneous System-on-Chip (SoC) FPGA architec-
ture grounded in a hardware–software partitioning strategy defined here as Hardware
Accountability [6,7]. In this work, Hardware Accountability denotes a design discipline in
which the programmable logic fabric carries the high-rate data path, while the processor
and operating system remain responsible for supervisory control, configuration, context
updates, and health monitoring. The term therefore does not claim that generic hard-
ware/software partitioning is new; rather, it describes an explicitly measured boundary
that assigns throughput, latency, and energy costs to the hardware or software resource
that actually carries them.

We introduce an architectural dichotomy that functionally and spatially isolates the
Control Plane from the Data Plane. The general-purpose operating system (Linux) is
removed from the energy-intensive stream-processing path and confined to supervisory
control, system orchestration, network integration, and dynamic context management [6,8].
Concurrently, the time-critical, high-throughput stream-oriented data-plane processing is
offloaded to the Programmable Logic (PL).

To experimentally validate the proposed architecture, a throughput-intensive stream
processing workload is selected, namely continuous payload encryption for secure fron-
thaul links. Specifically, the Strumok stream cipher, adopted as the Ukrainian national
standard DSTU 8845:2019 [9], is employed as a representative stream-cipher workload. In
the following, the term Strumok refers to the cipher specified in [9].

Accordingly, the study focuses on the stream-oriented data-plane layer of an SoC FPGA
edge node. DSP-intensive physical-layer kernels such as FFT, FIR filtering, and beamform-
ing are left for separate evaluation because they exercise different arithmetic resources and
memory-access patterns. Strumok is used here as the evaluation workload because its
continuous XOR/SHIFT-dominated stream structure makes the control-plane/data-plane
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boundary observable without consuming DSP blocks that would otherwise be reserved for
MAC-intensive physical-layer processing.

Unlike multiply-accumulate (MAC)-intensive RF baseband processing kernels, such
as Fast Fourier Transforms (FFT) or beamforming, which rely heavily on dedicated DSP
blocks, the considered cryptographic stream transformation is implemented entirely using
combinational XOR- and shift-based logic [10,11]. The synthesized core therefore utilizes
zero DSP blocks, explicitly reserving FPGA multiplier resources for physical-layer RF
processing. This separation enables accurate isolation and quantification of data-plane
energy efficiency, expressed in pJ/bit, for bit-level streaming operations.

By transforming its sequential arithmetic operations over Galois fields GF(28) into
spatially distributed, hardwired combinatorial logic (XOR/SHIFT networks), the architec-
ture minimizes logical depth and eliminates the multi-cycle execution overhead inherent to
CPUs. The synthesized core utilizes less than 6% of the FPGA logic capacity (2386 Adaptive
Logic Modules, or ALMs) while delivering a deterministic throughput of 6.4 Gbps per
core at a conservative 100 MHz system-integration clock; at the maximum characterized
150 MHz core frequency, the isolated RTL core reaches 9.6 Gbps. By bypassing external
memory (DDR) bottlenecks, this cross-layer hardware solution provides an energy-aware
and deterministic foundation for stream-oriented 5G/6G edge-node data paths.

2. Background and Related Work
The migration of baseband processing from centralized cloud infrastructures to dis-

tributed edge nodes is a defining characteristic of 5G and 6G network architectures, intensi-
fying the dependence on local, on-premises computational resources [1,2].

Limitations of Traditional SDRs and General-Purpose CPUs: Traditional Software-
Defined Radio (SDR) platforms rely predominantly on general-purpose processors (CPUs)
or Graphics Processing Units (GPUs) for Digital Signal Processing (DSP) tasks. While
software implementations offer maximum flexibility and rapid development cycles, they
are subject to inherent sequential execution bottlenecks. As the spatial multiplexing order in
Massive MIMO systems increases, the CPU instruction pipeline can become a limiting factor,
contributing to latency violations under continuous stream-processing load. Furthermore,
CPUs exhibit poor energy proportionality when handling continuous bit-level or byte-level
data streams, expending the majority of their dynamic power on instruction fetching, cache
coherence, and context switching rather than productive arithmetic computation [5,12].

The FPGA Paradigm and the Abstraction Gap: Field-Programmable Gate Arrays
(FPGAs) have emerged as the primary alternative, offering massive spatial parallelism
and deterministic latency. By mapping suitable algorithms directly into hardware logic,
FPGAs can provide substantially better energy efficiency (Joules per bit) than CPU-centered
execution for stream-oriented workloads. Despite these physical advantages, the classical
FPGA design flow—relying on Hardware Description Languages (HDLs) such as VHDL or
Verilog—imposes a severe abstraction penalty. Designing, verifying, and routing complex,
multi-channel DSP pipelines at the Register Transfer Level (RTL) is highly time-consuming
and rigid, making it difficult to adapt to rapidly evolving 5G/6G standards [10,13].

High-Level Synthesis (HLS) and System-on-Chip (SoC) Integration: To bridge
this abstraction gap, High-Level Synthesis (HLS) tools have been introduced, allowing
engineers to describe DSP algorithms in C/C++ and automatically generate RTL code.
While HLS significantly accelerates the design of individual computational cores, it does
not resolve the system-level integration challenges. Modern telecommunication nodes
require more than isolated accelerators: they also need full network stacks, dynamic
reconfiguration capabilities, and local data aggregation. This necessity has driven the
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adoption of heterogeneous SoC FPGAs (e.g., Intel Cyclone V, Xilinx Zynq), which integrate
a hard processor system (HPS) alongside programmable logic on a single die [13,14].

The open issue is therefore not whether an accelerator can be attached to an embedded
processor. Established SoC-FPGA and PYNQ-style environments already show the value
of combining Linux/Python software with programmable-logic accelerators [14,15]. The
question addressed here is narrower: for a continuous stream, which traffic can safely stay
in the OS/MMIO/control domain, which traffic must remain in the PL data path, and how
this boundary changes the interpretation of throughput, latency, and energy.

In many conventional integrations, the FPGA is still reached through a DMA-mapped
path, so payload movement continues to involve the CPU-side software stack or the
external-memory hierarchy [14,16,17]. In this paper, Hardware Accountability names
the boundary used to avoid that ambiguity: Linux is responsible for low-rate orches-
tration, while the programmable logic is responsible for high-rate payload movement
and transformation.

Table 1 places this boundary next to two common alternatives: software SDR-style
pipelines on general-purpose processors [4,5] and DMA-centric SoC-FPGA offloading,
where the FPGA often behaves as an accelerator behind an external-memory path [14–17].

Table 1. Architectural comparison of edge-node stream-processing strategies. The comparison is
supported by software-SDR and CPU-centered processing studies [4,5], SoC-FPGA and PYNQ-style
accelerator integration work [14,15], and DMA/external-memory path analyses [16,17].

Architecture Type Pure Software SDR
(General-Purpose CPU)

Conventional SoC
FPGA/PYNQ-Style Offload

Proposed Architecture (Hardware
Accountability)

Data Path Routing Via System RAM & CPU Cache Via External SDRAM (DMA) Direct Internal FPGA Buffering
(Elastic FIFO)

Throughput Scalability Low (Bounded by instruction
pipeline)

Medium (Bounded by Memory
Wall)

High (Bounded strictly by RTL logic
limits)

Control Plane Determinism Low (Vulnerable to OS scheduling &
IRQ storms)

Medium (Subject to DMA interrupt
overhead)

High (P99 < 1 ms via Spatial
Isolation)

Energy Framing System-level (Watts per channel) High dynamic power (SDRAM
pre-charging)

Estimated pJ/bit for computational
logic

The prevailing methodologies force a strict compromise between software flexibility
and hardware efficiency. Pure software SDRs suffer from non-deterministic latency and
poor energy proportionality under continuous high-throughput loads. Conventional SoC
FPGA implementations, while accelerating computation, typically retain a DMA-centric
data path that leaves the system vulnerable to external memory bandwidth limits and
interrupt handling overhead. This gap motivates a structural shift. To formally justify
the proposed transition to the Hardware Accountability doctrine, the following section
empirically quantifies the exact physical failure points of the software-driven pipeline
before detailing our cross-layer architectural solution.

3. System-Level Bottlenecks and the Hardware Accountability Paradigm
Quantitative characterization of the physical and architectural limitations of software-

driven baseband processing forms the necessary precondition for the proposed archi-
tectural transition. The fundamental bottlenecks manifest in two primary domains: the
interrupt handling architecture of the processor and the physical throughput of external
system memory.
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3.1. Empirical Analysis of Software-Driven Processing Limits

To establish the performance ceiling of software-driven baseband processing on the
target edge node, we characterized the saturation behavior under realistic streaming
conditions. To accurately emulate the continuous data payload generated by 5G active
antenna arrays, we constructed a hardware stress-test environment. The experimental setup
utilized a dual-core ARM Cortex-A9 Hard Processor System (HPS) running a specialized
embedded Linux distribution, interfaced with an external radio frequency (RF) front-
end via a High-Speed USB 2.0 bus [6,18]. For the experiments reported in this study,
this distribution was based on Linux kernel 6.18, and the orchestration prototype was
implemented using Python 3.12.

To establish the baseline processing limits, the edge node was tasked with ingesting
continuous 8-bit quadrature (I/Q) data streams. Under these stress conditions, the software-
centered path remained workable up to approximately 15 MSPS and approached a practical
saturation region near 20 MSPS, where sustained operation became unstable. In the
evaluated setup, this threshold corresponds to a payload of roughly 320 Mbps and reflects
the combined effect of USB protocol overhead, interrupt pressure, and software scheduling
costs rather than arithmetic throughput alone. These findings provide empirical justification
for bypassing the CPU-centered path in favor of direct internal FPGA routing [19,20].

If the received samples are expanded after ingress to a 16-bit I and 16-bit Q software
representation, the corresponding memory-side traffic is doubled; however, the throughput
and energy values in Table 2 are normalized to the external 8-bit I/Q payload stream.

Table 2. Architectural power and energy-efficiency contrast for the evaluated Cyclone V SoC. Note (*):
Both power values are Quartus Prime Power Analyzer estimates, not physical board measurements.
The HPS value reflects dual-core HPS dynamic power during software data routing at the 320 Mbps
USB 2.0 HS saturation point, whereas the RTL value reflects vectorless dynamic power of the
computational core only; these accounting boundaries are therefore different.

Evaluation Domain Dynamic Power
(mW)

Peak Throughput
(Mbps)

Energy Efficiency
(pJ/Bit)

Software Processing Subsystem (Dual-Core
ARM Cortex-A9 Routing Path) 881.12 ≈320 (Saturation) ∼2754

RTL Computational Core (Data-Plane Core,
1 instance) (*) 24.00 9600 2.5

The analytical interpretation summarized in Figure 1 explains this transition.
Analytical modeling and empirical stress testing indicate an approximately propor-

tional increase in CPU load below the observed saturation region. As the stream approaches
the 15 to 20 MSPS transition range, the system enters a thrashing state, characterized by
a non-linear degradation of scheduling latency and scheduler overhead. In the evalu-
ated USB-based path, this saturation is strongly associated with the interrupt handling
architecture of the peripheral buses.

Operating at 20 MSPS, the continuous data stream forces the I/O controller—which
operates on 125 µs microframes—to generate thousands of hardware interrupt requests
(e.g., USB Request Blocks, or URBs) per second.

At this critical threshold, the frequency of hardware interrupts completely saturates
the Linux kernel’s interrupt service routines (ISRs).

Based on the observed non-linear degradation of scheduling latency, we infer that
the processor enters an “IRQ Storm” state. In this condition, the data indicate that CPU
resources reach saturation due to excessive context switching, eliminating computational
headroom and leading to deterministic latency violations. This behavior reflects a platform-

https://doi.org/10.3390/electronics15153263

https://doi.org/10.3390/electronics15153263


Electronics 2026, 15, 3263 6 of 18

dependent scalability limit in the evaluated software-centric path: beyond the observed
saturation region, increases in data rate amplify control overhead rather than useful com-
putation. Ultimately, the observed limitation is dominated by interrupt handling overhead,
with memory bandwidth pressure acting as a secondary amplification factor.

3.2. Architectural Dichotomy and Bypassing the Memory Wall

Beyond the computational limits of the processor, the continuous routing of wideband
I/Q streams through external volatile memory introduces a severe energy penalty and
integration overhead. In traditional Software-Defined Radio (SDR) architectures, the Data
Plane intrinsically traverses the external system memory (typically DDR3 or DDR4) via
Direct Memory Access (DMA).

A conventional Linux-managed SoC-FPGA DMA path also needs careful buffer own-
ership. Continuous DMA usually relies on the Contiguous Memory Allocator (CMA)
to reserve physically contiguous memory, and the software must keep the ARM caches
consistent with FPGA-side transactions. In streaming mode, this commonly means explicit
cache invalidation or flushing around DMA buffers to avoid stale data [18,21,22]. The
proposed high-rate path does not require cache coherence for payload processing; cache
maintenance is discussed here as a cost of the external-memory route that the internally
buffered PL path avoids.

Furthermore, as the spatial multiplexing order in 5G/6G systems increases, the ag-
gregated data rate rapidly approaches the physical “Memory Wall”. For instance, in the
evaluated Cyclone V SoC platform, the external DDR3 interface provides a theoretical max-
imum throughput of approximately 25.6 Gbps [18]. Attempting to scale baseband-adjacent
stream processing beyond this physical memory barrier is not feasible within the evaluated
system constraints and introduces additional memory-system energy and thermal over-
head, because constant pre-charging and activating of SDRAM rows constitutes a major
fraction of total dynamic power dissipation [17,23].

To mitigate interrupt saturation and memory bandwidth limitations, we propose an
architectural transition based on the architectural doctrine of Hardware Accountability,
enabling localized, energy-efficient data routing as depicted in Figure 2.

SDR/ADC
(Data Source)

External
DDR3 RAM

CPU (Linux)
Payload

Processing

Output
Interface

(A) Traditional CPU-Centric Architecture

High pJ/bit

SDR/ADC
(Data Source)

Output
Interface

FPGA/PL
Data Plane

(Elastic FIFO)

CPU (Linux)
Control Plane

(B) Hardware Accountability

Low pJ/bit

MMIO (Config)

Figure 2. Architectural migration from a memory-bound, software-defined pipeline (A) to the
proposed Hardware Accountability model (B), decoupling the high-throughput Data Plane from the
energy-intensive OS context. The dashed MMIO link represents low-rate configuration and status
traffic only; payload data are not carried through AXI4-Lite.
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The core principle of this paradigm is the explicit spatial and functional decoupling
of the Control Plane from the Data Plane. This transition removes high-rate data move-
ment and real-time processing from the CPU domain, confining it to supervisory control
and orchestration tasks. Consequently, this separation decouples timing-critical data pro-
cessing from non-deterministic software execution, enabling predictable system behavior
at high data rates [8]. Instead of relying on energy-intensive DMA transfers to external
RAM, the wideband data streams are ingested, processed, and routed entirely within the
Programmable Logic (PL) matrix.

The proposed architecture keeps this high-rate path inside the FPGA fabric and uses
an on-chip Elastic FIFO for rate matching between the stream-processing cores and external
RF or serial interfaces. Because the payload stream is not repeatedly written to and read
from external SDRAM, the design avoids a major source of dynamic memory power. Linux
still interacts with the hardware through a lightweight AXI4-Lite/MMIO interface, but that
interface is reserved for context updates, status, and supervisory orchestration [14,22].

3.3. System Dataflow and Interface Roles

The system separates two paths. The payload path begins with a continuous radio-side
I/Q or secure fronthaul stream arriving from the SDR/ADC-facing side of the node. In
the scaled architecture, this stream enters the PL data path, is transformed by the RTL
processing core or core cluster, packed by the Stream Aggregator, and rate-matched by the
Elastic FIFO before being forwarded toward the high-speed RF, optical, or serial output
interface. The Elastic FIFO provides local buffering for rate matching and clock-domain
crossing; it is not intended as a software-visible DDR substitute.

The control path is far narrower. Linux writes key material, initialization vectors,
START/status words, and context-management commands through the AXI4-Lite/MMIO
register interface. These transactions configure the hardware state machines and shadow
registers, but they do not carry high-throughput payload samples. Thus, AXI4-Lite is used
only where it is appropriate: low-rate, memory-mapped supervisory control. The high-rate
data path is represented by AXI4-Stream-style internal links in the scaled model, with the
Stream Aggregator and Elastic FIFO absorbing rate and clock-domain mismatches.

The corresponding system-level dataflow and interface diagram is shown in Figure 3,
where the payload stream, control path, local buffering, output interface, and bypassed
DDR route are separated explicitly.

Radio-
side I/Q
or secure
fronthaul

source

Ingress
payload
stream

RTL data-plane
core or core

cluster

Stream
Aggregator

Elastic FIFO
rate matching

and CDC

RF/optical /
serial output

HPS/Linux
Control Plane

Shadow
registers

FSM control

External
DDR3
not on

payload path

AXI4-Lite/MMIO

key, IV,
START, status

Payload path remains inside the PL data plane after ingress

Control path carries only low-rate configuration and status words

Figure 3. System-level dataflow and interface roles. High-rate payload data enter the PL data path,
pass through the RTL core, Stream Aggregator, and Elastic FIFO, and leave through the output
interface. AXI4-Lite/MMIO is used only for control and context words; external DDR3 is shown only
as the memory route bypassed by the high-rate payload path.
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4. Microarchitectural Optimization and Energy-Efficient
Hardware Offloading

As established in the Introduction, the Strumok stream cipher, adopted as the
Ukrainian national standard DSTU 8845:2019, serves as the reference data-path work-
load [9]. For international context, this is a Ukrainian national standard stream cipher
structurally based on Linear Feedback Shift Registers (LFSR) and non-linear transforma-
tions over finite Galois fields (GF(28) and GF(264)).

We deliberately selected this algorithm because its structural topology—relying en-
tirely on combinatorial XOR/SHIFT networks—is highly representative of stream-oriented
payload encryption layers. Such bit-level operations are notoriously inefficient on general-
purpose processors due to instruction fetch overhead and multi-cycle execution limits [11].

This stream cipher operates at the payload encryption layer, independently of and
without contention for DSP resources that may be needed by MAC-intensive physical-
layer operations such as FFT or beamforming; both operate on continuous multi-gigabit
streams. By synthesizing this high-throughput cryptographic core with zero hardware
DSP blocks and relying entirely on combinatorial XOR/SHIFT networks, the architecture
leaves the FPGA’s dedicated DSP resources available for physical-layer RF mathematics.
This constitutes a spatial division of logic, where the reported pJ/bit metric specifically
quantifies the energy efficiency of non-linear payload transformations.

4.1. RTL Synthesis and Spatial Materialization of Arithmetic Operations

We propose a hybrid design methodology that physically separates the integration
layer from the computational core. While High-Level Synthesis (HLS) and software-driven
drivers are utilized for the control and orchestration layer (AXI-Lite interfaces, MMIO
mapping), the critical data path is synthesized directly at the Register Transfer Level (RTL).
This microarchitectural separation ensures that the control path logic does not introduce
latency overhead into the continuous multi-gigabit data streams [10,13].

The primary mechanism for energy efficiency in the proposed RTL core is the spatial
materialization of arithmetic operations. In a traditional software pipeline, operations
such as multiplication by a primitive element α in GF(28) require iterative shift and logical
addition (XOR) instructions, consuming substantial dynamic power per byte. In contrast,
our hardware offloading strategy transforms these operations into hardwired, spatially
distributed combinatorial networks, as exemplified by the single-stage combinational logic
path for multiplication by 0x02 shown in Figure 4 [9–11].

x[7 : 0]

x ≪ 1

Masking
(x7) · 0x1D

⊕ mul2(x)

8-bit

x7

1 cycle

Figure 4. Combinational logic path for multiplication in GF(28) demonstrating the spatial material-
ization of arithmetic operations and elimination of sequential instruction cycles.

Formally, multiplication by 0x02 in this network is defined by Equation (1):

mul2(x) = (x ≪ 1)⊕
(
(x7) · 0x1D

)
, (1)

where x7 is the most significant bit of the input byte x, and the polynomial addition of
0x1D is dynamically activated via hardware gating.
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By embedding such operations exclusively within the combinational logic between
data path registers, the architecture eliminates the multi-cycle instruction decoding over-
head entirely. The execution of complex non-linear byte transformations occurs within a
single clock cycle constraint (tpd < Tclk). This eliminates the unpredictable latency varia-
tions caused by CPU cache misses or OS scheduler preemption, providing deterministic
real-time execution under the defined system configuration.

To guarantee the temporal determinism of the data path and prevent race conditions
during context switching, the execution phases are governed by a hardwired Finite State
Machine (FSM) entirely independent of the CPU. The FSM enforces three sequential execu-
tion phases: First, the INIT phase atomically loads the 512-bit key and 256-bit initialization
vector into the state registers. This is immediately followed by a deterministic WARM-UP
phase, during which the non-linear logic loops internally without asserting the output
ready flag, completing the specified initialization and mixing rounds before output is
released. Only upon the completion of these cycles does the FSM transition to the GEN
(generation) state, asserting the hardware ready strobe. This microarchitectural separation
of the data path (combinatorial XOR networks) and the control path (FSM) guarantees that
valid data-plane payload is generated with a predictable, cycle-accurate latency, immune
to any software-induced execution stalls.

4.2. Resource Utilization and Power Profiling

The synthesized RTL core demonstrates high resource efficiency. Synthesized for the
Intel Cyclone V SoC platform (5CSEBA6) [18], a single processing core occupies 2386 Adap-
tive Logic Modules (ALMs), accounting for less than 6% of the total logic capacity. Notably,
the design utilizes zero Digital Signal Processing (DSP) blocks or Block RAMs (M10K),
relying entirely on distributed XOR/SHIFT logic arrays. This low-footprint synthesis
ensures minimal static power leakage.

Operating at its maximum characterized core clock frequency (Fmax) of 150 MHz, a
single isolated core achieves a deterministic throughput of 9.6 Gbps. Based on vectorless
power estimation using the Intel Quartus Prime Power Analyzer v23.1 with default toggle
rates, the estimated dynamic power dissipation of the RTL computational core at 150 MHz
amounts to 24.00 mW. When evaluated against the effective throughput, this synthesis-
derived estimate corresponds to an energy-efficiency metric of ≈2.5 picojoules per bit
(pJ/bit), as detailed in Table 3.

Table 3. Provenance of headline results used in the architectural comparison.

Quantity Value Basis and Accounting Boundary

Software-path saturation ≈20 MSPS/≈320 Mbps Observed on the evaluated USB 2.0/Cortex-A9/Linux I/Q routing
path; platform-specific payload-ingress limit.

HPS software-routing power 881.12 mW Quartus Prime Power Analyzer estimate for dual-core HPS dynamic
power during software data routing; not a board measurement.

RTL core throughput 9.6 Gbps at 150 MHz Single synthesized computational core; isolated maximum
characterized core clock.

RTL computational-core power 24.00 mW/≈2.5 pJ/bit Quartus Prime Power Analyzer vectorless estimate for the RTL
computational core only.

Control-plane latency P99 < 1 ms Measured orchestration jitter under Spatial Isolation.

Projected cluster throughput 83.2 Gbps Design-space exploration projection using 13 cores at a conservative
100 MHz integration clock; not implemented board throughput.
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On the dual-core Cortex-A9 HPS path, the evaluated 8-bit I/Q USB 2.0 stream saturates
near 320 Mbps. Quartus Prime Power Analyzer reports 881.12 mW HPS dynamic power for
the dual-core software-routing configuration, corresponding to roughly 2754 pJ/bit under
that software-path accounting boundary. The RTL number is different in scope: it is an
estimated 2.5 pJ/bit for the computational logic of the synthesized core. The comparison is
useful for architectural accounting, but it should not be read as a component-by-component
power comparison between the processor subsystem and the FPGA fabric.

Thus, this represents an architectural efficiency contrast demonstrating the system-
level value of spatial offloading, rather than a direct like-for-like silicon-level measurement.

5. Dynamic Context Switching and Control Plane Stability
Although hardware offloading substantially improves Data Plane energy efficiency

and throughput, 5G/6G edge nodes impose concurrent demands for dynamic operational
reconfigurability. In practical deployments, operating modes and cryptographic contexts
may need to be updated continuously during runtime. This introduces the challenge of
Dynamic Context Switching, where the Control Plane must inject new parameters without
stalling the continuous multi-gigabit data stream.

5.1. MMIO Adapter Architecture and Shadow Registers

To address this, our heterogeneous architecture implements an explicit microarchi-
tectural separation using a Memory-Mapped I/O (MMIO) AXI4-Lite interface dedicated
solely to the Control Plane [22]. To prevent race conditions, we designed a hardware
Shadow Register File within the adapter layer. The Linux-based orchestration service
asynchronously writes the new configuration (e.g., a 512-bit key context) into intermediate
shadow registers. The transition to the active state is executed atomically within a single
clock cycle upon receiving a hardware START strobe.

Experimental evaluation of this architecture demonstrates high control-plane maneu-
verability, but the operation being counted must be distinguished explicitly. A conservative
full context reload through MMIO, including key and IV register writes, initialization, and
synchronization, was measured at approximately 1290 reloads per second. The shadow-
register architecture also supports faster context/state update operations above 7200 per
second under Spatial Isolation: key and IV words remain resident in shadow registers,
the IV need not be rewritten when it is unchanged, and the FSM advances the stream
state internally. This distinction keeps the control-plane result tied to the actual measured
operation while preserving the architectural point: MMIO remains suitable for low-rate
orchestration, not high-rate payload transport [3].

5.2. Spatial Isolation and Jitter Mitigation

The deployment of a general-purpose OS such as Linux for hardware orchestration in-
troduces phase jitter attributable to scheduler preemption and interrupt handling [8,19,20].
To guarantee the determinism of the Control Plane, we applied a Spatial Isolation method-
ology. By confining the OS background services and peripheral hardware interrupts (IRQ
shielding) to a specific Cortex-A9 core (Core 0), while dedicating an isolated core (CPU1)
exclusively to the orchestration pipeline, we reduced latency variability to bounded levels.

Spatial Isolation is achieved through native Linux kernel resource management mech-
anisms, avoiding the integration complexity and scheduling overhead of a hypervisor
or RTOS [8,20]. Specifically, all background daemons and peripheral hardware interrupt
requests (hard IRQs)—such as those from USB or network controllers that cause “IRQ
storms”—were statically assigned to CPU0 using SMP affinity masks (smp_affinity).
Concurrently, the orchestration application was bound exclusively to the isolated CPU1
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using core affinity, and its execution policy was elevated to a real-time scheduling class
(SCHED_FIFO).

Measured over a continuous stress test of N ≈ 8.4 × 105 context switch requests, the
unmanaged Linux scheduler exhibits latency spikes reaching up to 24.40 ms, attributable
to peripheral interrupts competing for CPU cycles. In contrast, the explicit routing of inter-
rupts away from the orchestration core stabilizes the system, reducing the 99th percentile
(P99) latency to just 0.98 ms (Figure 5).

Unmanaged
(No Isolation)

Managed
(Spatial Isolation)

100

101

102

24.40
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∼ 24× Stabilization

P9
9
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nc
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s)
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og
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e]

Figure 5. Impact of Spatial Isolation (IRQ shielding and CPU affinity) on Control Plane jitter. The
managed architecture maintains sub-millisecond control-plane latency under stress.

To formally characterize the latency distribution of the MMIO interface and validate
the architectural dichotomy, we conducted a time-domain decomposition of a single con-
trol transaction. As illustrated in Figure 6, the execution time is highly asymmetric. The
hardware latency of the AXI4-Lite bridge (MMIO transaction) accounts for 60.0 µs, while
the Python-based OS stack adds 79.7 µs. Consequently, the orchestration layers consume
over 99% of the total transaction time (∼140 µs), whereas the actual RTL cryptographic
transformation executes in 0.33 µs. Migration of the orchestration service to a compiled
language (e.g., C/C++) would reduce the software overhead, yet the characterized AXI
MMIO latency of approximately 60 µs per transaction remains the dominant hardware-side
constraint within the evaluated MMIO path. Under the Shadow Register File access pattern,
the measured NEXT-and-read throughput reaches approximately 462 kbps, consistent with
a modeled cap of approximately 450 kbps for 64-bit-per-transaction MMIO transfers; under
conservative READY-polled operation, the measured throughput is 344–348 kbps. Nonethe-
less, remaining below a 1 ms control-plane latency target under this non-deterministic
stack provides a practical upper bound on orchestration delay under Spatial Isolation. This
supports the Hardware Accountability strategy: the processor and MMIO bus must remain
confined to low-frequency orchestration, while the high-bandwidth payload is routed
autonomously via internal FPGA buffering rather than through the CPU’s sequential
execution pipeline.
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Figure 6. Time-domain decomposition of a single control transaction. The actual RTL computation
takes less than 1% of the total time, showing that the CPU and MMIO bridge dominate this control
path during data streaming.

The Python prototype contributes 79.7 µs of software-stack overhead, or slightly more
than half of the measured transaction time. A compiled orchestration service, for example
in C/C++, would reduce this part of the delay. However, the evaluated MMIO path still
includes 60.0 µs of AXI MMIO hardware latency, so software optimization would not
make AXI4-Lite suitable for payload transfer. The result is consistent with the intended
split: MMIO is appropriate for low-rate orchestration, while multi-gigabit payload routing
belongs in the internally buffered FPGA data path.

6. Design Space Exploration and System-Level Architecture
The following DSE is a scaling calculation based on the single-core synthesis result

and the measured Control Plane behavior. The full multi-core cluster has not been imple-
mented on the board. Among the DSE assumptions, timing closure and sustainable stream
aggregation are the most critical practical risks because multi-core replication increases
routing congestion, fan-out, buffering requirements, and pressure on shared interconnect
resources. The thermal budget is an additional major uncertainty, while clock-domain cross-
ing and RF/optical interface integration remain important system-level implementation
risks. These limitations are summarized in the Discussion section.

The DSE starts from two measured or estimated inputs: P99 < 1 ms Control Plane
jitter and the synthesis-derived RTL computational-core energy estimate at 150 MHz. The
latency decomposition also shows that the MMIO adapter is a control interface, not a
multi-gigabit payload interface. The scaling model therefore examines how far the PL
data path can be extended before the external-memory hierarchy becomes the limiting
factor [16,17,22].

Based on the logic synthesis results, a single RTL processing core occupies 2386 ALMs
(<6% of the available logic capacity on the Cyclone V 5CSEBA6). Allocating a conservative
20% resource margin for system-level AXI4-Stream interconnects, Stream Aggregators, and
orchestration wrappers, the programmable logic matrix can theoretically accommodate a
parallel cluster of N = 13 independent processing cores. Extrapolating the core throughput
based on a conservative, stable system integration clock of 100 MHz (yielding 6.4 Gbps per
core, deliberately scaled down from the 150 MHz/9.6 Gbps isolated theoretical maximum
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to reserve timing and thermal margin across a multi-core array), such a cluster provides
a projected upper-bound data-plane capacity of 83.2 Gbps rather than an implemented
board-level throughput result.

Translating this theoretical capacity into a physical implementation reveals a fun-
damental physical bottleneck: the “Memory Wall.” In traditional software-defined or
standard DMA-centric architectures, the payload must traverse the external volatile mem-
ory. For the evaluated Cyclone V SoC platform, the FPGA-to-SDRAM bridge hierarchy is
expected to become the dominant throughput limiter before the nominal DDR3 peak is
reached [17,18,23]. For this reason, routing a projected 83.2 Gbps stream through external
SDRAM is not a realistic target for the evaluated platform, as illustrated in Figure 7.

Memory Wall
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Projected On-Chip Data Path Throughput

Figure 7. Design Space Exploration (DSE) of the stream-oriented data-plane processing cluster. In the
evaluated platform model, scaling beyond 4 cores requires bypassing the external DDR3 path.

The scaled model therefore aggregates the stream-oriented core outputs inside the
PL instead of staging them in external DDR3. The 13 RTL cores feed a Stream Aggregator,
which packs the outputs into an 832-bit internal bus. The Elastic FIFO then provides rate
matching and the Clock Domain Crossing (CDC) boundary toward the high-speed TX
clock domain, as shown in Figure 8.

This pJ/bit metric quantifies the estimated dynamic power dissipation of the com-
putational logic only; in a full-scale physical deployment, driving a projected 83.2 Gbps
stream through high-speed transceivers and optical interfaces would add a separate power
cost on the order of Watts. Keeping the stream in the internal Elastic FIFO avoids the addi-
tional memory-fetch overhead that would appear if the same traffic were routed through
external DDR.

The empirical data from Control Plane validation support the architectural assump-
tions underlying this scaled model, provided that the operation type is kept explicit. At
the measured rate of more than 7200 shadow-register context/state update operations
per second, issuing one update operation to each of the 13 projected cores would take
on the order of 1.8 ms. If a full key-and-IV reload with synchronization is required, the
conservative benchmark of approximately 1290 reloads per second gives a worst-case
bound on the order of 10 ms for the same 13-core cluster. Both bounds remain within
the considered IMT-2020-oriented control interval [3], so the general-purpose CPU can
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orchestrate dynamic parameter rotations without disrupting the continuous Data Plane
stream. This supports the architectural viability of the proposed approach as a means of
mitigating both the software processing bottleneck and the external memory wall.

Data Plane:
Stream-Oriented Processing Domain (clk_core = 100 MHz)

Control Plane: Dual-Core ARM Cortex-A9 (Linux OS)
Orchestrator & Dynamic Context Manager

RTL Core
#1

RTL Core
#2

. . . RTL Core
#13

AXI4-Lite (MMIO)

Stream Aggregator (Packer)
Multiplexing: N × 64-bit → 832-bit Wide Bus

AXI4-Stream

Elastic FIFO (On-Chip Memory)
Clock Domain Crossing (CDC) & Rate Matching at 83.2 Gbps

Internal Routing

High-Speed RF Interface
TX Clock Domain (clk_tx)

Continuous Stream

External
DDR3

Bypassed to avoid
Memory Wall
& save power

Figure 8. Projected multi-core data-plane architecture for the 83.2 Gbps DSE case. The schematic
defines the Clock Domain Crossing (CDC) boundary for the scaled cluster. The Control Plane
(HPS) orchestrates the RTL cluster via a 32-bit AXI4-Lite bus. The Data Plane uses 64-bit AXI4-
Stream interconnects, which are packed into a wide internal bus. The Elastic FIFO bridges the asyn-
chronous boundary between the stream-processing clock (clk_core) and the high-speed transceiver
clock (clk_tx), while the high-rate payload path bypasses external DDR3 memory.

7. Discussion
The synthesized heterogeneous architecture reduces Data Plane routing overhead

and estimated dynamic energy consumption for the evaluated workload. These findings
suggest that, on such stream-oriented edge-node paths, energy optimization cannot rely
solely on algorithmic improvements or RF front-end enhancements; it also depends on
cross-layer architectural organization.

The Cost of General-Purpose Processing: The software-routed Cortex-A9 path illus-
trates the energy cost of moving continuous payload streams through a general-purpose
processor, operating system, and USB/I/O stack. At the evaluated 8-bit I/Q USB 2.0
saturation point, the Quartus-estimated HPS dynamic power corresponds to approximately
2754 pJ/bit under the stated subsystem accounting boundary. As spatial multiplexing scales
the data rates to tens of gigabits per second, routing this payload through a CPU-centered
path introduces substantial thermal and scheduling overhead.

Energy-Proportional Architecture via Hardware Segregation: In the RTL core, the
same byte-level transformations are mapped to combinational XOR networks. Quartus
Power Analyzer estimates 24.00 mW dynamic power at 150 MHz for this computational
core, or approximately 2.5 pJ/bit. Within the stated accounting boundary, this supports the
use of the CPU for low-rate orchestration while keeping the high-rate payload path in the
FPGA Data Plane.

Overcoming the Memory Wall: The DSE also shows why the external-memory path is
a poor fit for the projected cluster [17,18,23]. Under the stated assumptions, a 13-core RTL
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cluster projects to 83.2 Gbps, while the evaluated DDR3 path is limited to approximately
25.6 Gbps before protocol and arbitration losses. The projected architecture therefore keeps
the high-rate Data Plane inside the FPGA routing fabric and sends it toward high-speed
interfaces without staging the payload in external DDR.

Limitations and Future Work: The stream-oriented Data Plane architecture is op-
timized for sequential, throughput-bound workloads and is not directly applicable to
algorithms requiring stochastic random-access memory patterns, such as large-scale matrix
factorization. The present revision also does not include board-level power measurement
of the RTL data path under realistic switching activity, nor does it include a same-workload
implemented DMA-centric baseline. Therefore, the HPS and RTL power values should be
interpreted as Quartus Power Analyzer estimates under different accounting boundaries,
not as board-level measurements.

The observed 20 MSPS software-path saturation is also platform-specific to the eval-
uated USB 2.0/Cortex-A9/Linux integration path and should not be generalized as a
universal processor limit. The 83.2 Gbps figure carries the same projection caveat: physical
realization would require timing closure of the multi-core interconnect, thermal-budget
validation, high-width stream aggregation, robust clock-domain crossing, and integra-
tion with actual RF/optical interfaces. Among these assumptions, timing closure and
sustainable stream aggregation are the most critical practical risks, since they determine
whether replicated cores can be routed, buffered, and connected without turning the in-
ternal stream fabric into the new bottleneck. Physical implementation and board-level
validation of the full cluster therefore remain future work. Separately, DSP-heavy PHY
kernels such as FFT, FIR filtering, and beamforming require their own resource and en-
ergy evaluation; the present measurements and estimates are limited to stream-oriented
payload/data-plane processing.

Future research will focus on implementing the DMA-centric baseline, collecting
board-level power measurements under realistic switching, and extending the evaluation
to MAC-intensive PHY kernels. Heterogeneous memory architectures, such as High
Bandwidth Memory (HBM), and tightly coupled CPU-FPGA cache-coherence protocols
may improve flexibility for workloads that cannot remain fully inside the PL stream path,
but they are not part of the proposed high-rate payload route evaluated in this paper.

8. Conclusions
The continued increase in continuous data-plane rates in 5G/6G edge communication

nodes motivates a more explicit separation between low-rate orchestration and high-rate
stream processing at the edge. This paper demonstrates through experimental evaluation
that the tested USB 2.0/Cortex-A9/Linux software path encounters a platform-specific
scalability ceiling, reaching a saturation regime at approximately 20 MSPS consistent with
IRQ-driven overload.

To address this, we implemented and validated a heterogeneous SoC FPGA prototype
based on the Hardware Accountability architectural doctrine. By decoupling the Control
Plane (managed by a spatially isolated Linux OS) from the Data Plane (offloaded to the Pro-
grammable Logic), the architecture bypasses the sequential execution bottlenecks inherent
to general-purpose CPUs for the evaluated stream-oriented workload. The microarchitec-
tural synthesis of the RTL computational core yields a vectorless Power Analyzer-based
energy estimate of approximately 2.5 pJ/bit at a maximum characterized core frequency of
150 MHz.

Experimental results of the integrated system confirm that the heterogeneous node
achieves high control agility, with conservative full context reloads near 1290 per second,
more than 7200 shadow-register context/state update operations per second, and stable
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orchestration jitter of P99 < 1 ms. These results make the architecture suitable for latency-
constrained control-plane operation in energy-efficient edge telecommunication systems.
Furthermore, based on these empirical results and the identified limitations of MMIO data
transfers, the paper proposes a DSE model projecting the architecture to an 83.2 Gbps
processing cluster. Together, the measured control-plane results and the design-space
projection provide a concrete foundation for energy-efficient stream-oriented data-plane
processing at the wireless edge.
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Abbreviations
The following abbreviations are used in this manuscript:

ALM Adaptive Logic Module
AXI Advanced eXtensible Interface
CMA Contiguous Memory Allocator
CPRI Common Public Radio Interface
CPU Central Processing Unit
DDR Double Data Rate
DMA Direct Memory Access
DSE Design Space Exploration
DSP Digital Signal Processing
DTB Device Tree Blob
FFT Fast Fourier Transform
FHSS Frequency Hopping Spread Spectrum
FIFO First-In, First-Out
FPGA Field-Programmable Gate Array
FSM Finite State Machine
GF Galois Field
HLS High-Level Synthesis
HPS Hard Processor System
I/Q In-phase/Quadrature
IRQ Interrupt Request
ISR Interrupt Service Routine
LUT Look-Up Table
MIMO Multiple-Input Multiple-Output
MMIO Memory-Mapped Input/Output
MSPS Megasamples Per Second
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NR New Radio
OPS Operations Per Second
OS Operating System
PL Programmable Logic
RF Radio Frequency
RTL Register Transfer Level
SDR Software-Defined Radio
SMP Symmetric Multiprocessing
SoC System-on-Chip
URB USB Request Block
URLLC Ultra-Reliable Low-Latency Communication
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