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Abstract

Explainable intrusion detection systems often provide feature attributions without indi-
cating whether a security action should be released, downgraded, or deferred. This paper
investigates whether action-governed explanations can provide bounded triage evidence
under traffic feature feasibility constraints. We present TRACE, a framework that maps
calibrated detector outputs to a finite action ladder, constructs conformal action sets, selects
actions via a utility-minimax rule, and releases high-severity actions only when compact
support contracts remain stable under feasible perturbations, where feasibility is a property
of the processed benchmark features and not of packet-level realizability. Ablations isolate
the conformal set and release gate as the primary drivers of system behavior. Across
11 gated dataset-model pairs, TRACE produces non-degenerate action sets with zero
full-set collapse and defer/block rates from 0.603 to 1.000. Under held-out sample split
tuning, it achieves higher average proxy utility than unconditional release and release
rate-matched random release on all 11 pairs. Against the strongest simple selective gate,
however, it matches on 6 of 11 pairs and trails on the remaining 5. Robustness sweeps
confirm positive all-row utility on all pairs, though pass-only utility becomes fragile in
ultra-low-release regimes. Unlike display-only attribution summaries, the TRACE contract
records the plausible action set, feasibility checks, stability summaries, and an explicit
release rationale. The results support TRACE as a bounded evidentiary framework for
action-governed XAl in IDS, rather than claiming superiority over all IDS/XAI methods or
general deployment readiness.

Keywords: explainable intrusion detection; network intrusion triage; conformal prediction;
actionable XAl feature-space feasible stability
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match open, shifting, and adversarial network environments [1,2]. This mismatch is clear-
est when an IDS output is used in triage. An alert is a class prediction, but it is also a
distributed under the terms and decision point. In that setting, the question extends beyond whether a detector predicts
conditions of the Creative Commons @ 1abel such as benign, scan, denial of service, botnet, or exfiltration. A prediction label

Attribution (CC BY) license. identifies an attack class, whereas a feasible action is a concrete response step. The relevant
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issue is whether the available evidence justifies an action such as isolating a host, drop-
ping a packet, deferring the case, monitoring it, escalating it to an analyst, or initiating
containment-oriented handling.

Explainable artificial intelligence (XAI) entered IDS research partly to narrow this gap
between opaque predictions and analyst-facing evidence, a motivation reflected in recent
XAI-IDS surveys and evaluations [3-5]. Model-agnostic local explanation methods such as
Local Interpretable Model-agnostic Explanations (LIME) [6], additive feature-attribution
frameworks such as SHapley Additive exPlanations (SHAP) [7], and later global-to-local
explanation techniques for tree models [8] have made it practical to associate detector
outputs with feature-level rationales, and the resulting XAI-IDS literature is surveyed in
Section 2. The usual explanation artifact, however, remains a ranking, attribution vector,
saliency summary, rule, or local surrogate. Such artifacts can help explain why a detector
produced a score, but they do not by themselves establish that a high-severity triage action
is stable, cost-aware, or justified under plausible traffic feature alternatives. In this paper,
they remain secondary inspectability artifacts; the main explainability object is the action
contract that justifies release, downgrade, deferral, or fail-open behavior.

This distinction leaves three methodological gaps. First, the cited XAI-IDS literature
primarily explains detector predictions or feature effects, whereas triage requires reasoning
over several plausible actions and their asymmetric consequences [3-5,9]. A false escalation
can consume scarce analyst time and trigger unnecessary response activity, whereas an
underreaction can delay treatment of a serious incident. Second, explanation stability
is frequently assessed in feature space without a sufficiently explicit account of which
perturbations are plausible for the traffic representation being used. For tabular flow
datasets, unconstrained changes to counts, rates, protocol indicators, or derived statis-
tics can produce explanation-robustness evidence that is mathematically convenient but
operationally questionable. Third, explanation depth is rarely governed as a decision prob-
lem. In practice, shallow evidence may be acceptable for low-severity monitoring, while
containment-oriented handling should require stronger uncertainty, feasibility, and support
checks. Taken together, these gaps motivate an action governance view of explainable IDS:
explanations should not only describe model behavior but should help decide when an
action can be released, downgraded, deferred, or failed open to human investigation.

This paper develops TRACE, a conformal action contract framework for uncertainty-
aware intrusion triage under processed feature, feature-space feasibility constraints.
The method uses a calibrated detector as a foundation, then maps native IDS labels to a
finite action ladder, aggregates detector probabilities into action probabilities, and con-
structs a split-conformal action set. Conformal prediction provides a principled way to
form prediction sets under exchangeability assumptions [10]; in TRACE, the conformal
object is moved from class-label reporting to action-level uncertainty reporting. The se-
lected action is chosen by a finite utility-minimax rule over the conformal action set, so
the policy accounts for plausible oracle actions instead of committing immediately to a
single maximum-posterior label. Because public IDS datasets do not contain validated
Security Operations Center (SOC) playbooks, the label-to-action mapping is treated as
a benchmark scaffold rather than a production response policy. Throughout the paper,
“feature-space feasible” means feasible within the processed feature benchmark representa-
tion governed by ()p; it is not a claim that accepted perturbations are packet-level realizable
on a live network. Empirically, the ablations plus targeted near-boundary reruns isolate
the conformal-action and release gate stages most clearly. The stricter stability, minimax,
and deeper support/verifier stages remain implemented, but the current evidence isolates
them only partially.
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The central technical object in TRACE is an action contract. For an input traffic record
x, the method returns

K(x) = (aconf/ Cu, Sk/ I'p, Psets Pacts Pexps Acf/ Status)/ (1)

a finite record pairing a recommended triage action a.,,¢ with the evidence for or against
releasing it: a conformal action set Cy, a compact feature-group support contract S, whose
sufficiency is checked rather than a top-k attribution list, a feature-space feasible per-
turbation set I'p, stability and feasible-contrast summaries, and a status field recording
release, downgrade, deferral, or fail-open to investigation. A defer outcome is an explicit
explanation result indicating that the evidence stack did not justify release, not a missing
explanation; the intended use is analyst inspection and triage support, not autonomous
execution. Section 4 develops each field together with the validation-frozen acceptance
rules that govern when a high-severity action may be released.

This design shifts robust XAl for intrusion detection toward testing action-level sta-
bility: rather than claiming universal stability or certification against deployment-time
adversaries, TRACE investigates whether, under a dataset-specific tabular feasibility model,
the proposed action remains justified across a calibrated set of plausible actions and fea-
sible local alternatives. Our objective is to evaluate whether this gated action contract
layer produces non-degenerate, coverage-aware triage records and exposes, traceably and
auditably, when release is supported, when non-release is the safer outcome, and where
simple selective gates remain competitive under matched benchmark evaluation.

This paper makes four bounded core contributions.

e It formulates explainable intrusion triage as a feature-space feasible action contract
problem, shifting the unit of explanation from feature attribution display to evidence
for releasing, downgrading, deferring, or failing open a triage action.

e It couples action-level conformal uncertainty, a utility-minimax selector, and a release
gate into a finite contract record, while explicitly treating the conformal set plus release
gate mechanism as the most clearly isolated empirical core in the current evidence.

e Itintroduces a dataset-specific feasibility model ()p and perturbation set I'p for evalu-
ating action contracts under train-constrained traffic feature alternatives and shows
through paired probe diagnostics that generic L, perturbations can appear stable
while still being inadmissible under the dataset feasibility card.

*  Itestablishes a bounded multi-dataset evidence protocol for proxy triage, combining
held-out selective gate comparisons, operating region audits, bootstrap intervals,
frozen detector probe seed variability checks, and claim readiness gates so that TRACE
is evaluated as an auditable evidence layer whose practical reading can be triage-
capable, cautious, blocker-like, or a weakly selective value rather than hidden behind
one average scalar score.

The empirical study evaluates four public IDS benchmarks under a gate-controlled
evidence protocol and matched detector foundations (Section 5). The central scientific
question is whether TRACE can match a simple selective gate on a scalar risk objective while
exposing the uncertainty, feasibility, and non-release structure behind a proxy triage decision.

The remainder of the paper positions the work (Section 2), defines the action triage
problem (Section 3), presents TRACE (Section 4), specifies the empirical protocol (Section 5),
and reports the gated results with their interpretation boundaries and validity threats
(Sections 6-9).
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2. Related Work and Positioning
2.1. Explainable Intrusion Detection

Explainable intrusion detection began as a response to the opacity of machine learning
detectors, including unsupervised and representation-based anomaly detectors [11,12],
and has developed into a substantial research area with its own survey literature, evaluation
criteria, and benchmark practices. General-purpose explanation methods such as LIME
and SHAP are now common baselines for explaining black-box or tree-based classifiers,
and broader XAl surveys classify them within a larger family of local, global, model-
specific, and model-agnostic techniques [6-8,13]. In the IDS setting, recent surveys identify
explainability as a recurring requirement for security analysts, Internet of Things (IoT)
cyber defense, and model debugging, while also noting that explanation quality depends
on properties such as fidelity, stability, compactness, computational cost, and stakeholder
fit [3,4].

Empirical XAI-IDS studies illustrate both the usefulness and the boundary of this
literature. Explainable IDS models have been developed for specific traffic domains such as
DNS-over-HTTPS attack detection [14], and recent evaluations compare LIME and SHAP
in IDS classifiers or evaluate black-box explanation frameworks for network intrusion
detection [5,9]. Parallel work extends explainable detection to trust-oriented IDS design,
IoT and Industry 4.0 deployments, optimized gradient-boosted detectors, and federated
settings [15-19].

Recent XAI-IDS studies increasingly pair strong predictive models with post hoc
explanation layers, making detector outputs more inspectable and easier to compare across
benchmarks [5,9]. Because such attribution artifacts do not by themselves establish whether
a security action should be released (as argued in the Introduction), TRACE therefore treats
SHAP, LIME, and related explainers as supporting infrastructure rather than as the main
contribution: the unit of analysis is the action contract that governs release, downgrade,
deferral, or fail-open behavior.

2.2. Actionable XAl and Security Triage

The actionability problem is sharper in security than in many classification settings
because different errors have different operational meanings. This cost asymmetry, noted
in the Introduction, is related to a long-standing critique of machine learning IDS evalua-
tion: benchmark success can be achieved under closed-world assumptions that differ from
operational networks, and public datasets often encode class labels rather than response
policies [1,2]. Dataset surveys likewise show that NIDS corpora vary widely in feature con-
struction, attack labeling, capture environment, and realism, which makes direct translation
from dataset class to operational action delicate [20].

Encoding this asymmetry in a manually specified cost or utility matrix is a well-
established practice, and one with a clear history within intrusion detection. Cost-sensitive
learning is built around exactly such an object: a cost matrix whose entries record the
penalty of predicting one class when another is true, set by the modeler to encode domain
value judgments, after which the optimal decision follows from expected cost rather than
from the data alone [21]. The intrusion detection community adopted this approach early,
tabulating damage and response costs into an explicit, analyst-specified cost matrix against
which the detector is then optimized [22,23]. The same reliance on an analyst-specified
matrix appears throughout the wider security-decision literature: alert prioritization ranks
alerts through analyst-defined scoring weights [24], and game-theoretic intrusion detection
assigns defender and attacker payoff matrices by hand before solving for an equilibrium
response policy [25,26]. A predefined matrix is, in this sense, the conventional means of
rendering asymmetric error consequences explicit rather than an ad hoc choice. The utility
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matrix adopted here, U (b, a), follows the same convention at the action (triage) layer instead
of the class layer, and is used as a declared, reproducible proxy scaffold rather than as a
validated operational cost model, as detailed in Section 3.

Actionable XAI and algorithmic recourse provide useful language for this issue,
but their standard formulation is not identical to IDS triage. Recourse methods ask what
feasible changes would alter a model decision for an affected subject, with attention to
actionability and constraints [27,28]. In network defense, the decision maker is usually
not the traffic source seeking recourse; it is a defender choosing an operational response
under uncertainty. The relevant action is therefore not simply a feature change that flips
a classifier but a policy choice such as monitor, escalate, or contain. TRACE adopts this
decision-centric view while keeping the claim boundary explicit. The label-to-action map
and utility matrix are treated as benchmark scaffolds rather than validated SOC playbooks,
as detailed in Section 3.

2.3. Robust and Adversarial XAI

Explanation quality is also affected by instability and adversarial manipulation. Gen-
eral XAl work has shown that post hoc explanation methods can be fooled or made mis-
leading even when the underlying model behavior appears acceptable, including attacks
against LIME and SHAP explanations [29]. Within IDS, explanation-oriented robustness
has been studied more directly; for example, Barnard et al. use explanations as part of a
network intrusion detection robustness strategy, while E-XAI evaluates black-box explain-
ers for NIDS using metric families that include stability, robustness, and efficiency [5,30].
These studies motivate evaluating explanations as objects that can fail, rather than as
visualizations attached after prediction.

For tabular network flow data, the perturbation model is especially important. Feature
vectors often contain counts, rates, protocol indicators, one-hot groups, duration statistics,
and derived ratios. Perturbing these columns independently can produce samples that are
numerically close under an £, metric but implausible as traffic records. Recent work on
adversarial perturbations of IDS traffic features demonstrates this concern by showing that
similarity alone is not enough to ensure realistic perturbations [31]. This concern is shared
by the broader adversarial IDS literature. Surveys of adversarial evasion against network
intrusion detection note that naive £,-bounded perturbations routinely violate protocol,
counting, or rate semantics, which has motivated constraint-aware attack models [32,33].
Realistic and adaptive perturbation patterns have since been proposed to keep adversarial
examples valid as traffic records [34,35], and the same restriction has been formalized as a
constrained feature space in general adversarial machine learning [36]. TRACE responds
by separating generic feature-space probes from the canonical feasibility model. Its stability
checks are defined over I'p, a dataset-specific feature-space feasible perturbation set derived
from Qp. The evaluated objects are explanation drift and action set stability, released-
action stability, and support contract stability. Generic £, perturbations remain useful as a
diagnostic comparator, but they are not treated as sufficient evidence for action release.

2.4. Conformal Prediction for Action Uncertainty

Conformal prediction provides a distribution-free framework for constructing predic-
tion sets with marginal coverage under exchangeability assumptions [10]. This property
is attractive for IDS research because a single class label or maximum posterior score can
hide uncertainty among operationally different outcomes. However, conformal prediction
does not by itself specify which security action should be taken when the prediction set
contains multiple plausible labels or actions. It also does not remove the usual limits of
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benchmark IDS evaluation: under cross-source, temporal, or adversarial shift, coverage
must be measured empirically rather than described as an unconditional property [1,2].
TRACE uses conformal prediction as an uncertainty layer rather than as a standalone
detector. The conformal set is constructed after aggregating calibrated class probabilities
into the action ladder, so C,(x) represents plausible oracle actions rather than merely
plausible dataset labels. The subsequent action is selected by a finite minimax utility rule
over Cy(x), and high-severity release still depends on the feature-space feasible contract
verifier. This design is related to conformal risk control, which extends conformal prediction
from coverage guarantees to decision-focused risk bounds by tuning a parameterized
decision rule to control a user-specified loss [37]. TRACE shares the goal of moving from
prediction sets to decision sets but differs in using a fixed utility matrix minimax rule rather
than online parameter tuning, and in coupling the decision rule to a downstream feasibility
and contract verifier that is not part of standard conformal risk control formulations. This
distinction is important for positioning: conformal prediction supplies calibrated set-valued
uncertainty under its assumptions, while the paper’s design contribution is the coupling of
action-level conformal uncertainty with utility-aware triage and feasible contract checks.

2.5. Counterfactual Explanations and Feasible Contrast

Counterfactual explanations and recourse methods identify changes that would alter a
model decision, often with the goal of making a decision actionable or contestable [13,27,28].
In that literature, restricting candidate counterfactuals to a data-valid region is standard
practice: feasibility, plausibility, and causal-link constraints are treated as explicit first-class
requirements rather than optional refinements [38,39]. In intrusion detection, the same
idea can be useful for diagnosing boundary fragility: if a small feasible change would alter
an escalation or containment decision, the action may require additional evidence. At the
same time, cybersecurity creates a dual-use concern. Publishing concrete feature edits that
evade or downgrade detection can provide operational hints to attackers, and infeasible
counterfactuals can mislead defenders about what changes are actually possible in the
traffic domain.

TRACE therefore uses counterfactual reasoning in a restricted way. The method
estimates a feasible contrast distance, A, inside I'p as a diagnostic of how close the
action is to a decision-changing alternative. The contract reports distance, affected feature
groups, and pass/fail status rather than presenting a step-by-step evasion recipe. This
use differs from recourse-centered XAl: the goal is not to tell an adversarial source how to
change behavior, but to help the defender decide whether the current action has enough
support to be released or should instead be downgraded, deferred, or failed open to
analyst investigation.

2.6. Synthesis of the Prior-Art Gap

Table 1 summarizes how TRACE responds to the remaining gap at the decision layer
after an IDS produces an alert. The contribution of TRACE is deliberately scoped to this
boundary, and the empirical claims reported later are bounded to the gated benchmark
artifacts rather than phrased as deployment or universal state-of-the-art claims.
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Table 1. Positioning of TRACE relative to adjacent research families.

Prior Art Family

Typical Output

Remaining Gap

TRACE Response

XAI-IDS attribution [3-5,9]

Feature attributions or
local explanations

Limited action-release
evidence

Conformal action contracts

Robustness-oriented XAI
benchmarks [29-31]

Stability or perturbation
scores

Limited feature-space
feasible action stability

Qp, I'p, and contract
stability scores

Actionable or cost-aware
decision
support [2,20,27,28]

Action motivation,
prioritization, or recourse

Limited uncertainty-aware
contract

Minimax action policy over
Ca

Conformal prediction [10]

Prediction or label
uncertainty sets

Limited utility-aware
governance

Action-level conformal set
plus utility matrix

Counterfactual
explanation [13,27,28]

Decision-changing
examples

Limited pass/fail contract
behavior

Feasible contrast diagnostic

3. Problem Formulation
3.1. Dataset Samples and Label-to-Action Mapping

Consider a benchmark dataset D = {(x;,y;)}/_;, where each preprocessed traffic
record is represented as x; € R? and each native class label belongs to a finite label space
yi € Y = {1,...,K}. Native IDS labels are dataset-specific: one corpus may distinguish
scans, brute-force attempts, denial-of-service traffic, botnet traffic, or benign flows, while
another may use a different label hierarchy or feature-construction process. This hetero-
geneity is a known limitation of public NIDS benchmarks and makes direct translation
from dataset class to operational response delicate [2,20]. We therefore separate two objects
that are often conflated: the native prediction label y and the benchmark action used for
triage evaluation.

The action space is the ordered finite ladder

A = {AOIAllAZ/A?)}/ g(A]) :j/ (2)
where ¢ : A — {0,1,2,3} is the action-level index. The levels denote, respectively, defer
or no action (Ap), monitor (A;), escalate for analyst investigation (A;), and containment-

oriented high-severity handling (Aj3). A deterministic mapping

¢p:Y — A )

is frozen separately for each dataset before test evaluation. The subscript D emphasizes
that the mapping depends on dataset label semantics and documentation rather than on
model outputs. For any labeled evaluation sample, the benchmark oracle action is

ai = ¢p(yi). @)

This oracle serves as a proxy evaluation target rather than a validated SOC playbook.
Public IDS datasets provide labels and traffic features, but they do not provide organization-
specific response decisions, analyst workload, containment authorization, or post-incident
business impact. Consequently, all action-level evaluations rely on this label-to-action mapping.

The mapping protocol in Table 2 is intentionally conservative: when a native label
family plausibly straddles two severity tiers, ¢p assigns the lower tier unless the dataset
documentation provides a clear reason to use the higher one, and the decision is then
recorded in the dataset action map. This ensures that competing policies are evaluated
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against the same frozen target rather than against mappings selected after observing test
performance, and it prevents the evaluation from manufacturing aggressive action evidence
from ambiguous benchmark labels.

Table 2. Benchmark label-to-action construction used to freeze ¢p before test evaluation.

Severity Tier Typical Native Label Families Evaluation Interpretation Oracle Action
So Benign, normal, background No incident evidence in the benchmark Ao
label
S Reconnaissance, scanning, probing, Low-urgency visibility or watch-list A
! weak anomaly handling !
Brute force, credential attack, . . ..
s . Analyst escalation or ticket creation is
Sy exploitation attempt, unauthorized Ay
warranted
access attempt
distributed denial-of-service (DDoS), Containment-oriented handling is
S3 botnet, ransomware, worm, backdoor, ] . ] 3
e . . considered in the proxy action space
exfiltration, destructive compromise
An evaluated triage policy is any mapping
7T : Rd — A X R, n(xi) = (ﬁi,ri), (5)

where 4; € A is the released action and r; € R is an optional evidence record, such
as an explanation, uncertainty set, contract summary, or failure status. Detector-only
baselines may return a minimal record, whereas TRACE returns the contract record defined
later in Equation (1). All finite maximization rules used by a policy are assumed to
use a deterministic validation-frozen tie-breaking order, so 4; is well defined for every
evaluated sample.

3.2. Utility-Aware Triage Objective

Standard classification metrics are necessary for checking the detector foundation,
but they do not encode the asymmetric consequences of triage errors. This distinction
is central to critiques of closed-world IDS evaluation: a benchmark label error and an
operational response error are not the same scientific object [1,2]. We therefore evaluate
actions with a proxy utility function

U: Ax A—-R, (6)

where U(b,a) denotes the utility of releasing action 2 when the oracle action is b. Rows
in Table 3 are oracle actions and columns are released actions. Exact matches receive
utility 1. Underreaction is penalized more strongly as oracle severity increases, while over-
reaction is penalized because it consumes analyst attention and may trigger unnecessary
response work.

For a test set of n samples, the raw proxy triage utility of policy 7 is

TUpay (77) = % Z u(at, a;). @)

This scalar is not intended to replace per-class detection metrics or a human-factors
study. Specifying this matrix by hand follows established cost-sensitive practice, as dis-
cussed in Section 2: predefined cost and utility matrices are the conventional way to make
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asymmetric error consequences explicit. The proxy utility matrix is a synthetic benchmark
scaffold and requires explicit calibration by SOC analysts before real-world operational use.
The same proxy status extends to the frozen label-to-action mapping, and because both
objects are benchmark scaffolds rather than validated operational targets, the experimental
protocol examines how sensitive the reported utility reading is to these choices through a
penalty rescaling sweep and an oracle-side action severity rebinning audit, both reported in
Section 6. Its role here is to aggregate action quality under a declared and reproducible cost
model, so that a method cannot appear attractive merely by maximizing accuracy, always
escalating, or always avoiding high-severity release.

Table 3. Frozen proxy triage utility matrix U(b, a). Rows are oracle actions b; columns are released

actions a.
Oracle\Released Ay Aq As Az
Ap 1.00 0.30 —0.40 —1.00
Aq —0.35 1.00 0.20 —0.45
Ap —0.90 —0.35 1.00 0.35
Az —1.20 —0.75 0.20 1.00

To separate different operational failure modes, define the low- and high-urgency
action subsets
Ao ={Ao, A1}, Ani = {Az, A3} ®)

The false escalation cost rate and missed urgent incident rate are

FECR(H) = Pr{(i € Ay | ar e A]o}, 9)
MUIR(7t) = Pr{a € Ay, | a* € Ap}. (10)

The corresponding empirical estimates are computed with the relevant conditional de-
nominator on the test split. If a split contains no samples in the conditioning set, the metric
is reported as not applicable for that split rather than forced to zero. Reporting FECR and
MUIR alongside TUay is important because two policies can have similar utility while dis-
tributing errors very differently between wasted response effort and missed urgent handling.

Because the evidence record r; may require different explanation depth, perturbation
checks, or contract verification, the problem also includes cost-aware evaluation. Let L; > 0
be the normalized inference latency for sample i, let C; > 0 be its normalized compute cost,
and define

Hm:%Zg, am:%ZQ. (11)

For nonnegative validation-frozen penalty weights A, Ac € R>g, the cost-adjusted
utility is
TUcost(77) = TUraw (1) — ALL(7t) — AcC(7). (12)
The weights are not interpreted as universal SOC costs. They define a benchmark
tradeoff and are subjected to sensitivity analysis in the experimental protocol.

3.3. Research Questions and Testable Hypotheses

The formal problem above turns explainable IDS triage into a comparison among
action policies 7t under a frozen oracle-action map, a declared utility function, and separate
diagnostics for escalation, underreaction, uncertainty, feasibility, and cost. The proposed
method in Section 4 instantiates one such policy by returning conformal action sets, mini-
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max actions, feature-space feasible support contracts, and pass/fail statuses. The empirical

study is organized around the research questions in Table 4.

Table 4. Research questions and required evidence.

RQ  Question Evidence
Do conformal action con.tracts produce non-degenerate, Oracle-in-set rate, normalized set size, full-set rate, action
RQ1 coverage-aware proxy triage records on gated IDS
. agreement, release/defer rate
benchmark artifacts?
Do f - feasibl; i issibl N
N e?ture space .eaSIb < probes preven tinadmissible Qp row- and feature-violation deltas, pact, Pset, release
RQ2 generic perturbation evidence from being treated as rate deltas
action-release support?
RQ3 Which implemented contract components materially change  Ablation deltas for conformal action sets, release gates,
release behavior under the current proxy operating point?  stability gates, minimax utility, and verifier depth
How does tuned TRACE compare with fixed TRACE, . — .
L . Held-out risk objective, release rate, released action error,
RQ4 unconditional release, random matched release, and simple
. . ) matched-comparator deltas
selective gates under matched sample split evaluation?
RQS What claim boundary is licensed by the executed gates, GO0-G8 verdicts, bootstrap confidence intervals, C1-C5

bootstrap intervals, and claim readiness ledger?

evidence status, excluded artifacts

For method comparison, let B denote the set of baseline policies specified in Section 5,
and let 7tr denote the TRACE policy. For any baseline 71, € B, define utility and error-rate

differences
ALY = TUaw (777) — TUraw (713), (13)
AMUR — MUIR(7t7) — MUIR(713), (14)
AFECR — FECR(7t1) — FECR(713). (15)

These differences serve as descriptive estimands for the benchmark. The main hy-
potheses are: H; tests whether ATV > 0 for fixed and unconditional-release policies and
whether tuned TRACE matches or exceeds simple selective gates under the held-out risk
objective; H tests whether feature-space feasible contract diagnostics identify action-level
teasibility problems not captured by generic L, probes; H; tests whether the implemented
support contract diagnostics expose action set, action, and explanation-support instability
under feasible probes; H, tests whether tuned contract release matches or exceeds fixed-
depth or fixed-threshold verification on the benchmark cost-risk frontier; and Hs quantifies
degradation of ACov, CSA, and utility under secondary benchmark stress.

4. Proposed Method: TRACE
4.1. Overview

TRACE is an action governance layer placed on top of a calibrated IDS detector. The de-
tector supplies evidence about native attack labels, but the method releases an operational
action only after that evidence has been translated into an action-level uncertainty set,
evaluated under the frozen utility model, and checked against a feature-space feasible
support contract. This separation is deliberate. It prevents the method from being tied to a
single classifier, and it makes the main contribution the contract that justifies or blocks an
action rather than another attribution display.

The proposed architecture provides a decision-layer construction that couples cali-
brated action uncertainty, explicit triage utility, dataset-specific feature-space feasibility,
and finite-budget support contract verification into one auditable action record. Each
module supplies a distinct form of evidence: conformal prediction controls action set uncer-
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tainty under its assumptions; the utility matrix exposes the cost model; QOp and I'p define
which perturbations are treated as feature-space feasible; and the contract verifier decides
whether the selected action has enough finite-probe support to be released or should be
downgraded, deferred, or failed open.

The full pipeline (Figure 1) has eight stages. First, a detector is trained, calibrated,
and evaluated as predictive infrastructure. Second, calibrated label probabilities are ag-
gregated through the frozen dataset-specific map ¢p into probabilities over A. Third,
a split-conformal action set C, () is constructed to represent plausible oracle actions under
the calibration assumptions. Fourth, a finite utility-minimax rule selects a tentative action.
Fifth, a train-only traffic-feasibility model ()p defines which local alternatives are admissi-
ble for the dataset representation. Sixth, a greedy search constructs a compact feature-group
support set Sg. Seventh, the verifier estimates action set stability, selected action stability,
support stability, feasibility, and feasible contrast distance over I'p (x; €). Finally, the system
emits a contract record with one of four statuses: release, downgrade, defer, or fail open to
analyst investigation. The output is therefore an action label and an auditable record of why
the action was or was not released. A defer outcome is not a missing explanation; it is an
explicit explanation result indicating that the current evidence stack did not justify action
release. The empirical evidence does not isolate these stages equally; Section 6 reports how
strongly each stage influences the observed release behavior.

Feature-Space Base Detector
Sample z fo(z)

Conformal Translator
C(x) Action Set
Minimax Utility Module
u(c(=)

Support Contract I'p S .

lPass

" Fail Defer
Feature Stability Qp >————> (Quarantine/Human)

JPass
Release
(Automate)

Figure 1. System Architecture of TRACE. The pipeline illustrates the progression from feature-

|

space tabular data inputs through an IDS detector, conformal action set generation, and contract
verifier checks before yielding a final decision state (release, downgrade, or defer). The architecture
operates entirely at the decision and feature layer, independent of any specific hardware constraints
or packet-capture integrations.

4.2. Detector and Action Posterior

Let fo(y | x) be a calibrated detector posterior over native labels. In the experimen-
tal protocol, calibration is performed on held-out data and assessed separately from the
contract layer; temperature scaling, isotonic calibration, or another validation-selected cali-
bration method may be used provided it is fit without test labels. The detector can be a tree
ensemble, neural classifier, or another probabilistic IDS model. This replaceability matters
because TRACE is not claiming novelty from the detector architecture. Its contribution
begins after the detector has produced a calibrated distribution over native labels.
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The first method-specific transformation is action aggregation. The induced action
posterior is
paalx) =}, foly|x). (16)
y:¢p(y)=a
Because ¢p is many-to-one, Equation (16) deliberately discards label distinctions that
do not change the benchmark action tier. For example, two native labels may differ as
attack families while both mapping to analyst escalation. This aggregation is useful for
triage because conformal uncertainty and utility are evaluated over actions rather than
over every native dataset label. The procedure also exposes ambiguous cases: if detector
mass is spread over labels mapped to different action tiers, p4 remains diffuse, Cy(x)
tends to widen, and the downstream policy is pushed toward additional evidence or a
conservative status.

4.3. Conformal Action Set

TRACE uses split conformal prediction to convert the action posterior into a set-
valued uncertainty object. Let Z ., denote the calibration indices and let ng, = [Zeq|-
On the calibration split, define the nonconformity score

si=1—palar|x). (17)
For target miscoverage « € (0, 1), the quantile is frozen as

9 = Quantiler(, 11)(1-a)] /ngy ({81 1 € Zea}), (18)

with the usual conservative convention if the requested rank exceeds #.,. The conformal
action set for a test sample is then

Co(x)={acA:1—paa]|x) <qa}. (19)

This set is interpreted as the collection of action tiers that remain plausible after
calibration. It is not a confidence interval for a response playbook and it is not a robustness
certificate. It is a finite action-level prediction set built from calibrated detector evidence.

The coverage statement follows the standard split-conformal result rather than a new
theorem of this paper. If the calibration examples and the test example are exchangeable
and a* is generated under the same action-labeling rule, then

Pr{a* € Cu(X)} > 1—u, (20)

up to the finite-sample quantile convention used in Equation (18) [10]. The empirical action
coverage reported in the experiments is

n n
ACov = % S 1{af € Cu(x))},  ASize = % 3 Caly)]. 1)
i=1 i=1

Split-conformal prediction assumes exchangeability, an assumption that non-stationary
network traffic can violate. Under temporal shift, cross-source transfer, or adversarially
selected traffic, Equation (20) is a diagnostic rather than a statistical guarantee. In those
settings, ACov and ASize expose calibration degradation, consistent with long-standing
cautions that IDS benchmarks can differ from deployment conditions [1,2].
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4.4. Utility-Minimax Action Rule

Given C,(x), TRACE chooses an action by optimizing against the worst plausible
oracle action in the conformal set. The selected action is

Aeonf(x) = argmax| min U(b,a) —ApL(a) — AcC(a)]|. (22)
acA |beCq(x)
Here b ranges over plausible oracle actions, a is the candidate released action, and L(a) and
C(a) are normalized evidence-depth costs associated with releasing a. All penalty weights,
cost normalizations, and tie-breaking rules are validation-frozen before test evaluation.
Equation (22) is the decision-theoretic center of the method. A maximum-posterior
action rule commits to argmax, p4(a | x) even when the next-most-plausible action has
very different operational consequences. A threshold rule can similarly collapse uncertainty
into a single score. By contrast, the minimax rule treats the conformal set as a finite
uncertainty set and selects the action whose worst-case utility is strongest under the
declared proxy cost model. When C,(x) contains only one action, the rule reduces to
cost-aware utility maximization for that action. When C,(x) contains both low- and high-
severity actions, the rule naturally exposes the case as action-ambiguous and often sends it
to deeper verification or a safer status. This is not reinforcement learning, online control,
or a claim of globally optimal SOC response; it is an inspectable finite-action decision rule
whose assumptions and utility matrix are explicit.

4.5. Feature-Space Feasible Constraint Model

The contract verifier must decide which local alternatives to treat as plausible pro-
cessed traffic records. For tabular flow data, independent feature perturbations can produce
vectors that are close under an ¢, norm while violating protocol indicators, one-hot en-
codings, count non-negativity, rate relations, or train-observed value ranges. This is a
known concern for IDS evaluation because benchmark feature vectors are abstractions
of traffic processes rather than free Euclidean points [20,31]. TRACE therefore defines a
dataset-specific feasibility region ()p from training data and documented feature semantics
before evaluating any test sample.

As discussed in Section 2, restricting perturbations to a data-valid region is an estab-
lished practice in both adversarial machine learning and counterfactual explanation; Qp
instantiates this principle for processed IDS features.

The region ()p contains five classes of constraints. Hard type constraints enforce
non-negativity, one-hot validity, and integer-like count fields after inverse preprocessing
when applicable. Train-derived bounds use robust quantiles or min—-max ranges fitted
on the training split only. Semantic invariants encode relations such as duration, packets,
bytes, rates, and ratios where the dataset documentation supports them. Immutable groups
prevent local probes from altering protocol, direction, service, identity, or label-proxy fields
unless a dataset-specific categorical operator is explicitly documented. Finally, residual
tolerances model relations that are approximate rather than exact, with tolerances estimated
only from training residuals.

A feasibility violation score is written as

Vp(x) = ;max(O, re(x) — 1), (23)

where r, is the residual for constraint ¢ and 7 is its train-fitted tolerance. A vector is
treated as feasible when Vp (x) < Tgeas, With Tgeas fixed from training residuals or numeri-
cal precision. For simple violations, a projection operator I1q clips bounded continuous
features, repairs one-hot groups, rounds count-like fields, and restores non-negativity. If a
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semantic violation cannot be repaired without inventing an unsupported traffic transfor-
mation, the probe is rejected rather than silently projected. The complete procedure for
training-time construction of Qp is outlined in Algorithm 1.

Algorithm 1 Training-time construction of Qp

Require: Training feature matrix Xy, feature metadata for dataset D, quantile levels
Nmin, max
Ensure: Frozen feasibility model Qp = (G, T,B,Z, R, 11q)
1: Partition columns into feature groups G = {Gy, ..., Gy} using metadata, column
names, one-hot families, and flow-statistic relations.
2: Assign each group a type in 7: immutable, bounded-continuous, count-like, ratio-rate,
one-hot, derived, or mixed.
: for each mutable group G; do
Fit train-only robust bounds B; = [Qy,... (G}), Qymax (G)]-
end for
. for each documented relation /,(x) ~ 0 do
Compute residuals ry(x) = |hy(x)| on X¢ and freeze tolerance 1.
end for
: Mark immutable groups Z that cannot change under local probes.
10: Define Vp by Equation (23) and define Il for safe clipping, one-hot repair, rounding,
and non-negativity repair.
11: return Qp and a dataset (2p-card recording constraints, tolerances, immutable groups,
and rejected repair types.

R B L

The feature-space feasible perturbation set is
Ip(x;e) = {x' € Qp :dg(x’,x) < ¢, immutable(x’) = immutable(x)}. (24)

The distance dg is group-aware: it aggregates changes at the feature-group level so
that a one-hot family, a packet count family, or a rate-derived family is not treated as
unrelated scalar columns. Three probe families are used inside I'p. G-NOISE applies small
continuous perturbations to mutable groups to emulate measurement and aggregation vari-
ation. G-MASK masks or imputes eligible mutable non-identity groups to test dependence
on logging sparsity or missing derived values. G-SEARCH performs constrained grouped
coordinate search for action-changing alternatives. Each probe is followed by I'lq, scored
by Vp, and either accepted into the finite probe set P(x) C I'p(x;€) or rejected. Generic £,
probes remain in the experimental protocol as a comparator, not as evidence sufficient for
action release.

4.6. Sufficient Support Contract

The support contract is the core object that distinguishes TRACE from explanation
display IDS. Let S C G be a set of feature groups and let x'[S] = x[S] mean that the groups
in S are fixed to their observed values while all other mutable groups may vary within
I'p(x;€). Ideally, a sufficient support set would solve

Sk € argrsnglg S| 25)
s.t. |S| S kmax/ (26)
d n / 7 %con <4, 27
et (e 5] 4 Beont (X)) Beont (X)) < 04 (27)
where , .
da(a,b) = M o8
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Equation (27) states the intended sufficiency criterion: after fixing the support groups,
feasible variation in the remaining mutable groups should not move the selected action
by more than the accepted action distance tolerance. The exact search is combinatorial, so
the implemented method uses the validation-frozen greedy approximation in Algorithm 2.
We therefore call S; a compact sufficient support set relative to the specified greedy search,
probe budget, and kmax, not a globally minimal mathematical certificate.

Algorithm 2 Greedy support contract search and verification

Require: Sample x, action a.,n¢(x), action set Cy(x), feasibility model Qp, groups G, shal-
low budget B, deep budget B,, maximum size kmax
Ensure: Contract fields (Sy, Oset, Pacts Pexp, Act, Status)
1: Generate shallow feasible probe set P;(x) C I'p(x; €) using budget B;.

2: Initialize S <— @ and compute baseline contract violation J(S; Py ).

3: while acceptance thresholds fail and |S| < kmax do

4: for each candidate group G; € G\ S do

5: Estimate violation decrease AJ; = J(S; P1) — J(SU{G;}; P1).

6: end for

7: Add the group with the largest validation-defined decrease: S <+ S U
{argmax; AJ;}.

8: end while

9: if shallow thresholds pass and a¢n¢(x) # A3 then
10: return (S, Pset, Pact, Pexps Acf, RELEASE).
11: end if
12: Generate deep probe set P>(x) C I'p(x;€) and run constrained feasible contrast search.
13: Recompute stability scores on P (x) U P>(x) and estimate A.
14: if deep acceptance thresholds pass then
15: return (S, Pset, Pact, Pexp, Acfs RELEASE).
16: else if a lower-severity action has higher feasible contract utility then
17: return (S, Pset, Pact, Pexps Acfy DOWNGRADE).
18: else
19: return (S, Pset, Pact, Pexps Acf, DEFER/ FAIL-OPEN).
20: end if

For the greedy search, let Ps(x) denote the finite feasible probe set generated while
holding the groups in S fixed. Algorithm 2 ranks candidate groups by a scalar contract
violation functional

](S; P) = [Tact - p\act(S; PS)] i + [Tset - ﬁset(sl' PSH +

- (29)
+ [Texp - ﬁexp(s} PS)] + + Hacont(x) = Az} [ch —Au(S; PS)] 4

where [z]; = max(z,0). The hatted quantities are provisional versions of the stability and
contrast scores defined below, computed under the candidate support set S. Equation (29)
is used only to order candidate groups inside the finite greedy search; it is not an additional
training loss, and it does not create an optimality claim beyond the searched probe budget.

The contract is assessed by stability scores computed over a finite feasible probe set
P(x). Selected action stability is

Pact(x; P) =1— max dy (aconf(x/)/aconf(x))' (30)
x'€P(x)

Action set stability uses the Hausdorff distance between action levels in the two
conformal sets. For nonempty action sets C, C' C A, define

no__ . _ ; _
dH(C,C)—max{rgleagireug}w(a) E(b)|,rbrée(1:>/<rurg(r:1|€(a) 6(b)|} (31)
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The normalized set stability score is then

0eet(:P) = 1 — + max dp(Ca(x), Ca(x)). (32)
3 x'eP(x)

Support stability compares the discovered support set and its normalized group
weights under feasible probes:

Y |5 Jac(S¢(x), 5¢(x')) + 5 Cos(ws (), ws(¥))|. (33

(X, P) =
boe () = Tpry] L&

Here, wg denotes the normalized nonnegative group weight vector used by the support
ranking routine. Empty-support conventions are fixed on validation data: two empty
supports are treated as identical and a one-sided empty comparison is treated as unstable.
The feasible contrast distance is reported as the best distance found by the constrained
search. Let P4(x) = {x" € Pep(x) : aconf(X') # dcons(x)}, where Pg(x) C Tp(x;€) is the
finite contrast search set. Then,

Acf(x> =

minxlepgf(x) dG(x/, x), PCAf(.’)C) 7é @, (34)

+oo, P(;Af(x) =

The o0 case is not interpreted as proof of global invariance; it is reported as right-
censoring at the largest searched distance. The paper reports contrast direction and affected
feature groups rather than exact attack-enabling edits.

The contract acceptance rule is

Pact(x/' P) > Tact, Pset(x; P) > Tset, Pexp(x} P) > Texpr (35)

VD(x/) < Tfeas vx' e P(x)/ Acf(x) > Tof if aconf(x) = As. (36)

For containment-oriented handling, TRACE also requires A3 € Cy(x) and agone(x) =
As. If any condition fails, the method does not fabricate a confident explanation. It returns
the failure reason, downgrades when a lower-severity action has stronger contract utility,
defers when the evidence is inconclusive, or fails open to analyst investigation when the
budget is exhausted for a high-severity unresolved case.

4.7. Anytime Contract Scheduler

The contract verifier is scheduled as an anytime process (see Table 5) because not every
sample needs the same explanation depth. Low-severity cases with narrow conformal
sets can be handled with a cheap diagnostic record. Ambiguous or high-severity cases
require stronger support checks before release. Let w(x) = 1 indicate that C,(x) contains
both low- and high-severity actions, and let /1(x) = 1 indicate that the tentative action is
Asz. A conformal set is called narrow when |Cy(x)| < Tgize and w(x) = 0, where Tz is
validation-frozen. The scheduler enters deeper states when w(x) = 1, h(x) = 1, shallow
stability scores fail, feasible contrast distance is too small, or queue policy allows deeper
verification for high-severity cases.

All scheduler thresholds are validation-frozen. The scheduler is therefore a cost-control
mechanism, not an adaptive procedure tuned on the test set. Its behavior is still part of the
evidence record, but the frozen reported artifacts capture final contract outcomes (selected
action, final status, and stability summaries) rather than a complete Z0-Z3 stopping
distribution audit. We therefore interpret the scheduler through its observable release,
defer, and downgrade consequences on the final contract rows.
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Table 5. Anytime contract verification states.

State Name Entry Condition Exit Condition
Stop only for low-severity, narrow-set cases
Z0 Conformal-only  Always compute py4, Cx, and a¢gpns. that do not require a contract.
Enter when a.ons € {A1, Az}, |Col islarge,  Release Ap—A; if shallow contract
21 Shallow contract or low /high ambiguity exists. thresholds pass; otherwise enter Z2.
Required for tentative 43, failed shallow Release only if deep stability, feasibility,
Z2 Deep contract checks, unstable conformal sets, or small
: . and contrast thresholds pass.
feasible contrast distance.
73 Unresolved Enter when budget is exhausted or deep Downgrade, defer, or fail open with logged

verification fails. failure reason.

4.8. Inference Procedure

Algorithm 3 (and its tabular breakdown in Table 6) summarizes the inference-time

policy. The key design point is that every branch returns a record. A passed contract

contains the action and support evidence; a failed contract contains the failed predicate and

the fallback status. This prevents the evaluation from counting only successful explanations

while hiding unresolved cases.

Algorithm 3 TRACE inference for one sample

Require: Sample x, calibrated detector fy, frozen ¢p, qa, utility matrix U, feasibility model

Qp, scheduler budgets

Ensure: Contract record K(x)

1:

—_ =
=}

12:
13:
14:
15:

Compute fp(y | x) and aggregate p4(a | x) using Equation (16).
Construct Cy(x) using Equation (19).
Select acone(x) by Equation (22) with frozen tie-breaking.
if acone(x) € {Ap, A1} and Cy(x) is narrow then
return K(x) with RELEASE or DIAGNOSTIC status at Z0.
end if
Generate feasible probes from I'p(x; €) and search for Sy using Algorithm 2.
Estimate pset, Pact, Pexp, Acf, cOst, and feasibility diagnostics.
if contract acceptance rule in Equations (35) and (36) passes then
return K(x) = (acont, Ca, Sk, I'D, Psets Pacts Pexps Act, RELEASE).

: else if fallback utility favors a lower-severity action with a valid or cheaper contract

then

return K(x) with DOWNGRADE status and logged failing predicate.
else

return K(x) with DEFER or FAIL-OPEN status.
end if

Table 6. TRACE-IDS inference procedure for a sample x.

Step Operation

N OO W N -

Compute fp(y | x) and aggregate it into p4(a | x).

Construct Cy(x) using the calibration quantile g,.

Select acon¢(x) by the utility-minimax rule in Equation (22).
Generate feasible probes from I'p(x;€).

Search for a compact support contract Sy.

Estimate pset, Pact, Pexp, and At

Return K(x) with a release, downgrade, defer, or fail-open status.
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4.9. Computational Complexity

This subsection characterizes the per-sample time and space complexity of the infer-
ence pipeline. The dominant operations are the greedy support set search, the multi-round
feasible-probe generation, and the multi-index stability detection; their costs, together with
those of the conformal and utility-minimax base steps, are summarized in Table 7.

Let p be the number of processed features, m the number of feature groups in G,
| A| = 4 the number of actions, By and B; the shallow and deep feasible-probe budgets,
and kmax the maximum support set size. These quantities are validation-frozen rather than
data-dependent: the support index cardinality is fixed at kmax = 10 across every reported
pair, the probe budget is roughly B; ~ 16 probes per round, and the action ladder has
four levels. Let ¢y denote the cost of a single detector forward pass together with the
action-posterior aggregation; for the tree ensemble detectors used here (XGBoost, random
forest, CatBoost), this is the cost of a bounded-depth ensemble evaluation, which is itself
well suited to edge hardware.

Table 7. Per-sample time and space complexity of the TRACE inference pipeline.

Pipeline Component Time (per Sample) Space (per Sample)
Conformal set + utility-minimax (base, Z0) O(|.A|?) with frozen g, O(JA))
Multi-round feasible probe generation O((B1+B2)(cs+p)) O((B1+B2)p)
Greedy support set search O(kmaxm By ¢ f) O(kmax+B1p)
Multi-index stability detection O((B1+By)|A[?) O(|A])

The greedy support contract search dominates the per-sample cost. Because kmax,
m, By, and B, are frozen constants, this cost reduces to a bounded constant multiple of
one detector forward pass ¢y and is independent of the number of training or calibration
samples seen at inference time. The conformal quantile g, the feasibility model Q)p, and the
utility matrix are computed offline; at inference, conformal set construction amounts
to | A| threshold comparisons against the frozen g,, and the utility-minimax selection
ranges over the four-element action set. The corresponding offline costs are one-time:
fitting Qp (Algorithm 1) requires O(n¢ p) work for the bounds and relation residuals,
and split-conformal calibration requires O (14 log 1¢41) to extract the quantile in addition
to O(nq) ¢f) for the conformity scores.

The anytime contract scheduler (Table 5) lowers the amortized cost below this worst
case. Low-severity cases with narrow conformal sets return from the Z0 state without
any probe generation or support search, so the multi-probe machinery is invoked only for
ambiguous or high-severity alerts. This staged structure gives concrete meaning to the
normalized latency and compute quantities L; and C; defined in the problem formulation
(Equation (11)).

The cost profile bears directly on deployment at resource-limited edge IoT terminals.
Per-sample inference is polynomial, bounded by validation-frozen budgets, and driven
by a small constant number of tree ensemble forward passes that do not grow with traffic
volume. The base detector is a tree ensemble of a kind already common on edge devices.
At the same time, the present experiments were not profiled on edge or IoT hardware, so the
results do not establish real-time line-rate inline per-packet processing on such platforms.
TRACE is better read as a per-alert triage governance layer that emits an auditable evidence
record for analyst inspection than as an inline packet classifier; this reading is consistent
with the intended use set out in the method overview (Section 4), where an alert record
supports inspection and triage rather than autonomous execution. The probe budgets and
scheduler thresholds are exactly the levers an edge deployment would adjust to meet a

https://doi.org/10.3390/electronics15153291


https://doi.org/10.3390/electronics15153291

Electronics 2026, 15, 3291

19 of 40

target latency budget, and characterizing on-device latency under that budget is left to
future work.

5. Experimental Protocol
5.1. Research Design and Gate Discipline

The empirical study is a gated, claim-bounded evaluation of TRACE rather than a
conventional leaderboard experiment. This design choice follows a practical concern in IDS
research: public benchmarks can support apparently strong numerical results while leaving
leakage, fragile threat assumptions, feature-space infeasibility, and operational overclaim-
ing unresolved [1,2,20]. We therefore require each reported claim to pass a corresponding
evidence gate before it is stated as a result. The executed evidence package contains frozen
preprocessing artifacts, detector models, test predictions, TRACE contract records, selec-
tive gate tuning outputs, paired probe-mode comparisons, ablation summaries, bootstrap
intervals, frozen detector probe seed variability outputs, and a claim readiness ledger. We
report only the subset of claims permitted by those artifacts.

The gate sequence (Table 8) covers eight reporting checks spanning data readiness
(G0-G1), detector sanity (G2), mechanism non-degeneracy (G3), ablation and robustness
(G4-G5), and result, claim readiness, and wording integrity (G6-G8). In the final gate
ledger, G3 produced 12 PASS and 3 FAIL_REPAIR records; after excluding the smoke test
dataset and the failed TON_IoT/XGBoost mechanism run, 11 research dataset-model pairs
are eligible for reported TRACE analysis.

Table 8. Executed evidence gates and claim permissions.

Gate Evidence Checked Claim Permission

Dataset manifests, splits, train-only preprocessing, = Data-readiness and leakage-control claims with

-G1 o .

G0-G feature cards dataset-specific split caveats

G2 Trained detector artifacts, test predictions, prediction = Detector-foundation claims; no standalone
diversity, metric sanity security-action claim
TRACE contract records, action set sharpness, Proposed method mechanism claims for 11

G3 . . .
release/defer behavior, noncollapse checks G3-passing research pairs

GA-G5 Ablation deltas, threshold sensitivity, feature-space =~ Component and robustness-diagnostic claims,
feasible versus generic probes bounded to feature-space contracts

G6-G8 Result table integrity, fairness audit, claim readiness  Final wording limited to proxy triage evidence, not

ledger

deployment or universal state-of-the-art superiority

5.2. Datasets, Exclusions, and Split Boundaries

The evaluation uses four public IDS benchmarks as research datasets (detailed in
Table 9). CICIoT2023 provides large-scale IoT attack traffic [40]. Edge-IIoTset adds an
edge/industrial Internet of Things (IIoT) setting with centralized and federated-learning
motivation [41]. CSE-CIC-IDS2018 provides a conventional network IDS bridge bench-
mark [42]. TON_IoT contributes IoT/IloT telemetry with categorical and numeric network
fields [43]. SMOKE_SYNTHETIC is retained only to exercise the pipeline and is excluded from
all research claims. The dataset choice is not claimed as a contribution; the contribution is
the action contract formulation and the disciplined evidence stack applied to these datasets.

The processed inventory ranges from roughly 200k rows (TON_IoT) to over 6 million
(CICIoT2023), with feature dimensions spanning 16 numeric plus 24 categorical features
(TON_IoT, after dropping direct source and destination identifiers) up to 78 numeric fea-
tures (CSE-CIC-IDS2018, after dropping timestamps and file stems). The disjoint-versus-
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reused split structure that gates each dataset’s claim boundary is detailed in Table 9; these
boundaries support bounded processed split wording only and do not establish temporal,
live-network, or deployment-valid OOD evaluation. Across all valid datasets, the executed
contract tables materialize strong tree ensemble detector foundations (XGBoost, RF-GPU,
and CatBoost), and a reproduced DeepXAI-IDS run is surfaced as a predictive reference in
Table 10, with its action contract outputs discussed separately rather than merged into the
main tree ensemble contract tables.

Table 9. Dataset roles and claim boundaries.

Dataset

Role

Claim Boundary

CICIoT2023

Processed train/validation/test groups are disjoint; strongest

Primary IoT benchmark dataset for bounded cross-group processed split wording and

for detector, mechanism, and selective gate claims

Edge-IIoTset

Used for mechanism and selectivity claims, but the processed

Primary IIoT/edge benchmark representation exposes only one usable group, so shift wording

remains benchmark-bounded

CSE-CIC-IDS2018

Used for cross-benchmark stress; processed splits reuse the same

Secondary transfer/stress benchmark groups across train/validation/test, so group-held-out wording

is not claimed

TON_IoT

Processed train/validation/test groups are disjoint, supporting

Secondary IoT/IIoT telemetry benchmark bounded split structure wording; the XGBoost mechanism

record is still excluded because G3 failed repair

SMOKE_SYNTHETIC

Engineering smoke test Excluded from the reported results and claims

Table 10. Protocol-aligned DeepXAI-IDS predictive reference. The reproduced deep baseline uses
the same split, preprocessing, action map, and proxy utility scaffold as the main evaluation, but it is
surfaced only as predictive context rather than as a fully matched action contract comparator. Smoke
test rows are excluded.

Dataset Val. Acc. TUraw FECR MUIR
CICIoT2023 0.9898 0.9837 0.2043 0.0049
CSE-CIC-IDS2018 0.9602 0.9470 0.0001 0.0000
Edge-IIoTset 0.8869 0.9107 0.0422 0.0062
TON_IoT 0.7433 0.8928 0.0118 0.0042

5.3. Leakage Controls and Threat-Model Boundary

The implementation follows split-before-fit preprocessing. Raw features are canonical-
ized, identity-like metadata are removed from model inputs or retained only for grouping,
split identifiers are frozen, and imputation, encoding, and scaling are fit only inside the
training partition. Validation and test matrices are transformed by frozen training prepro-
cessors. SHAP and LIME reference pools are sampled from the training partition when
explanation display records are generated [6-8]. Detector predictions, TRACE contracts,
ablations, and selective gate comparisons are computed from frozen artifacts, not from
refitted test-time pipelines.

The robustness scope is feature-space- and dataset-constrained. The contract ver-
ifier tests local alternatives generated inside I'p and projected to the dataset feasibility
card Qp. It does not generate packet-level adversarial traffic, prove protocol-valid ex-
ploitability, or certify live-network robustness. Feature-space feasibility is therefore a
property of the processed benchmark representation, not synonymous with packet-level
realizability. Generic probes are retained only as a diagnostic comparator, because per-
turbing IDS features without feasibility constraints can create vectors that are numerically
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close but semantically implausible [31]. This boundary is also a safety decision: the pa-
per reports aggregate action stability and feasibility diagnostics rather than operational
edit recipes. For exact reproducibility of the predictive foundations, all model configura-
tions, including the DeepXAI-IDS network architecture, embedding dimensions, learning
rates, and XGBoost hyperparameters, are frozen and documented in the supplementary
repository artifacts.

5.4. Models, Baselines, and Fair Comparison

The executed detector suite contains XGBoost, random forest (RF-GPU in the reported
tables), and CatBoost artifact variants, representing strong tabular tree ensemble foun-
dations [44—46]. To broaden the predictive context, we also reproduce a representative
deep representation learning XAI-IDS architecture (DeepXAI-IDS) under the same split,
preprocessing, action map, and metric budget [47,48]; Table 10 reports it as predictive
context using the frozen summary metrics already materialized in the artifact package.
The reported action contract tables focus on the tree ensemble artifacts for which the full
gated contract suite is available, so the deep baseline serves as predictive and positional
context rather than a fully matched contract-table participant.

The main decision baselines are: an all-action release policy with no selective gate;
fixed TRACE status; confidence-only tuned gates; chosen-confidence tuned gates; stability-
only tuned gates; sharpness-plus-confidence tuned gates; and release rate-matched random
gates. The gate tuning fairness audit reports PASS for all eight compared methods: they use
the same evaluation half, frozen G3 contract artifacts, action error/risk objective metrics,
release threshold grid where applicable, and proxy triage action ladder. This audit is
essential because a selective system can appear strong merely by releasing fewer cases. We
therefore compare TRACE under matched release grids and report both action error and
risk objective on held-out evaluation halves.

5.5. Metrics, Statistical Analysis, and Claim Rules

Metrics are organized by claim tier. Detector metrics include macro-F1, balanced
accuracy, and log loss. Conformal-action diagnostics include g,, normalized action set
size, full-set rate, oracle-in-set rate, action agreement, and mean action distance. Contract
release diagnostics include release rate, defer/block rate, pact, pset, and robustness pass rate.
Selective gate metrics include release rate, action error on released cases, risk objective,
and deltas versus fixed TRACE, all-action release, random matched release, and the best
simple selective gate. Robustness diagnostics compare feature-space feasible and generic
probes through changes in release rate, action-change rate, set-change rate, and Qp vio-
lation rate. Bootstrap confidence intervals use 500 resamples at the contract-row level for
seven contract metrics [49]. The specific evidence claims (C1-C5) mapped by this protocol
are summarized in Table 11.

As Table 11 records, C1-C4 are supported with scope, and C5 is supported only in the
bounded sense that TRACE improves over fixed TRACE and over all-action policies on
average for the finite-comparator rows, while remaining tied with or weaker than the best
simple selective gates for several pairs. These results position TRACE as a benchmark evi-
dence contract framework for action-governed triage; operational correctness, autonomous
containment, certified robustness, and universal IDS/XAI superiority lie beyond what the
present artifacts establish.
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Table 11. Evidence claims (C1-C5) and their corresponding status.
Claim Description
C1 TRACE provides coverage-aware proxy triage evidence.
2 TRACE provides paired feature-space feasible-versus-generic probe diagnostics.
C3 TRACE provides contract-gated containment behavior.
C4 TRACE provides action-level misguidance measurements on frozen benchmark artifacts.

C5 TRACE improves over fixed baselines on average.

6. Results and Analysis

The analyses below build on one another, each stage narrowing the question for
the next. The evaluation boundary first restricts attention to the non-degenerate artifact
pairs; on that set, the detection foundation verifies that the action contracts rest on strong,
heterogeneous detector substrates. The TRACE mechanism tables then establish, on those
same pairs, whether the contracts produce sharp action sets and selective release. That
evidence frames the comparisons that follow: how the release behavior stands against
simpler selective gates and whether it survives wider operating regions and alternative
utility encodings; where the method genuinely diverges from those gates, particularly near
decision boundaries; and what role the feature-space feasibility constraint plays in keeping
the stability evidence valid. The ablation traces this behavior back to its components,
and the contract taxonomy with its bootstrap confidence intervals closes the section by
assessing the aggregate stability of the record.

6.1. Evaluation Boundary for Interpreting the Results

The empirical results are interpreted conservatively to ensure that the evaluation relies
only on models and datasets passing relevant deterministic diversity and sharpness checks.
Non-passing artifacts are treated as boundary evidence rather than hidden failures.

For TRACE mechanism analysis we use four research datasets: CICIoT2023, CSE-
CIC-IDS2018, Edge-IIoTset, and TON_IoT. The smoke test artifacts are excluded. We
also exclude the TON_IoT/XGBoost pair from the mechanism tables because it fails the
conformal-sharpness criterion. These exclusions are themselves part of the result. TRACE
is evaluated only where the contract mechanism is demonstrably non-degenerate, so the
quantitative interpretation below is bounded to the 11 passing research pairs. We therefore
treat the selective gate comparisons as held-out benchmark evidence rather than universal
superiority claims.

6.2. Detection Foundation

The analysis begins at the detector layer, because the action contracts are evaluated
on top of these substrates. Table 12 and Figure 2 report the frozen test detector foun-
dation for the executed tree ensemble suite. XGBoost gives the highest macro-F1 on all
four research datasets, with 0.739 on CICIoT2023, 0.918 on CSE-CIC-IDS2018, 0.941 on
Edge-IIoTset, and 0.992 on TON_IoT. CatBoost gives the highest balanced accuracy on
CICIoT2023, CSE-CIC-IDS2018, and Edge-IIoTset. This pattern matters for TRACE be-
cause the action contract is evaluated on top of strong but not identical detector substrates.
The downstream action layer is therefore not being tested on a trivial classifier, and model-
dependent contract behavior remains visible rather than hidden by selecting one detector
after observing test outcomes. To keep the deep comparator from disappearing into prove-
nance notes, Table 10 separately surfaces the reproduced DeepXAI-IDS run as a protocol-
aligned predictive reference under the same split, preprocessing, action map, and proxy
utility scaffold, but without promoting it to a matched action contract comparator.
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Table 12. Detector foundation on frozen test partitions. Smoke test results are excluded; model names
abbreviate the frozen B11 artifacts.

Dataset Model Macro-F1 Bal. Acc. Log Loss
CICIoT2023 CatBoost 0.667 0.792 0.031
CICIoT2023 RE-GPU 0.631 0.698 0.118
CICIoT2023 XGBoost 0.739 0.716 0.019
CSE-CIC-IDS2018 CatBoost 0.894 0.903 0.180
CSE-CIC-IDS2018 RF-GPU 0.914 0.881 0.252
CSE-CIC-IDS2018 XGBoost 0.918 0.883 0.111
Edge-IToTset CatBoost 0.801 0.963 0.140
Edge-IIoTset RF-GPU 0.865 0.868 0.394
Edge-IIoTset XGBoost 0.941 0.926 0.074
TON_IoT CatBoost 0.988 0.989 0.075
TON_IoT RF-GPU 0.903 0.887 0.313
TON_IoT XGBoost 0.992 0.991 0.040

—— Balanced accuracy WM XGBoost Macro-F1 #8 Random forest Macro-F1 # CatBoost Macro-F1

Macro-F1

CICIoT2023 CSE-IDS2018 Edge-IloTset TON_IoT

Figure 2. Macro-F1 of the executed detector suite on the four research datasets. The figure visualizes
detector substrate quality only; it is not a TRACE superiority claim.

6.3. TRACE Mechanism Quality

On these detector substrates, the first TRACE-specific question is whether the contract
layer produces valid, non-degenerate action evidence. The final G3-passing contracts are
strictly non-degenerate. Table 13 shows that every evaluated pair has a full-set rate of
0.000, meaning no reported research pair contract collapsed to C,(x) = A for all actions.
The conformal thresholds vary sharply by model: CICIoT2023/CatBoost has q, = 0.001248,
while CICIoT2023/XGBoost has g, = 0.000004; TON_IoT/CatBoost and RE-GPU require
much larger thresholds, 0.971084 and 0.924729, respectively. This variation shows that
the contract layer is sensitive to detector calibration and dataset geometry, so mechanism
evidence cannot be inferred from detector accuracy alone.

Most action sets have mean size one, so the contracts are sharp at the selected operating
point. The exceptions are Edge-IIoTset/RF-GPU, with mean set size 1.046, and the two
reported TON_IoT pairs, with mean set sizes 1.308 and 1.515. Oracle-in-set rates range from
0.769 to 0.996. TRACE does not return a single confident action everywhere. It can represent
ambiguity, but the accepted contracts remain much sharper than the full action space.

The release pattern is selective rather than uniformly permissive. Release rates span
from 0.000 on Edge-IIoTset/CatBoost to 0.3975 on CSE-CIC-IDS2018/XGBoost; defer-
or-block rates span from 0.6025 to 1.000. The main mechanism result is not high release
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volume. Instead, the contract layer produces sharp action sets and meaningful non-release
behavior under frozen G3-passing artifacts. For proxy action governance, this behavior
fits the intended safety boundary: non-release is an inspectable outcome when conformal,
utility, support, or stability evidence is insufficient.

Table 13. TRACE mechanism quality on G3-passing research dataset-model pairs. Model names
abbreviate the frozen B11 artifacts. TON_IoT/XGBoost and smoke test records are excluded by

gate policy.
Dataset Model qu ASize Full-Set  Oracle-in-Set Release Defer/Block
CICIoT2023 CatBoost ~ 0.001248 1.000 0.000 0.849 0.350 0.650
CICIoT2023 RF-GPU 0.017759 1.000 0.000 0.769 0.338 0.663
CICIoT2023 XGBoost  0.000004 1.000 0.000 0.810 0.338 0.663
CSE-CIC-IDS2018 CatBoost  0.396629 1.000 0.000 0.906 0.204 0.796
CSE-CIC-IDS2018 RF-GPU 0.191514 1.000 0.000 0.879 0.321 0.679
CSE-CIC-IDS2018 XGBoost  0.123400 1.000 0.000 0.886 0.398 0.603
Edge-IIoTset CatBoost  0.320848 1.000 0.000 0.963 0.000 1.000
Edge-IIoTset RF-GPU 0.603341 1.046 0.000 0.876 0.003 0.998
Edge-IIoTset XGBoost  0.147651 1.000 0.000 0.938 0.025 0.975
TON_IoT CatBoost  0.971084 1.308 0.000 0.996 0.006 0.994
TON_IoT RF-GPU 0.924729 1.515 0.000 0.996 0.021 0.979

A stricter practical reading comes from the frozen operating region audit, not from
the strict release rate column alone. Of the 11 G3-passing pairs, four are triage-capable
with scope, one is moderate throughput with scope, two are cautious low-throughput
regimes, three are frontier-recoverable strict blockers, and one remains weak selective
value under the current benchmark scaffold. Accordingly, 10 of the 11 pairs are marked
supported with scope in the frontier audit, although the strict final gate can behave
much more conservatively. In particular, Edge-IIoTset/CatBoost, Edge-IIoTset/RF-
GPU, and TON_IoT/CatBoost release less than 1% of cases under the final mechanism gate
even though their best frontier thresholds reach release rates between 0.4463 and 0.5838.
A dedicated threshold-plateau audit shows that this blocker-like behavior is stable within
the current frozen suite rather than the result of one arbitrary high threshold: all 11 pairs are
unchanged from p > 0.67 through 0.95, all 11 gain release somewhere below 0.67, and the
best frozen coverage-quality point occurs at p = 0.20 for every pair. The result should
therefore be read at two levels: the frozen final gate is sometimes blocker-like by design,
while the frontier tables still show where the same artifact family can support a bounded
triage interpretation.

To make the contract record concrete without exceeding frozen artifact provenance,
consider a released row from the CICIoT2023/CatBoost contract table. For evaluation
sample 50772, the oracle and selected action are both A, (escalate). The stored action
posterior assigns pa(Az | x) = 0.6023 and p4(Ap | x) = 0.3170, the conformal quantile
is g = 0.001248, and the conformal action set is the singleton C,(x) = {A;}. The stored
stability values are pact = pset = 1.00, and the row carries a support index budget of
10 entries. This is enough to show what the released record exposes: the selected action,
the plausible action set, the stored stability summaries, and the fact that the final status
passed the contract gate. We intentionally avoid attaching additional semantic support
group labels, probe count statistics, or feasible contrast claims here because those details
are not directly traceable from the frozen contract parquet.
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6.4. Selective Gate Tuning and Baseline Comparison

With the mechanism shown to be non-degenerate, the next question is whether tuned
TRACE adds measurable value relative to simpler selective release rules. Table 14 reports
the held-out sample split comparison between tuned TRACE and simple selective gates.
For six of the 11 pairs, TRACE matches the best simple gate objective on the held-out
evaluation half. Two additional pairs improve over fixed TRACE but still trail the best
simple gate, and the remaining three pairs stay weaker than the best simple gate even
though they still outperform unconditional and random matched release. Averaged across
the 11 pairs, tuned TRACE ties with the best simple gate on 6 pairs, trails on 5, and leads
on 0; the mean held-out delta is therefore slightly negative under the risk objective sign
convention (A = —0.0056). By contrast, it improves over fixed TRACE by 0.1490 on average
over the 10 pairs with finite fixed comparator deltas, over the all-action policy by 0.1475
on average across all 11 pairs, and over release rate-matched random release by 0.1459
on average across all 11 pairs. The appropriate conclusion is narrower than a blanket
superiority claim: TRACE adds bounded measurable value over fixed, unconditional,
and random matched-release policies, while simple selective gates remain competitive
and must be reported as serious baselines. The comparison is pairwise and conditional
on the frozen split and release grid, not a claim that the mean delta alone settles the
comparison class.

The selective gate baseline summary gives the same message from a different an-
gle. Six pairs demonstrate parity with tuned confidence or sharpness gates, while
five are weaker than the best simple gate. Those weaker cases are not hidden by the
average: CSE-CIC-IDS2018/CatBoost, Edge-IIoTset/RF-GPU, Edge-IIoTset/XGBoost,
TON_IoT/CatBoost, and TON_IoT/RF-GPU all favor the best simple gate on the held-out
split. This clarifies the operational boundary of the method: TRACE functions as an
action contract framework that exposes release conditions, feasibility violations, action
set coverage, and non-release decisions, rather than a universal replacement for every
selective threshold.

Table 14. Held-out sample split gate tuning. Positive deltas indicate lower risk objective for tuned
TRACE than the comparator (n/a indicates the fixed comparator violated feasibility constraints,
resulting in a non-finite objective). The random comparator is release rate-matched random release.
Model names abbreviate the frozen B11 artifacts.

Dataset Model A Best Simple A Fixed A All-Action A Random
CICIoT2023 CatBoost 0.000 0.000 0.161 0.156
CICIoT2023 RF-GPU 0.000 0.000 0.226 0.225
CICIoT2023 XGBoost 0.000 0.000 0.200 0.201
CSE-CIC-IDS2018 CatBoost —0.007 0.049 0.089 0.088
CSE-CIC-IDS2018 RF-GPU 0.000 0.239 0.125 0.120
CSE-CIC-IDS2018 XGBoost 0.000 0.231 0.111 0.104
Edge-IIoTset CatBoost 0.000 n/a 0.047 0.046
Edge-IIoTset RF-GPU —0.010 —0.010 0.172 0.173
Edge-IIoTset XGBoost —0.016 —0.016 0.059 0.058
TON_IoT CatBoost —0.004 —0.017 0.132 0.132
TON_IoT RF-GPU —0.025 1.014 0.299 0.300

In addition to simple selective gates, we reproduced a DeepXAI-IDS-style baseline as
a separate predictive reference. These runs confirm that TRACE is not positioned solely
against weak detectors. However, the deep architecture is not treated as a fully matched
action contract table participant, because the reported contract tables materialize the frozen
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gated tree ensemble suite. The results indicate that predictive strength alone does not
answer the proxy triage release question. The core evidence demonstrates when release is
supported and when the evidence stack instead returns non-release.

6.5. Frontier Practicality and Utility-Scaffold Sensitivity

The gate tuning evidence concerns one frozen operating point, so the analysis then
asks whether the same artifacts support wider operating regions and whether the reading
survives alternative utility encodings. The strict final mechanism gate is intentionally
conservative, so benchmark-scoped triage usefulness should be read from the selective
frontier together with the frozen-gate release table, not from a single release rate column.
Under the frontier audit, 10 of the 11 G3-passing dataset-model pairs are classified as
supported with scope, while CSE-CIC-IDS2018/XGBoost is flagged as weak selective value.
The best frontier threshold by the coverage-quality criterion is p > 0.20 for all 11 pairs,
and the corresponding best-release rates span 0.418 to 0.824. This does not replace the
stricter final gate, whose purpose is to report what survives the frozen release discipline. It
indicates that the same contract artifacts expose a wider operating region on most pairs, so
the low-throughput strict gate behavior should be interpreted as one conservative point on
a frontier rather than as the only regime available in the artifacts.

Table 15 makes that practical split explicit. Four pairs are triage-capable with scope,
one is moderate throughput with scope, two are cautious low-throughput regimes, three
are frontier-recoverable strict blockers, and one remains weak selective value. The blocker
category deserves attention because those rows release at most 0.6% of cases under the
strict final gate, yet their best frozen frontier points still reach release rates between 44.6%
and 58.4%. The strict gate acts as a conservative evidence filter, while the frontier shows
where the artifact family supports bounded triage-style use.

Even under that wider reading, the practical boundary remains real. The weak-
selective-value row and the cautious low-throughput categories show that some dataset—
model pairs still lack an attractive throughput-versus-risk tradeoff under the current
scaffold. The results therefore indicate bounded practical usefulness on most pairs, not
universal triage readiness.

We also tested how dependent the proxy utility reading is on the specific frozen
off-diagonal penalties in Table 3. A 5 x 5 sensitivity sweep rescales underreaction and
overreaction penalties over {0.25,0.5,1,2,4} while preserving the action ordering. Across
the four research datasets, the minimum observed TU;,w over all tested model-matrix
combinations remains positive: 0.577 for CICIoT2023, 0.709 for CSE-CIC-IDS2018, 0.847 for
Edge-IIoTset, and 0.652 for TON_IoT. The smoke dataset intentionally fails this stability
gate. This sweep does not validate the benchmark utility matrix as a SOC cost model, but it
does show that the bounded positive-utility interpretation of the frozen contract suite is
not created by one single arbitrary penalty scale.

To address action-map sensitivity, we performed an oracle-side severity-rebinning
audit on the 11 G3-passing pairs while holding the TRACE predictions fixed. The first
alternate map relaxes severity by demoting A, to A; and most A3 labels to A, while the
second tightens severity by upgrading A; to A; and A to A3. Under these two alternate
rebinnings, the mean pairwise all-row utility remains positive on all 11 pairs. The frozen
mean pairwise all-row utility is 0.8397; it decreases to 0.7025 under the relaxed downshift
and to 0.5402 under the strict upshift, with mean oracle shift rates of 0.2009 and 0.3847,
respectively. In ultra-low-release regimes, pass-only row utility becomes conservative:
TON_IoT/RF-GPU becomes slightly negative on pass row utility under both alternate
rebinnings, and Edge-IIoTset/RF-GPU drops to —0.3500 under the strict upshift while
releasing only 0.25% of rows. This confirms that the positive all-row utility is robust to the

https://doi.org/10.3390/electronics15153291


https://doi.org/10.3390/electronics15153291

Electronics 2026, 15, 3291

27 of 40

specific action severity encoding, although it remains an evaluation-side audit as detectors
are not retrained under alternate action targets.

Table 15. Operating region summary over the 11 G3-passing dataset-model pairs. Counts and release
ranges come from the frozen operating region audit and characterize practical throughput across the
evaluation suite.

Operating Region Label Pairs Strict Release Rate Characterization

Triage-capable with scope 4 30 1-35.0% Shows bounded triage utility under both the strict
gate and the frontier.

. o Provides bounded triage with non-trivial release

moderate throughput with scope 1 20.4% and substantial deferral.

Cautious low-throughput 5 21-2.5% Operates as explicit low-throughput triage with
strong deferral.

. . o The strict final gate limits release, but optimal
Frontier-recoverable strict blocker 3 0.0-0.6% frontier points reach 44.6-58.4% release.
Weak selective value 1 39.8% Shows non-trivial release without a strong

throughput-versus-risk advantage.

6.6. Disagreement and Hard Slice Governance Profile

To see where that selective behavior actually changes decisions, the analysis turns
to the disagreement profile and isolates the near-boundary hard slices. TRACE adds a
bounded governance signal by deferring cases that simple gates would otherwise release,
particularly in lower-stability regions (Figure 3). On the pooled full set, TRACE defers while
a tuned simple gate releases 22.2% of cases, whereas the reverse pattern occurs for 11.1%
of cases; both methods release 28.1% of cases and both defer 38.6%. The artifacts do not
materialize action severity disagreement because simple gates reuse the same underlying
action. However, when evaluating on hard slices that isolate a more contentious near-
boundary subset, pooled disagreement rises from 0.335 on the full set to 0.622 on the
hard slice. Over the same transition, TRACE release falls from 0.387 to 0.353, while the
simple-gate release share remains high (0.501 to 0.497), and the TRACE hard slice risk
objective increases to 0.0277 (Figure 4). This makes the governance contrast clearer than
on the full frozen set, reinforcing that TRACE's value lies in cautious containment near
decision boundaries rather than in unconditional risk dominance.

Disagreement partition size Within-group stability vs utility

017 @ @
TRACE defer
Simple release

TRACE release 033 @ @ 095

Simple defer

Both release ) ° °

Both defer 38.6% @ Mean stability
® Mean utility
042 @ ® 07

0.0 0.1 0.2 0.3 04 05 0.0 02 04 0.6 0.8 1.0
Fraction of pooled rows Mean within-group score

Figure 3. Disagreement profile between TRACE and tuned simple selective gates. The figure shows
regions where TRACE defers cases that simple gates would release.
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Contention and ambiguity Released-subset risk objective
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Figure 4. Hard slice profile isolating near-boundary subsets. The hard slice demonstrates substantially
higher TRACE-versus-simple disagreement, a lower TRACE release share, and a more contentious
decision region than the pooled full set.

6.7. Feature-Space Feasible Versus Generic Probes

The governance evidence rests on feature-space feasible probes, so the next diagnostic
checks whether the feasibility restriction materially affects the stability evidence. The
paired probe-mode comparison evaluates the same 11 G3-passing pairs under feature-space
feasible and generic perturbation modes. Mean changes from generic minus feature-space
feasible probes are small for the observed stability metrics: Apaet = 0.0006, Apser = 0.0033,
and A release rate = 0.0048. While generic probes exhibit comparable aggregate stability,
the feasibility diagnostics reveal significant violations: generic probes have an (0p row
violation rate delta of 1.000 on every pair, and mean feature violation rate deltas range from
0.442 to 0.947. Thus, generic probes achieve stability scores through inadmissible rows.
The feature-space feasible protocol is necessary to prevent invalid counterfactual evidence
from incorrectly licensing action release.

6.8. Ablation and Threshold Sensitivity

With the diagnostic thread established, the ablation isolates which contract compo-
nents actually drive the observed release behavior. Table 16 reports the per-component
effects on release behavior, and Figure 5 visualizes the corresponding release rate deltas.
The clearest signal comes from the explanation-coupling family that removes the conformal
action set (V1) or the release gate (V3), approximating a post hoc action display without full
contract discipline. That family yields mean absolute release rate deltas of 0.818 on the full
suite and 0.974 on the hard slice, so its verdict is strongly supported. The remaining families
are weaker but are now more precisely localized by a boundary ablation audit over all 8800
frozen contract rows plus direct near-boundary reruns across seeds and probe budgets.
The strict stability and shallow verifier variants (V4 and V6) do not move the current release
frontier at all: both change zero released rows, zero chosen actions, and zero expected-
utility entries, while 2,096 raw status strings simply collapse from downgrade_or_defer
to defer on already non-released rows. This dormancy has a measurable operating re-
gion explanation rather than being a vague null result: 7198 rows lie below stability 0.67,
1602 lie at or above 0.90, and the current suite contains zero rows in the intermediate bands
[0.67,0.90) where relaxed strict stability or verifier-depth rules could have shifted release.
The targeted reruns do not overturn that reading: across the 10 frontier/disagreement pairs
selected for V4/V6 stress, the mean V4 and V6 release-flip rates remain 0.000. The minimax
variant (V5) likewise leaves release rates unchanged, but its effect is not null. It changes the
chosen action on 332 of 454 multi-action rows (73.1%), with 319 of those changes occurring
on rows that TRACE already keeps non-released and only 13 on released rows; moreover,
only 4 changed rows fall inside the existing revision hard slice. The dominant transition
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is from escalate to contain on 191 rows. That localized reading is reinforced rather than
weakened by the reruns: on the ambiguity-targeted TON_IoT/RF-GPU batch, all 12 selected
rows retain an V5 action flip rate of 1.000 across the executed seed and probe budget grid,
while V4/V6 remain at 0.000. The correct reading is therefore a localized ambiguity slice
action-selection effect rather than a broad release-shift effect. The support feasible search
family remains only partially supported because its main empirical signal still comes from
the paired generic-versus-feasible probe diagnostics, and the current suite does not yet
populate richer near-boundary cases where deeper verifier/search logic would visibly
move the release frontier.

Table 16. Per-component effects of the contract-layer ablation on release behavior and action selection.

Component

Release Rate Effect Action Selection/Operating Region Effect

Conformal action set (V1)

Mean absolute A 0.818 (full suite), 0.974 (hard
slice)

Largest shift; post hoc display regime

Release gate (V3)

Large A, same family as V1 Post hoc display regime

Strict stability gate (V4)

0.000 (no released row moves)

No rows in the intermediate stability band
[0.67,0.90)

Shifts the chosen action on 73.1% of

Minimax utility (V5) 0.000 (release unchanged) multi-action rows
Verifier depth (V6) 0.000 (no released row moves) No rows neaf the release boundary at the
current frontier

The threshold-plateau audit sharpens the same boundary. Across all 11 G3-passing
pairs, release rate, released-set action agreement, and coverage-quality index are identical
from p > 0.67 through 0.95. The transition region is therefore not spread across the upper
thresholds: no pair changes anywhere inside that high-threshold band, whereas all 11 pairs
change between 0.50 and 0.67, and all 11 recover additional release somewhere below 0.67.
The best frozen coverage-quality point also occurs at p = 0.20 for every pair, with strict-to-
frontier release gain ranging from 0.2700 to 0.5838. The blocker-like strict gate behavior
is a stable operating region property of the current frozen suite rather than noise from a
single arbitrary threshold choice. At the same time, the audit does not validate p = 0.67
as a universal or deployment-optimal threshold. It indicates that richer support contracts,
deeper feasible search, and near-boundary records are required to improve the final frontier.

Targeted ablation family effect size

s Full set
0-000 B Hard sl
Support / feasible - >artia
pport / 0.000

0.000
Minimax / decision 9 Partial
0.000

Partial

Stability / gating

Strong
Contract vs post-hoc rong

010 012 014 [)t()' [)18 li[)
Mean |delta release rate| vs TRACE
Figure 5. Ablation family effects showing the impact of removing different components of the
TRACE contract layer on the release rate. Large release rate deltas (V1, V3) indicate components that
materially change release behavior. Exact zero bars indicate zero observed release rate delta at the
current operating point; they do not imply zero utility or feasibility effect.
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6.9. Contract Taxonomy and Confidence Intervals

The final stage closes the thread by aggregating the contract record across dataset
roles and testing its statistical stability through bootstrap confidence intervals. The contract
taxonomy is summarized in Table 17 and Figure 6, presenting pooled workload evidence.
The six primary artifacts have mean pass rate 0.175, mean defer rate 0.653, mean conformal
set size 1.008, and mean oracle-in-set rate 0.867. The five secondary-transfer artifacts have
mean pass rate 0.190, mean defer rate 0.492, mean conformal set size 1.164, and mean
oracle-in-set rate 0.933. In both groups, the mean stored support index size remains fixed
at 10.0 in the reported artifacts. The summary quantifies contract burden, selectivity,
and uncertainty sharpness.

Table 17. Aggregate support contract audit by dataset role. The support index size remains fixed at
10 in the frozen reported artifacts, quantifying contract burden and selectivity.

Dataset Role Pairs Mean Pass Rate Mean Defer Rate Mean Set Size  Mean Support Size  Mean Oracle-in-Set
Primary 6 0.175 0.653 1.008 10.0 0.867
Secondary transfer 5 0.190 0.492 1.164 10.0 0.933
Bl AQ allow 7"# Al monitor @& A2 escalate WY A3 contain
(a) Label-derived oracle mix (b) Released action mix (c) Exact released-oracle match
/
CICIoT2023 ‘W \“ €80.9%
CSE-IDS2018 l/ /\\\ €59.0%
Edge-IToTset €91.5%
TON_IoT €81.9%
I T T T 1 T T T 1
0 25 50 75 100 0 25 50 75 100 0 25 50 75 100
Share (%) Share (%) Exact match (%)

Aggregated over G3-passing pairs only

Figure 6. Dataset-level contract action distributions aggregated over the 11 evaluated dataset-model
pairs. The panels compare the label-derived oracle action mix, the actions released under TRACE,
and the exact released—oracle agreement rate.

Bootstrap intervals (visualized in Figure 7) are available for 77 metric rows, covering
seven contract metrics per pair with 500 resamples. For example, CICI0T2023/CatBoost
has release rate 0.350 with 95% confidence interval [0.318, 0.383], and action agreement
0.849 with 95% confidence interval [0.824, 0.871]. At the summary level, the median 95%
interval width is 0.0525 for release rate and 0.0444 for action agreement. These intervals
expose point-estimate uncertainty under contract-row resampling, distinguishing measured
selectivity from sampling noise. To move beyond row bootstrap alone, we also reran the
frozen contract layer on 32 sampled rows per G3-passing pair across three probe seeds with
16 feasible probes per rerun, yielding 96 repeated evaluations per pair. In that medium-
strength audit, the selected action stayed unchanged on every sampled row across all
11 pairs, while row-level status-change rates ranged from 0.000 to 0.146 depending on
the pair. Action choices remain stable on the sampled rows under probe seed variation,
but release/ defer status can still shift modestly near the contract boundary. This strengthens
the uncertainty evaluation beyond simple row resampling.
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CICI0T2023 / CatBoost
CICIoT2023 / RF-GPU
CICIoT2023 / XGBoost
CSE-CIC-1DS2018 / CatBoost
CSE-CIC-IDS2018 / RF-GPU
CSE-CIC-IDS2018 / XGBoost
Edge-1loTset / CatBoost
Edge-1loTset / RF-GPU
Edge-IIoTset / XGBoost
TON_IoT / CatBoost

TON_TIoT / RF-GPU

(a) Release rate
|8-0.365 (0.333, 0.399]
18-0.338 [0.307, 0.369]
18-0.338 [0.307, 0.368]
8-0.225 [0.198, 0.254]
8-0.352 [0.321, 0.386]
@-0.415 [0.377, 0.453)
B 0.004 [0.000, 0.009]
B 0.005 [0.001, 0.010]
1810.055 [0.039, 0.071]
B 0.007 [0.003, 0.015]

0,028 [0.017, 0.040]

(b) Action agreement

110,849 (0.824, 0.871]
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1610.906 [0.887, 0.926]
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Figure 7. Bootstrap 95% confidence intervals for release rate and action agreement across the
11 evaluated dataset-model pairs, using 500 resamples per pair.

The evaluation framework supports five scoped outcomes. First, it supports coverage-
aware proxy triage on gated contracts. Second, it reports a paired feature-space feasible-
versus-generic probe comparison. Third, it records cases where contract gates defer
or downgrade fragile proxy containment decisions under the specified action schema.
Fourth, it measures action-level instability and release/defer sensitivity. Finally, it supports
bounded baseline comparisons: while matched-coverage and sample split gate tuning are
credible, TRACE's selective value is not uniformly better than the best simple selective gate.

7. Discussion

The main empirical message is that action-governed XAl differs from explanation
display: as motivated in the Introduction, attribution summaries do not by themselves
decide whether a security action should be released. TRACE shifts the evaluated object from
an attribution vector to an action contract: a finite record containing the plausible action
set, minimax action, support contract, feasible probe model, stability scores, and release
status. That shift is the paper’s conceptual contribution.

The main positive result is the validity of the mechanism. The final contracts avoid
full-set collapse, produce sharp conformal action sets, and release only a selective subset of
cases. These outcomes ground the method in observed behavior rather than theoretical
design alone. However, tuned TRACE does not uniformly outperform the best simple
selective gate; across 11 pairs, it matches the best simple gate on six held-out rows and is
slightly lower on average by the mean held-out risk objective delta (—0.0056). The findings
demonstrate TRACE’s utility as an action contract framework rather than a universal
classifier. The contract record exposes uncertainty, admissibility, and non-release on the
subset where a simpler gate would still release.

This boundary matters because a simple confidence gate may be enough when the only
goal is to release low-error predictions at a fixed coverage level. TRACE becomes useful
when the reader also needs to know why an action is released, whether it remains stable
under admissible local alternatives, whether generic perturbation evidence is invalid under
Qp, and whether the system records non-release as a first-class outcome. The contribution
therefore is larger than a scalar score: it defines an evidence protocol for deciding when an
explanation-supported action should stay blocked. If two methods achieve similar selective
risk, TRACE still changes the observable object by recording which actions remained
plausible, the observed stability and feasibility summaries, and whether the case ended
in release or non-release. The negative comparisons against the best simple gate therefore
do not invalidate the method; they show that TRACE has to justify its added complexity
through auditable contract information, not only through the mean risk objective number.
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Accordingly, a released contract should be interpreted as an auditable benchmark-time
triage recommendation with explicit uncertainty and feasibility checks, not as proof that a
human analyst would endorse the same action in live SOC operations.

7.1. Beyond Auditability: The Utility, Selectivity, and Interpretability Trade-Off

On the scalar utility axis, the selective gate comparison does not separate TRACE
from the best simple confidence threshold: at matched release grids it matches on six of
eleven pairs and trails on five (mean held-out risk objective delta —0.0056). On that axis
alone, a confidence threshold remains a strong baseline, and the case for TRACE rests
on auditability. The contribution beyond auditability is better read as a trade-off across
three axes than as a win on any single one. A simple selective gate optimizes one axis,
scalar selective risk at a threshold, and collapses every decision to release or defer. TRACE
operates on all three at once: it resolves the action through a utility-minimax rule over the
conformal set instead of a binary threshold, selects where to defer using boundary-aware
and feasibility-constrained stability, and emits a contract record that makes the decision
interpretable. Table 18 summarizes this trade-off.

At matched scalar risk the value of the additional axes is clearest. On the six parity
pairs, TRACE and the best simple gate achieve similar risk objectives, but TRACE also
records which action was plausible, whether it survived admissible local alternatives,
and whether non-release was the safer outcome, none of which a threshold gate exposes.
On the five pairs where TRACE trails, the scalar deficit is the cost of carrying that multi-axis
structure: the disagreement and hard slice profiles (Section 6) show that TRACE defers
cases a simple gate would still release, concentrating its caution near decision boundaries
where the cost of an unsafe release is highest. This is a deliberate selectivity profile rather
than noise, since hard slice disagreement rises to 0.622 against 0.335 on the full set while
the TRACE release share falls and the simple-gate share does not.

For use cases that need action-level resolution, boundary-aware selectivity, and de-
cision interpretability at the same time, a single-axis threshold is structurally insuffi-
cient, and the contribution of TRACE is to provide all three within one auditable record.
The scalar-risk parity or small deficit of TRACE on the utility axis is the cost of carrying
that multi-axis structure. This is a benchmark-scoped trade-off argument rather than a
claim of operational superiority over all selective gate designs.

Table 18. The utility, selectivity, and interpretability trade-off between a simple selective gate and
TRACE. The TRACE cells are factual readings of the reported artifacts, not superiority claims.

Axis Simple Selective Gate TRACE Evidence
e Competitive; wins or ties at the Matches best gate on 6/11 pairs, trails
Scalar utility threshold on5/11 (A = —0.0056) Table 14
Boundary-aware; defers 22.2% of
Selectivity Binary release/defer at one threshold gate-released cases (hard slice Figures 3 and 4
disagreement 0.622)

Action resolution

None (release/defer only)

Four-action utility-minimax over the

Sections 3 and 4
conformal set

Decision interpretability

Contract record (plausible actions,

Threshold crossing minimax action, support, feasibility, Equation (1)

status)

Feasibility-awareness

None

Generic probes inadmissible under Qp

(row violation delta 1.000) Section 6
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7.2. Sensitivity to the Utility Matrix and Action Map

Both the utility matrix U(b, a) and the label-to-action map ¢p are benchmark scaffolds
rather than validated operational objects (Section 3), so a natural question is how much the
reported reading depends on the specific choices frozen in Tables 2 and 3. Two evaluation-
side audits in Section 6 bound this dependence. A 5 x 5 penalty rescaling sweep varies the
underreaction and overreaction penalties over the set {0.25,0.5,1,2,4} while preserving
the action ordering, and the minimum raw proxy utility stays positive on all four research
datasets. An oracle-side action severity rebinning audit then relaxes and tightens the
severity tiers with predictions held fixed, and the mean pairwise all-row utility stays
positive on all eleven pairs, decreasing from the frozen 0.84 to 0.70 under the relaxed
downshift and to 0.54 under the strict upshift. The bounded positive-utility reading is
therefore not an artifact of one penalty scale or one severity encoding.

The scope of this finding is set by the audit design. Both audits hold the TRACE
predictions fixed, so they characterize the sensitivity of the evaluation reading rather than
of a detector retrained under alternate targets. The audits reveal marginal fragility: under
the strict severity upshift one pair drops to a negative pass row utility while releasing only
a small fraction of cases.

The two audits vary the penalty scale and the severity encoding but hold the matrix
asymmetry, the action ladder granularity, and the label-to-action mapping fixed. A more
asymmetric matrix would shift the operating point toward deferral; characterizing that
regime and the effect of alternate label-to-action mappings requires analyst-elicited utilities
and retraining under each alternate target, which is left to future work.

The result pattern also clarifies what a comparison against prior IDS/XAI systems
would require. Existing XAI-IDS methods often report predictive metrics, explanation
fidelity, or explanation stability under their own feature and split assumptions. A com-
parative evaluation against TRACE requires alignment at the action contract layer: the
same label-to-action map, utility matrix, split-conformal calibration, feature-space feasible
perturbation card, and release/defer rule. Without that alignment, a detector with higher
macro-F1 and a TRACE contract with lower release risk are answering different questions.

The ablation findings clarify the impact of individual components. The conformal
action set and release gate materially affect release behavior. In the evaluated operating
region, V4 and V6 remain dormant at the release frontier, as no rows occupy the intermedi-
ate stability bands where those stricter rules could change release. By contrast, V5 shows a
localized ambiguity slice action effect concentrated on multi-action rows that are mostly
non-released. Accordingly, the conformal action set and release gate are the primary drivers
of release behavior, whereas the strict stability, minimax, and verifier-depth components
leave the release frontier unchanged at the current operating point; Table 16 reports these
per-component effects. Future work should strengthen support set construction, run deeper
feasible search, and evaluate intermediate-band records.

From a deployment perspective, the most important design implication is that deferral
is not failure. In a security setting, the absence of sufficient contract support should be
represented explicitly because unsafe release can be worse than non-release. The low-
release regime is only part of the picture: the operating region audit classifies four pairs
as triage-capable with scope, one as moderate throughput with scope, two as cautious
low-throughput, three as frontier-recoverable strict blockers, and one as weak selective
value. This classification separates conservative final gate behavior from the broader frozen
frontier evidence. Even so, several dataset-model pairs behave more like blocker filters
than triage assistants. At the extreme, Edge-IIoTset/CatBoost releases no cases at all
under the final mechanism gate, and Edge-IIoTset/RF-GPU releases only 0.25% of cases.
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When deferral rates approach unity, the contract framework provides auditability but little
actionable decision throughput.

The new pooled support contract audit sharpens a different boundary. Across the 11
final pairs, the mean conformal set size is only 1.08, indicating that most stored action sets
are already close to singleton decisions, while the stored support index cardinality is fixed at
10 entries for every pair in the reported artifacts. The empirical variance therefore appears
mainly in the release/defer/downgrade status mix rather than in adaptive support-size
shrinkage. This is still useful because it documents how often the contract layer blocks
or downgrades actions under the frozen evidence stack, so we do not claim rich support
contract size adaptation. Future work should characterize the operating region where
TRACE transitions from a blocking evidence filter to a useful triage assistant and should
expose more varied support contract burdens under deeper feasible search.

The proposed TRACE system provides a reproducible action contract layer for IDS
explanations that avoids degenerate certainty, exposes infeasible counterfactual evidence,
and enforces feature-space feasibility constraints. The results demonstrate the utility of
an action contract account of IDS explanations, though they do not demonstrate universal
superiority over all IDS/XAI methods or adaptive attacker robustness. Validating deploy-
ment readiness would require packet-level feasibility validation, independently aligned
benchmarking, adaptive-adversary testing, and human/SOC validation of the action ladder
and utility model.

8. Threats to Validity
8.1. Threat Model Realism

The threat model is a benchmark-time decision-support model. The defender has a
trained IDS, frozen preprocessing, a label-to-action map, and a finite set of candidate triage
actions. The adversarial or uncertain environment is represented through feature-space
alternatives inside I'p and through generic probes used only for comparison. Under a
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation
of Privilege (STRIDE)-style reading, the paper touches tampering-like perturbations of
feature records, spoofing-like ambiguity in benchmark labels, information quality risks in
explanations, and denial-of-service-like analyst overload from over-release. It does not
model live lateral movement, packet crafting, command-and-control interaction, adversary
dwell time, SOC queue dynamics, or human response behavior. Under a kill chain reading,
the evaluation sits after detection and before response selection; it is not an end-to-end
intrusion campaign simulator.

This boundary strictly limits security claims. A released TRACE action means that
a benchmark record passed the specified conformal, utility, feasibility, and contract gates
under the processed representation. It does not mean that the action would be safe in a
production SOC, legally appropriate, or effective against an adaptive attacker. This study
formulates the problem as a proxy triage task rather than an autonomous containment system.

The assumed attacker knowledge is also limited. A critical limitation of this work is
the absence of a full adaptive attacker evaluation. The preliminary tabular FGSM-style
diagnostic in the artifact package does not grant an adversary white-box access to the
detector, the conformal calibration set, the utility matrix, or the release thresholds, and it
does not uniformly reduce attack success across datasets. The experiments also do not
simulate an attacker who optimizes packet traces to pass ()p while changing the released
action. This leaves a gap between our tabular-feature-feasible representation and true
packet-level payload realizability. Because TRACE relies on explanations to govern triage
actions, it also inherits the risk of adversarial explanations (e.g., scaffolding attacks where
an adversary manipulates the input such that the classifier’s output remains malicious,
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but the explanation points to benign features). An adaptive attacker might specifically
target the explanation layer to force a triage downgrade or deferral, bypassing the action
governance entirely even if the underlying detector remains accurate. The evaluated
uncertainty therefore reflects local ambiguity and representation-level fragility rather than a
full adversarial machine learning game. Consequently, robustness claims are strictly limited
to tabular-feature stability, and any deployment would require testing against adaptive,
evasion-optimized adversaries targeting both the predictive and explanatory layers.

8.2. Construct, Internal, and External Validity

Construct validity is limited by the label-to-action map. Public IDS labels are not
SOC playbooks, and the oracle action a* is a benchmark scaffold derived from attack-label
semantics. We mitigate this by freezing ¢p, using conservative action tiers, reporting action
agreement separately from detector accuracy, and avoiding claims about analyst trust or
operational correctness. A bounded oracle-side severity-rebinning audit further shows
that the all-row proxy utility reading stays positive under two alternate rebinnings of the
frozen test labels, although pass-only utility can become fragile in ultra-low-release regimes.
Because that audit holds predictions fixed, it strengthens construct validity only modestly
and does not replace retraining under alternate action targets. The utility matrix is likewise
a proxy cost model, not an empirically elicited SOC utility function.

Internal validity is threatened by leakage, threshold tuning, and post hoc comparator
selection. The pipeline mitigates leakage through split-before-fit preprocessing, train-only
reference objects, frozen test matrices, and gate checks over detector materialization and
contract records. The selective gate comparison mitigates post hoc optimism by tuning on
one half of the contract sample and evaluating on the other half under the same release
grid and risk objective. The fairness audit further requires each executed comparator
to use the same sample eligibility, action map, metric definitions, and release budget.
Nonetheless, the sample split is still within benchmark artifacts, and the paper does not
treat it as a replacement for external validation. The current robustness claims are also
bounded by contract-row bootstrapping plus a frozen detector probe seed audit; they still
do not incorporate detector retraining, cross-split, or hierarchical uncertainty propagation
to account for variance in model initialization, data partitioning, or full pipeline refitting.

External validity is limited by public benchmark age, feature abstractions, and pro-
cessed split structure. The formal split audit clarifies this boundary: within the frozen
processed metadata, CICIoT2023 and TON_IoT use group disjoint train/validation/test
splits, CSE-CIC-IDS2018 reuses groups across splits, and Edge-IIoTset exposes only one
usable group. This indicates processed split realism for the first two datasets, benchmark-
only validity for CSE-CIC-IDS2018, and weak shift characteristics for Edge-IIoTset. None
of these audit outcomes establishes temporal, live-network, or deployment-valid OOD
evidence. The results provide multi-benchmark evidence for an action contract protocol,
not as deployment evidence across arbitrary networks.

8.3. Conclusions, Security, and Dual-Use Validity

Conclusion validity is strengthened by bootstrap intervals, frozen detector probe seed
variability, paired probe comparisons, ablations, and a claim readiness ledger, but several
comparisons remain bounded. The reproduced DeepXAI-IDS reference addresses the
need for a strong modern detector context, but the reported tables do not materialize fully
matched action contract rows for that architecture. It is therefore a predictive baseline.
TRACE is an evidence contract framework layered on top of strong detector foundations.
It also does not prove that feature-space feasible probes are universally better than generic
probes. The evidence shows that generic probes violate ()p on all rows in the paired
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comparison, while aggregate action stability deltas are small in this run. The new probe seed
audit strengthens that statement by showing no sampled action flips across the executed
repeated evaluations, but it still does not close retraining or external-shift uncertainty.
This matters for alert interpretability because an explanation that appears stable only
under infeasible perturbations can create false analyst confidence rather than trustworthy
triage evidence.

8.4. Limitations: Tabular Boundaries

Our empirical evaluation and the phrase “feature-space feasible” are bounded to the
tabular features provided by the benchmark datasets. We do not generate raw network
traffic (PCAP) to verify that a mathematical perturbation in the dataset maps perfectly
to a realizable malicious TCP/IP packet that bypasses hardware firewalls or IDS engines.
As such, the feasibility constraints model feature-level realism but do not constitute a full
network-level evasion proof. Readers should interpret these action contracts as decision-
layer triage tools, not deployment-ready network filters.

Security validity is limited by the feature-space representation. A tabular vector may
encode traffic rates, counts, flags, or categorical protocol values, but feasibility in that
vector is not equivalent to packet-level realizability. Dual-use risk is also real: contrast
search and near-boundary diagnostics could be misused if released as step-by-step evasion
guidance. The reproducibility package exposes aggregate metrics, code for benchmark
verification, and feasibility card construction while avoiding operational attack recipes
beyond what is necessary for scientific audit. The paper also avoids publishing per-record
evasion instructions, exploit chains, or deployment-specific containment playbooks.

The benchmark scope also limits evaluation of fairness, inclusion, and organizational
equity. Public IDS datasets do not carry the human, demographic, workflow, or insti-
tutional metadata required to evaluate demographic fairness, inclusive usability across
diverse analyst roles and expertise levels, or equitable transfer across organizations, sectors,
and operating regions. This study makes no claims regarding fairness, accessibility, or cross-
organization equity, and any such evaluation would require deployment-context studies,
analyst-population sampling, and policy-level validation that lie outside the present evidence.

9. Conclusions

TRACE treats explainable intrusion triage as a contract problem: the detector pro-
poses, the conformal action set bounds plausible alternatives, a utility-minimax rule picks
the action, and feasibility-checked support contracts decide whether release is earned.
The conformal set and release gate stages are the components demonstrated most clearly
by the ablation studies. The final artifact provides an auditable release, defer, downgrade,
or fail-open record rather than a standalone attribution display.

The final experiments cover the 11 dataset-model pairs that successfully passed
robustness and calibration checks. Across those pairs, TRACE produces non-degenerate
action sets with zero full-set collapse, release rates from 0.000 to 0.398, and defer/block rates
from 0.603 to 1.000. Sample split gate tuning gives TRACE higher average proxy utility
than all-action and release rate-matched random release on all 11 pairs, and higher than
fixed TRACE on the 10 pairs with finite fixed comparator deltas. Against the best simple
selective gate, however, TRACE only matches on 6 of 11 pairs and trails on the other 5.
That bounded utility reading survives the 5 x 5 penalty rescaling sweep and two alternate
oracle-side action severity rebinnings with predictions held fixed, although pass-only utility
becomes fragile in ultra-low-release regimes, and the rebinning audit does not stand in for
retraining under different action maps.
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The operating region audit complicates those headline numbers without contradicting
them. It marks 10 of 11 pairs as supported with scope, but only four pairs read as triage-
capable. Three strict gate points still behave more like blocker-style filters than triage
assistants. Probe comparisons stay consistent: generic probes are inadmissible under Qp
on every paired row even when their aggregate stability deltas look small. The frozen
detector probe seed audit over 32 sampled rows per pair and three probe seeds per row
observed zero sampled action flips across all 11 pairs, with row-level status-change rates
between 0.000 and 0.146. That sharpens the uncertainty story beyond row bootstrap alone,
but it does not close retraining or cross-split variance. Component-wise, the ablations plus
targeted near-boundary reruns confirm the conformal set plus release gate core. Across
the remaining variants, V4 and V6 stay frontier-invariant on both the frozen suite and the
targeted rerun batches, while V5 shows a localized ambiguity slice action effect rather than
a broad release shift.

TRACE provides an evidence framework for action-governed XAl in IDS, demon-
strating improved auditability without claiming autonomous security response or uniform
superiority over all IDS/XAI methods. Where a simple selective gate matches the release
risk, the remaining value of TRACE is the auditable record itself: which actions remained
plausible, which evidence was admissible, and why a case did or did not release. The re-
produced deep baseline maintains strong predictive context, although it only supports a
benchmark-time evaluation for the artifact suite. Future work should close this gap with
materialized matched deep action contract tables, packet-level feasibility checks, richer
intermediate-band support contract cases, detector-retraining, analyst-facing evaluations,
and ongoing checks for model and threat drift under operational data.
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