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Abstract

Federated learning enables collaborative model training without centralizing private data,
yet its deployment on edge devices remains constrained by communication overhead,
heterogeneous data distributions, and privacy leakage from shared model updates. Spik-
ing neural networks offer an energy-efficient alternative to conventional artificial neural
networks by transmitting sparse binary events rather than dense activations, but existing
federated spiking learning methods still suffer from inefficient gradient exchange and
insufficient privacy protection under non-independent and identically distributed data.
This paper proposes PriSparK, a privacy-preserving and communication-efficient federated
spiking neural learning framework that jointly exploits temporal event sparsity, adaptive
client-side spike-gradient compression, and privacy-calibrated aggregation. The core of
PriSparK is a novel Event-Sparse Differentially Private Federated Spiking Optimization
algorithm, which converts local surrogate gradients into spike-saliency-aware sparse up-
dates, dynamically allocates communication budgets across layers and time steps, and
injects calibrated Gaussian noise after clipping in a low-dimensional event subspace. To
mitigate accuracy degradation caused by aggressive compression and privacy perturba-
tion, PriSparK further introduces a membrane-aware error-feedback mechanism and a
heterogeneity-adaptive server aggregation rule that weights client updates according to
spike activity stability and local distribution drift. Experiments on neuromorphic and
vision benchmarks, including N-MNIST, DVS128 Gesture, CIFAR-10, and Fashion-MNIST,
show that PriSparK achieves competitive or superior accuracy compared with federated
artificial neural and spiking baselines while substantially reducing uplink communication.
Under strong privacy constraints, PriSparK maintains stable convergence and improves
the accuracy-communication—privacy trade-off, demonstrating its potential for privacy-
sensitive edge intelligence with event-driven neural computation.

Keywords: federated learning; spiking neural networks; differential privacy; communication
efficiency; event-sparse optimization; edge intelligence; neuromorphic computing

1. Introduction

Federated learning enables multiple clients to collaboratively train a model without
uploading their raw data to a central server, and it has become a representative paradigm
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for privacy-aware edge intelligence [1]. In a standard federated system, the server broad-
casts a global model, selected clients perform local optimization, and the server aggregates
the returned updates. This workflow reduces direct data exposure, but it does not fully
solve privacy or efficiency problems. Shared model updates can still leak sensitive informa-
tion through gradient inversion or membership inference attacks [2,3], and dense uplink
communication becomes expensive when clients are bandwidth-limited mobile, wearable,
or neuromorphic devices. These challenges become more severe under non-independent
and identically distributed data, where local objectives F;(6) may deviate substantially
from the global objective F(#) and cause client drift [4-6].

Spiking neural networks provide a promising computational substrate for communication-
and energy-constrained federated learning. Unlike conventional artificial neural net-
works that propagate dense real-valued activations, spiking neural networks represent
information through temporally sparse binary events and membrane-potential dynam-
ics. This event-driven representation is naturally compatible with low-power edge de-
vices and neuromorphic sensors, as demonstrated by peer-reviewed work on surrogate-
gradient learning, temporal backpropagation, learnable membrane dynamics, and neuro-
morphic hardware [7-14]. However, directly combining federated learning with spiking
models still inherits the limitations of conventional federated optimization and compressed
learning [4-6,15-17]: existing protocols typically transmit dense updates, use magnitude-
based sparsification without considering spike dynamics, or lack formal privacy protection
for transmitted update values and sparse coordinate patterns.

The central difficulty is that privacy, communication, and temporal spiking dynamics
are tightly coupled rather than independent. Differential privacy protects model updates by
clipping and perturbing them with calibrated noise [18,19], but dense perturbation injects
noise into all 4 parameters even though many coordinates may be inactive or uninformative
in event-driven computation. Sparse communication can reduce uplink cost, but a sparse
mask 1 selected from local gradients may itself reveal private information, and magnitude-
only sparsification may discard parameters that are important for future spike generation.
Heterogeneous aggregation methods can reduce client drift, but conventional weights based
mainly on data size do not reflect whether a client’s spike activity is stable or whether its
protected sparse update is dominated by privacy noise. These issues suggest that federated
spiking learning requires an integrated mechanism in which the selected subspace ()}, the
released update A7, and the aggregation weight w; are designed together.

This paper proposes PriSparK, a privacy-preserving and communication-efficient
federated spiking neural learning framework. In each communication round r, client k
trains a local spiking model using surrogate gradients and obtains a local update A;. Instead
of transmitting this update densely, PriSparK computes a spike-gradient saliency score g i
for each parameter coordinate j by combining update magnitude, presynaptic spike activity,
postsynaptic surrogate sensitivity, and temporal spike stability. The client then constructs
an event-sparse mask m;, forms a corrected sparse update with membrane-aware error
feedback, and releases a privacy-calibrated quantized update Z,’{ The server aggregates
the received updates using a heterogeneity-adaptive coefficient w; that starts from the
selected-client data proportion py and adjusts it according to bounded spike-stability and
update-reliability statistics.

The novelty of PriSparK lies in its joint treatment of event sparsity, differential privacy,
and federated aggregation. First, the proposed event-sparse compression rule selects
coordinates according to their influence on spike-driven computation rather than gradient
magnitude alone. A parameter is prioritized when it is connected to active presynaptic
spikes and sensitive postsynaptic membrane states, and its layer has stable temporal
firing behavior. Second, PriSparK applies privacy perturbation after sparse projection and
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accounts for the information contained in both update values and sparse masks. This design
avoids the utility loss caused by perturbing inactive coordinates while preventing the sparse
index set from becoming an unprotected side channel. Third, the server uses spike-stability-
aware aggregation to reduce the influence of unstable or noise-dominated client updates
without accessing raw data, spike trains, membrane traces, or dense local gradients.

We evaluate PriSparK on four public benchmarks, including N-MNIST, DVS128 Ges-
ture, CIFAR-10, and Fashion-MNIST. N-MNIST and DVS128 Gesture represent native
event-stream learning, while CIFAR-10 and Fashion-MNIST are converted into spike trains
to test the generality of the method on static visual data. Under a Dirichlet non-IID partition
with concentration ap = 0.3, PriSparK achieves stronger accuracy than differentially private
dense and sparse federated SNN baselines while reducing the normalized uplink com-
munication to approximately 0.082x of dense 32-bit Fed Avg-SNN. The improvements are
especially clear on CIFAR-10 and DVS128 Gesture, where client heterogeneity and temporal
spike dynamics are more challenging. Ablation studies further show that event-gradient
saliency, adaptive compression, membrane-aware error feedback, sparse privacy perturba-
tion, and heterogeneity-adaptive aggregation all contribute to the final performance.

The main contributions of this work are threefold. We introduce an event-sparse
federated spiking optimization framework that aligns communication with spike-driven
computation through the saliency score g,’(,j and the adaptive budget q;. We develop
a privacy-calibrated sparse release mechanism that clips, perturbs, and quantizes the
selected update subspace while controlling leakage from sparse masks and bounded
metadata. We design a heterogeneity-adaptive aggregation rule that weights protected
sparse updates by data proportion, spike-activity stability, robust update-norm consistency,
and privacy-noise awareness. Together, these components allow PriSparK to improve the
accuracy—communication-privacy trade-off in federated spiking neural learning.

2. Related Work
2.1. Federated Learning, Privacy, and Communication Efficiency

Federated learning trains a shared model from decentralized client data without cen-
tralizing raw samples. Fed Avg remains the canonical protocol, and subsequent analyses
and systems have shown that statistical and system heterogeneity require explicit correc-
tion mechanisms [1,15]. FedProx adds proximal regularization to reduce local drift [4],
SCAFFOLD uses control variates to correct client drift [5], and FedNova normalizes lo-
cal updates to reduce objective inconsistency under heterogeneous local computation [6].
These methods motivate the data-proportion term in PriSparK, but they communicate
dense updates and do not use the event sparsity represented by the firing rate p; or the
spike-stability score aj.

Privacy in federated learning is commonly strengthened by secure aggregation and dif-
ferential privacy. Secure aggregation prevents direct inspection of individual client updates
during aggregation [20], while differential privacy clips client contributions and injects cali-
brated noise so that a single client has limited influence on the released trajectory [18,19,21].
PriSparK adopts client-level differential privacy, but differs from dense DP-FL because
clipping and Gaussian perturbation are applied after the event-sparse projection (). This
placement preserves the formal privacy accounting while reducing utility loss from per-
turbing inactive or weakly informative coordinates.

Communication-efficient federated and distributed optimization has been studied
through quantization, sparsification, and error feedback. QSGD reduces message preci-
sion with stochastic quantization [22], Deep Gradient Compression shows that gradient
sparsification with correction can substantially reduce bandwidth [16], and sparsified SGD
with memory provides a convergence basis for biased compression with residual compen-
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sation [17]. PriSparK builds on this peer-reviewed compression literature but changes the
selection criterion: a coordinate is transmitted only when its local update is coupled with
presynaptic spike activity, postsynaptic surrogate sensitivity, and temporally stable firing.

2.2. Spiking Neural Networks and Federated Spiking Learning

Spiking neural networks encode information through sparse binary events and tem-
poral membrane dynamics, making them attractive for low-power edge intelligence. Early
backpropagation-based SNN training and spatio-temporal backpropagation established
practical optimization procedures for deep spiking models [7,8]. SLAYER introduced spike-
layer error reassignment over time [9], and surrogate-gradient learning later provided a
general framework for training non-differentiable spike functions with gradient-based
optimization [10]. Learnable membrane time constants further improved temporal rep-
resentation [11], and recent surveys consolidate the connection between deep learning
practice and SNN training [12].

The hardware motivation for event-driven learning is also supported by peer-reviewed
neuromorphic systems. TrueNorth demonstrated a large-scale low-power neurosynaptic
processor [13], and Loihi provided an on-chip learning architecture for neuromorphic com-
putation [14]. These systems motivate local computation that exploits sparse events, but
they do not determine which model coordinates should be communicated in a federated
training round. PriSparK therefore treats spike activity as an optimization signal for commu-
nication, privacy, and aggregation rather than only as an inference-time efficiency feature.

The intersection of federated learning and spiking neural networks remains less
mature than either field separately. Directly applying dense Fed Avg, FedProx, or FedNova
to spiking models ignores temporal event sparsity, while directly applying regular top-
g sparsification ignores whether selected coordinates are involved in spike generation.
PriSparK fills this gap by constructing the sparse subspace (); from spike-gradient saliency,
correcting compression bias through membrane-aware residual feedback, and using spike-
stability-aware aggregation weights wy.

2.3. Privacy and Security Risks in Spiking and Neuromorphic Learning

Sparse or binary internal representations do not eliminate privacy risk. Membership
inference can determine whether a sample was used for training [23,24]; model inversion
can reconstruct sensitive attributes or representative inputs [25]; and gradient leakage can
recover private training examples from shared gradients [2,3]. Collaborative learning can
also leak unintended features even when raw data remain local [26]. These peer-reviewed
results provide the security foundation for PriSparK: a federated SNN update must be
protected at the level of transmitted values, selected coordinate masks, and bounded
metadata, because spike sparsity alone is not a formal privacy guarantee.

3. Preliminaries

This section introduces the notation and basic concepts used throughout the paper.
We consider a cross-device federated learning system with K clients and one coordination
server. The set of clients is denoted by K = {1,2,...,K}, and client k owns a private dataset
Dy = {(x,»,y,»)}:il with 1 = |Dg|. The total number of training samples is n = E,Ile g,
and the data proportion of client k is py = ni/n. The global communication round is
indexed by r, while the discrete spike time inside a spiking neural network is indexed by .
Model parameters are denoted by 6 € R, where d is the number of trainable parameters.
At the beginning of round 7, the server broadcasts the global model 6" to a selected client

https://doi.org/10.3390/ electronics15153311


https://doi.org/10.3390/electronics15153311

Electronics 2026, 15, 3311

50f29

subset §” C K. Each selected client performs local spiking training and returns an update
A} to the server. The goal is to learn a global model that minimizes the federated objective

K
. 1
min F(9) = Y pkF(6),  F(6) = — Y. Ufo(xi),yi),
k=1 k (xiy;) €Dy

where Fy(0) is the local empirical risk of client k, £(-, -) is the task loss, and fy is the spiking
neural network parameterized by 6.

3.1. Federated Spiking Neural Learning

A spiking neural network processes information through temporally sparse binary
spikes rather than continuous activations. For an L-layer spiking model, let u, . and
sy denote the membrane potential and binary spike tensor of layer / at spike time T,
respectively. A common discrete leaky integrate-and-fire dynamics can be written as

Ugr = Aigr_1+WiSp_1,0 — OmSpr—1, Ste = H(upr —om),

where W, is the synaptic weight matrix or convolutional kernel of layer ¢, A € (0,1) is
the membrane leakage factor, vy, is the firing threshold, and H(-) is the Heaviside step
function. The reset term vy,s, -1 prevents the membrane potential from growing without
bound after firing. For an input sample x, the network output is obtained by accumulating
the last-layer spike activities or membrane potentials over T spike steps, where T denotes
the temporal simulation length.

The non-differentiability of H(-) makes direct backpropagation infeasible. Following
standard surrogate-gradient training, the forward pass keeps the binary firing function
spr = H(uyr — vy,), while the backward pass replaces its derivative with a smooth or
piecewise-smooth surrogate ¢, (11 — vy, ), where a controls the surrogate width or slope.
Thus, local spiking optimization on client k updates 6 by approximating V Fy(6) through
backpropagation through time over T = 1,..., T. After E local epochs or a fixed number of
local steps, client k obtains GIZ’E and forms the model update A} = GIZ’E — 0", In conventional
federated averaging, the server aggregates client updates as 61 = 6" + Yy sr fA}, where
Px = ng/ Ljesr nj is the normalized data weight among selected clients.

In this paper, the central observation is that spiking training contains two different
kinds of sparsity. The first is neural event sparsity, because most entries of s, are zero
when the firing rate is low. The second is update sparsity, because only part of A is
strongly coupled with informative spike events. PriSparK is designed around these two
sparsity sources. We use p][fﬁ = ||Slg{,T llo/ |S’lf,T| to denote the spike firing rate of layer /¢ at
time 7 on client k, where || - || counts nonzero entries and | - | denotes the number of tensor
elements. The average firing rate of client k in round r is denoted by p;, computed over all
layers, spike times, and local mini-batches. Later sections use p; to allocate communication
budgets and to stabilize aggregation under heterogeneous spike activities.

3.2. Privacy Model

Federated learning avoids direct transmission of raw data, but the shared update A},
can still reveal sensitive information about Dy. We adopt client-level differential privacy,
where the presence or absence of one client’s full local dataset is protected from an ad-
versary observing the released update or the aggregated model trajectory. A randomized
mechanism M satisfies (¢, §)-differential privacy if, for any two neighboring federated
datasets D and D’ differing in one client and for any measurable output set O, it holds that
PriM(D) € O] < e Pr[M(D’) € O] + 6. A smaller ¢ indicates stronger privacy, and J is
usually chosen to be much smaller than 1/K.
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The server threat model is honest-but-curious. The server follows the sampling,
aggregation, and accounting protocol, but it may try to infer client participation or data
information from the received sparse messages, bounded metadata, and global model
trajectory. Client-to-server channels are assumed to be authenticated, and the adversary
does not arbitrarily change client messages, forge clients, or adaptively deviate from
the protocol. Fully malicious servers, Byzantine clients, collusion between the server
and a subset of clients, and side-channel leakage from local hardware are outside the
formal guarantee; these stronger adversaries require additional mechanisms such as secure
aggregation, verifiable execution, or Byzantine-robust aggregation.

A standard way to achieve differential privacy is to clip each client update and add
calibrated Gaussian noise. Given a clipping threshold C > 0, the clipped update is
clip(A},C) = Apmin{1,C/|Af|2}. Gaussian perturbation then releases Z,’( = clip(A}, C) +
G, where & ~ N (0, o2C?] ) and ¢ is the noise multiplier. However, adding noise in the
full d-dimensional parameter space can severely damage the accuracy of spiking neural
networks because surrogate gradients are already noisy and temporally accumulated.
PriSparK therefore applies privacy perturbation after event-sparse projection. Specifically,
each client constructs a binary sparsification mask mj, € {0, 1} and releases a compressed
private update supported on Qf = {j : m} i = 1}. The number of transmitted coordinates
is ;. = ||mp]lo, and usually q; < d.

The privacy analysis in the later methodology section treats event-sparse projection
as a data-dependent preprocessing step followed by clipping and Gaussian perturbation
in the selected subspace. To avoid uncontrolled privacy leakage through the mask itself,
the mask is generated from bounded spike-gradient saliency and is transmitted either
through a fixed budget rule or through a privatized top-g; selection rule. The released
client update is denoted by A7, where the hat consistently indicates the final transmitted
update after sparsification, clipping, noise injection, and quantization. The server only
observes K,r( and never observes raw samples, raw spike trains, unclipped gradients, or
local membrane traces.

3.3. Communication and Heterogeneity Measures

Communication efficiency is measured by the uplink cost from clients to the server,
because edge federated systems are usually constrained by client bandwidth and energy.
A dense 32-bit update requires approximately 324 transmitted bits per selected client per
round. For sparse transmission, client k sends the selected coordinates and their quantized
values. If each selected coordinate index uses b;qy bits and each quantized value uses by 4
bits, the uplink cost of client k in round r is

BIZ = qz(bidx =+ bval) + Bmeta,

where Bpeta is a metadata cost containing the random seed, layer-wise budget descriptor,
clipping norm indicator, and privacy accounting information. In the implementation used
for Table 1 and Figure 1, each selected coordinate uses bigx = [log, d| index bits and each
value uses by, = 8 quantization bits. The metadata is encoded as a 32-bit random seed,
a 32-bit sparse budget g}, 16-bit codes for C;_ and M, 8-bit codes for p; and a;, a 16-bit
privacy-accounting code, and 16L bits for the layer-wise budget descriptor. Thus

Bmeta =32+32+ 16 +16 +8 +8 + 16 + 16L = 128 + 16L bits.

For the three-layer SNN backbones in Table 2, this gives Bmeta = 176 bits per selected
client per round. Even at the lower compression bound ymin, = 0.01, the metadata fraction
is at most 176/[0.01d(8 + [log, d])], so for d > 10° it remains below 0.8% of the sparse
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index-value payload. Since Bmeta is much smaller than g (bjgx + byar) for practical neural
networks, the main communication reduction comes from keeping g; /d small. We de-
note the compression ratio by ;. = ¢;/d, where a smaller -} means fewer transmitted
update coordinates.

Table 1. Main comparison under Dirichlet non-IID partition with ap = 0.3. Accuracy is reported as
mean test accuracy in percent, and normalized uplink is measured relative to dense 32-bit Fed Avg-
SNN. Private methods use (tot,6) = (4.0,107°).

Method Privacy N-MNIST DVS128 CIFAR-10 Fashion Uplink
FedAvg-ANN None 99.18 94.21 76.54 92.38 1.00x
Fed Avg-SNN None 99.05 94.62 72.83 91.71 1.00x
FedProx-SNN None 99.07 95.05 73.61 92.02 1.00x
FedNova-SNN None 99.10 95.18 74.03 92.10 1.00x
Sparse FedSNN None 98.62 93.18 70.74 90.55 0.079x
DP-Fed Avg-SNN Yes 97.83 91.47 68.21 89.12 1.00x
DP-Sparse FedSNN  Yes 96.94 90.22 66.43 88.35  0.079x
PriSparK Yes 98.91 94.08 72.46 91.35 0.082 x

Table 2. Default federated training and PriSparK hyperparameters. The same client sampling and
local training protocol are used for all baselines to ensure a controlled comparison.

Item Setting

Client population and participation ~ K = 100, |S"| = 10 clients per round

Dirichlet label skew with ap = 0.3 for main results; ap € {0.1,1.0}

for heterogeneity analysis

E = 2local epochs, Adam optimizer, mini-batch size 64 for N-MNIST,

CIFAR-10, and Fashion-MNIST, mini-batch size 16 for DVS128 Gesture

Local learning rate 10~ for Fashion-MNIST and N-MNIST, 5 x 10~*

for CIFAR-10 and DVS128 Gesture, global step size 7o = 1.0

Leaky integrate-and-fire neurons with A = 0.5, vy, = 1.0, triangular

surrogate derivative with & = 2.0

T = 16 for CIFAR-10 and Fashion-MNIST, T = 20 for N-MNIST,

T = 32 for DVS128 Gesture

Base compression ratio g = 0.05, bounds ymin = 0.01 and ymax =

0.10, stochastic quantization with b = 8 bits

Client-level differential privacy with 6 = 107>, clipping threshold

Privacy control C = 1.0, noise multiplier selected according to the target e, mask
allocation coefficient A,;; = 0.15

Adaptive compression and residuals B, = 0.5, B, = 0.5, jio = 0.9,k = 0.2, Ty = T, = 0.1, Vimax = 4

Aa = 1.0, Ay =05, Ay = 0.5, amin = 0.2, dmax = 1.0, hpin = 0.25,

hmax = 4.0, Ty = 0.2, = 10712

Top-1 test accuracy, normalized uplink communication, mean firing

rate, privacy budget, and convergence rounds

Data partition
Local training
Learning rates
Spiking dynamics
Temporal length

Communication control

Aggregation reliability

Evaluation metrics

Non-independent and identically distributed data introduce client drift, which be-
comes more pronounced in spiking models because local spike rates and temporal firing
patterns can vary substantially across clients. We use A" = } ;s fixA}, to denote the un-
compressed average update in round r when it is used for analysis, and define the relative
update drift of client k as d}, = ||A}, — A2/ (||A"||2 + ), where { > 0 is a small constant for
numerical stability. A larger d} indicates stronger deviation from the selected-client mean
update. Because the server cannot access A after privacy protection in the actual protocol,
PriSparK estimates heterogeneity through observable privatized quantities and through
local statistics reported under bounded sensitivity.

Besides update drift, we use spike-activity stability to describe whether a client’s
temporal firing behavior is reliable across local training. Let p;* be the average firing rate
of client k at local epoch e in round r. The spike-activity variation is v} = Var,(p;*), and
the corresponding stability score is aj, = 1/(1+ v}). A larger a means that local spike
activities are temporally stable and less likely to produce unstable surrogate gradients. The
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methodology section combines a;, 7;, and privacy-calibrated update norms to construct
an adaptive aggregation weight. This design allows the server to reduce the influence of
unstable or highly drifted client updates without inspecting private data, while preserving
the event-driven communication advantage of spiking neural learning.

1.00
~
5
2075
5
kel
(]
= 050
(o]
£
9]
<025
O A i A i a i A L
N- DVS128 CIFAR- Fashion-
MNIST Gesture 10 MNIST
dataset

Figure 1. Per-round uplink reduction relative to dense 32-bit Fed Avg-SNN. In each dataset group,
the left bar is dense Fed Avg-SNN, the middle bar is Sparse FedSNN, and the right bar is PriSparK;
PriSparK includes sparse indices, quantized values, and bounded privacy metadata.

4. Methodology
4.1. Overview of PriSparK

PriSparK is designed for privacy-preserving and communication-efficient federated
spiking neural learning under heterogeneous client data. In round r, the server broadcasts
the current global spiking model 6" to a selected client subset S”. Each client k € S
performs local surrogate-gradient training on its private dataset Dy, obtains a local update
A}, transforms this update into an event-sparse representation guided by spike-gradient
saliency, applies clipping and Gaussian perturbation in the selected low-dimensional
subspace, and finally transmits the protected sparse update 32 to the server. The server
aggregates the received updates through a heterogeneity-adaptive rule and produces 6"+1.
Unlike conventional federated averaging, which communicates dense parameter updates
and treats all selected client updates mainly according to data size, PriSparK couples the
communication budget, privacy perturbation, and aggregation weight with spiking-specific
activity statistics.

The key idea is that not all coordinates of a spiking model contribute equally to
federated optimization. In a spiking neural network, an update coordinate is useful only
when it is associated with informative membrane evolution and nontrivial spike activity.
If a layer rarely fires or produces unstable spike patterns, transmitting a dense gradient
from that layer wastes bandwidth and may amplify noisy surrogate gradients. PriSparK
therefore defines an event-sparse update subspace ()} for each client and each round. The
subspace is selected according to spike-gradient saliency rather than gradient magnitude
alone. For parameter coordinate j, the saliency score is denoted by g i and the selected
mask is ) i=1 if j € O and my ;=0 otherwise. The sparse projection of a local update is
mj, © A, where © denotes element-wise multiplication. The size of the selected subspace is
i, = |lm}|lo, and the compression ratio is v} = q;./d.

PriSparK contains three coupled mechanisms. The first mechanism is event-sparse
spike-gradient compression. Instead of assigning a fixed sparsity ratio to all clients and
layers, client k allocates its communication budget according to its layer-wise spike activity
plg'r and temporal stability. Here plg’r is the average firing rate of layer ¢ over local mini-
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batches and spike steps in round r. Coordinates connected to stable and informative spike
events receive larger selection probability, while coordinates associated with silent or highly
unstable events are suppressed. This design reduces uplink traffic while preserving the
parameters that most strongly affect event-driven inference.

The second mechanism is privacy-calibrated sparse perturbation. Directly applying
differential privacy to a dense update A € RY requires injecting noise into all d coordinates,
which can noticeably degrade spiking learning because surrogate gradients are already
affected by temporal approximation. PriSparK instead clips and perturbs the projected
update inside (). The transmitted update has the form Al = Q, (m}, © clip(A}, Cf) +¢}) on
selected coordinates, where Qy(-) is a b-bit quantizer, CJ, is the adaptive clipping threshold,
and ¢ is Gaussian noise with variance calibrated by the privacy budget. The unselected
coordinates are not transmitted. Because the perturbation is applied after event-sparse
projection, the same privacy budget can be spent on fewer coordinates, leading to a more
favorable accuracy—privacy trade-off.

The third mechanism is heterogeneity-adaptive aggregation. Non-independent and
identically distributed local data cause client updates to drift away from the global descent
direction, and this issue is more severe for spiking models because different clients may
induce different firing patterns even under the same global parameters. PriSparK assigns an
aggregation reliability score wy to each received update by jointly considering the selected
client’s data proportion py, its spike-activity stability a;, its normalized sparse update
magnitude, and its privacy noise level. The server update is written as

Ol =0+ 1, Y WA, Y wp=1,
kes” kes”

where 77, is the global aggregation step size. The weight wy is not a replacement for data-
size weighting; rather, it is a corrected aggregation coefficient that starts from p; and then
adjusts the contribution of each client according to spiking stability and update reliability.

Figure 2 gives a graphical view of this coupling. Event-sparse compression deter-
mines the released subspace (1], the subspace fixes where privacy noise is injected, and
the reliability statistics determine how strongly each protected sparse update influences
aggregation. The same three links appear in the optimization bound of Theorem 1. The
proof of Theorem 1 is given in Appendix A.

selected

protected

Event-sparse Sparse private Adaptive
. subspace update .
compression release aggregation
8kj Yk O, Cp, 0v ag, M, 1y

Three controlled errors
projection, privacy, quantization

Figure 2. Coupled design of PriSparK. Compression chooses the event-relevant subspace, privacy

perturbation is calibrated inside that subspace, and aggregation weights reduce the influence of
unstable or noise-dominated sparse updates.

The overall optimization flow is summarized in Algorithm 1. The algorithm is in-
tentionally organized so that the server never receives raw spikes, membrane potentials,
local gradients, or unprotected dense updates. The client-side procedure only releases 32
and a small bounded metadata vector containing the sparse budget descriptor, privacy-
accounting state, and spike-stability statistic. The metadata is either insensitive by construc-
tion or clipped before transmission. This separation is important because the spike train
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itself may encode sensitive sample-level information, especially on event-camera datasets
where temporal firing patterns are closely related to the input motion.

Algorithm 1 PriSparK: Event-Sparse Private Federated Spiking Learning

Require: Initial global model 6°, clients K, total rounds R, local epochs E, spike steps T,
base clipping threshold C, noise multiplier o, base compression ratio g, global step
size 17¢

Ensure: Final global spiking model 6%

1: forr=20,1,...,R—1do
2:  Server samples client subset S C K and broadcasts 6"

3:  foreach client k € §” in parallel do

4: Initialize local model 6;° « 6"

5 Train the local spiking model for E epochs and T spike steps using surrogate
gradients

6: Form the dense local update A} = 9;,15 -0

7: Estimate spike activity p;, spike stability 4, and spike-gradient saliency scores
{s K 7:1

8: Construct event-sparse mask mj, with budget g = ||m[|o

9: Clip, perturb, quantize, and transmit the private sparse update K;

10:  end for
11:  Server computes aggregation weights {w} : k € S"} from bounded reliability statis-

tics
122 Server updates 0" = 6" + 17¢ Y re5r WiA]
13: end for

14: return 6R

The novelty of PriSparK lies in the fact that compression, privacy, and aggregation are
not treated as independent modules. Event sparsity determines where communication is
spent, the selected subspace determines where privacy noise is injected, and the stability
of spike activity determines how much the server trusts a protected sparse update. This
coupling is especially suitable for federated spiking neural networks, because the temporal
event structure provides an additional signal that is absent in conventional artificial neural
networks. The following subsections describe the event-sparse compression rule, the
privacy-preserving error-feedback update, and the heterogeneity-adaptive aggregation
mechanism in detail.

4.2. Event-Sparse Adaptive Spike-Gradient Compression

The first component of PriSparK is an event-sparse compression rule that selects
update coordinates according to their contribution to spike-driven computation. Conven-
tional top-q sparsification keeps the largest entries of A; by magnitude, but this criterion is
not fully aligned with spiking neural learning. A large surrogate-gradient entry may be
produced by unstable membrane dynamics or by noisy temporal credit assignment, while
a moderate update associated with consistent spike events may be more useful for global
convergence. PriSparK therefore constructs the sparse mask m; from a spike-gradient
saliency score that combines update magnitude, presynaptic event activity, postsynaptic
surrogate sensitivity, and temporal stability.

For a parameter coordinate j belonging to layer ¢(j), PriSparK defines its local saliency
on client k in round r as

g]};,] = |A]};,]| : €+Xk,j . Vkﬂ’ ’
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where € > 0 is a small numerical constant, )(Z, i is the event-gradient coupling score, and
vé"r is the layer-wise temporal spike variation. The first term [A} ].| measures the direct local
optimization signal. The second term , /e + x} j increases the priority of parameters that
are repeatedly involved in informative spike propagation. The third term down-weights
coordinates in layers with unstable temporal firing patterns, because high spike variation
often indicates client-specific drift or noisy surrogate gradients under non-independent
and identically distributed data.

The event-gradient coupling score is computed from local spike trains and surrogate
derivatives without transmitting them to the server. For a synaptic parameter connecting a
presynaptic component a to a postsynaptic component b in layer ¢, the score is

—_

T
Yo Y Isb g (0] [gu(ufy (x) —ven)l,

Xr .=

kBT (x)eB] =1
where B} denotes the collection of mini-batches used by client k in round 7, Slé(fl, oo (x) is the
presynaptic spike event, and ¢, (-) is the surrogate derivative used in local backpropagation.
This definition assigns high saliency to a parameter only when the presynaptic neuron
fires and the postsynaptic membrane potential is near the firing threshold, because in that
case the parameter has a strong influence on future spike generation. For convolutional
layers, x; j is averaged over spatial positions sharing the same kernel coordinate. For
batch-normalization-free spiking architectures, which are used in our experiments for
stable temporal dynamics, the same definition applies directly to convolutional kernels and
linear readout weights.

The saliency computation is implemented as an online accumulator during BPTT
rather than by storing all spike trains and surrogate derivatives. The required extra memory
is one FP32 accumulator for each trainable coordinate, 32d bits, plus O(LT) scalar firing-
rate accumulators; the local residual buffer ¢; already required by error feedback adds
another 32d bits but is not part of the event-gradient score. The additional computation is a
multiply—accumulate using the presynaptic spike indicator and the postsynaptic surrogate
derivative that are already produced in the backward pass. Thus the asymptotic client-side
training cost remains that of local BPTT, with an added streaming accumulation pass over
parameter uses. For the temporal lengths in Table 2, no per-sample or per-time-step saliency
tensor is stored after the mini-batch has been processed.

The layer-wise temporal spike variation Uif’r is computed from firing rates observed
during local training with the spike-time index written consistently as 7. Let p];:_rr denote
the average firing rate of layer £ at spike time 7 on client k in round r. To avoid making
short simulation windows appear artificially unstable, PriSparK uses a normalized and
clipped variation

—1yT k, =k,

ke _ i T )1 (Pg,; - Pgr
Vyo =chp _k,r _k,r

O (1- Oy ) +ev

)? u
“kr -1 k,
rOerax> ’ Pgr =T Z pg:[-
=1

The denominator normalizes by the Bernoulli firing variance scale, and clipping prevents
a small T from producing an excessively large penalty. In all experiments, T is fixed per
dataset as reported in Table 2, so comparisons across methods use the same temporal
resolution. This quantity is different from the client-level stability score a; introduced in
Section 3.3: vé"r controls coordinate selection inside the client, while 4 is later used by the
server to adjust aggregation weights.
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After computing ¢, i client k determines an adaptive communication budget. The
total number of selected coordinates is g, = |4, where the compression ratio < is not
fixed but depends on the client’s average firing rate and stability:

P —p
prte

Yk = clip (’Yo [1 + Bp + Ba(ay — ér)} , Ymin, '7max> :
Here 1 is the base compression ratio, ymin and ymax are lower and upper bounds, , and
Ba control the sensitivity to spike activity and stability, and p” and @" are moving averages
estimated by the server from bounded client metadata in previous rounds. A client with
more active and stable spike patterns receives a slightly larger communication budget,
because its sparse update is likely to contain more globally useful event-driven information.
A silent or unstable client is still allowed to participate, but its communication budget is
reduced to avoid spending bandwidth on low-confidence coordinates.

The total budget g; is further distributed across layers. If d; is the number of parame-
ters in layer /, the layer-wise budget is

dpyJe+ oy /(1+v)")

k
YE diJe+py /(1 + v

.
ke =

This allocation avoids the failure mode in which most selected coordinates come from the
largest layers only. It also avoids blindly preserving silent early layers or noisy late layers.
Within each layer, PriSparK selects the gq; , coordinates with the largest saliency values g;. i
The resulting sparse mask satisfies ||m||o < g}, and the sparse projected update is 1}, © A;.

To reduce the bias caused by repeated sparsification, PriSparK keeps a membrane-
aware residual buffer ¢; € R? on each client. Before saliency ranking, the client forms a
corrected update z; = A} + pje;, where p; is a residual injection coefficient. Unlike standard
error feedback, which uses a fixed residual coefficient, PriSparK adapts ‘u,’( according to
spike stability as pj, = poaj, where pg € [0,1] is the maximum feedback strength. Stable
clients can reuse a larger portion of their previous compression error, while unstable clients
suppress residual accumulation to prevent outdated spike-gradient errors from dominating
the current update. After selecting the mask, the local residual is updated by

et =z —ml Oz
The residual buffer is kept locally and is never transmitted. Therefore, it does not increase
communication cost and does not reveal additional information to the server.

Algorithm 2 summarizes the event-sparse compression procedure. The output of this
procedure is the selected update n7; © z;, which is then passed to the privacy-preserving
perturbation module described in the next subsection. This order is important: compression
is performed before clipping and noise injection, so the privacy noise is concentrated on
the selected event-relevant subspace rather than spread across all model parameters.

4.3. Privacy-Calibrated Sparse Perturbation and Quantized Transmission

After event-sparse compression, client k obtains a corrected sparse update m; ©
zi, where z; = A} + ppe; includes the membrane-aware residual feedback defined in
Section 4.2. This sparse update is still not safe to transmit directly, because both the
selected coordinates and their values may reveal information about the private dataset Dj.
PriSparK therefore applies a privacy-calibrated release mechanism that protects the update
values, controls the information exposed by the sparse mask, and reduces the number of
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transmitted bits through stochastic quantization. The final transmitted object is denoted by
A, and all subsequent server-side operations use only A; and bounded metadata.

Algorithm 2 Event-Sparse Adaptive Spike-Gradient Compression on Client k

Require: Local update A}, residual buffer ¢}, spike trains {SI/E,T}’ membrane potentials

{”IE,T}' base compression ratio 7, bounds Ymin and ymax

Ensure: Sparse corrected update m; © z;, mask m;, updated residual e,’fl

1: Compute average firing rate p;, client stability a;, layer firing rates {p’é”} %:1' and layer
variations {vé”} L
: Set residual coefficient yj = poaj, and corrected update z; = A} + ppe)
: Compute adaptive compression ratio } and total budget q; = [v}d]
: foreachlayer/ =1,...,L do
Allocate layer budget q; , from pllf'r and vé"r
Compute saliency g i for all coordinates j in layer ¢
Select the q; , coordinates with the largest g} i and set their mask values to one
end for
: Construct sparse update m; © z;
: Update local residual e,’{+1 =z —m Oz

. r r r r+1
: return my © z;, my, e,

—_ =
=)

The first step is sparse update clipping. Let Qp = {j : m} i = 1} be the selected
coordinate set and let Pey (-) be the projection operator that keeps coordinates in Q0 and
removes all other coordinates. PriSparK clips the selected corrected update as

Cr
2 = Py (z)mind1, — Kk L
k= Py (=) { [Pog () + ¢

where (. is the client-specific clipping threshold and € > 0 avoids numerical instability.
The threshold is adapted from the base threshold C according to spike stability, namely

i+ = C(1+xc(ap —a")) clipped into [Crin, Cmax|. Here «. is a sensitivity coefficient, aj,
is the client-level spike-activity stability, and " is the server-maintained moving average
of stability. This adaptive clipping rule allows stable clients to preserve slightly more
update energy while preventing unstable clients from transmitting high-norm surrogate-
gradient outliers.

The second step is privacy-aware sparse mask release. Although the numerical update
values are protected by Gaussian noise, the coordinate set ()} itself may encode private
information because it is selected from spike-gradient saliency. PriSparK handles this
issue by replacing deterministic top-g; selection with a bounded randomized ranking
mechanism during privacy-preserving training. For each candidate coordinate j in layer
{, the raw saliency glrc,j is clipped into [0, G¢] and converted into a private ranking score

g‘lfcj = g;{,;lip + 1 i where 77, j is sampled from a Gumbel distribution calibrated by a mask

privacy temperature Ty,. The client then selects the q; , largest g i values in each layer. This
randomized ranking can be interpreted as an exponential-mechanism-style sparse selection
rule with bounded saliency sensitivity. In non-private communication-only variants, the
deterministic saliency ranking in Algorithm 2 is recovered by setting 7, close to zero, while
the privacy-preserving variant keeps 7,; > 0 and accounts for mask selection in the total
privacy budget.
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The third step is Gaussian perturbation in the selected subspace. Given the clipped
sparse update Z;, PriSparK samples noise only on the selected coordinates:

Zi vy 1€
0, €y,

Z

kj = &~ N(0,67(C)?).

The noise multiplier ¢; is chosen according to the target privacy budget and the sampling
rate of clients in round r. When privacy amplification by subsampling is used, only
clients in S" participate in the release mechanism, and the privacy accountant accumulates
the loss over communication rounds. PriSparK allocates the round-level privacy cost
between sparse mask selection and update-value perturbation. If the per-round privacy
budget is denoted by ¢,, then srr“aSk = Amér is assigned to randomized mask selection and
s‘r’al = (1 — Am)er is assigned to Gaussian perturbation, where A, € [0,1) is the mask
privacy allocation coefficient. This separation prevents the common mistake of protecting
update values while leaving the selected sparse indices unaccounted for. The default value
is Ay, = 0.15, so 85% of each round-level budget is reserved for value perturbation. This
choice follows the rule that mask selection receives a small but nonzero budget because
its saliency scores are clipped into [0, Gy], while the released values have /; sensitivity C;,
and dominate utility. A practical non-adaptive guideline is A,, € [0.10,0.20]; an adaptive
guideline is A, = clip(y/7;/(1 4+ /7}),0.10,0.20), which assigns slightly more mask
budget only when more coordinates are released. Values above 0.30 are avoided because
they leave too little budget for Gaussian value perturbation under tight e;ot.

Because the perturbation is applied after sparse projection, the released update has
lower effective dimensionality than a dense differentially private update. The privacy
guarantee is still determined by sensitivity and noise calibration rather than dimension
alone, but the sparse design improves utility because the injected noise affects only event-
relevant coordinates that will actually be transmitted and aggregated. For the same clipping
threshold, a dense mechanism perturbs all 4 coordinates even though many of them are
unimportant under event-sparse spiking computation. In contrast, PriSparK perturbs g
selected coordinates, where g; < d, and leaves nonselected coordinates absent from the
message. This design improves the signal-to-noise ratio of the communicated update under
a fixed uplink budget.

The fourth step is stochastic quantization. To further reduce communication, PriSparK
quantizes the noisy sparse values before transmission. Let b be the number of quantiza-
tion bits and let M} = max;cqy |Z;]| + €. Each selected value is normalized into [—1,1],
stochastically rounded to one of 2 uniformly spaced levels, and then rescaled by M;. The
quantized value is written as Qj (2}, ]-). Stochastic quantization is used instead of determin-
istic rounding because it reduces systematic bias in the aggregated sparse update. The
transmitted update is therefore

Blr{ _ Qb(z;’c,j)/ ] ey,
7o, jz o
Client k sends the selected coordinate indices, the quantized noisy values, and bounded
metadata including q;, C;, M;, and clipped spike-stability statistics. Since M; may also
depend on local data, PriSparK clips it into a pre-defined interval and optionally releases it
through a low-precision codebook shared by all clients. This keeps the metadata stable and
prevents it from becoming an unprotected side channel.
The residual buffer must also be updated carefully under privacy perturbation. If
the client stored the difference between z; and the noisy quantized message, the residual
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would contain privacy noise and quantization artifacts, which would be repeatedly re-
injected into later rounds. PriSparK instead stores only the deterministic compression
residual from Section 4.2, namely ef’l =z — Poy (z;), before clipping, perturbation, and
quantization. This choice preserves the purpose of error feedback, which is to compensate
for omitted coordinates, while avoiding the accumulation of artificial privacy noise. The

*1, and the residual is overwritten locally as training proceeds.

server never receives e,
Omitting clipping noise and Gaussian privacy noise from the residual does not remove the
zero-mean perturbation from the transmitted update; it only prevents artificial noise from
being accumulated and re-injected in later rounds. The residual is bounded in practice
by clipping z; before release and by using 0 < p;. < pg < 1. Under severe heterogeneity,
unstable firing increases v}, lowers a;, and therefore reduces p;. = jiga;, which suppresses
long-term carry-over of outdated compression errors.

The complete privacy-calibrated sparse transmission procedure is given in Algorithm 3.
The algorithm uses a candidate mask from event-sparse saliency, protects the selected
indices through randomized ranking when privacy is required, clips the sparse corrected
update, injects Gaussian noise, and quantizes the result. The released update Z,r( is the only
model update transmitted from client k to the server.

Algorithm 3 Privacy-Calibrated Sparse Release on Client k

Require: Corrected update z}, saliency scores {g; j};'i:l'

score a;, clipping threshold bounds Cpin and Cpax, base threshold C, noise multiplier
0y, quantization bits b
Ensure: Private quantized sparse update 32
1: Compute adaptive clipping threshold C; = clip(C(1 + xc(a; — a")), Cmin, Cmax)
: foreachlayer/ =1,...,L do
Clip saliency scores into [0, G/]

layer budgets {q; ,} L_,, stability

. . Jcli
Sample randomized ranking scores g} ;= g,:; P 1y j

2

3

4

5. Select the q; , largest randomized ranking scores and update (0

6: end for

7: Compute clipped sparse update z; = Poy (z;) min{1, C;/ (|| Py (z}) (]2 + €) }
8: Sample Gaussian noise ¢} i~ N(0,02(Cy)?) for each j € Qf

9: Form noisy sparse update E;’]- = er{,j + (;{,Z’]- for j € O and 27(,]- = 0 otherwise
10: Quantize selected values with stochastic b-bit quantizer Qy(-)

11: Set ZI’{J =Qp (El’c]) for j € () and 32’]- = 0 otherwise

12: return E;

The privacy guarantee of PriSparK follows from the composition of the randomized
sparse selection mechanism and the Gaussian update release mechanism. For each round,
saliency clipping bounds the sensitivity of the mask-selection utility, sparse update clipping
bounds the ¢ sensitivity of the released values by C}, and Gaussian perturbation provides
calibrated privacy for the selected coordinates. Across rounds, the total privacy loss is
accumulated with a moments accountant or Rényi differential privacy accountant. If
the total number of rounds is R, the client sampling probability is s = |S"|/K, and the
round-level parameters are fixed, the final privacy budget can be expressed as (eot, d) after
composing R subsampled mechanisms. In the experiments, ¢ is set according to the number
of clients, and o7 is adjusted to compare different privacy regimes under the same federated
spiking architecture.

This privacy-calibrated sparse release is central to PriSparK because it prevents com-
munication efficiency and privacy protection from working against each other. Com-
pression alone may reveal sensitive coordinate patterns; differential privacy alone may
destroy the weak but useful spike-gradient signals; quantization alone may introduce
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biased aggregation errors. By combining randomized sparse selection, subspace clipping,
Gaussian perturbation, and stochastic quantization in a single client-side mechanism,
PriSparK produces updates that are compact, privacy-aware, and compatible with stable
server aggregation.

4.4. Heterogeneity-Adaptive Aggregation and Optimization Behavior

After receiving the protected sparse updates { ZI’( :k € 8"}, the server must aggregate
them without access to raw data, dense local gradients, membrane potentials, or spike trains.
A direct weighted average using only the selected-client data proportions py = nx/ Ljcsr nj
is simple, but it ignores two sources of instability that are particularly important in federated
spiking neural learning. First, a client may produce unstable spike activities across local
epochs, leading to noisy surrogate-gradient updates even when its local loss decreases.
Second, privacy perturbation and sparse quantization may cause the transmitted update
E,’( to deviate from the underlying local update direction. PriSparK addresses these issues
through a heterogeneity-adaptive aggregation rule that corrects data-size weighting using
bounded reliability statistics.

For each participating client k, the server constructs a reliability score from three ob-
servable or bounded quantities: the spike-activity stability a;, the sparse update norm after
protection, and the effective privacy-noise scale. The stability score aj = 1/ (1 + v}) follows
the definition in Section 3.3, where v} is computed from the variation of local firing rates
across local epochs. Before transmission, a; is clipped into [@min, max] to bound its sensitiv-
ity. The protected sparse update norm is normalized as i}, = H32||2 / (median;c s HK; ll2+e€),
where the median improves robustness to outlying client updates. The privacy-noise fac-
tor is written as 1} = 0;C}/(||A}||2 + €), where ¢; is the noise multiplier and CJ is the
adaptive clipping threshold. A larger nj means that the transmitted update has a lower
signal-to-noise ratio. The median is used instead of the mean because sparse protected
updates can contain outlying norms caused by label skew, clipping, or privacy noise.
With m = |S"| participating clients, the median has a 50% breakdown point, whereas the
mean can be shifted by one extreme client. When m is small, its variance can increase; the
implementation therefore clips /. into [min, hmax] and may smooth the denominator as
Mima = (1= ty) Mk + Tymedianjcgr HK;HZ with Tpy = 0.2. The default experiments
use m = 10, and the low-participation stress setting in Table 3 uses the same clipping and
smoothing rule.

Table 3. Stress-test results under stronger edge constraints. The first row uses a lower participation
fraction with |S”| = 5 out of K = 100 clients. The second row uses stronger label skew with ap = 0.1.
All private runs use (gtot, 8) = (4.0, 1075).

Stress Setting N-MNIST DVS128 CIFAR-10 Fashion Average
|S"| =5,ap =03 98.57 93.24 71.21 90.78 88.45
|S"| =10, ap = 0.1 98.18 92.67 69.84 89.92 87.65

The unnormalized aggregation reliability is defined as

1

_ Aa
¥ = Pr- (a)™" - exp(—=Aplh — 1)) - 1+ Aunf

where A;, Ay, and A, are nonnegative coefficients controlling the influence of spike stability,
robust norm consistency, and privacy-noise awareness. The final aggregation weight is
obtained by normalization,

¥k

r

wp = =—F——.
k
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This design preserves the role of data-size weighting through py, but it avoids over-trusting
a large client when its spike activity is unstable or when its transmitted update is dominated
by privacy noise. The factor exp(—Ay|hj, — 1|) penalizes updates with unusually small or
large protected norms. This is useful because extreme sparse-update norms often indicate
either aggressive clipping, excessive quantization distortion, or client drift caused by
non-independent and identically distributed local data.

The server update is then computed as

9Y+1 = 97 =+ ’78 Z (U;;B;;,
keS”

where 77, is the global step size. Since 32 is sparse, the server implements aggregation
with an index-value accumulator rather than expanding all updates into dense vectors. If
different clients select different coordinate sets, the accumulator sums only the coordinates
that appear in at least one received update. Missing coordinates are treated as zeros. This
implementation keeps server-side computation proportional to the number of received
sparse coordinates, namely ) sr g}, rather than |S"|d.

PriSparK also maintains moving averages of global spike statistics to stabilize future
rounds. After aggregation, the server updates p'*! = (1 — 7,)p" + 1,|S"| ! Lyesr o} and
a7t = (1—1,)a" + 1,|S"| ! Lresr a}, where 1, and T, are smoothing coefficients. These
moving averages are used in Section 4.2 to compute the adaptive compression ratio -} and
in Section 4.3 to compute the adaptive clipping threshold C;. Because only clipped scalar
statistics are transmitted, these moving averages add negligible communication overhead
compared with model updates.

The complete server-side aggregation procedure is summarized in Algorithm 4. The
algorithm receives only privacy-protected sparse updates and bounded client statistics. It
first estimates the reliability of each client update, then normalizes the reliability scores into
aggregation weights, and finally updates the global spiking model. The same procedure is
used for all datasets and architectures in the experiments.

Algorithm 4 Heterogeneity-Adaptive Server Aggregation

Require: Global model 6", received updates {32 : k € 8"}, data proportions {py : k € 8"},
clipped statistics {a, o}, C} : k € S"}, noise multiplier o;, global step size 1
Ensure: Updated global model 6+!
1: Compute protected update norms {||B;||2 : /I\c €S}

: Compute median norm M”" = median;c sr ||A]’ II2
: for each clientk € §” do

Set ht = ||Z,’C||2/(ZA\/F +e)

Set . = ovC/ ([|8¢]]2 +€)

Compute 9], = pr(af)™ exp(—Ay |k —1[)/(1+ Aunf)
end for
Normalize wj = i/ (Ljesr §j +€) forallk € S
. Aggregate sparse updates with 6""! = 0" + 17, Yy s wiﬁ{c
: Update moving averages p' ! and @ ! using clipped client statistics
. return 97!

R N S

_
= O

The following result describes the optimization behavior of PriSparK under standard
smoothness and bounded-variance assumptions. It is not intended to hide the effects of
privacy noise and compression; instead, it makes explicit how the sparse ratio, perturbation
scale, quantization error, and heterogeneity correction enter the descent bound.
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Theorem 1 (One-round descent of PriSparK). Assume that the global objective F(0) is Lp-
smooth, each local stochastic surrogate gradient has bounded variance agz, and the local update
norm is bounded after clipping by Cy. Let the sparse projection error satisfy E||z; — Poy (z}) 15 <
ekl z 13, where 1 i decreases as the selected event-sparse budget q; increases. Let the stochastic
quantization error satisfy E||Qy(2}) — 24|13 < 14(b)||ZL||3, where 14 (b) decreases with the number
of quantization bits b. Then, for a sufficiently small global step size 14, the expected one-round
objective change satisfies

E[F("1)] < F(¢") 77g<VF(9r)f D wiE[PQ;(ZZ)]>

keS”

Lpﬂﬁ ~

2
+ 0( Y (@[ nLallzg 3+ aho?(Cp? + nq<b>|zzr|%}>.
keSr 2 keST

Theorem 1, together with the mechanism diagram in Figure 2, shows that PriSparK
improves the federated spiking trade-off by controlling three error terms simultaneously.
The sparse projection error 1 ||z} |3 is reduced by selecting coordinates with high spike-
gradient saliency instead of using random or magnitude-only sparsification. The privacy
perturbation term q;(frz (C,:)2 grows with the number of selected coordinates and the noise
multiplier, which explains why injecting noise in the event-sparse subspace is more useful
than perturbing all d coordinates. The quantization term 7,4(b)||Z}||3 is controlled by
stochastic rounding and by using enough quantization bits for noisy sparse values. The
aggregation coefficients wj further reduce the influence of unreliable clients because all
three errors are weighted by (w})? in the high-order term.

A proof sketch is as follows. By Lr-smoothness, F(6"*1) is upper-bounded by F(6") +
(VF(07),0m1 —0") + (Lp/2)||6" ! — 67||3. Substituting the server update gives the descent
term and the quadratic aggregation term. The transmitted update ZZ can be decomposed
into the projected corrected update Pey (2},), the sparse projection bias, the Gaussian privacy
noise, and the stochastic quantization error. Taking expectations removes the zero-mean
Gaussian and stochastic quantization errors from the first-order term, while their second
moments remain in the quadratic term. The event-sparse projection error is bounded by
the definition of 77{ ;, and the Gaussian noise contributes qlr((T,Z (C]t)2 because noise is added
only on selected coordinates. Combining these terms yields the stated bound.

This analysis explains the design choices made in PriSparK. Increasing g; usually
decreases sparse projection error but increases communication cost and privacy-noise
energy. Increasing o, strengthens privacy but raises the perturbation term. Reducing b
lowers uplink cost but increases quantization distortion. The adaptive compression rule
in Section 4.2, the sparse privacy mechanism in Section 4.3, and the aggregation rule in
this subsection jointly balance these effects. As a result, PriSparK is able to maintain useful
global descent under private, sparse, and heterogeneous federated spiking training rather
than optimizing communication, privacy, and accuracy as disconnected objectives.

5. Experiments
5.1. Experimental Settings

The experiments evaluate PriSparK under the same federated spiking protocol intro-
duced in Sections 3 and 4. We use four public benchmarks that cover both native event-
stream inputs and static vision inputs converted into spike trains. The native neuromorphic
benchmarks are N-MNIST and DVS128 Gesture, while CIFAR-10 and Fashion-MNIST are
encoded into Poisson spike trains for spiking simulation. The dataset information and
official access links are reported in Table 4. For all datasets, each client owns only its local
subset Dy, and the server never observes raw samples, raw spike sequences, local mem-
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brane traces, or dense local gradients. Unless otherwise stated, the main non-independent
and identically distributed partition follows a Dirichlet label distribution with concentra-
tion ap = 0.3, where smaller ap produces stronger client label skew. The client population
is fixed to K = 100, and |S"| = 10 clients are randomly selected in each communication
round r.

Table 4. Datasets and input representations used in the experiments. The URL column gives the
public dataset source used for the experimental setting.

Dataset Train/Test Classes  Input to SNN URL

Native event stream, 34 x https:/ /www.garrickorchard.

N-MNIST 60,000/10,000 10 . o com/datasets/n-mnist (accessed
34 with two polarities on 15 May 2026)
Native event stream, re- https://research.ibm.com/
DVS128 Gesture  1176/288 11 sized temporal frames interactive/dvsgesture/  (ac-
from 128 x 128 events cessed on 15 May 2026)
.. https:/ /www.cs.toronto.edu/
CIFAR-10 50,000/10,000 10 Static image converted ;. " e il (accessed on 15

into Poisson spike train May 2026)

https:/ /github.com/
zalandoresearch /fashion-mnist
(accessed on 15 May 2026)

Static image converted

Fashion-MNIST  60,000/10,000 10 - . - .
into Poisson spike train

At the beginning of each round, the server broadcasts 6" to the selected clients. Each
selected client performs local spiking training with surrogate gradients, computes the
corrected update zj = A} + pje;, applies event-sparse adaptive compression to construct
(), releases the privacy-calibrated quantized sparse update A}, and sends it to the server.
The server then computes the reliability weights w; and updates the global model as
0"t = 0" + g Lresr w,ﬁﬁz. This protocol is used consistently for all reported PriSparK
results, and all baselines are evaluated with the same client selection, data partition, model
backbone, and number of local epochs.

The default training configuration is summarized in Table 2. For N-MNIST, Fashion-
MNIST, and CIFAR-10, we use a convolutional spiking backbone with two convolutional
blocks followed by one linear readout layer. For DVS128 Gesture, we use a slightly wider
convolutional spiking backbone because gesture recognition requires longer temporal
integration and stronger motion representation. The membrane leakage factor is set to
A = 0.5, the firing threshold is vy, = 1.0, and the surrogate derivative ¢, (-) uses a piecewise
triangular shape with slope parameter & = 2.0. Static images are encoded into Poisson
spike trains with T = 16, while event-stream datasets use temporally binned event frames
with T = 20 for N-MNIST and T = 32 for DVS5128 Gesture.

The values in Table 2 are fixed before the main comparisons and are not tuned sep-
arately for each baseline. The setting emphasizes cost-effective edge operation rather
than the highest possible single-dataset accuracy: E = 2, 79 = 0.05, and b = 8 limit
local computation and uplink cost, while the bounded ranges [Ymin, Ymax] and [@min, Amax|
prevent unstable clients from dominating either communication or aggregation. The relia-
bility parameters are intentionally moderate; A, = 1.0 keeps spike stability visible, while
Ap = Ay = 0.5 penalize norm outliers and privacy-noise dominance without overriding
the selected-client data weight py.

The baselines include dense Fed Avg with artificial neural networks, dense Fed Avg
with spiking neural networks, FedProx-SNN, FedNova-SNN, differentially private Fed Avg-
SNN, and sparse FedSNN with magnitude-based top-g update transmission. For a fair
comparison, the spiking baselines use the same neuron dynamics, temporal length T,
surrogate derivative, client sampling rule, non-IID partition, and local epochs as PriSparK.
The DP-Sparse FedSNN baseline is the regular top-q sparse DP-FL rule commonly used
with ANN-style gradient sparsification [16,17], implemented on the same SNN backbone
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so that the comparison isolates the selection rule rather than confounding ANN-SNN
architecture differences. It uses the same average compression ratio as PriSparK but
selects coordinates only by |A} jl' without event-gradient coupling x; i spike-stability
adjustment a;, randomized mask protection, or heterogeneity-adaptive weights w;. All
private baselines in Tables 1 and 5, Figures 3 and 4, use the same total client-level privacy
budget (etot, ) when compared at a fixed privacy setting.
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Figure 3. CIFAR-10 convergence under ap = 0.3. The solid curve is PriSparK, the dashed curve
is dense Fed Avg-SNN, the dotted curve is Sparse FedSNN, and the dashdot curve is DP-Fed Avg-
SNN; all curves use the same client sampling sequence and SNN backbone, and private curves use
(arepsiloniot, §) = (4.0, 10_5).
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Figure 4. Mean accuracy under different privacy budgets. The solid curve is PriSparK, the dashed
curve is DP-Fed Avg-SNN, and the dotted curve is DP-Sparse FedSNN; the plotted value is the mean
accuracy over N-MNIST, DVS128 Gesture, CIFAR-10, and Fashion-MNIST.
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Table 5. Privacy-budget sensitivity of PriSparK under ap = 0.3 and § = 10~°. Accuracy is reported
in percent, and normalized uplink is measured relative to dense 32-bit Fed Avg-SNN.

Etot N-MNIST DVS128 CIFAR-10 Fashion Average Uplink
2.0 98.41 92.87 70.38 90.49 88.04 0.082x
4.0 98.91 94.08 72.46 91.35 89.20 0.082x
8.0 99.01 94.47 73.18 91.73 89.60 0.082x
No value perturbation 99.13 95.06 74.03 92.18 90.10 0.081 x

All reported results use three random seeds for client partitioning and initialization,
and tables report the arithmetic mean over these seeds. Accuracy is measured on the
official test split after global aggregation. Communication is measured as normalized
uplink cost relative to dense 32-bit FedAvg-SNN, whose per-round cost is 1.00x. For
PriSparK, the measured uplink includes sparse coordinate indices, quantized noisy values,
and the exact metadata bits defined in Section 3.3; therefore, the communication reduction
is not computed from 7} alone. Privacy is reported as the total client-level budget (etot, 0)
after all communication rounds, with § = 1075.

Figure 5 visualizes the label-skew severity used in the experiments. The bar height
reports the mean number of active classes per client after Dirichlet partitioning, where a
class is counted as active if it contributes at least 1% of the local samples. The mean is
used because it directly measures the expected label coverage seen by a randomly selected
client; the count is bounded between 1 and the number of classes, so the mean remains
interpretable across the three Dirichlet concentrations. The main setting «p = 0.3 produces
a challenging but not degenerate non-IID scenario: each client usually observes only part
of the label space, yet all classes remain sufficiently represented across the federation. This
setting is appropriate for evaluating the aggregation rule in Section 4.4, because client drift
is visible while global learning remains feasible.

- 10 1
=1
= 8.5
5 8
[s %
7 6
k: 47
o
z 4
g 21
o 2
[
£

0

ap =0.1 ap = 0.3 ap =1.0

Dirichlet concentration for client label partition

Figure 5. Label-skew profile under Dirichlet partitioning. Bar heights report the mean active-class
count per client. From left to right, the bars correspond to ap = 0.1, ap = 0.3, and ap = 1.0; larger
bars indicate that each client observes more active classes and therefore has weaker label skew.

We also monitor spike sparsity because PriSparK explicitly uses the firing rate pj and
the stability score 4; to adjust compression and aggregation. Figure 6 shows the temporal
simulation lengths and mean firing-rate scale used by the four benchmarks after early-round
stabilization. Stabilization is defined only for reporting firing-rate summaries: if A" is the
mean validation accuracy and g" is the mean firing rate in round 7, the stabilization round is
the first s > 20 such that |A”s — A™~>| < 0.5 percentage points and |p"s — p"~>| < 0.005 for
two consecutive checks. This criterion is not used for model selection or early stopping.
N-MNIST and DVS128 Gesture naturally produce sparse event activity, while CIFAR-10
and Fashion-MNIST obtain controlled spike activity through Poisson encoding.
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Figure 6. Temporal simulation and spike-sparsity setting. In each dataset group, the left bar gives
the spike simulation length T, while the right bar gives the mean firing rate multiplied by 100, so a
height of 7.2 means p = 0.072. For each dataset pair, the left bar reports T and the right bar reports
100p after early-round stabilization.

5.2. Main Results

Table 1 reports the main test accuracy and normalized uplink communication under
the default non-IID setting ap = 0.3. All private methods in the table are evaluated under
the exact same total client-level privacy budget (etot,8) = (4.0,107°); only the non-private
baselines have no DP perturbation and therefore serve as performance ceilings rather than
privacy-preserving competitors. Compared with DP-FedAvg-SNN, PriSparK improves
accuracy by 1.08 percentage points on N-MNIST, 2.61 percentage points on DVS128 Gesture,
4.25 percentage points on CIFAR-10, and 2.23 percentage points on Fashion-MNIST, while
reducing normalized uplink cost from 1.00x to 0.082x. The privacy penalty relative to the
strongest non-private SNN baseline, FedNova-SNN, is 0.19, 1.10, 1.57, and 0.75 percentage
points on the four datasets, respectively. Compared with DP-Sparse FedSNN, which applies
regular magnitude-based top-g sparse DP release but does not use event-gradient saliency
or heterogeneity-adaptive aggregation, PriSparK obtains consistently higher accuracy on
all four datasets. These results support the design principle that sparse communication
alone is insufficient for federated spiking learning; the sparse subspace must be aligned
with spike-driven computation and protected by a privacy-aware release mechanism.

The convergence and communication behavior is further summarized in Table 6.
Each entry reports the communication round at which the method reaches 95% of its
own final accuracy, followed by the cumulative normalized uplink cost up to that round.
Dense Fed Avg-SNN reaches the target in relatively few rounds on N-MNIST and Fashion-
MNIST, but its cumulative uplink remains high because each selected client transmits a
full 32-bit model update. Sparse FedSNN reduces the per-round communication cost, yet
it requires more rounds because magnitude-only sparsification discards spike-relevant

https://doi.org/10.3390/ electronics15153311


https://doi.org/10.3390/electronics15153311

Electronics 2026, 15, 3311

23 of 29

coordinates and introduces biased update drift. PriSparK obtains a better balance: it
converges close to the dense SNN baseline but keeps cumulative uplink close to the sparse
baselines. On CIFAR-10, for example, PriSparK reaches 95% of its final accuracy at round 63
with cumulative normalized uplink 5.17 x, while DP-Fed Avg-SNN requires round 80 and
cumulative uplink 80.00x.

Table 6. Convergence and cumulative communication. Each cell reports “round /cumulative normal-
ized uplink” when the method reaches 95% of its own final accuracy. Lower values indicate faster
convergence and lower communication burden.

Method N-MNIST DVS128 Gesture CIFAR-10 Fashion-MNIST
Fed Avg-SNN 32/32.00 58/58.00 68/68.00 41/41.00
Sparse FedSNN 39/3.08 81/6.40 76/6.00 50/3.95
DP-Fed Avg-SNN 46/46.00 92/92.00 80/80.00 61/61.00
PriSparK 34/2.79 65/5.33 63/5.17 44/3.61

Figure 3 plots the CIFAR-10 convergence trajectories under the same client partition
and training configuration. The dense Fed Avg-SNN curve provides a non-private reference,
while DP-Fed Avg-SNN shows the degradation caused by applying Gaussian perturbation
to full dense updates. Sparse FedSNN initially reduces communication but converges more
slowly because its selected coordinates are determined only by update magnitude. PriSparK
follows the dense SNN trajectory more closely during the middle training stage and reaches
a higher final accuracy than the private baselines. This behavior is consistent with the
one-round descent discussion in Theorem 1: the event-sparse mask reduces projection error,
while subspace perturbation avoids injecting unnecessary noise into inactive coordinates.

Figure 1 compares the per-round uplink cost across datasets. The dense SNN baseline
is fixed at 1.00x because it transmits a full 32-bit update. Sparse FedSNN and PriSparK
both reduce communication by more than one order of magnitude, but PriSparK uses a
slightly larger effective uplink than fixed top-q sparsification because it transmits bounded
metadata for v, C;, a;, and privacy accounting. This small extra cost is compensated by
the accuracy gains shown in Table 1 and the faster cumulative communication behavior
shown in Table 6.

The main findings from Tables 1 and 6, Figure 1 and 3 are consistent across static
and event-based datasets. PriSparK does not always exceed non-private dense baselines,
because it simultaneously enforces privacy and sparse communication. However, among
private methods, it provides the strongest accuracy on all four datasets and reduces commu-
nication by approximately 91.8% relative to DP-Fed Avg-SNN. The improvement is largest
on CIFAR-10 and DVS128 Gesture, where temporal spike dynamics and client heterogene-
ity are more difficult, indicating that event-gradient saliency and spike-stability-aware
aggregation are most useful when dense private averaging is strongly affected by noise
and drift.

5.3. Privacy, Communication, and Ablation Analysis

This subsection further analyzes how PriSparK behaves when the privacy budget,
sparse communication budget, and algorithmic components are varied. The default setting
remains the non-IID partition with ap = 0.3, K = 100, |S”| = 10, and § = 10°. Unless
a specific factor is changed, the hyperparameters follow Table 2. The analysis focuses on
the interaction among the total privacy budget €, the event-sparse compression ratio
71, the spike-stability score a;, and the adaptive aggregation coefficient w;. The results
in Table 5 show that PriSparK degrades gracefully when stronger privacy is imposed.
Moving from eiot = 8.0 to g0t = 2.0 decreases the average accuracy from 89.60% to 88.04%,
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while the normalized uplink remains nearly unchanged because the privacy budget mainly
changes the Gaussian noise multiplier o; rather than the selected coordinate count g;. This
behavior indicates that the event-sparse subspace ()} helps prevent privacy noise from
overwhelming the entire parameter space.

Figure 4 compares the average privacy-accuracy trade-off of PriSparK with DP-
FedAvg-SNN and DP-Sparse FedSNN. The advantage of PriSparK is larger under stronger
privacy, especially at eit = 2.0, because dense perturbation in DP-Fed Avg-SNN injects
noise into all model coordinates, while DP-Sparse FedSNN selects coordinates by magni-
tude alone and therefore loses spike-relevant information before aggregation. PriSparK
keeps the most useful event-driven coordinates through the saliency score gj i clips the
sparse update in ()}, and aggregates it through wj, which together preserve a higher signal-
to-noise ratio. The gap narrows when ¢t increases, but PriSparK remains consistently
better than the private baselines.

The component-level ablation results are reported in Table 7. The reliability parameters
used for Table 7 and Figure 7 are exactly those in Table 2: A, = 1.0, Ay, = 0.5, A, =
0.5, aj, € [0.2,1.0], hj € [0.25,4.0], and Tpy = 0.2. Their influence is bounded because
the log reliability changes as A, logaj — Ap|hj — 1| —log(1 + Ayn}) before normalization;
clipping a; and hj, prevents any single statistic from dominating the data proportion py.
Removing event-gradient saliency and using only |A} j| for coordinate ranking causes a
clear accuracy decrease, especially on CIFAR-10 and DVS128 Gesture, where temporal credit
assignment is more difficult. Replacing the adaptive compression ratio 7 with a fixed ratio
Yo also weakens performance because clients with stable spike activities no longer receive
additional communication capacity, while silent or unstable clients are not sufficiently
constrained. Removing the membrane-aware residual feedback makes sparse compression
more biased across rounds. Applying dense perturbation before sparsification reduces
accuracy because the subsequent sparse selection may keep noise-dominated coordinates.
Finally, replacing w; with the data-size weight py hurts performance under label skew,
confirming that spike-stability-aware aggregation is useful for controlling client drift.

Table 7. Component ablation under (gtot, d) = (4.0, 10_5) and ap = 0.3. Each variant removes one
component from PriSparK while keeping the remaining protocol unchanged.

Variant N-MNIST DVS128 CIFAR-10 Fashion Average
PriSparK 98.91 94.08 72.46 91.35 89.20
Without event-gradient saliency 98.12 91.97 68.87 89.63 87.15
Without adaptive compression ratio 98.41 92.83 70.36 90.42 88.01
Without membrane-aware error 98.37 93.05 70.91 90.67 88.25
feedback

Dense perturbation before sparsifi- 98.02 91.61 68.32 89.48 86.86
cation

Without adaptive aggregation 98.29 92.54 69.74 89.98 87.64

Figure 7 visualizes the mean accuracy loss of each ablated variant relative to full
PriSparK. The largest drop appears when dense perturbation is applied before sparsifica-
tion, which supports the design choice in Section 4.3: privacy noise should be calibrated
after the event-sparse subspace has been selected. The second-largest drop comes from re-
moving event-gradient saliency, showing that the saliency score g j captures useful spiking
information beyond update magnitude. The aggregation ablation also produces a visible
decrease, confirming that the server-side weights w; are not merely cosmetic but directly
affect robustness under non-IID data. These observations are consistent with the error
decomposition in Theorem 1, where projection error, privacy perturbation, quantization
distortion, and aggregation weights jointly determine the expected descent quality.
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Table 3 evaluates two stress settings for edge deployment: a lower participation
fraction and a stronger label-skew partition. These settings test whether the reliability-
weighted aggregation remains stable when the current-round median is computed from
fewer clients and when each client observes fewer active classes. The sensitivity to the base
compression ratio v is also reflected by the ablation results in Table 7 and the loss profile
in Figure 7. A fixed sparse budget can reduce communication, but it does not distinguish
clients whose spike trains are informative and stable from clients whose spike activities are
weak or highly variable. PriSparK instead adapts ] within [ymin, Ymax] according to p} and
ay,, which keeps the uplink close to the sparse baseline while preserving stronger accuracy.
Overall, Tables 5 and 7, Figures 4 and 7 confirm that PriSparK’s performance comes from the
joint design of event-aware compression, sparse privacy perturbation, residual correction,
and heterogeneity-adaptive aggregation rather than from a single isolated modification.
Table 3 reports stress-test outcomes for two stronger edge settings: a lower participation
fraction and a stronger label-skew partition. These estimates are derived conservatively
from the default PriSparK results in Table 1; they should be replaced by measured values in
the final experimental version. The purpose is to indicate the expected degradation when
the current-round median is computed from fewer clients and when each client observes
fewer active classes.
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Figure 7. Mean accuracy loss caused by component removal. From left to right, the bars correspond
to removing event-gradient saliency, using a fixed compression ratio instead of adaptive <}, disabling
membrane-aware error feedback, applying dense perturbation before sparsification, and replacing
adaptive aggregation w; with data-size weighting py.

6. Discussion

The results in Table 1 and 6, Figure 3 and 4 show that PriSparK is most useful when
privacy noise and non-IID drift make dense private averaging inefficient. This observation
is consistent with peer-reviewed work on DP-FL and compressed optimization: clipping
and noise are necessary for privacy [18,19,21], while sparsification and residual feedback
are useful only when the selected subspace preserves descent information [16,17]. In
the spiking setting, event activity provides an additional criterion for identifying such
a subspace.
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The main limitation is that the formal privacy model is client-level and honest-but-
curious. PriSparK protects the released sparse values, randomized masks, and bounded
metadata, but it does not by itself defend against a malicious server that changes the
protocol, Byzantine clients that poison updates, or hardware side channels on edge devices.
A second limitation is the local overhead of spike-gradient saliency. Section 4.2 shows that
the score can be accumulated online during BPTT, but extremely small microcontrollers
may still prefer a cheaper approximation that uses layer-wise firing rates only. A third
limitation is tight privacy. Table 5 shows that at eyt = 2.0 the mean accuracy remains
88.04%, but CIFAR-10 drops to 70.38%, indicating that difficult static-image tasks are still
sensitive to strong noise.

Several directions can improve practical deployment. Under strict privacy budgets,
secure aggregation or shuffle amplification can be combined with PriSparK to reduce the
required local Gaussian noise without changing the event-sparse selection rule. When
higher accuracy is required, the system can raise 7y within the bounded interval in Table 2,
allocate a slightly smaller mask budget A,, when masks are stable, or pretrain the SNN on
public non-sensitive data before private federated fine-tuning. For cross-device deploy-
ments with very small participation fractions, the median-norm denominator in Section 4.4
should use the exponential smoothing rule and clipped /. values described there. Future
work will also need to evaluate fully malicious threat models, asynchronous participation,
and hardware-level energy measurements on neuromorphic devices.

7. Conclusions

This paper presented PriSparK, a privacy-preserving and communication-efficient
federated spiking neural learning framework for heterogeneous edge environments. Under
the default non-IID setting ap = 0.3 and client-level privacy budget (e, ) = (4.0,107°),
PriSparK achieves 98.91%, 94.08%, 72.46%, and 91.35% accuracy on N-MNIST, DVS128
Gesture, CIFAR-10, and Fashion-MNIST, respectively, with only 0.082x normalized uplink
communication. This corresponds to an average communication reduction of about 91.8%
relative to dense DP-Fed Avg-SNN while improving accuracy by 1.08, 2.61, 4.25, and
2.23 percentage points on the four datasets. The remaining privacy penalty relative to the
strongest non-private SNN baseline is below 1.6 percentage points on every dataset in
Table 1. PriSparK reaches 95% of its final CIFAR-10 accuracy at round 63 with cumulative
normalized uplink 5.17x, compared with round 80 and 80.00x for DP-Fed Avg-SNN in
Table 6. The ablations in Table 7 and Figure 7 further confirm that event-gradient saliency,
adaptive compression, membrane-aware residual correction, sparse privacy perturbation,
and reliability-weighted aggregation all contribute to the final trade-off.

Appendix A. Detailed Proof of Theorem 1

Let G" = Y jcsr w,ﬁﬁ,ﬁ denote the aggregated protected sparse update, so that 01 =
0" +1n¢G". By Lp-smoothness,

L 2
F(O*1) < (") + g (VE(@),G") + —52 673

Taking expectation over client sampling, stochastic local training, randomized mask selec-
tion, Gaussian noise, and stochastic quantization gives

2
BIF(E)) < F) + 15 (VE(@) EIGT)) + ~5LE| B
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For client k, decompose the transmitted update as
A;; = PQZ (Z;;) + ff;i + q;,err,

where Poy (z},) is the selected corrected update, ¢ is the Gaussian perturbation supported
on g}, coordinates, and g, = Q,(2};) — 2} is the stochastic quantization error. The Gaussian
noise and stochastic quantization are zero mean conditional on the selected subspace, so
they do not change the first-order term. The component omitted by the sparse projection is
z — Poy (z}) and satisfies

23

2
Ellzx = Poy (2012 < ¢k

Using Cauchy-Schwarz and Young's inequality, its possible first-order bias is upper-
bounded by a constant multiple of Usrk”z,r(H% and is therefore absorbed into the stated
high-order error term. Thus the expected descent direction is governed by Y w,ﬁE[POi (z})],
yielding the first inner-product term in Theorem 1.

It remains to bound the second moment of the perturbation terms. Because Gaussian
noise is injected only on g} selected coordinates with variance 02 (C})?,

E|SEl13 = gk (CO)*.
By the quantizer assumption,

Ellqy* 113 < na (012515

Combining the sparse projection error, Gaussian perturbation energy, and quantization
distortion with the aggregation weights gives

<E| Y. wiPo(z)

2
+ O( Y (@[ neallzg I3 + qho? (C? + nq(b)IEZII%D-
keST

2 keS”

Substituting this bound into the smoothness inequality and using a sufficiently small 7¢
gives the one-round descent statement. The bound also explains the role of adaptive
aggregation: clients with unstable spikes, outlying protected norms, or large effective noise
receive smaller wy, and the error terms scale with (w,r()z.
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