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Abstract

Minimizing computational overhead in healthcare time-series classification remains a
critical challenge, particularly for deep learning models operating on high-dimensional se-
quential data under resource and latency constraints. This challenge is further exacerbated
by adversarial attacks, which introduce evolving threats and necessitate robust yet efficient
mechanisms for maintaining reliable model performance—a requirement of paramount
importance in healthcare, where wearable and smart devices have brought continuous
monitoring outside clinical settings and model failures can directly compromise patient
safety. In this paper, we propose ReLATE+, a unified framework for adversarially robust
and computationally efficient time-series classification. ReLATE+ integrates three key
capabilities: (i) detection and classification of adversarial inputs, (ii) dataset-level similarity
analysis, and (iii) adaptive model selection. Upon receiving new data, the framework
first determines whether the input is adversarial and identifies the attack type. It then
leverages this information to retrieve a similar dataset from a repository and identify the
corresponding high-performing models and trains only a small set of selected candidates
instead of exhaustively retraining all models. This approach ensures strong performance
while reducing the need for retraining, and it generalizes well across different domains with
varying data distributions and feature spaces. Experiments show that ReLATE+ reduces
computational overhead by an average of 77.68%, enhancing adversarial resilience and
streamlining robust model selection, all without sacrificing performance, within 2.02%
of Oracle.

Keywords: time-series classification; adversarial robustness; attack detection and classification;
efficient inference; adaptive model selection; edge and distributed intelligence

1. Introduction

Various tasks rely on time-series data, i.e., sequences of observations collected over
intervals, including anomaly detection [1], clustering [2], and classification [3]. Among
these tasks, time-series classification with machine learning (ML) spans a wide range of
domains, including network intrusion detection [4], financial time-series classification [5],
and speech emotion recognition [6]. While impactful across many fields, healthcare stands
out as a domain of particular urgency, with applications such as epileptic activity classi-
fication using EEG signals [7], wearable activity recognition [8], patient monitoring [9],
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and clinical decision support [10] all requiring robust, resilient, secure, and accurate ML-
based solutions that can adapt in real time. These requirements are especially critical when
deployment targets resource-constrained edge devices, where computational overhead
must be minimized without sacrificing robustness against evolving adversarial conditions
that can directly compromise patient safety.

Time-series ML applications face significant challenges due to the dynamic nature
of streaming data, which is often limited or incomplete in real-time settings, making it
impractical to wait for sufficient data accumulation before retraining models [11]. Fur-
thermore, retraining models on newly observed data is computationally expensive and
time-consuming, posing additional challenges for deployment in resource- and latency-
constrained environments encountered in networked systems [12]. In this context, deep
learning (DL) models are often favored for multivariate time-series classification tasks
due to their ability to automatically extract relevant features. However, these DL mod-
els could show significant variability in classification performance, as shown in Figure 1.
These results highlight the substantial impact of model choice on classification outcomes,
underscoring the critical need for careful and informed model selection in the context of
DL-based time-series analysis. This motivates the need for efficient DL model selection
methods that can adapt to new incoming data without requiring extensive retraining.
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Figure 1. Prediction performance of deep learning models on multivariate time-series classification.

In addition to the challenges posed by streaming data and retraining overhead, deep
learning (DL) models are vulnerable to adversarial attacks, as they can be manipulated by
small, imperceptible changes in the input data, especially when the data is limited or in-
complete. These attacks introduce perturbations that obscure essential patterns, potentially
leading to misclassifications in high-stakes applications where accuracy is critical. This is
particularly concerning in real-time applications where timely and accurate predictions are
critical, such as healthcare. For example, small perturbations in medical sensor data could
lead to incorrect diagnoses, potentially endangering lives [13] or manipulated wearable
sensor readings could lead to misdiagnosis in remote patient monitoring systems, where
clinicians rely entirely on automated model outputs for decision making [14]. Unlike
domains where errors carry financial or operational costs, healthcare misclassifications can
be irreversible, making adversarial robustness not merely desirable but clinically essential.
Mitigating these risks requires methods that not only adapt efficiently to new incoming
data but also demonstrate resilience against adversarial attacks.
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Building on the need for resilience in streaming environments, the ability to effectively
detect adversarial manipulations and perform robust, attack-aware classification forms a
foundational component of secure time-series systems [15]. Rather than relying solely on
costly model retraining, next-generation frameworks must be capable of flagging suspicious
perturbations as data arrive, determining the nature of any tampering, and then seamlessly
invoking classifiers that can both label and be resilient against adversarial inputs. Unifying
lightweight attack detection with adaptive model selection maintains real-time performance
without heavy computational demands. This allows it to stay accurate and reliable even
against adaptive adversarial strategies in critical time-series applications.

In light of these challenges, this work focuses specifically on healthcare time-series
classification, motivated by three complementary factors: (i) domain criticality—healthcare
is among the highest-stakes environments for ML deployment, where adversarial vulnera-
bilities can translate directly into patient harm, making robust and reliable classification
a non-negotiable requirement—this urgency is amplified by the ubiquity of consumer
health devices, which move monitoring outside clinical supervision and broaden the at-
tack surface; (ii) data availability—open-source healthcare and human activity recognition
benchmarks provide standardized, reproducible evaluation environments that enable rig-
orous and fair comparison across methods; and (iii) computational constraints—healthcare
monitoring systems are increasingly deployed on resource-limited edge devices such as
wearables and bedside monitors, where reducing inference overhead is not a convenience
but a prerequisite for real-world deployment.

We propose ReLATE+ to tackle the computational and retraining challenges in DL-
based time-series classification with streaming data, particularly in the presence of ad-
versarial attacks. ReLATE+ begins by flagging adversarially attacked inputs, introducing
minimal computational overhead compared to standard inference and avoiding the costly
retraining cycles required by conventional model-centric defenses. It then infers the at-
tack type and leverages this information to identify a similar dataset from a repository
so that only the model architectures that previously demonstrated robustness under com-
parable data and attack conditions are trained on the incoming data. This three-step
pipeline substantially reduces the need for exhaustive testing and retraining across all
models and datasets. ReLATE+ achieves substantial computational savings, averaging
77.68% reduction in overhead, with strong performance, within 2.02% of Oracle, provid-
ing a fast and efficient solution for time-series classification under both adversarial and
non-adversarial conditions.

2. Background and Related Work
2.1. Adversarial Attacks

Adversarial attacks pose a significant threat to the reliability of machine learning
models by introducing subtle, often imperceptible perturbations to input data that lead
to incorrect predictions [16]. These attacks are typically categorized into white-box and
black-box settings. White-box attacks assume full access to the model’s architecture, param-
eters, and gradients, enabling attackers to craft highly effective perturbations by directly
exploiting internal model information. In contrast, black-box attacks operate with no
knowledge of the model’s internal workings and rely solely on observable outputs to guide
the adversarial manipulation [17].

Costa et al. [18] offer a taxonomy of adversarial attacks. Among the white-box methods,
Fast Gradient Sign Method (FGSM) generates adversarial examples in a single step by
applying perturbations in the direction of the gradient’s sign to maximize the model’s loss.
Its iterative variant, the Basic Iterative Method (BIM), applies smaller perturbations across
multiple steps, resulting in stronger adversarial examples. Momentum Iterative Method
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(MIM) further improves BIM by adding momentum in gradient updates to avoid poor
local minima, enhancing attack stability and success. DeepFool operates by approximating
the classifier’s decision boundaries as linear hyperplanes and iteratively adjusting inputs
to find the minimal perturbation needed for misclassification. Auto-Projected Gradient
Descent (AutoPGD) dynamically adapts step sizes in optimization, making it a robust and
efficient iterative white-box attack. ElasticNet, a white-box method, integrates both L1
and L2 regularization, enabling the generation of sparse and interpretable perturbations,
valuable in domains requiring minimally invasive changes. In the black-box setting,
Boundary Attack initiates from a misclassified input and gradually reduces the perturbation
while maintaining misclassification. This is especially effective when model gradients are
unavailable, suitable for real-world systems with restricted access.

2.2. Multivariate Time-Series Classification (MTSC)

MTSC assigns predefined labels to time-series data by analyzing the temporal patterns
across multiple variables simultaneously [19]. Traditional ML methods often struggle with
raw time-series data due to its temporal structure and high dimensionality, needing spe-
cialized approaches [20]. Numerous ML algorithms are designed to enhance the scalability
and predictive capabilities of models for time-series classification. Zheng et al. developed a
framework with multi-channel deep convolutional neural networks in combination with
Multilayer Perceptrons [21]. Grabocka et al. introduced a shapelet-based method with
supervised selection and online clustering [22]. Ruiz et al. proposed a method combining
DL, shapelets, bag-of-words approaches, and independent ensembles [23]. Baldan et al.
employed feature-based methods with traditional classifiers [24]. Fawaz et al. reviewed
various DL models for time-series classification, including CNN-based architectures such
as ResNet and FCN, and evaluated them also on multivariate benchmarks [3]. Cong et al.
uses labeled Petri nets to find fault patterns in discrete time systems [25]. Despite signif-
icant advancements in MTSC, the computational overhead remains a critical limitation.
Most existing approaches rely on exhaustive training procedures that require significant
computational resources.

2.3. Similarity-Based Selection Approaches

Similarity analysis has a crucial role in ML and time-series analysis, offering a foun-
dation for dataset comparison, feature selection, and model evaluation. Marks examined
three measures of similarity for comparing two sets of time-series vectors, including the
Kullback-Leibler divergence, the State Similarity Measure, and the Generalized Hartley
Metric [26]. Bounliphone et al. introduced a statistical test of relative similarity to address
challenges in model selection for probabilistic generative frameworks [27]. Assegie et al.
proposed a feature selection method using dataset similarity to improve the classification
performance [28]. Cazelles et al. introduced Wasserstein-Fourier distance to measure the
dissimilarity between stationary time series [29]. Xu et al. further explored Dynamic Time
Warping as a robust method for time-series curve similarity, and it is highly effective in han-
dling variations in temporal alignment [30]. Existing methods are tailored for static datasets
and do not account for the dynamic nature of time-series data, lacking the adaptability
required for evolving data and resilience against adversarial attacks.

2.4. Adversarial Attacks in MTSC

The streaming, high-dimensional, and time-sensitive nature of MTSC makes it espe-
cially susceptible to even minor adversarial perturbations, motivating a dedicated review
of attacks in this domain. Several studies analyze the vulnerabilities of MTSC models
to adversarial attacks and propose solutions to enhance resilience. Harford et al. adapt
Adversarial Transformation Network on a distilled model and show that 1-NN Dynamic
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Time Warping and Fully Convolutional Networks are highly vulnerable [31]. Galib et al.
analyze time-series regression and classification performance under adversarial attacks,
finding that Recurrent Neural Network models were highly susceptible [32]. Siddiqui et al.
proposed a regularization-based defense [33]. Gungor et al. developed a resilient stacking
ensemble learning-based framework against various adversarial attacks [34]. However,
these approaches overlook significant retraining or exhaustive experimentation whenever
new attack scenarios or datasets emerge.

2.5. Adversarial Attack Detection

To address the retraining overhead of model-centric defenses, many works shifted
toward attack detection, identifying manipulated inputs so that classifiers can apply spe-
cialized handling or fallbacks to improve robustness. [35]. Feature Squeezing reduces
input complexity, such as bit-depth or resolution, and flags samples based on inconsistent
predictions across transformations [36]. Mahalanobis-distance-based detection models
the distribution of deep features per class and classifies inputs as adversarial if they fall
outside high-density regions [37]. In time-series domains, RADAR applies a bi-directional
LSTM autoencoder to detect perturbations through reconstruction error and uncertainty
estimation [38]. TRAIT takes a spectral approach by analyzing the loss landscape during
training to detect adversarial patterns with high generalizability [39]. ReLATE+ builds
on these approaches by integrating Fourier and Wavelet-based anomaly detection with
similarity-driven model selection, enabling resilient performance with substantially re-
duced retraining.

ReLATE+ addresses both adversarial robustness and retraining overhead by combin-
ing a targeted attack detection pipeline with similarity-driven model selection. It begins
by screening incoming time-series data for adversarial perturbations, and when detected,
classifies them into specific adversarial attack types. Using a pre-evaluated model reposi-
tory, ReLATE+ computes dataset level similarity and dynamically selects the most effective
classifier, reducing retraining to a small set of DL models rather than the full model pool.
This not only adapts to the dynamic nature of new time-series data but also enhances
robustness against adversarial attacks by prioritizing resilient model selection.

3. Proposed Framework: ReLATE+

ReLATE+ provides a robust approach for model selection in time-series classification,
balancing resilience with computational efficiency. Its design is driven by the need to
(1) reduce model retraining through strategic reuse of existing models, (2) detect and adapt
to adversarial threats in a lightweight manner, and (3) match incoming data to historically
similar conditions to inform model selection. The architecture of ReLATE+, comprising
four key modules, is illustrated in Figure 2. Module 0 constructs a Performance Benchmark
Database (PBD) that stores pre-evaluated metrics for various DL models across multiple
datasets and attack scenarios. Once new data are received, Module 1 classifies them as clean,
partially attacked, or fully attacked. If an attack is detected, Module 2 further identifies
the attack group. Module 3 matches the incoming data to the most similar dataset in the
repository using a similarity metric, and selects the top performing models accordingly,
eliminating exhaustive model evaluations.
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Figure 2. ReLATE+ framework.

3.1. Module 0: Formation of Performance Benchmark Database

This module constructs a PBD using previously analyzed datasets. It is conducted
offline prior to receiving any incoming data and consists of two main steps: deep learning
model training and adversarial attack generation.

3.1.1. Step 1: Deep Learning Model Training

This step trains our DL models on various datasets. We begin with hyperparameter
tuning to identify the optimal settings for each model and dataset. We then train the
models and record their performance (accuracy and Fl-score) in the PBD. We use the
training dataset for model training, the validation dataset for hyperparameter tuning,
and reserve the test dataset to evaluate the final performance. This module processes the
input datasets and generates the clean data (no attack) performance. The DL models span a
diverse range, each addressing specific challenges of time-series data, including capturing
long-range temporal dependencies, identifying cyclical patterns within sequential data,
and managing high dimensionality in multivariate settings. We select 14 state-of-the-art
DL models: MLP [40], FCN [40], ResNet [40], LSTM [41], GRU [41], LSTM-FCN [41],

https://doi.org/10.3390/electronics15153313


https://doi.org/10.3390/electronics15153313

Electronics 2026, 15, 3313

7 of 26

GRU-ECN [41], MSWDN [42], TCN [43], MLSTM-FCN [44], InceptionTime [45], Residual
CNN [46], OmniScaleCNN [47], and Explainable Convolutional Model [48].

3.1.2. Step 2: Applying Adversarial Attacks

Threat Model: We consider an adversary whose goal is to induce untargeted misclassi-
fication, i.e., to cause the model to produce any incorrect label rather than steer predictions
toward a specific target class. Regarding the adversary’s knowledge, we evaluate both
white-box and black-box settings: the white-box attacks (FGSM, BIM, MIM, AutoPGD,
DeepFool, and ElasticNet) represent a worst-case, maximally informed adversary, while
the black-box Boundary Attack reflects a more constrained and practical one. In terms of
capability, the adversary is restricted to norm-bounded perturbations ¢ satisfying ||6]| < ¢,
ensuring that the manipulation remains subtle and difficult to detect; unless otherwise
stated, we set ¢ = 0.1, and we further examine ¢ € {0.001,0.2} in our ablation study
(Section 5.4). Finally, regarding the attack surface, we assume the adversary can inject
perturbations at any point after the data has been digitized but before it reaches inference.
In a representative deployment—for example, the motion and activity based datasets used
in this work (e.g., wearable gesture and movement recordings) would, in a real healthcare
deployment, originate from body-worn sensors whose readings traverse multiple hardware
stages. An adversary could inject perturbations at any of these: the sensing device itself,
the wireless network during transmission, an edge aggregation gateway, local on-device
storage, or the communication channel with a cloud-based inference service.

Applying Adversarial Attacks: In this step, each dataset-model pairing undergoes
evaluation through nine state-of-the-art adversarial attacks, both white-box and black-
box. White-box attacks have full access to the model’s architecture and parameters to
generate adversarial examples, while black-box attacks rely solely on the model’s outputs,
without knowledge of its internal structure. This module generates adversarial attack
versions of each dataset, testing the robustness of DL models against various attack types.
The results (accuracy, F1-score, and attack success rate) are recorded in the PBD. Adversarial
attacks are applied to the test portion of the data using models trained in Step 1 with
optimized hyper-parameters. Each attack is chosen for its unique approach to disrupting
data and exposing model weaknesses, from simple gradient-based methods to complex
iterative strategies. We select seven white-box and black-box attacks [18]: Fast Gradient Sign
Method (FGSM), DeepFool, Basic Iterative Method (BIM), Momentum Iterative Method
(MIM), ElasticNet, Auto Projected Gradient Descent (AutoPGD) and Boundary Attack.

3.2. Module 1: Adversarial Attack Detection

In real-world scenarios, adversarial inputs often impact only portions of the data,
rendering simple binary classification (attack vs. no attack) inadequate for capturing
varying degrees of compromise. To better reflect this complexity, we classify incoming
data as clean (Case 1), fully attacked (Case 2), or partially attacked (Case 3). For this
classification task, we apply both Wavelet Transform and Fourier Transform, selected for
their complementary strengths in detecting different types of adversarial perturbations.
The structure of incoming time-series data, whether perturbations are localized or spread
throughout, is typically unknown. The Wavelet Transform excels at identifying short-term,
high-frequency anomalies common in gradient-based attacks by analyzing both time and
frequency domains [49]. In contrast, the Fourier Transform is suited for capturing global
frequency shifts or consistent periodic distortions introduced by systematic or optimization-
based attacks [50]. Together, these transforms enable robust detection across a broad range
of perturbation patterns. To support classification into the three cases, we compute the
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Attack Detection Rate, quantifying the proportion of adversarial perturbation present in
the input.

After obtaining detection scores from both the Wavelet and Fourier Transforms,
the higher of the two is selected to represent the final attack detection ratio. This ap-
proach ensures that even localized or subtle adversarial signals, possibly detected by only
one method, are not overlooked. Given the unpredictable nature of adversarial perturba-
tions, favoring the stronger signal helps safeguard against misclassifying compromised
data as clean, which could otherwise lead to inappropriate model selection or reduced
robustness. In cases where the two methods disagree significantly, selecting the higher
value prioritizes caution, acknowledging that an undetected attack can be more harmful
than responding to a false alarm. This asymmetry is especially pronounced in healthcare
applications: an undetected perturbation in a patient-monitoring signal could mask an
abnormal pattern and lead to a missed alert, whereas a false alarm merely triggers a redun-
dant check. This deliberately trades a small increase in false positives for a substantially
lower risk of missing attacks—a balance we consider worthwhile, since an undetected
adversarial input is more costly than an occasional false alarm.

The selected attack detection ratio is then used to classify the data into one of three
categories. This three-way classification is necessary to capture the full spectrum of real-
world scenarios: some data may be entirely clean (Case 1), others consistently attacked
(Case 2), while many fall in between where only a portion is adversarially perturbed
(Case 3). Let T be a predefined threshold: if the ratio is below T, the data are labeled
clean; if it exceeds 1 — T, they are labeled fully attacked; otherwise, they are considered
partially attacked.

3.3. Module 2: Adversarial Attack Group Classification

When an adversarial attack is detected in Module 1, the next step is to determine the
nature of the attack. Accurately identifying the type of perturbation enables more targeted
and effective model selection in later stages, as different attacks can degrade model perfor-
mance in distinct ways. Rather than pinpointing the exact attack, this module categorizes
the input into one of two broader adversarial attack groups based on shared structural
characteristics. Group 1: Iteration-Based Attacks consists of gradient-based attacks (in-
cluding FGSM, BIM, MIM, and AutoPGD) which typically generate small, directionally
consistent perturbations by directly leveraging model gradients. Group 2: Optimization-
and Decision-Based Attacks comprises optimization-based and decision-based attacks
such as DeepFool, Boundary Attack, and ElasticNet, which rely on iterative optimization,
decision boundary exploration, or sparse modifications. Categorizing at this group level
is sufficient because attacks within a group share structural characteristics that induce
similar perturbations, and therefore similar model vulnerabilities; a model resilient to one
attack in a group tends to be resilient to the others, which makes identifying the exact
attack both unnecessary and more error-prone. Since these groupings reflect each attack’s
intrinsic mechanism rather than dataset-specific properties, the approach generalizes across
datasets within a domain, which tend to share similar temporal characteristics and respond
consistently to the same attack groups. Accordingly, a classifier trained on the PBD is used
to distinguish between these groups, enabling the system to make context-aware decisions
based on the likely nature of the attack.

3.4. Module 3: Most Resilient Model Selection
3.4.1. Step 1: Most Similar Dataset Calculation

When a new dataset arrives, mimicking real-time conditions, ReLATE+ initiates sim-
ilarity comparison for model selection. The process begins by training a lightweight
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DNN-based similarity function, built on a simple CNN architecture, using the training
portion of each dataset in the PBD. Intuitively, this CNN compresses each dataset’s tem-
poral and statistical structure—length, dimensionality, class count, and dynamics—into
an embedding that serves as its structural signature. Since structurally similar datasets
respond similarly to models—one accurate and resilient on one tends to perform alike
on another—a nearby embedding lets the same high-performing model be reused rather
than learned anew. This is especially useful within a domain such as healthcare, where
new datasets frequently arise—from different sensor placements, subjects, or recording
conditions—yet share underlying temporal structure, allowing a model proven on one to
transfer effectively to another. Concretely, once trained, we use these CNNs to extract fea-
ture embeddings from the validation portions of their respective datasets. For the incoming
dataset, we train a separate similarity function using the training portion of its data and
extract embeddings from the validation portion. We then normalize these embeddings to
ensure efficient quantification of average similarity between datasets based on their feature
distributions. We compare the embeddings extracted from the incoming dataset to those in
the PBD with an Embedding Similarity Metric, e.g., Cosine similarity.

3.4.2. Step 2: ReLATE+ Performance Assessment

Here, we find the dataset with the highest similarity score and select its top three
performing DL models (ranked by test performance recorded in Module 0: Step 1 and 2).
This approach minimizes computational overhead by eliminating the need to retrain or
test all models on the incoming dataset, training only the selected top three rather than
avoiding training altogether. Next, we assess the performance of the selected models on
the new dataset by training them on its training portion and evaluating their accuracy
and resilience on the test portion. For clean data, we measure performance with accuracy.
For the adversarial data, we assess resilience with attack success rate (ASR). This selection
is directly informed by the similarity analysis, ensuring that the chosen model is well suited
to handle the unique characteristics and potential adversarial challenges of the new data.
The best model is then deployed on the new dataset for real-time use. We compare the
performance of the best model with oracle, random model selection, meta-feature-based
selection and the worst-performing model to evaluate ReLATE+ output.

3.5. Using ReLATE+ on a New Dataset and Design Choices
3.5.1. Incoming Data Setup

We conduct a series of experiments where each of the datasets in our PBD is treated
as a new, unseen arrival in rotation. In each round, one dataset is designated as the “new
arrival”, while the remaining datasets are treated as the pre-existing “drive” datasets.
For each drive dataset, we assess key performance metrics, including accuracy, F1-score,
and ASR, across all models, encompassing both the clean and adversarially attacked
variants. Figure 3 part a illustrates the training—validation splits for each case. In all cases,
the training dataset is split into an 80% training set and a 20% validation set to facilitate
model training and validation for comparisons. This split is determined after several trials
to find the most effective training-validation ratio. The custom CNN is trained using
the training portion of the dataset, while the validation portion is utilized for similarity
measurement during case implementation. Overall, we design three cases to assess model
selection under different adversarial conditions:

https:/ /doi.org/10.3390/ electronics15153313


https://doi.org/10.3390/electronics15153313

Electronics 2026, 15, 3313

10 of 26

Randomized Attack
Presence and Type per Segment

Training Data (80%) E Test Data (20%)
Training Data (60%) E Validation Data (20%) E Test Data (20%)
case1 | NS D |
| No Attack |
Case2 | NG | 7 |
| Fully Attacked |
cases | NN 7 WA7Z/E77] @

1
1
\GroupX Clean GroupY Clean GroupZ, ! AttackA Clean AttackB Clean Attack C
' ' |
1 ! 1

i New Data | Forall Datasets in Performance Benchmark Database

E Training Data (60%) ! Validation Data (20%) E Training Data (60%) i\ Validation Data (20%)
"""""" " NoAttack | | " "NoAttack
Case | NG

1 i 1 |
"""" 1

: : Fully Attacked : | Assume Attack is classified as Group X

NN, 77777777, A | 1777227222
Case 2 E i E | 7772222222222

' ' ! 1| Attack with each attack in Group X

E E E : Do Majority Voting
-------- e s e

1 i i i | Randomized Selection of Attack

: | Partially Attacked | | Within Clasifea Atack Groups.

H | AssumeAttack is classified as: | I Assume Attack Selection s as:
cases | INNNGNGNNNNN 77\ 77 W7 | 77/ M 77 B )

(b) Case evaluation explanation
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Case 1: No Adversarial Attack—When the incoming dataset is classified as clean (Figure 3a),
it is compared with the clean versions of each dataset in the drive (Figure 3b). We find the
most similar dataset in the drive and select its three best-performing models. We evaluate
the selected models on the incoming dataset to identify the best among them.

Case 2: Full Attacks—When the incoming dataset is identified as being subject to a single
type of adversarial attack (Figure 3a), a dataset similarity analysis is performed using
a majority voting approach to find the most similar dataset. If the dataset is classified
as fully attacked by Module 1 (Case 2), its corresponding attack group is identified by
Module 2. With this attack group information, each dataset in the PBD is attacked using
all individual attacks within the predicted group. For each attack, a similarity analysis
is conducted between the resulting dataset and the incoming dataset, and the results are
recorded. After all comparisons are completed, majority voting is applied to determine the
most similar dataset overall (Figure 3b). This strategy addresses the uncertainty regarding
the exact attack affecting the incoming dataset by evaluating all plausible candidates within
the predicted group. Once the most similar attacked dataset is identified, its top three
models—ranked by attack success rate (ASR), where a lower ASR indicates higher model
resilience—are selected and evaluated on the incoming dataset.

Case 3: Partial Attacks—We design a randomized attack scenario to simulate diverse
and unpredictable adversarial conditions. We divide each dataset’s validation portion
into five equal segments. For each segment, a binary decision is made at random to
determine whether the segment will be subjected to an adversarial attack. If an attack is
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to be applied, the attack type is randomly selected from the predefined set of adversarial
methods described previously (Figure 3a).

Once the attack pattern across the five segments is established and treated as the
incoming dataset, Module 1 classifies it as partially attacked (Case 3). Then, each segment
is isolated and re-evaluated individually by Module 1 to distinguish between clean and
attacked portions. Segments identified as attacked are then passed to Module 2, where their
attack group is classified according to the framework. The sequence of clean and attacked
segments—along with the corresponding attack groups for the attacked segments—is
recorded to mirror the structure of the incoming dataset across the datasets in the PBD.
The validation portion of each benchmark dataset is similarly divided into five segments.
Segments identified as clean remain unchanged, while those classified as attacked are
perturbed using a randomly selected attack from the corresponding predicted attack group.
This approach preserves the structural integrity of the datasets while introducing con-
trolled attack variation aligned with the incoming pattern (Figure 3b). After generating
these patterned datasets, the most similar dataset is identified based on the established
segment-level structure, and the subsequent steps follow the procedure outlined in the
previous cases.

The complete workflow in this section is concisely captured in Algorithm 1, where
each step is expressed in high-level pseudo-code to highlight the sequence of operations.

3.5.2. Design Choices

All experiments in this paper were conducted with € = 0.1 for attack methods that
allow adjustable perturbation strength, as this value offers a balanced trade-off between
attack effectiveness and subtlety, as validated by our ablation study (Section 5.4).

To implement the adversarial attack detection strategy in Module 1, the following
design choices are introduced to implement the detection strategy. An attack detection
method is trained on transformed clean training data by modeling normalized deviation
scores, and it flags anomalies when these scores exceed a threshold based on a high-
percentile value. To determine the threshold for classifying input data as Clean (Case 1),
Partially Attacked (Case 3), Fully Attacked (Case 2), a series of experiments is conducted
on the validation sets within the PBD. The Fourier and Wavelet-based detection methods
are trained using the corresponding training partitions of each dataset. Based on the
threshold sweep on the validation sets (Table 1), the combined false-positive/false-negative
error is minimized and stays stable across T € {13, 14, 15}%, where both rates are at their
optimal balance. Below this range the false-positive rate rises, and above it the false-
negative rate increases. We adopt the lower end, T = 13%, as a smaller threshold since it
is more conservative against missed attacks; the upper bound then follows by symmetry
as 1 — T = 87%. Under this rule, if the detection rate is below 13%, the data is considered
clean (Case 1); if it falls between 13% and 87%, it is classified as partially attacked (Case 3);
and if it exceeds 87%, the dataset is labeled as fully attacked (Case 2). For Case 3, since
the incoming data arrives in five equally sized chunks, the possible degrees of partial
attack correspond to chunk-level perturbations, i.e., 20%, 40%, 60%, and 80%. The reason
behind five segments is to balance granularity against cost: too few cannot localize partial
perturbations, while each additional segment is processed independently by Modules 1
and 2, increasing cost. More generally, this is a tunable parameter k: finer localization can
increase k at added cost, and latency-critical settings can decrease it, without changing the
framework. Given this segmentation, if the overall detection rate falls within the 13-87%
range, indicating a partial attack, the system selects the closest predefined intensity level
(within a £10% tolerance) to estimate the proportion of attacked chunks. After this, as each
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segment is independently processed through Module 1 to determine whether it is attacked
or clean, a threshold of 50% is applied to each, reflecting the two possible outcomes.

Algorithm 1 Similarity-driven dataset selection.

Require: Input Dj,, Performance Benchmark Database B
Require: Modules M1 (detector), M2 (attack—group classifier), M3-1 (similarity), M3-2

(performance)

1: ¢ + M1(Dy,)

2: valy, + ValidationSplit(Djy)

3: testy, < TestSplit(Djy)

4: if c = CASE1 then > Dataset fully clean
5: forall D € B do

6: valp < ValidationSplit(D)

7: end for

8 sim < M3-1(valy,, valp)

9:  perf < M3-2(sim, testi,)

10:  return (sim, perf)

11: end if

12: if c = CASE2 then > single unknown attack
13: G < M2(Dyy,)

14: foralla € G do

15: forall D € Bdo

16: valp < ApplyAttack (a, ValidationSplit(D))

17: end for

18: sim[a] <— M3-1(vali,, valp)

19: end for
20 SiMpegt <— MajorityVoting(sim)
21 perf < M3-2(sitmpegt, testin)
22:  return (sim, perf)
23: end if
24: if c = CASE3 then > mixed clean/attacked
25: k+5 > number of segments
26 fori < 1tokdo > detect attacked segments
27: s; < i-th segment of val;,
28: status(i] < M1(s;)
29: if status[i] = ATTACKED then
30: g[l] — MZ(S,')
31: else
32: Gli] + o
33: end if
34: end for
35: forall D € Bdo > create attacked replicas
36: valp < ValidationSplit(D)

Partition valp into tq,. .., t;

37: fori < 1tokdo

38: if status[i] = ATTACKED then

39: a < RandomSelect(G[i])

40: t; < ApplyAttack(a, t;)

41: end if

42: end for

43: valp Ui-;l t;

44: end for

45 sim < M3-1(valy,, valp)

46:  perf < M3-2(sim, testin)

47 return (sim, perf)

48: end if
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Table 1. Threshold sweep for clean-vs-attacked classification on the validation sets.
Threshold T (%) FP Rate (%) FN Rate (%) Accuracy (%)
5 83.3 0.0 89.6
10 50.0 0.0 93.8
11 50.0 0.0 93.8
12 50.0 0.0 93.8
13 16.7 0.0 97.9
14 16.7 0.0 97.9
15 16.7 0.0 97.9
16 16.7 24 95.8
17 16.7 24 95.8
18 16.7 24 95.8
19 16.7 24 95.8
20 16.7 24 95.8

The following design choices are introduced for Module 2: Adversarial Attack Group
Classification, which is responsible for categorizing detected attacks into predefined groups
based on their characteristics. For adversarial attack classification, XGBoost [51] is selected
as the classifier due to its strong predictive performance compared to other supervised
learning methods. The model is trained using datasets from the PBD, where each dataset
is subjected to all available adversarial attack types. Samples are then labeled as either
Group 1: Iteration-Based Attacks or Group 2: Optimization- and Decision-Based Attacks,
depending on which attack group the applied attack belongs to, forming the labeled training
data for the classification task. When an incoming dataset is classified as fully attacked
(Case 2), the trained classifier model is used to directly predict the corresponding attack
group. For partially attacked datasets (Case 3), the specific attacked segments identified in
Module 1 are isolated, and the classifier is then applied to those segments to determine the
most likely attack group.

4. Experimental Setup

Dataset Description: We utilize six datasets from the UEA Multivariate Time-Series
Classification (MTSC) archive [52]. The selected datasets cover Human Activity Recognition
(HAR) and motion data recordings, which are treated as proxies for healthcare monitoring
rather than as clinical data. Because wearable devices have shifted health observation
outside clinical settings, body-worn motion and gesture signals have themselves become
the input to health-relevant inference, making these benchmarks representative of such
deployments while remaining standardized and reproducible. This selection is intended
to evaluate the robustness and generalizability of the proposed method across different
datasets within a single application domain. Multivariate datasets are prioritized since
they reflect the complexity of real-world time-series problems, where multiple interre-
lated variables must be considered together to accurately capture underlying temporal
patterns [23]. As summarized in Table 2, the datasets vary in training size, test size, number
of dimensions, sequence length, and class count, allowing for comprehensive evaluation
under varying data characteristics.

Hardware Setup: We use a PC equipped with an Intel Core i7-9700K CPU (8 cores),
32 GB of RAM, and a 16 GB NVIDIA GeForce RTX 2080 dedicated GPU.

Evaluation Metrics: We use three metrics: accuracy, F1-score, and attack success rate
(ASR). Accuracy measures the proportion of correctly classified instances out of the total
number of samples. F1-score evaluates the balance between precision and recall, making it
well suited for datasets with class imbalance. ASR measures the effectiveness of adversarial
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attacks by calculating the percentage of instances where model predictions are successfully
altered.

Table 2. Selected datasets from the UEA repository.

Dataset Train Test Dim. Len. Classes
NATOPS 180 180 24 51 6
UWaveGestureLibrary 120 320 3 315 8
Cricket 108 72 6 1197 12
ERing 30 270 4 65 6
BasicMotions 40 40 6 100 4
ArticularyWordRecognition 275 300 9 144 25

Dataset Similarity Calculation: We quantify dataset similarity using a custom CNN
with two 1D convolutional layers, adaptive max-pooling, and dropout to extract features
from both clean and attacked data. The final fully connected layer maps these features to
class predictions. The resulting embeddings are then normalized using L2 normalization to
ensure consistency and scale invariance. We use cosine similarity between the embeddings,
which measures the angular similarity between two vectors in a multi-dimensional space:

e A-B

Cosine Similarity TATB] (1)
where A and B are the embedding vectors. Cosine similarity ranges from 0 (orthogonal)
to 1 (identical). To identify the most appropriate similarity metric for ReLATE+, we also
evaluate performance using DTW [53], which aligns sequences by minimizing temporal
distortions, and Wasserstein Distance [54], which quantifies distributional differences by
computing the optimal transport cost between probability distributions. Based on the
superior performance of the custom CNN combined with cosine similarity, we select it as
the primary similarity metric.

Baselines: We compare ReLATE+ against four baseline approaches: random model
selection, Oracle (best model), the worst-performing model and meta-feature-based selec-
tion [55]. All baseline comparisons are conducted using the same set of 14 deep learning
models (see Module 0: Formation of PBD Step 1), ensuring consistency and fairness across
evaluations. Random model selection uses a Monte Carlo approach, where an ML model is
randomly chosen for each dataset. This process is repeated 1000 times, with the average
performance calculated as the baseline score for random selection. Oracle represents the
maximum accuracy recorded on the test data for each dataset among all models. Oracle
reflects the upper performance bound achievable by the optimal model with exhaustive
search and is usually computationally impractical. The worst-performing model represents
the least effective model among all the possible DL models in the database, reflecting
the lower performance bound. Meta-feature-based selection constitutes a classical meta-
learning baseline that describes each dataset with hand-crafted meta-features (sequence
length, number of classes, number of channels, the channel-averaged mean, standard
deviation, and skewness). After z-score normalization, each incoming dataset is matched
to its nearest repository dataset via Euclidean distance, and that matched dataset’s top
models are reused, isolating the benefit of ReLATE+’s learned CNN embeddings over
hand-crafted similarity.

For the state-of-the-art comparison, we conceptualize it as a spectrum bounded by
Oracle and Random Model Selection. The appropriate choice within this spectrum de-
pends on the specific priorities and the available model space. If the application demands
strict high performance—such as maximizing accuracy or ensuring strong adversarial
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resilience—regardless of computational cost, Oracle represents the ideal, though computa-
tionally expensive, option. In contrast, if computational efficiency is the primary concern
and performance is of lesser importance, Random Model Selection offers a lightweight
alternative. However, for scenarios where both strong performance and computational
efficiency are critical, ReLATE+ provides the most balanced and practical solution.

5. Results
5.1. ReLATE+ Performance

This section presents the outcomes of Module 1: Adversarial Attack Detection,
Module 2: Adversarial Attack Group Classification, and Module 3: Most Resilient Model
Selection, followed by a detailed overhead analysis, and an ablation study. For Case 1 and
Case 2, all possible scenarios were evaluated. However, as Case 3 involves a stochastic pro-
cess in which each data segment is randomly assigned to be either clean or attacked—and
if attacked, an attack type is also randomly selected—five representative random scenarios
were generated for evaluation due to the inherent randomness and combinatorial explosion
of possible configurations.

5.1.1. Module 1: Adversarial Attack Detection Results

The objective of Module 1 is to classify incoming data into one of three categories:
Case 1 (no attack), Case 2 (fully attacked), or Case 3 (partially attacked). The results from
Module 1 demonstrate that our technique effectively distinguishes between clean, partially
attacked, and fully attacked datasets.

Table 3 presents the results for Case 1: No Adversarial Attack. In the clean data setting,
a lower attack detection rate is desirable, as it indicates the absence of false positives.
These findings show that all but one dataset in the PBD were correctly classified as clean,
with Fourier and Wavelet complementing each other, Fourier capturing global patterns,
and Wavelet detecting localized variations, to ensure robustness. An exception occurred
with the BasicMotions dataset. While the Wavelet Transform correctly identified the data as
clean, the Fourier Transform produced a high attack detection rate. Since the final decision
is based on the maximum detection score, this led to a misclassification. This single false
positive is the practical cost of the maximum rule’s trade-off: in exchange for one clean
misclassification, the rule reliably detects attacks that only one of the two transforms can
flag while the other misses them.

Table 3. Attack detection results for Case 1.

Dataset Fourier (%) Wavelet (%)
UWave 7.50 5.60
ERing 12.22 12.20
BasicMotions 100.00 0.00
Cricket 6.90 417
NATOPS 12.22 9.44
ArticularyWordRecognition 3.66 3.33

For Case 2, 40 out of 42 dataset—attack combinations (derived from 6 datasets and
7 attacks) were correctly identified as fully attacked using the combined approach, as shown
in Table 4. In the table, the first value in each cell corresponds to the detection rate from
the Fourier Transform, the second from the Wavelet Transform, and the bolded value
represents the maximum of the two, which is used for final classification. The results
reflect strong overall performance, with only two misclassifications across all evaluations.
For the NATOPS dataset under FGSM, Basiclterative, MIM, and AutoPGD attacks, Wavelet
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achieved moderate detection rates (50-60%), which resulted in misclassification as Case 3,
since this range falls within the 13-87% detection threshold defined for partial attacks.
In contrast, Fourier consistently produced higher detection rates (95-100%), correcting
Wavelet’s output and underscoring the benefit of their combined use. Also in the case of
DeepFool attacks on UWave and ERing, Wavelet demonstrated limited performance (41.25%
and 57.03%, respectively), but Fourier compensated with significantly higher detection
rates (87.71% and 100%). Similarly, Fourier failed to detect any attacks on the BasicMotions
dataset, whereas Wavelet successfully corrected the classification. Since final decision is
based on the maximum score between the two methods, these results further highlight
their complementary strengths. This complementary behavior arises from the distinct
characteristics of the two transforms: Fourier is more sensitive to global frequency-domain
perturbations, making it effective for attacks that induce consistent spectral distortions,
while Wavelet excels at capturing localized, transient anomalies in both time and frequency
domains. However, for DeepFool attacks on NATOPS and Cricket, both Fourier and
Wavelet achieved only around 50% detection accuracy, leading to misclassification as Case
3 instead of Case 2.

Table 4. Comparison of Fourier (F) and Wavelet (W) attack detection rates for Case 2. Format: F/W,
all values in %. Bold indicates the higher of the two methods.

Attack UWave ERing BasicMotions Cricket NATOPS AWR
FGSM 100.0/100.0 100.0/97.8 98.0/97.5 0.0/100.0 100.0/61.1 100.0,/100.0
BIM 100.0/100.0 100.0/92.2 0.0/100.0 100.0/100.0 96.7/50.6 100.0/100.0
DeepFool 87.7/41.3 100.0/57.0 0.0/100.0 54.2/30.6 15.6/15.6 98.7/100.0
MIM 100.0/100.0 100.0/92.6 0.0/97.5 100.0/100.0 100.0/61.1 98.7/100.0
AutoPGD 100.0/100.0 100.0/91.5 0.0/100.0 100.0/100.0 90.6/48.3 100.0/100.0
ElasticNet 100.0/100.0 100.0,/100.0 0.0/100.0 100.0/100.0 100.0/100.0 100.0/96.93
Boundary 100.0/100.0 100.0/100.0 100.0/100.0 100.0/100.0 100.0/100.0 100.0/99.67

For Case 3, five random scenarios were evaluated for each dataset in the PBD. The de-
tection behavior in Case 3 largely mirrored the outcomes of Cases 1 and 2. As shown in
Table 5, detection results are reported in the format Fourier /Wavelet (Final Decision), where
the final classification is based on the higher of the two scores. The Final Decision, which
represents the attack intensity level—20%, 40%, 60%, or 80%—is estimated by selecting
the closest matching level to this maximum score, allowing for a £10% tolerance around
each target. In BasicMotions, Fourier failed to detect both clean and attacked segments
that were successfully identified by Wavelet, leading to correct final decisions. In contrast,
DeepFool attacks on UWave and ERing were missed by Wavelet but detected by Fourier.
Overall, only DeepFool attacks on NATOPS and Articulatory Word Recognition were not
detected by either method, resulting in the only misclassifications in Case 3. This is due to
DeepFool’s minimal and fine-grained perturbations, which are designed to closely follow
the decision boundary and often leave little detectable signal distortion in either the time
or frequency domain. All other segments were correctly classified.

After classifying the incoming data as partially attacked and estimating its attack
intensity level as 20%, 40%, 60%, or 80%, each of the five segments was independently
processed through Module 1 to determine whether it was attacked or clean. The attack
detection performance at the segment level was consistent with the results observed in
Case 2, showing the reliability of the underlying detection mechanism. These segment level
predictions were then aggregated into a pattern (such as attacked/clean/attacked/clean/-
clean) and passed to Module 2 to classify the attack group associated with the attacked
segments of the data.
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We examine the performance of Module 1 across different domains with two datasets:
ArticulatoryWordRecognition (AWR) and UWaveGestureLibrary (UWave), which origi-
nate from distinct domains— Motion and HAR, respectively. Both datasets demonstrated
reliable performance in Module 1, achieving high attack detection rates across clean, par-
tially attacked, and fully attacked settings, with minimal false positives or negatives.
Notably, AWR remained robust even against subtle perturbations, while UWave exhibited
near-perfect detection across all adversarial methods, including DeepFool, which was
particularly challenging for other datasets. This also indicates that the 13-87% thresholds
hold beyond a single dataset, classifying inputs correctly across all six datasets, which span
both the HAR and motion domains. Because they operate on normalized detection rates
rather than dataset-specific signal magnitudes, the thresholds are not tied to the scale or
domain of any particular dataset.

Table 5. Comparison of Fourier (F) and Wavelet (W) detection rates relative to Decision (D) baseline
for each sequence. Format: F/W (D), all values in %. Bold indicates the higher value between Fourier
and Wavelet.

Dataset Sequence 1 Sequence 2 Sequence 3 Sequence 4 Sequence 5
Format: F/W (D), all in %

NATOPS 63/44 (60) 28/28 (20) 47/37 (40) 33/44 (40) 64/45 (60)
UWave 63/63 (60) 27/23 (20) 80/77 (80) 44/43 (40) 82/71 (80)
Cricket 61/63 (60) 24/24 (20) 60/50 (60) 42/43 (40) 72/68 (80)
ERing 65/63 (60) 30/34 (40) 82/57 (80) 48/46 (40) 83/81 (80)
BasicMotions 0/63 (60) 0/30 (20) 0/380 (80) 0/45 (40) 0/85 (80)
AWR 62/45 (60) 23/23 (20) 80/80 (80) 42/42 (40) 81/81 (80)
Ground Truth 60 20 80 40 80

5.1.2. Module 2: Adversarial Attack Group Classification Results

The aim of Module 2 is to classify the data flagged as attacked in Module 1 into
one of two attack groups: Group 1: Iteration-Based Attacks or Group 2: Optimization-
and Decision-Based Attacks. Since Case 1 corresponds to clean (unattacked) data, no
experiments are performed for that scenario. For Case 2, all attack scenarios are evaluated.
In Case 3, only the segments identified as attacked by Module 1 are isolated and evaluated.
The results of these experiments are summarized in Table 6 for Case 2 and Table 7 for Case 3.
According to the Table 6, the mean classification accuracy is 92.21% for Group 1 and 84.93%
for Group 2, yielding an overall average accuracy of 88.69% for Case 2. The classification
performance on isolated segments in Case 3 closely mirrors the results observed in Case 2,
though with slightly lower overall accuracy as shown in Table 7. This consistency suggests
strong alignment between the two cases, as the segments analyzed in Case 3 are essentially
smaller portions of the same datasets used in Case 2, and the detected attacked segments
retain similar characteristics to the fully attacked data.

To assess Module 2 across domains, we evaluate AWR (speech) and UWave (gesture).
Both datasets demonstrated high classification accuracy when distinguishing between
Group 1 and Group 2, effectively capturing the underlying attack group structures. Their
performance remained consistent even when isolating and classifying individual attacked
segments, indicating robust generalization at the segment level. While both performed well,
AWR slightly outperformed UWave overall, particularly excelling in Group 2 scenarios,
showcasing stability across varied segment compositions and reliability under more com-
plex, mixed-attack conditions. That this group-level distinction holds across two datasets
from distinct domains supports our claim that the grouping reflects the intrinsic mechanism
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of each attack rather than dataset-specific properties, and is therefore not an artifact of our
particular dataset selection.

Table 6. Classification accuracy and attack-group performance for each dataset for Case 2.

Average Group 1 Group 2
Dataset Accuracy Accuracy Accuracy
NATOPS 90.26 97.41 84.90
UWaveGestureLibrary 85.67 88.71 81.61
Cricket 87.28 90.08 83.55
ERing 90.57 95.80 83.60
BasicMotions 88.43 89.17 87.88
ArticularyWordRecognition 89.90 92.11 88.06
Average 88.69 92.21 84.93

Table 7. Classification accuracy and attack-group performance for each dataset for Case 3.

Average Group 1 Group 2
Dataset Accuracy Accuracy Accuracy
NATOPS 92.06 97.51 84.80
UWaveGestureLibrary 85.54 88.53 81.55
Cricket 87.18 89.83 83.65
ERing 90.40 95.49 83.62
BasicMotions 88.55 89.15 87.75
ArticularyWordRecognition 89.22 92.02 88.15
Average 88.83 92.08 84.92

5.1.3. Module 3: Most Resilient Model Selection Results

The goal of this module is to select the most robust model for the incoming data by
identifying the most similar dataset in the PBD and training the best-performing resilient
algorithms associated with that dataset on the incoming data. Table 8, Figures 4 and 5
present the results for Module 3. All results are averaged across datasets. The performance
of ReLATE+ is compared against Oracle, random model selection, meta-feature-based
selection and the worst-performing model. Table 8 shows ReLATE+’s performance in Case 1
(i.e., under no adversarial attack). Oracle refers to the highest accuracy achieved for each
dataset, while random selection reflects the average accuracy across multiple randomized
model selections. The worst-performing model corresponds to the lowest accuracy per
dataset. Lastly, meta-feature-based selection reports the accuracy obtained by matching
each dataset to its most similar counterpart via hand-crafted meta-features, then evaluating
that counterpart’s top three models and selecting the best. ReLATE+ achieves accuracy
close to Oracle, with only a 1.55% gap, edges out meta-feature-based selection by 1.97% and
outperforms random model selection by 12.45%. These results demonstrate ReLATE+’s
ability to match datasets with appropriate models based on similarity, without the need for
exhaustive testing.

Table 8. ReLATE+ results for Case 1 using accuracy.

Random Model Worst Model

Case Oracle ReLATE+ Meta-Learning Selection Performance

Casel 95.00 93.45 91.48 81.00 44.38

Figure 4 shows results for Case 2 across all attack types, along with their average per-
formance across datasets, providing a comprehensive assessment of ReLATE+'s robustness
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under different adversarial conditions. Figure 5 presents detailed results for each of the
five randomized attack sequences in Case 3. The repetition of Case 3 five times accounts
for the variability introduced by randomized attacks and evaluates ReLATE+’s consistency
across diverse scenarios. In both cases, Oracle (red) is defined as the model with the lowest
ASR for each dataset, while ReLATE+ (green) represents the proposed approach, and meta-
feature-based selection (light blue) reports the result of hand-crafted meta-feature matching.
Random selection (blue) performance is computed using a Monte Carlo approach, while
the worst model (purple) corresponds to the highest average ASR. In Case 2, ReLATE+'s
ASR is, on average, only 1.9% higher than Oracle’s, yet 16.3% lower than that of random
model selection, and 17.8% lower than the worst-performing model, as well as 7.1% lower
than meta-feature-based selection. Similarly, in Case 3, ReLATE+ exceeds Oracle’s ASR by
just 2.6%, while outperforming random selection and the worst model by 11.1% and 15.5%,
respectively, and meta-feature-based selection by 6.5%.This underscores ReLATE+’s ability
to utilize dataset-specific similarities to recommend models with enhanced adversarial
robustness. By aligning model recommendations with the feature distributions of datasets,
ReLATE+ effectively mitigates the impact of adversarial attacks.

Overall, ReLATE+ performs consistently close to the Oracle in all cases, even when the
performance gap between the worst and best-performing models is substantial. On average
across Case 1, Case 2, and Case 3, ReLATE+ is within 2.02% of the Oracle, achieves a 13.28%
improvement over random model selection, and outperforms the worst-performing model
by 27.32%. ReLATE+ also consistently exceeds meta-feature-based selection across all cases,
by an average margin of 5.19%, confirming that while hand-crafted meta-features provide
a reasonable baseline, learned CNN embeddings yield more effective dataset similarity
for resilient model selection This highlights ReLATE+’s ability to achieve near-optimal
performance and robustness across diverse adversarial scenarios, all while significantly
reducing computational cost by avoiding exhaustive model testing.

Analysis on AWR and UWave consistently showed strong model selection results with
ReLATE+, performing close to the oracle and outperforming all random, meta-feature-
based and worst-case baselines. In Case 1, AWR nearly matched the oracle (99.00% vs.
99.33%), and UWave also performed competitively (89.44% vs. 93.89%). In Case 2, both
achieved significantly lower ASRs than the baselines, with AWR at 23.6% and UWave at
42.9%, close to their respective oracle-level performances. In Case 3, averaged over five
randomized sequences, ReLATE+ maintained low ASRs for both datasets—23.6% for AWR
and 29.7% for UWave—remaining well below random, meta-feature-based and worst-case
outcomes. These results highlight ReLATE+'s ability to generalize under varying attack
patterns and reliably select robust models across domains.
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Figure 4. ReLATE+ Case 2 ASR results.
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5.2. Overhead Analysis

In the absence of ReLATE+, to achieve optimal model performance (Oracle), all DL
models have to be trained. Thus, Oracle overhead is determined by evaluating all models
for each case. This process involves training each model and applying all adversarial
attacks, ensuring a comprehensive assessment of their performance. ReLATE+ avoids this
exhaustive per-dataset retraining by relying on a PBD, whose construction—training the
14 DL models on each dataset in PBD, generating their adversarial variants, and training
the XGBoost classifier and the benchmark CNN similarity functions—is a one-time offline
cost, taking approximately 14 h and producing a PBD under 1 MB. Unlike Oracle, which
retrains all models for every incoming dataset, this cost is paid once and amortized across
arrivals, leaving the per-arrival savings below unaffected. At runtime, since ReLATE+
focuses on choosing the most similar dataset and evaluating only the top three models,
it significantly reduces computational overhead. All overhead values reported are based
on execution time measurements. In Module 1, its overhead is negligible compared to
the Oracle. In Module 2, ReLATE+ requires only 3% of the Oracle’s cost to prepare the
training data, train an XGBoost model, and perform prediction. In Module 3, it reduces
model training and evaluation overhead by 85.12% in Case 1, 77.26% in Case 2, and 79.25%
in Case 3, resulting in an average reduction of 80.54% across all cases. The additional cost
of computing the similarity metric is minimal, contributing just 1.02%, 1.05%, and 0.53%
of Oracle overhead in Cases 1, 2, and 3, respectively. When comparing total overhead,
including all three modules, ReLATE+ achieves a reduction of 81.07% in Case 1, 73.21% in
Case 2 and 75.73% in Case 3. Even when including ReLATE+’s internal framework costs,
the overall reduction remains high at 77.68% on average. On the other hand, when we
evaluate meta-feature-based selection from an overhead perspective, it shares the same top-
three model selection and evaluation cost as ReLATE+, differing only in the similarity step.
Since it relies on simple hand-crafted statistics rather than CNN embeddings, its similarity
computation is lighter, reducing the similarity overhead by approximately 0.30% across
the three cases. However, this cost saving is negligible next to the consistent performance
gap in favor of ReLATE+, confirming that the learned similarity is well worth its minimal
additional cost. These results highlight how ReLATE+ significantly reduces computational
costs by efficiently selecting resilient models, ensuring both optimal performance and
resource efficiency, even under adversarial conditions.

5.3. Performance Analysis of Similarity Metrics

We compare three well-known methods: our approach (CNN + Cosine Similarity),
Dynamic Time Warping (DTW) [53], and Wasserstein Distance [54] as dataset similarity
metrics, and evaluate their performance across Cases 1, 2 and 3. Figure 6 shows the average
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percentage difference between Oracle and ReLATE+ when using each similarity metric.
In Case 1, this difference is calculated as the accuracy difference percentage. In all other
cases, it represents the ASR percentage difference with respect to the Oracle. While CNN
combined with Cosine Similarity does not achieve the highest performance in every case, it
exhibits the smallest average performance deviation and consistently performs near the
optimal metric when not the best. It also achieves the highest computational efficiency,
reducing computation time by 20% in Case 1, 15% in Case 2 and 18% in Case 3, averaging a
17.7% improvement over DTW and Wasserstein Distance, which exhibit nearly identical
execution times.

0 I I I II I

Case1l Case2 Case3 Average
Case Name

and Oracle
PN

N

-

Percentage Difference Between ReLATE

B Custom CNN + Cosine Similarity = ®mDTW  mWasserstein Distance

Figure 6. Similarity metric performance comparison.

5.4. Ablation Study on Epsilon in Adversarial Attacks

To evaluate the sensitivity of ReLATE+ to adversarial perturbation strength, we con-
ducted an ablation study by varying the attack parameter €, which controls the magnitude
of perturbation in gradient-based attacks such as FGSM, BIM, AutoPGD, and MIM. While
our primary experiments were conducted with e = 0.1, we repeated the analysis using
€ = 0.001 and € = 0.2 to assess performance under weaker and stronger attack set-
tings respectively. Since Case 1 involves no attacks and Case 3 follows a randomized
attack sequence that includes methods not governed by € (such as DeepFool, ElasticNet,
and Boundary Attack), changes in € cannot be directly isolated in those scenarios. Accord-
ingly, the ablation study was conducted solely on Case 2, which consists of fully attacked
scenarios by a variety of adversarial methods; however, only the e-based gradient attacks
were considered for this evaluation.

In Module 1, as shown in Table 9, the detection performance varied notably with
changes in €. These results reflect average detection accuracy across all datasets. When
€ = 0.01, both Fourier- and Wavelet-based detection accuracy dropped significantly, indi-
cating that subtle adversarial perturbations are more difficult to detect. In contrast, using
€ = 0.1 resulted in a sharp increase in detection rates across all attack types. When the
attack strength was further increased to € = 0.2, Wavelet-based detection improved even
further, reaching approximately 100% accuracy under several attacks. However, Fourier-
based performance remained largely stable between € = 0.1 and € = 0.2. This stability is
primarily attributed to the BasicMotions dataset, where Fourier-based detection fails to
capture perturbations effectively at both levels of attack strength, thus limiting the average
gain in overall performance.
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Table 9. Adversarial attack detection accuracy (%) for Fourier and Wavelet methods under different
€ values in Case 2, using attack implementations described in [18].

Attack Fourier (¢ = 0.01/0.1/0.2) Wavelet (¢ = 0.01/0.1/0.2)
FGSM 57.4/83.3/83.3 44.0/92.7/99.3
BIM 57.1/82.8/83.3 44.9/90.6/100.0
MIM 58.4/83.9/83.3 44.7/91.9/99.6
AutoPGD 53.5/81.8/83.3 42.7/90.3/100.0

In Module 2, we analyze the impact of perturbation strength on Group 1 classification
accuracy across different datasets. Table 10 shows that model performance improves
consistently as the attack strength increases from € = 0.01 to € = 0.2. These improvements
were observed across all datasets. These findings confirm that ReLATE+ not only detects
adversarial perturbations effectively but also maintains strong performance in classifying
attack types as the perturbation magnitude increases. Lastly, in Module 3, we examine
the effect of € on resilient model selection using dataset similarity. ReLATE+ performance
decreased by 0.42% for ¢ = 0.001 and increased by 0.35% for € = 0.2 compared to the
baseline € = 0.1. Taken together, these results justify our choice of € = 0.1 since at e = 0.01
the perturbations are too subtle to be reliably detected and exert little effect, whereas e = 0.2
improves detection only marginally while making the perturbation more visible. The value
€ = 0.1 thus represents the point at which the attack is both effective and detectable while
remaining imperceptible, confirming it as a balanced parameter choice.

Table 10. Group 1 classification accuracy (%) across datasets under different perturbation strengths €.

Dataset Group 1 Accuracy (e = 0.01)  Group 1 Accuracy (¢ = 0.1)  Group 1 Accuracy (e = 0.2)
UWave 87.68 88.71 95.80
ERing 91.67 95.80 95.80
BasicMotions 84.37 89.17 90.22
Cricket 89.39 90.08 93.10
NATOPS 88.20 97.41 98.10
AWR 82.27 92.11 93.05
Average 87.26 92.21 94.34

5.5. Limitations and Potential Solutions

Our experiments reveal several conditions under which ReLATE+ is less effective.
Detection degrades when perturbations are minimal and boundary-aligned: DeepFool was
the only attack our Fourier—Wavelet rule failed to flag, causing all misclassifications in
Case 2 (NATOPS, Cricket) and Case 3 (NATOPS, AWR), and the ablation confirms this is
a perturbation-strength effect, with accuracy falling to 42.7-58.4% at € = 0.01. A second
trade-off arises from the fusion rule itself, which deliberately favors caution and therefore
occasionally flags a clean input, as observed once on BasicMotions in Case 1. Each such
false positive triggers the downstream attack-group classification and similarity search
unnecessarily, and the underlying assumption that a missed attack is more costly than a
false alarm may not hold in lower-risk domains, where a symmetric fusion rule would be
preferable. The threshold sweep in Table 1 further shows that the false-positive rate is stable
across T € {13,14,15}%, but that the false-positive rate rises sharply below this range.

These observations point to natural extensions of the framework. A complementary
behavior-based detector, such as prediction-margin consistency under input transforma-
tions, would help capture low-€ attacks that leave little trace in the time or frequency
domain and could act as a tie-breaker when the two transforms disagree sharply. Similarly,
a confidence check on the top cosine similarity score could trigger evaluation of a larger
candidate pool whenever no close match is found in the PBD.
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Beyond these extensions, we plan to evaluate ReLATE+ on domains with different
temporal characteristics, such as industrial sensing and network traffic, to test whether the
detection thresholds and the two-group attack taxonomy transfer without recalibration.
We also intend to make the PBD incremental so that newly arriving datasets and newly
published attacks are absorbed online rather than requiring a full offline rebuild.

6. Conclusions

The dynamic nature of time-series data makes it challenging to determine whether in-
puts are clean, adversarial, or incomplete. Deep learning models are well-suited to address
this complexity, as they can learn temporal patterns directly from raw sequences. However,
frequent retraining can be impractical due to high computational costs, especially in real-
time settings with limited data. These challenges are further compounded by vulnerability
to adversarial attacks, where even small perturbations can cause significant misclassifica-
tions. Such risks are especially critical in healthcare-oriented applications, where wearable
and smart devices increasingly drive continuous monitoring outside clinical supervision,
and misclassifying an adversarially perturbed signal could delay or misguide a clinical
response. To address these issues, we propose ReLATE+, a resilient learner selection mech-
anism that integrates attack detection, attack group classification, and adaptive defense
for time-series classification. It uses a three-stage detect—classify—select pipeline to reduce
reliance onbcostly model retraining by dataset-level similarity. ReLATE+ flags adversarial
inputs using Fourier and Wavelet features, classifies attacks with XGBoost, and selects
top-performing models from similar datasets for resilient model selection. Experiments
show it reduces computation by 77.68%, maintains accuracy within 2.02% of an oracle,
and outperforms random selection by 13.28% on average.
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