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Abstract

This narrative review examines the evolving landscape of Al-based security in Cyber—
Physical Systems 2.0 (CPS 2.0) within the context of Al-driven autonomous cybersecurity
solutions for the Internet of Things (IoT). This article presents a narrative review, supported
by a structured literature search inspired by the PRISMA 2020 project and descriptive
publication statistics. It combines transparent study selection with qualitative conceptual
synthesis, rather than a formal systematic review or bibliometric analysis. CPS 2.0 repre-
sents a new generation of interconnected systems that tightly integrate physical processes
with intelligent computational components, enabling increased autonomy and operational
efficiency. However, this growing complexity introduces advanced security threats and
privacy challenges that traditional centralized security frameworks are ill-equipped to
address due to limitations in scalability, latency, and data sensitivity. The paper explores
how artificial intelligence (AI), machine learning (ML), and generative Al (GenAl) en-
hance real-time threat detection, prediction, and response in distributed environments.
It highlights the role of edge computing in decentralizing intelligence, thereby reducing
latency and limiting exposure of sensitive data. Additionally, federated learning (FL) is
discussed as a privacy-preserving paradigm that enables collaborative model training
across distributed nodes without sharing raw data. The integration of GenAl, FL, and edge
computing is presented as a synergistic approach that enables adaptive, context-aware, and
proactive defense mechanisms against dynamic and evolving cyber threats. The review
further analyzes architectural frameworks, key advantages, and inherent vulnerabilities
of CPS 2.0, along with mitigation strategies and real-world applications, particularly in
industrial control systems. By synthesizing current advancements and challenges, this work
provides a comprehensive roadmap for designing resilient, scalable, and privacy-aware
CPS infrastructures. The findings contribute to the development of secure and intelligent
systems aligned with the future demands of Industry 4.0, 5.0, and beyond.

Keywords: industry; automation; artificial intelligence; cyber-physical systems; human-centric
approach; privacy; security; Al-driven cybersecurity; IoT security; explainable Al

1. Introduction

Cyber—Physical Systems 2.0 (CPS 2.0) evolved from first-generation CPS architectures,
which primarily integrated embedded systems with physical processes for monitoring and
control [1]. While CPS 1.0 enabled significant automation in areas such as manufactur-
ing, transportation, and healthcare, it lacked the intelligence and adaptability required in
highly dynamic IoT environments. The convergence of artificial intelligence (AI), Internet
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of Things (IoT) technologies, edge computing, and advanced communication networks
fueled the transformation toward CPS 2.0. In this new paradigm, systems are capable of
autonomous learning, predictive analytics, and real-time decision-making, improving both
operational efficiency and security [2]. Al-based autonomous security mechanisms play
a key role in CPS 2.0, continuously detecting, analyzing, and responding to cyberthreats
across interconnected devices and physical infrastructures. The implementation of 5G
technology and low-latency communications further supports distributed intelligence,
enabling secure and seamless interaction between heterogeneous IoT components. Unlike
traditional security approaches, CPS 2.0 leverages self-adaptive defense strategies that
dynamically adapt to changing threats and system conditions [3]. Human decision-making
capabilities remain crucial, ensuring that autonomous security decisions are supervised
and verified when necessary to maintain security and trust. Furthermore, interoperabil-
ity, standardization, and energy efficiency are fundamental features that facilitate secure
collaboration across diverse CPS and IoT ecosystems (Figure 1) [4]. Therefore, CPS 2.0
represents a significant step forward towards resilient, intelligent, and autonomous cyber—
physical environments capable of addressing the growing security challenges of modern
connected systems.

TIMELINE AND STAGE EVOLUTION/PROGRESS

Emergence of embedded systems and networked sensors
for monitoring and control. Applications in industrial automation,
robotics, aerospace, and energy management. Limited intelligence:
systems could sense and act, but lacked adaptive capabilities.

Wider deployment in smart manufacturing, transportation,
Early 20105 and healthcare. Integration of wireless communication technologies

CPS1.0 development for real-time monitoring. Key challenges: scalability,

interoperability, and reliance on centralized processing.

. Advances in Al, machine learning (ML), and big data analytics.
Mid-2010s The development of cloud computing and edge computing,

Technological enablers of CPS 2.0 enabling distributed intelligence. The introduction of IoT

ecosystems connecting billions of devices.

Growing demand for autonomy and adaptability in cyber-
Late 2010s physical integration. The emergence of human-in-the-loop
systems for more secure collaboration between humans and
machines. The development of 5G and ultra-low-latency
networks to support real-time decision-making.

Transition phase

Convergence of Al IoT, 5G, and edge computing in industrial

Early 2020 and social systems. Deployment in smart grids, autonomous
Emergence of CPS 2.0 vehicles, precision healthcare, and DTs. Focus on self-
learning, resilience, and sustainability.

Systems enabling predictive optimization and adaptive
decision-making. Seamless interoperability across sectors
CPS 2.0 Maturity and infrastructures. Alignment with global goals: energy
efficiency, sustainability, and digital transformation.

Today

Figure 1. Evolution from CPS 1.0 to CPS 2.0 (own elaboration based on [5-14]).

1.1. From Conventional CPS to CPS 2.0: Conceptual Evolution and Defining Characteristics

CPSs have evolved significantly over the past two decades, driven by rapid advances
in Al, IoT, edge computing, cloud-native architectures, and distributed data analytics.
Conventional CPSs were originally conceived as tightly integrated systems combining sen-
sors, computation, communication, and control to monitor and control physical processes
in fields such as industrial automation, transportation, healthcare, and energy systems.
Their primary goal was to achieve reliable, deterministic, and real-time interaction be-
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tween cyber and physical components through predefined control logic and centralized
supervision architectures [5]. While these characteristics remain fundamental, the increas-
ing scale, heterogeneity, and connectivity of modern IoT ecosystems have exposed the
limitations of traditional CPS architectures. Contemporary deployments often involve
thousands or even millions of interconnected devices generating continuous streams of
data, operating in highly dynamic environments, and facing increasingly sophisticated
cyberthreats. Conventional centralized security mechanisms and static, rule-based control
strategies often struggle to deliver the scalability, adaptability, and resilience required in
these environments [6]. In this review, the term CPS 2.0 is used to describe the next stage
in the evolution of cyber—physical systems, rather than a completely new technological
paradigm. CPS 2.0 extends the traditional CPS architecture by embedding intelligence,
autonomy, distributed computing, and adaptive cybersecurity as internal architectural
components rather than optional add-ons. Therefore, CPS 2.0 should be understood as
an architectural evolution that reflects the convergence of Al, edge intelligence, FL, DTs,
cloud-edge collaboration, and autonomous decision-making.

A hallmark of CPS 2.0 is the shift from automation to autonomy. Conventional CPSs
primarily implement predefined control strategies developed by experts. Although adap-
tive controllers are possible, operational decisions are typically made based on deterministic
algorithms with limited learning capabilities. In contrast, CPS 2.0 continuously acquires
operational knowledge from distributed data sources, leveraging Al and ML models ca-
pable of learning, adapting, predicting, and autonomously optimizing. These capabilities
allow the system to dynamically adapt its behavior in response to changing environmental
conditions, hardware degradation, or emerging cyberthreats, without requiring exten-
sive human intervention. Another fundamental difference concerns the computational
architecture. Traditional CPSs often rely on centralized cloud platforms or supervisory
control systems for data aggregation and decision-making [7]. With the continued growth
of IoT deployments, centralized processing introduces communication delays, bandwidth
constraints, single points of failure, and increased privacy risks. CPS 2.0 addresses these
challenges by adopting hierarchical cloud-edge architectures, where intelligence is dis-
tributed across edge devices, fog nodes, and cloud services. Processing data closer to
its source enables low-latency decision-making, improves system resilience, and reduces
unnecessary transmission of sensitive information. The security paradigm is also undergo-
ing a significant transformation. Conventional CPS defenses rely primarily on perimeter
protection, signature-based intrusion detection, predefined security policies, and periodic
software updates [8]. These approaches are increasingly insufficient against advanced
attacks that exploit zero-day vulnerabilities, advanced persistent threats, and Al-assisted
attack strategies. CPS 2.0 introduces autonomous cybersecurity mechanisms that con-
tinuously monitor system behavior, detect anomalies using Al, predict potential attack
scenarios, and automatically initiate appropriate risk mitigation strategies. Security, there-
fore, becomes a continuous, adaptive, and self-improving process rather than a static
defense layer. Privacy-preserving intelligence is another key differentiator [9]. Traditional
machine learning approaches typically require centralized aggregation of operational data
for model training, raising concerns about confidentiality, regulatory compliance, and
data sharing within organizations. CPS 2.0 increasingly leverages FL technology, enabling
distributed devices to collaboratively train global models without transferring raw data
outside their local environments. This approach significantly enhances privacy while
maintaining high-quality predictions across geographically distributed infrastructures [10].
Furthermore, CPS 2.0 incorporates complementary technologies largely lacking in previous
generations of CPSs. Digital twins enable continuous synchronization between physi-
cal assets and virtual representations, supporting predictive maintenance, operational
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optimization, and security assessment. GenAl extends traditional machine learning by
enabling automated threat analysis, vulnerability assessment, attack simulation, and in-
telligent security support [11]. Combined with edge computing and federated learning,
these technologies create an adaptive ecosystem capable of responding to rapidly changing
operational and cybersecurity requirements [12].

It is important to emphasize that the mere presence of Al does not automatically qualify
a system as CPS 2.0. Many existing CPS implementations integrate isolated ML models for
specific tasks, such as predictive maintenance or anomaly detection, while maintaining cen-
tralized architectures and conventional security mechanisms [13]. In this review, a system
is considered CPS 2.0 only if intelligence, distributed computing, autonomous decision-
making, and adaptive cybersecurity are integrated as fundamental architectural principles
that jointly govern system operation. Therefore, this review adopts the CPS 2.0 concept as
a comprehensive framework for next-generation intelligent cyber—physical ecosystems sup-
porting Industry 4.0, Industry 5.0, smart manufacturing, smart transportation, healthcare,
and critical infrastructure. The combination of Al-driven autonomy, distributed intelli-
gence, privacy-preserving collaborative learning, and proactive cybersecurity provides the
foundation for resilient, scalable, and trustworthy cyber—physical infrastructures capable
of addressing the increasingly complex operational and security challenges of future IoT
environments (Table 1) [14].

Table 1. Comparison between Conventional CPS and CPS 2.0.

Aspect Conventional CPS CPS 2.0
Autonomous, intelligent,
Primary Monitoring and control and resilient operation of
objective of physical processes interconnected cyber—physical
ecosystems
System Rule-based or Al-driven adaptive intelligence
intelligence deterministic control with continuous learning

Decision-making

Centralized or supervisory

Distributed, autonomous, and
context-aware

Learning Limited or offline Continuous online learning and
capability model updates adaptation using AI/ML
Computing Centralized cloud or Cloud-edge-fog collaborative
architecture control center architecture
Data. Predominantly centralized Distributed processing at edge,
processing fog, and cloud
. Moderate; h.m ited High scalability through
Scalability by centralized . .
. decentralized intelligence
infrastructure
IoT Connected devices with d?gﬂ%i?iifﬁ;iﬁ;i’ 4
integration predefined functionality y y

IoT ecosystems

Security model

Perimeter defense,
rule-based IDS,
signature detection

Al-driven autonomous
cybersecurity with predictive
threat detection and
automated response

Threat
response

Manual or semi-automatic

Autonomous, adaptive, and
real-time
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Table 1. Cont.

Aspect Conventional CPS CPS 2.0
. Federated learning and
Privacy . . . ;
. Centralized data collection privacy-preserving
protection o . .
distributed intelligence
Communication o . Edge-cloud collaborative
Primarily cloud-centric -
model communication
Integrated for monitoring,
DTs Optional or limited use prediction, simulation,
and resilience
Supports threat analysis,
GenAl Generally absent vulnerability assessment,
automated reasoning, and
security assistance
Human Human—m'—the—loop for Human-on-the-loop with
. supervision and .
involvement . . autonomous operational support
decision-making
System Fault tolerance Al-enhanced sglf-adaptatlon,
o self-healing, and
resilience through redundancy - 1
predictive resilience
Industrial automation, Industry 4.0/5.0, smart factories,
Typical Supervisory Control and autonomous transportation,
applications Data Acquisition (SCADA), smart grids, intelligent healthcare,
process control critical infrastructure
Programmable Logic
Representative Controllers (PLCs), AI/ML(,:(()SHeInﬁJIi, :L,[I;]{:ls ge/Fog
technologies SCADA, sensor networks, p & g

. Zero-Trust Security
cloud services

1.2. Challenges

To date, CPS 2.0 security research remains fragmented, with limited integration of
Al, edge computing, FL, and GenAl within a unified security framework. Traditional,
centralized cybersecurity architectures are insufficiently equipped to address the scalability,
latency, and privacy requirements of highly distributed, IoT-enabled CPS 2.0 environments.
Comprehensive research examining how autonomous Al-based security mechanisms can
provide comprehensive protection in heterogeneous CPS 2.0 infrastructures is lacking. The
current literature offers limited analysis of the synergistic interactions between FL, edge
intelligence, and GenAl in adaptive cyber defense. Insufficient attention has been paid to the
vulnerabilities and security threats posed by Al-enabled CPS 2.0 architectures themselves,
including model manipulation, adversarial attacks, and trust management issues. There is
a significant research gap in developing holistic design guidelines and architectural plans
aimed at creating resilient, privacy-preserving, and self-adaptive CPS 2.0 ecosystems for
future industrial environments.

This article provides a comprehensive narrative review that consolidates the latest
advances in Al-based autonomous security for CPS 2.0 in IoT ecosystems within a single an-
alytical framework. It introduces a multidisciplinary perspective, examining the combined
role of AI/ML, GenAl, edge computing, and FL in securing distributed cyber—physical
environments. The review highlights the synergistic integration of these components as
a foundation for context-aware, privacy-preserving, and proactive cybersecurity mecha-
nisms. It systematically analyzes both the benefits and inherent gaps in CPS 2.0 architecture,
offering a balanced assessment of emerging opportunities and threats. The article con-
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tributes practical insights by discussing risk mitigation strategies, architectural patterns,
and real-world applications, particularly in industrial control systems and intelligent IoT in-
frastructures. By combining current knowledge with future challenges, the study proposes
a roadmap to develop secure, intelligent, scalable and resilient CPS 2.0 systems, adapted
to the evolving requirements of Industry 4.0, Industry 5.0 and the future paradigms of
Industry 6.0.

The aim of this paper is to examine the security challenges, vulnerabilities, and
emerging cyberthreats impacting CPS 2.0 within interconnected IoT ecosystems. Particular
attention is paid to the role of autonomous security mechanisms based on Al in detecting,
predicting, and mitigating cyberattacks in real time. The paper further assesses the potential
of advanced technologies, including edge computing, Al, GenAl, and FL, to enhance
system resilience, protect privacy, and adaptively respond to threats. By examining these
technologies in the context of critical infrastructures, the study highlights their contribution
to securing distributed, intelligent, and highly connected CPS 2.0 environments while
supporting autonomous and resilient system operation. The additional aim of the study is to
apply a conceptual framework based on answers to the following research questions (RQs):

e RQ1: What Al-based approaches to autonomous security have been proposed and
implemented in CPS 2.0 in IoT ecosystems?

e  RQ2: What are the main benefits, challenges, and limitations of Al-based autonomous
security solutions in CPS 2.0 environments?

e RQ3: How do emerging Al techniques contribute to autonomous threat detection,
mitigation, and resilience in IoT-based CPS 2.0?

e RQ4: What are the research gaps and future directions for Al-based autonomous
security in CPS 2.0 and IoT ecosystems?

RQs were developed to identify leading research groups and influential authors, exam-
ine prevailing research themes, and analyze the contributions of countries and institutions
within the field. They also aimed to explore collaborative networks and assess the align-
ment of existing research with the Sustainable Development Goals (SDGs). The overall
objective was to map the global scientific landscape of Al-driven security and privacy
solutions based on edge computing and FL for CPS 2.0 and IoT ecosystems.

2. Materials and Methods

The primary goal of this paper is to present a narrative review that offers a compre-
hensive conceptual synthesis of recent advances in Al-based autonomous cybersecurity
for CPS 2.0 in IoT ecosystems. We did not intend to conduct a formal systematic literature
review or a full bibliometric study. This manuscript is a narrative review, supported by a
structured literature search to enhance transparency and reduce selection bias, rather than
an exhaustive evidence synthesis. The PRISMA 2020-inspired workflow was used solely as
a transparent reporting mechanism for identifying and selecting relevant publications. The
review does not claim full adherence to the PRISMA 2020 guidelines for systematic reviews.
Quantitative publication statistics are descriptive and are included to illustrate general
publication trends and characterize the reviewed literature. They do not constitute a formal
bibliometric analysis involving citation networks, co-authorship analysis, bibliographic
coupling, or scientific mapping techniques. We clearly separate the literature identification
process from the subsequent narrative synthesis and critical discussion, emphasizing that
the main contribution of the paper lies in the qualitative integration and interpretation
of current research on Al, ML, GenAl, FL, and edge computing to ensure autonomous
CPS 2.0 security.
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2.1. Data Set

The aim of this paper is not to provide an exhaustive, systematic review of all publi-
cations related to Al or IoT, but to present a focused narrative synthesis of representative,
high-quality research on Al-based autonomous security mechanisms for CPS 2.0 in IoT
ecosystems. Therefore, the literature selection was dictated by relevance to the research
scope rather than by maximizing the total number of included publications.

The reviewed publications were selected to cover the main technological aspects
of the field, including Al-based threat detection, ML, GenAl, FL, edge computing, DTs,
privacy-preserving security mechanisms, and industrial applications of CPSs.

The objective of this bibliometric study was to evaluate the current state of knowledge
and identify effective approaches for designing, implementing, and managing Al-based
security and privacy mechanisms that leverage edge computing and FL in CPS 2.0. The
study sought to support the efficient deployment of these technologies across diverse
application domains and operational scales. Although existing research has predominantly
concentrated on domain-specific or localized solutions, the broader capabilities of these
technologies within interconnected IoT ecosystems remain insufficiently explored, particu-
larly from an interdisciplinary perspective. To address this research gap, a comprehensive
bibliometric analysis was conducted on the global scientific literature published between
January 2016 and June 2026, providing insights into research trends, emerging themes, and
the evolution of Al-driven security and privacy in CPS 2.0 environments.

The proposed framework and RQs offer a comprehensive assessment of contempo-
rary research trends, technological developments, and implementation practices in both
academic and industrial settings related to Al-based autonomous security and privacy
for CPS 2.0 within IoT ecosystems. Particular emphasis is placed on the application of
edge computing and FL as key enablers of distributed intelligence, privacy preservation,
and real-time threat detection and response. The findings provide valuable insights for
shaping future research directions, integrating complementary security approaches, and
improving the resilience and effectiveness of autonomous CPS 2.0 environments through
the development of coordinated strategies and roadmaps. Moreover, the bibliometric
analysis contributes to the growing body of knowledge on intelligent cybersecurity, sup-
porting evidence-based decision-making and fostering future scientific advancements,
technological innovation, and practical deployment of secure, adaptive, and trustworthy
cyber—physical infrastructures in response to emerging societal and global challenges.

2.2. Methods

To maintain methodological transparency and analytical consistency, Sections 3 and 4
are structured to clearly separate bibliometric evidence from its subsequent interpreta-
tion. The Section 3 presents objective and directly measurable outcomes obtained from
the bibliometric analysis, including publication volumes, citation statistics, keyword co-
occurrence patterns, collaboration networks, cluster structures, and other quantitative
indicators. The Section 4, in turn, focuses on interpreting these findings by identifying
thematic research areas, examining the evolution of scientific trends, and evaluating their
relevance to Al-based autonomous security and privacy frameworks for CPS 2.0 and IoT
ecosystems. Any percentages, comparative indicators, or performance-related measures
reported in the study are derived from representative descriptive analyses conducted across
the selected bibliographic databases. Given the diversity of data sources, publication types,
and reporting methodologies, the study deliberately avoids excessive numerical precision
and does not seek to establish causal relationships or produce universally generalizable
conclusions. Instead, the findings should be viewed as descriptive indicators of the current
state and development of research, reflecting emerging trends while acknowledging varia-
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tions in experimental conditions, methodological designs, data availability, and publication
practices within the domains of Al-driven cybersecurity, edge computing, FL, and CPS 2.0.

This study utilized four major bibliographic databases—Web of Science (WoS), Sco-
pus, PubMed, and DBLP—chosen for their extensive coverage of scientific, technical, and
interdisciplinary research, rich metadata resources, and global representation of scholarly
publications (Figure 2). To ensure the relevance and quality of the dataset, the search
process was restricted to publications written in English and guided by predefined inclu-
sion and filtering criteria. Each retrieved record was independently evaluated by three
reviewers according to established selection guidelines focused on the domains of Al-based
autonomous security, privacy preservation, edge computing, FL, and CPS 2.0 within IoT
ecosystems. To enhance consistency and minimize selection bias, a publication was only
included in the final dataset when at least two of the three reviewers reached agreement
regarding its eligibility. Additional relevant studies were identified through backward
and forward citation tracking and manual selection of high-relevance publications. This
approach reflects the narrative nature of the review and aims to balance thematic focus
with comprehensive coverage of the field.

STAGE TASKS

DEFINING Defining goal(s) of the bibliometric analysis
RESEARCH GOAL(S)

SELECTING Selecting appropriate data sets(s) and developing
DATA BASES research queries according to the study goals

Cleaning collected data set(s) to remove
PREPROCESSING duplicates and irrelevant records

@H@I@

BIBLIOMETRIC SOFTWARE Choosing suitable bibliometric software/tools
SELECTION for analysis

DATA Description, author, journal, area, topics,
ANALYSIS institution, country, etc.

VISUALIZATION Visualising the analysis results to present insights

(IF POSSIBLE)

5
EEEETE

Figure 2. Methodology of bibliometric analysis.

INTERPRETATION Interpreting findings in the context
AND DISCUSSION of the research goal(s) and RQs

The finalized dataset was systematically examined to identify the principal charac-
teristics of the research landscape, including leading authors, influential institutions and
research groups, contributing countries, dominant research themes, and emerging scien-
tific directions. This analysis facilitated the mapping of key concepts and terminology
related to Al-based autonomous security, privacy preservation, edge computing, and FL in
CPS 2.0 and IoT ecosystems, while also capturing their evolution over time. In addition,
temporal analyses were conducted to uncover shifts in research focus, changes in thematic
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priorities, and major technological and methodological advancements within the field.
Where relevant, longitudinal trends were further explored to identify emerging areas of
interest and evolving research agendas. To provide a structured understanding of the
domain, publications were grouped into thematic clusters, revealing relationships among
research topics and highlighting interdisciplinary connections across cybersecurity, artificial
intelligence, distributed computing, and cyber—physical systems.

Regarding eligibility criteria, because the review combined publications retrieved
from multiple bibliographic databases (Web of Science, Scopus, PubMed, and DBLP),
database-specific search strategies were used to account for differences in indexing policies
and search features. For example, Web of Science was searched using the Subject field,
Scopus was searched using the Title-Abstract-Keywords fields, while PubMed and DBLP
required keyword-based search strategies consistent with their indexing models. These
differences were solely intended to maximize the retrieval of potentially relevant publica-
tions and should not be interpreted as differences in study selection criteria. After retrieval
and duplicate removal, all records were assessed using a common eligibility protocol,
regardless of their source database. Publications were included if they addressed Al-based
cybersecurity, autonomous security mechanisms, cyber—physical systems (CPS/CPS 2.0),
IoT environments, or enabling technologies such as edge computing, FL, or GenAl. Titles
and abstracts were initially screened, and then, when relevance could not be determined
based on metadata alone, full-text review was conducted. Studies that fell outside the scope
of the topic, lacked sufficient technical content, or were not directly related to autonomous
cybersecurity in CPSs were excluded. As a result, although database-specific search logic
influenced the initial search process, the final literature corpus was generated through a
standardized and uniform eligibility assessment, ensuring methodological consistency and
comparability across sources.

To ensure the accuracy, consistency, and reliability of the dataset, all retrieved biblio-
graphic records were integrated. Duplicate records were detected through the comparison
of titles, Digital Object Identifiers (DOIs), author information, publication years, and other
associated metadata. This procedure was complemented by a detailed manual review
to address ambiguous cases, including conference proceedings and their subsequently
extended journal versions, thereby ensuring appropriate classification and inclusion deci-
sions. Through this combined automated and manual validation process, duplicate and
near-duplicate entries were systematically removed prior to the screening stage, enhancing
the integrity of the dataset and supporting the robustness of the bibliometric analysis of
Al-based autonomous security, privacy preservation, edge computing, and FL in CPS 2.0
and IoT ecosystems.

This study followed ten selected items from the PRISMA 2020 guidelines for biblio-
graphic reviews [15], focusing on essential components such as the study rationale, research
objectives, eligibility criteria, data sources, search strategy, study selection, data extraction
and collection procedures, synthesis methods, results, and discussion, with detailed de-
scriptions provided in the Supplementary Materials. Bibliometric analyses were performed
using analytical tools associated with the Web of Science, Scopus, PubMed, and DBLP
databases to ensure wide-ranging and comprehensive literature coverage. This structured
methodological framework enhances reproducibility by enabling systematic categorization
across key dimensions, including research concepts, thematic areas, authorship, document
types, and publication venues. The results are presented in tabular format to support clarity,
facilitate interpretation, and enable subsequent analytical processing and visualization.
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3. Results
3.1. Data Sources

To improve the precision of the dataset, advanced filtering strategies were applied to
restrict the results to English-language publications. In addition, database-specific search
functionalities were utilized, including topic-based queries in Web of Science, combined
title—abstract-keyword searches in Scopus, and manually curated keyword sets in PubMed
and DBLP. These tailored search approaches ensured consistent retrieval of relevant studies
across all selected bibliographic sources. The final search string included the most effective
terms (“cyber physical system” OR “cyber-physical system” OR CPS) AND (security OR
privacy) AND (“autonomy”) (Figure 3).

PARAMETER/FEATURE DESCRIPTION
Books, chapters in books, articles (original,
Inclusion criteria reviews, communication, editorials), and
conference proceedings, in English

e

S e Older than 10 years, letters, conference abstracts
Exclusion criteria % % ST
without full text, other languages than English

("cyber physical system” OR "cyber-physical system’
Exact keywords used OR CPS) AND ( security OR privacy ) AND
( "autonomy")

Boolean operators used Yes, e.g. (security OR privacy)

Results refined by publication year, document
Applied filters type (e.g., articles, reviews), and subject area (e.g.,
industry, engineering)

Iteration and validation
options

Queries are run iteratively, refined based on
results, and validated by ensuring that relevant
publications appear among the top results

Leverage truncation Interpreting findings in the context
and wildcards used of the research goal(s) and RQs

Figure 3. Database search query.

The retrieved publications were subsequently subjected to manual screening to remove
irrelevant studies and duplicate records, enabling the determination of the final dataset
size (Figure 4).

The PRISMA 2020 flow diagram outlines a structured, stepwise procedure for iden-
tifying, screening, evaluating, and ultimately including studies in a systematic review,
thereby ensuring methodological rigor and reproducibility. The process started with the
identification stage, during which records are gathered from bibliographic databases and
other sources, followed by the removal of duplicate entries. In the screening stage, titles
and abstracts were evaluated against predefined eligibility criteria, leading to the exclusion
of clearly irrelevant studies. The eligibility stage involved a detailed full-text assessment
focused on methodological quality, relevance to data collection, and alignment with key
topics such as security and system development. The inclusion stage determined the set of
studies retained for synthesis and further analysis. Interpretation of the above PRISMA
flow diagram enhances transparency by clearly defining the scope of the reviewed literature
and providing justification for each exclusion decision.
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DATABASE INITIAL SEARCH

WoS (n=129) dblp (n=7)
Scopus (n=495) PubMed (n=2)

NON-ENGLISH ARTICLES
(n=126)

ONLY ENGLISH DOCUMENTS

WoS (n=29) dblp (n=0)
Scopus (n=369) PubMed (n=2)

OTHER DOCUMENT TYPES
> AND NOT RELATED
TO THE TOPIC
(n=255)
ORIGINAL AND REVIEW
ARTICLES
WoS (n=29) dblp (n=0)

Scopus (n=114) PubMed (n=2)

DUPLICATED ARTICLES
(n=72)

INCLUDED
IN BIBLIOMETRIC ANALYSIS
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Figure 4. PRISMA 2020 flow diagram.

This article is deliberately structured as a traditional (narrative) review rather than a
fully systematic review, applying only selected components of the PRISMA 2020 frame-
work. In particular, it incorporates ten PRISMA elements with an emphasis on transparency
in data sourcing, clear articulation of the search strategy, definition of the time horizon,
and a high-level description of the screening process. At the same time, it intentionally
excludes elements such as protocol preregistration, exhaustive database coverage, for-
mal risk-of-bias assessment, and detailed audit trails of inclusion and exclusion decisions.
The primary objective is conceptual synthesis and framework development rather than
statistical aggregation or comprehensive evidence consolidation. Narrative reviews are
especially suitable for integrating heterogeneous bodies of the literature, proposing new
classifications, interpreting emerging thematic structures, and developing conceptual mod-
els, which represent the main contributions of this study. The analyzed literature spans
multiple domains, including artificial intelligence, industrial automation, cybersecurity,
and Industry 5.0, and is characterized by variability in reporting standards and experimen-
tal contexts, particularly regarding energy-related metrics, which limits the feasibility and
reliability of a fully systematic synthesis. The partial adoption of PRISMA 2020 principles
strengthens methodological transparency by documenting the search period, keyword
selection, eligibility logic, and inclusion process, while explicitly acknowledging that the
dataset is not exhaustive or statistically representative. Accordingly, quantitative outputs
such as cluster distributions and percentage values are presented in a descriptive and
exploratory manner, consistent with the objectives of a narrative review and supporting
an integrated, interpretive, and forward-looking analysis while maintaining appropriate
methodological clarity and reader expectations.

3.2. General Results of Analysis

Figures 5 and 6 and Tables 2-7 present a summary of the bibliometric analysis results.
The final dataset comprises 82 articles published within the last decade, covering the
period from January 2016 to June 2026. Earlier publications were excluded due to the
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rapid evolution of the research field, which has significantly reduced the relevance of
older studies.

PARAMETER/FEATURE VALUE

Leading types of Conference paper, article
publication

Leading areas of science Computer Science, Engineering

Leading countries USA, India, UK

Leading scientists Pajic M.

@I@I@l@

Leading affiliations CNRS, Duke University, Syracuse University

Leading funders (where None observed

information available)

<

Leading sustainable Industry Innovation and Infrastructure
g Sus

development goals Sustainable Cities and Communities

Figure 5. Bibliometric analysis results aggregated from all selected databases, including Web of
Science (WoS), Scopus, PubMed, and DBLP.

Number of documents [-]

15
10
5
0
2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026
Year [-]

Figure 6. Documents by year.

The bibliometric results suggest that the high proportion of journal articles and confer-
ence papers reflects a research domain that is still largely in an exploratory and conceptual
phase, with a stronger emphasis on proposed architectures than on large-scale practical
implementations. The significant representation of computer science, engineering, and
mathematics further indicates that the field is still in its early stages of technological matu-
ration. While countries such as India, the United States, and China demonstrate the highest
levels of research activity, no single author or institution shows clear dominance, pointing
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to a fragmented and highly distributed research landscape. In addition, the most frequently
addressed Sustainable Development Goals highlight a focus on industrial applications and
development-oriented objectives.

Table 2. Documents by type.

Document Type Percentage [%]
Conference paper 49.0
Article 25.5
Review 6.9
Book chapter 9.7
Book 4.1
Conference review 41
Editorial 0.7

Table 3. Documents by subject area.

Subject Area Percentage [%]
Computer Science 34.9
Engineering 259
Mathematics 9.0
Energy 4.7
Decision Sciences 44
Social Sciences 44
Physics and Astronomy 3.1
Business, Management, and Accounting 25
Material Science 2.5
Environmental Science 2.2
Others 6.4

Table 4. Documents by country/territory (top 5).

Country Number of Documents [-]
USA 20
India 12
UK
China
Australia

Table 5. Documents by affiliation.

Affiliation Number of Documents [-]
CNRS 3
Duke University 2
Syracuse University 2
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Table 6. Documents by author.

Author Number of Documents [-]

Pajic M. 3

Table 7. Documents by SDGs.

SDG Number of Documents [-]

Industry Innovation and Infrastructure 8

Sustainable Cities and Communities

Responsible Consumption and Production
Good Health and Wellbeing
No Poverty

N | &= 0|

Not all studies included in the review explicitly referenced the SDGs, and SDG align-
ment was not used as a criterion during the publication selection process. Although the
United Nations has established the SDGs as a global framework for 2030, their adoption is
not uniformly required across all countries, institutions, or research communities. By incor-
porating both studies that explicitly mention the SDGs and those that do not, the review
captures a broader spectrum of perspectives, enabling an assessment of how sustainability
considerations are addressed in the literature and the extent to which they are explicitly or
implicitly reflected in research practices across different institutional and national contexts.

As Cyber-Physical Systems 2.0 (CPS 2.0) become more complex and autonomous, they
are increasingly exposed to sophisticated security threats and privacy risks. The integration
of Al-driven decision-making introduces additional attack vectors that can potentially
be exploited to manipulate system behavior. In large-scale IoT ecosystems comprising
thousands or even billions of interconnected devices, the attack surface expands signifi-
cantly, making intrusion detection, monitoring, and system resilience more challenging.
At the same time, privacy concerns intensify, as CPS 2.0 processes sensitive data related
to individuals, industrial operations, and critical infrastructure. Building trust in such
environments requires not only robust cryptographic mechanisms but also comprehen-
sive security frameworks aligned with regulatory and compliance standards [16]. Future
CPS 2.0 architectures must therefore adopt a security-by-design approach, incorporating
threat modeling, anomaly detection, and real-time autonomous defense mechanisms [2,17].
Ultimately, effectively addressing these challenges is crucial for maintaining public trust
and enabling the secure deployment of CPS 2.0 across domains such as energy systems,
healthcare, transportation, and smart city infrastructures.

3.3. Technical Issues

CPS 2.0 encounters significant technical challenges, as conventional centralized secu-
rity architectures often introduce latency that limits real-time threat detection and response
capabilities. Scalability is also a critical issue, since centralized infrastructures struggle
to process the vast and continuous data streams generated by Industry 4.0 and Industry
5.0 environments. In addition, concerns regarding data sensitivity restrict the practicality
of transmitting raw data to centralized servers for analysis [18]. To address these lim-
itations, Al and ML, including GenAl, are increasingly being adopted to enable more
adaptive and autonomous threat detection mechanisms. However, deploying Al models
within CPS 2.0 requires careful resource optimization, as edge devices typically operate
under constrained computational and energy capacities. Edge computing helps mitigate
latency and reduce data exposure risks, but it also introduces challenges in coordinating
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distributed intelligence across heterogeneous and geographically dispersed nodes. FL
provides a privacy-preserving alternative for collaborative model training; nevertheless,
it faces limitations such as communication overhead, model drift, and variability in data
quality across participating devices. The integration of GenAl with FL-based architectures
further raises security concerns, particularly related to adversarial attacks, model poison-
ing, and manipulation of training processes. Ensuring seamless interoperability among
GenAl, FL, and edge computing therefore requires robust orchestration mechanisms and
standardized communication protocols [19]. CPS 2.0 must overcome these challenges to
achieve a scalable, adaptive, and proactive cybersecurity framework capable of countering
increasingly sophisticated threats in highly interconnected environments.

CPS 2.0 infrastructure integrates physical processes, cyber components, and intelligent
services into a unified ecosystem designed for resilience, adaptability, and scalability. At its
foundation, edge computing nodes perform local data processing near the source of gener-
ation, thereby reducing latency and minimizing dependence on centralized infrastructures.
Cloud platforms complement this architecture by offering large-scale storage, advanced
analytics, and orchestration of distributed resources. Al and ML models, including GenAl,
constitute the cognitive layer, enabling predictive maintenance, anomaly detection, and au-
tonomous decision-making capabilities [20]. FL frameworks interconnect distributed nodes,
allowing collaborative model training without the exchange of raw data, thus enhancing
privacy and data protection. A secure and high-performance communication backbone,
supported by technologies such as 5G, IoT, and software-defined networks (SDN), ensures
reliable, low-latency connectivity across heterogeneous devices and domains. Embedded
cybersecurity mechanisms span the entire infrastructure, incorporating encryption, au-
thentication, intrusion detection, and adaptive threat response techniques. Digital twin
technologies further enhance system intelligence by simulating physical environments
for performance optimization and enabling the testing of security strategies in virtual
settings prior to real-world deployment. Interoperability across diverse industrial systems
is achieved through standardized Application Programming Interfaces (APIs), middleware
solutions, and communication protocols that support seamless integration [21]. CPS 2.0
infrastructure is decentralized, intelligent, and adaptive, specifically designed to satisfy the
evolving requirements of Industry 4.0 and Industry 5.0 while ensuring scalability, reliability,
and trustworthiness (Figure 7).

Paper [22] introduces a blockchain-enabled authentication framework for cyber—
physical transportation systems operating in a cloud—-edge environment, offering pri-
vacy protection, unconditional anonymity, and efficient batch verification of data while
reducing the complexity of key management. The proposed approach employs elliptic
curve cryptography to construct a pairless ring signature scheme, which significantly de-
creases computational and resource overhead. Authentication is executed directly on the
blockchain, thereby enhancing the trustworthiness and reliability of vehicle-to-vehicle and
vehicle-to-infrastructure communications. The security of the scheme is formally validated
under the elliptic curve discrete logarithm assumption within the random oracle model,
while experimental evaluations demonstrate that it is both practical and more efficient than
existing methods [22]. The increasing adoption of edge computing and IoT technologies
in Industry 4.0 has intensified the sophistication of advanced persistent threats, revealing
the limitations of traditional security mechanisms in safeguarding cyber-physical systems
within zero-trust environments. In response, a subsequent study proposes a federated
learning and blockchain-integrated intrusion detection system (FL-BIDPS) that enables
decentralized, privacy-preserving threat detection along with tamper-resistant logging of
security events. By eliminating the need to share raw data and enabling collaborative model
training, this approach enhances scalability, system performance, and resilience against
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advanced persistent threats compared to conventional techniques [23]. Mobile edge com-
puting improves service quality by offloading computational tasks to high-performance
edge servers; however, it also introduces significant challenges related to security and
data privacy. To mitigate these risks, another study integrates federated learning within
cyber—physical systems, enabling improved data utility while preserving privacy, and
further examines the dynamic and unpredictable nature of cyberattacks, particularly in
environments supported by unmanned aerial vehicles. Rather than relying on predefined
attack signatures, the study analyzes system behavior under attack conditions, highlighting
that while simple and repetitive attacks can be detected efficiently, more sophisticated
adversaries may evade detection through adaptive and carefully engineered strategies [24].
CPS 2.0 are extensively deployed in domains such as healthcare, agriculture, and trans-
portation to automate processes and minimize human intervention. However, conventional
ML approaches raise significant concerns related to data leakage and privacy risks. FL
partially mitigates these issues by enabling local model training and sharing only model
updates, thereby improving privacy protection, although residual risks of information
leakage may still persist. To further strengthen data privacy, one study introduces a differ-
ential privacy mechanism that injects controlled noise into the data, ensuring anonymity
while simultaneously evaluating its effects on model accuracy and data quality [25]. A
related study provides a systematic review of cybersecurity challenges and solutions in
cyber—physical systems within industrial IoT (IloT) edge computing environments. It
identifies prevalent attack vectors, intrusion methods, and key security threats, while
also proposing a taxonomy of existing security mechanisms and comparing them with
current state-of-the-art approaches. The analysis highlights common system vulnerabilities
and underscores the importance of integrating advanced technologies such as machine
learning, federated learning, blockchain, and cryptographic techniques. It further out-
lines future research directions aimed at strengthening CPS 2.0 security in complex IIoT
environments [26]. CPS 2.0 integrates computational intelligence with physical processes
to enable real-time monitoring, decision-making, and automation; however, deploying
GenAl in such distributed and data-sensitive environments introduces significant privacy
and security challenges. To address these issues, a proposed Generative Proxy Learning
Framework combines proxy-based federated learning with diffusion models to generate
high-quality synthetic data while enabling secure collaboration through both private and
shared model components. The framework enhances privacy using differential privacy
and encryption techniques, and experimental results demonstrate improved performance,
reduced data leakage, and higher accuracy in anomaly detection and predictive tasks
within CPS 2.0 environments [27]. The integration of CPS 2.0 with edge computing has also
enhanced the efficiency of intelligent logistics systems, particularly those involving multi-
ple autonomous guided vehicles. One study addresses complex planning and scheduling
challenges by introducing a time-constrained virtual network mapping approach combined
with an improved A* algorithm adapted to logistics scenarios. In addition, a proactive
traffic control mechanism is proposed to improve scheduling efficiency and collision avoid-
ance, with experimental results showing significant gains in system performance, safety,
and operational efficiency [28]. The rapid expansion of IoT-based applications has resulted
in the continuous generation of large volumes of sensitive data, while advancements in
networking technologies such as SDN and edge computing have significantly improved
system flexibility and performance. In the context of evolving CPS and IoT, challenges
related to latency management and secure computation offloading remain critical, even
with the integration of cloud and edge computing paradigms. To address these issues,
one study proposes a deep learning-based federated efficient offloading scheme alongside
a privacy-preserving federated learning framework tailored for CPS environments [29].
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CPSs also play a central role in enabling intelligent and secure control within emerging
5G and 6G network infrastructures. However, the rapid proliferation of smart devices in
urban environments introduces resource constraints, limiting the ability of local systems
to process intensive workloads. Although mobile edge computing helps alleviate this
burden by offloading computational tasks, traditional terrestrial infrastructure often fails to
meet ultra-low latency requirements, which has led to the deployment of additional MEC
servers to support dynamic and emergency scenarios. To address complex optimization
and decision-making challenges in such environments, a hierarchical deep federated learn-
ing framework has been proposed, demonstrating improved energy efficiency, enhanced
resource allocation, and better performance, privacy, and quality of service in simulation
studies [30]. Artificial intelligence is also expected to be a key enabler of 6G-supported
edge computing in eHealth applications, where cyber—physical systems integrate wearable
devices and smartphones. However, these systems remain vulnerable to sophisticated
threats such as blackhole and greyhole attacks, which are difficult to detect with traditional
methods. To mitigate these risks, another study introduces an optimized smart health-
care framework that integrates advanced machine learning techniques with a federated
decentralized authentication model to enhance both data security and analytical accuracy.
Experimental evaluations confirm strong performance across multiple metrics, demonstrat-
ing significant improvements in healthcare data protection within CPS environments [31].
FL enables multiple clients to collaboratively train a shared global model while preserving
data locality, and its extension—federated continuous learning—supports adaptation to
evolving tasks and dynamic data distributions. To address challenges related to client-level
personalization and catastrophic forgetting in heterogeneous data settings, a subsequent
study proposes the Meta-RBCIL algorithm, which meta-trains a representation network
under a federated learning paradigm and adapts it to individual clients using balanced
gradient updates. Experimental results indicate that Meta-RBCIL outperforms baseline
methods in terms of task accuracy, reduces forgetting, and improves generalization, making
it well-suited for deployment in edge computing environments [32]. Smart grids, as safety-
critical cyber—physical systems, are highly exposed to cyber threats, with false data injection
attacks (FDIA) representing one of the most severe security challenges. To address this issue,
a privacy-preserving FDIA detection framework is proposed that combines Transformer-
based models, FL, and the Paillier cryptosystem, enabling edge nodes to collaboratively
analyze electrical measurements while maintaining the confidentiality of local data. Experi-
mental evaluations conducted on IEEE 14-bus and 118-bus systems demonstrate that the
proposed method effectively detects FDIAs while preserving data privacy and outperform-
ing existing approaches [33]. Although many recent studies have introduced task-specific
models and algorithms, relatively few have addressed the integration of CPSs into broader
computational paradigms, leaving a gap in unified frameworks. To bridge this gap, one
study investigates CPS integration with cloud, fog, and edge computing environments,
analyzing their applications, algorithmic approaches, and optimization strategies for big
data processing, while also identifying existing limitations and outlining future research
directions [34]. Smart homes, as essential components of smart cities and representative
human—cyber—physical systems (HCPS), increasingly rely on artificial intelligence to de-
liver intelligent services. However, sending data to centralized cloud platforms for model
training introduces significant privacy risks. To mitigate this, a hybrid edge computing
approach is proposed that enables local training of deep learning models while keeping
sensitive data within trusted environments, while still coordinating with cloud systems
through federated learning. Experimental results confirm that this approach is both feasible
and effective for secure and efficient Al deployment in smart home ecosystems [35]. The
next article presents a cloud-based diagnostic framework for the remote assessment of
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security issues in critical infrastructure using CPSs. The approach adapts two architectural
design patterns:

Ambassador pattern to extend CPS input interfaces to cloud services.

Data Aggregation pattern to extend output interfaces.

Application layer Digital twins, services of Industry 4.0/5.0/6.0

Cloud layer Storage, orchestration, advanced analytics

Intelligence layer AI/ML, GenAl, FL

Cybersecurity layer Encryption, intrusion detection, adaptive treat response

Communication layer 5G, IoT/IloT, SDN

Edge layer Edge devices, local Al processing

Edge layer Sensors, actuators, machines

Figure 7. Layered representation of the CPS 2.0 infrastructure illustrating how the system is organized
from physical devices at the base layer to application-level services at the top.

Thereby addressing challenges associated with remote security monitoring. Implemen-
tation and evaluation in a simulated environment demonstrate that the proposed method
improves both the accuracy and efficiency of security diagnostics, supporting the devel-
opment of more secure and reliable CPS 2.0 infrastructures [36]. The healthcare sector has
experienced a growing number of cybersecurity threats driven by the increasing integration
of diverse digital technologies within smart healthcare environments, where traditional se-
curity mechanisms are often inadequate. To address these challenges, a Privacy-Enhanced
Federated Cyber Physical and Attack Detection (PEF-CAPD) framework is proposed, com-
bining edge computing, cloud computing, and federated learning (FL) to preserve data
privacy while enabling effective attack detection. In this approach, patient-specific local
models are trained at the edge and subsequently aggregated into a global model to enhance
threat detection capabilities. Experimental validation on benchmark healthcare datasets
shows that PEF-CAPD achieves an accuracy of 99.92%, outperforming existing state-of-
the-art methods [37]. Integrating ML with CPSs remains challenging due to stringent
requirements for real-time decision-making, security, reliability, device heterogeneity, and
data privacy. Federated learning, as a decentralized ML paradigm, has gained significant
attention in CPSs by enabling model training on distributed data sources while jointly
integrating computational, communication, and physical processes. This study provides a
comprehensive overview of federated learning-enabled CPSs (FL-CPS), covering applica-
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tions, system architectures, algorithmic designs, and key findings, while also comparing
CPS and IoT use cases and identifying open challenges and future research directions [38].
Cyber—physical systems are inherently vulnerable to attacks due to their tight integration of
cyber and physical components. To enhance security, end-to-end homomorphic encryption
(HE) has been proposed to enable computations over encrypted data. However, existing
HE-based comparison methods are computationally expensive because they require mul-
tiple iterative operations, limiting their practicality in real-world CPS deployments. To
overcome this limitation, a novel method based on asymmetric input scaling and parallel
multi-level thresholding is introduced, achieving comparable accuracy while reducing
execution time by 48% on edge devices, with further improvements of up to 63% when
additional parallel processing threads are applied [39]. Cyber—physical systems combine
computational intelligence with physical processes, and edge computing has become a key
enabler for addressing constraints related to latency, energy consumption, accuracy, and
bandwidth in cloud-centric architectures. This study analyzes critical performance metrics
in edge-assisted CPS (EaCPS), including latency, energy efficiency, accuracy, scalability,
security, and reliability. It also reviews traditional CPS models and their evolution under
edge computing paradigms, evaluates Al-integrated CPS architectures, identifies emerging
research trends and challenges, and proposes strategies for optimizing the performance of
EaCPS systems [40]. Underwater drones are widely used in scientific exploration, environ-
mental monitoring, and maritime operations; however, their effectiveness is limited by low
bandwidth, high latency, signal attenuation, and intermittent connectivity, which make
centralized data processing inefficient and unreliable. To overcome these constraints, one
study proposes an FL framework that enables underwater drones to collaboratively train a
global intrusion detection model locally while sharing only model updates instead of raw
data. This approach strengthens cybersecurity in underwater networks by preserving sensi-
tive information, supporting decentralized anomaly detection, and improving the detection
of threats, including zero-day attacks, within the Internet of Underwater Things (IoUT) [41].
Another study introduces a Zero-Trust security framework for 6G-enabled CPSs, integrat-
ing adaptive access control, end-to-end encryption, and blockchain technology to enhance
scalability, security, and real-time threat detection. By removing implicit trust assumptions
and incorporating Al-driven anomaly detection alongside blockchain-based authentication,
the framework mitigates threats such as man-in-the-middle (MITM) attacks, distributed
denial-of-service (DDoS) attacks, and data breaches, while ensuring tamper-resistant data
integrity and decentralized access management. Experimental results indicate substan-
tial improvements in latency, authentication performance, and overall attack resilience,
demonstrating its suitability for securing large-scale, mission-critical CPS 2.0 applications in
domains such as healthcare, smart infrastructure, and industrial automation [42]. Network
traffic classification and anomaly detection are essential for ensuring secure and efficient
network operations; however, existing FL approaches struggle with non-stationary data
distributions and class-incremental learning scenarios. To address these limitations, a study
proposes MCFL, a class-incremental FL framework that integrates dynamic network repre-
sentation learning with a multi-scale expert-based feature fusion mechanism to capture
evolving traffic patterns across both temporal and spatial dimensions. By incorporating an
incremental distribution loss function, MCFL effectively reduces catastrophic forgetting
and class imbalance issues, achieving an average performance improvement of 6.04% over
baseline methods across multiple network traffic datasets [43]. The rapid proliferation of
connected devices has driven the development of complex cyber—physical systems, where
Edge Intelligence Systems (EIS) combine edge computing and artificial intelligence to
deliver low-latency, intelligent services for applications such as Intelligent Transportation
Systems (ITS). However, conventional EIS architectures that rely on centralized aggregation
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servers face significant security vulnerabilities and challenges in system orchestration. To
address these issues, a secure Edge Intelligence framework is proposed that integrates
federated learning, blockchain technology, and Local Differential Privacy (LDP) to enhance
traffic forecasting accuracy, decentralize system management, and protect user privacy
through immutable data records and randomized privacy-preserving mechanisms [44].
Mobile Cyber—Physical Systems (MCPS) extend the functionality of traditional CPSs, en-
abling applications in areas such as intelligent transportation, smart homes, and mobile
learning environments. However, these systems face significant challenges, including
large-scale data transmission, high communication overhead, and data security risks. To
address these issues, one study proposes NESPS, a secure and efficient edge computing-
based data sharing and privacy-preserving framework that reduces communication costs
and optimizes interactions between devices and cloud environments. By incorporating
attribute-based encryption for fine-grained access control and validating its performance
through security analysis and simulations, NESPS demonstrates strong effectiveness in
preserving data privacy while ensuring efficient operation of MCPSs [45]. The increasing
integration of smart grids and computational technologies in industrial environments
has intensified cyber threats targeting cyber—physical systems, exposing the limitations
of traditional intrusion detection systems that depend on large, high-quality datasets. To
overcome these challenges, the federated EEFED (Execution & Evaluation Dual Network
Framework) is introduced, enabling participants to train personalized local models while
collaboratively constructing a robust global detection model. Through a personalized
update mechanism and optimized backtracking parameter strategy, EEFED enhances
model stability and robustness. Experimental evaluations on network datasets show that
it outperforms both single-model baselines and state-of-the-art approaches, particularly
in handling imbalanced and non-identically distributed data [46]. The growth of Industry
4.0 has driven widespread adoption of industrial cyber—physical systems (ICPSs), which
tightly integrate physical processes with computational intelligence but remain highly
vulnerable to cyber threats, highlighting the need for effective intrusion detection systems
(IDSs). To address challenges related to privacy, scalability, and computational complexity,
a lightweight federated deep learning-based IDS called FedSecurelDS is proposed. It com-
bines convolutional neural networks (CNNs), long short-term memory (LSTM) networks,
and multilayer perceptrons (MLPs) within a federated learning framework, while ensuring
secure communication through symmetric session key exchange and mutual authentication.
Experimental results demonstrate that FedSecurelDS achieves high accuracy, precision,
recall, and Fl-score on edge devices, with performance comparable to centralized IDS
solutions, while formal security analysis confirms strong resilience against known attacks
and robust privacy protection [47]. Edge computing enhances data-driven analytics by
bringing computation closer to data sources, thereby reducing bandwidth usage and im-
proving security. However, the limited resources of edge devices make them susceptible to
software aging, which can degrade system performance over time. To address this issue,
a study proposes a deterministic and stochastic Petri net (DSPN) model to quantitatively
evaluate the effects of software aging in cyber—physical systems, using anomaly detection
in a wastewater treatment plant as a case study. Simulation and numerical results indicate
that software aging negatively affects key performance indicators, including detection
loss probability and false positive rates, underscoring the importance of accounting for
aging effects in edge-enabled CPS environments [48]. Side-channel attacks, including those
exploiting magnetic field leakage or differential power analysis, represent a significant
threat to CPS 2.0, as they target unmonitored communication channels and open-loop
system behaviors. To address this issue, a novel out-of-band data exfiltration approach is
proposed, which exploits previously unobserved physical system dynamics and demon-
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strates that reliance on state estimation-based intrusion detection alone is insufficient to
fully mitigate stealthy data theft. The method is evaluated using two real-world testbeds—a
robotic arm control system and an autonomous surveillance drone—and is accompanied
by an analysis of potential defense mechanisms and their inherent limitations [49]. The
rapid advancement of deep learning and edge computing presents new opportunities for
modernizing university administrative systems, which often struggle to adapt to highly
dynamic and complex operational environments. In this context, a CPS-integrated video
signal processing framework based on deep convolutional neural networks is developed
to enable scalable, real-time network management, monitoring, and enhanced campus
security. The proposed modular architecture supports the deployment of cloud agents on
edge devices, improving video processing efficiency, operational performance, and system
stability, while also providing a scalable foundation for future technological expansion [50].
Vehicular Cyber—Physical Systems (VCPSs) are a fundamental component of intelligent
transportation systems and smart city development, attracting extensive research from
academia, industry, and government, and leveraging technologies such as SDN, blockchain,
cloud computing, and machine learning. Recently, mobile edge computing (MEC) has been
adopted to optimize content caching and resource allocation, enabling low-latency, data-
intensive vehicular applications that enhance the driving experience. To address growing
concerns related to security and privacy, a federated learning framework combined with
differential privacy is proposed, allowing distributed model training at the edge while
preserving local vehicular data and improving resilience against adversarial attacks [51]. A
vision of a sustainable and intelligent future envisions people, infrastructure, and natural
systems integrated within a unified cyber-physical ecosystem, where the reliability and
sustainability of energy systems become critical. Battery-backed energy storage systems
play a key role in stabilizing power supply and enabling load balancing. However, early
fault detection remains challenging due to limited anomaly data and privacy constraints. To
address this, a federated anomaly detection approach is proposed that trains global autoen-
coder models using only normal operational data without sharing sensitive information.
Experimental results demonstrate that the method enables accurate and timely detection of
battery anomalies immediately after deployment while preserving data privacy [52]. EIS,
which integrate artificial intelligence with edge computing, are increasingly deployed to
deliver low-latency and high-performance intelligent cloud services, particularly in Intelli-
gent Transportation Systems (ITS) within vehicular networks. However, conventional EIS
architectures that rely on centralized aggregation mechanisms remain vulnerable to various
security threats. To address these limitations, this study proposes a decentralized edge intel-
ligence framework that integrates FL, differential privacy (DP), and blockchain technology
to enable secure data management, tamper-resistant transaction recording, and enhanced
traffic prediction. The framework implements FL with differential privacy to safeguard
user data and combines FL with blockchain to ensure secure and transparent traffic manage-
ment processes. Simulation results demonstrate that the proposed approach achieves high
privacy guarantees while maintaining strong predictive performance, with accuracy levels
of 95.8%, 93.78%, and 89.31%, respectively, indicating substantial improvements in both
privacy preservation and system performance in vehicular network environments [53,54].

These technologies complement, not compete. AI/ML provides an analytical founda-
tion, enabling intelligent threat detection and predictive cybersecurity. However, central-
ized Al approaches face limitations in scalability, latency, and privacy in large-scale CPS
and IoT environments. Edge computing addresses these challenges by bringing computa-
tion closer to the data source, enabling low-latency detection and response while reducing
communication overhead. FL further enhances distributed intelligence by enabling col-
laborative model training without exposing sensitive local data, although it introduces
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challenges related to model heterogeneity, communication efficiency, and poisoning attacks.

GenAlI extends the capabilities of conventional Al by supporting automated threat analysis,

incident response, security policy generation, and cyber defense decision support. Despite

its significant potential, its implementation in critical CPS environments is still limited by

concerns about reliability, explainability, hallucinations, and secure implementation. DTs

provide complementary capabilities by creating virtual replicas of physical assets, enabling

predictive monitoring, cyberattack simulation, and resilience assessment without disrupt-

ing operational systems. The literature points to a shift from isolated AI techniques to

integrated security architectures combining AI/ML, FL, edge computing, GenAl, and DTs.

Such integrated frameworks offer significant potential for achieving autonomy, adaptability,

and privacy-preserving cybersecurity in CPS 2.0. However, they also raise new research

challenges related to interoperability, trust management, explainability, standardization, se-

cure orchestration, and validation in real-world industrial environments. These challenges

constitute key directions for future research on resilient Industry 5.0 ecosystems (Table 8).

Table 8. Comparative summarization AI/ML, federated learning, edge computing, GenAl, and

DTs approaches.
Technology/  Primary Role in Streneths Limitations/ Typical Research
Approach CPS 2.0 Security & Challenges Applications Maturity
High detection Requires large,
. accuracy; high-quality Intrusion
Intell h s . .
ntelugent threat capability to datasets; Detection Systems High—
detection, ' ) .
anomal identify vulnerable to (IDS), malware extensively
ay unknown threats; adversarial attacks detection, network studied with
detection, . . .
AI/ML adaptive and data traffic analysis, numerous
malware . LT . . .
classification learning; poisoning; limited  industrial anomaly experimental
redictive ! supports explainability; detection, and industrial
P . automation of computationally predictive implementations
analytics . . . .
security intensive for deep maintenance
operations models
Preserves data Non-1ID data
Privacy- privacy; reduces reduces model o Medium—to-
reservin raw data performance; Distributed IDS, Hieh—rapidl
p '8 transmission; communication collaborative & pialy
collaborative . . growing research
L supports overhead; model  threat intelligence, 32 o
FL model training L o . field with limited
distributed poisoning attacks; smart factories,
across . . . large-scale
.. intelligence; client healthcare IoT, ) )
distributed improves heterogeneity; smart grids industrial
CPS/IoT nodes P senerys & deployment
regulatory synchronization
compliance complexity
Low latency;
reduced o
bandwidth L1m?ted . High—widely
. L computing and Industrial IoT, .
Local processing consumption; adopted in
: . energy resources; autonomous .
and real-time improved > . Industry 4.0 with
Edge . . . distributed vehicles, smart . .
. security analysis  privacy; faster . increasing
computing . management manufacturing, . L
close to data incident . . integration into
i complexity; edge robotics, smart .
source response; SO o cybersecurity
node security; cities .
supports e architecture
scalability issues
autonomous
operation
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Table 8. Cont.
Technology/  Primary Role in Streneths Limitations/ Typical Research
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simulation, automated .. . .
o injection attacks; analysis, attack growing research
incident response; . . . 9
model misuse; scenario activity but
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. . . high generation, SOC limited
assistance, security analy51s; . . .
. ; computational automation, cyber operational
security policy enhances SOC o . e
. . cost; explainability training, threat validation in
generation, cyber operations; . . o
. . and governance intelligence critical CPS
defense decision enables adaptive .
challenges environments
support defense
strategies
Enabl .
re;iit?xsfe High
. preci implementation Industrial control Medium—
Virtual analysis; safe . . .
. . complexity; systems, smart increasing
representation of testing . . . .
. . synchronization manufacturing, industrial
physical CPSs for environment; L .
o ) accuracy; predictive adoption, but
monitoring, continuous . - . .
DTs . : 4 o interoperability maintenance, cybersecurity-
simulation, risk monitoring; .
challenges; infrastructure focused
assessment, and supports ) o . .
Iy . computational monitoring, implementations
resilience proactive . .
. overhead; cyberattack remain relatively
evaluation defense; . ! . .
. cybersecurity of simulation limited
improves system the twin itself
resilience
Combines
real-time Architectural .
intelligence complexity; Emerging—
1Bence, . prexttys Industry 5.0, recognized as a
privacy interoperability; L
Autonomous, 4 . autonomous promising
Integrated Al ) preservation, orchestration of . ..
adaptive, .. factories, critical research
+FL + Edge + . predictive heterogeneous . I .
distributed ers infrastructure, direction with
GenAl + DT . capabilities, components; trust .
cybersecurity s smart energy relatively few
Framework resilience, and management; 2 .
ecosystem . systems, resilient comprehensive
autonomous standardization;
o . . IoT ecosystems real-world
decision-making; lifecycle
. deployments
suitable for management

CPS 2.0

3.4. Cross-Cutting Trade-Offs in Al-Based Autonomous Security for CPS 2.0

While Al, FL, edge computing, GenAl, and DTs significantly enhance the security of
CPS 2.0 systems, their implementation inevitably involves balancing conflicting design
goals. No single technology simultaneously optimizes security, privacy, latency, scalability,
computational efficiency, and operational costs. In reality, autonomous cybersecurity
architectures must carefully consider several trade-offs.

3.4.1. Security vs. Latency

Fast threat detection and response are essential for critical CPS applications such as
industrial automation, autonomous transportation, and smart energy systems. Cloud-
centric security architectures typically provide access to powerful computing resources
capable of executing advanced Al models. However, transmitting sensor data to remote
cloud platforms introduces communication delays that can prevent a rapid response to
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cyberattacks. Edge computing addresses this limitation by moving Al inference closer
to the data source, enabling near-real-time intrusion detection and autonomous decision-
making. Although edge computing significantly reduces latency, edge devices typically
have limited processing power, memory, and energy resources, limiting the complexity of
deployable Al models. Therefore, system designers must balance inference accuracy with
computational efficiency when implementing security mechanisms at the edge.

3.4.2. Privacy and Detection Accuracy

Al-based cybersecurity solutions generally improve as larger and more diverse
datasets become available for model training. However, aggregating sensitive opera-
tional data from distributed CPS components can expose confidential industrial processes,
proprietary information, or personal data. Federated learning mitigates these concerns
by allowing multiple devices to jointly train shared models without exchanging raw data.
While this significantly enhances privacy protection and regulatory compliance, feder-
ated learning often suffers from reduced model accuracy due to non-independent and
non-identically distributed datasets, heterogeneous client capabilities, and intermittent
communication. Furthermore, cooperative learning remains vulnerable to model poisoning
and inference attacks, requiring additional security mechanisms such as secure aggregation,
differential privacy, and robust aggregation algorithms.

3.4.3. Centralized vs. Distributed Security Architectures

Traditional cybersecurity architectures rely on centralized monitoring and decision-
making, offering unified visibility, simplified policy management, and a relatively simple
maintenance model. However, centralized systems can become performance bottlenecks
and present attractive single points of failure, especially in large-scale IoT ecosystems
encompassing thousands of heterogeneous devices. Distributed security architectures
based on edge computing and federated intelligence improve scalability, resilience, and
fault tolerance by enabling local decision-making and reducing dependence on central
infrastructure. However, decentralization increases architectural complexity, requiring
distributed coordination, synchronization, trust establishment, and consistent enforcement
of security policies across multiple autonomous nodes. It must be acknowledged, however,
that hybrid architectures combining centralized supervision with decentralized intelligence
have emerged as a promising compromise for CPS 2.0 environments.

3.4.4. Intelligence vs. Explainability

DL and GenAl have demonstrated remarkable capabilities in detecting advanced cyber
threats, predicting attack patterns, and automating incident response. However, many of
these models operate as “black boxes,” providing limited insight into the rationale behind
their decisions. For safety-critical CPS applications, explainability is essential for building
operator trust, facilitating forensic investigations, and meeting regulatory requirements.
XAl techniques improve model transparency but often incur additional computational over-
head and can simplify decision boundaries, potentially reducing predictive performance.
Striking a balance between prediction accuracy and interpretability therefore remains a key
research challenge.

3.4.5. Adaptability vs. Resilience

Modern cyber threats are constantly evolving, requiring Al models that can adapt to
new attack vectors and changing operating environments. Online learning, reinforcement
learning, and GenAlI provide adaptive capabilities that enable continuous model improve-
ment. However, increased adaptability can also lead to instability, catastrophic forgetting,
or vulnerability to adversarial manipulation. Autonomous learning systems must there-
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fore carefully regulate model updates while ensuring resilience to adversarial examples,
data poisoning, and concept drift. Maintaining this balance is particularly important in
industrial CPSs, where erroneous autonomous decisions can have serious security and
economic consequences.

3.4.6. Model Complexity and Resources Efficiency

Large-scale deep neural networks and fundamental models typically achieve bet-
ter predictive performance but require significant computational, memory, and energy
resources. Such requirements are often incompatible with resource-constrained IoT de-
vices deployed in CPS environments. Model compression, pruning, knowledge distilla-
tion, lightweight neural architectures, and hardware-aware optimization techniques have
emerged as practical solutions for implementing Al on edge devices. However, reducing
model complexity can reduce detection accuracy and generalization capabilities, illustrating
the inherent tradeoff between computational efficiency and cybersecurity performance.

3.4.7. Automation vs. Human Oversight

The increasing integration of Al enables the creation of highly autonomous cyberse-
curity systems capable of detecting threats, generating alerts, and initiating remediation
with minimal human intervention. This autonomy significantly improves response speed
and reduces operational burden. Despite these advantages, fully autonomous decision-
making can lead to erroneous responses, false alarms, or unintended disruptions to physical
processes. Experts remain essential for validating critical security decisions, interpreting
complex attack scenarios, and managing exceptional situations. Therefore, current re-
search increasingly favors “human-in-the-loop” and “human-on-the-loop” architectures
that combine Al-based automation with expert oversight.

3.4.8. Implications for Future CPS 2.0 Security Architectures

The reviewed literature demonstrates that future CPS 2.0 security solutions will not
rely on a single technology but will integrate AI/ML, edge computing, federated learning,
GenAl, and DTs within collaborative security ecosystems. The effectiveness of these archi-
tectures depends on achieving appropriate trade-offs between latency, privacy, scalability,
explainability, computational efficiency, and operational resilience. Therefore, future re-
search should focus on developing adaptive architectures capable of dynamically balancing
these conflicting goals, depending on application requirements, resource availability, and
evolving cyberthreats. Such adaptive optimization will be essential to realizing secure,
resilient, and trustworthy autonomous CPS infrastructures in Industry 5.0 and beyond.

3.5. Observed Technological Research Gaps and Challenges

A review of the scientific literature indicates significant progress in applying Al to se-
cure CPS 2.0 and IoT ecosystems. Al, ML, FL, edge computing, GenAl, and DTs collectively
constitute the foundation for autonomous cybersecurity, capable of detecting, predicting,
and responding to increasingly sophisticated cyberthreats. However, the current state of
research remains fragmented, with many proposed solutions addressing specific aspects
of the security problem, while only a small portion of work considers comprehensive,
end-to-end, autonomous security architectures. Several cross-cutting research gaps emerge
in the scientific literature.

3.5.1. Lack of Integrated Security Architectures

Most existing studies analyze intrusion detection based on Al, FL, edge intelligence,
DTs, or GenAl as standalone technologies. While each approach demonstrates distinct
advantages, relatively few studies propose unified architectures that combine these comple-
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mentary capabilities into a coherent security framework. Future research should therefore
focus on developing an integrated CPS security architecture capable of coordinating dis-
tributed intelligence, predictive analytics, privacy protection, and autonomous response in
heterogeneous IoT environments.

3.5.2. Limited Validation in Real-World CPS Environments

A significant portion of published research evaluates proposed methods using simula-
tions, test datasets, or laboratory testbeds. While these studies provide valuable proof-of-
concept, they often fail to address the complexity, heterogeneity, and operational constraints
of industrial CPS implementations. Large-scale experimental validation in smart factories,
industrial control systems, smart energy grids, healthcare infrastructure, and autonomous
transportation remains relatively rare. Future work should emphasize realistic deployment
scenarios, long-term operational evaluations, and repeatable benchmarking methodologies.

3.5.3. Explainability and Trustworthiness of Artificial Intelligence

DL models have achieved impressive detection performance; However, their limited
interpretability remains a significant barrier to implementation in safety-critical environ-
ments. Security system operators require clear explanations to understand why threats
are detected and why remediation is recommended. Existing XAl techniques provide
only partial solutions and often involve a trade-off between interpretability and predic-
tive performance. Developing trustworthy Al models that simultaneously demonstrate
high accuracy, transparency, robustness, and regulatory compliance remains a significant
research priority.

3.5.4. Adversarial Attack Resistance

While Al enhances cybersecurity, Al models themselves are increasingly becoming
targets for attacks. Examples of adversarial attacks, data poisoning, model inversion,
affiliation inference, and instant injection attacks can significantly degrade the reliability
of autonomous security systems. The literature indicates a growing awareness of these
threats; however, comprehensive defense mechanisms are still not fully developed. Future
research should focus on robust learning algorithms, secure model update mechanisms,
adversary training strategies, and continuous model validation to improve the resilience of
Al-based cybersecurity platforms.

3.5.5. Scalability and Resource Awareness

Future CPS ecosystems will encompass millions of interconnected devices with widely
varying computational capabilities and communication constraints. Many existing Al mod-
els require computational resources that exceed the capabilities of embedded IoT devices.
Therefore, lightweight Al models, adaptive model compression, hardware-aware optimiza-
tion, and energy-efficient learning algorithms require further research. Resource-aware,
energy-efficient Al (Green Al) capable of dynamically adapting to changing computational
conditions will be essential for sustainable autonomous security.

3.5.6. FL in Realistic Settings

FL has emerged as one of the most promising approaches to privacy protection in
distributed cybersecurity. However, current research often assumes relatively stable com-
munication networks and homogeneous participants. Practical implementations must
consider data distribution other than Intelligent Intrusion Detection (IID), unreliable com-
munication, client heterogeneity, asynchronous learning, and dynamic participation by
edge devices. Furthermore, federated systems require stronger protection against model
poisoning and Byzantine attacks. Future research should therefore explore adaptive aggre-
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gation algorithms, secure collaboration protocols, incentive mechanisms, and robust trust
management for large-scale industrial deployments.

3.5.7. GenAl for Autonomous Cyber Defense

GenAl has rapidly evolved from supporting security analysts to enabling automated
threat intelligence generation, vulnerability assessment, attack simulation, and security pol-
icy support. However, its application in operational CPS environments remains in its early
stages of development. Critical issues—such as hallucinations, explainability, instant injec-
tion attacks, model management, and verification of generated recommendations—must
be addressed before GenAl can be safely integrated into autonomous cybersecurity pro-
cesses. Future research should include domain-specific foundation models, secure instant
engineering, search-assisted generation, and human-guided decision-making frameworks
for protecting critical infrastructure.

3.5.8. DTs as Cybersecurity Platforms

DTs offer significant potential for continuous system monitoring, predictive risk as-
sessment, attack simulation, and resilience assessment. However, current implementations
primarily focus on operational optimization rather than cybersecurity. Furthermore, chal-
lenges related to real-time synchronization, interoperability, scalability, and secure com-
munication between physical and virtual assets remain insufficiently addressed. Future
work should include Al-enhanced digital twins capable of continuously assessing cyber
threats, predicting attack propagation, and supporting autonomous response planning in
CPS environments.

3.5.9. Standardization and Interoperability

The literature reveals a significant diversity of communication protocols, Al frame-
works, data models, and security mechanisms used across CPS domains. This heterogeneity
complicates the integration of autonomous security solutions across industry sectors and
organizations. A greater emphasis is needed on interoperable architectures, standardized
security interfaces, common evaluation methodologies, and open benchmarking datasets
to facilitate technology transfer and objective comparison of proposed approaches.

3.5.10. Ethical, Regulatory, and Human-Centered Aspects

As Al assumes increasingly autonomous security responsibilities, technical perfor-
mance alone is no longer sufficient. Future CPS security solutions must meet require-
ments for accountability, transparency, privacy, regulatory compliance, and human over-
sight. Human-mediated decision-making, Al governance, ethical risk assessment, and
compliance with emerging Al and cybersecurity regulations should therefore become
integral components of future autonomous security architectures, rather than secondary
design considerations.

3.5.11. Towards a Self-Adaptive and Resilient CPS 2.0

The literature suggests a shift from reactive cybersecurity to intelligent, autonomous,
and self-adaptive defense ecosystems. Instead of relying on isolated technologies, future
CPS 2.0 security architectures will integrate AI/ML, FL, edge computing, GenAl, DTs,
XAl and zero-trust principles within collaborative and constantly evolving cyber defense
platforms. Achieving this vision requires advances not only in Al algorithms but also in
systems integration, interoperability, resilience, trust management, and validation under re-
alistic operational conditions. Addressing these challenges will be fundamental to creating
secure, scalable, and trustworthy CPS infrastructures capable of supporting the evolving
requirements of Industry 5.0 and next-generation intelligent IoT ecosystems.
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3.6. Economic Issues

The transition toward CPS 2.0 involves substantial initial investments in edge comput-
ing infrastructure, Al and ML systems, and FL platforms, which may present significant
financial barriers, particularly for small and medium-sized enterprises (SMEs). In addi-
tion, the deployment and ongoing maintenance of distributed computing and security
resources across multiple sites increase operational costs compared to traditional central-
ized architectures. The training and deployment of advanced Al and GenAl models further
require high-performance hardware, resulting in higher energy consumption and the need
for specialized processing units. Compliance with data privacy regulations also intro-
duces additional costs, as organizations must implement secure FL protocols, auditing
mechanisms, and governance frameworks. Moreover, integrating CPS 2.0 technologies
into existing industrial workflows introduces economic risks related to system downtime,
service interruptions, and operational disruptions [55].

The absence of standardized and interoperable platforms can further exacerbate costs
by creating vendor lock-in effects, limiting flexibility and increasing long-term dependency
on specific providers. At the same time, shortages of skilled professionals in Al, cyber-
security, and edge computing contribute to rising labor costs and slow down large-scale
adoption. CPS 2.0 infrastructures are also exposed to cyber threats that may lead to direct
financial losses through production outages, intellectual property theft, and ransomware
attacks. Ongoing investments in system updates, model retraining, and adaptive security
mechanisms are required to address evolving threats, placing continuous financial pres-
sure on organizations [56]. Despite these challenges, CPS 2.0 has the potential to deliver
long-term economic advantages through improved operational efficiency, reduced down-
time, and enhanced system resilience, although the return on investment in the short term
remains uncertain.

3.7. Social, Ethical and Legal Issues

CPS 2.0 raises significant societal concerns, particularly regarding potential job dis-
placement as automation and Al-driven decision-making reduce the need for certain
human roles. The increasing reliance on ML and GenAl can also create trust-related chal-
lenges, as users may find it difficult to interpret or validate how critical decisions are
produced. Uneven access to CPS 2.0 technologies risks widening the digital divide, placing
smaller enterprises, developing regions, and under-resourced organizations at a disadvan-
tage. Ethical concerns become more pronounced when Al systems operate autonomously
in safety-critical environments, particularly when their decisions result in unintended
harm. In parallel, privacy risks intensify as large volumes of sensitive industrial, personal,
and operational data are continuously generated and processed across distributed CPS
networks [57].

Although FL supports data locality and privacy preservation, legal and regulatory
frameworks must still address issues of accountability when model errors or biases propa-
gate across distributed systems. The integration of GenAl into CPS 2.0 further introduces
ethical risks, including the generation of misleading synthetic data, deepfakes, and adver-
sarial manipulations that may influence system behavior. In addition, intellectual property
rights become increasingly complex, as distributed AI models are jointly developed across
multiple stakeholders without clearly defined ownership structures [58]. Social resistance
may also emerge in response to pervasive monitoring and automation, particularly if
employees perceive themselves as being excessively supervised or replaced by Al systems.
Determining legal responsibility in CPS 2.0 environments is inherently challenging due
to distributed decision-making processes involving multiple organizations, algorithms,
and interconnected devices. The lack of transparency in advanced Al systems further
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complicates regulatory compliance, as explainability is essential for ensuring accountability
and adherence to legal and ethical standards. Cyberattacks on CPS 2.0 not only result
in economic losses but can also pose serious risks to public safety, thereby increasing
the ethical and legal obligations of system operators. Moreover, cross-border data flows
enabled by federated learning introduce jurisdictional conflicts related to data sovereignty
and international regulatory alignment [59]. Ultimately, public trust in CPS 2.0 deployment
depends on transparent governance structures, responsible Al practices, and active societal
engagement in policymaking. Addressing these social, ethical, and legal challenges requires
adaptive regulatory frameworks, interdisciplinary oversight, and balanced approaches that
align innovation with accountability.

3.8. Autonomous and Self-Healing CPSs

Autonomous and self-healing solutions in CPS 2.0 in IoT ecosystems refer to ad-
vanced architectures that enable systems to automatically manage, adapt, and self-heal in
response to anomalies or cyberthreats. These solutions are increasingly driven by Al-based
autonomous security mechanisms that continuously monitor system behavior across dis-
tributed IoT nodes. In CPS 2.0, self-healing is implemented through closed-loop control sys-
tems that integrate real-time detection, analytics, and automated actions [60]. ML models,
particularly anomaly detection and reinforcement learning, are used to identify deviations
from normal operating patterns. When a threat or fault is detected, autonomous mecha-
nisms trigger mitigation strategies, such as isolating infected nodes, reconfiguring network
routes, or restoring corrupted firmware. These capabilities reduce human intervention
and significantly improve system resilience in large-scale IoT environments. Self-healing
platforms also leverage DTs to simulate system states and predict optimal remediation
actions before deployment [61]. Al-powered orchestration layers coordinate security poli-
cies across heterogeneous devices, ensuring consistent enforcement even under dynamic
conditions. In CPS 2.0, autonomy goes beyond reactive defense to proactive defense, where
predictive analytics anticipate attacks and preemptively shore up vulnerabilities [62]. These
autonomous and self-healing solutions provide the foundation for secure, scalable, and
resilient IoT ecosystems in next-generation cyber—physical infrastructures (Figure 8).

[> Edge/fog Complltlng

Anomaly detection
Threat prediction
Decision making

Self-healing controller |:> Al security engine
Monitoring and DT

Figure 8. Autonomous and self-healing structure of CPS 2.0.

3.9. Co-Operation of CPS 2.0 Within Industry 6.0

CPS 2.0 is based on intelligent collaboration between humans, machines, Al agents,
and connected IoT devices operating in highly adaptive environments. Autonomous Al-
driven security enables these entities to securely exchange data, coordinate actions, and
maintain trust in distributed industrial ecosystems. CPS 2.0 architectures leverage machine
learning algorithms to facilitate real-time decision-making while continuously monitoring
for cyberthreats and operational anomalies. Autonomous collaboration is implemented
through secure machine-to-machine (M2M) communication protocols that support dy-
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namic resource sharing and coordinated task execution [63]. DTs enhance collaboration
by providing virtual representations of physical assets, enabling predictive analytics and
synchronized responses between system components. In Industry 6.0 environments, Al-
driven security agents collaborate across the edge, fog, and cloud layers to detect, assess,
and mitigate cyberattacks with minimal human intervention. Self-organizing CPS 2.0
networks can dynamically reconfigure communication paths and operational workflows
to maintain service continuity in the event of disruption. Collaborative security frame-
works leverage federated learning and distributed intelligence, enabling multiple devices
to learn from shared experiences without exposing sensitive data. Human-centric design
principles enable transparent collaboration between autonomous systems and operators,
enabling meaningful security decisions and providing human oversight when needed [64].
Industry 6.0 Collaboration: CPS 2.0 combines autonomous intelligence, resilient security
mechanisms, and connected IoT infrastructures to create secure, adaptive, and sustainable
infrastructures (Figure 9).

COLLABORATIVE INTELLIGENCE

DT
Simulation

ToT/IIoT devices
a Sensors and actuators

Human operators
Supervision, XAl
Autonomous Security agents
machines etection, p h Self-healing, response
Robots and production s and recovery

FL AND SHARED KNOWLEDGE
Figure 9. Role of CPS 2.0 within Industry 6.0 paradigm.
3.10. Advantages and Weaknesses of Autonomous CPS 2.0

CPS 2.0 enables real-time decision-making through the integration of edge computing,
which reduces latency and improves responsiveness in time-critical applications. The
incorporation of Al, ML, and GenAl strengthens predictive analytics, supports anomaly
detection, and enhances adaptive defense mechanisms against evolving cyber threats.
FL further contributes by enabling collaborative model training without the exchange of
raw data, thereby improving privacy protection and supporting regulatory compliance.
The decentralized nature of the CPS 2.0 architecture also enhances system resilience by
eliminating single points of failure that are typical in centralized systems. In addition,
digital twin technologies and simulation environments allow safe testing and optimization
of system behaviors before deployment in real-world conditions. However, the increasing
reliance on advanced Al systems introduces challenges related to model interpretability,
making it difficult to explain, justify, or validate automated decisions [65].

At the same time, edge computing and federated learning environments are con-
strained by limited computational resources, communication overhead, and variability in
data quality across distributed nodes. The integration of multiple advanced technologies
further increases system complexity and raises significant interoperability challenges, of-
ten requiring expensive standardization efforts. Security risks also persist, as federated
learning and GenAl models remain susceptible to adversarial attacks, data poisoning, and
manipulation attempts [66]. While CPS 2.0 provides improved adaptability, scalability,
and operational efficiency, these advantages are accompanied by new challenges related
to system complexity, operational cost, and secure management of highly distributed
intelligent infrastructures.

Mitigation strategies in CPS 2.0 are primarily grounded in a zero-trust security model
that enforces continuous authentication and authorization for all devices, users, and appli-
cations. Edge intelligence reduces dependence on centralized servers, thereby lowering
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latency risks and enabling rapid local responses to cyber incidents. FL is employed as
a privacy-preserving mechanism that limits exposure of raw data while improving the
robustness of global security models. In addition, adversarial training and continuous
model validation are used to strengthen Al and GenAl systems against data poisoning,
evasion, and manipulation attacks. Redundant, fault-tolerant system architectures further
ensure operational continuity even under cyberattacks or system failures [67]. Continuous
monitoring and anomaly detection mechanisms provide early warning capabilities by
identifying abnormal behavior before it escalates into major disruptions.

In application domains, CPS 2.0 enhances predictive maintenance in industrial control
systems, enabling earlier detection of equipment degradation and reducing operational
downtime. In smart manufacturing environments, it supports optimized production
processes while maintaining resilience against cyber—physical threats. In power grid
systems, CPS 2.0 facilitates real-time load balancing and intrusion prevention, thereby
safeguarding critical energy infrastructure from failures and malicious interference. In
transportation systems, it enables autonomous vehicle coordination and intelligent traffic
management, where integrated risk mitigation strategies are essential to ensure both
functional safety and cybersecurity.

3.11. Conceptual Roadmap for Developing Resilient, Secure, and Privacy-Preserving Autonomous
CPS 2.0 Infrastructure Prepared for Industry 6.0

Building on our proposed concept, we begin by adopting a zero-trust architecture as
the foundational security paradigm, ensuring continuous authentication and verification of
all devices, services, and users [68]. To strengthen privacy while preserving operational
efficiency, we integrate end-to-end encryption alongside data minimization techniques.
A decentralized network of redundant edge computing nodes is established to reduce
latency, enhance system resilience, and maintain continuity of operations during poten-
tial network disruptions. Al-driven anomaly detection mechanisms are incorporated to
enable real-time identification of cyber—physical threats and to support adaptive responses
that prevent cascading system failures. Blockchain and distributed ledger technologies
are utilized to secure machine-to-machine interactions, improve traceability, and ensure
data integrity across interconnected supply chains. DT and simulation environments are
developed to continuously evaluate CPS infrastructures under cyber, physical, and hybrid
threat scenarios.

Furthermore, system design emphasizes modular and interoperable components,
allowing seamless updates and security patches without interrupting critical operations.
Privacy-enhancing technologies (PETs), including FL and secure multi-party computation,
are implemented to enable collaborative intelligence without exposing sensitive data.
Human-centric governance frameworks are introduced to balance automation with ethical
oversight, ensuring transparency, accountability, and trust in decision-making processes.
Self-healing capabilities are embedded within CPS 2.0 components to enable automatic
reconfiguration, rerouting, and recovery from faults or cyber incidents. In parallel, cross-
sector standards and compliance frameworks are advocated to harmonize security and
resilience requirements across industries and geographic regions.

The next phase involves the development of real-time situational awareness dash-
boards that integrate cyber, physical, and human data streams to support rapid and in-
formed decision-making [69-74]. This approach also incorporates ecological and sus-
tainable design principles to ensure alignment with Industry 5.0 priorities, particularly
human-machine collaboration and environmental responsibility [75-78]. Looking ahead,
the vision extends toward cognitive CPS 2.0 ecosystems characterized by context-aware,
adaptive, and predictive interactions between humans and machines [79]. Continuous
lifelong learning mechanisms are essential to enable ongoing evolution of CPS 2.0 infrastruc-
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ture, ultimately supporting the transition toward Industry 6.0, defined by hyper-intelligent,
autonomous, and globally interconnected systems. Table 9 presents a five-layer CPS 2.0
ecosystem in which governance defines operational rules, technology provides the foun-
dational infrastructure, security ensures trust and resilience, the human layer enables
collaboration, and sustainability ensures long-term system viability.

Table 9. Layered structure of a resilient, secure, and privacy-aware autonomous CPS 2.0 (own elaboration).

Layer Name Functions

Zero-trust principles should serve as a mandatory benchmark
across all industries. Cross-sector standards, regulatory
compliance frameworks, and international cooperation should
promote interoperability. Ethical oversight mechanisms must
ensure integrity, transparency, and accountability, while
sustainability-focused regulations should align with the values
and objectives of Industry 5.0 [80,81].

Governance
and strategy

End-to-end encryption and data minimization should be
implemented as default configurations. Al-driven threat
intelligence and anomaly detection capabilities should enable
proactive cybersecurity defenses. Self-healing mechanisms
should support automatic recovery from disruptions, while
PETs, including FL, should facilitate secure and
privacy-preserving collaboration [82,83].

Security
and privacy

Human-centered management approaches should balance
system autonomy with appropriate human oversight.
Operator dashboards should provide real-time situational
Organization awareness to support informed decision-making.
and Interdisciplinary training programs should bridge the human,

human-centricity cyber, and physical domains, fostering integrated expertise. In
addition, a culture of ethical design should guide innovation
and the implementation of CPS, ensuring responsible and
sustainable development [84,85].

Modular and interoperable architectures should be adopted to
enhance scalability, flexibility, and seamless system integration.
Edge and fog computing nodes should support low-latency
Technology operations and improve system resilience. Blockchain and
and infrastructure distributed ledger technologies should enable secure and
trustworthy data exchange among machines, while digital
twins should facilitate predictive monitoring, simulation, and
stress testing to optimize performance and reliability [86-88].

Energy-efficient and sustainable infrastructures, including
Green Al technologies, should be designed to minimize
environmental impact. Adaptive and cognitive CPS

Sustainability
and readiness
for development

ecosystems should continuously learn, evolve, and respond to
changing operational contexts. Lifelong learning mechanisms
should enable ongoing improvement and readiness for the

transition toward Industry 6.0. Furthermore, resilient global
collaborative networks should promote inclusivity, innovation,
and long-term economic sustainability [88,89].

4. Discussion

CPS 2.0 represents the next evolution of digital-physical integration, bringing together
edge computing, Al, GenAl, and FL to support the development of resilient, adaptive,
and intelligent infrastructures aligned with Industry 4.0 and Industry 5.0 paradigms. In
contrast to conventional centralized architectures, CPS 2.0 prioritizes decentralized system
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designs that better address challenges related to latency, scalability, and data sensitivity [90].
However, these technological advancements also introduce a wide range of challenges
spanning technical, economic, social, ethical, and legal dimensions [91-94].

The revised taxonomy classifies Al-based cybersecurity capabilities according to their
functional roles in the CPS 2.0 security lifecycle, rather than individual technologies. The
first layer, intelligent detection and monitoring, focuses on the continuous collection, ag-
gregation, and pre-processing of data from sensors, IoT devices, and cyber—physical assets
to provide comprehensive situational awareness. The second layer, distributed learning
and privacy protection, encompasses techniques such as FL, edge intelligence, and privacy-
enhancing methods that enable collaborative model training without exposing sensitive
data. The third layer, Al-based threat detection and prediction, leverages ML, DL, and
GenAl to identify anomalies, recognize attack patterns, predict emerging threats, and sup-
port cybersecurity decision-making. The fourth layer, autonomous response and recovery,
encompasses Al-based mechanisms that automatically select and implement mitigation
strategies, isolate infected components, and restore normal system operation with minimal
human intervention. The fifth layer, continuous adaptation and system resilience, enables
cybersecurity models to learn from operational feedback, adapt to evolving attack strate-
gies, and improve long-term resilience and reliability. These functional layers create an
integrated security workflow in which information and decisions continuously flow from
monitoring to learning, prediction, response, and adaptation. Unlike technology-centric
classifications, this taxonomy highlights the operational roles Al plays throughout the cyber-
security lifecycle. It also illustrates how multiple technologies—including edge computing,
FL, DTs, and GenAl—interact within each functional layer to provide adaptive defense.
Therefore, the proposed taxonomy highlights the evolution of CPS cybersecurity from
static, reactive defense mechanisms toward intelligent, autonomous, and resilience-focused
security architectures characteristic of CPS 2.0.

From a technical perspective, limitations include constrained resources, interoper-
ability difficulties, and increased exposure to cyberattacks, while economic challenges
arise from substantial investment requirements, high operational costs, and increased
demand for specialized expertise [95,96]. At the same time, social and ethical concerns
are becoming more prominent, particularly in relation to employment shifts, governance
structures, privacy protection, and accountability. Legal complexities are also emerging,
especially regarding cross-border data exchange and the attribution of responsibility in
distributed decision-making systems [97,98]. Despite these challenges, CPS 2.0 offers signif-
icant advantages, including real-time threat detection, predictive maintenance, improved
system resilience, and privacy-preserving collaboration enabled by federated learning [99].
Effective risk mitigation strategies include zero-trust security models, adversarial training,
system redundancy, continuous monitoring, and the use of digital twin environments
for simulation-based security testing and validation [100]. Real-world applications in
domains such as industrial control systems, energy networks, and transportation infras-
tructures highlight both the transformative potential and the associated risks of CPS 2.0
deployment [101]. In next study, authors proposed a framework for assessing the resilience
of cyber—physical power systems (CPPSs) that covers the entire lifecycle of cyberattacks in
modern smart grids. This framework models the attack success probability using a Markov
node transition probability matrix with a depth-first search algorithm, while a mixed,
non-sequential Monte Carlo simulation determines the occurrence and recovery time of
circuit breaker failures. To represent the operational impact of successful cyberattacks,
the authors developed a power system response model based on optimal load shedding
using direct current flow and introduced four resilience metrics that assess attack resilience,
system adaptability, recovery capacity, and overall resilience. The proposed methodol-
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ogy was validated through simulations on the IEEE RTS 79 test system, demonstrating
its effectiveness in assessing the resilience of CPPSs in cyberattack scenarios [102]. Next
study examines the limitations of conventional power line hardening strategies, taking
into account the uncertainty and multi-stage nature of malicious attacks, as well as the
operational variability introduced by high wind power penetration. To improve defense
planning, the authors propose an adaptive, resilient Adaptive Reliability Planner-Attacker-
Operator (AR-PAO) model that integrates uncertain attack scenarios and variable wind
power generation into the power line hardening framework, supported by an efficient
solution algorithm. Validation on two IEEE Reliability Test Systems demonstrates that the
proposed approach effectively improves defense strategy optimization under uncertain
cyber—physical operational conditions [103].

The successful implementation of CPS 2.0 requires a balanced integration of tech-
nological innovation, robust regulatory frameworks, and international collaboration to
ensure secure, trustworthy, and sustainable operation in critical infrastructure systems. To
summarize the review and analysis results, we address the RQs:

1. RQ1: In CPS 2.0, the following Al-based autonomous security approaches have been
proposed and implemented in IoT ecosystems:

e  Al-based intrusion detection systems (IDSs) are widely used to develop au-
tonomous intrusion detection systems for CPS 2.0. These systems analyze net-
work traffic, device behavior, and communication patterns to identify mali-
cious activity in real time. Popular approaches include support vector machines
(SVMs), random forests, convolutional neural networks (CNNs), and long short-
term memory networks (LSTMs), which can detect both known and previously
unseen cyberattacks.

e Autonomous anomaly detection establishes normal operational baselines for
cyber—physical processes and IoT devices. Using unsupervised and semi-
supervised learning algorithms, these systems autonomously identify anomalous
behaviors that may indicate cyberattacks, hardware failures, or insider threats.
These approaches are particularly valuable in dynamic CPS environments where
attack signatures may be unavailable.

e Adaptive security based on machine learning (reinforcement learning) enables
CPS 2.0 systems to autonomously learn optimal security strategies through
continuous interaction with the environment. RL-based security frameworks
can dynamically adjust access controls, network configurations, and defenses to
minimize security risks while maintaining operational efficiency.

e  Al-based threat intelligence and prediction predictive Al models analyze his-
torical security events, threat sources, and system logs to predict potential cy-
berthreats before they occur. These approaches leverage machine learning al-
gorithms to identify attack patterns, assess risk levels, and provide proactive
mitigation recommendations in IoT-enabled CPS environments.

e  Al-based autonomous malware and botnet detection are increasingly being used
to identify malware infections and botnet activity targeting IoT devices. Deep
learning models can analyze executable behavior, communication flows, and
device interactions to automatically detect malware, even when attackers employ
obfuscation techniques.

e FL for privacy-preserving security enables distributed CPS and IoT devices
to jointly train Al security models without sharing raw data. This approach
enhances privacy, reduces centralized vulnerabilities, and supports scalable
security intelligence in geographically distributed CPS 2.0 environments while
maintaining data confidentiality.
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e  Al-based access control and authentication are used to develop adaptive authen-
tication mechanisms and intelligent access control. These systems continuously
evaluate user behavior, device trustworthiness, contextual information, and risk
factors to autonomously grant, restrict, or revoke access, thereby strengthening
CPS security against unauthorized access.

e  Self-healing and autonomous cyber defense systems represent an advanced form
of Al-based autonomous defense in CPS 2.0. These systems automatically detect
attacks, isolate infected components, restore affected services, and reconfigure
network resources without human intervention. This approach increases cyber
resilience and ensures the continuity of critical IoT-enabled infrastructures.

RQ2: Al-based autonomous security in CPS 2.0 in IoT ecosystems introduces a shift
from reactive, human-driven defense mechanisms to intelligent, adaptive, and contin-
uously learning defense architectures. Evidence from the recent literature highlights a
clear balance between significant benefits and equally significant technical, organiza-
tional, and societal constraints. The main benefits are primarily related to improved
real-time security intelligence and scalability. Al, combined with edge computing
and FL, enables continuous monitoring, rapid anomaly detection, and autonomous
response to cyber threats without relying on centralized infrastructure. This sig-
nificantly reduces latency and improves resilience in large-scale IoT environments.
FL further enhances privacy by enabling collaborative model training without shar-
ing raw data, which is particularly important in sensitive areas such as healthcare,
smart grids, and transportation. Generative Al models also enhance security’s predic-
tive capabilities, enabling early detection of complex or evolving attacks, including
zero-day threats. Furthermore, distributed architectures increase fault tolerance by
eliminating single points of failure and supporting self-healing and adaptive defense
mechanisms. Despite these advantages, several key challenges remain. One major
issue is resource constraints at the network edge, where limited computing power,
memory, and energy hinder the deployment of advanced Al models. Communication
overhead in federated learning systems, along with model drift and inconsistent
data quality across distributed nodes, can degrade performance. Interoperability
between heterogeneous devices and platforms in CPS 2.0 and IoT ecosystems also
remains unresolved, requiring standardization efforts. Security threats persist even
in Al-based systems, as adversarial attacks, data poisoning, and model manipula-
tion can target both centralized and distributed learning processes. Furthermore,
explainability remains a significant challenge, as autonomous decisions made by Al
are often difficult to interpret or justify in safety-critical environments. Key limitations
occur at the technical, economic, and managerial levels. High implementation costs
associated with edge infrastructure, AI/GenAl models, and federated learning plat-
forms limit adoption, particularly among small and medium-sized enterprises. Legal
and regulatory uncertainty surrounding cross-border data flows, accountability in
distributed decision-making, and compliance with privacy regulations further compli-
cates implementation. Increased automation, including job displacement, surveillance
risks, and limited human oversight of key decisions, further complicate ethical is-
sues. Furthermore, the lack of a mature, standardized framework for integrating
Al federated learning, blockchain, and edge computing limits interoperability at
scale and slows practical implementation. Al-based autonomous security in CPS 2.0
offers revolutionary improvements in real-time threat detection, privacy protection,
and system resilience, but its effectiveness is limited by limited resources, AI model
vulnerabilities, interoperability gaps, and unresolved ethical and regulatory issues.
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RQ3: New Al techniques are playing a key role in enabling autonomous security
capabilities in CPS 2.0 in IoT ecosystems, transforming how threats are detected,
mitigated, and managed in real time. In the literature, Al is consistently positioned
as a foundational intelligence layer that shifts cybersecurity from a rule-based and
reactive approach toward predictive, adaptive, and self-organizing defense mecha-
nisms. In autonomous threat detection, machine learning and deep learning models
enable continuous monitoring and analysis of large amounts of heterogeneous data
generated by IoT devices. These techniques can identify complex patterns, detect
anomalies, and recognize previously unobserved attack behaviors such as zero-day
exploits, advanced persistent threats, and data poisoning attempts. Deployed at
the edge, Al models significantly reduce detection latency by processing data close
to its source, while federated learning enables distributed training across multiple
nodes without exposing the raw data, improving both scalability and privacy. GenAl
further enhances detection by simulating attack scenarios and enriching training
datasets, improving model resilience in data-poor or imbalanced environments. In
terms of threat mitigation, Al-based systems support automated and context-aware
response mechanisms. When anomalies are detected, reinforcement learning and
adaptive Al models can trigger dynamic countermeasures such as traffic redirection,
access revocation, workload isolation, or system reconfiguration. In federated and
edge architectures, these responses can be executed locally, reducing reliance on cen-
tralized decision-making and improving response speed. Blockchain-integrated Al
frameworks further enhance threat mitigation by providing secure authentication,
tamper-proof logging, and trusted coordination between distributed CPS 2.0 compo-
nents. In terms of system resilience, Al contributes to system resilience by enabling
self-healing, predictive maintenance, and continuous adaptation to changing opera-
tional and cybersecurity conditions. Predictive analytics can predict system failures
or security breaches before they occur, enabling proactive interventions that reduce
downtime and improve reliability. Digital twin environments combined with Al also
enable continuous simulation and validation of security strategies across various
threat scenarios, increasing preparedness and reliability. Federated learning increases
resilience by distributing data across the network, ensuring that even if individual
nodes are compromised or go offline, the entire system continues to function securely.
Modern Al techniques (including DL, FL, RLGenAl, and edge intelligence) collec-
tively enable CPS 2.0 systems to transition to autonomous cybersecurity paradigms.
These techniques improve detection accuracy, shorten response times, and strengthen
system resilience, while enabling privacy protection and scalable security operations
in complex IoT ecosystems.

RQ4: Research on Al-based autonomous security in CPS 2.0 and IoT ecosystems has
made significant progress, but the literature consistently identifies several significant
gaps that limit current capabilities and shape future directions:

e A major research gap concerns the resilience of Al models under attack. While
machine learning, federated learning, and generative Al are improving detec-
tion and response capabilities, they remain vulnerable to attacks such as data
poisoning, unwinding, and model inversion. Existing defenses are still not suf-
ficiently robust in security-critical CPS environments, especially when attacks
target distributed learning pipelines at the network edge.

e Another key gap lies in the lack of explainability and reliability of autonomous
security decisions. Many Al-based intrusion detection and response systems
operate as “black boxes,” making it difficult for operators to interpret or verify
decisions in real time. This limits their implementation in regulated domains such
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as healthcare, energy, and transportation, where accountability and transparency
are essential.

e  Another limitation is the limited resources for deployment in edge and IoT
environments. CPS 2.0 systems rely heavily on edge devices with limited compu-
tational power, memory, and energy capacity, limiting the use of complex Al and
generative models. Efficient, lightweight, and adaptive Al architectures remain
underdeveloped, especially for large-scale, heterogeneous IoT deployments.

e There is also a significant gap in interoperability and standardization within
CPS 2.0 ecosystems. Current solutions often operate in isolated environments
with limited compatibility between federated learning platforms, edge platforms,
blockchain systems, and Al security modules. This fragmentation hinders large-
scale integration and real-world deployment.

e  From a data perspective, challenges remain in handling non-IID (independent
and identically distributed) and imbalanced data across distributed nodes, which
negatively impacts model convergence and accuracy in federated learning-
based security systems. Furthermore, issues such as model drift, inconsistent
data quality, and unreliable labeling continue to limit performance in dynamic
IoT environments.

e  Several research directions are emerging. First, there is a strong need for ro-
bust and attack-resistant Al frameworks, including hybrid defense mechanisms
combining federated learning, adversary training, and blockchain-based trust
management. Second, research should focus on explainable and eXplanable
(XAI) for CPS security, enabling transparent decision-making and validation
with human input. Third, the development of lightweight and energy-efficient
Al'models for edge devices is essential to ensuring real-time security in resource-
constrained environments.

e  Future work should also emphasize fully integrated CPS 2.0 security architec-
tures, where Al, FL, edge computing, and DTs operate in a unified orchestration
framework with standard protocols. Furthermore, privacy-preserving collabora-
tive learning techniques, such as enhanced federated learning with differential
privacy and secure aggregation, should be further optimized for scalability and
reliability. Research is also expected to evolve toward self-healing, autonomous,
and cognitive CPS ecosystems, where systems continuously learn, adapt, and
recover from attacks with minimal human intervention.

o  The field is moving toward highly autonomous, distributed, and intelligent secu-
rity frameworks, but achieving this vision requires overcoming key challenges in
reliability, transparency, interoperability, and scalability in real-world settings.

The discussion should go beyond describing cybersecurity mechanisms and empha-
size the fundamental relationship between security, resilience, autonomy, and the conver-
gence of the cyber and physical domains in CPS 2.0. CPSs tightly integrate computational
intelligence, communication networks, sensor infrastructure, and physical processes, cre-
ating highly interconnected environments in which cybersecurity incidents can rapidly
spread, leading to physical disruptions with security, operational, and economic conse-
quences. Unlike traditional IT systems, CPS security must simultaneously protect digital
assets, maintain the integrity of physical processes, and maintain real-time operational
continuity despite failures, malware attacks, or unpredictable environmental conditions.
Consequently, the concept of resilience has become a complementary goal to conventional
cybersecurity, emphasizing the ability of a CPS not only to prevent attacks but also to
anticipate threats, counter disruptions, adapt to changing conditions, quickly recover,
and continuously improve its defensive capabilities. This evolution reflects the growing
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realization that complete prevention of sophisticated cyberattacks is impractical in vast
IoT-based infrastructures characterized by heterogeneous devices, distributed control archi-
tectures, dynamic topologies, and expanding attack surfaces. The increasing adoption of
edge computing, cloud-native services, software-defined networks, DTs, and autonomous
decision-making further complicates security management by introducing additional de-
pendencies, trust relationships, and potential vulnerabilities across multiple computational
layers. At the same time, the rapid development of Al poses a dual challenge: Al techniques
significantly improve threat detection, anomaly identification, adaptive risk assessment,
and automated incident response, while AI models themselves become attractive targets
for manipulation, data poisoning, model inversion, and privacy attacks. Achieving reliable
CPS operation therefore requires security mechanisms capable of continuously assessing
system health, correlating heterogeneous data sources, reasoning under uncertainty, and
autonomously selecting mitigation strategies without compromising real-time security or
constraints. These requirements have accelerated the shift from static, rule-based security
architectures to cognitive and autonomous cybersecurity frameworks that integrate ML, re-
inforcement learning, FL, GenAl, and XAl into continuous monitoring and decision support.
From a resilience perspective, effective CPS protection goes beyond intrusion detection to
encompass adaptive system reconfiguration, fault isolation, self-healing, predictive main-
tenance, and coordinated recovery mechanisms that minimize cascading failures across
interconnected cyber and physical components. Therefore, security and resilience should
be viewed as mutually reinforcing properties within CPS 2.0, where Al-based autonomous
defense architectures provide the insights necessary to maintain the reliable, robust, and
resilient operation of increasingly complex IoT ecosystems operating in dynamic and
aggressive environments.

4.1. Limitations

The review is limited by the selection of scholarly databases, which may have ex-
cluded relevant studies indexed elsewhere. The search strategy, including the selection of
keywords and inclusion criteria, may have influenced the scope of emerging or interdisci-
plinary research on Al-based cybersecurity in the context of CPS 2.0 and IoT. The search
strategy required the use of the term “autonomy” in the primary search string, which may
have excluded relevant studies addressing autonomous cybersecurity concepts without
explicitly using this terminology, thereby introducing a degree of selection bias. This
potential bias was mitigated by backward and forward citation tracking, manual selection
of highly relevant publications, and expert judgment during narrative synthesis; however,
it cannot be considered completely eliminated. Only peer-reviewed publications in English
were included, potentially introducing linguistic and publication bias while simultaneously
excluding the valuable gray literature and industry reports. As a narrative review, the study
does not fully utilize formal bibliometric methodology, a systematic review protocol, or
quantitative meta-analysis, limiting an objective assessment of publication trends, citation
networks, and research impact. The synthesis and interpretation of the selected literature
inevitably involve a degree of authorial judgment, which may influence the relative empha-
sis placed on particular technologies or research directions. Therefore, the results should
be interpreted as a qualitative synthesis of the current state of knowledge rather than a
statistically comprehensive representation of the entire research landscape.

We examined the limitations associated with the proposed CPS 2.0 infrastructure
roadmap. The large-scale deployment of zero-trust architectures and advanced crypto-
graphic mechanisms may introduce substantial computational overhead and increased
latency, particularly in real-time CPS 2.0 environments. Similarly, Al-based anomaly de-
tection systems are subject to inaccuracies, where false positives or false negatives may
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either disrupt normal operations or fail to identify sophisticated threats. The integration of
blockchain technologies also presents challenges related to scalability, energy consumption,
and interoperability, especially in high-throughput, low-latency industrial contexts. Digi-
tal twin and simulation-based approaches require considerable computational resources,
domain expertise, and high-fidelity system modeling, which may not fully capture real-
world complexity [103,104]. In addition, privacy-preserving techniques such as FL are
still in relatively early stages of maturity, limiting their widespread adoption across het-
erogeneous CPS 2.0 environments. The establishment of global standards and unified
governance frameworks is further constrained by geopolitical factors, regulatory diver-
gence, and uneven levels of regional implementation. The deployment of self-healing
and adaptive mechanisms increases overall system complexity, which may introduce un-
intended behaviors or new security vulnerabilities [105]. The proposed roadmap also
assumes the availability of highly skilled professionals in cybersecurity, artificial intel-
ligence, and CPS 2.0 engineering—an assumption that may not align with current labor
market constraints. Furthermore, sustainability objectives may conflict with industrial
priorities focused on cost efficiency and operational performance, limiting their practical
adoption. Finally, efforts to prepare for the highly autonomous ecosystems envisioned
in Industry 6.0 may risk overly speculative system designs, as future technological and
societal trajectories remain uncertain and require careful mitigation strategies (Table 10).

Table 10. Proposed strategies for addressing existing limitations to enhance the sustainability and
practical applicability of the autonomous CPS 2.0 roadmap (author’s own elaboration).

Constraint Proposed Way of Mitigating
Lightweight cryptographic techniques, such as elliptic curve cryptography (ECC) and
Zero-trust post-quantum optimized algorithms, should be integrated to enhance security while
and minimizing computational overhead. Hardware accelerators should further improve
cryptography overhead  processing efficiency, reducing latency and supporting the real-time performance
requirements of CPS.
Hybrid approaches that integrate rule-based methods with Al-driven detection should
Al anomaly

detection errors

be employed, complemented by periodic human validation to minimize false positives
and false negatives.

Blockchain scalability

Permissioned blockchains or Layer 2 scaling solutions, such as sidechains and sharding,
should be implemented to enhance transaction throughput while improving

challenges energy efficiency.
DT Begin with partial or modular digital twins centered on critical assets, then
complexity progressively expand the models by incorporating feedback from operational data.

Immaturity of
PETs

Hybrid approaches that integrate PETs with traditional anonymization techniques
should be adopted, alongside phased pilot implementations to progressively build and
mature capabilities over time.

Incompatibility
with global governance

Regional standardization efforts should be prioritized initially, with a focus on
developing interoperable bridges rather than pursuing immediate global uniformity.

Complexity Systems should be designed with security-by-default principles and multi-layered
of self-healing recovery mechanisms, ensuring that self-healing processes do not override or
mechanisms compromise critical security constraints.
Interdisciplinary training programs should be established, supported by Al-driven
Staff shortages development tools, and reinforced through public—private partnerships to accelerate

skills development.
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Table 10. Cont.

Constraint

Proposed Way of Mitigating

Sustainability
vs. efficiency

A dual-optimization strategy should be adopted to balance high-throughput operations
with eco-friendly scheduling, energy-efficient equipment usage, and circular
economy principles.

Uncertainty about
the future
of Industry 6.0

Flexible, modular architectures should be implemented to support adaptation to diverse
future scenarios while avoiding overinvestment in speculative or uncertain projects.

4.2. Direction of Further Research

The research directions presented below (Table 11) are intended to support the devel-

opment of an autonomous CPS 2.0 infrastructure that is not only technically resilient, but

also ethically governed, human-centered, and environmentally sustainable.

Table 11. Main research directions (own elaboration).

Area of Research

Detailed Description

Lightweight security protocols for CPS

Cryptographic and authentication mechanisms should be developed and
optimized for real-time, resource-constrained environments while
maintaining strong resilience and security [106].

Al for adaptive cyber—physical defense

Explainable, self-learning, and context-aware Al models should be
developed to detect and respond to hybrid cyber—physical attacks while
reducing false positives [107].

Privacy-preserving collaborative

FL, homomorphic encryption, and secure multi-party computation should
be extended to support cross-industry data sharing without exposing

frameworks sensitive information [108].

Blockchain Scalable and energy-efficient distributed ledger technologies (DLTs) and
and beyond consensus mechanisms should be explored and tailored to industrial
for CPS trust machine-to-machine ecosystems [109].

DTs resilience

Multi-scale, real-time digital twins should be developed to simulate not
only physical and cyber disruptions but also interactions among humans

modeling and the environment within the context of Industry 5.0 and
Industry 6.0 [110].
Self-healing Architectures should be explored that integrate redundancy, Al-driven
and autonomous data recovery, and human oversight to maintain the stability of
CPS systems safety-critical systems during failures [111].
Governance Adaptive policy frameworks and interoperability standards should be

and standardization models

developed to balance global harmonization with local regulatory, cultural,
and ethical requirements [112].

Novel
human-machine
collaboration
paradigms

Cognitive, ergonomic, and ethical interfaces should be developed to
ensure that humans retain decision-making authority within increasingly
autonomous CPS ecosystems [113].

Sustainable/ecological CPS systems

Energy-efficient architectures, circular economy strategies, and
carbon-neutral design principles should be explored to align CPS 2.0 with
the sustainability goals of Industry 5.0 [114].

Future-proof
CPS systems
for Industry 6.0

Architectures should be explored that can evolve into highly intelligent,
globally connected systems while prioritizing resilience against unknown
and emerging threats [115].
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The thematic groupings presented in Figure 10 provide a structured way to organize
the content, illustrating how technical, human, governance, and sustainability dimensions
are interconnected and collectively shape the prioritization of research and implementation
activities [116].

Lightweight security protocols for CPS 2.0

Al for adaptive cyber-physical defence

Blockchain and beyonf for CPS 2.0 trust Human-machine

DT resilience modeling collaboration paradigms
Posquantum cryptography solutions Privacy-preserving
Self-healing and autonomic CPS 2.0 collaboration frameworks

Human-centric and
organizational dimensions

Technical foundations

Governance and policy Sustam?blltlltly a;ntd readiness
or the future
Sustainable and green CPS 2.0
Future-proof CPS 2.0
for Industry 6.0.

Standardization models.

Ethics and legal issues

Ethics-by-design approaches

Figure 10. Cluster-based overview of the main research directions for resilient, secure, and privacy-
preserving CPS 2.0 s (own elaboration).

The future research agenda for autonomous security in CPS 2.0 focuses on trans-
forming cybersecurity from reactive defense mechanisms to proactive, adaptive, and self-
evolving defense ecosystems. A key research direction is the development of cyberphysics-
based security models capable of understanding the complex interactions between cyberat-
tacks and their potential physical consequences [117]. Future systems should integrate DTs,
physics-based Al, and cyber—-physical attack graphs to enable accurate risk assessment and
impact prediction [118]. Another key area is securing the communication infrastructure con-
necting IoT devices, edge nodes, and cloud platforms against interception, manipulation,
and availability attacks [119]. Research should include adaptive network protection mecha-
nisms, zero-trust architectures, and lightweight security protocols suitable for large-scale,
resource-constrained CPS environments. The security and trustworthiness of AI models
pose significant challenges, requiring robust approaches to protect against adversarial
attacks, data poisoning, model manipulation, and unreliable autonomous decisions [120].
Future Al-based security frameworks should incorporate XAlI, secure FL, and continuous
model validation to ensure transparency, reliability, and accountability [121]. A resilience-
focused CPS 2.0 design should go beyond attack prevention to enable systems to detect,
adapt, recover, and maintain critical operations during cyber disruptions [122]. Self-healing
architectures, autonomous recovery strategies, and reinforcement learning-based security
policies are promising approaches to achieving adaptive resilience [123]. Privacy-preserving
intelligence will remain essential, requiring advanced federated learning, differential pri-
vacy, and secure collaborative learning mechanisms in distributed CPS environments [124].
Human-AlI collaboration should also be explored to establish appropriate levels of over-
sight, decision support, and governance for autonomous cybersecurity operations. Future
research must address the standardization, certification, and regulatory challenges associ-
ated with implementing Al-based autonomous security in safety-critical CPS applications.
The integration of GenAl, edge computing, federated intelligence, and DTs is expected to
create more context-aware and adaptive cybersecurity ecosystems [125]. A key goal is to
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develop CPS 2.0 architectures capable of continuous learning and autonomous adaptation
to evolving cyberthreats [126]. This roadmap outlines a path to secure, scalable, privacy-
aware, and resilient CPS 2.0 infrastructures supporting future Industry 4.0 and Industry
5.0 applications [127-129]. Structured research trajectory for CPS 2.0 autonomous security
development is presented in Table 12.

Table 12. Research Roadmap for Autonomous Security in CPS 2.0.

NI Future R rch Enablin
Research Area Current Limitations utu ¢ Hesedrc ab 5
Objectives Technologies
. Limited understanding Integrated cyber physical Digital twins,
Cyber—physical . risk Lo
. . of cyber-to-physical o physics-informed Al,
security modeling . prediction
attack propagation ; . attack graphs
and impact analysis
Communication Vulnerable IOT ar.1d edge . Adaptive an.d . Al-based IDS, zero trust,
. communication resilient communication
security . . secure protocols
infrastructures protection

Al model security

Vulnerability to adversarial

attacks and unreliable
decisions

Trustworthy, explainable,
and robust Al security

XAl robust ML, secure FL,
GenAl governance

Autonomous
response

Limited automation and
human dependency

Self-adaptive and
self-healing defense
mechanisms

Reinforcement learning,
autonomous agents

Privacy preservation

Data sharing limitations
across organizations

Secure collaborative
intelligence

Federated learning,
differential privacy

System resilience

Security mainly focused
on prevention

Continuous operation
under attack conditions

Resilience engineering,
redundancy, adaptive

control

Governance and
human oversight

Al governance, standards,
human-AI collaboration

Responsible and certifiable
autonomous security

Lack of standards for
autonomous cybersecurity

5. Conclusions

Autonomous CPS 2.0 represents a major advancement in the integration of physi-
cal processes with intelligent, distributed cyber capabilities. The incorporation of edge
computing, AI/ML, GenAl, and FL enables unprecedented levels of adaptability, scala-
bility, and real-time responsiveness across loT ecosystems. However, these technological
advancements also significantly expand the attack surface, introducing new security risks
such as adversarial Al attacks, data manipulation, and model exploitation. As a result,
traditional centralized security approaches are no longer sufficient, necessitating a shift
toward proactive, decentralized, and intelligent security paradigms.

Key challenges related to privacy, interoperability, and accountability remain critical
and require coordinated technical, organizational, and regulatory responses. Effective miti-
gation strategies must integrate zero-trust architectures, resilient system design, and contin-
uous monitoring mechanisms to ensure operational stability and security. Real-world appli-
cations in domains such as industry, energy systems, and transportation highlight both the
transformative potential of CPS 2.0 and the heightened exposure to cyber—physical threats.
Achieving secure and trustworthy CPS 2.0 ecosystems will require a balanced approach
that combines technological innovation, strong governance frameworks, and international
collaboration to effectively address evolving cyber threats in IoT-driven environments.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial intelligence

API Application Programming Interfaces
AR-PAO Adaptive Reliability Planner-Attacker-Operator
CPPS Cyber—physical power system

CPS Cyber-Physical System

CNN Convolutional neural network

DDoS Distributed denial-of-service

DL Deep learning

DLT Distributed ledger technology

DOI Digital Object Identifier

DP Differential privacy

DSPN Deterministic and stochastic Petri net
DT Digital twin

EaCPS Edge-assisted CPS

ECC Elliptic curve cryptography

EEFED Execution & Evaluation Dual Network Framework
FDIA False data injection attacks

EIS Edge Intelligence System

FL Federated learning

FL-BIDPS  Federated learning and blockchain-integrated intrusion detection system
FL-CPS Federated learning-enabled CPS

GenAlI Generative artificial intelligence

HCPS Human-cyber-physical systems

HE Homomorphic encryption

ICPS Industrial CPS

IDS Intrusion Detection System

1D Independent and identically distributed
IoT Internet of Things

IoUT Internet of Underwater Things

ITS Intelligent Transportation System
LSTM Long short-term memory network
M2M Machine-to-machine

MEC Mobile edge computing
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MITM Man-in-the-middle

ML Machine learning

PEF-CAPD  Privacy-Enhanced Federated Cyber Physical and Attack Detection
PET Privacy-enhancing technology

PLC Programmable Logic Controllers

RQ Research question

SCADA Supervisory Control and Data Acquisition
SDN Software-defined network

SDG Sustainable Development Goal

SVM Support vector machine

VCPS Vehicular Cyber-Physical System

XAI eXplainable Al
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