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Abstract

This paper introduces a novel physical layer authentication technique for Internet of Things
(IoT) networks, leveraging channel state information (CSI) data from Wi-Fi signals to
distinguish between authorised and unauthorised nodes and thereby enhancing security
without compromising performance. The core novelty lies in its integrated framework,
which employs non-negative matrix factorization (NMF) for efficient feature selection and
a Gaussian mixture model (GMM) for identifying complex patterns within the CSI data
specifically adapted to the dynamic nature of IoT networks. NMF is utilised to mitigate the
high dimensionality and redundancy inherent in raw CSI metrics, reducing processing load,
extracting salient features, alleviating overfitting risks, and exhibiting superior resilience to
noise. Following NMF, the GMM component is used for data classification, capitalising
on its probabilistic and soft clustering attributes to represent intricate distributions and
handle heterogeneous CSI data characteristics. This integrated proposed methodology
not only exploits the inherent nonlinear and probabilistic characteristics of CSI data but
also upholds computational efficiency, making it highly suitable for implementation in
resource-constrained IoT wireless networks. The model achieves exceptional classification
proficiency, with an accuracy rate of 99.83 percent and a recall of 100 percent, which are
crucial for cybersecurity and anomaly detection. Furthermore, the system is designed for
efficiency and minimal resource consumption, exhibiting good computational efficiency,
reduced training duration, and lower energy consumption compared with more complex,
heavily exploited architectures for CSI data processing like CNN and CNN + LSTM, making
it particularly suitable for resource-constrained IoT environments.

Keywords: IoT; GMM; NMF; CSI; lightweight; authentication; ESP32

1. Introduction

The Internet of Things (IoT) is a network of connected objects and sensors that is
vital in a variety of fields, including industries, smart cities, healthcare, and agriculture.
It enables the automation, observation, and management of diverse systems, predomi-
nantly depending on a wireless connection for the interchange of data [1]. In order to
address security problems in source-constrained situations, efforts have been made to build
lightweight encryption algorithms for wireless sensor networks (WSNs) and the Internet
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of Things [2]. The effort to adopt a lightweight paradigm in diverse technological frame-
works, particularly concerning security within wireless IoT infrastructures, necessitates the
navigation of a multifaceted landscape of trade-off. One significant hurdle associated with
this task is achieving a balance between improving performance and the critical necessity
of maintaining stringent security measures. In efforts to decrease resource demands, touch-
ing on processing potential, memory allocation, and energy levels, there appears to be a
related risk of compromising security soundness. Conventional cryptography techniques
are frequently computationally expensive for nodes [3], and key management presents
difficulties for authentication systems that depend on secret keys [4,5]. This is pertinent
when additional complexities, such as key management protocols, are integrated. Conse-
quently, although lightweight methodologies aim to improve performance metrics, they
must simultaneously address intrinsic vulnerabilities that materialise from the adoption of
simplified or inadequately secure key management practices. Established cryptographic
techniques, which customarily rely on set frameworks and notions about device perfor-
mance, may experience obstacles in adequately securing such diverse situations. This
change might uncover security flaws, highlighting the urgent demand for solutions that are
equally flexible and strong across various devices and scenarios [6]. Compared with typical
cryptographic solutions, Physical (PHY) layer techniques reveal a promising substitute.
These methodologies capitalise on the intrinsic physical attributes of the communication
medium to strengthen security measures. As a case in point, individuals could use the
unique aspects of wireless signals, which encompass signal power and fluctuations over
time, to set up secure communication channels. By focusing on the physical layer, these
techniques can offer intrinsic security enhancements, as they do not require extensive
computational resources or intricate key management systems [7]. This groundbreaking
technique strengthens security while ensuring that the mobility and efficiency essential
for the operational success of IoT devices are retained. In essence, although the drive
for lightweight solutions within IoT networks encounters various challenges, particularly
those around performance and security, investigating the PHY layer techniques uncov-
ers a workable pathway to attain both targets. By re-evaluating the implementation of
security and focusing on the distinctive attributes of the physical communication layer, it
becomes feasible to devise solutions that are both effective and efficient, thus facilitating
the sustained advancement and deployment of IoT technologies.

Using PHY layer authentication, lightweight authentication can be achieved, and the
trade-off between IoT network security and performance may be addressed. The PHY layer
authentication algorithms can identify if a node is authorised or unauthorised based on the
physical characteristics of wireless communication. The number of characteristics of the
physical layer that are often exploited, including carrier frequency offset (CFO), in-phase
quadrature phase imbalance (IQI), channel impulse response (CIR), and the signal strength
indicator (SSI) [8,9] are received by CSI [10,11].

In this article, CSI is utilised to improve the authentication process by harnessing
its inherent capacity to distinctly characterise wireless channels and accurately differen-
tiate between authorised and unauthorised IoT nodes. In contrast to other attributes of
the physical layer, CSI captures the nuanced spatial-temporal dynamics of the wireless
medium, facilitating more robust device identification even in challenging conditions, such
as suboptimal signal-to-noise ratios [12]. By reflecting fluctuations in signal propagation,
variations in power, and temporal channel behaviours, CSI furnishes a more comprehensive
and discriminative fingerprint of communicating devices. This dependence on fundamen-
tal physical-layer characteristics—intrinsic attributes of wireless communication rather
than environment-specific artefacts—enhances security while promoting broader appli-
cability beyond strictly controlled laboratory environments [13]. As a result, the inherent
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resilience and versatility of CSI render it a compelling basis for scalable and robust IoT

authentication frameworks.

To address the challenges of security and resource limitations in IoT networks, our
proposed physical layer authentication method leverages NMF and GMM. NMF plays
a crucial role by mitigating the high dimensionality and redundancy in CSI metrics, ef-
fectively reducing processing load and extracting salient features essential for accurate
authentication in resource-limited IoT devices [14]. This approach enhances computational
efficiency, alleviates overfitting risks, and demonstrates superior resilience to noise, making
it robust in dynamic environmental conditions. Following NMF, the GMM component
further enhances suitability by adeptly representing intricate distributions and handling
the heterogeneous characteristics of CSI data, which is critical for dynamic IoT networks.
GMMs also offer resilience to noise, preserve data integrity, and are scalable for managing
extensive datasets. This integrated methodology not only exploits the inherent nonlinear
and probabilistic characteristics of CSI data but also upholds computational efficiency,
making it highly suitable for implementation in resource-constrained IoT wireless net-
works. Promising applications of CSI are demonstrated in applications as a behavioural
biometric [15-17].

The main contributions of this paper are as follows:
¢  Weintroduce a novel low-resource-consuming physical layer authentication method

specifically designed for IoT devices with Wi-Fi capabilities. This method successfully

addresses the unique difficulties that arise in IoT contexts, guaranteeing improved
security and flexibility in the intricacies of networked systems.

*  We achieve initial authentication by exploiting the CSI data obtained from the nodes,
using the different physical placements of devices within the system to enhance the
authentication accuracy.

e  Using the CSI data from these nodes, an enhanced NMF + GMM-based method is
proposed to categorise the nodes as permitted or unauthorised. This model offers a
more efficient and reliable authentication mechanism that adapts to the dynamic and
constantly changing nature of IoT networks.

*  We employ the amplitude of the CSI data in the suggested model for both testing
and training. The robustness of the model in various circumstances is demonstrated
by its thorough validation of efficacy and reliability through intensive training and
rigorous testing procedures, as well as by comparison with deep learning models and
state-of-the-art methods.

2. Literature Review

Traditional CSI-based authentication methods, such as dynamic time warping (DTW)
and the Neyman-Pearson (NP) test, require significant knowledge of channel behaviour,
limiting their performance in dynamic communication situations [10,18]. These methods
do not perform as well in real-world situations because they have trouble with complicated
patterns and time-variant channels. The research gap for these methods lies in their inability
to adapt to dynamic conditions and their reliance on extensive prior channel knowledge,
making them impractical for many IoT deployments. Deep neural networks (DNNs), such
as convolutional neural networks (CNNs), recurrent neural networks (RNNs), and hybrid
convolutional recurrent neural networks (CRNNs), were developed in [19] to overcome
these constraints. While RNNSs are better at capturing the temporal correlations between
frequencies, CNNs are better at extracting local characteristics from CSI. By combining
the two, the CRNN model increases robustness and accuracy. The proposed method has
the advantage of DNNs automatically adapting to varying conditions and also having
the capability to reduce false alarms and missed detections in comparison with other
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techniques, along with being capable of capturing local and temporal patterns in CSI data.
However, this methodology requires a high amount of resources to execute in real time, and
there is the possibility that DNNs overfit if diversity in training CSI data is not available.

CSI in OFDM systems provides rich data for Wi-Fi sensing applications such as
device-free localisation, human pose recognition, and person identification. Historically,
research has relied on the Intel 5300 Network Interface Card (NIC) to gather CSI data.
Its mobility and versatility are limited by the requirement for a host computer, which
prevents researchers from investigating scenarios such as mobile receiver (RX) devices
or active repositioning. The authors of [20] presented a low-cost CSI collection method
that uses the ESP32 microcontroller and the Espressif loT Development Framework. The
ESP32 offers mobility and repositioning capabilities that were previously unattainable with
conventional equipment, allowing data collection with a smartphone or in a single pocket.
They demonstrated that by including the mobility to the Rx nodes, they achieved a 29.4
percent increase in accuracy. ESP32 has the advantage of being compact, independent,
and able to be repositioned for optimised sensing tasks. The proposed technique is not
applicable to complex real-time processing, which might need more processing power.
ESP32 has limited computation power, and as the accuracy is directly dependent on the
location of the node, it might decrease according to the location, therefore bringing another
challenge to the proposed methodology.

The authors of [21] proposed work to tackle the challenge of other physical layer au-
thentication methods based on channel characteristics that rely on quantisation algorithms
to simplify the authentication, but they perform worse due to quantisation mistakes and
difficulties in determining the right thresholds. Their research introduced the Multiple
CIRs PLA (MCP) scheme and the Enhanced Multiple CIRs PLA (EMCP) scheme, two novel
CIR-based physical layer authentication (PLA) methods designed to overcome these prob-
lems. By eliminating the need for quantisation, the MCP approach increases the accuracy of
authentication. By adding the channel correlation coefficient, the EMCP scheme improves
performance even further and offers higher authentication reliability. Their proposed
methodology benefits from directly exploiting CSI data by bypassing quantisation to obtain
high accuracy in low-signal-to-noise (SNR) ratio conditions, but certainly, the effectiveness
of this scheme can decline with reduced channel correlation and a low SNR, which can
restrict its use in certain environments.

The work presented in [22] assesses the viability of implementing Wi-Fi-sensing sys-
tems on the edge by exploiting CSI data, with an emphasis on inexpensive microcontrollers
such as the ESP32. The study investigated machine learning and signal processing tech-
niques that are currently in use and can be used with CSI data on edge devices. The study
addresses critical difficulties and methodologies necessary for signal processing, dimen-
sionality reduction, and real-time machine learning inference right at the edge. The work
fine-tuned machine learning models to improve accuracy across several scales of sensing
tasks, from large-scale activity and location sensing to hand gesture detection using tree-
structured Parzen estimator (TPE) hyperparameter optimisation. This method benefits from
being feasible for real-time CSI data processing and machine learning inference on edge
devices using optimised signal processing techniques, and they employed Tensorflow Lite
(TFlite) to execute a machine learning interface on ESP32 with limited computation power
for online predictions without the requirement of a powerful cloud-based infrastructure.
However, because of the resource constraint, it may not be applicable for high-dimensional
signal processing to run complex models.

In [23], a ResNet-based method for physical layer authentication in the Industrial
Internet of Things (IloT) environment is presented to address the issue of building a
scheme to achieve high authentication accuracy in complex and diverse channels due to
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the occlusion of the metal device that contains dynamic mobile nodes. In their proposed
method, they implemented an exponentially averaging data augmentation algorithm and
transfer learning parameter tuning for training the model to speed up network coverage
and increase the detection accuracy. The proposed method leverages the transfer learning
using the ResNet50 pretrained model to achieve an incredibly high 99.64 percent accuracy
and data augmentation to resolve the issue of overfitting. ResNet offers high accuracy but
requires high computational resources, which can be a challenge in the case of resource-
constrained connected IoT devices. In addition, the complexity of this method may increase
with the decrease in the number of nodes in the IloT.

An improved deep learning-based physical layer security (PLS) model named the
Bahdanau Attention AutoEncoder (BAAE) is presented in [24] to address the issue of
traditional deep learning-based PLS models that rely on large datasets to obtain high
authentication accuracy, which face challenges in dynamic environments due to Doppler
shifts and multipath fading caused by the varying mobility velocities of the users. The
proposed model focuses on extracting relevant channel features and mitigating interference,
such as inter-symbol interference (ISI) and inter-carrier interference (ICI). This method has
the advantage of not being dependent on large data availability for the training, and it
achieved 99.6 percent accuracy, not being affected by the Dopper shift effect. The model was
tested in a simulation based on China Telecom’s 5G network parameters, and thus it needs
to be tested on real-world CSI data. This model is tailored to dynamic CSI predictions only
and may give different results in other types of communication scenarios where different
factors influence PLS performance, and since this method is a deep learning-based method,
it demands high amounts of computational power to execute.

The variability in mobile surroundings poses difficulties, including spatial position
ambiguity and channel instability, which reduces PLA’s dependability. Maintaining con-
stant authentication performance in mobile contexts is challenging due to oscillations in
CSI caused by device mobility and environmental dynamics. The authors of [25] sug-
gested Time-Sensitive Secure Transmission-Physical Layer Authentication (TSST-PLA), a
knowledge-enhanced PLA algorithm that takes into account past knowledge about wireless
channels and mobile devices, as a solution to these problems. The program seeks to increase
the reliability of authentication by extracting stable channel features and confirming the
rationality of mobile trajectories through the use of a novel three-scale feature model and
trajectory verification. The proposed algorithm leverages prior knowledge to mitigate the
effect of channel instability and spatial variations, and it is able to extract the stable channel
characteristics from unstable CSI to improve the accuracy of location predictions. However,
the performance of the proposed method can be limited in environments where such
knowledge is sparse or unavailable, and also, the performance is poor for distant Rx-Tx
because of the low SNR. A comprehensive survey of deep learning methods used in human
activity recognition (HAR) that leverages CSI data in the context of Wi-Fi-based sensing
technologies is presented in [26]. The paper identifies several limitations regarding the
application of CNNs in HAR. One key limitation arises from the input adaptation process:
when each dimension of time series sensor readings is treated as a separate channel for
1D convolution, the approach tends to ignore the crucial dependencies that exist between
these different dimensions and sensors, potentially affecting performance. Furthermore, a
broader challenge for traditional Al algorithms, including convolutional models, is their in-
herent focus on local features. This characteristic can be restrictive, as it may not adequately
capture the intricate spatial and temporal relationships present across diverse sensor modal-
ities and varying time intervals within time series data from wearable devices. A new
security approach was proposed in [27] that can address the demands of 6G networks and
overcome the limitations of conventional complex-based cryptographic protocols. In this
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paper, PLS was identified as a key candidate technology to meet these evolving security
requirements in this area, and the authors proposed a novel security system that leverages
RNN s for channel prediction by utilising predicted CSI parameters as an authentication
mechanism. Channel prediction is presented as an effective strategy to acquire up-to-date
CS], even in challenging conditions like channel ageing and mobility. By continuously
tracking the wireless channel through predicted CSI, the system aims to prevent network
attacks, such as spoofing, where illegitimate users attempt to impersonate legitimate com-
munication. The accuracy results indicate that this method can generate alarms when
spoofing is detected. Furthermore, the proposed approach is designed to complement
existing upper-layer authentication protocols, thereby enhancing the overall security per-
formance in wireless networks. This suggests a promising direction for improving wireless
security in the context of 6G systems by integrating physical layer characteristics with
advanced machine learning techniques. A channel-based PLA proposed in [28] leverages
the randomness of wireless multipath fading channels. It predicts future channel impulse
responses using RNNs, making it suitable for time series prediction and anomaly detection.
The CGAN architecture features a generator for synthetic CSI metrics and a discriminator
to identify legitimate versus fake metrics, using previous CSI magnitudes as conditional
input. Various loss functions were explored, including binary cross-entropy (BCE) and
the mean-squared error (MSE), with a hybrid approach to mitigate vanishing gradients.
The results showed that the standalone RNNs achieved lower MSEs in channel prediction
than the CGAN generators. However, a CGAN-trained discriminator with GRU cells and a
hybrid loss function reached 98.5% accuracy in authentication, comparable to a standalone
GRU network. The CGAN discriminator learned the boundaries for legitimate transmitters
without a predefined error threshold. The GRU RNNs outperformed the LSTM RNNs in
channel prediction, but the absence of false positives for illegitimate transmitters does not
guarantee they will always be denied authentication.

The specific research gap addressed by the proposed work is the need for a physical
layer authentication technique that achieves high accuracy and reliability in dynamic IoT
networks while remaining computationally efficient and consuming minimal resources.

3. Proposed Methodology

The methodology used in this research, as shown in Figure 1, entails a systematic
framework for the classification of authorised and unauthorised nodes using CSI data.
The experimental configuration comprises four authorised nodes alongside one unautho-
rised node, from which CSI data are meticulously gathered under controlled experimental
conditions utilising ESP32 microcontrollers. These unrefined data undergo an initial prepro-
cessing phase that includes noise reduction, normalisation, and segmentation to maintain
both quality and consistency. In order to mitigate the high dimensionality inherent in
CSI data, NMF is employed, which facilitates the extraction of the most salient features
while maintaining the non-negative characteristics of the signals. The resultant reduced
feature set is subsequently integrated into a GMM, which capitalises on its probabilistic
and soft clustering attributes to execute the classification of the data. The GMM'’s capability
to allocate data points to multiple clusters with varying probabilities enables a nuanced
analysis of CSI patterns, rendering it particularly adept at differentiating between legitimate
and illegitimate transmissions within dynamic wireless environments. Furthermore, the
proposed framework employs a GMM-based classification approach built around two
distinct, class-specific models. One GMM is trained solely on legitimate (normal) traffic
to capture its underlying statistical distribution, while the other is trained exclusively on
malicious (attack) traffic to model adversarial behaviour. At inference time, each incoming
data instance is evaluated against both trained models in parallel. The resulting likelihood
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scores are then compared, and the instance is assigned to whichever class produces the
higher posterior probability under its respective GMM.

Experiment Setup

Data Preprocessing

Amplitude Extraction

A =+/real)? + (imaginary)’
<
Z-score Normalization

X—U
g

Xnorm =

Feature Reduction With NMF
n_compo:10
max_iter:2000
random state: 42

Classification using GMM

n_comp:14 *
covariance type:diag
random state:42

Figure 1. Proposed methodology’s flow graph.

3.1. Experiment Set-Up and Data Collection

CSI embodies the detailed subcarrier-level channel response inherent in orthogonal
frequency-division multiplexing (OFDM). It documents the variations in amplitude and
phase as the frame transitions from the transmitter to the receiver through the frequency
lattice [22,29]. To investigate this variation, an OFDM transmitter introduces known pilot
tones, either interspersed within the payload or aggregated as a preamble, thereby enabling
the receiver to deduce the channel vector H as CSI via the following equation:

Y@ = HOx0) 1 50 @

In this formulation, x() denotes the ith pilot symbol transmitted over the channel, y(/)
represents the signal received at the antenna corresponding to that pilot, and (%) is the
additive noise component affecting the transmission. The term H() is a complex scalar
coefficient characterising the channel for the ith subcarrier, with its real and imaginary
parts jointly capturing the multipath propagation effects experienced by the signal.

Our experimental apparatus consisted of two Espressif modules: ESP32-WROVER-
IE, designated as the access point (AP), and ESP32-WROOM-32, designated as the client
transmitters, as shown in Figure 2. Both modules were equipped with a dual-core Xtensa®

LX6 CPU (240 MHz, approximately 600 MIPS) and provided Wi-Fi 802.11n at 2.4 GHz (with
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a maximum throughput of 150 Mb s~1), supplemented by Bluetooth v4.2/BLE capabilities.
The primary distinction between the two lies in their RF configurations: the WROVER-IE
was equipped with an external u.FL connector, whereas the WROOM-32 was integrated
with an onboard PCB antenna, and this architectural divergence facilitated modulation of
the link budget without disrupting the silicon commonalities.

Figure 2. ESP32 modules used in the experiment.

CSI data were meticulously collected within the computer laboratory at Sichuan Uni-
versity using the ESP32-CSI-Tool [20]. Four sanctioned WROOM-32 nodes were strategi-
cally distributed throughout the laboratory, perpetually transmitting data to the WROVER-
IE access point (AP). A fifth unauthorised node was positioned externally, simulating
adversarial signals directed towards the same AP as presented in Figure 3.

Computer Lab

Authorised ESP32
WRQOOM-32 Node

Authorised ESP32
WROOM-32 Node

Authorised ESP32
WROOM-32 Node

Unauthorised ESP32
WROOM-32 Node

&

5Meters _ | ‘"
? Outside Lab
Authorised ESP32
WROOM-32 Node WROVER-IE

Access Point

Figure 3. Experiment set-up in lab explaining the positions of the nodes.

An individual, discrete transmission event was received by a node. Each received
frame yielded exactly one raw CSI payload. Each acquired frame revealed 128 CSI coeffi-
cients, which corresponds to two complex taps per 64 subcarriers derived from the legacy
long training field (LLTF), the Wi-Fi preamble segment designated for coarse synchronisa-
tion and channel estimation. To ensure statistical robustness, we recorded approximately
one million CSI instances per node, culminating in an aggregate of ~5 x 10% complex
samples. Each instance occupied 128 bytes, encoding magnitude-phase pairs that were
essential for the subsequent feature extraction pipeline.
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This extensive, high-resolution dataset constitutes the foundation for the training
and validation of the proposed method in the following sections, thereby facilitating
a rigorous distinction between authorised and unauthorised nodes in realistic indoor
wireless environments.

3.2. Data Preprocessing

Raw CSI data, at their core, consist of complex-valued vectors that jointly characterise
the coordinated interaction between amplitude and phase components, thereby providing
a rich, multidimensional representation of the signal. Nonetheless, to simplify analysis
and alleviate the burdensome dimensionality, these CSI datasets were transformed in a
way that emphasised the amplitude rather than the phase. This choice was motivated by
the fact that the phase component is prone to erratic fluctuations, which are commonly
intensified by the chaotic effects of multipath propagation and environmental reflections.
Even though phase information holds theoretical potential, its practical deployment faces
numerous challenges. It is well known for its vulnerability to stochastic distortions driven
by many sources; hardware imperfections, carrier frequency offsets, clock asynchrony, and
the unpredictable behaviour of multipath fading all contribute to a setting in which rapidly
changing environmental reflections disrupt the signal severely. These factors can produce
abrupt, nonlinear phase shifts that resist stabilization, thereby often requiring extensive
calibration and compensation. As a result, phase-based features are inherently noisy and
unreliable, which complicates coherent modelling pursuits [30]. The amplitude component
exhibits significantly greater resilience to such disturbances because it directly reflects
signal power attenuation and channel gain characteristics, which remain comparatively
stable across time and spatial variations. Furthermore, the decision to focus exclusively
on the amplitude component of the CSI data was a deliberate optimization choice driven
by two core factors: computational efficiency for edge deployment and inherent feature
stability. First, implementing full-phase calibration loops introduces a heavy computational
burden to the data preprocessing pipeline. Because our target framework prioritises high
throughput and low latency, avoiding complex phase recovery transformations allows the
overall system to remain highly lightweight. Second, the CSI amplitude component directly
reflects physical signal power attenuation and spatial channel gain characteristics. Our
empirical data demonstrates that these amplitude features remain comparatively stable
across both temporal and spatial variations without requiring intensive mathematical
compensation, thereby providing sufficient discriminative power on their own to achieve
highly accurate classification. Consequently, the amplitude component exhibits significantly
greater resilience to such disturbances because it directly reflects signal power attenuation
and channel gain characteristics, which remain comparatively stable across time and
spatial variations.

Following the computation of amplitude, the dataset undergoes dimensional refine-
ment by eliminating null subcarriers, ensuring a more efficient feature set for analysis. This
process culminates in a refined dataset that enhances the reliability of subsequent analyses
and model training.

Formally, for each data point within the CSI framework, the amplitude A is calculated
through the Euclidean norm of its complex components:

A= \/(real)2 + (imaginary)?

where each CSI vector consists of 128 raw values that represent 64 subcarriers, with the
corresponding real and imaginary components. The structure of the CSI data is presented
in Figure 4. Following the computation of amplitude, the dataset undergoes dimensional
refinement by eliminating null subcarriers and those channels that demonstrate near-zero
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signal-to-noise ratios and therefore possess negligible informational value, culminating in
a refined feature set comprising 53 amplitude attributes. The data subcarriers that convey
authentic payloads, along with pilot subcarriers designated for channel estimation, are
preserved to ensure the integrity of the CSL

-30 -20 -10 0 10 20 30
Frequency

| I Data Subcarriers I Pilot Subcarriers [ Null Subcarriers |

Figure 4. Layout of subcarrier types in the Wi-Fi frequency domain.

To alleviate the detrimental effects of ambient noise and interference, Z-score normali-
sation is employed on the amplitude features, thereby standardising the data distribution
to a mean of zero and a variance of one, as illustrated by the equation

X—H
o

Xnorm =

where x represents an amplitude feature, i denotes the population mean, and ¢ signifies the
standard deviation. This normalisation process enhances the convergence characteristics
and stability for ensuing analytical modelling.

The CSI data are not continuous time series, and thus the normalised dataset was
methodically partitioned into training and testing subsets using an 80:20 random split
ratio. This random splitting strategy was specifically chosen to align with the operational
realities of the targeted network environment, which is characterised by highly dynamic,
bursty, and fast-switching connection events. Because devices in this framework rapidly
connect, authenticate via an instantaneous connections, and disconnect at sporadic intervals,
consecutive CSI data instances do not exhibit a strong temporal correlation. Instead,
each data instance represents a unique, statistically independent authentication attempt.
Utilising a random split thus accurately simulated the system’s real-world capability
to verify devices based solely on the distinct spatial and multipath features of isolated
connection events without relying on a prior sequence of events

This stratified partitioning promotes rigorous iterative optimisation and unbiased
assessment.

3.3. Feature Selection via Non-Negative Matrix Factorization

To mitigate the elevated dimensionality and inherent redundancy frequently observed
in raw CSI metrics, NMF was employed as the principal mechanism for feature extraction.
In contrast to alternative decomposition methodologies, NMF facilitates a parts-based addi-
tive representation through the imposition of non-negativity constraints upon the factorised
metrics. This inherent non-negativity proves particularly beneficial in the modelling of
signal strength characteristics, which are intrinsically non-negative.

NMEF represents a robust methodology that provides numerous benefits for the analy-
sis of data. A significant characteristic of this technique is the imposition of a non-negativity
constraint, which corresponds to the physical attributes of diverse datasets, thereby en-
hancing interpretability, particularly in contexts extending beyond physical layer authenti-
cation [31]. Moreover, NMF proficiently decreases the dimensionality of high-dimensional
datasets while maintaining critical features, which not only augments computational ef-
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ficiency but also alleviates the risk of overfitting [32]. The methodology yields sparse
representations that highlight the most pertinent characteristics, a factor that is essential
for a variety of applications in the domain of machine learning [33]. In addition, NMF
exhibits superior resilience to noise present in datasets when juxtaposed with conventional
feature selection methodologies, rendering it suitable for practical applications frequently
affected by environmental variables. The components derived from the NMF function as
parts-based representations offer valuable insights into the fundamental structures of the
data, a feature that is often absent in alternative feature extraction techniques [14]. Finally,
NMF’s flexibility enables its customisation for a variety of data types and applications,
establishing it as a versatile instrument for various feature extraction contexts [34]. NMF
feature extraction, compared with PCA, shows a superior feature representation capability
at lower feature dimensions, particularly for attack categories with scarce or localised fea-
tures, and this leads to faster convergence speeds during the training process of abnormal
detection methods, outperforming both PCA feature extraction and direct training with
raw data [35,36].

Let X € R™" denote the CSI measurement matrix, where m is the number of
observations and 7 is the number of subcarriers or spatial dimensions. NMF seeks to
approximate X through the product of two lower-rank non-negative metrics:

X ~WH

where W € R"*K and H € RF*", with k < min(m, n) representing the latent dimension. In
this study, k was empirically set to 10, balancing model compactness with the preservation
of salient signal features.

The factor matrix W, which encodes the low-dimensional projection of the original
CSl data, serves as the discriminative input feature set for the subsequent classification task.
Its structure encapsulates the dominant components of signal variation while eliminating
noise and redundancy, thus facilitating efficient and interpretable modelling for physical
layer authentication.

The decomposition process was executed using the scikit-learn NMF implementation,
configured with a maximum of 2000 iterations, a random initialisation seed of 42, and
a number of components as 10 to ensure reproducibility across experimental trials. The
values of the hyperparameters were determined through iterative runs of the algorithm, as
this value yielded the best results in terms of the employed metrics.

3.4. Classification Using Gaussian Mixture Model

Subsequent to the process of dimensionality reduction, the resultant latent features are
subjected to probabilistic modelling by utilising a Gaussian mixture model. A GMM offers
numerous advantages in comparison with alternative algorithms for the classification of
physical layer authentication utilising CSI data. One principal advantage is their adaptabil-
ity to representing intricate distributions; a GMM can proficiently amalgamate multiple
Gaussian components to conform to the heterogeneous characteristics of CSI data, as eluci-
dated in [37]. Furthermore, GMMSs demonstrate resilience to noise, which is essential for
practical applications where data may be susceptible to various interferences; this profi-
ciency in preserving data integrity under adverse conditions was underscored in [38]. The
soft clustering attribute of GMMs permits data points to be affiliated with multiple clusters
with differing probabilities, thereby enabling more refined interpretations and enhancing
classification precision in physical layer authentication endeavours [39]. Moreover, GMMs
are scalable and can adeptly manage extensive datasets, a critical necessity in physical layer
authentication scenarios [40], highlighting the efficacy of the expectation-maximization
algorithm in high-dimensional CSI data. This model operates on the premise that the
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observed data originate from a superposition of multiple multivariate Gaussian distribu-
tions. Such a modelling approach is particularly effective in discerning the multimodal
characteristics and inherent stochastic variability present within wireless channel states,
distinguishing between authorised and unauthorised nodes. The reduced features, denoted
as W € R"™*k are formally modelled by the following probability density function:

K

p(x) =) mN(x|m, L)

i=1

where 71; are the mixing coefficients, u; are the mean vectors, and L; are the diagonal
covariance metrics corresponding to the ith Gaussian component. In this study, the number
of components K was determined to be 14 through iterative runs of the algorithm, with
K =14 yielding the best results in terms of the employed metrics in this work.

The imposition of a diagonal covariance structure was implemented to streamline com-
putational complexity and mitigate the risk of overfitting, particularly given the moderate
dimensionality of the features. The classifier subsequently yielded posterior probabilities
which quantified the likelihood of a given sample’s affiliation with a specific class (i.e.,
authorised or unauthorised).

The classifier output posterior probabilities that indicate the likelihood of a sample
belonging to a specific class (authorised or unauthorised), using M to denote the GMM
trained exclusively on legitimate (authorised) traffic distributions and M; to denote the
GMM trained on malicious (unauthorised) traffic distributions. For an incoming, dimen-
sionally reduced CSI feature vector x, the system computes the log-likelihood under both
models in parallel using

N
log L(x|My) = ) log P(x;|My), ke {0,1}
i=1

The final binary authentication decision # is determined strictly using a maximum
log-likelihood selection rule (equivalent to a maximum a posteriori decision with equal
prior probabilities):

7 = arg max (log L(x|Mjy),log L(x|M;))
ke{0,1}

where: 7 = 0 maps directly to the unauthorised class if log L(x|M;) > log L(x|Mp) and
7 = 1 maps directly to the authorised class if log L(x|My) > log L(x|M;).

The integrated methodology not only exploits the inherent nonlinear and probabilistic
characteristics of CSI data but also upholds computational efficiency, rendering it highly
suitable for implementation in resource-constrained IoT wireless networks, ultimately con-
tributing to the enhancement of node authentication and the robustness of security measures.

4. Results and Discussion

The utilization of computational hardware resources by an algorithm plays a pivotal
role concerning performance in practical applications, as exemplified in [41-45]. The
utilization of computational hardware resources by an algorithm plays a crucial role in
determining performance in practical applications, as exemplified in [41]. This becomes
especially significant for artificial intelligence (AI) algorithms as they learn and train from
the data fed to them, and based on those, they perform the classification of authorised and
unauthorised nodes. The efficient use of hardware resources is crucial to optimising the
performance of Al algorithms, especially when dealing with large datasets and complex
computations in real time, where models are trained with new data periodically [46,47].
Efficient utilisation of hardware not only improves performance but also contributes to
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energy savings, which makes it essential for the deployment of Al in resource-constrained
environments [48]. The system configuration utilised for this research paper was based
on a high-performance device, specifically the L-W-CAT-5031BFX, equipped with a 13th
Generation Intel(R) Core(TM) i9-13950HX processor operating at 2.20 GHz with 32.0 GB of
installed RAM (31.5 GB usable). This configuration supports a 64-bit operating system on
an x64-based processor, ensuring efficient processing capabilities for computational tasks.
The research leveraged Python 3.12.7 as the primary programming language, utilising
the Scikit-learn library for machine learning tasks, which provides robust tools for data
analysis and model evaluation. Additionally, TensorFlow was used for deep learning
applications, enabling the implementation of complex neural networks and facilitating
advanced model training. Furthermore, the experiments for both our proposed model
and the CNN benchmark were executed under a strictly isolated environment with all
non-essential OS daemons, background processes, and network interfaces disabled.

For the evaluation of resource consumption, we measured five important hardware
resources [49]:

1. CPU usage: The utilisation of the central processing unit (CPU) was quantified
as the proportion of the processor’s comprehensive available time that was effectively
employed by the program throughout its execution period. This metric was derived by
taking the sum of the total CPU time (comprising both user time and system time) and
dividing it by the total elapsed wall clock time, subsequently multiplying the result by
100 to represent it in percentage form. This particular metric serves as an indicator of the
degree to which the CPU was actively engaged in processing tasks:

CPU Time
P == 1
CPU Usage (Wall—clock Time) 00
_ (Tuser + Tsystem) % 100%
Twan

2. Total CPU time: The CPU time represents the cumulative duration that the CPU
allocates to the execution of a program’s directives, encompassing both user-mode and
system-mode functionalities. This metric encapsulates the genuine computational effort
expended in the execution of the code, thereby omitting intervals of inactivity or waiting.
The CPU time was determined by aggregating both the user and system time:

CPU Time = Tyger + Tsystem

3. Average memory usage [43]: The mean memory usage represents the average
memory consumption throughout the execution duration. This metric was derived by
performing multiple assessments of memory utilisation during the execution phase and
subsequently computing the arithmetic mean of these observations. This approach provides
a comprehensive understanding of the use of sustained memory:

N
Average Memory Usage = % Y Memory Usage(t;)
i=1
where N is the number of samples taken during the runtime.

4. Peak memory usage: Peak memory usage denotes the largest memory allocation
documented throughout the execution of the programme. Employing tracemalloc, it
quantifies the peak volume of memory used at any given instant, reflecting the most
extreme memory requirements imposed by the programme on the system:

Peak Memory Usage = HES)T(] (Memory Usage(t))
telo,
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5. Estimated RAM usage [44]:

This is a calculation relating to the amount of data that are processed and the efficiency
of the algorithms employed, often expressed through a general formula applicable in
machine learning or data processing tasks:

RAM Usage =n xd xm

where 7 is the number of data samples (instances), d is the number of features (attributes)
per sample, and m is the memory overhead (constant factor representing additional memory
usage due to the algorithm, data structures, etc.)

This formula provides a rough estimate of the memory required to hold the dataset in
memory, along with any additional overhead associated with processing the data [50]. It
is important to distinguish this metric from the average memory usage reported during
execution. While the estimated RAM isolates the intrinsic, mathematical footprint of the
algorithm itself (n x d x m), the average memory usage captures the dynamic, empirical
system consumption during live runtime. Consequently, the average memory usage
includes additional real-world system overheads—such as loading the execution framework
and libraries, managing high-throughput data I/O buffering, and generating transient
runtime variables—which are naturally absent from the theoretical formula.

6. Estimated energy consumption:

The energy consumption associated with the proposed algorithm denotes the aggre-
gate electrical energy necessary to execute the algorithm on a specified hardware platform.
This is conventionally quantified in joules and computed as the integral of power over a
designated time interval. For pragmatic considerations, it can be approximated by using

E=Pxt

where E is the energy consumed, P is the average power drawn (in watts), and t is the
execution time (in seconds). Power P may be further derived from voltage and current
measurements, where

P=VxI

This metric offers critical insights into the energy efficiency of the algorithm and is
essential to assess performance, particularly in energy-constrained environments such as
embedded systems, mobile devices, or expansive cloud infrastructure [45].

An empirical assessment of the computational resource requirements was performed
during the training phase in four distinct architectures: the proposed method, a CNN [51],
a long short-term memory (LSTM) model, and a hybrid CNN + LSTM model [52].

In this experimental study, we carefully trained several deep learning architec-
tures, specifically the CNN, LSTM model, and our novel CNN-LSTM hybrid model,
using a single, consistent set of environmental parameters. The CNN architecture
consisted of a one-dimensional convolutional layer with 32 filters, a kernel size of
three, and ReLU activation. This was followed by a max pooling layer (MaxPool-
inglD) with a pooling size of two, a dropout layer with a rate of 0.2, a flattening
layer, and a fully connected dense layer with 64 units and ReLU activation. The
network concluded with a final two-unit dense layer that applied Softmax activation
designed for binary classification tasks. In contrast, the LSTM model was imple-
mented with an LSTM layer containing 64 hidden units that processed sequences using
return_sequences = False. After this, the model used a dropout layer (rate = 0.2), a dense
hidden layer with 64 units and ReLU activation, and finally a two-unit dense layer with
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Softmax activation. The CNN + LSTM model provided an integrated approach that com-
bines spatial feature extraction with the capacity for sequential modelling. It started with
a Conv1D layer (64 filters, kernel size = 3, ReLU activation) and then applied a MaxPool-
ing1D layer (pool size = 2) and a dropout layer (rate = 0.3). The reduced features were
then passed to an LSTM layer (64 hidden units, return_sequences = False, followed by
another dropout layer (rate = 0.3), a dense hidden layer with 64 units, and a final two-unit
Softmax output layer. Each model underwent careful optimization with the Adam opti-
miser, using a fixed batch size of 32 across 25 epochs. Importantly, the CNN + LSTM model
used a dropout rate of 0.3, whereas the CNN and LSTM models used a dropout rate of
0.2; all configurations were chosen to enhance strong generalization. The input tensors
were consistently normalised and reshaped to (N, features, 1), preserving data integrity
throughout this comparative investigation, where N represents the batch size. The results
from this thorough evaluation are shown in the accompanying figure. The principal goal
was to assess the models’ efficiency and scalability by examining key metrics such as the
CPU utilization, training time, memory usage, and energy consumption, considerations
that are especially critical in real-world deployment contexts, where resource limitations
frequently present themselves.

The comparison of average CPU usage and average CPU time for each model during
the training phase, as presented in Figures 5 and 6, respectively, highlights significant
differences in their computational demands and training efficiency. The Hybrid CNN
and LSTM models exhibited the highest average CPU usage at 262.24% and a lengthy
training duration of 16,960.56 s, indicating their substantial computational requirements.
The CNN model trailed closely at 227.12% with a training time of 4057.84 s, primarily due
to its operations being parallelised, effectively capitalising on the multicore processing
capabilities. The proposed method, designed for efficiency, showed an average CPU
usage of 211.91%, likely resulting from the integration of custom regularisation techniques
and dynamic training components; however, it excelled in terms of training duration,
completing the process in just 264.48 s. Finally, the LSTM model, which is defined by
its sequential data dependencies and the absence of inherent parallelism, had the lowest
average CPU usage at 197.75% but faced an extensive training time of 10,591.95 s, reflecting
the trade-off between its lower computational load and longer training duration. Overall,
while the hybrid model had the highest CPU usage and longest training time, the proposed
method achieved a remarkable balance between efficiency and reduced training duration.

The memory footprint plays a crucial role in assessing the scalability of a model,
particularly within edge or resource-limited environments, and the obtained memory
from the conducted experiment is presented in Figure 5. Although the proposed method
exhibited a comparatively elevated average memory usage of 874.13 MB, its maximum
memory consumption remained consistent at the same figure, suggesting stable memory
allocation and effective utilisation without significant fluctuations. Conversely, both the
CNN and CNN + LSTM models attained peak memory utilizations exceeding 1048 MB,
which indicates the presence of extensive intermediate activation maps and hierarchical
feature representations. The LSTM model, which requires the retention of temporal hidden
states across successive time steps, similarly demonstrated a peak memory utilisation of
1056.15 MB. Notably, the CNN + LSTM model exhibited an unexpectedly low average
memory usage of 371.68 MB, potentially attributable to proactive memory management
strategies between layers or batched computations involving smaller input windows.
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Figure 5. Comparison of computer resource consumption on training data for proposed method,
CNN, LSTM, and CNN + LSTM models.
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Figure 6. Comparison of CPU time consumption for proposed method, CNN, LSTM, and CNN +
LSMT models.

The energy consumption was inferred from the power profiles of the CPU and the
duration of training. The proposed method exhibited energy consumption of only 9256.95 ],
which reinforces its character as consuming a low amount of resources and being energy-
efficient, as shown in Figure 7. This contrasts sharply with CNN + LSTM, which exhibited
energy expenditure of an astounding 593,619.69 ], followed closely by LSTM at 370,718.36 .
The CNN model required 142,024.53 ], thus reaffirming the notion that deeper or hy-
brid architectures, while potentially yielding improved accuracy, impose substantial cost.
These findings are of great significance in situations where energy limitations are crucial,
particularly in mobile health monitoring and IoT systems.
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Figure 7. Comparison of energy consumption for proposed method, CNN, LSTM, and CNN +
LSTM models.

The proposed method also demonstrated exceptional memory efficiency, using only
80.02 MB of RAM, in contrast to 448.2 MB for the CNN and LSTM models and 448.26 MB
for the CNN + LSTM model, as presented in Figure 5. This reduction implies a lesser
number of trainable parameters, optimised layer architecture, and minimal overhead in
internal data structures. It also highlights the model’s relevance for implementation on
devices with limited RAM, particularly embedded systems.

The comparative analysis of resource utilisation distinctly demonstrates that the pro-
posed method attained enhanced training efficiency, characterised by markedly reduced
training duration, diminished energy expenditure, and negligible memory overhead, all
while sustaining competitive performance indicators. Although more intricate models,
such as CNN + LSTM, may yield slightly superior predictive accuracy, they incur substan-
tially greater computational and energy costs. These conclusions significantly favour the
application of the proposed method in cases that require elevated precision and computa-
tional resourcefulness.

We compared the results of the proposed method with the CNN, LSTM, and CNN +
LSTM models on unseen test data. To evaluate the performance of the proposed model, the
following metrics were exploited:

1. Accuracy:

The metric of accuracy is defined as the ratio of instances that have been accurately
predicted (including both true positives and true negatives) to the aggregate number of
instances. This metric serves to assess the comprehensive efficacy of a classification model
by reflecting the ratio of total correct predictions to the entirety of the predictions executed:

TP+ TN
TP+ TN+ FP+FN

where TP is true positives, TN is true negatives, FP is false positives, and FN is false negatives.

Accuracy =

2.  Precision:

Precision refers to the proportion of accurately predicted positive instances (true
positives) relative to the aggregate of the predicted positive instances (the total of true
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positives and false positives). This metric evaluates the correctness of positive predic-
tions, addressing the inquiry, “Among all instances classified as positive, how many are

genuinely positive?”:
TP

Precision = m

3. Recall:

Recall, frequently referred to as sensitivity or the true positive rate, represents the
proportion of accurately identified positive instances relative to the total number of actual
positive instances (which is the aggregate of true positives and false negatives). This metric
evaluates the efficacy of a model in locating all pertinent positive cases, addressing the
inquiry, “Of the total true positive instances, how many were recognised by the model?”:

TP

Recall = 755y

4. F1 score:

The F1 score represents the harmonic mean of precision and recall, thereby offering a
singular metric that effectively harmonises both dimensions. Its application is particularly
advantageous when one aims to reconcile the trade-off between precision and recall or
when addressing the challenges associated with imbalanced datasets:

Precision x Recall
Precision + Recall

F1-Score = 2 x

An in-depth review of the four structures—the proposed method, CNN, LSTM, and
CNN + LSTM—<carried out on the dataset of the assessment test demonstrates slight
variations in performance statistics, specifically in relation to precision, recall, and F1 score,
as shown in Figure 8. The proposed method exhibited exceptional classification proficiency,
attaining an accuracy of 99.83% and a flawless recall of 100%, which is of paramount
importance in critical fields such as cybersecurity and anomaly detection, where failure
to identify a threat (false negatives) can yield far more detrimental consequences than
generating false positives.

Although it is correct that the CNN and CNN + LSTM models demonstrated a slight
advantage in precision, being 99.932% compared with 99.67% for the proposed method,
this apparently minor trade-off was more than offset by the proposed method’s notable lack
of false negatives, as reflected in its strong recall metric. In addition, the F1 score of 99.84%
indicates a solid equilibrium between precision and recall, making it a highly competitive
option relative to the hybrid CNN + LSTM model (99.93%) and the LSTM model (99.87%).

Significantly, what distinguished the proposed method from its counterparts was not
solely its elevated detection capabilities but also its enhanced computational efficiency through-
out the training phase. The model recorded a mere 264.48 s of CPU time with an average
CPU utilisation of 211. 91%, markedly less than the CNN + LSTM model’s training duration,
which exceeded 16,000 s. It also showcased superior memory management, using an average
of 874.13 MB of memory with a peak at the same value, alongside an estimated model RAM
footprint of only 80.02 MB, which was approximately 5.6 times smaller than the memory
demands of the CNN + LSTM model (448.26 MB). Furthermore, the expected energy require-
ment for the training of the proposed method was just 9256.95 J, illustrating its exceptional
efficiency compared with the 593,619.69 J utilised by the CNN + LSTM framework.
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Figure 8. Comparison of results on test data of proposed method with CNN, LSTM, and CNN +
LSMT models.

The proposed method is distinguished by its substantial benefits for the training
time, being characterised by minimal CPU usage, lower memory consumption, and a
reduced energy footprint. As a result, it serves not only as a high-performing classifier
for previously unseen data but also as a resource-efficient option. These advantages are
especially important during real-world deployment, particularly when computational
resources are constrained or when rapid processing is required. In summary, although
the CNN + LSTM model may deliver marginally stronger outcomes in composite test
metrics, the proposed method offers a well-regarded trade-off between performance and
computational cost. Supported by outstanding recall, a near-optimal accuracy and F1-score,
and a less resource-intensive training process, it is well suited to environments in which
reliability, speed, and efficiency in detection are critical.

The proposed method was further compared to other state-of-the-art methods, as
presented in Table 1. The thorough investigation demonstrates the greater effectiveness
of the proposed method when applied to wireless authentication leveraging CSI. Among
the methodologies evaluated, the proposed method achieved the highest documented
precision of 99 83%, surpassing a variety of deep learning and machine learning frameworks.
For example, although VGGI11 [10] establishes a robust image-centric CSI authentication
framework and achieves over 90% accuracy through sophisticated augmentation and loss
strategies, its performance remains conspicuously inferior to that of the proposed method.
In addition, the CNN-RNN blended configuration [19], which combines spatial and spectral
learning to refine channel representation, achieved an accuracy of 99.7%, slightly lower
than our recommended strategy.

The CNN + LSTM model [53] achieved an accuracy of 99.9%, which was closest to
the proposed method; however, it frequently incurred elevated computational expenses
and complexity as a result of its hybrid architecture. In contrast, the proposed method
maintained its competitive performance while embodied in a more efficient design. The
GMM [54], which is based on statistical modelling using Euclidean and correlation char-
acteristics, achieved a detection probability of 97%, a figure markedly lower and less
adaptable compared with deep learning methodologies. Similarly, ELM [55], a rapid learn-
ing algorithm refined through AdaBoost, reported an accuracy of 98.91% with fewer than
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900 training samples, but it confronted challenges in performance consistency attributable
to the initialisation of random weights.

Table 1. Performance comparison of different methods based on accuracy and probability of detection.

Methods Value Matrix

VGG11 [10] Over 90% Accuracy

CNNRNN [19] 99.7 Accuracy

CNN + LSTM [53] 99.9 Accuracy

GMM [54] 97% Probability of detection
ELM [55] 98.91 Accuracy

CSI-PUF [56] 97.17 Accuracy

Moreover, the CSI-PUF approach [56], which circumvents traditional classification
by depending on unique hardware-based identifiers, achieved a maximum accuracy of
97.17%, yet it exhibited a deficiency in adaptability to novel scenarios and failed to facilitate
classification-based learning. Within this context, the proposed method differentiates
itself by effectively balancing high accuracy, generalisation, and computational efficiency,
thereby positioning itself as a state-of-the-art solution for CSI-based device authentication
in dynamic wireless environments.

5. Conclusions

In conclusion, the proposed physical layer authentication method leveraging CSI
marks a significant advancement in securing and streamlining authentication processes for
IoT devices equipped with Wi-Fi capabilities. By harnessing the distinct characteristics of
CSI data, the proposed innovative approach effectively distinguishes between authorised
and unauthorised nodes, successfully addressing the challenges presented by dynamic
wireless environments. The extensive experimental validation demonstrates the method’s
exceptional performance, achieving an impressive accuracy rate of 99.83% alongside a flaw-
less recall of 100%. This reliability is crucial for critical applications such as cybersecurity
and anomaly detection. Moreover, the method demonstrated remarkable computational
efficiency, characterised by minimal CPU utilization, a reduced training duration, and
significantly lower energy consumption compared with more complex architectures like
the CNN and CNN + LSTM models. This advantageous balance between high performance
and resource efficiency makes the proposed methodology particularly well suited for de-
ployment in environments with limited computational resources. The ESP32 platform,
known for its mobility and repositioning capabilities, enhances data collection, enabling
scenarios that were previously unattainable with conventional equipment. However, it
is important to note that the ESP32’s limited computational power may affect the accu-
racy based on the node’s location, presenting a challenge for the proposed methodology.
Overall, this research contributes significantly to the evolving landscape of secure IoT
communications, offering a robust solution that enhances both security and operational
efficiency in real-world applications. Future research endeavors will focus on transitioning
the proposed model to facilitate real-time online inference in resource-constrained envi-
ronments, particularly targeting platforms like the ESP32 and other microcontroller units
(MCUs). This deployment pipeline can leverage TensorFlow Lite Micro and post-training
quantization (PTQ) to compress models into an optimised eight-bit integer format. By
evolving the system from a high-performance computational baseline to a quantised MCU
realization, we can achieve autonomous, low-latency physical layer security at the forefront
of IoT sensing. Looking ahead, future research will also evaluate the model’s robustness
against a wider array of spoofing scenarios, including multiple attacker locations, varying
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distances, heterogeneous hardware devices, and dynamic environments. Additionally,
the model’s adaptability to dynamic environmental changes, such as human movement,
furniture rearrangements, and device repositioning, will be thoroughly assessed to ensure
its real-world scalability and effectiveness.
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