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Abstract

Distributed Denial-of-Service (DDoS) attacks are a major security threat to blockchain
systems, especially in Internet-of-Things (IoT)-oriented and edge-assisted deployments
where mining services, gateway nodes, and communication resources are more vulnerable
to disruption. In Proof-of-Work (PoW) blockchain networks, such attacks can degrade
mining pool connectivity, reduce effective revenue, and undermine both system security
and resilient infrastructure design. Existing studies have mainly focused on DDoS detection
or static mining games, while paying limited attention to dynamic strategy evolution and
convergence under varying network conditions. To address this problem, this paper
proposes a dynamic evolutionary game (DEG)-based revenue model for mining pools
under DDoS attacks. Unlike static game methods that only identify equilibrium points, this
work analyzes both the convergence dynamics and the sensitivity of equilibrium outcomes
to key parameters, including attack scale, penalty, reward, and network quality. The
proposed method characterizes the adaptive interaction between honest mining and attack
behaviors through replicator dynamics, and analyzes strategy stability and convergence
using equilibrium and Lyapunov-based methods. In addition, we investigate how key
system parameters, including attack scale, reward, penalty, and network quality, affect the
convergence speed of mining pool strategies in different environments. MATLAB results
show that the proposed DEG model better captures the dynamic evolution of mining

" pool behaviors than conventional static-game formulations. The results further indicate
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1. Introduction

Proof of Work (PoW) is one of the most commonly used consensus mechanisms in
blockchain systems [1] and has been widely applied in large public chain-related scenarios,
such as smart healthcare, smart homes, cloud computing, hardware security and Internet
of Things (IoT) environments [2]. PoW allows mining pools to obtain rewards through
computational competition. However, such fierce competition also creates opportunities
for malicious mining pools to launch attacks and obtain illegal revenue. Attackers typically
utilize fake virtual Internet Protocol (IP) addresses, create redundant forks, and cut off
miners from mining websites to obtain the mining rewards of honest mining pools [3].
Among these attacks, Distributed Denial of Service (DDoS) attacks are one of the most
frequent and harmful security threats within blockchain systems. When launching a DDoS
attack, hackers send excessive network requests to a target through the blockchain network
to cut it off from the mining site. Subsequently, the adversary captures the historical block
rewards generated by the victim pool [4]. In blockchain-enabled IoT and edge-oriented
environments, DDoS attacks reduce the payoff of honest mining as well as the right and
opportunity to continue mining for more revenue [5], which ultimately decreases the
overall benefits of blockchain incentives for node mining. Therefore, it is an urgent problem
to mitigate revenue loss caused by DDoS attacks in PoW-based blockchain systems.

Significant studies have been conducted in recent years [6—10] to address the risks
associated with DDoS attacks in blockchain networks. These studies include machine learn-
ing (ML)-based DDoS detection methods and game-based DDoS attack modeling strategies.
ML-based detection methods use advanced algorithms to analyze and classify traffic data
and network request volumes in blockchain networks, aiming to identify anomalous traffic
and excessive requests [11-13]. While these methods can effectively defend against DDoS
attacks, they require significant additional resources, which can degrade the performance
of blockchain systems. In addition, ML-based methods fail to address the issue of mining
revenue loss caused by DDoS attacks. In response, the DDoS static game method uses Nash
equilibrium to derive optimal mining pool strategies, improving blockchain security and
profitability [14-16]. However, while game methods are effective in identifying equilibrium
strategies, they lack the capacity to analyze strategy evolution under changing network
conditions. Static games assume pools reach equilibrium instantaneously and do not pro-
vide convergence analysis that captures how systems evolve over time. Moreover, existing
game-theoretic studies predominantly focus on proving equilibrium existence rather than
analyzing convergence dynamics and how key parameters affect convergence speed. These
limitations obscure critical insights about mining pool adaptation and blockchain security
management. To address these limitations, it is necessary to model DDoS profits using a
dynamic evolutionary game approach.

Our previous work [16,17] introduced dynamic evolutionary game approaches to
DDoS analysis but had three main limitations: the model was oversimplified, convergence
analysis was absent, and parameter sensitivity was not thoroughly evaluated. To overcome
these limitations, we now develop a more comprehensive model that integrates variable
network conditions and adaptive mining pool behaviors, using replicator dynamics and
Lyapunov methods to analyze strategy evolution and convergence. To enhance robustness,
we conduct sensitivity analyses on key parameters, including node count and incentive
mechanisms. Simulation experiment results obtained using MATLAB verify that improved
network conditions incentivize DDoS attacks and that adjusting control variables can
significantly accelerate strategy convergence. These findings provide insights into how
economic incentives affect blockchain security. Our work goes beyond static equilibrium
analysis to capture the dynamic adaptation of mining pools under changing conditions. In
particular, the main contributions of this paper are as follows:
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¢ Our work provides a dynamic evolutionary game analysis of mining pool strategy
evolution under DDoS attacks and investigates convergence using replicator dynamics
and Lyapunov-based stability analysis.

*  We model mining pool profitability under DDoS attacks as an optimal strategy
problem, solved via replicator dynamics and Lyapunov analysis across varying
network conditions.

¢ We analyze the DDoS profit model’s convergence to ensure rapid strategy optimization
and minimize mining pool revenue loss under varying network conditions.

¢ Compared to static games, the DEG-based method better captures mining pool con-
vergence under varying conditions, with experiments showing that parameter tuning
in improved networks speeds convergence and strengthens security.

The rest of the paper is organized as follows: Section 2 outlines the background of
DDoS attacks in blockchain. Section 3 presents the proposed DEG-based model. Optimal
strategy solution and convergence analysis are presented in Section 4. The experimental
results and analysis are presented in Section 5. Section 6 discusses the limitations of the
model assumptions and relevant extensions. Conclusions and future works are provided
in Section 7.

2. Related Work
2.1. DDoS Attack Detection and Mitigation Methods

To address the DDoS threat in blockchain, many researchers have proposed various
methods [18-23], which include DDoS attack detection and DDoS gaming methods [24-26].

DDoS detection methods utilize machine learning (ML) algorithms to detect excessive
traffic or several network requests to anticipate DDoS attacks. Yakubu et al. [27] proposed
a lightweight authentication mechanism that enables safe Device-to-Device (D2D) interac-
tions in a smart home. This method uses a single server queuing system model and the
authentication mechanism to curtail DDoS attacks by controlling the number of service
requests in the blockchain system. Shirvani et al. [28] proposed an improved federated
learning (FL) method for IoT DDoS detection. This method addresses the privacy and
efficiency limitations of traditional ML and also mitigates the resource constraints and
non-1ID data challenges in FL through deep autoencoders, retraining, and partial selection.
Dai et al. [29] proposed a distributed DDoS-attack traffic-detection method based on a
cross-multilayer convolutional neural network model in the blockchain network layer. This
method effectively solves the problem that DDoS attacks using hybrid network protocols in
blockchain are difficult to detect. Yazdinejad et al. [30] designed a secure, intelligent fuzzy
blockchain framework to utilize a novel fuzzy deep learning model, optimized adaptive
neuro-fuzzy inference system (ANFIS)-based attack detection, fuzzy matching (FM), and
fuzzy control system (FCS) to defeat DDoS attacks in the block networks.

The game-theoretic approach models DDoS attacks by translating payoff outcomes
into a revenue matrix, from which the mining pool’s optimal strategy is obtained by solving
for the Nash equilibrium. This method helps mitigate revenue loss for mining pools under
DDoS attacks. Huang et al. [16] proposed a DDoS attack mitigation method based on
dynamic evolutionary games. The method can solve the optimal revenue strategy for
mining pools under different network environments. Wu et al. [31] implemented a DDoS
attack mitigation method utilizing a stochastic game. This method can effectively solve the
problem of reduced revenue from DDoS attacks when blockchain mining pools compete
with each other for mining revenue. Johnson et al. [32] proposed a DDoS attack mitigation
method based on static games for mining pools. This approach effectively balances these
strategies with a series of game-theoretical models of competition between two pools of
competition of varying sizes. Zheng et al. [33] proposed a novel game-theoretic analysis
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model by adding the DDoS defense cost to defend the mining pools in the blockchain
system against DDoS attacks. Sood et al. [34] proposed a static game approach to solving
the miners’ revenue and price mitigation model with DDoS attack costs. This model
effectively alleviates the revenue loss of miners defending against DDoS attacks.

2.2. Dynamic Game Approaches to Mining Dilemmas and Convergence Analysis

The current mining dilemma problem refers to the fact that all mining pools choose
an honest mining strategy for optimal returns [35]. However, this choice may not meet
the requirements of the strategy to achieve optimal returns for mining pools in different
environments [36]. Currently, researchers solve this problem by modeling and simulating
the mining and attacking behaviors of mining pools in different environments for multiple
consensus algorithms, such as PoW and Byzantine Fault Tolerance (BFT), to solve the
optimal strategy through the dynamic game approach [37]. In addition, game convergence
analysis of game parameters focuses on analyzing the effects of parameter changes on
convergence speed. By adjusting these parameters, convergence analysis helps mining
pools mitigate revenue losses from DDoS attacks more quickly and effectively under differ-
ent network conditions. Researchers have explored the dynamic convergence of various
attacks, including Block Withholding (BWH) attacks, 51% attacks, and DDoS attacks.

Eyal et al. [35] proposed an evolutionary game model for a BWH attack among two
mining pools to get the best mining strategy. The method analyzes the game convergence
to conclude that reasonable additional reward values and penetration rates can reduce the
loss of mining pools in the face of BWH attacks faster and more effectively. Chen et al. [38]
proposed an evolutionary game model to solve the block size determination problem in
PoW. This method analyzes the convergence rate of the game by changing the relevant
parameters of the size of the optimal block and effectively analyzes the mining pool to
obtain the optimal profit strategy. Ren et al. [39] proposed an evolutionary game model
for 51% double-spending attacks in blockchain, revealing a dynamic evolution trend
in the node strategy. The model analyzes the influence of convergence rate on a game
by changing the parameter values of the transaction price and transaction cost. This
analysis method can effectively deal with the risk of 51% double-spending attacks. Tang
et al. [40] proposed a game-theoretic approach named the Edge DDoS Mitigation (EDM)
Game for decentralized mitigation of edge DDoS attacks. This method introduces the finite
improvement property for convergence analysis and proves the existence of Nash equilibria
through iterative processes, ensuring the algorithm’s convergence. Rathnayake et al. [41]
propose Blockchain Data Trust (BDT)-Benchmark—a comprehensive synthetic dataset for
ML-driven blockchain trust evaluation—which addresses the existing dataset limitations
and the issues of blockchain’s inability to guarantee data trustworthiness and existing
dataset limitations, and supports related research.

Several dynamic game approaches exist to the mining dilemma problem in PoW.
Huang et al. [42] proposed a mining dilemma solution for BWH attacks based on dynamic
evolutionary games. Using the Lyapunov approach, the method can solve the optimal
strategy for mining pools encountering BWH attacks under different punishments and
regulatory environments. Fujita et al. [43] addressed the problem of mining pool selection
in the presence of BWH attacks in a blockchain network through evolutionary game the-
ory. The expected revenue densities of miners in different mining pools are investigated,
and the evolutionary stable state (ESS) is determined by replicating the dynamic formula
to analyze the stable distribution of miners in different mining pools. Zhang et al. [44]
employed evolutionary game theory to study how blockchain participants adjust their
cooperative behavior under different costs and benefits. Their simulations demonstrated
stable cooperative strategies and revealed the influence of network structure on coop-
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eration. Wang et al. [45] improved the incentive mechanism in the Practical Byzantine
Fault Tolerance (PBFT) consensus mechanism by introducing an evolutionary game theory
approach to enhance the stability and security of the system. The effectiveness of the mech-
anism in promoting honest participation and resisting bribery attacks is verified through
simulation experiments.

2.3. Challenges in Current Research

Although existing methods can detect and mitigate DDoS attacks, they still exhibit
several limitations. As shown in Table 1, ML-based detection achieves high accuracy but
incurs significant resource overhead and lacks long-term strategic analysis. Static game
methods require no additional resources but fail to adapt to dynamic changes. Evolutionary
game approaches capture long-term dynamics but suffer from either oversimplified models
or incomplete convergence analysis. This paper addresses these gaps through rigorous
convergence analysis and systematic parameter sensitivity evaluation.

Table 1. Comparison of Current DDoS Detection and Mitigation Methods.

Method Representa- . Resource Dynamic Convergence T
Category tive Work Main Strengths Overhead Adaptation Analysis Core Limitations
deH i‘ig;es Noj lacks No Detection only; no
ML-based Dai et al. [29] Accurate DDoS traffic s gstem game- convergence  strategic uidar}{ée for
Detection ' detection Y theoretic 8¢ BIC &
perfor- deli analysis mining pools
mance modelng
. Balances No; fails to One-shot Cannot guarantee
Static Game Johnson et al. capture o e .
attack-defense None equilibrium stability in dynamic
Models [32] . long-term
strategies . only networks
evolution
Incomplete: Insufficient
DDoS- . . prete; adaptation to
Solves optimal Partial; over- lacks .
focused Huang et al. . L complex dynamics;
. strategies under None simplified parameter .
Evolutionary [16] . . . no rigorous
different networks assumptions sensitivity
Games . convergence
analysis
guarantee
Other Attack- . . Complete for Focus on BWH;
Characterizes Partial; .
focused . BWH but not conclusions not
. Eyal et al. [35] long-term strategy None applicable to o .
Evolutionary evolution (BWH) BWH onl verified directly transferable
Games y for DDoS to DDoS

3. The Proposed DEG-Based Model
3.1. Description and Assumptions of the Blockchain System Model

The blockchain system we have established is illustrated in Figure 1. As can be seen
from Figure 1, a malicious pool A launches DDoS attacks against a target pool via the
networks to obtain illegal profits. We assume that the mining pool manager manages
the revenue of the mining pool and identifies the attacking and honest mining pools by
abnormal traffic. The pool manager determines which pool is launching a DDoS attack by
the excessive amount of anomalous traffic. In Figure 1, the mining pool manager determines
mining pool A by monitoring abnormal traffic. Mining pool A is identified as the mining
pool that launches a DDoS attack. The attack of mining pool A causes mining pool B to be
disconnected from the mining site. As a consequence of the attack, mining pool A obtains a
portion of pool B’s honest-mining revenue. We assume that the honest mining revenue for
each pool is R. Malicious mining pool A controls n nodes to launch DDoS attacks against
honest mining pool B through the blockchain networks. Thus, damage caused by each
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maliciously controlled node is d, then the loss caused by n nodes to the honest mining of
pool Bis nd. As a result, mining pool A initiating the DDoS attacks earns an illicit mining
reward of wnd. The cost of DDoS launched by mining pool A is c;. The pool manager
penalizes pool A with ¢; over the network and rewards pool B with a for honest mining.
Therefore, in this scenario, pool A earns R 4 wnd — ¢; — cp, while pool B earns R — wnd + 4,
resulting in significant losses for the honest pool.

Pool manager

‘ (3).Regulatory incentives and
benefit sharing

(4). Penalty given to
mining pool A

(4). Giving a bonus to
the mining pool B

Puppet nodes cluster

Figure 1. Mining pool DDoS attack scenario in IoT-enabled blockchain systems.

For further analysis, we employ the assumptions and parameter definitions summa-
rized in Table 2.

(1) This paper studies two equal-power mining pools, A and B, where the manager
detects attackers via abnormal traffic. The focus is on determining the optimal mining
strategy when one pool launches DDoS attacks against another.

(2) The honest mining reward for both pools A and B is R, where R > 0.

(3) A malicious mining pool controls n nodes to launch DDoS attacks on an honest
pool, each causing damage 4. The total impact and illegal gain, wnd, depends on the
network factor w (0 < w < 1), where w = 0 indicates a paralyzed network and w =1
ideal conditions.

(4) The coefficient w is a normalized composite index representing the effectiveness of
DDoS attacks under current network conditions, rather than a single raw network metric.
It can be estimated by combining indicators such as packet loss rate, round-trip time, and
service availability.

(5) The mining pool manager gives ¢ as a penalty for attacking the mining pool and a
as a reward for honest mining. The values of ¢; and a satisfy c; > 0 and a > 0. The cost of
launching a DDoS attack is ¢;. The value of ¢p is ¢ > 0.

(6) This model does not allow miners to migrate to other pools or to launch additional
attacks on the mining pool.
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These assumptions are introduced to obtain a tractable two-pool dynamic game model.
In practical blockchain systems, heterogeneous hashrates, imperfect attacker identification,
and miner migration may further affect strategy evolution.

Table 2. Modeling parameters for DEG model.

Parameter Description

Reward assigned by the pool manager when a pool successfully mines a

K block

d Revenue loss of the victim pool or gain by the attacker
a Reward obtained by an honest mining pool

1 Penalty imposed on the attacking mining pool

%) Cost of launching a DDoS attack

n Number of malicious nodes controlled by the attacker
w Network environment coefficient(quality of network)
fi Return from honest mining

f2 Return from launching DDoS attacks

f Average return under DDoS conditions

F(x) Replicator dynamic function over time ¢

F'(x) Derivative of F(x) with respect to honest mining probability x
x Probability that a mining pool mines honestly

X Candidate strategies for mining pools

x* Optimal strategy of the mining pool

3.2. The DEG Threat Model

Our model considers two mining pools and two strategies (honest mining and launch-
ing attacks). This setting avoids the exponential growth of state variables that arises with
multiple pools or strategies, which often results in simulation distortion. Additionally,
this model captures the essential “profit-fairness” trade-off among mining pools, and its
resulting behavioral patterns are sufficient to support the core conclusions of this work.
This paper analyzes revenue profiles for mining pools under various DDoS attack scenarios,
differentiating between strategies of honest mining (H) and launching DDoS attacks (D)
across four potential scenarios: both pools mining honestly (H, H), pool B attacking pool
A (H,D), pool A attacking pool B (D, H), and both pools attacking each other (D, D). In
scenario (H, D), pool A mines honestly while pool B’s attack, controlled by n nodes and
influenced by network environment factor w, yields illegal profit of wnd for pool B at the
expense of pool A, offset by pool B’s attack costs ¢, and a penalty c; from the blockchain
system, resulting in net revenues of R — wnd + a and R + wnd — ¢1 — c; respectively. In
(D, H), the situation mirrors (H, D) with roles reversed, leading to similar revenue distribu-
tions. For (D, D), both pools attack each other, canceling out illegal gains (wnd — wnd = 0),
and after accounting for penalties ¢y and costs ¢, both pools earn R — ¢ — ¢;. Figure 2
illustrates the payoff differences across four attack scenarios using a game tree structure.
Based on the model, we list the rewards for mining pool A and pool B. Table 3 shows the
benefits for both pools in the four DDoS attack scenarios.
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Pool A ﬁ

X

Honest mining DoS attacks

~

PoolB Pool B

=
Honest my DDosS aﬁg;';it minin% DDoS attacks

Honest minin:; Honest minin, . L .
& 8 Honest mining Honest mining Honest mining Honest mining ~ Mining rewards ~ Mining rewards

‘ ‘ ‘DDOS attacks‘ ‘DDoS attacks‘ ‘DDOS attaCkS‘

Pool A Pool B Pool A Pool B Pool A Pool B Pool A Pool B

Attack Scenario 1 Attack Scenario 2 Attack Scenario 3 Attack Scenario 4
Figure 2. DDoS attack scenario diagram.

Table 3. Payoffs of mining pools under DDoS attack scenarios.

Strategy (A\B) H D
H (R,R) (R—wnd+a,R+wnd —c; — cy)
D (R+wnd — ¢ — c3, R — wnd + a) (R—c¢1—c, R—c1—¢)

Note: H = Honest mining; D = DDoS attack; R = Honest mining revenue; n = Number of malicious nodes;
d = Damage per malicious node; w = Network quality coefficient; c; = Penalty for DDoS attack; c; = Cost of

launching DDoS attack; a = Reward for honest mining.

3.3. Establishment and Solution of Dynamic Equation

Figure 3 shows the complete mathematical modeling process of the proposed method.

We assume the probability of honest mining is x and of launching a DDoS attack is 1 — x,

with 0 < x < 1. The honest mining payoff is derived from Table 3 and expressed in
Equation (1):

fi=x*R+(1—x)*(R—wnd+a) 1)

The payoff of a DDoS attack by a mining pool is expressed in Equation (2):
fo=xx(R4+wnd—c1—c))+(1—x)*(R—c1—c2) )

The average mining revenue of a mining pool under DDoS attack is shown in
Equation (3):
f=xxfit(I-x)*fo ®)

Therefore, the replication dynamics of mining pool strategies can be formulated as
Equation (4) [40]. Solving this equation enables us to analyze strategy evolution and identify
optimal responses to DDoS attacks under different network environments. Wherein, x(t)
denotes the function of the change in strategy x in the case of a change at time t. dx/dt
implies that the representation strategy x is the rate of change of frequency over time of
t. fi represents the average return from honest mining in the pool. f denotes the average
return of the mining pool in the presence of both a DDoS attack strategy and an honest
mining strategy [46]. Equation (4) replicates the derivation of the dynamic equations and
the optimal strategy solution. See the theorem on evolutionary games in Ref. [47].
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Payoff Matrix Construction

= Define DDoS scenarios and payoff values.
= Compare incentives: Honest vs. Attack.

+

Replicator Dynamics Formulation

= Establish F(x) = dx/dt for strategy evolution.

m Track the time evolution of the strategy share x.

+

Equilibrium Analysis

= Set F(x) = 0 and solve for steady states x*.
= Identify candidate stable strategy profiles.

+

Lyapunov Convergence Analysis

= Use Lyapunov function V(x) to assess x* stability.

m Derive sufficient conditions for convergence.

+

Parameter Sensitivity Analysis

= Vary n, a, cl in simulation experiments.
= Measure convergence speed and the optimal x*.

Figure 3. Modeling Framework of the Proposed DEG-based Method.

F(x) =dx(t)/dt
=x(fi—f)
=xx{fi = o fi+ (1=x) * fo]}
=x[fi—xxfi = (1-x)* fa)]
= x[(1=x)fi = (1 =x) * fo] )
=x(1-x)(fi~-f)
=x(1—x)[(c1 +cro—wxnx*d)x+
(1—-x)(a—wxnxd+cq+c2)]
=x(1-x)(c1+c+a—wxn*d—ax)
Setting F(x) = 0 yields the three candidate stationary points of the evolutionary game
shown in Equation (5):

— wnd
x1201x2:1,x3:c1+c2-|;a on )

By solving the replication dynamic equation in Equation (4), we obtain three candidate
stationary points x; (i = 1,2,3,...). Among them, x; = 0 and x, = 1 are trivial boundary
equilibria, while the interior solution x3 € (0, 1) requires stability validation rather than
being directly regarded as a stable evolutionary state.

To judge whether x3 is an evolutionarily stable strategy (ESS), we first compute the
derivative of F(x) from Equation (4):

Flo) = o
=(1-2x)(c;1+cx+a—wnd—ax) —ax(1—x)

x(1—x)(c1 + 2 +a—wnd — ax)]
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By definition, x3 is the point where ¢; + c2 +a — wnd — ax3 = 0. Substituting this into
the expression for F/(x3) yields

F'(x3) = (1 —2x3) -0 — ax3(1 — x3)

= —ax3(1 — x3)

According to the linearization stability criterion for one-dimensional autonomous dy-
namical systems, an interior equilibrium x* is locally asymptotically stable if the derivative
of the replicator dynamics satisfies F'(x*) < 0 [48]. Since the basic assumptions of our
model satisfy 2 > 0 and 0 < x3 < 1, we have F'(x3) < 0, confirming local asymptotic
stability around xs.

Then we define the four payoff entries of the symmetric two-strategy game as

a=R, B=R—wnd+a, y=R+wnd—cy—c, §=R—c;—cy.

For a symmetric two-strategy game, an interior equilibrium can become a mixed-
strategy ESS only if the discriminant condition below is satisfied [49]:

a—B—9+6<0
Substituting the model payoffs into this formula and simplifying, we can derive that
a—B—y+6=—a

Since a > 0 by assumption, we have —a < 0, this condition is satisfied.

Therefore, x3 is a valid ESS only when it falls within the range 0 < x3 < 1.

Following the reference in [50], we evaluate the optimal strategy x* under varying
network conditions and determine the corresponding network coefficient w. On this basis,
we adopt evolutionary game theory to analyze the convergence behavior of strategies and
explore the parameter sensitivity of key variables, including the malicious node count n,
reward a, and penalty cy.

4. Optimal Strategy Solution and Convergence Analysis

This section analyzes stability and convergence via replicator dynamics and equilib-
rium analysis, combined with Lyapunov stability theory. We adopt the Lyapunov function
V(x) = }(x — x*)2 [51] to analyze the stability of the interior equilibrium x3 € (0,1) and
solve the optimal mining strategy x*, we regard the network coefficient w as the key in-
fluencing factor. We only calculate the sign of V(x) for Case C, which verifies the global
asymptotic stability for all initial states within the open interval (0, 1). This stability conclu-
sion does not hold for the invariant boundary points x = 0 and x = 1. For the boundary
optimal solutions x* = 0 (Case A) and x* = 1 (Case B), we further evaluate their local
asymptotic stability by computing the first derivative of the replicator dynamics F’(x) at
the boundary equilibria. Under the prerequisites 2 > 0 and ¢; > 0, we finally derive the
stable optimal strategies corresponding to Case A, Case B, and Case C based on the three
stationary points x1, x2, and x3. Furthermore, we conduct parameter sensitivity analysis
to explore how the penalty coefficient c¢;, the honest mining reward 4, and the number of
malicious nodes n affect the strategy convergence speed. Figures 4-6 show phase diagrams
of replicator dynamics F(x) = d’;(tt) under different networks, and parameters are detailed
in Table 4.

Case A:a > 0and x3 =

c1+cp+a—wnd <0
—— =0
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dx/dt

—

ne slope of the tangent
line is negative

Figure 4. The replicator-dynamics phase diagram for case A.

When x3 = M < 0,ie,c1+cp+a—wnd < 0, the network coefficient
w satisfies 1°% < < 1 (nd > 0). By analyzing the first derivative F/(x) of the
replication dynamic equation F(x), the steady state corresponds to the intersection with
the horizontal axis where the slope is negative (F/(x) < 0) [38,39,52]. The phase diagram in
Figure 4 shows that the stable strategy in this case is x* = x; = 0, indicating that under good
network conditions, mining pools eventually choose mutual attacks to maximize profits.

Then, we consider how the variable parameters 4, c¢1, and n affect the convergence
time to the optimal strategy in repeated games among mining pools with different mining
probabilities. By assumption, the range of ais 0 < a < wnd — ¢; — cp. Similarly, we have
n> Clt#” (wd > 0)and 0 < ¢; < wnd — a — cp. Under these conditions, # tends to be
relatively large, while 4 and c; are relatively small. Therefore, given the same penalty c;
and reward g, a larger number of attacking nodes n controlled by the malicious mining
pool leads to faster game convergence. Conversely, with a fixed 1, higher penalty c;, and
reward a slow down the convergence of the mining pool game.

Case B:a > 0and x3 = w >1

dx/dt

The slope of the tangent
line is negative

0 1 x
Figure 5. The replicator-dynamics phase diagram for case B.

When x3 = M > 1 means c; + ¢p +a — wnd > a. In this case, the value
rangeof wis 0 < w < % (nd > 0). The replication dynamic phase diagram is shown
in Figure 5. From Figure 5, we conclude that the stable strategy point with F/(x) < 0is
x3 = 1. Thus, the steady-state strategy is x* = 1. Under poor network conditions, mining
pools tend to mine honestly to secure optimal rewards before suffering from DDoS attacks.

Then, we analyze how the variable parameters 4, c1, and n affect convergence to the
optimal strategy in Case B. According to Case B assumptions, the number of malicious
nodes 1 satisfies 0 < n < % (wd > 0). Similarly, the reward a and penalty c; satisfy
a > 0and ¢; > wnd — cy. In this scenario, n tends to be relatively small, while 2 and ¢;
are relatively large. Therefore, under the same poor network condition w, penalty ¢, and

reward a, a larger number of attacking nodes controlled by the malicious pool slows game
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convergence. Conversely, with fixed w and 7, higher penalty c; and reward a accelerate
convergence, reducing the time for the mining pool to reach the optimal strategy.
Case C:a > 0 and 0 < atete—wnd

2

dx/dt

The slope of the tangent
line is negative

¢+, +a—wnd

a X

Figure 6. The replicator-dynamics phase diagram for case C.

Table 4. Parameter ranges under different strategies x*.

c1+c+a— wnd

Parameter x* =x; =0 x*=ax=1 x* =x3 = "
R R>0 R>0 R>0
a O<a<wnd—c—c a>0 a > max(wnd — ¢ — ¢p, 0)
d d>0 d>0 d>0
1 O0<cp<wnd—a—c, c¢1>wnd—cp wnd —a—cy < cp <wnd—cy
c cp >0 >0 >0
n nzw O<n§cl+c2 C1+62<n<m
wd wd wd wd
w C1+C2+u§w§1 nggcl—&—cz C1+C2SwSC1+C2+lZ
nd nd nd nd

In this case, the value range of w is as follows: % < w < W (nd > 0).
The replication dynamic phase diagram is shown in Figure 6. As can be seen from
Figure 6, the steady-state strategy point that makes F/(x) < 0 chosen in case C is
X =x3= M (a > 0). Under the condition of the medium network environment,
the mining pool will choose the probability of honest mining as x3 = M to obtain
the best profits. When the network environment is in a relatively stable state, the mining
pools will eventually choose the mixed strategy for the best profit. The pools are finally
mined honestly with a probability of x3 = M.

In Case C, the variable parameters a, c¢1, and n influence both the convergence
speed and the mining pool’s mixed strategy x*. The number of malicious nodes satis-
fies % <n< % (wd > 0), indicating a moderate level of control. The penalty and
reward ranges are wnd —a — ¢y < ¢ < wnd — ¢y and a > max (wnd — ¢; — ¢3,0). Increas-
ing a tends to increase cj, with both similarly affecting convergence speed. For fixed n,
higher a and c; accelerate convergence; increasing n with fixed a and c; slows it. The
optimal mixed strategy is given by x3 = M, which decreases as n grows. At fixed
n and network coefficient w, increasing a and c; raises x3 and speeds convergence. The
values of these parameters work together to determine convergence and strategy selection.
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5. Experiment and Results
5.1. Simulation Configuration and Interpretation of Evolutionary Time

(1) Simulation Configuration: All simulations were conducted in MATLAB R2025a
(version 25.1.0, The MathWorks, Inc., Natick, MA, USA). The replicator dynamics modeled
by ordinary differential equations (ODEs) are solved via the ode45 solver. For each scenario,
we simulated the evolution of the strategy from a set of initial honest mining probabilities,
x, ranging from 0.1 to 0.9 in steps of 0.1.

(2) Interpretation of the Time Variable : In our experiment, it describes the continuous
strategy adjustment process inherent to the replicator dynamics model, where the time
scale is determined by the relative rates of strategy change, independent of real mining
system operations. Notably, throughout this paper, the variable ¢ in all figures and reported
convergence times (e.g., “0.5 s”, “0.03 s”) represents normalized evolutionary time, not
physical wall-clock time.

(3) Definition of Convergence Time: In the simulations, convergence time is defined as
the normalized time T:

T, =inf {t: [x(t) — x*| < e},

where the strategy state remains within this threshold for all subsequent time steps, and
the tolerance parameter is set to ¢ = 1073.

(4) Mapping to Real Time: While ¢ is abstract, it can be mapped to physical time if
we specify a strategy update interval A. If mining pools update their strategies every
A's, the real convergence time can be formulated as Tyeq) = TsimA. Here, A can corre-
spond to a traffic-monitoring window, a block-generation interval, or a pool-management
decision interval.

5.2. Dynamic and Static Comparison Experiment

This section validates the proposed DEG model by comparing it with the static DDoS
policy [16] using Johnson’s game model [32]. It is important to clarify that the comparison
does not aim for identical parameter replication, but focuses on the analytical differences
between static and dynamic models. Our DEG model includes extra practical parame-
ters (e.g., attack cost cp) that are absent in static models. Given the inherent structural
differences between the two model frameworks, we adopt respective parameter configu-
rations to maintain conceptually equivalent network scenarios for the logical fairness of
the comparison.

The experiment clearly highlights the superiority of our DEG model. Static models
can only identify a final equilibrium; they fail to capture the evolutionary path and con-
vergence speed of strategy adjustment. Although our previous work made progress, it
did not fully analyze how key parameters affect this process. Our current work addresses
these limitations. It clearly tracks strategy convergence trends. It also reveals how key
parameters, including #, a and c;, influence the entire evolutionary process. Moreover,
static models cannot provide definite results for optimal mixed strategies. In contrast, our
model calculates the precise optimal strategy probabilities and reflects the real adaptive
behaviors of mining pools facing DDoS attacks. The specific experimental parameters are
shown in Table 5.

The comparison experiment consists of three parts: harsh, medium, and good net-
work conditions, using both static and dynamic games to determine optimal mining pool
strategies under DDoS attacks. This section compares dynamic game results from previous
work [16] with the current dynamic and additional static game experiments. Static game
results are presented as 3D plots with mining pool A and pool B strategies on the x- and
y-axes and revenues on the z-axis; blue points represent non-equilibrium states, while red
points indicate optimal equilibria. Dynamic game results show colored curves of mining
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pools’ initial honest mining probabilities (ranging from 0.1 to 0.9) over time, illustrating
convergence to optimal strategies in each network environment.

Table 5. Experimental parameter settings.

R a d c1 c2 n w Optimal x*
300 30 10 20 10 25 0.1 x* = xp = 1 for current work
300 30 10 20 10 8 0.5 x* = x3 = 0.67 for current work
300 30 10 20 10 25 0.9 x* = x1 = 0 for current work
200 30 60 20 - - 0.1 x* =1 for previous work
200 30 60 20 - - 0.5 x* = 0.67 for previous work
200 30 60 20 - - 0.9 x* = 0 for previous work

5.2.1. The Harsh Network Comparison Experiments

In this experiment, the network environment coefficient is set to w = 0.1 to represent
harsh network conditions. Consistent with our previous work [16], we adopt the basic
parameter settings of reward a = 30 and penalty c; = 20. Differently, this paper additionally
considers the attack cost c; = 10, which is neglected in the static model. For network
scenario differentiation, we configure the number of malicious nodes as n = 8 for medium
network environments, and n = 25 for harsh and good network environments. All
experimental parameters used for model comparison are summarized in Table 5. The
corresponding static and dynamic game experimental results are presented in Figure 7.

w=0.1 w=0.1, n=25, a=30, c1=20

Fww 1 .
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Figure 7. Dynamic and static comparison experiments in harsh network environments. (a) Experi-
mental results of dynamic games in previous work. (b) The static game experiment in the current
work. (¢) Experimental results of dynamic games in the current work.

Figure 7a presents the dynamic game results from our previous work. In a harsh
network environment, mining pools quickly converge to the strategy x* = 1 within 0.3 s,
which verifies that honest mining is the optimal strategy in this scenario. Figure 7b dis-
plays the static game results of this study under the same harsh network condition. The
optimal equilibrium is (1,1,300). Both mining pools choose honest mining to achieve a
maximum revenue of 300. Figure 7c illustrates the dynamic evolutionary game results
of the proposed model with the parameter settings in Table 5. After iterative game evo-
lution, all mining pools converge steadily to x = 1 at approximately 0.4 s. This outcome
demonstrates that honest mining (x* = 1) remains the unique optimal strategy under harsh
network environments.

In adverse network environments, mining pools are unable to observe or predict
the strategies of other pools. In this case, DDoS attacks bring high uncertainty and
risk, so mining pools prefer honest mining. Worse network conditions reduce the attack-
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w=0.5

related gain wnd, while the attack costs c; and penalties ¢ stay unchanged. This makes
attacks unprofitable.

5.2.2. The Medium Network Comparison Experiments

The parameter settings of our previous work [16] are retained as baseline: w = 0.5,
c1 =20,a =30,d = 60, and R = 200. For the medium network experiments in this study,
we adjust the number of malicious nodes to n = 8, d = 10 and R = 300, while keeping all
other parameters consistent with the baseline. Figure 8 presents the static and dynamic
game results of mining pool strategy evolution under this medium network scenario.

Figure 8a presents previous dynamic game results showing that in moderate network
environments, the optimal strategy is a mixed policy with honest mining probability

* = 0.67. Figure 8b illustrates static game results, yielding two optimal strategies for pool
A: (1,2,290) and (2,1, 310), corresponding to role-swapped equilibria (H, D) and (D, H).
Under (H, D), pool A’s payoff is R — wnd 4+ a = 300 — 0.5 x 8 x 10 4 30 = 290, while pool
B’sis R +wnd — ¢ — ¢ = 300 + 40 — 20 — 10 = 310. Conversely, under (D, H), pool A’s
payoff is 310 and pool B’s is 290. These results suggest mining pools adopt mixed strategies
balancing honest mining and attacks. Figure 8c demonstrates dynamic evolutionary game

convergence, where initial honest mining probabilities (0.1 to 0.9) converge to x = 0.67
c1+cy+a—wnd
a

around t = 0.5 s. This aligns with the theoretical equilibrium x3 =
20410+ 30 — 0.5 x 8 x 10

= 0.67. Thus, under moderate network conditions, mining
pools converge to a mixed strategy with honest mining probability x* ~ 0.67, balancing

profitable attack opportunities with honest mining returns.

Pool A and Pool B Payoff with Nash Equiibrium
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Figure 8. Dynamic and static comparison experiments in medium network environments. (a) Experi-
mental results of dynamic games in previous work. (b) The static game experiment in the current
work. (¢) Experimental results of dynamic games in the current work.

In medium network environments, mining pools adopt an optimal mixed strategy
that balances honest mining and DDoS attacks. When the network coefficient w rises
from 0.1 to 0.5, DDoS attack profits increase, motivating mining pools to adopt aggressive
strategies. However, penalty c; and attack cost c; constrain malicious behaviors. This trade-
off produces multiple optimal strategies. Experimental results confirm that the optimal
mixed strategy for all pools features an honest mining probability of x* = 0.67.

5.2.3. The Good Network Comparison Experiments

To simulate a favorable network condition, this experiment sets the network coeffi-
cient to w = 0.9 and the number of malicious nodes n = 25. Such settings construct an
optimal and stable network environment. All other experimental parameters follow the
configurations in Table 5. Figure 9 illustrates the static and dynamic game experimental
results of mining pools under this favorable network condition.
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Figure 9. Dynamic and static comparison experiments in good network environments. (a) Experi-
mental results of dynamic games in previous work. (b) The static game experiment in the current
work. (c) Experimental results of dynamic games in the current work.

Figure 9a shows the experimental results of previous work, where mining pools can
obtain profitable gains by launching DDoS attacks under good network conditions. The
static game experiment results of the current work are shown in Figure 9b. These results
demonstrate that the Nash equilibrium of pool A and pool B is (2,2,270) in good network
environments. This outcome indicates that both pools choose to launch DDoS attacks
against each other to achieve an optimal gain of 270. Figure 9c presents the dynamic game
experiment results of the current work in the same good network environment. The results
show that, regardless of their initial strategies, the mining pools” honest mining probabilities
all rapidly converge to 0 within approximately 0.03 s. This proves that the optimal strategy
for the mining pools in this setting is x* = 0. In summary, these experiments consistently
show that under good network conditions, all mining pools will opt to launch DDoS attacks
against each other to maximize their profits.

In both current and previous works, mining pools tend to maximize profits by launch-
ing DDoS attacks in good network environments. As the network improves, pools perceive
attacks as more profitable than honest mining, leading them to favor DDoS strategies. The
illicit gains represented by wnd and wd increase with the network coefficient. For instance,
they rise from w = 0.5 in medium networks to w = 0.9 in good network conditions, which
further incentivizes attacks.

5.3. Game Convergence Analysis Experiments

This section evaluates mining pools’ response speed and sensitivity to DDoS attacks
by varying the penalty cj, reward a, and number of malicious nodes n. Rapid conver-
gence is crucial for reducing revenue loss. Three experiments are conducted using the
parameter settings in Tables 6-8, which align with the optimal ranges derived from the
Lyapunov analysis. Extended parameter traversal and equilibrium validation are given in
Appendix A.

Table 6. Parameters for convergence and sensitivity analysis in harsh network environments.

Profits R Rewards a

DDoS

Gainsd Penalty c; Attack Costc; Pools Controlledn Net Env. w  Optimal Strategy x™*

300

20

10 15 10 5 0.1 X =x=1

300

20

10 15 10 20 0.1 =x=1

300

30

10 20 10 5 0.1 =x=1

300

30

10 20 10 20 0.1 F=x=1
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Honest mining probability x

Honest mining probability x

5.3.1. The Harsh Network Game Convergence Experiments

This section explores how the penalty ¢, reward a, and malicious node number
n affect the convergence speed and game sensitivity of mining pools. All experiments
are conducted under harsh network conditions with w = 0.1. The detailed parameter
configurations are listed in Table 6. The baseline parameters are set as ¢; = 15, 2 = 20, and
n = 5. We design three groups of comparative experiments. First, we increase n to 20 while
keeping c; and a unchanged. Second, we adjust all three parameters to c; = 20, a = 30,
and n = 5. Third, we set a = 30, ¢; = 20, and n = 20. These groups clarify the individual
effects of 1, c1, and a on strategy convergence, and the corresponding results are presented

in Figure 10.
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Figure 10. Game convergence experiments in harsh network environments.

Specifically, we first analyze the convergence speed and sensitivity of the game, with
a focus on the variable parameter . The results are shown in Figure 10a,b. In this group,
parameters a and c; are fixed, while the value of n changes from 5 to 20. All mining pools
adopting rate-based strategies finally converge to x = 1. As the number of malicious nodes
n increases, the strategy convergence time grows longer. Figure 10c,d present another group
of experimental results with 2 = 30 and ¢; = 20. These results show a consistent trend. In
harsh network environments, more malicious nodes slow down the game convergence rate
and reduce game sensitivity. We further test the impacts of parameters a and ¢y with # fixed
at 5 and 20. When a rises from 20 to 30 and c; rises from 15 to 20, the mining pool strategy
converges faster to the optimal value x = 1. The comparison results across Figure 10a—d
clearly verify this conclusion. It demonstrates that increasing c; and a can improve the
convergence speed and game sensitivity under fixed harsh network conditions. These

https://doi.org/10.3390/ electronics15153362


https://doi.org/10.3390/electronics15153362

Electronics 2026, 15, 3362 18 of 29

findings are consistent with the parameter sensitivity analysis of Case B in Section 4, which
further verifies the accuracy and effectiveness of the proposed model.

In harsh networks, the convergence speed to fully honest mining state is largely
influenced by economic incentives. A larger number of attack nodes n tends to slow
convergence because the higher potential attack reward (wnd) continuously tempts mining
pools, weakening the evolutionary pressure to be honest even if attacks are ultimately
unprofitable. Conversely, higher honesty rewards a and attack penalties c; generally
accelerate convergence, as positive incentives and punitive constraints jointly push pools
to abandon attacks more quickly.

For system designers, economic regulation serves as an efficient security solution.
Reasonable penalties and explicit honest rewards can make attacks economically undesir-
able. Notably, a large n may sustain system instability even when attacks yield no profit.
Therefore, well-designed economic incentive mechanisms are essential for the network to
quickly restore its secure and stable state.

5.3.2. The Medium Network Game Convergence Experiments

At a network environment coefficient w of 0.5, four groups of sub-experiments are
conducted to explore the convergence speed and game sensitivity by adjusting the reward,
penalty, and malicious node number. The detailed parameter settings are listed in Table 7.
The baseline parameters are set as a = 20, c; = 15, and n = 7. We first increase the
malicious node number to n = 9 while keeping a and ¢; unchanged. Afterwards, we raise
the reward to a = 30 and the penalty to ¢c; = 20, and test two scenarios with n = 7 and
n =9, respectively.

Table 7. Parameters for convergence and sensitivity analysis in medium network environments.

Profits R Rewards a DDoS Gainsd Penalty c; Attack Costc; Pools Controlledn  NetEnv. w  Optimal Strategy x*

300 20 10 15 10 7 0.5 x*=x3 =05
300 20 10 15 10 9 0.5 x* =x3 =0.05
300 30 10 20 10 7 0.5 x* = x3 = 0.833
300 30 10 20 10 9 0.5 x*=x3=05

The results in Figure 11 show that increasing malicious nodes from 7 to 9 prolongs
the convergence time. More malicious nodes n slow down the game convergence. In
contrast, higher rewards a and penalties c; effectively accelerate the convergence process.
As the number of malicious nodes grows, mining pools tend to adopt more aggressive
strategies, while increased rewards and penalties reduce their willingness to attack. These
results verify that the proposed model is sensitive to key parameters in medium network
environments, which is consistent with the theoretical analysis of Case C in Section 4.

In medium networks, the system typically stabilizes at a mixed strategy equilibrium

X3 = 1 +cz—|;1—wnd

where mining pools balance the profits and risks of launching attacks.
A larger number of malicious nodes n increases the potential attack revenue wnd, makes
attacking more attractive, and reduces the equilibrium value x3. This balance weakens
the evolutionary advantage of honest mining and thus slows down the convergence. In
contrast, higher reward a and penalty c; raise x3 by improving the benefits of honest
behavior. Such parameter adjustments enlarge the payoff gap between different strategies,

generate stronger evolutionary pressure, and effectively accelerate the convergence process.
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Figure 11. Game convergence experiments in medium network environments.

For system designers, these findings emphasize the necessity of active economic
governance. Appropriately increasing a and c¢; can guide the system toward a safer
and more stable honest mining state. In addition, a larger n drives the system toward
aggressive strategies. Therefore, security parameters should be dynamically adjusted.
When n increases, corresponding adjustments of a and ¢; are required to offset potential
network threats and maintain stability.

5.3.3. The Good Network Game Convergence Experiments

As detailed in Table 8, several global parameters, including the honest mining reward
R, attack cost c3, and single-node attack return d, are fixed. The network environment
coefficient is set to w = 0.9, which represents a favorable network scenario where mining
pools can obtain considerable economic benefits from DDoS attacks. We design four groups
of experiments with different parameter combinations, as listed in Table 8. The baseline
configuration adopts a2 = 20, c; = 15 and n = 10. The second group retains the same
reward and penalty values but increases the number of malicious nodes to n = 20. The
third group adjusts the parameters to a = 30, c; = 20 and n = 10. The last group sets
a = 30, c; = 20 and n = 20 under favorable network conditions. The corresponding results
of game convergence and parameter sensitivity analysis are presented in Figure 12.
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Figure 12. Game convergence experiments in good network environments.

1

Table 8. Parameters for convergence and sensitivity analysis in good network environments.

Profits R Rewards a DDoS Gainsd Penalty c; Attack Costc, Pools Controlledn  NetEnv. w  Optimal Strategy x*
300 20 10 15 10 10 0.9 x*=x1=0
300 20 10 15 10 20 0.9 x*=x1=0
300 30 10 20 10 10 0.9 ¥ =x=0
300 30 10 20 10 20 0.9 x*=x1=0

We conduct two groups of comparative experiments under this favorable network
environment. The first group keeps the penalty c¢; and reward a unchanged and only
adjusts the number of attack nodes n. The second group fixes n and varies ¢y and a. These
experiments aim to explore the effects of key parameters on the game convergence perfor-
mance. First, we analyze the convergence speed and parameter sensitivity by increasing n
while keeping c; and a constant. By comparing the experimental results in Figure 12a,b
under c; = 15 and a = 20, as well as Figure 12¢,d under ¢; = 20 and a = 30, we observe
that increasing # from 10 to 20 significantly accelerates the iteration process and shortens
the system convergence time. In the second group of experiments, we fix n and adjust a and
c1 to explore their impacts on parameter sensitivity. A comparison between Figure 12a,c
shows that increasing 4 and c; under n = 10 prolongs the convergence time toward the
optimal strategy and reduces the model sensitivity. The same trend can be observed by
comparing Figure 12b,d under n = 20. All experimental results are consistent with the
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theoretical analysis of Case A in Section 4, which verifies the correctness and effectiveness
of the proposed model and sensitivity analysis.

In favorable network environments, attack profits are far higher than honest mining
gains, so the system quickly converges to the all-attack state where x* = 0. The convergence
speed depends on the gap between attack and honest incentives. More malicious nodes
n or lower values of ¢; and a make attacks much more profitable. This creates extremely
strong evolutionary pressure, causing all pools to abandon honest mining and adopt attack
strategies almost instantly. In contrast, higher ¢; and a restrain this negative trend. They
reduce the profit gap between honest and attack strategies, and delay the convergence
process, although they cannot fully prevent aggressive behaviors.

For designers, this provides two clear guidelines. First, security mechanisms must
adapt to network conditions. As the network coefficient w increases, the penalty c; should
be correspondingly increased. Second, slowing system degradation is a practical and
effective defense strategy. Even if it is difficult to restore an honest mining state, appropri-
ately increasing rewards and penalties can delay the deterioration process. This provides
sufficient time for manual intervention and defense upgrades, making it harder for the
system to evolve into a dangerous attack-dominant state.

5.4. Analysis of the Effect of Network Coefficient w

To isolate and rigorously analyze the pure effect of the network environment coefficient
w on strategy evolution, we conducted a set of controlled experiments. In this analysis,
all other parameters were held constant (R = 300, n = 15,d = 10, a = 30, ¢; = 20, and
c2 = 10), while w was systematically varied across the values [0.1, 0.3, 0.5, 0.7, and 0.9]. The
experimental parameters are listed in Table 9 and the results are shown in Figure 13. They
provide a clear and compelling illustration of how network quality acts as a critical control
parameter for system security.

Table 9. Parameters for controlled convergence analysis of network coefficient w.

Profits R Rewardsa DDoS Gainsd Penaltyc; Attack Costc; Pools Controlledn  NetEnv. w  Optimal Strategy x*

300 30 10 20 10 15 0.1 F=x=1
300 30 10 20 10 15 0.3 x*=x3=05
300 30 10 20 10 15 0.5 X =x1=0
300 30 10 20 10 15 0.7 x*=x1=0
300 30 10 20 10 15 0.9 *=x1=0

The experimental results align with our theoretical predictions across all three equi-
librium cases. As shown in Figure 13a, when the network quality is poor (w = 0.1), the
illicit gain from attacking is minimal. The system unequivocally converges to the all-honest
equilibrium (x* = 1), regardless of the initial proportion of honest miners. The conver-
gence process takes approximately 0.6 s. Figure 13b demonstrates the tipping point. At
a medium network quality of w = 0.3, the incentives for attacking and remaining honest
are balanced. The system stabilizes at a mixed strategy equilibrium x* = 0.5, precisely as
predicted by formula x3 = (c¢1 + ¢z + a — wnd) /a. This state represents a fragile balance
where opportunistic attacks persist within the population. Notably, the convergence to this
mixed state is the slowest among the tested scenarios, taking around 0.8 s. As depicted in
Figure 13c—e, once w crosses a profitability threshold (at w > 0.4), the all-attack strategy
(x* = 0) becomes the sole stable equilibrium. These figures clearly show a trend that when
w increases from 0.5 to 0.9, the system converges to this harmful state much more quickly.
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At w = 0.9, the system collapses to the all-attack state in less than 0.1 s, highlighting the
intense economic pressure to attack when network conditions are favorable.
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Figure 13. Convergence performance under varying network environment coefficient w.

A key finding is that improving network quality paradoxically increases DDoS at-
tack incentives, thereby degrading system security. This occurs because better network
conditions make attacks more effective and profitable. To address this, system designers
must implement adaptive mechanisms where penalty ¢; and reward a are automatically
adjusted as network conditions change.
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6. Discussion

Discussion 1: The model assumes two mining pools with equal computational power.
What are the limitations of this assumption? How would hashrate heterogeneity change
the equilibrium structure and convergence trajectories?

Answer: Equal hashrate is just a simplifying assumption that enables tractable analysis.
But it ignores that varying cost-benefit trade-offs lead pools of different sizes to adopt
distinct strategies. And it masks the strategic advantage of scale, where dominant pools
can absorb attack costs that smaller pools cannot, resulting in fundamentally different
equilibria. In practice, mining pools have heterogeneous computational power, which
alters game structure. With unequal hashrates, the symmetric replicator dynamics become
asymmetric. Specifically, the payoff matrix depends on the hashrate ratio, changing the
one-dimensional dynamics F(x) = dx/dt into multi-dimensional dynamics. Consequently,
the original equilibrium condition x3 = (c; + ¢ +a — wnd)/a (a > 0) no longer applies.
Each pool adopts a distinct optimal strategy based on its relative computational power.
This heterogeneity also alters both the equilibrium location and the convergence trajectory.
Pools with different hashrates may face different cost-benefit trade-offs, potentially leading
to distinct optimal strategies. Analyzing this asymmetric case requires multi-dimensional
dynamics beyond the current model.

Discussion 2: The model assumes perfect attacker identification. What limitations
arise from this simplifying assumption? How would detection latency and false posi-
tives/negatives change the payoff matrix and equilibrium strategies?

Answer: The perfect attacker identification assumption simplifies the model for
tractable baseline analysis but deviates from practical detection scenarios. Real detection
systems face latency, false negatives (FNs), and false positives (FPs) that modify the model’s
payoff structure and equilibrium results. If detection is delayed by time At, attackers profit
during this time before penalties are imposed. The effective attack gain increases from wnd
to approximately w(1 — e~**")nd, where A represents detection sensitivity. This shifts the
equilibrium toward more aggressive strategies. An FN means missed attacks escape penalty
c1, dropping the expected penalty to c1(1 — pg,), where pg, denote the false negative rate.
The new equilibrium becomes x3 = [c1(1 — ps,) + c2 +a — wnd(1 + pg,)]/a, lowering x3
to further incentivize attacks. An FP wrongly penalizes honest pools, reducing their reward
to a(1 — ps,) and discouraging honest mining, where py, denote the false positive rate.
Ultimately, imperfect detection systematically shifts equilibrium toward attack-dominant
strategies and reduces convergence to honest mining.

Discussion 3: The model assumes no miner migration. What are the limitations of this
assumption? If miners can freely migrate between pools, would the equilibrium strategy
distribution change, or only the convergence speed?

Answer: The absence of miner migration is a simplifying assumption that restricts
the model’s practical fidelity. The static fixed-hashrate setup fails to capture miners” actual
hash reallocation across pools. And miner migration has two fundamentally different ef-
fects depending on its mechanism. If miners only change strategies while pool hashrates
remain fixed, the equilibrium x* stays the same but convergence speeds up. If miners reallo-
cate hashrate, the equilibrium fundamentally changes. When miners migrate, the hashrate
distribution n(t) changes over time. The equilibrium condition becomes time dependent:
x3(t) = [c1 4+ c2 +a—w-n(t) - d]/a. This couples strategy dynamics with hashrate dynamics,
creating a two-dimensional system. The equilibrium x is no longer stationary; it drifts as n(t)
evolves. In practice, modeling miner migration properly requires coupled strategy-hashrate
dynamics and more sophisticated frameworks (mean-field games, differential games). This is
beyond the scope of the current work but represents an essential future direction.

https:/ /doi.org/10.3390/ electronics15153362


https://doi.org/10.3390/electronics15153362

Electronics 2026, 15, 3362

24 of 29

Discussion 4: The model treats attack cost ¢, as constant, independent of attack scale.
How would a cost function cp(n) = kn affect parameter sensitivity results?

Answer: The current model assumes c; is fixed, representing the base overhead of
launching any attack. This is appropriate when analyzing strategic pool responses rather
than attack deployment economics. However, in scenarios where attack cost scales with
the number of malicious nodes, a linear cost function c; (1) = kn becomes more realistic.
This would change the equilibrium to x; = (¢1 + kn 4+ a — wnd)/a. It alters parameter
sensitivity, especially for n. The net effect of increasing n depends on whether the marginal
attack gain wd exceeds the marginal attack cost k. With fixed c;, higher n increases attack
incentives as wnd dominates. With ¢y (1) = kn, the cost kn opposes the gain wnd, creating a
trade-off where the optimal n balances marginal gains and costs. The effects of c; and a
remain qualitatively similar but change in magnitude due to this trade-off.

Discussion 5: The model treats network environment coefficient w as common knowl-
edge. In reality, attackers may falsely signal poor network conditions while exploiting good
networks for attacks. How does information asymmetry affect results?

Answer: Information asymmetry fundamentally undermines our baseline model.

In such scenarios, mining pools form distorted beliefs about the true w and converge to

€1 + €2 + @ — Welaimed

a wrong equilibrium x} = instead of the true x3. Meanwhile,

attackers gain asymmetric deception p?oﬁts, defined as AT = (Wyye — Welaimed ) 1d. To
address this, future work can incorporate incomplete information Bayesian games and
signaling frameworks, in which mining pools establish probabilistic beliefs b(w) toward
the true network state. And the game becomes: (1) Nature draws w; (2) Attacker sends a
signal 0; (3) Pools choose strategies x based on their belief b(w|c).

7. Conclusions

This paper investigates the evolutionary game dynamics of mining pools within
blockchain networks subjected to DDoS attacks, deriving stable strategies via replicator
dynamics equations. By analyzing the influence of key parameters such as the number
of attacking nodes, penalties, and rewards on strategy convergence and game sensitivity,
we provide comprehensive insights into mining pool behaviors across various network
environments. Experimental results based on both dynamic and static game models demon-
strate that the proposed approach effectively identifies optimal strategies and captures the
convergence process of mining pools. Notably, as network conditions improve, mining
pools exhibit a greater propensity to adopt DDoS attack strategies for higher returns. Thus,
we need to strike a balance between the optimization of network infrastructure and the
fairness and security of the blockchain. However, this study only relies on simulation veri-
fication and adopts relatively idealized model assumptions. Future work will pursue three
directions: (1) empirical validation against real blockchain network data and agent-based
simulations with realistic attack scenarios; (2) extension to multi-pool environments with
heterogeneous delays, cross-pool miner migration and attack—defense co-evolution models;
(3) incorporation of imperfect information through Bayesian games to address information
asymmetries and strategic deception regarding network conditions. These extensions will
enhance the model’s scalability and robustness in practical blockchain ecosystems.
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Abbreviations

The following abbreviations are used in this manuscript:

TIoT Internet of Things

PoW  Proof of Work

DDoS Distributed Denial-of-Service

DEG  Dynamic Evolutionary Game

ESS Evolutionary Stable State

ML Machine Learning

BWH  Block Withholding

BFT Byzantine Fault Tolerance

PBFT  Practical Byzantine Fault Tolerance

Appendix A. Parameter Traversal and Equilibrium Validation

To enhance experimental robustness and remedy the limited parameter settings in
the main text, this appendix presents extensive parameter traversal results under typical
network environment coefficients, covering harsh, medium, and good network scenarios.

Appendix A.1. Parameter Traversal Under Harsh Network Condition

This section evaluates the model equilibrium strategies under a harsh network envi-
ronment with w = 0.2.

Table A1l. Parameter traversal results under harsh network condition, w = 0.2.

Profits R Rewards a

DDoS Gains d Penalty ¢; Attack Costc; Pools Controlledn  Net Env. w  Optimal Strategy x™*

300 30 10 15 10 20 0.2 x*=x3 =05
300 30 10 35 10 20 0.2 =x=1
300 30 10 15 10 30 0.2 x*=x1=0
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Figure A1l. Game convergence experiments in harsh network environments.

Appendix A.2. Parameter Traversal under Medium Network Condition

This section evaluates the model equilibrium strategies under a medium network
environment with w = 0.4.
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Figure A2. Game convergence experiments in medium network environments.
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Table A2. Parameter traversal results under medium network condition, w = 0.4.

Profits R Rewards a DDoS Gainsd Penalty ¢c; Attack Costc; Pools Controlled # Net Env. w  Optimal Strategy x*

300 60 10 30 10 20 0.4 x* =x3 =0.33
300 30 10 30 10 20 0.4 x*=x1=0
300 60 10 75 10 20 0.4 =x=1

Appendix A.3. Parameter Traversal Under Good Network Condition
This section evaluates the model equilibrium strategies under a good network envi-

ronment with w = 0.8.

Table A3. Parameter traversal results under good network condition, w = 0.8.

Profits R Rewardsa DDoS Gainsd Penalty c; Attack Costc, Pools Controlledn NetEnv. w  Optimal Strategy x*

300 60 10 50 10 20 0.8 x*=x=0
300 80 10 100 10 20 0.8 x* = x3 =0.375
300 80 10 155 10 20 0.8 F=x=1
w=0.8, n=20, a=60, c1=50 1 w=0.8, n=20, a=80, c1=100
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Figure A3. Game convergence experiments in good network environments.
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