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Abstract

The rapid growth of smart cities has highlighted the need for robust, flexible, and cost-
effective platforms that can support the integration and management of Internet of Things
(IoT) devices, data streams, and analytics pipelines. However, recent studies have revealed
a significant gap in the availability of open-source IoT platforms tailored for smart cities,
creating a barrier for researchers and developers seeking to experiment, innovate, and vali-
date connected urban applications. This article proposes a lightweight yet comprehensive
open-source smart city platform architecture to address this gap. By integrating essential
components such as real-time data ingestion, big data storage, messaging protocols, and
data analytics, the platform offers a solid foundation for developing and testing smart
city solutions. The architecture focuses on modularity, interoperability, and scalability,
ensuring that the system can grow alongside the demands of urban environments. We aim
to foster an open, collaborative ecosystem where researchers and developers can freely
access, modify, and enhance the platform, driving forward the next generation of smart
city innovations. The proposed solution serves as a bridge between theoretical research
and practical deployment, reducing barriers to entry and accelerating the development of
smarter, more sustainable urban systems.

Keywords: IoT; smart cities; platform; open-source; framework; edge computing;
cloud computing

1. Introduction

The rapid evolution of Smart Cities (SC) has highlighted the need for accessible, scal-
able, and interoperable Internet of Things (IoT) platforms to support the development and
testing of connected urban applications. However, recent research has identified a signifi-
cant gap in the availability of open-source IoT platforms specifically designed for smart
city ecosystems, as well as limitations of proprietary IoT platforms for smart city, or smart
industry, or smart agriculture use cases, regarding multi-protocol and multi-technology
support, cyber-security features, device analytics, and more [1]. This lack of accessible
tools impedes innovation, particularly for researchers and developers who require flexible,
cost-effective solutions for prototyping and evaluating smart city applications.

IoT devices utilise their integrated sensors and communication modules to facilitate
real-time data acquisition, monitoring, and—if necessary—control across a wide range of
infrastructures. Nonetheless, exclusive reliance on a centralised IoT network architecture
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presents significant challenges, including increased latency, bandwidth limitations, and
reduced system resilience.

To address these issues, various frameworks have been proposed over the years, to
segment and classify the key components of IoT platforms, thereby facilitating the design
of IoT solutions across diverse environments (e.g., urban, industrial, agricultural). This
segregation is typically achieved through abstraction pillars, commonly referred to as layers,
while classification is performed using blocks representing core components (e.g., sensors,
services, databases). Researchers and developers can then model data flows either laterally
between components or vertically across layers, depending on the use case.

SC deployments span a broad spectrum of applications, including wireless connec-
tivity infrastructure, smart homes and buildings, e-governance and public services, urban
management systems, environmental monitoring, intelligent transportation, smart park-
ing, healthcare digitisation, smart tourism, energy grid optimisation, waste management,
and public surveillance, among others. Notably, IoT platforms developed for adjacent
domains—such as smart agriculture, industrial IoT, and asset tracking—share a largely
equivalent functional architecture with their smart city counterparts, encompassing ETL
data pipelines, data storage, visualisation, and analytics capabilities. The primary distinc-
tion between these domains lies not in their underlying platform functionalities, but in the
specific use cases they address and the users they serve.

The main contributions of this work are as follows: (i) the synthesis of existing smart-
city IoT reference architectures into a minimal five-layer architecture, comprising the
Physical, Edge, Cloud, Application, and Security layers; (ii) the implementation of this
architecture using exclusively open-source software components, including EdgeX Foundry
(Odessa), Apache NiFi (v1.27.0), Telegraf (v1.30), Mosquitto (v2.0), InfluxDB (v1.80), and
Grafana (v10.2.2); (iii) the deployment of the resulting platform on two heterogeneous
edge devices, namely a Raspberry Pi (Raspberry Pi Ltd., Cambridge, UK) and an NVIDIA
Jetson Nano (NVIDIA Corporation, Santa Clara, CA, USA), to demonstrate portability
and resource adaptability across different hardware profiles; (iv) the functional validation
of the platform through end-to-end testing of data transmission, cloud synchronisation,
dashboard-based visualisation, and baseline security mechanisms, including TLS encryp-
tion, X.509 certificate-based authentication, and user-level access control; and (v) the provi-
sion of the platform as both a reference architecture and a reproducible implementation
guide, with the former offering a reusable, layer-based conceptual model adaptable to differ-
ent smart city use cases and technology stacks, and the latter providing a concrete, publicly
available deployment based on open-source tools and low-cost hardware, accompanied by
all source code, firmware, and configuration artefacts in a public repository.

State-of-the-Art Reference Architectures for IoT Platforms

Panagiotakopoulos et al. present a FIWARE-based IoT framework for a smart water
distribution management use case within a SC environment. The framework is structured
into three layers: the Physical layer, the Middleware layer, and the Application layer.
The blocks within the Physical layer concern the actual “things” involved in the use
case—namely, sensors, actuators, and the communication technologies that facilitate data
transmission to the subsequent layer. In the Middleware layer, the authors include blocks
representing the FIWARE data broker, databases, and a FIWARE data agent that bridges
different communication protocols. Finally, the Application layer contains blocks dedicated
to data visualisation for authorised users [2].

Similarly, Ajao and Apeh, in their work on developing a secure mechanism for edge
computing in smart cities, propose a three-layer architecture comprising the Edge, Fog
layer, and Cloud layers. In this architecture, data aggregation from IoT devices takes place

https://doi.org/10.3390/ electronics15153377


https://doi.org/10.3390/electronics15153377

Electronics 2026, 15, 3377

30f23

at the Edge layer. Logical connectivity, data analysis, and control responses are handled
within the Fog layer. Finally, big data processing and business logic intelligence are carried
out in the Cloud layer [3].

In [4], the authors propose a Vehicle-to-Everything (V2X) Software-Defined Internet of
Vehicles (SDIoV) architecture based on 5G—an additional use case within the IoT domain.
Their proposed architecture is structured into three layers: the Infrastructure layer (which
includes the vehicles), the Control layer (which encompasses the network and associated
protocols), and the Application layer.

Whaiduzzaman et al. propose a SC architecture comprising three layers: the “Data
Monitoring and Actuation” level, the “Data Transfer” level, and the “Data Processing” level.
In the first level, the authors include people, physical objects, infrastructure, and vehicles.
The second level encompasses both wired and wireless communication technologies, while
the final level consists of the smart services corresponding to each SC use case [5].

In [6], the authors expand the architecture of a SC framework into four layers: the
Sensing layer, the Network layer, the Cognition layer, and the Applications layer. The key
addition compared to previous architectures is the Cognition layer, which hosts all Machine
Learning (ML) and Artificial Intelligence (Al) functionalities, including configuration,
training, and optimisation.

Mahmudov and Temirova [7] also present a four-layer framework, comprising the
Sensing layer, the Transmission layer, the Data Processing layer, and the Application layer.
The Sensing layer includes the sensors relevant to the SC use case, while the Transmission
layer consists of the access and transmission networks. In the Data Processing layer, the
authors incorporate databases, Al and decision-making models. Finally, the Application
layer contains the smart applications that utilise data from both the Sensing and Data
Processing layers.

Faliagka et al. further expand the SC framework to five layers in their work on smart
mobility within SC environments. Their proposed architecture includes a Data Acquisition
layer, an Edge Computing layer, a Data Storage layer, a Digital Twin layer, and an Application
layer. Data are collected from various sources, including IoT devices, vehicles, and human
inputs via mobile applications, simulators, and third-party services. The Data Acquisition
layer manages this intake and channels the information through real-time processing
systems for filtering, routing, and transformation prior to storage. The Edge Computing
layer ensures the execution of decisions made by higher-level systems by directly interacting
with devices. At the core, the Digital Twin layer comprises interconnected microservices
responsible for system intelligence, decision-making, and actuation. This layer leverages
AI/ML techniques and simulation models to analyse data, predict outcomes, and issue
commands to the Edge Computing layer. Finally, the Application layer encompasses user-
facing interfaces that support interaction with system analytics, scenario simulations, and
decision-support tools [8].

Lynn and Wood [9], propose a SC framework for smart streets, identifying five fun-
damental entities: Social Actors, Artifacts, Networks, Places, and Infrastructure. Social Actors
include individuals, groups, or computational agents that can share a cognitive framework
end engage meaningfully with other entities. These actors may assume multiple roles
(e.g., residents, travellers) and operate within diverse organisational structures, whether
public or private. Artifacts refer to physical or digital objects (e.g., sensors, vehicles, wear-
ables) that enable value creation through interaction with social actors. Networks are
interconnected systems, whether social or technological, that facilitate communication
and coordination, with streets serving as essential connectors within these systems. Places
are socially constructed, meaningful domains formed through repeated interactions and
experiences, and are distinct from purely spatial locations; they may exist in both physical
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and digital realms. Infrastructure encompasses the underlying physical, digital, and organi-
sational systems that support the sustainable operation of the street, and often collect data
passively. Each entity may exist in either physical or cyber form, and may itself represent a
system. Together, these entities define the smart street as a system of systems, underscoring
its complexity and interdependence.

In [10], the authors propose a five-layer SC framework consisting of: (i) the Sens-
ing layer, which includes IoT devices, smartphones, and gateways responsible for data
collection; (ii) the Network layer, which handles communication protocols; (iii) the Middle-
ware layer, comprising databases, microservices, and event management systems; (iv) the
Application layer, which provides user interfaces through mobile apps, web portals, and
third-party systems; and (v) the Security layer, responsible for authentication, encryption,
and overall data protection. Notably, the Security layer spans all other layers, directly
interacting with each, underscoring its central importance to the framework’s design.

Garcia-Font, in his proposal for SC IoT framework utilising Distributed Ledger Tech-
nologies (DLTs) to enable decentralised and user-centric systems, presents a five-layer
architecture. This framework includes the Application layer, the Network layer, the Data
Processing layer, and two DLT-related layers—the first being the Blockchain layer, and the
second comprising scalability solutions built on top of the foundational DLT layer [11].

Corallo et al., in their work on a reference IoT architecture for smart industry—
incorporating digital twins—propose a six-layer architecture designed to facilitate the
integration of the two fundamental domains of such use cases: the physical and digital
spaces. At the bottom of the physical space lies the Physical layer. In the digital space,
the Network layer extends from the top to the bottom, acting as a bridge between the two
domains. The digital space also includes the Data Integration layer, the Model layer, and the
Knowledge layer. The architecture concludes with the Application layer at the top [12].

Bokolo and Petersen propose a seven-layer reference architecture for SCs, comprising
the following layers: Context, Service, Business, Application and Data Processing, Data Space,
Technologies, and Physical Infrastructures. The architecture integrates the following compo-
nents: The Physical Infrastructures layer includes citywide physical assets such as sensors,
IoT devices, and RFID tags that generate real-time data. The Technologies layer provides the
necessary hardware and software infrastructure—such as cloud computing platforms and
big data tools—for the collection, processing, and storage of this data. The Data Space layer
manages all data types, including real-time, processed, historical, and third-party data,
supporting both relational and non-relational databases. The Application and Data Processing
layer hosts applications that convert raw data into actionable insights and provide digital
services. The Business layer involves enterprises and partners responsible for service deliv-
ery and operational coordination. The Service layer defines the city’s strategic action plans,
allocates resources, and outlines high-level services to meet performance objectives. Lastly,
the Context layer captures stakeholder needs, goals, key performance indicators (KPIs), and
guiding principles to ensure that smart city initiatives align with citizen interests [13].

Cumbajin et al., in their work on the application of digital twins in smart industry
environments for quality control purposes, present a four-layer architecture. At the Real
World level, the architecture includes machines, robots, assets, and human operators. The
Edge level is responsible for aggregating data from the Real World level, processing it, and
transferring it to the Cloud level. Finally, the Digital level is responsible for data visualisation
and analytics [14].

Kolhar et al. present a three-layer architecture designed to support the enforcement of
restrictions during the COVID-19 pandemic in SCs. A key component of their proposal
is the Edge layer, which aggregates data from the Device layer, stores it locally, applies Al

https://doi.org/10.3390/ electronics15153377


https://doi.org/10.3390/electronics15153377

Electronics 2026, 15, 3377

50f23

algorithms, and controls actuators. The collected data are visualised within the Application
layer, which directly queries the databases hosted on the edge devices [15].

Jana, Pal, and Kumar propose a five-layer architecture for SCs, comprising the Edge
with [oT Devices layer, the Fog layer, the Cloud layer, the Application layer, and the Security
layer. The implementation of the architecture is based on microservices, enhancing both
the scalability and flexibility of the platform [16].

Khalil et al., in their work on the authentication of IoT-enabled devices in SCs using
blockchain technologies, propose a four-layer architecture comprising: (i) the Sensing layer,
which effectively combines the functionalities of both the Edge and Fog layers and includes
data collection from smart devices as well as actuator control; (ii) the Transmission layer,
responsible for handling inbound and outbound data traffic through various wireless com-
munication technologies; (iii) the Blockchain layer, where smart contracts and transaction
processing take place; and (iv) the Application layer, in which the smart city use cases are
implemented [17].

The inclusion of the Edge layer within smart city architectures is a growing trend, as
highlighted in the comprehensive review conducted by Khan et al. in their work on edge
computing in smart cities [18], where the authors analyse the evolution of edge computing
paradigms and their role in SC applications. Furthermore, this trend is reinforced in the
recent review by Sanchez-Callegos et al. on emerging technologies in smart cities, where
numerous multi-layered SC architectures incorporating edge computing are presented and
discussed [19].

In conclusion, the design of a reference architecture for an IoT SC platform is an
important part of the solution, facilitating the integration of key components and identifying
missing interactions or components. In a reference architecture, the solution is segregated
into layers, and each layer features various components, either physical or digital, that
-when combined- form a data flow that realises the solution.

2. Platform Architecture

In this section, we propose a reference architecture for a basic SC IoT platform, using
minimal weather stations as a use case, based on open-source software, hardware, and
low-cost sensors that monitor basic environmental data (temperature and humidity) within
an area of interest. The proposed architecture is derived from the state-of-the-art review
discussed earlier.

The surveyed architectures presented earlier, reveal a set of recurring functional
layers that can be considered a superset from which any individual SC IoT architecture
draws. These layers are: (i) the Physical/Device layer, encompassing sensors, actuators,
and embedded devices; (ii) the Edge/Fog layer, responsible for local data aggregation
and real-time processing; (iii) the Network/Transmission layer, handling communication
protocols and routing; (iv) the Middleware/Data Integration layer, comprising brokers,
event management, and microservices; (v) the Cloud layer, providing remote storage
and scalable compute; (vi) the Data Processing/Cognition layer, hosting AI/ML models
and decision-making logic; (vii) the Digital Twin layer; (viii) the Blockchain/DLT layer;
(ix) the Application layer, delivering user-facing services and dashboards; and (x) the
Security layer, responsible for authentication, encryption, and data protection. Figure 1
illustrates this superset, highlighting the layers incorporated in the proposed architecture.

The proposed five-layer architecture, comprising the Physical, Edge, Cloud, Appli-
cation, and Security layers, draws from this superset while deliberately omitting layers
that are beyond the scope of a general-purpose prototype deployment, such as dedicated
Network, Middleware, AI/ML processing, Digital Twin, and Blockchain layers. The latter
three are identified as directions for future work, particularly the integration of AI/ML
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inference at the Edge layer. The primary architectural novelty of the proposed platform
lies in treating security as a first-class, omnipresent layer. Rather than addressing security
as an implicit concern or an afterthought, the Security layer in this architecture spans and
enforces authorisation and encryption across every data transaction; from sensor-to-broker
communication secured via mutual TLS, through authenticated ingestion at the synchro-
nisation services, to access-controlled storage and visualisation at the cloud layer. This
design philosophy is shared by only two of the nineteen surveyed works, making it a
distinguishing characteristic of the proposed platform.

Included in proposed architecture In literature only (out of scope) o Security (omnipresence)

7

Physical / Device Layer
Sensor nodes, actuators, embedded devices

— — — — — — —

\

| Edge / Fog Layer
Local aggregation, real-time processing, edge intelligence |

Midleware / Data Integration Layer

| Network / Transmission Layer Brokers, event management, |

Protocols, connectivity, routing s

Cloud Layer
Remote storage, big data processing, scalable compute |

Data Processing / Cognition Layer Digital Twin / Blockchain Layer
Al / ML models, decision making DLT, simulation, smart contracts

Application Layer }

S

Figure 1. Superset of layers in the proposed architecture and of the architectures found in the

\

... e e e c—

literature. The Security layer is explicitly present in 2 of 19 surveyed architectures. A key novelty of
the proposed platform 10 distinct functional layers identified across surveyed works.

It is worth clarifying how the proposed Security layer relates to the two surveyed
works discussed in Section “State-of-the-Art Reference Architectures for IoT Platforms”
that also incorporate a dedicated security layer. In [10], the Security layer spans all other
layers of a five-layer SC framework, a structural property that is conceptually identical to
the omnipresent role assigned to the Security layer in the proposed architecture. However,
the work in [10] remains a theoretical framework: no implementation is provided, no
concrete security mechanisms are specified at the component level, and no validation of the
security posture is reported. In contrast, the proposed platform operationalises this concept
through specific, verifiable mechanisms (mutual TLS with per-device X.509 certificates
at the MQTT broker, authenticated data ingestion at the synchronisation services, and
access-controlled storage and visualisation at the cloud layer) all of which are validated
through a live deployment and made reproducible via a public repository. The second
work in [16] proposes a five-layer microservices-based architecture that also includes a
Security layer. However, in that work the Security layer is listed as one of five parallel
layers rather than as a transversal, omnipresent concern, and again no implementation
or security validation is provided. The proposed platform therefore advances beyond

https://doi.org/10.3390/ electronics15153377


https://doi.org/10.3390/electronics15153377

Electronics 2026, 15, 3377

7 of 23

both works by combining the architectural intent of an omnipresent Security layer with a
concrete, deployable, and validated realisation of that intent.

Building on the superset presented above, we propose a five-layer reference architec-
ture tailored to the SC IoT platform described in this work. The five layers (Physical, Edge,
Cloud, Application, and Security) represent the minimal structure required for a basic
deployment of the described use case, as illustrated in Figure 2. Within this architecture, the
Security layer is not confined to a single tier; instead, it spans all remaining layers, enforcing
authentication and encryption at every point of data exchange. The architecture is designed
to be extensible: as the use case grows in complexity, additional layers from the superset,
most notably a dedicated AI/ML processing layer at the Edge, can be incorporated without
restructuring the existing five-layer foundation.

Security layer

l Application layer

Dashboard

User
Authentication

Cloud layer

Data lake

User
Authorization

Edge layer

x509 Certificate

—\

A

Physical layer

Smart Device

Data Sync ](—[ Database ](—( Broker ]

[ Sensor

|

Figure 2. Reference Architecture for a minimal SC IoT Platform.

Wireless ]

In the Physical layer, we define the smart device (comprising both hardware and
software), the sensors, and the wireless communication module of the sensor node in
our platform. Each smart device will include, at least, these three components. We also
designed the basic data flow; from the moment the sensor generates data to the point of
transmission to the next layer. In a more complex use case, for instance, one that involves
not only a smart device monitoring temperature and humidity but also another device
measuring air quality, the Physical layer could be restructured to group components by
function, forming separate subsystems within the layer. Wired Internet connectivity is also
supported if a wireless module is unavailable.

The Edge layer receives data wirelessly from the smart devices. It includes a broker
component responsible for ingesting data from the smart devices and storing them in a
local database. A Data Sync service is responsible for securely transferring data from the
database to the Cloud layer. The local database can be organised as a data warehouse,
ready for use by the edge device and/or its connected devices. These three basic blocks
constitute the Edge Stack; a combination of services that facilitate the aggregation of data
from neighbouring devices, the storage of this data into a local database, and the transfer
of batches of data from the database to a remote data lake.

The Cloud layer incorporates the data storage component, which aggregates time-
series data from all edge devices and organises it into a centralised repository, ready for
use by applications.
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In this use case, the Application layer serves as a basic dashboard. It retrieves data from
the cloud layer’s data lake and presents it to users through visualisations.

The Security layer spans across all other layers, emphasising the critical importance
of secure data transmission throughout the architecture. We identified three key compo-
nents that provide basic security functionalities: a user authentication component, a user
authorisation component, and an X.509 certificate component.

This architecture addresses the most basic smart city use case, monitoring envi-
ronmental data (temperature and humidity) and visualising it on a dashboard. For
each layer, we identified the necessary components that, when combined, enable the
solution’s implementation.

Open-Source Implementation Proposal

In this section, we propose an implementation of the platform that relies entirely on
open-source software and tools, and widely available low-cost hardware. In Figure 3, we
present the proposed implementation architecture, in which the abstract blocks from the
reference model are replaced with specific open-source components.

Security layer

G

Grafan

Application layer

&I Ubuntu

Q inﬂuxdbl Cloud layer
Nni @[ telegraf | ‘

52\; influxdb @?22
| RaspberryPl [ DGEXCFOUNDRY Jetson Nano |
[ J

DHT11 STM32 Raspberry Pi
Arduino NIt S
T L".*:- =
CheH AL Physical layer
R E v b i i = \
L ]

Figure 3. A SC IoT architecture proposal using only open-source software and tools (Platform and

|Edge layer

Sensor Nodes).

At the Physical layer, we suggest the popular DHT11 temperature and humidity sensor
for the sensor block of the proposed architecture. We also suggest several candidate devel-
opment boards that can interface with the sensor to construct the sensor node, including the
Arduino Nano ESP32 (Arduino S.r.l., Monza, Italy), a STMicroelectronics (STM32) Discov-
ery board (STMicroelectronics, Geneva, Switzerland), and even a Raspberry Pi single-board
computer (SBC); even though the Raspberry Pi was not used in the demonstration that will
be presented later, we still use it here to show that any widely used low-cost hardware can
be utilised. These examples are indicative and do not limit the selection of other compatible
development boards.

The sensor nodes will periodically sample data from the environmental sensors and
transmit the samples to the Edge layer wirelessly using the MQTT protocol. A popular open-
source MQTT library for embedded systems is Paho, which is used in this implementation
on the STM32 Discovery board.
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The edge device is a key component of the Edge layer. Although numerous candidates
exist for the role of the edge device, we present here two examples: the Raspberry Pi single-
board computer (SBC) and the NVIDIA Jetson Nano. On both edge devices, we suggest
the EdgeX Foundry software, a collection of open-source, interconnected, containerised
(Docker) microservices that form a fully functional Edge Stack in the IoT domain.

EdgeX Foundry facilitates both horizontal data transfer (sensor-to-cloud) and lat-
eral data transfer (edge-to-edge) by providing a suite of microservices that enable these
functionalities. For instance, it offers a fully customisable Mosquitto MQTT broker, a
Redis database, a Consul container for service discovery, and service mesh capabilities,
among others.

EdgeX Foundry is a hardware and operating-system-agnostic edge platform for IoT,
with minimal deployment resource requirements. It requires at least 1 GB of RAM and
3 GB of storage, and supports the following operating systems [20]:

e Windows 7, or later.

e  Ubuntu Desktop/Server 14, or later.
e  Ubuntu Core 16, or later.

e MACOSX.

For these reasons, EdgeX Foundry is proposed as the edge component. Its open-source
nature, combined with its hardware- and OS-agnostic capabilities, makes it an excellent
tool for a fully open-source smart city IoT platform, facilitating the design, development,
and deployment of IoT-based solutions.

Although Redis can be used directly, we propose the open-source time-series database
InfluxDB for our implementation, as it better serves our purpose for this minimal scenario.
It is worth mentioning, though, that any database can be used within the EdgeX Foundry
ecosystem. In more complex use cases, other databases can be used as well, e.g., MongoDB,
and PostgreSQL.

Furthermore, we propose two data synchronisation services responsible for copying
data from the local InfluxDBs to the Cloud Layer’s data lake: Telegraf and Apache NiFi.
Telegraf is a data forwarding service for InfluxDB:; it listens for incoming data and pushes
it to predefined databases, data brokers, endpoints, etc. Apache NiFi is an open-source
Extract-Transform-Load (ETL) tool that facilitates the flow of data between various sys-
tems. Other possible Data Sync services for this implementation could be Airbyte and
Apache Airflow.

In the Cloud layer, the proposed host OS for the architecture’s data lake is Ubuntu.
Here, there are numerous other Operating Systems that could be used, but Ubuntu offers
great long-term support and a vibrant community that helps anyone facing issues to
overcome them. InfluxDB is proposed as the data lake component due to the simplicity
of the use case: simple sensor nodes transmit a small payload consisting of 2 measurable
physical units; there is no metadata or media (sound, photos, videos, etc.) in to the payload.
Again, any other database can be used as a data lake, for example MongoDB or Hadoop,
but it all depends on the use case and its scale; for a minimal scenario like this, InfluxDB is
more than sufficient.

Finally, in the Application layer, Grafana is proposed as the dashboard interface, en-
abling secure, seamless integration and interaction with InfluxDB instances. The dash-
board will query the InfluxDB data lake from the Cloud layer and visualise the data for
authorised users.

In Table 1 we summarise the hardware, software, tools, and services we propose for
implementation. Furthermore, we offer alternative open-source options to highlight that
our suggestions do not limit the implementation.

https://doi.org/10.3390/ electronics15153377


https://doi.org/10.3390/electronics15153377

Electronics 2026, 15, 3377

10 of 23

Table 1. Open-source components proposals and suggested alternatives.

Component Open-Source Suggestion Open-Source Alternative
. Arduino Nano ESP32, ESP8266, TI Launchpad, NXP FRDM, Raspberry Pi Pico,
Sensor Node Devices STM32 Discovery, .
Rasb Pi Orange Pi, Beaglebone Black
aspberry Pi
Communication Protocol MQTT Apache Kafka, REST API, CoAP, OPC-UA

Edge Devices Raspberry Pi, NVIDIA Jetson Nano Google Coral, UP Edge, Asus Tinker Edge R, LattePanda Sigma
Messages Broker Mosquitto Apache Kafka, EMQX

Data Warehouse Databases InfluxDB Redis, MongoDB, PostgreSQL

Data Sync Mechanism Telegraf, Apache NiFi Airbyte, Apache Airflow

Edge Stack EdgeX Foundry Eclipse Kura, thin-edge.io

Cloud OS Ubuntu Linux Mint, Fedora, Debian

Data Lake Databases InfluxDB Redis, MongoDB, PostgreSQL, Hadoop

Ul/Dashboard Grafana OpenObserve, SigNoz

The Security layer spans the entire architecture, from bottom to top, signifying that
every data transfer must be secured and authorised; otherwise, it is prohibited. For example,
sensor nodes will utilise X.509 certificates when transmitting data to the MQTT broker,
and data transfers to the data lake will be conducted over HTTPS using username and
password authentication.

To further contextualise the contribution of the proposed platform, Table 2 presents a
feature-level comparison against three widely adopted open-source IoT platforms, Things-
Board, FIWARE, and OpenRemote. These platforms were selected as representative com-
parators due to their prominence in the smart city literature and their frequent citation
as reference implementations [1]. While all three platforms offer robust device manage-
ment, data collection, and visualisation capabilities, they differ from the proposed platform
in several key dimensions. Firstly, none of the three platforms explicitly model security
as a dedicated architectural layer; instead, security is handled through external identity
providers, reverse-proxy TLS termination, or optional certificate-based authentication
modes. Secondly, their deployment complexity and opinionated integrated-stack design
make it less straightforward to substitute individual components, whereas the proposed
platform is intentionally composable, allowing each block to be replaced with alternatives
(as shown in Table 1). Thirdly, none of the surveyed platforms provide a fully reproducible,
end-to-end deployment targeting heterogeneous low-cost edge hardware, together with
sensor node firmware for multiple MCU families, in a single public repository. These
distinctions position the proposed platform not as a competing solution for large-scale
deployments, for which ThingsBoard or FIWARE remain more suitable, but as a minimal,
reproducible, and security-conscious foundation for research prototyping and educational
deployment in smart city contexts.

Table 2. Comparison of the proposed platform against established open-source IoT platforms.

ThingsBoard FIWARE OpenRemote Proposed Platform
Fully open-source + (CE edition) + + +
Smart cities focus + + + +
Dedicated edge layer * Partial (Echr (Ed+ X

cdicated edge laye (ThingsBoard Edge) (FogFlow) gate V\%aey) Foungcfry)

Heterogeneous hardware support Partial Partial Partial +
mTLS/X.509 per Partial - Partial +
device authentication (token/ certificate) (application-level only) (TLS via proxy) (enforced at broker)
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Table 2. Cont.

ThingsBoard FIWARE OpenRemote Proposed Platform

Security as architectural layer - - - +

Component-level composability (integrated stack) + Partial +
Docker-based deployment + + + +

. . +
Public reproducible deployment - - - (GitHub repository)
Setup complexity High High Medium Low-Medium

3. Platform Deployment and Testing

Having discussed the selected open-source components of the proposed architecture,
this section presents the data flow from the sensor nodes to the User Interface (UI), as well
as the deployment and functional validation of the proposed platform.

3.1. Experimental Setup

The experimental deployment was conducted using two edge devices: a Raspberry
Pi single-board computer and an NVIDIA Jetson Nano. Both devices ran Linux-based
operating systems and were connected to the same local network via Wi-Fi; in the case of
Nano, a USB Wi-Fi dongle was used to enable internet connectivity. The setup includes two
sensor nodes; an Arduino Nano ESP32 board and an STM32 Discovery board. The Arduino
Nano ESP32 Sensor node periodically (every 15 s) samples temperature and humidity data
from a DHT11 sensor and transmits the measurements to the Raspberry PI edge device via
MQTT. On the other hand, an STM32 Discovery board utilises its embedded digital sensors
periodically (15 s), which include temperature and humidity amongst others, and transmits
its data to the NVIDIA Jetson Nano edge device via MQTT again. In the Cloud, we have
deployed an InfluxDB that receives data from edge devices into a single collection, and a
Grafana dashboard that visualises the aggregated data from the cloud database. The entire
data flow is depicted in Figure 4.

Security layer

A

Grafan
A

User m U 5 U n ta
Authenticatio inﬂuxdb Cloud layer

Application layer

i A telegraf

‘ég‘ ﬁ ) influxdb n(gf@ S
X509 Raspberry Pl |[ DEEXFOUNDRY Jetson Nano
'

DHT11

Edge layer

STM32

Arduino

-,

Physical layer

Figure 4. Data flow in a simple SC scenario.
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The Cloud layer was hosted on a VirtualBox virtual machine configured with a single
vCPU and 4 GB of RAM, running Ubuntu 18.04 LTS, on which InfluxDB and Grafana were
deployed as Docker containers.

Table 3 summarises the key hardware specifications of the four devices used in this
deployment. The reader may notice that the NVIDIA Jetson Nano lacks wireless capabilities;
thus, we used a USB Wi-Fi dongle to enable the Nano to communicate wirelessly on the
network. Alternatively, the Nano can connect to the internet via its Ethernet port.

Table 3. Technical specifications of the hardware used in the experimental setup.

Arduino Nano ESP32 BS-]TAII\;ISE-]I)(;S”IS(())IZEYC Raspberry Pi 3 Model B+ NVIDIA Jetson Nano
Role Sensor node Sensor node Edge device Edge device
OS/Firmware framework Arduino (Platform.IO) bare-metal/HAL Debiel(rl;()Gc‘ll\(Ixé rLr;r)\ux 12 JetPack/L4T
MCU/SoC u-blox NORA-W106-10B STMB32L4—ARM Cortex M4 ARM Cortex A53 NVIDIC‘?)r{EErzg% (Arm
GPU N/A N/A N/A 128-core NVIDIA Maxwell
Frequency 240 MHz 80 MHz 1.4 GHz 1.43 GHz
Cores count 2 1 4 4
RAM 8 MB 128 KB 1GB 4GB
Flash 16 MB 1MB N/A N/A
SD/eMMC N/A SD 32GBSD 32GBSD
Power supply 5V USB 5V USB 5V charger 5V charger
Power consumption ~0.07-0.8 W 0.07 W 51W 10w
USB USB-C Micro USB 4 x USB 2.0 4 x USB 3.0

1 x Wi-Fi 4 (802.11b/g/n)

1 x Wi-Fi 4 (802.11b/g/n)
1 x 868 MHz RF

1 x Dual-band 802.11

N/A (requires external

Wireless b/g/n/ac e
1 x Bluetooth 5.0 (BLE support) 1 x Bluetooth 4.1 1 % Blietooth 42 Wi-Fi adapter)
1 x NFC
2 x UART Arduino Biout
Wired 1 x12C 5 % I2C 1 x Ethernet 300 mbps 1 x Gigabit Ethernet port
1 x SPI 1 % SPI
2 x digital
omnidirectional microphones
1 x digital temperature & .
humidity sensor 40 GPIO pins 40 GPIO pins
. . HDMI port
8 x analog pins 1 x 3-axis magnetometer P HDMI port
Extras : 3.5 mm audio jack .
5 PWM pins 1 x 3D accelerometer & . DisplayPort
CSlinterface .
3D gyroscope CSD interface

1 x digital barometer Display interface

1 x Time-of-Flight and
gesture-detection sensor

Table 3 also reports the nominal power consumption of each device as specified by
the respective manufacturer datasheets. The sensor nodes exhibit low power draw in their
active state (~0.07-0.8 W), with transient peaks during Wi-Fi transmission. The edge devices
consume significantly more power (~5.1-10 W), reflecting their role as always-on processing
nodes. These figures are provided as indicative values for deployment planning purposes;
accurate in situ power profiling under representative workloads would be required for
energy-constrained deployments.

To demonstrate the low-cost nature of the proposed platform, Table 4 presents approxi-
mate retail prices for each hardware component at the time of writing, sourced from various
major electronics distributors. The total hardware cost for a minimal single-edge-device
deployment—comprising one sensor node (Arduino Nano ESP32 with DHT11 sensor) and
one edge device (Raspberry Pi 3B+)—is estimated at approximately €62-95, excluding
cloud hosting costs, which depend on the chosen provider and deployment scale. Cloud
hosting costs were not included in this estimate, as they are highly dependent on the chosen
provider, virtual machine configuration, and deployment duration.
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Table 4. Hardware bill of materials cost for the experimental setup.
. STM32 Discovery .
Arduino Nano ESP32 B-L475E-IOT01A2C Raspberry Pi 3 Model B+  NVIDIA Jetson Nano DHT11
Approximate Retail 16-20 50-70 4555 90-130 25

Price (Euros)

Total (Euros)

203-280

The source code for both sensor nodes has been uploaded to a dedicated GitHub
repository created to validate the proposed architecture. The source code for the Arduino
Nano ESP32 was compiled using the popular Platform.1IO (v6.1.19) plugin for Visual Studio
Code (v1.129.1), whereas the source code for the STM32 Discovery board was compiled
on the STM32CubelDE (v2.1.1), which is based on Eclipse. We hope this repository will
enhance the reproducibility of our proposal and will enable readers to replicate it on their
own premises. The link for the GitHub repository is the following: https://github.com/
nikmonios/Open_Source_Smart_City_Platform (accessed on 21 July 2026).

The repository also includes a certificate generation script (certs/generate_certs.sh)
that automates the creation of the CA, broker, and per-device client certificates required for
the mutual TLS configuration (described later in Section 3.3), enabling complete replication
of the security setup from a fresh environment.

3.2. Platform Deployment

As discussed earlier, EdgeX Foundry is a fully open-source platform. For deployment,
the EdgeX Foundry organisation provides a set of YAML configuration files hosted on
GitHub (https://github.com/edgexfoundry/edgex-compose, accessed on 12 February
2026) that are readily available for use.

For our scenario, we adopted the docker-compose-zero-trust.yml deployment file
as a baseline and extended it by incorporating the additional services proposed in our
architecture. Unnecessary services for our minimal use case (e.g., Redis) were removed,
new services were added (InfluxDB, NiFi, Portainer), user credentials were configured, and
mounted volumes were defined to include the necessary certificates for the MQTT broker.

Given that two different edge devices with distinct service requirements were em-
ployed, two separate deployment files were created—one for each. In the Jetson Nano
deployment, Telegraf was added as a service to enable data synchronisation with the Cloud
layer. In contrast, in the Raspberry Pi deployment, Apache NiFi was used to provide equiv-
alent functionality. Following this configuration, each YAML file was deployed, triggering
Docker to download the required service images and execute them as containers. The
structural diagram depicting the layered dependencies is illustrated in Figure 5.

The selection of two distinct data synchronisation tools (Telegraf on the NVIDIA Jetson
Nano and Apache NiFi on the Raspberry Pi) was motivated by the differing operational
characteristics of each edge device and the design goal of demonstrating the platform’s
component-level composability.

Telegraf was selected for the Jetson Nano due to its lightweight, single-binary deploy-
ment model and configuration-file-driven operation, which minimises resource overhead
on a device whose computational budget is primarily reserved for potential future AI/ML
inference workloads at the Edge layer.

Apache NiFi was selected for the Raspberry Pi owing to its visual flow-based pro-
gramming interface and its native support for flexible data transformation pipelines, which
proved advantageous in handling the more complex payload structure of the STM32 Discov-
ery board (a JSON object comprising thirteen fields which will be presented in Section 3.3)
without requiring custom preprocessing code. It is important to note that the two tools
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were not deployed as competing solutions for the same task; rather, each was matched to
the edge device and sensor node combination for which it was best suited.
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Figure 5. Architecture of the deployed EdgeX Foundry stack in the edge devices.

A formal performance comparison between Telegraf and NiFi (in terms of throughput,
latency contribution, and resource consumption) was outside the scope of this prototype
deployment and is identified as a direction for future work, alongside the evaluation of
additional synchronisation alternatives such as Node-RED or custom MQTT-to-InfluxDB

bridge implementations.

The YAML deployment files, the Mosquitto broker configuration files, the Telegraf
configuration file, and the NiFi pipeline were also uploaded to the GitHub repository that
was created for this architecture. In Table 5 we present the parameters used for each service

(image, and port) that was deployed on the edge devices.

Table 5. Parameter table of deployed services.

Service Image Port Notes

PostgreSQL postgres:17.5-alpine 5432 Persistent volume
MQTT broker eclipse-mosquitto:2.0 8883 TLS

core-keeper EdgeX arm64 59890 Registry & config store
core-metadata EdgeX arm64 59881

core-data EdgeX arm64 59880
core-command EdgeX arm64 59882
eKuiper Ifedge/ekuiper:2.1 59720 Rules engine
app-rules-engine EdgeX arm64 59701 Profile: rules-engine
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Table 5. Cont.
Service Image Port Notes
device-rest EdgeX arm64 59986
support-notifications EdgeX arm64 59860
support-scheduler EdgeX arm64 59863
InfluxDB influxdb:1.8 8086 Sensor data

Telegraf telegraf:1.30 Forwards to Cloud

NiFi apache/nifi 8443 Forwards to Cloud

Portainer portainer /portainer 9000 Services inspection

The deployed services can be remotely inspected, though this is not mandatory, using
the widely adopted Portainer (v2.39.3) tool, which provides a graphical user interface for
monitoring the status and health of Docker containers, networks, and volumes.

3.3. Functional Validation and Observations

During testing, the platform exhibited stable behaviour under the evaluated workload.
Sensor data were successfully transmitted from the physical layer to the edge layer, stored
locally, synchronised with the cloud data lake, and visualised at the application layer, with
no observable data loss. Table 6 summarises the quantitative results obtained during a 24 h
continuous test on both edge devices.

Table 6. Quantitative Validation. Cloud host: VirtualBox VM, 1 vCPU, 4 GB RAM, Ubuntu 18.04 LTS.

Metric Raspberry Pi NVIDIA Jetson Nano Cloud
Test Duration 24h 24h 24h
Sampling Interval 15s 15s Near Real-Time
Total Messages Sent 5760 5760 11,520
Total Messages Stored Locally 5760 5760 11,520
Messages Synchronised to Cloud 5760 5760 11,520
Data Loss Rate 0% 0% 0%
Mean End-to-End Latency <ls <ls <ls
CPU Usage ~1-5% ~1-5% ~70-80%
RAM Usage ~3% ~3% ~10%
Database Size 96 Kbytes 176 Kbytes 272 Kbytes

A sampling interval of 15 s was used on both sensor nodes, thus each device generated
and published a total of 5760 MQTT messages in one day, all of which were successfully
stored in the local database and subsequently synchronised to the cloud data lake, resulting
in a combined total of 11,520 messages received at the cloud layer. A 0% data loss rate
was recorded across both devices, confirming reliable end-to-end data delivery from the
physical layer through to cloud storage. This figure was obtained by comparing the
number of messages published by each sensor node, as recorded via serial console logging,
with the corresponding counts in the local and cloud databases at the end of the test
period; the counts matched exactly in both cases. Both devices maintained near real-time
synchronisation with the cloud, with negligible delay between message publication and its
availability on the dashboard.

Both sensor nodes publish their JSON-formatted payloads to the MQTT topic/sensor,
which is consumed locally by the corresponding data-synchronisation service; Telegraf on
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the Jetson Nano, and Apache NiFi on the Raspberry Pi, before being forwarded to the cloud-
hosted InfluxDB instance. The end-to-end data flow followed the expected path: DHT11
sensor/embedded digital sensor — MQTT publisher — EdgeX broker — local database —
data synchronisation service — cloud data lake — Grafana dashboard. This confirms the
correct integration of the individual components across all layers of the architecture.

Security mechanisms were also validated during deployment. Certificate-based au-
thentication was enforced at the MQTT broker, ensuring that only authorised sensor nodes
could publish data.

Specifically, the broker was configured to require mutual TLS (mTLS), where both
the broker and each sensor node authenticate one another using X.509 certificates issued
by a certificate authority (CA) created for this deployment. On the Arduino Nano ESP32
node, the CA certificate, client certificate, and private key are embedded in the firmware
as raw string literals at compile time. On the STM32 Discovery node, the corresponding
certificate and key files are provisioned interactively at first boot, by pasting them into
the device over a serial terminal (e.g., Tera Term), after which they are retained in the
device’s non-volatile storage. The broker and the remaining edge- and cloud-side ser-
vices obtain their certificates and private keys via Docker volume mounts configured at
deployment time.

Beyond the transport-level security provided by mutual TLS, the platform incorpo-
rates certificate management and credential provisioning procedures tailored to the het-
erogeneous nature of the deployed hardware. Certificate generation follows a centralised
authority model: a self-signed CA is generated once per deployment using OpenSSL, and
all broker and device certificates are signed by this CA, as documented in the certificate
generation script provided in the public GitHub repository which was mentioned earlier.

Broker-side certificates and keys are provisioned at deployment time via Docker
volume mounts, ensuring that private key material never appears in the container image
or the version-controlled configuration files. Device-side certificate provisioning differs
between the two sensor node implementations: on the Arduino Nano ESP32, the CA
certificate, client certificate, and private key are embedded directly in the firmware as raw
string literals at compile time; on the STM32 Discovery board, the corresponding material
is provisioned interactively at first boot via a serial terminal connection, after which it is
retained in the device’s non-volatile storage. Access control at the storage and visualisation
layers is enforced through InfluxDB’s built-in HTTP authentication, which requires valid
credentials for all read and write operations, and through Grafana’s user management
system, which restricts dashboard access to authenticated users.

It is acknowledged that the current access-control model represents a baseline im-
plementation suitable for a research prototype: a production deployment would require
additional hardening, including role-based access control (RBAC), credential rotation
policies, and (as discussed below) end-to-end payload-level protection independent of
the broker.

It should be acknowledged that the mutual TLS implementation adopted in this work
provides hop-by-hop security: the TLS session terminates at the MQTT broker, which
therefore decrypts and has full access to the payload content before forwarding it to the
subscribing services. This architecture implicitly assumes a trusted broker; an assumption
that may not hold in all smart city deployment scenarios. A malicious or honest-but-
curious broker could, in principle, inspect or modify the exchanged payloads without the
knowledge of the publishing sensor nodes or the subscribing data consumers. End-to-end
confidentiality and integrity, enforced at the application payload level independently of
the intermediate broker, are not implemented in the current prototype and represent a
recognised limitation.
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Two relevant approaches addressing this problem in MQTT-based systems are worth
noting. PICADOR [21] proposes a Proxy Re-Encryption (PRE) scheme for topic-based
publish-subscribe systems, whereby the broker re-encrypts payloads from publishers into
a form decryptable only by authorised subscribers, without itself being able to access the
plaintext. More recently, MQTT-E [22] extends this concept to smart city vehicular scenarios,
employing serverless edge devices as PRE proxy brokers to achieve end-to-end encryption
while also addressing broker overload and Denial-of-Service resilience. Integrating such
payload-level encryption mechanisms into the proposed platform (potentially at the Edge
layer, prior to publication) is identified as a direction for future work, particularly as the
platform is extended to use cases involving sensitive data.

Additionally, access to the cloud data lake was restricted to authenticated clients
over HTTPS, confirming the correct application of access control policies throughout the
data pipeline.

The elevated CPU utilisation recorded at the cloud layer (~70-80%) may appear
disproportionate relative to the modest data load generated by two sensor nodes at a
15 s sampling interval. This figure reflects the aggregate resource consumption of all
containerised services running concurrently on the cloud host (a VirtualBox virtual machine
configured with a single vCPU and 4 GB of RAM running Ubuntu).

On a single-core host, Docker’s container scheduler must time-share the CPU across
all active containers simultaneously, including PostgreSQL, InfluxDB, and Grafana, as
well as the host OS itself. This scheduling contention produces a high aggregate CPU
utilisation figure that is fundamentally a function of the constrained virtual hardware
configuration rather than of the data processing demands imposed by the platform. In
particular, Grafana’s default periodic polling of the InfluxDB data source contributes a
recurring baseline CPU load that is independent of incoming data volume.

It should therefore be emphasised that the reported utilisation is not indicative of
a scalability bottleneck intrinsic to the platform architecture: deploying the cloud layer
on a multi-core host (as would be standard in any production smart city scenario) would
distribute this load across multiple cores and yield substantially lower per-core utilisation.

To further investigate the source of the CPU load, per-container resource consump-
tion was measured using Docker’s native statistics API (docker stats) while the platform
was running under idle conditions; stack fully operational, no active dashboard user, and
no data being ingested. The results, presented in Table 7, reveal that Grafana accounts
for the dominant share of CPU utilisation (~30.84%), while InfluxDB contributes a neg-
ligible ~0.06%. The remaining container (Portainer) accounts for 0.01%. Critically, this
measurement was taken during an idle period with no active data ingestion, confirming
that Grafana’s CPU consumption is driven entirely by its default periodic polling of the
InfluxDB data source rather than by the volume of incoming sensor data. These findings
prove that the aggregate CPU utilisation reported in Table 6 is attributable to Grafana’s back-
ground behaviour on a constrained single-vCPU host, and is not indicative of a scalability
bottleneck intrinsic to the platform’s data ingestion pipeline.

Table 7. Per-container resource consumption on the cloud host (VirtualBox VM, 1 vCPU, 4 GB RAM,
Ubuntu 18.04 LTS) measured under idle conditions using ‘docker stats’.

Container CPU % Memory Usage Memory %
Portainer 0.01% 30.02 MB 0.76
Grafana 30.84% 126.9 MB 3.23
InfluxDB 0.06% 82.9 MB 211
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The difference in the sizes of the two local databases of the edge devices shown in
Table 6 is attributed to the different payloads used in each sensor node. For example, for
the case of the Arduino Nano ESP32 we used the following payload:

v, u

“measurement”: “sensor_data”,

“tags”: {
“ID": “esp32”

}

“time”: “%lu”, # long unsigned int

“fields”: {
“Temperature”: “%.1£”, # float, 1 precision
“Humidity”: “%.1f" # float, 1 precision

}

In contrast, for the case of the STM32 Discovery board, which offers more built-in
sensors on its board by default (as shown in Table 3), we decided to use them all so the
following payload was created:

v, u

“measurement”: “sensor_data”,
“tags”: {
“ID”: “%s” # string
7
“time”: “%lu”, # long unsigned int
“fields”: {
“temperature”: “%.2f”, # float 2 precision
“humidity”: “%.2t”, # float 2 precision
“pressure”: “%.2f”, # float 2 precision
“proximity”: “%ld”, # long int
“acc_x": “%d”, # int
“acc_y”: “%d”, # int
“acc_z”: “%d”, # int
“gyr_x": “%.0t”, # float zero precision
“gyr_y”: “%.0f”, # float zero precision
“gyr_z”: “%.0t”, # float zero precision
“mag_x": “%d”, # int
“mag_y”: “%d”, #int
“mag_z"”: “%d” # int

In both payload formats, the time field is a Unix timestamp generated locally on
the sensor node and synchronised via the Network Time Protocol (NTP) before each
transmission, ensuring that timestamps reflect the actual measurement time rather than the
time of arrival at the edge or cloud layer.

Figure 6 presents a demo visualisation of aggregated data collected from the Arduino
Nano ESP32 board and the STM32 Discovery board over a given time period, as displayed
in Grafana. The dashboard can be accessed via any standard web browser on a desktop
computer, tablet, or smartphone. As a result, a simple yet complete scenario for visualising
basic environmental data within a defined area of interest is realised.
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Figure 6. Visualisation of aggregated data in Grafana.

The Grafana configuration has been provided as JSON in the GitHub repository, for
any reader who needs to replicate the implementation.

To evaluate the platform’s behaviour beyond the original 24 h baseline test, two
additional experimental scenarios were conducted using a virtual (Python-based) sensor
node simulator. The simulator replicates the behaviour of both the Arduino Nano ESP32
and the STM32 Discovery board, generating pseudorandom temperature and humidity
readings, signing communications with valid X.509 client certificates, and publishing
to the MQTT broker at the same 15 s interval, and was configured to emulate 20 extra
sensor nodes (10 Arduino Nano ESP32, 10 STM32 Discovery) publishing data over a
five-hours period.

Under stable network conditions, no message loss was observed in the new 22-sensor-
node (52) scenario, demonstrating that the platform sustains reliable data delivery as the
number of connected nodes increases by an order of magnitude relative to the original
deployment. To evaluate behaviour under degraded network conditions, a third scenario
(53) was conducted in which artificial packet loss of 5% was introduced at the network
interface of the edge device using the Linux Traffic Control utility (tc netem). Under these
conditions, a message loss rate of 5% was recorded over a five-hour test period, consistent
with the expected behaviour of MQTT QoS level 0 under unreliable connectivity.

These results, presented in Table 8, empirically validate the QoS 0 limitation discussed
below in Section 3.4: while the platform performs reliably under stable conditions, the
absence of delivery acknowledgement and retransmission makes it susceptible to message
loss when network conditions degrade, reinforcing the case for adopting QoS level 1 in
future deployments.

Table 8. Messages loss rate in stable and degraded networks, with QoS set to zero. Both real
sensor-noded and simulated were used.

Scenario Nodes Duration Network Condition =~ Messages Sent  Loss Rate
S1 2 (real hardware) 24 h stable 11,520 0%
S2 22 (2 real hardware + 20 virtual) 5h stable 1200 0%
S3 22 (2 real hardware + 20 virtual) 5h degraded 1200 5%
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3.4. Limitations

The evaluation presented in this section focuses primarily on functional validation
rather than performance benchmarking or large-scale stress testing. Consequently, aspects
such as system scalability, throughput under high data rates, and long-term resource
utilisation were not assessed. These aspects are considered important directions for future
experimentation and are discussed further in the next section.

Furthermore, the current implementation relies on MQTT Quality of Service (QoS)
level O for both publication and consumption, providing at-most-once delivery without
acknowledgement, retransmission, or duplicate-detection mechanisms. While no message
loss was observed during the reported 24 h test under stable network conditions, this
configuration does not guarantee delivery under less reliable connectivity, and the platform
does not currently implement explicit handling of failed or duplicate messages. Beyond
reliability, this choice carries specific security consequences in a smart city context. The
absence of delivery acknowledgement means that packet loss induced by a network-level
attacker (for example, through selective jamming or traffic interception) is indistinguish-
able from benign network degradation, providing no means of detecting deliberate data
suppression at the transport layer. In a smart city scenario where sensor readings inform
safety-critical decisions, such as environmental threshold alerts or traffic monitoring, silent
message loss could be exploited to mask anomalous conditions from platform operators.
Future work will explore the use of QoS level 1 (at-least-once delivery) at the sensor nodes
and synchronisation services, combined with sequence-number- or timestamp-based dedu-
plication at the ingestion stage, to provide stronger end-to-end delivery guarantees and to
mitigate the risk of undetected message suppression.

4. Discussion

This work presented the design, implementation, and validation of a fully open-source
IoT platform tailored to basic smart city (SC) use cases, using environmental monitoring as
a representative example. By combining a layered reference architecture with a concrete
deployment exclusively based on open-source tools, the proposed platform demonstrates
that functional, secure, and scalable IoT solutions can be developed without relying on
proprietary ecosystems.

One of the key contributions of this study lies in the synthesis of existing state-of-
the-art reference architectures into a minimal yet extensible five-layer model. While many
existing SC frameworks introduce numerous layers and components to address complex
scenarios, the proposed architecture focuses on identifying the essential building blocks
for entry-level smart city applications. This approach lowers the barrier to adoption for
researchers, students, and developers, while preserving the ability to scale horizontally
(by adding devices and edge nodes) and vertically (by enriching the architecture with
additional layers, such as Al or Digital Twin components).

The implementation and deployment results validate the feasibility of the proposed
architecture. The use of EdgeX Foundry as the edge stack proved effective in handling
data ingestion, local storage, and secure data synchronisation with the cloud. Its hardware
and OS-agnostic nature makes it particularly suitable for heterogeneous smart city envi-
ronments, where devices with varying computational capabilities are expected to coexist.
Similarly, the combination of MQTT, InfluxDB, and Grafana provided a lightweight yet
robust data pipeline from sensor nodes to user-facing dashboards.

Security was treated as a transversal concern rather than an isolated component, re-
flecting best practices observed in contemporary SC architectures. The integration of X.509
certificates, authentication, and authorisation mechanisms across all layers ensures that
even simple deployments adhere to fundamental security principles. While the imple-
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mented security measures are sufficient for the presented use case, they also serve as a
foundation for incorporating more advanced mechanisms, such as role-based access control,
zero-trust networking, or hardware-based security modules.

Despite its successful deployment, the proposed platform exhibits several limitations
that warrant further investigation. First, the evaluation focused on a minimal use case
with a limited number of sensor nodes and relatively low data rates. As the number of
devices increases, performance aspects such as broker throughput, edge storage limits, and
cloud ingestion latency should be systematically assessed. Second, while InfluxDB was
adequate for the scenario presented, more complex use cases involving heterogeneous data
types (e.g., multimedia streams, metadata-rich payloads) would require alternative data
lake technologies.

Future work will therefore focus on extending the platform in multiple directions. At
the architectural level, the integration of Al components at the edge and/or cloud layers
will be explored to support advanced analytics, anomaly detection, and predictive decision-
making. At the communication level, additional protocols and transport technologies
(e.g., CoAP, OPC UA, LPWAN:S, or 5G-based connectivity) will be evaluated to assess their
suitability for different SC scenarios. Finally, more complex smart city use cases—such as
traffic monitoring, air quality analysis, or energy management—will be implemented to
further validate the generality and robustness of the proposed platform.

Finally, while the current deployment handles non-sensitive environmental data,
specifically temperature and humidity readings, the platform’s modular and extensible
design means it could, in future iterations, be adapted to process more sensitive data
types, such as video feeds, location tracking data, or biometric information collected in
urban environments. In such scenarios, the existing security mechanisms (mutual TLS,
certificate-based authentication, and access-controlled storage) would represent a necessary
but insufficient baseline, and additional privacy-by-design measures would need to be
incorporated. These would include, but are not limited to, data minimisation at the Edge
layer (collecting only the data strictly necessary for the intended purpose), anonymisation
or pseudonymisation of personally identifiable information prior to cloud transmission,
purpose limitation enforced at the Application layer, and compliance with applicable data
protection regulations, including the General Data Protection Regulation (GDPR) in the
European Union context. The authors acknowledge these considerations as an important
dimension of responsible smart city platform design, and identify the integration of privacy-
by-design principles as a direction for future work as the platform evolves towards more
complex and sensitive use cases.

Overall, this work demonstrates that open-source technologies can serve as the basis
for practical, secure, and extensible SC IoT platforms, bridging the gap between conceptual
reference architectures and deployable real-world systems.
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Abbreviations

The following abbreviations are used in this manuscript:

SC Smart City

IoT  Internet of Things

ETL  Extract-Transform-Load

Al Artificial Intelligence

V2X  Vehicle-to-Everything

DLT Distributed Ledger Technologies
oS Operating System
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