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Abstract

Phishing email attacks remain among the most common and damaging forms of cyber-
crimes. With the emergence of generative artificial intelligence (Gen-Al), adversaries can
automatically generate tailored, well-crafted phishing emails for each potential victim
rather than relying on mass-distributed templates, thereby reducing the effectiveness of
traditional detection systems. In this study, we propose a novel hybrid framework for
detecting Al-generated phishing emails that leverages natural language processing (NLP),
machine learning (ML), and deep learning (DL). The uniqueness of the proposed approach
lies in the dual application of bidirectional encoder representations from transformers
(BERT): (1) as an embedding model to extract deep contextual representations of email
content; (2) as a fine-tuned classifier. Additionally, we integrate high-impact common-word
features, derived from the best-performing classifier, to enhance contextual interpretation
and improve discrimination between human-crafted and Al-generated emails. The frame-
work was evaluated on a balanced dataset combining real and Gen-Al phishing emails
and benchmarked across six ML /DL models—support vector machine (SVM), random
forest (RF), logistic regression (LR), long short-term memory (LSTM) networks, BERT,
and generative pre-trained transformer (GPT)—using standardized preprocessing, hybrid
feature engineering, and optimized hyperparameters. Experimental results show that the
BERT fine-tuned classifier, enhanced with the integrated common-word features, achieved
the highest accuracy of 98%, outperforming all other models and demonstrating strong
generalizability. This study demonstrates how integrating contextual cues and custom
lexical signals can significantly improve the detection of Al-generated phishing content.
Cybersecurity professionals, policymakers, and researchers can develop sophisticated and
resilient defenses against emerging Al-enabled threats.

Keywords: phishing email detection; LLM-generated emails; hybrid Al-based detection;
machine learning; deep learning; natural language processing; cybersecurity; secure
computing

1. Introduction

Phishing is one of the biggest threats in cybersecurity, and its effects on individuals,
companies, and governments throughout the world are becoming worse. Phishing is a
social engineering approach, which means it targets human vulnerabilities, not techno-
logical ones. It is incredibly powerful. It is hard to quit. Attackers typically claim to be
trustworthy persons and trick their victims to disclose sensitive information such as login
credentials, bank account details, or personal data [1]. Phishing attacks are a threat not just
to individuals but also to enterprises with the danger of asset compromise, financial loss,
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and reputational damage. The cost of cybercrime is estimated to be more than $1 trillion per
year globally and phishing is a significant part of the problem [2,3]. Security reports show
that phishing attacks are widespread and increasingly sophisticated. The Verizon Data
Breach Investigations Report (DBIR) reported that 36% of data breaches in 2023 involved
phishing and social engineering was behind 83% of successful attacks. Email is still the
number one attack vector, accounting for 96% of phishing campaigns [4]. Proofpoint’s
2024 State of the Phish study says the financial impact of phishing attacks continues to
grow. The Anti-Phishing Working Group (APWG) reported that the global average cost
of a phishing assault climbed to $85,000 in 2023 from $65,000 in 2022. The APWG also
reported a 20% year-on-year increase in phishing attacks, with 877,536 phishing attempts
recorded in Q2 2024, of which 32.9% were targeting social media platforms. Business email
compromise (BEC) frauds are also proliferating at an alarming rate with average phishing
transfer requests of USD 89,520 in Q1 2024 [5,6].

A number of methods have been developed to identify phishing in response to these
dangers. Traditional approaches include lexical and structural analysis of email content
as well as URL and domain-based features [7]. As Al, ML, and DL are advancing, more
advanced approaches for detecting phishing are introduced. Algorithms such as support
vector machine (SVM), random forest (RF), and logistic regression (LR) have been demon-
strated to be useful in categorizing phishing attempts. Deep neural networks (DNNs),
long short-term memory (LSTM) networks, and transformer-based models such as bidi-
rectional encoder representations from transformers (BERT) have enhanced the detection
accuracy [8-10]. However, most prior studies have focused primarily on phishing emails
generated by humans.

The rapid advancement of generative artificial intelligence (Gen-Al) introduces new
challenges to cybersecurity. More advanced models such as GPT-3 and 4 are able to
generate text that is highly coherent and contextually realistic, creating phishing emails
close to legitimate communications that pass traditional content-based filters. Not only can
LLMs generate text, but they have also shown broad capabilities across diverse domains
such as financial decision making [11], further showing the versatility of LLMs, and the
growing importance of understanding LLM behavior in specialized contexts, producing
phishing emails that closely resemble legitimate communications and can evade traditional
content-based filters. Although certain studies have examined the application of Al in
cybersecurity, there is a notable deficiency in systematic investigations into the detection of
phishing emails produced by Gen-Al, indicating a substantial research gap. To the best of
our knowledge, this study is one of the few to systematically evaluate six ML /DL classifiers
including traditional ML (RF, LR, SVM) and deep learning models (LSTM, BERT, GPT-2)
on a large-scale, recent Gen-Al phishing dataset released in 2024. The study employs
BERT in a dual role for contextual embedding extraction and fine-tuned classification, uses
high-impact common-word features to achieve the best-performing detection model and
adopts a distinct methodological approach that differs from prior research.

This study addresses this gap by proposing a novel approach to detecting phishing
emails generated by Gen-Al. While prior studies have primarily focused on traditional
phishing detection methods or human-crafted phishing content, limited attention has been
given to Al-generated phishing attacks, which present unique linguistic and structural
challenges. The novelty of this work lies in its comparative evaluation of multi-model
ML/DL performance on both human- and Al-generated phishing datasets—an aspect
largely unexplored in the existing literature. The main contributions of this study are
as follows:

1. A systematic comparative evaluation of six ML/DL classifiers (SVM, RF, LR, LSTM,
BERT, and GPT-based models) for detecting Gen-Al-generated phishing emails. All
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models were evaluated under the same dataset, preprocessing pipeline and metrics,
ensuring a fair and direct comparison across traditional ML /DL approaches.

2. A hybrid detection framework combining NLP preprocessing, TE-IDF lexical features,
and BERT contextual embeddings, with targeted hyperparameter optimization. Within
this framework, BERT is used in two ways: as a feature extractor for generating dense
contextual embeddings and as a fine-tuned binary classifier—a dual design choice
that proved central to achieving the best results. The framework also incorporates
high-impact common-word features from the best-performing classifier to further
improve discrimination between Al-generated phishing and legitimate emails.

3. Empirical validation on a large-scale, recent Gen-Al-specific phishing dataset (2024,
103,490 samples; Section 3.1.2), showing that the proposed framework reaches a best-
model accuracy of 98% with consistent performance across all six classifiers and
practical relevance to real-world enterprise email security systems (Section 5).

The remainder of this work is structured as follows. Section 2 describes related
work. Section 3 describes the technique. This section discusses the dataset development,
the feature engineering methods, and the ML /DL classifiers employed. The results and
comparative analysis are shown in Section 4. The discussion of the findings is presented in
Section 5, and Section 6 concludes the work and proposes directions for further research.

2. Literature Review

Phishing detection research has moved through three broad phases over the years:
early rule-based and machine learning methods, more powerful deep learning approaches,
and the more recent challenge of detecting phishing content generated by large language
models. Each phase is reviewed below, along with its key limitations.

2.1. Traditional Machine Learning Approaches for Phishing Detection

The earliest detection systems used blacklists, heuristic rules, and classical ML al-
gorithms to flag suspicious URLs, email headers, and lexical patterns. Rao and Pais [12]
compared RF, DT, and SVM for phishing URL detection and found RF to be the strongest,
reaching a 96.5% accuracy. Harikrishnan et al. [13] pushed accuracy higher by adding
temporal URL features, and Sahingoz et al. [14] built a real-time system using RNNs on
email text and URLs, achieving a 97.98% accuracy.

These approaches established useful baselines but share a common weakness: they
depend on surface-level features and cannot capture the deep semantic patterns of Gen-Al-
generated phishing emails, which are fluent and contextually convincing enough to slip
past feature-based filters.

2.2. Deep Learning-Based Phishing Detection

Deep learning brought clear gains over classical methods. Ullah et al. [8] combined
CNN, RNN, and attention mechanisms for zero-day phishing attack detection with a 98.74%
accuracy. Thakur et al. [15] confirmed that CNN and RNN models outperform traditional
ML consistently. Transformer-based models further pushed the performance: Atawneh
and Aljehani [16] combined BERT with LSTM to achieve a 99.61% accuracy, and Alhogail
and Alsabih [7] proposed a GCN-based classifier to achieve a 98% accuracy. Beyond
phishing specifically, Rodriguez et al. [17] showed that BERT and RoBERTa can reliably
detect Al-generated scientific text, and Prova [18] found BERT to be far more effective than
classical ML at identifying Al-generated content. Taken together, these studies—especially
those using BERT in dual or combined roles [16-18]—point to the value of rich contextual
representations for text-based detection.
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That said, most of these models were trained on manually crafted phishing datasets
and have not been tested against Gen-Al-generated content, which limits how useful they
are against today’s more sophisticated threats.

2.3. Detection of LLM-Generated Phishing Content

Interest in detecting Al-generated content first grew in education and social media.
Cingillioglu [19] built an SVM-based tool for identifying Al-written academic essays,
Alamleh et al. [20] used RF and NN for the same purpose, Alghamdi and Alowibdi [21]
developed classifiers for Arabic Al-generated tweets, and Manley [22] and Karimi [23]
raised concerns about Al-assisted plagiarism. Outside text, multimodal fusion methods
have also shown strong results in detecting Al-generated video content [24].

In cybersecurity, Das and Verma [25] used RNNs to generate targeted phishing emails
and achieved around a 94% accuracy on the Enron dataset. Qachfar et al. [26] used GAN
and BERT for synthetic phishing text detection and obtained an Fl-score of 99.6%. Eze and
Shamir [27] found that LLM-generated phishing emails carry distinct linguistic fingerprints
that ML classifiers can learn to spot with a 98% accuracy. It is worth clarifying here
that GAN-based work by Anand et al. [28] and Kamran et al. [29] focuses on URL-level
adversarial generation and class imbalance correction—a technically different problem
from the content-level email detection addressed in this study. On the threat side, Heiding
et al. [30] and Chataut et al. [31] documented how GPT-4 and Claude are making phishing
attacks harder to detect, while Gryka et al. [32] and Gholampour and Verma [33] trained
classifiers to withstand adversarially generated samples. The broader dual-use risks of
Gen-Al have been discussed widely by John [34], Yigit et al. [35], Krishnamurthy [10],
Usman et al. [36], and Gupta et al. [37].

Despite all this progress, existing work is held back by small datasets, limited model
variety, or a focus on URL structure rather than email content. To our knowledge, no prior
study has carried out a full comparison of six ML/DL classifiers on a large-scale, recent
Gen-Al phishing dataset (2024, 103,490 samples) using a dual-role BERT architecture with
hybrid feature engineering, which is exactly the gap this study fills.

3. Materials and Methods

3.1. System Design and Implementation
3.1.1. Proposed Model

The purpose of this research is to construct a strong framework for detection of Al-
generated phishing emails by utilizing ML, DL, and NLP approaches. This study explores
the potential of ML and DL to efficiently identify phishing emails created by Gen-Al
systems from real emails.

The complete architecture is shown in Figure 1. The received email is preprocessed
first, and then, hybrid feature extraction is performed to detect influential linguistic and
structural features.
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Figure 1. The architecture of the proposed phishing detection framework.
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The extracted features are then passed through multiple ML /DL classifiers to predict
whether the email is an Al-generated phishing attempt or a legitimate email.

To enhance clarity, Figure 2 presents the full methodological workflow, integrating
NLP preprocessing, hybrid (manual + automatic) feature engineering, model training, and
evaluation. This hybrid pipeline distinctly separates handcrafted lexical and structural
features from automatically learned embeddings derived from transformer-based models.
In this work, BERT was applied in two ways: as an extractor of rich contextual embed-
dings for each email content and as a classifier fine-tuned on the phishing datasets. Note
that no automatic hyperparameter optimization approaches (e.g., grid search, Bayesian
optimization) were utilized in this study; parameters were selected based on established
literature defaults and refined through preliminary trials to ensure model stability and
comparability across classifiers. The adoption of systematic automated optimization tech-
niques is acknowledged as a direction for future work to further improve reproducibility
and performance consistency.

Building Classification Model Validation

Data Preprocessing

N—f [~~TrTTTeTeEesees ~
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_ | Hybrid Features | _—
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hyperparameters tuning
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Figure 2. Hybrid feature engineering and classification pipeline for phishing detection.

3.1.2. Dataset Description

In this study, we use the Human-Generated and AI-Generated Email Dataset (2024)
which consists of 103,490 email samples evenly distributed between the phishing and gen-
uine classes. The dataset combines human-written emails from Nazario and the Nigerian
Fraud collection [38], with Al-generated phishing emails generated by models such as
ChatGPT and WormGPT that are quite good at generating convincing harmful emails. Each
record includes fields such as sender, receiver, date, subject, body, URLs, a binary class label
(1 = Al-generated phishing email, 0 = legitimate email), and source, allowing both linguistic
and structural analysis. The dataset allows for rich feature extraction and supports both
typical textual representations (e.g., TF-IDF) and deep contextual embeddings (e.g., BERT).

The dataset was separated into 80% training and 20% testing—a widely adopted split
ratio in machine learning research [39]—using stratified sampling to guarantee that the
two subsets have the same class distributions as the original dataset, which is important
for robust model generalization. A separate validation set was not required in this study;,
as no automated hyperparameter optimization techniques (e.g., grid search, Bayesian opti-
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mization) were employed. Instead, all hyperparameters were fixed to standard benchmark
values that are commonly used in the relevant literature as detailed in Section 3.1.6. The
test set was used solely for the final performance evaluation, without being used to make
any tuning decisions to ensure an unbiased evaluation of model generalization.

To prevent data leakage, the same preprocessing, tokenization, and feature extrac-
tion processes were used to the training and testing sets. Specifically, all preprocessing
operations—including TF-IDF vectorization and BERT tokenization—were fitted exclu-
sively on the training set and subsequently applied to the test set, ensuring no information
from the test partition influenced feature learning. Overfitting in DL models was further
mitigated through dropout regularization (rate = 0.3) applied to all DL classifiers and con-
servative fixed-epoch training (5 epochs). The balanced dataset leads to a fair and reliable
evaluation on all ML and DL methods presented in this study. For the supplementary
experiments presented in Sections 4.3 and 4.4, the dataset was re-split into 70% training,
10% independent validation, and 20% held-out test subsets, with the validation subset used
exclusively for early stopping and convergence monitoring.

3.1.3. Data Preprocessing

Data preprocessing was an important step to make the ML and DL models effective.
The raw email content may contain noise like special characters, unnecessary spaces, and
irregular formatting that may have a negative impact on feature extraction and model
performance. Therefore, a structured preprocessing pipeline was developed to normalize
the text input and prepare it for manual feature extraction such as TF-IDF and auto-
matic embeddings such as BERT. Analysis of the preprocessed email corpus confirms that
the vast majority of emails contain fewer than 128 tokens after stopword removal and
stemming, making this threshold both efficient and representative without meaningful
information loss.

Email Cleansing

The raw text was extracted from the body column and converted to string format
using the astype(str) function. All characters were converted to lowercase using Python’s.
lower() function. Non-alphanumeric characters (e.g., “!”, “?”, and “/”') were filtered out
using str.isalnum() inside a list comprehension. White spaces were also removed during
filtering and tokenization. Figure 3 illustrates the function used and provides an example. It
is acknowledged that the removal of special characters may discard stylistic cues relevant to
phishing detection; future work will explore the incorporation of such features, including
emoji frequency, punctuation density, and symbol-based urgency signals. Removing
non-alphanumeric characters is standard NLP preprocessing. Notably, symbols such as
excessive punctuation can carry weak but informative signals in traditional phishing emails.
However, these patterns are less frequent by design in Gen-Al-generated phishing, where
emails are designed to appear natural and legitimate, thus limiting the practical impact of
symbol removal in this study.

Stopword Removal and Word Stemming

Stopwords such as “and”, “the”, and “is” were deleted using stopwords and the
built-in English stopword list provided by NLTK (v3.8.1) (words(‘english’)). Then, a word
stemming was performed using the class PorterStemmer() from nltk.stem. The stem()
function was applied to reduce each token to its root form. This reduced the size of the
vocabulary and improved generalization by treating semantically similar words as the
same. Figure 3 shows the function used with an example.
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Function

def preprocess_text(text):
tokens = word_tokenize(text.lower())
tokens = [stemmer.stem(word) for word in tokens if word.isalnum() and word not in stop_words]
return " ".join(tokens)

O o
¢ <

Example
Input "Your account has been suspended! Click this
link to verify: http:#suspicious.com”
[ output | account suspend click link verifi

Figure 3. Emails clean and stopword removal and word stemming.

Tokenization

Tokenization was applied using the word_tokenize() function of the NLTK library,
which splits the text into individual tokens (words). This was important to allow models to
go over each word at a time. The DL models used the Keras Tokenizer() class to convert the
cleaned text into integer sequences using fit_on_texts() and texts_to_sequences() methods.
An example and the used function are shown in Figure 4.

Function

‘tokenizer = Tokenizer(num_words=10000, oov_token="<00V>")
tokenizer.fit_on_texts(df[ 'cleaned_body'])
sequences = tokenizer.texts_to_sequences(df['cleaned_body'])

o
<&

e

Example
"account suspend click link verifi
7 suspiciouscom”
. Output | [12,87, 33, 45, 66, 991]

Figure 4. Emails tokenization.

Sequence Padding

To standardize the input length across all samples, sequences were padded to a
maximum fixed length (max_len = 200) using the pad_sequences() method from Keras
(tensorflow.keras.preprocessing.sequence). In order to provide the same input dimension
to DL models, padding was performed by adding zeros at the end of the shorter sequences
(padding = “post”). The utilized function and an example are displayed in Figure 5.

Function
iax_leng(h - 200
df [ 'padded_sequences’] = list(pad_sequences(sequences, maxlensmax_length, padding='post’))
Example
Input [12,87, 33, 45, 66,991]

Output = [0,..,0,0,0,991 ,66,45,33,87,12]

Figure 5. Emails sequence padding.
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3.1.4. Feature Engineering

Feature engineering techniques were used to convert raw email data into structured
numerical representations that could be used in a meaningful way by ML and DL models.
The process resulted in a number of benefits including higher accuracy of classification,
lower dimensionality, and more robustness against noisy data. The design of feature
engineering was focused on capturing both lexical patterns and semantic linkages, allowing
the models to differentiate between phishing and legitimate emails. Here, we used TF-IDF
for the ML models and contextual embeddings for the DL models to improve performance
and to ensure meaningful representation of the email content.

TF-IDF

Term Frequency-Inverse Document Frequency (TF-IDF) is a statistical measure that
examines the importance of a word in a document with respect to a collection of documents
(corpus). This strategy is useful in identifying domain-specific keywords [7,40], as it gives
more weight to the words appearing frequently in a single document but infrequently in
the dataset. In the feature engineering step of the ML models, the pre-processed email
messages were converted into numeric vectors using TF-IDF, which can represent the
importance of each word. The pre-processed email text was converted to a sparse matrix of
TE-IDF scores using the Scikit-learn (v1.3.0 ) TfidfVectorizer (max_features = 5000). The
discovered feature space contained 1218 distinct terms in 103,490 emails. As expected,

Zan7i Va7

terms like “update”, “account”, “secure”, and “http” received greater weights as these are

words typically encountered in phishing emails.

BERT Embeddings

To capture richer contextual and semantic information, we utilized BERT embeddings.
Unlike TF-IDF, which produces sparse keyword-based vectors, BERT generates dense
(768-dimensional) representations that encapsulate the whole context of an email. This
is especially useful for detecting Al-generated phishing emails, as BERT’s contextual
representations can capture subtle linguistic patterns that distinguish them from legitimate
emails [16,27].

Embeddings were extracted using the Bert-base-uncased model from Hugging Face
Transformers. The [CLS] token output (outputs.last_hidden_state[:,0,:]) was used as a
summary vector for each email. Input texts were tokenized and shortened to 128 tokens
and processed in batches of 32 to ensure their efficiency on GPU hardware.

While the dimensions of BERT embeddings are not explicitly interpretable, they encode
latent semantic and syntactic signals within a high-dimensional space. DL classifiers can
leverage these contextualized representations to capture fine-grained distinctions between
legitimate and phishing emails, thereby addressing the limitations inherent in traditional
keyword-matching approaches. Furthermore, after evaluating classifier performance, high-
impact common words identified by the best-performing model were integrated with
the BERT embeddings to enhance contextual understanding and improve classification
accuracy. This integration does not introduce representational conflict, as TF-IDF and
BERT operate at complementary levels of text analysis: TF-IDF captures explicit lexical
frequency patterns (e.g., high-frequency phishing keywords such as “verify”, “account”,
and “urgent”), while BERT captures deep contextual and semantic relationships. The
empirical improvement observed when incorporating these lexical features—from 0.97 to
0.98 accuracy—confirms that they supplement BERT’s contextual understanding rather
than conflict with it. The feature fusion mechanism operates as follows. For the enhanced
BERT classifier (Table 4), the [CLS] token embedding e_BERT € R”%, extracted from the
final hidden layer of the fine-tuned BERT encoder, is concatenated with a compact keyword
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feature vector f_kw representing the L2-normalized, TF-IDF-weighted presence of the
highest-impact phishing-specific terms identified by the best-performing ML classifier
(RF), as visualized in Figure 8. The resulting concatenated vector h = [e_BERT; f_kw]
is then passed to a linear classification head for binary classification. It is important to
note that TF-IDF and BERT embeddings otherwise constitute two independent, parallel
feature pipelines applied to ML and DL classifiers, respectively, and are not fused across
classifier types.

3.1.5. Classification Algorithms for Phishing Email Detection

Classification algorithms are essential for identifying if an email is genuine or a phish-
ing effort. In this study, we tested both traditional ML and sophisticated DL architectures,
each providing different benefits in feature representation, generalization capacity, and
effectiveness against Al-generated phishing content.

Among ML approaches, RF is one of the most popular methods [12,40], as it in-
cludes an ensemble learning mechanism that aggregates many decision trees to enhance
robustness [7]. RF is successfully applied to analyze hand-crafted features from the email
text, e.g., structural features and keyword frequencies. Although RF does well on classical
phishing datasets, it tends to overlook significant grammatical distinctions in Al-generated
phishing emails.

Another strong possibility is SVMs, which use an optimum hyperplane to separate
classes maximally in high-dimensional feature fields. SVMs are good at handling huge
sparse text data, but the need for considerable preparation and heavy computing can be a
practical drawback.

LR predicts the chance of phishing with weighted text features as a simpler baseline. It
is efficient enough for real-time use, but it cannot simulate deeper contextual and linguistic
patterns that are often incorporated into generative phishing assaults.

LSTM networks are particularly powerful in the domain of DL as they can learn
sequential and contextual relationships in the email content, which helps them to identify
minor linguistic indicators that can differentiate phishing from authentic mails. However,
their requirement for large amounts of training data and large processing resources can
limit their scalability.

More sophisticated techniques are available in transformer designs such as BERT and
GPT that use self-attention mechanisms to describe complicated contextual interactions.
In particular, BERT was employed as a fine-tuned classifier and for embedding extraction.
These models have performed better in detecting advanced phishing emails specifically
created by Gen-Al, which are similar to human-written text. Transformers, when fine-tuned
on domain-specific datasets, reliably obtain the best-performing model in terms of detection
accuracy in this study.

We selected these models for our investigation, because they have been shown to be
effective in phishing detection and are frequently used as benchmark classifiers in previous
studies. These algorithms also represent complementary classes of strategies for text catego-
rization. Support vector machine (SVM) and logistic regression (LR) capture discriminative
patterns in high-dimensional sparse features, whereas Random Forest (RF) provides inter-
pretability via feature-importance estimation. Long short-term memory (LSTM) networks
can learn sequential dependencies that are relevant to contextual phishing content. Trans-
former models like BERT and GPT leverage self-attention to extract semantic and contextual
cues, making them more effectively for analyzing Gen-Al emails that mimic human writing
styles. The final BERT-based classifier was the most successful model including contextual
embeddings and highly impactful common terms. This study combines traditional ML and
modern DL techniques to provide a comprehensive assessment on their effectiveness and

https:/ /doi.org/10.3390/ electronics15153383


https://doi.org/10.3390/electronics15153383

Electronics 2026, 15, 3383

10 of 22

also highlights the versatility of these algorithms in the context of the emerging problem of
Gen-Al-driven phishing threats.

3.1.6. Model Training and Hyperparameter Optimization

After the definition of the model architectures, the ML and DL classifiers are con-
structed and trained to classify the emails as phishing or legitimate.

For the ML classifiers, TF-IDF feature vectors were used as input representations. We
set up RF with 100 decision trees based on the Gini impurity criterion and trained LR with
a maximum of 1000 iterations to ensure convergence. SVM was implemented with a linear
kernel, which is well suited for high-dimensional sparse feature spaces. Although a full
grid search was not performed, hyperparameters for all ML models were selected based
on well-established defaults from the literature and verified through standard training
convergence metrics, balancing accuracy with computational efficiency.

To reduce computational costs and focus training on the classification tasks, we used
pre-extracted BERT embeddings instead of raw text for DL classifiers. The LSTM network
has 128 memory units and a dropout layer (rate: 0.3) to mitigate overfitting, and it was
trained for 5 epochs with the Adam optimizer (learning rate = 0.001) and a batch size
of 32. The BERT-based classifier underwent fine-tuning on the phishing dataset, and its
output was further enhanced by integrating high-impact words identified from the best-
performing model. The BERT-based classifier was developed by freezing the pretrained
BERT encoder and training only the additional dense layers. Specifically, it employs a
12-layer transformer encoder with 12 attention heads and a 768-dimensional hidden state.
Two dense layers (256-64 ReLU units) with a dropout of 0.3 were trained before the sigmoid
output to ensure robust generalization while preventing overfitting.

The GPT-based classifier, in contrast, follows a decoder-only transformer architecture
that leverages causal self-attention. It was fine-tuned on phishing-text embeddings using
a lightweight classifier head with dense and dropout layers preceding the final sigmoid
output. Both transformer-based models were trained for five epochs with a batch size of
16. This architectural adaptation allows them to efficiently distinguish subtle stylistic and
semantic differences between Al- and human-generated phishing emails.

By training only the new dense layers and freezing the pretrained embedding layers,
this approach preserved the semantic knowledge captured during large-scale pretraining
while enabling efficient fine-tuning for phishing detection tasks. Moreover, the models that
worked best used both handcrafted lexical features and contextual embeddings, which
improved their ability to capture subtle patterns characteristic of Al-generated phishing
emails. The combination of contextual embeddings, a fine-tuned BERT classifier, and
high-impact common words improved the model’s ability to capture subtle patterns char-
acteristic of Al-generated phishing emails. Table 1 presents the final configuration of key
hyperparameters utilized across all classifiers.

Table 1. The key hyperparameters for ML/DL classifiers.

Classifier Key Hyperparameters/Architecture Component Optimized Value/Configuration
Maximum Iterations (max_iter) 1000
LR Solver “Ibfgs”
Penalty “12”
Number of Estimators (n_estimators) 100
RF Criterion “gini”
Random State “12”
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Table 1. Cont.

Classifier Key Hyperparameters/Architecture Component Optimized Value/Configuration
Kernel “linear”
SVM
Probability Estimation True
Layer 1: LSTM (128 units)
Network Architecture Layer 2: Dense (64 units, ReLU)
Layer 3: Dense (1 unit, Sigmoid)
Optimizer Adam
Learning Rate (Ir) 0.001
LSTM
Loss Function “binary_crossentropy”
Epochs 5
Batch Size 32
Regularization Dropout (0.3)
Callback EarlyStopping
Layer 1: Dense (256 units, ReLU)
Classification Head Architecture Layer 2: Dropout (0.3)
Layer 3: Dense (1 unit, Sigmoid)
Optimizer Adam
Learning Rate (Ir) 0.001
BERT Loss Function “binary_crossentropy”
Epochs 5
Batch Size 16
Regularization Dropout (0.3)
Callback EarlyStopping
Layer 1: Dense (256 units, ReLU)
Classification Head Architecture Layer 2: Dropout (0.3)
Layer 3: Dense (1 unit, Sigmoid)
Optimizer Adam
Learning Rate (Ir) 0.001
GPT Loss Function “binary_crossentropy”
Epochs 5
Batch Size 16
Regularization Dropout (0.3)
Callback EarlyStopping

To ensure reproducibility, all ML experiments were conducted with random_state = 42.
For DL models, global random seeds were fixed for the Python (v3.9.1) random module,
NumPy (v1.24.3), and TensorFlow. All experiments were conducted with an NVIDIA
A100-SXM4-80 GB GPU, Python 3.9.1, CUDA 11.8, TensorFlow 2.19.0, and HuggingFace
Transformers (huggingface-hub 0.26.2).

3.1.7. Performance Evaluation

The proposed ML /DL model was evaluated for phishing email detection utilizing
four key metrics—accuracy, precision, recall, and F-score (Wardhani et al. [41]). In this
binary classification task, phishing emails are assigned the positive class label (label = 1),
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while legitimate (human-written) emails are assigned the negative class label (label = 0).
Accordingly, true positives (TP) refer to correctly identified phishing emails, true negatives
(TN) refer to correctly identified legitimate emails, false positives (FP) refer to legitimate
emails incorrectly classified as phishing, and false negatives (FN) refer to phishing emails
incorrectly classified as legitimate.

TP+ TN 1)
TP+ TN+ FP+FN
Precision, also known as the positive predictive value, measures the proportion of

Accuracy =

emails correctly identified as phishing out of all those classified as phishing. Equation (2)
presents the formula for precision:

TP
— 2
TP+ FP @)
Recall, also known as sensitivity or true positive rate, was the fraction of phishing

Precision =

emails properly identified by all phishing events. The recall formula is given in Equation (3):

TP
Recall = ————
eca TP+ EN 3)
The Fl-score is very useful for the identification of Al-generated phishing emails in
balanced datasets, as it gives a combined measure of recall and precision. The formula for

the Fl-score is shown in Equation (4) (Wardhani et al. [41]):

Precision x Recall
Fl=2x Precision + Recall @)

These metrics are based on the confusion matrix, a table that shows the results of
classification: true positives (TP), false negatives (FN), true negatives (TN), and false
positives (FP). Figure 6 demonstrates the form of a confusion matrix for binary classification
(Wardhani et al. [41]).

Actual Values

Positive (1) Negative (0)

Positive (1) TP FP

Negative (0) FN TN

Predicted Values

Figure 6. Confusion matrix.

To allow a robust evaluation and generalization, the dataset was split into 80% for
training and 20% for testing using stratified sampling to preserve the proportional dis-
tribution of the phishing and authentic emails. This allowed us to verify that both sets
are representative of the entire dataset. To ensure the consistency across the multiple
feature representations, the splits were performed separately for the TF-IDF vectors and
the BERT embeddings.

This evaluation methodology allows us to realistically and validly compare the ML and
DL models and also to fully evaluate their performance in detecting Al-generated phishing
emails. The next section introduces and discusses the experimental data obtained during
our investigation. We thoroughly evaluate the effectiveness of the proposed methodology
by using performance metrics and perform a comparative analysis to compare our findings
with those reported in previous research.
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4. Results

We evaluated the performance of different ML (RF, LR, and SVM) and DL (LSTMs,
BERT, and GPT) models in detecting phishing emails generated by Gen-Al. The dataset is
inherently balanced by design, thereby avoiding any bias toward a majority class. NLP
techniques were then applied to improve the quality of textual representations by reducing
textual noise and standardizing the structure of the input data. These preprocessing steps
enhanced model efficiency and accuracy and contributed to the overall performance, which
showed significant improvements in evaluation metrics (such as accuracy and F1-score).

To enhance the effectiveness of the models, we applied experiments with hybrid
feature engineering techniques in two phases. We focused on transforming the preprocessed
email content into understandable textual representations that could be processed by ML
and DL models. We extracted lexical and semantic features from the email texts. The
lexical features included surface textual features (such as word count, character count,
and keyword frequency) often associated with phishing messages (e.g., “account update”,
“emergency”, and “click here”). On the semantic side, BERT embeddings were first used to
extract rich contextualized representations from email content, and subsequently, BERT
was employed as a classifier fine-tuned on the training datasets. This dual use allowed the
models to capture deeper linguistic and semantic patterns characteristic of Al-generated
phishing emails. First phase: The ML models (RE, LR, and SVM) used sophisticated TF-IDF
approaches for identifying the importance of words in a text context, while the DL models
(LSTMSs, BERT, and GPT) used word embeddings to obtain the semantic associations. In
the second phase, we added to the fine-tuned BERT model common phishing-related terms
as extra features to measure the effect of the added features on the model’s performance
and further improve the identification of subtle manipulative cues, which are characteristic
of generative phishing content.

4.1. Detection Results Without Feature Engineering

The baseline results without feature engineering are summarized in Table 2. Among
the ML models, RF gave the best performance with an accuracy and recall of 0.95, followed
by SVM and LR with accuracies of 0.93 and 0.92, respectively. In addition, DL classifiers
performed better with BERT and GPT achieving 0.96 accuracies. These results demonstrate
the intrinsic advantage of semantic feature representations in DL architectures compared
to traditional ML models.

Table 2. Results of model performance without automatic feature engineering.

Classifier Accuracy Precision Recall F1-Score Training Time (s) r"ll}estmg
ime (s)

RF 0.95 0.85 0.95 0.90 52.36 1.92

LR 0.92 0.83 0.93 0.88 0.08 0.00
SVM 0.93 0.95 0.82 0.89 860.41 14.33
LSTM 0.95 0.85 0.94 0.90 543.22 10.04
BERT 0.96 0.92 0.97 0.94 98.73 1.01
GPT 0.96 091 0.96 0.93 99.12 1.02

4.2. Detection Results with Feature Engineering

When feature engineering was applied, performance improvements were observed
across all models, as summarized in Table 3. RF, LR, and SVM benefited from TF-IDF-
based lexical features; the accuracy of RF increased to 0.96 with a recall of 0.97, while LR
achieved a 0.94 accuracy, and SVM, although its recall remained comparatively lower at
0.85, achieved the highest precision of 0.98. While DL models, including LSTMs, GPT, and
BERT, leveraged rich semantic embedding. In particular, BERT was used in a two-step
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process: first as a extractor of contextual embeddings from the email content and then
as a fine-tuned classifier incorporating common phishing-related words as additional
features. DL classifiers performed better than ML classifiers more substantially, with BERT
achieving a 0.97 accuracy and an Fl-score of 0.95, while GPT obtained similar results
with a 0.97 accuracy and an Fl-score of 0.94. Therefore, BERT was able to learn both
high-level semantic regularities and precise lexical hints that are typical of Al-generated
phishing emails.

Table 3. Results of model performance with automatic feature engineering.

Training  Testing

Classifier Accuracy Precision Recall F1-Score Time (s) Time (s)
RF 0.96 0.87 0.97 0.92 67.99 2.09

LR 0.94 0.86 0.95 0.90 0.12 0.00
SVM 0.95 0.98 0.85 091 1037.20 18.02
LSTM 0.96 0.87 0.96 0.92 687.43 11.80
BERT 0.97 0.94 0.98 0.95 107.91 1.04
GPT 0.97 0.93 0.97 0.94 106.47 1.03

The results show that hybrid feature engineering strategies (i.e., TF-IDF for ML classi-
fiers and word embeddings for DL classifiers) are able to significantly improve the detection
performance. Traditional ML models (RF and SVM) provided similar baselines in perfor-
mance but were less efficient than DL models in detecting Al-generated phishing emails.
RF reached a balanced trade-off with a precision of 0.87 and a recall of 0.97. The accuracy
of the SVM model was enhanced to 0.95 and the precision was the best among the three
ML models, increasing to 0.98. However, this higher accuracy comes at the expense of
recall, with a relatively low recall of 0.85, which indicates that the model may be more
conservative in identifying emails as phishing.

In contrast, DL classifiers, including LSTM, BERT, and GPT, outperformed ML classi-
fiers. The addition of word embeddings for all DL models provided resulted in improved
classification effectiveness. BERT outperformed all the classifiers. The model reached a
0.97 accuracy, a 0.94 precision, and a 0.98 recall with an F1-score of 0.95, showing its ability
to recognize phishing communications, especially those created by Al. The results of BERT
and GPT were similar with precision and recall scored of 0.97 and an F1 score of 0.94. This
means that it is able to detect more phishing messages, but with a lower positive precision
which is 0.94. The performance of LSTM model was comparable to RF where precision was
increased to 0.96 and F1 score was increased to 0.92. These findings further validate the
benefit of contextual embeddings to capture complex language and semantic patterns in
phishing material. The accuracies of BERT and GPT are almost the same, but the learning
behaviors are different. BERT’s bidirectional attention better understands the context and
has a higher recall. BERT performs well on syntactic cohesion and accuracy but sometimes
misses implicit contextual clues. This is similar to the difference between encoder-based
(BERT) and decoder-based (GPT) transformers.

From the confusion matrix of the BERT model, BERT accurately classified the majority
of phishing emails, which shows the efficiency of the model in correctly detecting Al-
generated phishing emails. The model misclassified about 207 communications as phishing
or legitimate. Despite these flaws, the model exhibited good reliability in detection with
an overall accuracy and recall of 0.98. Error analysis showed that false positives were
often triggered by legitimate security notifications (e.g., password-reset emails) that share
urgency-related linguistic cues with phishing messages. Typical false negatives were short,
low-context emails that lacked strong phishing flags. These findings suggest that detec-
tion reliability can be further improved by incorporating metadata-based and pragmatic
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features. Figures 7 and 8 show the additional contribution of common words as features,
which significantly improves the detection capability of the model. To further quantify the
contribution of high-impact common-word features, Table 4 presents the final performance
of the BERT fine-tuned classifier with integrated common-word features, representing the
best-performing configuration in this study.

johnson
verifi

account-secur

Figure 7. Common words in legitimate emails.

feb clamav

Figure 8. Common words in phishing emails.

Table 4. Final performance of the BERT fine-tuned classifier enhanced with high-impact common-
word features. This configuration achieved the highest accuracy across all evaluated models.

Classifier Accuracy Precision Recall F1-Score
BERT + Common Words 0.98 0.95 0.98 0.96
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We also recorded training and testing times before and after feature engineering. The
BERT training time grew from 98.73 to 107.91 s, while the testing duration remained low
with about one second. This modest overhead is a proof that the GPU acceleration is
quite efficient against the quadratic temporal complexity of transformer models. The BERT
model has a theoretical temporal complexity of O(n?) regarding the input sequence length
(n) due to the self-attention mechanism used in the transformer design. This quadratic
complexity can greatly affect training and inference times for extended sequences.

However, we used an input length limited to 128 tokens, and the use of GPU accel-
eration mitigated the impact of this complexity. Therefore, the addition of hybrid feature
engineering, despite slightly increasing model complexity, did not lead to a significant
degradation in execution time. This confirms that GPU utilization was effective in main-
taining time efficiency, even for models with relatively high theoretical computational
complexity. Despite the theoretical quadratic time complexity O(n?) of transformer self-
attention, the system maintained practical scalability. By limiting input to 128 tokens and
exploiting GPU acceleration, average inference time remained around one second per batch,
demonstrating feasibility for large-scale enterprise deployment.

Overall, the evaluation confirms the superiority of DL classifiers, particularly BERT,
in detecting Al-generated phishing emails. While ML models such as RF offered robust
baselines, they were less effective in capturing the semantic and contextual patterns that
characterize generative phishing content. By incorporating hybrid feature engineering and
dual use of BERT, the fine-tuned BERT model achieved the highest performance (accuracy:
0.98; recall: 0.98; F1-score: 0.96), as detailed in Table 4. These results demonstrate the need of
combining lexical and contextual semantic representations for effective phishing detection.

4.3. Performance Under Class Imbalance

To evaluate the robustness of the proposed framework under real-world conditions,
we tested BERT + Common Words, the best-performing model under two imbalanced
legitimate-to-phishing distributions: 90:10 and 95:05, reflecting the rare occurrence of
phishing emails in actual enterprise email traffic. Results are presented in Table 5.

Table 5. Our model performance under imbalanced test distributions.

90:10 95:05
Classifier
Accuracy Recall ~ F1-Score  Accuracy Recall  F1-Score
BERT + Common Words 0.98 1.00 0.90 0.97 1.00 0.82

Compared to the balanced results reported in Table 4, F1-score decreases as imbalance
increases, from 0.96 (balanced, Table 4) to 0.90 (90:10) and 0.82 (95:05). Notably, recall
remains at 1.000 across both conditions, indicating that the model does not miss any
phishing email even when phishing samples constitute only 5% of total traffic. The F1
drop is solely from a drop in precision that corresponds to an increase in false alarms
on legitimate emails. This is an operationally acceptable trade-off in security critical
deployments, where the cost of missing a phishing email is much higher than a false alarm.

4.4. Convergence Analysis

To justify the choice of five training epochs, Figure 9 presents the training and val-
idation loss and accuracy curves for the proposed BERT + Common Words framework,
obtained from the supplementary experimental setup (Section 3.1.2), which uses the same
model architecture, hyperparameters, and training procedure as the main experiments. The
convergence behavior is therefore representative of the full training pipeline. Both curves
demonstrate consistent convergence: validation loss decreases steadily across all epochs
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while validation accuracy stabilizes by epoch 5, with no signs of overfitting. These results
verify that five training epochs are sufficient and provide an efficient training period for
the proposed framework.

BERT + Keywords — Loss BERT + Keywords — Accuracy
0.6 — Train — Train
— Val 0954 — Vval
0.5+ 090 4
0.4 0.85
>
v
1] ©
g £
v
034 $ 0801

0.75 1
0.2 1

0.70 4
0.1 4

T T T T T T 0.65 T T T T T T
0.0 0.5 1.0 15 2.0 2.5 3.0 35 4.0 0.0 0.5 1.0 15 2.0 2.5 3.0 35 4.0

Epoch Epoch

Figure 9. Training and validation loss and accuracy curves for the BERT + Common Words framework.

4.5. Ablation Study

To systematically validate the contribution of each component in the proposed hy-
brid framework and to justify the RF-based keyword selection strategy, we conducted
a five-group hierarchical ablation study within the supplementary experimental setup
described in Section 3.1.2, using the same model architecture, hyperparameters, and train-
ing procedure as the main experiments. The five configurations are defined as follows:
G1 (TF-IDF Only) represents the traditional ML baseline; G2 (BERT Vanilla) uses BERT
[CLS] embeddings without any lexical augmentation; G3 (BERT + Random Low-Frequency
Words) serves as a control group to isolate the effect of keyword quality by replacing
high-impact keywords with randomly selected low-frequency words; G4 (Common Words
Only) uses the RF-identified lexical feature vector without BERT embeddings; and G5
(BERT + High-Impact Common Words) represents the complete proposed framework. Re-
sults are reported in Table 6.

Table 6. Hierarchical ablation study results.

Group Classifier Accuracy  Precision Recall F1-Score
G1 TE-IDF Only 0.98 0.97 0.99 0.98
G2 BERT Vanilla 0.89 0.93 0.84 0.88
G3 BERT + Random Low-Freq Words 0.84 0.93 0.73 0.82
G4 Common Words Only (No BERT) 0.61 0.56 0.97 0.71
G5 BERT + High-Impact Common Words  0.96 0.97 0.95 0.96

The results reveal three key findings. First, G5 achieves the highest F1-score among
all deep learning configurations (F1 = 0.96), outperforming G2 by 10.8 percentage points,
which quantitatively demonstrates the synergistic gain of fusing BERT contextual embed-
dings with RF-identified high-impact lexical features. Secondly, G3 (F1 = 0.82) is worse than
G2 (F1 = 0.88), which indicates that adding random low-frequency words actively disrupts
BERT’s contextual representations, supporting that the improvement is from keyword qual-
ity and not augmentation. This validates the RF-based keyword filtering strategy. Third, G4
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has the lowest overall F1-score (F1 = 0.71), indicating that lexical features alone are insuffi-
cient without BERT’s contextual understanding. The performance trend G4 < G3 < G2 < G5
validates the complementary role of contextual embeddings and domain-specific lexical
knowledge. It is interesting to note that G1 achieves higher performance on this evaluation
subset owing to the well-known superiority of traditional ML models with limited training
data, where BERT-based models need larger corpora to fully leverage contextual repre-
sentations. As demonstrated in the main experiments (Tables 3 and 4), BERT + Common
Words consistently outperforms the RF baseline on the entire dataset, thus supporting the
validity of the proposed framework under realistic training conditions.

5. Discussion

The study reveals the efficiency of ML, DL, and NLP approaches in detecting Gen-
Al-generated phishing emails. We constructed a full pipeline including preprocessing,
hybrid feature engineering, and hyperparameter tuning, which allowed for identifying
linguistic and structural characteristics common in phishing emails under robust and
realistic evaluation settings. Among the tested models, the BERT-based classifier had the
best performance with an accuracy and recall of 98% and an F1-score of 96%, indicating its
better capacity to identify Al-generated phishing emails.

Recent work on Al-based phishing detection has made great strides. However, several
investigations were limited by imbalanced datasets, which limited generalizability and
raised bias. Some works (Anand et al. [28]; Kamran et al. [29]; Qachfar et al. [26]) tried to
overcome this issue by using synthetic phishing emails generated by some models like
GPT or CGANSs. These initiatives helped to broaden training datasets but could also be
artificially biased, affecting model learning. The data in our study were balanced, so we
did not require resampling or synthetic data generation, giving a more realistic evaluation
of the model’s performance versus Gen-Al phishing material.

Unlike the research which mainly analyzed URLs or metadata (Anand et al. [28];
Kamran et al. [29]), our study emphasized the analysis of textual content with the help
of NLP. Techniques, such as tokenization, text normalization, and sequence padding,
dramatically enhanced semantic understanding, enabling deeper models such as BERT and
GPT to learn phishing-specific linguistic cues that simple link analysis cannot easily learn.
This gives a more complete and reliable detection method, especially for those generated
with Gen-Al

Hybrid feature engineering provided additional performance improvement. In the
first phase, TF-IDF was used for ML classifiers, whereas for the DL models, contextual
embeddings such as BERT and GPT were used. The second phase included some popular
phishing-related phrases that were integrated into BERT and improved its performance
in all measures. This method not only beats the classical ML classifiers (RF, LR, and SVM)
but also surpasses the current hybrid techniques studied in the earlier studies. Table 7
indicates this comparative advantage. Our BERT-based model achieved an accuracy of 98%
and a recall score of 98%, outperforming the closest comparable studies: an improvement
of 7 percentage points over [26] (91%), 3 percentage points over [30] (95%), 4 percentage
points over [42] (94%), and 1 percentage point over [32] (97%) in terms of accuracy.

Several recent studies (Gupta et al. [37]; John [34]; Yigit et al. [35]; Krishnamurthy [10];
Usman et al. [36]) have primarily emphasized conceptual frameworks without providing
detailed quantitative metrics, limiting their comparability. Our work, by comparison, offers
a well-documented empirical assessment over a range of criteria, like as accuracy, recall,
precision, and F1-score, and hence a more rigorous and transparent standard.
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Table 7. Comparison of related studies in terms of accuracy, Fl1-score, precision, and recall.

Reference Accuracy F1-Score Precision Recall
[26] 91% 94% 93% 95%
[27] - 99% - -

[30] 95% 95% 95% 96%
[32] 97% 96% 99% 94%
[38] 94% 95% - -

Our model 98% 96% 95% 98%

Note. Results in this table are taken directly from the original publications and are included for contextual
reference only. No direct cross-study performance comparisons are made, as each study used different datasets
and experimental conditions. All model comparisons within this study are conducted on a unified dataset under
controlled conditions, as reported in Tables 2—4.

Overall, this research shows that with a well-structured holistic approach that balances
datasets, applies NLP preprocessing and utilizes hybrid feature engineering, the detection
performance of phishing emails can be significantly improved. The resulting model can
effectively detect the modern phishing emails produced by Gen-Al with a performance
accuracy of 98% and with very few false negatives when detecting phishing emails. The
suggested method is suited to be incorporated into smart email security systems either as a
plug-in or together with other Al-based cybersecurity applications, providing a scalable
and practical answer against the increasing threat of increasingly human-like phishing
attempts. The comparison research shows that the combination of lexical (TF-IDF) and
semantic (BERT embeddings) representations gives balanced interpretability and contex-
tual awareness. For example, the TF-IDF captures explicit phishing cues, e.g., “verify”,
“update”, “account”, whereas the BERT embeddings capture implicit manipulative tone
and narrative coherence typical of Gen-Al emails. This synergy explains the better F1-scores
of transformer-based models.

There are some limitations of this study that should be mentioned. First, all the experi-
ments were conducted on a balanced benchmark dataset, which may not be realistic to the
real-world email environment where phishing emails are much less than legitimate emails.
Second, the evaluation was conducted on a single dataset, which limits the generalizability
of the results. Third, hyperparameters were selected manually and a fixed-epoch training
strategy was used without a separate validation set. Finally, input sequences were trun-
cated at 128 tokens, which may result in lost context for longer emails. These boundaries
directly motivate the future directions outlined in Section 6.

The improved performance of BERT is due to its self-attention mechanism that cap-
tures long-range contextual dependencies over the entire email text. Unlike ML models
that use fixed lexical features, BERT dynamically weighs the importance of each word
in the context of all other words, allowing it to detect subtle cues characteristic of LLM-
generated phishing content, such as formal urgency language, domain-specific phrasing,
and structured persuasive patterns, which keyword-based models simply cannot detect.
The results of the ablation study in Table 6 further demonstrate the complementary na-
ture of the two feature streams in the proposed framework. BERT’s contextual repre-
sentations alone (G2, F1 = 0.88) yield moderate performance, while high-impact lexical
features alone (G4, F1 = 0.71) are insufficient for accurate phishing detection. Importantly,
G3 (BERT + Random Low-Frequency Words, F1 = 0.82) performs worse than G2, which
indicates that the noise generated by keyword augmentation without quality control nega-
tively affects BERT’s learned contextual patterns. On the other hand, G5 (full framework,
F1 = 0.96) obtains the best F1-score among all deep learning configurations by providing
BERT with a set of precisely targeted high-impact features identified using RF importance
scoring, which helps the model to simultaneously capture contextual semantics and dis-
criminative lexical signals. These results confirm the importance of the concatenation-based
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feature fusion strategy and the RF-based keyword selection mechanism as integral and
non-redundant parts of the proposed framework.

6. Conclusions and Future Work

In this study, we proposed a hybrid Al-based framework for detecting Gen-Al-
generated phishing emails. The framework achieves an accuracy and recall of 98% and an
F1-score of 96%, which compares favorably with related work in this area. The approach
of NLP preprocessing, hybrid feature engineering, and hyperparameter tuning effectively
differentiates Al-generated phishing emails from legitimate content even when the emails
are highly fluent and human-like.

The framework was evaluated on a large, recent balanced dataset comprising
103,490 samples, and it showed consistent results for all six ML and DL classifiers with
BERT performing the best. The hybrid feature engineering pipeline, combining TF-IDF,
BERT contextual embeddings, and high-impact common-word features, improved detec-
tion accuracy while keeping computational costs reasonable, highlighting the strength of
transformer-based models for real-world email security applications.

This study has several limitations worth noting when interpreting the results: (1) all
experiments were performed on a balanced benchmark dataset that does not reflect real-
world email environments where legitimate emails greatly outnumber phishing emails;
(2) the evaluation was performed on a single dataset so the results may not be generalizable;
(3) hyperparameters were chosen manually and not through automated search; (4) a
fixed-epoch training approach was used; a separate validation set was introduced for the
supplementary experiments but was not applied to the core evaluation; and (5) input
sequences were truncated at 128 tokens which may cause the model to lose important
context in longer emails.

Future directions are grouped into two tiers: short-term core revisions and long-term
extended research. The short-term core revisions including the following: (1) evaluating the
framework under real-world imbalanced conditions, including 90:10 and 95:5 legitimate-
to-phishing ratios; (2) running McNemar’s test and report mean =+ standard deviation
across multiple runs for stochastic DL models; (3) running ablation experiments comparing
performance with and without symbol retention; (4) testing input lengths of 256 and
512 tokens; (5) validating the framework across multiple datasets and evaluating detection
performance separately for phishing emails generated by different LLMs; and (6) carrying
out a systematic quantitative and linguistic analysis of misclassified samples to better
understand where the model fails.

The long-term extended research including the following: (1) integrating explain-
able AI (XAI) tools to help security analysts understand and trust model decisions;
(2) optimizing the framework for real-time deployment with faster inference and better
scalability; (3) testing across multilingual email datasets; (4) exploring automated hyper-
parameter tuning methods such as Bayesian optimization and grid search; (5) developing
adaptive learning strategies that allow the model to keep up with new and evolving Gen-Al
phishing tactics; and (6) exploring the effect of tuning the number of high-impact lexical
features (e.g., TOP-K = 10, 25, 50, 100) on classification performance and investigating
other approaches for feature fusion, such as weighted fusion and fusion mechanisms based
on attention, to further enhance the synergy between BERT contextual embeddings and
domain-specific lexical knowledge.

Finally, the proposed hybrid feature engineering approach yields meaningful perfor-
mance improvement on BERT-based phishing detection. The above-mentioned limitations
can be addressed in future studies to make the framework more practical, interpretable,
and resilient against more sophisticated Al-based phishing attacks.
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