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Abstract

An increasing number of special Internet of Things (IoT) applications are being deployed
within federated and zero-trust (ZT) environments. These ad-hoc networks consist of
heterogeneous, resource-constrained devices from various administrative domains, all of
which are susceptible to compromise. The dynamic nature of these environments neces-
sitates near-real-time Situational Awareness (SA), where processed data varies with its
sensitivity and reliability, without dependence on a central authority. Examples include
NATO and non-NATO coalitions engaged in hybrid military operations or humanitarian
aid scenarios. To address the challenges of security, reliability, and context-aware data
dissemination, we propose FedM, a multi-level formal model designed for context-aware
and policy-driven data dissemination in federated IoT environments. This model is built
upon various access control models and Denning’s research on information flow control
(IFC), prioritizing the protection and reliability of data flows. A crucial element of this
model is the distributed ledger, which facilitates the dynamic modification of label ex-
pressiveness, enhances resilience against disruption attacks, and separates policy logic
from application functionality to mitigate risks associated with the benevolent developer.
Additionally, we delineate a deterministic and history- and precedence-aware policy en-
forcement procedure to resolve conflicting actions and introduce processing primitives
for the ongoing Data Quality Assessment (DQA) process. Our model also aligns with
the concepts of Ubiquitous and Continuum Computing. Furthermore, in our paper we
illustrate a policy-based dissemination pipeline, incorporating a bounded trustworthiness
dimension. Additionally, we present a refined multi-layered framework that proposes the
deployment of Information Flow Control (IFC) components, such as the Open Policy Agent
decision engine, to facilitate policy-driven contextual data dissemination. We provide
preliminary benchmarks for resource-constrained platforms, along with a formal threat
model that addresses implicit flows, the benevolent developer problem, and the behavior
of a distributed ledger under degraded network conditions. Finally, we conduct a formal
verification of our model using the P framework.

Keywords: Internet of Things; multilevel security; formal model; blockchain

1. Introduction

The dynamic Observe-Interpret-Predict-Act cycle, referred to as Situational Aware-
ness (SA), begins with the perception and recognition of elements in the environment,
followed by the application of context and interpretation. This process is further enhanced
by reasoning—including judgment, projection, and prediction—concerning the potential
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evolution of these elements, ultimately culminating in a comprehensive understanding of
the environment around the entity.

In essence, insights and experience are derived from raw data inputs provided by
entities, processed into meaningful and actionable wisdom, which enhances the certainty of
decision-making. In contrast, the uncertainty indicator reflects the challenge of accurately
predicting the consequences of actions due to incomplete or unreliable information.

Moreover, the risk of high uncertainty is particularly prevalent in self-contained (or
closed) networks formed by many heterogeneous and power-constrained entities capable of
sensing and actuating data, referred to as Internet of Things (IoT) systems. The deployment
of these networks can be either fixed or ad-hoc. Additionally, through the integration of
edge gateway components, an IoT system can gain access to comprehensive cloud solutions,
thereby unlocking the full potential of IoT entities for context-aware applications.

Notably, the inherent characteristics of IoT entities often result in limited computing
capabilities, necessitating the involvement of designated entities within the environment
for data processing. This situation aligns with the concepts of Pervasive (Ubiquitous)
Computing [1] and Continuum Computing [2] that aim to integrate sensors and actuators
into daily life, allowing them to communicate, sense, and adapt to the needs of end-
users with minimal or no direct user interaction—being unobtrusive. At the same time,
computing capabilities are provisioned across various layers of processing environments.

From the perspective of the military domain, the SA along with the IoT components
have become firmly grounded [3,4], where an uncertainty indicator may have contributed
to the mission’s success or failure. Consequently, the increasing number of special IoT
applications utilize a novel cybersecurity posture of Zero-Trust [5] environments and a fed-
erated structure that can impact and reduce the level of uncertainty. In essence, this posture
means that all entities are treated as potentially compromised (malicious). This implies
continuous verification and approval of entities and data flows through security processes
such as authentication, authorization, and policy enforcement. In contrast, the federated
structure aims to enable different entities to use shared resources and disseminate data
securely and efficiently without relying on a central authority, thus facilitating cooperation
and increasing the resilience of the entire system.

In summary, there is a demand for a context-aware, distributed, and federated envi-
ronment that supports decision making and command and control processes. Figure 1 illus-
trates the high-level model we have adopted, drawing on research from Zaccarini et al. [2]
with respect to continuous computing and the data quality assessment process proposed
by Byabazaire et al. [6]. This model integrates special IoT networks with context-aware
intelligence services and serves as the basis for our research. Examples of such platform
utilization include the creation of federations of NATO countries and non-NATO organiza-
tions participating in hybrid military operations or the interaction of civilian services and
the military when providing Humanitarian Assistance and Disaster Relief (HADR).
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Figure 1. Special IoT context-aware architecture.
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In general, the noted intelligence platform presents several challenges related to
security, reliability, and dynamic (context-aware) data dissemination, which:

e Involves the Communication Layer that necessitates secure communication between
heterogeneous entities that operate within the Perception and Actuation Layer and
belong to various federated administrative domains;

e  Pertains to the dynamic allocation of resources within the Data Management and
Intelligent Service Layer that is crucial for effectively managing trade-offs in data
dissemination and providing near-real-time data presentations to end users while
considering their key performance indicators (KPIs);

* Involves the dynamic dissemination of data in response to the evolving information
demands of end users, referred to as contextual dissemination. This challenge encom-
passes the dissemination and processing of raw data from sensors, aimed at generating
relevant Information Objects (IOs). These IOs can then be aggregated for consumption
by the Intelligent Service Layer, particularly for use by appropriate applications.

Until now, our research contributions to address these challenges have been articulated
in articles [7-9]. These articles explore a novel framework for secure and dynamic data
flow dissemination within multi-organizational federations utilizing Distributed Ledger
Technology (DLT), which employs unique entity characteristics (fingerprints) for the au-
thentication and verification of data flow [7]; the integration of a data-centric security
paradigm that ensures origin-based data protection [8]; and an evaluation of the perfor-
mance of the framework in both cloud-based and Raspberry Pi (RPi) resource-constrained
environments [9].

In this article, we cover the contextual dissemination challenge. In essence, it varies
on the basis of indicators (constraints) that help determine the context of data payloads.
In addition, these indicators serve to specify the relevant attributes (labels) of the evaluated
data payload from appropriate dimensional spaces, such as secrecy (public, confidential)
or data categories (military, HADR). Notably, these labels can be combined to facilitate
multi-labeled dissemination. Furthermore, these attributes, along with the indicators, can
evolve throughout the data processing pipeline. On one hand, changes to attributes may
occur due to intermediate transformations and fusion operations governed by relevant
data policies. For example, a transformation operation that declassifies a data payload may
change its secrecy label from secret to public. On the other hand, the evolving nature of
data policies and their indicators can be redefined over time, directing data flow toward
alternative groups of data consumers.

Delving deeper, within multi-class data types, the quality of sensed information can
be compromised by environmental factors or low-quality sensors, leading to data quality
issues such as data duplication or obsolescence, all of which impact overall Situational
Awareness. Consequently, context-aware applications have different Data Quality Require-
ments based on their specific domains of use. These requirements are expressed through
attributes of the Data Quality Dimensions, such as timeliness or trustworthiness. The val-
ues of these attributes are established through continuous objective (or subjective) quality
measurements, known as the Data Quality Assessment process [6]. This is an example
of a trustworthiness metric that can be employed to determine the validity, usefulness,
and certainty of entity (source of data) and data itself in multi sourced environments.

Based on the aforementioned, our main contributions within this article are as follows:

1. We define our formal model for the secure and Context-Based Data Dissemination in
Federated IoT Environments (Fed M), where we prioritize the protection of data flows
and the reliability of their delivery. Our model encompasses primitives and depen-
dencies among these elements, enabling us to delineate—through data policy—the
core and intermediate functional stages for the evolving contextual dissemination of

https://doi.org/10.3390/ electronics15153407


https://doi.org/10.3390/electronics15153407

Electronics 2026, 15, 3407

4 of 51

data. Moreover, we adhered to the conclusions proposed by Denning [10], asserting
that a practical system must incorporate both access and dissemination controls to
satisfy all security requirements. Consequently, our model encompasses both aspects.
This formal model has not previously been defined in our previous work [7-9], which
addressed the dissemination mechanism, its security, and its performance.

2. To mitigate the uncertainty indicator, simultaneously achieving a clearer understand-
ing of the environment around the entity, we defined processing primitives; essentially,
we determined the quality assessment elements that are fundamental for the DQA
process. In addition, our model strictly aligns with the concepts of Ubiquitous and
Continuum Computing. This DQA-oriented contribution is entirely new in relation
to [7-9] and was not part of their scope;

3. We outline a practical deployment example of a model-driven architecture in which
the primitives and dependencies of Fed M are instantiated by concrete components
(modules) similar to those utilized in Information Flow Control (IFC) systems, in-
cluding the Policy Specification module and the Policy Enforcement Point (PEP)
component. This is a new, I[FC-oriented deployment layer dedicated to policy-driven
contextual dissemination—not a revision of the DLT-based dissemination framework
presented in [7], nor a modification of the security or performance results in [8,9].
However, it reuses selected technologies and components already available within our
solution, keeping re-engineering effort low. In particular, a new integrated technology
is the Open Policy Agent [11], which functions as a part of the PEP component.

The remainder of the article is structured as follows: Section 2 provides an overview of
the relevant research that serves as the foundation for our formal model. Section 3 details
the conceptual architecture of IFC systems, including IFC design questions and identified
classes of IFC threats. Section 4 presents our formal logical model, FedM, describing its
primitives and the dependencies among these elements. Section 5 presents an example of a
data dissemination pipeline driven by data policy. In addition, we explain the application
of a bounded trustworthiness dimension (uncertainty metric) along with the data quality
assessment microservice through the utilization of our model elements. Section 6 outlines
our model-driven, multi-layered framework, proposing a deployment of IFC components
that facilitate policy-driven contextual data dissemination. Furthermore, we conducted a
preliminary benchmarking of the OPA decision engine deployed on a resource-constrained
platform. Section 7 presents a threat model for our framework, specifically focusing on
three threats: implicit flows, the benevolent developer, and the behavior of the distributed
ledger under degraded network conditions. To enhance confidence in the correctness of the
Fed M model and the Flow Preservation Theorem, we performed formal verification using
the P framework [12] in Section 8. Finally, Section 9 summarizes our findings and outlines
our goals for future work. The publication concludes with a definition of the abbreviations
used throughout the text.

2. Related Works

Formal models in the realm of data-centric security provide rigorous mathematical or
logical representations of primitives, the dependencies among them, invariants that must
remain true across all system states, and constraints (rules)—specifying what is allowed
and to what extent. Consequently, formal models ensure the enforcement of consistency,
correctness, unambiguity, and security properties within computing environments.

In our analysis, we identify two primary categories of formal models. The first category
encompasses access control formal models, which govern the actions of subjects regarding
objects, specifically indicating who may access a resource at any given time. The second
category pertains to information flow control (dissemination) models, which determine the
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flow of data based on data-relevant attributes. Additionally, due to the nature of chained
processing actions, such as transformations and fusions, these attributes may be combined,
enhanced (strengthen) or relaxed (declassified). In essence, IFC models determine where
data can flow as a result of data processing.

Beyond formal models, it is essential to define a data policy, which outlines the formal
structure of data-relevant attributes, constraints, and actions relevant to those constrained
data as established by the organization. Moreover, the data policy represents the data
unambiguity framework in certain situations, ensuring clarity in data management through
defined procedures, thereby facilitating effective dissemination of data flows among the
entities involved in the computing environment’s lifecycle.

Although this article primarily addresses data policy, it is important to note that such
policies can extend beyond data management alone. Generally, the utilization of policies
contributes to the establishment and maintenance of consistent and compliant environments,
where uncertainty can be reduced and trustworthiness enhanced. Traditionally, a policy
may also serve to formalize aspects of network management or resource orchestration.

A comparative analysis of access control models conducted by Penelova [13] identified
27 distinct access control models. Here, we choose to point out two representative models:
Mandatory Access Control (MAC) and Discretionary Access Control (DAC), as these
models form the classical foundation for subsequent alternatives, such as role-based and
attribute-based access control models.

At their core, access control models abstract subjects—entities that process data, such as
IoT sensors and actuators—and their associated objects—resources (storage mediums) that
persist data at-rest—into relations organized within dedicated structures that encompass
entities, objects, and their security or data-relevant attributes, such as secrecy or integrity.

For example, consider the structure of security labels, where labels assigned to entities
are referred to as security clearances, while those assigned to objects are known as security
classifications. Under the general system invariant termed “no read up”, an IoT sensor with
secret clearance is permitted to read data from the secure storage classified as secret and
lower classes dominated by it, such as confidential or public. Conversely, the “no write down”
invariant ensures that sensitive data cannot leak downward through write operations,
and only data written to the same label class or higher is allowed. These secrecy invariants
proposed by the Bella-LaPadula (BLP) mathematical model [14], along with the integrity
invariants derived from the Biba model [15], form the basis for the MAC model.

The MAC model adopts a centralized approach with rules that are strictly defined
(governed) for the entire environment. This enables a uniform and holistic view that
facilitates access decisions based on global policies. Furthermore, it ensures rigorous
enforcement of constraints and suits multi-tenant environments. However, the rigidity of
centrally maintained security labels introduces a burden in terms of policy maintenance
and limits the operational flexibility available to individual resource owners.

In contrast, the DAC model is characterized by decentralization and user control,
allowing resource owners to manage access permissions, including granting or revoking
access to specific objects. Typically, a constraints check occurs at discrete designated points
within a system, which can create a single point of failure. This is equivalent to the fact that
the distributed manner of these points can lead to ungoverned enforcement gaps, i.e., im-
plicit flows, as there is no centralized authority to ensure consistency in the constraints
defined by individual owners. From the perspective of a small-scale organizational struc-
ture, DAC enables flexibility and ease of maintenance. However, in multi-tenant zero-trust
environments, this model imposes a significant burden concerning the monitoring and
definition of data-relevant attributes, as well as their correct assignment to entities.

https://doi.org/10.3390/ electronics15153407


https://doi.org/10.3390/electronics15153407

Electronics 2026, 15, 3407

6 of 51

Taking into account IFC models, the lattice model of secure information flow proposed
by Denning [10,16] has had a significant impact on our field of research. Unlike access
control models, IFC models encompass both the storage medium and entities within the
object set. Furthermore, Denning’s model abstracts the dedicated group of processing
entities responsible for data flow operations, including data modification, into a set of
processes. It is important to note that these processes do not function as subjects in the BLP
sense. Instead, they serve as mechanisms through which data transits (flows) from one
storage object to another. However, before this flow can occur, the enforcement mechanism
checks the relevant constraints. Thus, in Denning’s model, each object and process is bound
(associated) with a security class that reflects either the information stored in that specific
object or the processing purpose of the entity. Furthermore, these security classes extend
beyond the traditional security labels of access control, allowing the definition of various
classification dimensions, such as the dimension of the data category (military, HADR).
Moreover, the defined classes form a lattice structure with a partial order that delineates
allowed flows, where the enforcement invariant states that data flows may only occur
toward objects of equal or dominating classes.

As a supplement to the description of the data policy, it is important to emphasize that
such a policy can encompass complex dissemination scenarios wherein data undergoes
modifications throughout their flow. Consequently, we identify two primary categories of
data alteration: data transformation and data fusion. The former is relatively straightfor-
ward, involving the processing of a single data flow, while the latter entails the integration
of multiple data sources to create enhanced IOs (or AIOs), ultimately improving overall
SA. Notably, data fusion is a multidisciplinary area without a clear and strict classifica-
tion. In our work, we proposed the incorporation of the probabilistic Durrant-Whyte
model [6,17], which distinguishes fusion approaches based on relationships among sources,
identifying the following classes of data fusion strategies:

1.  Complementary class denotes approaches where a combination of data from multiple
different sources leads to complete system representation;

2. Redundant class reduces uncertainty of the information, where two different entities
achieve the same assumption based on the source of information;

3. Cooperative class involves two different entities achieving convergent results, leading
to more complex information than the original one.

Consequently, the fusion as well as transformation operations may lead to change
(re-assignment) in relevant data attributes. In reference to Denning’s work, a dynamic
binding mechanism is employed, whereby the security class assigned to an object varies
according to its actual content. Therefore, the class-combining mechanism determines
the combined security class when data from multiple sources undergoes the fusion process.

For instance, consider the ordered security lattice: Public <, Confidential <)
Secret <) TopSecret, and two data sources with statically bound classes: a CCTV camera
(Public) and a GPS sensor (Secret). These data sources combined create a new information
source by providing a log of the location where a photo was taken. When data from these
sources is fused, the resulting data inherits the highest classification level, Secret, from its
inputs. Notably, this represents an invariant where the security classes of dynamically
bound objects consistently remain monotonically non-decreasing throughout processing
operations that involve data fusion.

Furthermore, one of Denning’s conclusions highlighted that a practical system must
incorporate both access and dissemination controls to fulfill all security requirements. This
distinction makes IFC models significantly more robust than access control alone; a system
may be correct in its access controls yet still unintentionally reveal protected data through
implicit flows. Importantly, by employing the Denning model elements in conjunction with
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the invariants of the BLP model, we can effectively define an access control mechanism
similar to the MAC model. For instance, the security class of a process serves as a constraint
(bound) dictating what class of object it may read or where it may write its output.

The practical implementation of these controls is exemplified by IFC systems. In gen-
eral, these systems facilitate data protection, ensure appropriate data dissemination (rout-
ing), and limit implicit flows. In essence, the IFC system varies on data-relevant attributes
that are tied to data, where the dedicated structure defines allowed label relations between
data and entities that process these data. Simultaneously, the IFC continuously tracks data
flows from the source to the destination, ensuring that both the data and its labels comply
with the constraints imposed in a strict and holistic manner.

In particular, we have referenced research on IFC systems that, in our opinion, have sig-
nificantly influenced the formal model and solution presented in this article. Bacon et al. [18]
conducted a comparative analysis of various cloud-relevant IFC frameworks, evaluating
aspects such as model tracking granularity, re-engineering effort, and label expressiveness.
Here, we focus on these models that enable granularity at the data message level. Table 1
provides a comparison of these models alongside our Fed M model. SafeWeb [19] supports
the use of security and integrity labels, with data and sticky labels encapsulated in an
event format for processing by a centralized event backend. DEFCon [20] employs parallel
labels for message parts and was specifically designed for the financial trading domain,
where low latency is a critical KPI. DStar [21] incorporates cryptographic label structures
to enable decentralized verification and delegation within untrusted environments. All
the frameworks mentioned are characterized by a significant re-engineering effort neces-
sary for their integration with existing systems. However, the architecture of the SafeWeb
system indicates that it can be deployed with a lower operational burden than the others
mentioned and is closest to our proposed solution.

Table 1. Comparison of different cloud-relevant distributed IFC systems.

Property SafeWeb [19] DEFCon [20] DStar [21] FedM
Distributed systems Distributed systems
Domain Web services (cloud) Financial trading within ZT within ZT
environments environments
Tracking Granularity Data Message (Event) Parts of Data Message Data Message Parts of Data Message
Various dimensions
over discrete or
. - . - . - continuous (bounded)
. Confidentiality and Confidentiality and Confidentiality and
Label Expressiveness inteerit inteerit inteerit value spaces,
sty srty sty interpreted structurally
and semantically by
data schemas
Sticky labels

Label Encapsulation

encapsulated in an

Labels attached to

Labels attached to

Labels attached to

event format message parts message message headers
Federation Support No No No Yes
i e Centralized Distributed Decentralized Decentralized
Verification R . .
enforcement via event middleware enforcement on each enforcement via
(Enforcement) . . . .
processing backend enforcement machine OS-level microservices
Single policy service Single policy service L
Data Policy Storage accessed by all accessed by all Local per-machine Distributed ledger or

enforcement points

enforcement points

locally cached

Finally, to the best of our knowledge, there is currently no comprehensive formal

model that simultaneously integrates the following elements: (a) access and dissemination
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controls, emphasizing the protection of data flows and the reliability of their delivery;
(b) multi-dimensional, evolving data policies that outline data dissemination pipelines in
alignment with the concepts of Ubiquitous and Continuum Computing; (c) a Data Quality
Assessment process that continuously measures bounded dimensions, such as trustwor-
thiness, to reduce the uncertainty indicator prevalent in modern Situational Awareness
environments; (d) a data-centric and history-aware policy-enforcing decision procedure
that facilitates message-part level granularity and resolves conflicting actions; and (e) native
mapping to a distributed ledger and message-oriented processing systems within federated
IoT environments, where agreed-upon policies can be secured using blockchain technology
to ensure accountability while simultaneously mitigating the risks associated with deny,
delay, disrupt, destroy, or manipulate (D4M) results.

3. Information Flow Control System

In the following section, we have presented the conceptual architecture of the In-
formation Flow Control system by distinguishing its components functions [18]. These
components are then described by our formal model. Furthermore, we identified several
classes of malicious vectors that impose the risk of occurrence of the D4M results within
IFC solutions. In addition, we pointed out and explained the significance of four IFC
design questions for which answers should be determined prior to the specification of
these components.

3.1. System Architecture

The IFC architecture is built upon several components (modules) that operate within
the Communication and Data Management Layers of IoT architecture. Therefore, these
layers manage policy-defined data channels that are established between these components,
facilitating the routing (dissemination) of data flows to mitigate potential implicit flows.
Below, we outline the roles of the IFC components:

e (lassification (Labeling) Endpoint component enables the assignment of defined and
approved data-relevant attributes (labels) to entities and data flows;

e Labeling Management module dynamically controls and examines requests for at-
tribute change (their re-assignment);

e  Policy Enforcement Point is a tamper-resistant oracle that states actions on the data
flows, e.g., data write (approve), data discard (reject), or data modification;

*  Policy Specification module is the core of the PEP, where applicable policy labels,
invariants, constraints, and actions about data flows are stored;

e Tracking Engine component continuously intercepts and inspects each data flow to
provide insight for the PEP;

* Audit and Logging Component ensures accountability of monitored data flows and
the PEP decisions. Furthermore, it enables policy tuning capabilities through analysis
of policy-related events, such as constraint failure or success.

It is important to note that there are scenarios in which it becomes necessary to
re-assign the labeling of data flows, specifically changing the information’s secrecy classifi-
cation from Con fidential to Public. This re-assignment may occur due to the timeliness of
data (as it may become outdated) or the need to share certain information with a broader
group of consumers. This process of privilege relaxation is known as declassification.
Conversely, the narrowing of a privilege is referred to as strengthening. However, the
declassification approach contradicts the invariants proposed by Bell-LaPadula—“no read
up, no write down”"—as well as Denning’s class-combining mechanism. Therefore, the IFC
architecture should enable controlled declassification, which requires implementing and
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managing additional components regarding data anonymization and sanitization within
the secure enclave of the IFC system, known as the trusted computing base.

3.2. Attack Surface

The design of robust IFC systems necessitates the identification of potential D4M
threats and the consideration of suitable countermeasures to mitigate the risk of such threats.
However, certain security controls may impose limitations on achieving the established
environmental KPIs. This highlights the trade-offs between security and efficiency during
the design specification phase of IFC solutions. Below, we outline some well known threats:

*  Benevolent developer [22] refers to a trusted, non-malicious, and privileged entity,
such as a system developer, administrator, or data policy author. However, this
individual may inadvertently introduce vulnerabilities into the system due to fac-
tors such as environmental complexity, dynamic or ambiguous labeling schemes,
or misunderstandings of the intended meaning of the policy.

e Implicit Flow [23] characterizes with indirect data flows due to the existence of con-
ditional branches (data paths), which are unverified and unspecified in policy. This
can lead to different execution paths and, at the same time, reveal the information that
must be protected;

e Label Creep [24] occurs due to progressively layering of labels of processed (fused)
data meaning that over time access to the data is more limited than necessary. There-
fore, the appropriate conglomeration and cardinality rules must be implied. Failing to
do so can result in system performance delay and ultimately its disruption.

3.3. Design Challenges

Modern distributed and context-aware environments are characterized by their dy-
namic evolvability. The appropriate design of the IFC system depends on the target
environment and general security posture that needs to be fulfilled. Additionally, the lifecy-
cle of IFC components should extend independently and be longer than that of the entities
that produce and consume data. Consequently, significant questions must be addressed
during the specification phase of IFC components.

How is data isolated?

The indicated question contributes to determining the required visibility level of
data across its various states, including in-transit, in-process, and at-rest. Therefore, it
aids in selecting the appropriate data isolation technologies and methods, which may
prevent the propagation of data to unauthorized entities. Notably, separation architectures
differ in their KPIs and data visibility levels. Programmatic isolation leverages built-in
language and library features, but requires developers to have a solid understanding of
specific APls, increasing the risk of the benevolent developer threat. Alternatively, system
component isolation—such as OS separation for different data flow labels, system processes
isolation, or data buses isolation—imposes management and scalability burdens, while
allowing comprehensive configuration and hardening of networking, storage, processing,
and virtualization components.

Therefore, in performance- and agility-critical environments, containers alongside
microservices are preferable. Compared to virtualization, containers incur lower resource
overhead, offer better CPU performance due to reduced hypervisor demands, and achieve
near-native I/O and network performance through direct OS kernel sharing. For isolation,
containers use process-level separation, while virtualization provides full OS and hyper-
visor separation. Notably, while all microservices qualify as services, not all services are
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microservices—the key distinction being scope: microservices are task-specific, whereas
traditional services tend to be more coarse-grained.

How data is tracked?

The Tracking Engine continuously intercepts and inspects all incoming and outgoing
data flows. Additionally, the tracking module can function in either inline or outline (mir-
rored) mode. Essentially, inline mode occurs within the data path and enables immediate
policy enforcement (detection and prevention). Conversely, outline mode entails a delay in
detection and cannot prevent violations in near-real-time.

Furthermore, the highlighted question pertains to the granularity of tracking classes
supported by IFC solutions, which may be as follows: group of messages (queues), single
messages (events), and message parts. Notably, as the granularity becomes finer, the over-
head on IFC components increases proportionally, resulting in more precise tracking data.
One effective strategy to mitigate this burden while preserving the desired granularity
level is to identify and reduce the number of data flow (communication) channels, thereby
simplifying the IFC architecture.

How is policy enforced and implied on data?

On the one hand, the provided question focuses on the Policy Enforcement Point
and Logging components. This allows to determine actionability and timeliness of policy
enforcement. Considering both passive and active enforcement strategies (modes). In the
passive mode, data flow is inspected, but any policy violations are only flagged (alerted)
by the Logging component. Conversely, the active strategy initiates policy related actions
when data flow is inconsistent with its constraints.

On the other hand, the question addresses the Classification Endpoints and Labeling
Management components. Essentially, this addresses how to define an appropriate struc-
ture for data labels and how to assign these data-relevant attributes to data flows, all while
minimizing additional network traffic and computational burden.

When the data flow control check occurs?

This question allows to determine the various approaches to policy constraint checks
that must be met for data flow before it can be accessed (read) by entities. These controls
can be implemented statically, at runtime (dynamically), or through a hybrid approach.

In the static approach, data-flow control checks occur prior to execution—typically
during formal analysis or compile time—to detect any illicit use of untrusted data, such
as in Taint Analysis [25] or Security-Typed Languages. While this approach is effective
for verifying compliance and ensuring the correctness of components, it lacks runtime
information analysis, which is essential in complex and distributed environments. In con-
trast, the dynamic approach evaluates data-flow constraints during execution: the Tracking
Engine monitors labels, and the Policy Enforcement Point determines flow permissions at
runtime. When combined with the Audit and Logging component, this approach offers
increased flexibility, although it does introduce some execution overhead. Lastly, the hybrid
approach integrates both—static analysis reduces runtime processing demands, while
dynamic checks address execution-time dependencies, particularly for label dimensions
whose values cannot be assigned at production time and are influenced by environmental
factors beyond the data producer’s control.

4. Formal Model

In this section, we define our formal model for Secure and Context-Based Data Dis-
semination in Federated Special IoT Environments, denoted as Fed M:
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FedM = (N, D, S,11,D 4, DL, E, Caps, T, PF) 1)

To clarify our model, we will utilize an example that aligns well with the adopted
high-level special IoT architecture depicted in Figure 1:

An analyst (operator) in the command and control post of Organization 1 (Org1) has been assigned the
task of enhancing knowledge regarding environmental (terrain) terms and conditions in a specific area that
falls under the jurisdiction of Organization 2 (Org2). In particular, both organizations form a federation
structure. According to the cooperation agreement between these organizations, Org2 is allowed to share
raw data from LiDAR laser scanner mounted on its unmanned aerial vehicle (UAV), but only for certain
layers of orthophotos. Org2 is prohibited from sharing raw data from the Thermal Infrared spectrum, which
captures temperature variations, as well as from the Shortwave Infrared layer, used for identifying mineral
compositions and soil types. Therefore, Org2 may share fused and aggregated information derived from
the Thermal Infrared spectrum, such as the total number of active vehicles identified. In contrast, Orgl is
allowed to share data from its CCTV infrastructure, excluding footage that consists of any metadata about its
belonging to enforcement agencies. Furthermore, Org1 can access Org2’s GIS resources to enhance its data.

Our formal model, as outlined in Formula (1), is a complex structure of primitive
elements and the dependencies that exist among them, which facilitates contextual, policy-
driven data dissemination in distributed environments while emphasizing the protection of
data flows and the reliability of their delivery. Later we will provide a detailed description of
the individual components of our model, while Table 2 summarizes the elements of Fed M.

A data network, N, serves as an equivalent representation of a federated envi-
ronment, N := FederatedEnv, which comprises a finite set of federated organizations,
N = {Org1,0rgy,...,0rgy}. Furthermore, the mapping function, Nor, : N — P(N),
defines the federation partners for each organization. Here, the notation, P(N), denotes the
power set (set of all subsets) of N. Specifically, No,;(Org1) = {Orgz, Orgy }, indicates that
the first organization, Org1, can actively disseminate data to both Org, and Org,. However,
it is crucial to note that this dissemination is regulated by data policies, 11, established
through mutual consensus between these organizations. In other words, the mapping
function does not suffice for data dissemination; one of the necessary prerequisites is the
establishment of a data policy, 7t € II that clearly delineates which entities within the
organization are allowed to access and process data, and to what extent, considering the
context of the data.

Before providing a precise definition of the data policy, we would like to clarify that
throughout the remainder of this article, we will refer to data as a primitive within a data
set, d € D. Each data element is structured as a three-element tuple, d = (payload, headers,
timestamp). The payload can take on any structured or unstructured form that can later
be processed and composed into I0s or AIOs. The headers contain relevant attributes
that facilitate mechanisms for security, reliability, and contextual dissemination, while the
timestamp reflects the time recorded by the producer entity, which can be employed to
detect Time-based Replay Attacks.

Table 2. Formal model elements.

Name/Definition

Description

N : = FederatedEnv
N = {Org,-,...,Orgj}
Norg : N = P(N)

Federated data network that comprises a finite set of federated organizations. Furthermore, the function,
Noyry, defines the federation partners for each organization.

D := DataSet

Set of all data flows, where element of this set, d € D, is structured with payload, headers, and timestamp,
d = (payload, headers, timestamp).

https://doi.org/10.3390/ electronics15153407


https://doi.org/10.3390/electronics15153407

Electronics 2026, 15, 3407

12 of 51

Table 2. Cont.

Name/Definition

Description

S ={siap | id € IDg,v € Vig}

Set of all data schemas that outline the structural and semantic prerequisites for the accurate
interpretation and policy-driven dissemination of the data element, d, within the federated
environment, N. In particular, each data schema is represented by a subset of various field types
selected from a finite collection of all typed fields, F, where f; = (name;, type;, range;, norm;) € F.

I1= {nid,v | id € ID,v € Vzd}

Set of all data policies, which are one of the necessary prerequisites of data dissemination within
federated environments. Essentially, the policy element includes constraints, 77.¢p C ®, and data
actions, 7t.x C A, such as write, discard, or data processing.

D4:D — (D x P(A))

Policy decision procedure (the PEP component) that states the dissemination actions, P(.A), on the
given data flow, d, according to the data-related policy, 774, € I1.

E := Entities

Set of all entities responsible for the production, processing, and consuming of data in accordance
with context-aware data policies constraints, ®.

DL : = DistributedLedger
DL = (P,CH,CS, TX)

Organized decentralized structure, DL, which securely and reliably maintains a comprehensive
dataset (channels), CH, of all registered data policies, I, data schemas, S, and an entity’s unique
characteristic (their fingerprints), FID. Moreover, access to these channels is regulated through
dedicated programs, CS, where each operation on a channel is subject to auditing that provides
tamper-resistant events chained together, TX, thereby enabling non-repudiation property.

Er: E— P(I)

A mapping that assigns the policies to entities. Specifically, Erj(e) = {7y, ..., 7tm }, denotes that a
subset of policies has been assigned to the entity, establishing the constraints for produced data.

PF=TFUFFUAF

Set of all processing functions, PF, which include transformation, TF, fusion, FF, and data quality
assessment functions, AF. The first two result in modified data, and the last one yields new
assessed values for the relevant data attributes.

Epr:E — P(PF)

A mapping between entities, E, and processing functions, PF, where we propose that each entity
is limited to employing a single function, pf € PF.

Caps = {canWrite, canRead,
canVerify,canEnforce,

canProcess, canReassign’}

Set of capabilities that can be utilized by entities: canWrite and canRead for data writing and
reading; canVerify for verifying the authenticity and provenance of the data; canEn force for uti-
lizing the policy decision procedure; canReassign for re-assigning of data-relevant labels (Labeling
Endpoint); and canProcess for facilitating various processing functions, PF.

Ecaps : E — P(Caps)

Function that specifies the actual subset of capabilities assigned to entities.

Set of all topics that isolate data at rest and enable the communication mechanism utilized by

T := Topics entities from the moment of data production, through provenance verification, policy enforcement,
and any subsequent processing, until the delivery moment.
Er:E— P(T) The mapping function that specifies which topics can be utilized by which entities.
) Function to delineate the scope of what data can be stored (isolated) on topics based on a data
Sactive, L * T— (5uctive X L)

policy’s active dimensions (data-attributes), d,ctive € Agips, and corresponding values, A € L.

Delving deeper, the primitive set S = {s;;, | id € IDgs,v € Vj3} encompasses all
data schemas that outline the essential structural and semantic prerequisites for the ac-
curate interpretation and policy-driven dissemination of the data element, d, within the
federated environment, N. Formally, each schema element sz, = {f1,f2,..., fu | fi =
(name;, type;, range;, norm;) € F} is uniquely identified by a schema identifier id € IDg
and a version v € Vj;. The data schema is represented by a subset of various field
types selected from a finite collection of all field types, f; € F. Essentially, the data
schema defines the fields that any entity within the federation may encounter while
processing a record generated under this particular schema. As such, each field is
characterized as a four-element tuple, where name; serves as a unique field identifier,
type; € {bytes, bool,enum, ..., string} = T denotes the datatype, range; specifies the set
of valid values for that type (with a wildcard range indicating any value), and norm;
defines a normalization function that translates each encoded value back to its canonical
representation, such as norm; : {0,...,100} — [0,1].
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For example, the sub-schema for a timestamp may be represented as s;;,.Ft =
{(timestamp,long, Z, 1)}, where the value L indicates the absence of a normalization
function. Furthermore, Formula (2) delineates the sub-schema s;; ,..F, € F for the payload
element, where (frame_raw, bytes, 1) specifies that the content of the CCTV frame is of
binary type. Conversely, the field (direction, float, [0°,360°], degree — rad) represents the
horizontal direction of the camera relative to the true north, where the entity encodes it as a
value expressed in degrees, and the normalization function subsequently converts degrees
to radians.

Data Schema scctv,,,,1: utilized to define CCTV footage payload structure

(frame_raw, bytes, L, 1),
(geo_lat, float, [—90°,90°], L),
scctvia-Fp = (geo_lon, float, [—180°,180°], L), ()
(angle, float, [0°,360°], degree — rad),
(direction, float, [0°,360°], degree — rad)

Unlike the timestamp and payload sub-schemas, which may be domain-specific,
the header sub-schemas represent federation-level metadata. Their semantic heterogeneity
across the federation, N, must remain domain-agnostic and formally regulated. This
includes varying label tuple representations for the same label dimension. Further details
regarding the header sub-schema will be elaborated alongside the definition of data policy.

Importantly, there is another property related to the heterogeneity of data among
federated networks: a compatibility relation <s. This relation is defined as a partial order
across schema versions of the same identifier. Formula (3) states that the older schema s;; ,,
is backward-compatible with the newly defined schema s;; ., .

Backward Compatibility of Data Schema

Sidp =S Sidp = Sido-F C Sigp-F ANVf €8jgo.F i f €5jg0. F 3)

This compatibility ensures that a consumer operating under the newer version can accu-
rately interpret records generated by the older version, thus allowing federated organizations
to negotiate schema compatibility without necessitating strict version synchronization.

In detail, the set notation, IT = {74, | id € ID,v € Vj;}, represents all structured policy
elements, 7T, = (id, U, Pid,p, Sactive,q,r Nidor Oid,or Pid,01 PNy g 7 Xidor <tigy » Vaigoibia ) WheTe:

* id € ID is the unique policy identifier that enables multiple policy instances with the
same label tuple element;

* v € Nj represents the policy version number, enabling the evolution (redefinition) of
policies over time;

o = (issuer,status, validity yingo., description) is a policy element that represents the
structured metadata, which governs the lifecycle of the policy itself;

*  Suctive C Agims = {secrecy, categoryopj, Categorycolors, integrity, .. ., trust} is the subset
of active dimensions names, d,ipe, selected from the set of all possible dimensions
names, Ayjs. Furthermore, Ly;,,, defines the space of values for the specific dimension
name, dim € Ay,s. Apart from a fixed (discrete) format, Ly, = {v1,02,...,04},
the active dimension can be defined over a continuous, Lj,» = R, or within a
bounded range, Lj,» = {x € R | a < x < b}. Notably, for federated orga-
nizations wishing to actively disseminate data using these dimensions and their
respective values, it is imperative to establish a federation-level semantic agree-
ment (contract). For instance, let us assume that both organizations mentioned
above have agreed on three active dimensions: secrecy, object category, and trust,
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Oactive = {secrecy, categoryqy;, trust}. The secrecy dimension comprises two val-
ues: public and confidential, Lsecrecy = {public, con fidential }. Conversely, the cat-
egory dimension includes labels that describe LiDAR laser scanner data and CCTV
data, Lcateggryobj = {LiDAR, CCTV}. Finally, a bounded dimension, is expressed as
Lirust = [0,1]. However, even with a semantic contract in place, syntactic heterogeneity
in dimension encoding may emerge across organizations. For example, both organi-
zations might encode trust labels with differing numeric precisions or use distinct
controlled vocabularies for category labels. Consequently, the header sub-scheme
Sid»-F, must implement a normalization function. Essentially, the headers sub-schema
provides a formal syntactic contract that addresses encoding discrepancies, whereas
the federation-level dimension space agreement ensures the semantic equivalence of
these dimensions, ]—"}‘f””’”’”. In contrast, the organization-level dimension governance,
.7-",? "¢, outlines the semantic requirements for local security, reliability, and contextual
dissemination mechanisms that are not included in the federation-wide dimension
agreement, 5,4 ,.F), = ]-';f”””” U fho s,
A is an element of the Cartesian product, L = [Tgimes, . (Laim U {*} U{L}), which de-
fines the space of all possible values of the active dimensions, é,iy.. Additionally, {*}
denotes a wildcard value that accepts any value from the specified dimension space,
while { L} indicates an unset value. Consequently, considering the aforementioned se-
crecy and category dimensions, the Cartesian product of these two dimensions is repre-
sented in the following manner: L = {(public, CCTV), (public, LiDAR), (con fidential,
CCTV), (confidential, LIDAR), (public, *), (con fidential, %), (x, CCTV),(x, LIDAR),
., (%,%),(L, L)}. Furthermore, Labelg(A,dim) € Ly, U {*x} U {L} is the label
lookup function that extracts from the A element the value assigned to each active
dimension by name. Therefore, the expression, Labelg (A, secrecy) = con fidential N
Labelg (A, categoryyyi) = CCTV, for brevity, can be represented as a tuple of per-
dimension values, one per active dimension, A = (con fidential, CCTV) € L. For clar-
ity, Ax € L denotes the tuple within a policy instance, while A; € L indicates
the specific tuple that was assigned to the data headers, d.headers.policy.labels. No-
tably, for each active dimension, dim € 6,jy., we define a partial order, <, over,
Lgim U {*} U{L}, which induces a comparability relation without restricting the
underlying value space. This yields a product order over labels, A € L, defined as
A = Ay = Vdim € Oyeive - Labelg(Ay, dim) <y, Labelg(Ay, dim), where Compara-
bility is enforced solely for dimensions with a defined ordering, while other cases
are managed through dimension-specific matching semantics. A total order is not a
requirement; thus, certain elements may be incomparable, especially in non-ordinal do-
mains. Additionally, the ordering semantics are established for each type of dimension,
with total orders applied where appropriate, such as with Lsecrecy and Liyyst. In con-
trast, categorical dimensions, such as Lcatego%bj, rely on equality or wildcard-based
matching. Consequently, special elements are consistently treated as L <z, A =gim *;
6 C O determines a finite subset of all parameter contexts, ®, that define the quantita-
tive and qualitative thresholds governing constraint evaluation. Each parameter con-
text is modeled as, ¢ = (name, value, validity,indow)- The value element may be drawn
either from the canonical federation value space, Lgj,;,, or from a non-dimensional
value space determined within the data schema, s;; ,. Additionally, each parameter
context may be classified as either static or time-indexed. For instance, a static Shannon
entropy threshold can be expressed as (entropy_max, 6.5, L) € 6, where L denotes
the absence of a validity window. In contrast, a time-dependent trust threshold appli-
cable during nighttime hours can be defined as (trust_min, trusty,g;, [Tausk, Tsunrise]) €
0, where trust,,; = 0.75 € Liyst-
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¢ C @ denotes the data constraint subset, where @ is the set of all abstract context-
aware constraint predicates (functions), ® = {¢ | ¢ : D — {true, false}}, without ref-
erence to any specific field vocabulary or schema context. Notably, the set ® constitutes
the federation-wide reusable vocabulary of constraint logic. This allows to define the
abstract constraint once, which may be instantiated across multiple schema contexts
and policy deployments without redefinition. For example, ¢ = {@o, ¢1, ¢2, 93} C P
defines the constraint subset, where ¢ is equivalent to the constraint of transformed
(enhanced) data with identified objects detected by their thermal signatures (heat
emissions); ¢1 denotes fused (aggregated) data derived from the Thermal Infrared
spectrum; ¢, specifies that data obtained from video surveillance cameras must not
contain any metadata regarding its law enforcement source; and ¢3 requires that the
data payload must exceed a predetermined entropy threshold, indicating that the
flow is encrypted. However, in order to evaluate a concrete data primitive, such as
data produced by a CCTV entity or LIDAR scanner taking into consideration struc-
tural heterogeneity of these data, the process denoted as schema binding must be
employed. It binds an abstract constraint, ¢, to a specific schema, s;; , producing a
schema-bound predicate, s, that knows exactly which fields to read, how to deserial-
ize them, and what value ranges are valid. Additionally, this schema-bound ensures
that constraints cannot access fields outside the declared vocabulary. Notably, along
with schema binding, constraints can be parametrized in a dynamic and evolvable
manner by imposing thresholds regulated through a policy parameter contexts subset,
0 C ©. Therefore, we define the schema- and context-bounded constraint set as
s = {¢ps | ¢s: (D xS x©O) — {true, false}}. Each element is a boolean-valued
predicate that takes a data element d € D, a schema element s;;, € S, and a parameter
context subset  C ©, as arguments, resolving both the accessible field vocabulary and
the constraint threshold values at evaluation time. Consequently, the same abstract
entropy constraint, ¢3, may be bound into two distinct data schema, such as for CCTV
and LiDAR data, where the predicate logic is identical but the field resolution differs
according to the respective payload sub-schemas, sccrv,1.Fp # SLipaR1-Fp

pa,¢ delineates the relationship between each active label dimension value and the

corresponding subset of data constraints associated with that value. Although it

can be stated that there is an implicit mapping between these two policy structure
elements, we propose this explicit relation to enhance governance and auditabil-
ity. For instance, the implicit mapping may be represented as follows: the label
tuple, (confidential, CCTV), requires that the data complies with a specific subset
of constraints, such as {¢,,$3} C ®. This implies that CCTV data must be en-
crypted (¢3) and must not contain any metadata regarding its law enforcement source

(¢2). However, this relation is quite general and fails to define the direct relation-

ship; specifically, it does not clarify that the value of the secrecy dimension label

(confidential € Lsecrecy) necessitates the encryption of the data, while the category

dimension (CCTV € Lcategoryob],) demands the sanitization of metadata regarding the

provenance from law enforcement agencies;

a« C A specifies the subset of policy actions (operations), where the function

Type 4 : A — Category 4 returns the action type, which typically falls into the follow-

ing categories:

—  write: actions for writing (disseminating) data that delineate how data at-rest is
stored, allowing for later access by consumers, e.g., the operation, write,;, that
specifies to disseminate encrypted data to the secure store;

- discard: operations for discarding data along with the data removal reason, such
as operation, discard.,., which removes the entirety of data because it was en-
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crypted. Notably, we will adhere to the operation, discard,q1044, as the general
deny (discard) invariant, which is equivalent to an empty action set, & = &;

- log: data flow logging actions that track the occurrence of data, e.g., moni-
toring and alerting operations that ensure accountability and identified policy
violations—specifically, compliance with data constraints (log gDi+) or failures (log o )

- fusion: data modification operations, where multiple data payloads are combined
to obtain enhanced insights, e.g., the aggregation, fusion;;par, that merges
data from the Thermal Infrared spectrum obtained through LiDAR sensors to
determine the number of vehicles turned on within a specified time interval;

—  transform: data modification operations on a single data payload, e.g., the enrich-
ment operation, trans formgrg, that enhances each CCTV frame by appending a
data mapping from the GIS database to identified objects;

—  assess: data quality assessment operations, which evaluate the quality of data
payloads in relation to the Data Quality Requirements—expressed through the
attributes of the Data Quality Dimensions, e.g., the consistency ratio function,
which checks if data is compliant with a pattern and to what extent, or the
uniqueness ratio function that trails for duplicated data;

- compose: chain operations from various processing categories in a sequenced
manner, e.g., the chained action, compose;y,, . Ffobi £ trans formenc © fusionpjects,
which first applies the fusion operation, fusion,pjess, then proceeds to encrypt
(transform) the outcome, trans formey,.

=4 is a set of irreflexive, asymmetric, and transitive binary (precedence) relations
defined over the action subset, ® C A. In this context, action; < uction]-, signi-
fies that action; must precede action]-. For instance, the set of precedence relations,
<a= {(discard;, write;), (discard;, trans formy) }, indicates that the discard action takes
precedence over both the write and transform operations. Furthermore, the absence of
a precedence relation, = (action; < action;) A = (action; < action;), implies that these
actions may occur concurrently, such as discarding and logging. However, certain ac-
tions are semantically incompatible, meaning they cannot be executed concurrently on
the same data flow without risk, such as the write and discard action pair. To safeguard
against unsafe data flows, we propose an invariant that ensures the precedence relation
is definitive for all incompatible pairs. In other words, for any incompatible actions
action;,action; € a, it must hold that either action; <. action; \V action; <, action;.
Consequently, the absence of a precedence relation is permitted only for semantically
compatible actions.

Ya,¢ defines the relationship between the subset of data constraints and the subset of
actions. Specifically, y : & — (P(A) x P(A)) is a function that maps each constraint,
¢ € P, to a pair of action subsets. The first subset of actions in this pair, 7" (¢) C
«, indicates the actions that are invoked when the constraint predicate is satisfied,
¢(d) = true. Conversely, 7~ (¢) C a, specifies the subset of actions that should be
executed if the constraint function returns false, ¢(d) = false.

In light of the proposed data policy elements and the aforementioned use case scenario,

let us provide concrete examples involving different policies. Consider that there exists
a unique set of identifiers, ID = {UAVy;par, CCT Vg4, }, and that the policy for CCTV
surveillance, CCT V4., has evolved over time, leading to the proposal of its second version,
VCCTVmee = {1,2}. The Formula (4) defines the example data policy, 71y Ay, ,,,1, Which
applies to the LiDAR laser scanner data used for detecting thermal signatures.

The producer entity labels its data with the tuple (confidential, LiDAR). As a result,

it must comprise encrypted aggregated data of the detected objects from the Thermal
Infrared spectrum, {¢o, ¢1, ¢3}. Notably, an entropy threshold, entropymay, for the con-
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straint @3 is set at 7.5. Therefore, the applicable actions subset on this data encompass
writing the encrypted data (write,,.), detecting thermal objects, (transformgeec), execut-
ing a chained action (compose;f, .o f f...ma)—SUCh as fusion (fusionperma) combined with
an encryption transformation (transform,,.)—along with discarding unencrypted data
(discardysiy) and logging the outcomes of constraints (logy). Moreover, the mapping
Oigoia, (cOnfidential) = {¢3} indicates that the secrecy dimension label value necessitates
data encryption, while the category label p,, 4., (LIDAR) = {¢o, ¢1} denotes that the
data must aggregate identified objects detected by their heat emission. Furthermore, the re-
lation between actions and constraints highlights that the subset of actions corresponding
to the satisfied constraint ¢ is limited to successful constraint logging, 7+ (¢o) = {log o }.
The same action applies to constraint @1, v (¢1) = {log ot }. In contrast, for constraint
@3, the action subset is restricted to encrypted data writing, 7" (¢3) = {writeenc}. Con-
versely, if the evaluation function returns a false value, the actions for constraint ¢
would then include transformation for object detection along with logging, v~ (¢9) =
{trans formgeecs, log e }. For constraint @1, the action set would consist of the chained
operation and logging, v~ (¢1) = {composeif,..offymar 108 o }. Lastly, for constraint ¢3,
if the data is not encrypted, the applicable action set would include the unencrypted data
discard operation and log the constraint failure, v~ (¢3) = {discard,;,, log o5 }.

Policy 1ty avypap1: Thermal signature detection using LIDAR laser scanner

id =UAVyipar € ID, v =1 € Vyav,,psns Oactive = {Secrecy, categoryob]-} 4)
Aigp = (confidential, LIDAR), ¢ig = {@o, @1, 93} C @, 0ig, = {(entropymax, 7.5, L)}

Wigo = {Writeenc, trans formgepeet, cOmposes,, off,. . discard o,

>

log(PJ,log(Pa,log(Pr, logq);, log(P;} C A, where comopse;f,,.of fyoma
£ (transformene o fUsionyermar)

Ao i, (cOnfidential) = {@3} AP, g0, (LIDAR) = {0, 91}
Vtigo i, (P0) = (Y (90), 7 (90)) = ({log(pg 3o {transformgesect, log%})A
Vaigodiao (@1) = (Y (91), 7 (91)) = ({108¢1+ }'{Composetfl’ﬂfoffthermal’log(pl_}>/\

Vaioitias (93) = (Y7 (93), 7" (93)) = ({writeenc}, {discard gin, log,,})
<y = {(transformgeec, discard pluin)/ (trans formgesect, COMPOSELfy 0 firormat ),
(composetfmcoffthﬂml, discardplain), (composetfencoffﬁmml, logq,g ), (logq)ar, discardpluin),

(writeenc, compose; Foncof fonormal ), (writeenc, trans formgeect) }

Hid» = (Orgp, active, [1 May 2026 12:00 UTC, 1 June 2026 12:00 UTC], description)

An examination of the aforementioned data policy—particularly the subset of re-
sulting actions—reveals a significant concern regarding the deconfliction of these opera-
tions. Specifically, when data is only transformed by the thermal object detection function
(transformgetect), the outcome actions, such as the composed operation (compose; ., .o f frmar)
and data removal (discardpy,;,), become mutually exclusive. To address this, we pro-
posed a deconfliction resolution process as part of the state-transition decision procedure,
Dy :D — (D x P(A)) (defined by Formula (5)), which incorporates a set of precedence
relations, <., while also considering the history of actions already applied, H,.

Our procedure, D 4, acts as the Policy Enforcement Point, which is a tamper-resistant
oracle that delineates the subset of policy actions, v(¢) € P(.A), that will be performed on
the given data, d € D, in accordance with the current data policy, 77;;, € I1. In general, it
involves three main steps: (1) selection of applicable policies; (2) evaluation of constraint
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predicates; and (3) resolution of conflicting actions. Notably, at any given time, T, the pro-
cedure operates under a single active policy, 7z, € 11, uniquely identified by the data
flow. For clarity, we will write the resulting action subset before the deconfliction process
as Xonstraints = &7 U™, which reflects the union of both the actions permitted by satisfied
constraints, a™ £ U{7t;1,.7"(¢) | ¢ € Ti4,.¢, where ¢(d) = true}, and those enforced
due to constraint violations, a~ = U{7iz,.7 (¢) | ¢ € T4,-¢, where ¢(d) = false}.
Conversely, a subset of active actions after deconfliction will be denoted as «a;4jp.. Con-
sequently, the procedure D 4 consistently produces a pair D4(d) £ (d, agesive)- If the
condition C(d, 74 ,) is satisfied, then a,.y, represents the subset of active actions after
deconfliction, and data flow, d’, indicates the data, d, with its history field updated. Other-
wise, we define a,qipe = @ and d’ £ d, reflecting the general discard invariant where the
history field remains unchanged.

Moreover, through our Lemmas 1-4, we have demonstrated that our procedure is
both deterministic (Lemma 3) and terminating (Lemma 4). Additionally, it facilitates
the evolution of the resulting policy actions, &y, through historical awareness, H;
(Lemma 1), and a complete deconfliction process (Lemma 2). Furthermore, by combining
these lemmas, the Policy-based Data Flow Preservation Theorem 1 can be established. This
theorem ensures that all possible executions (data paths) comply with the active policy
action set while simultaneously excluding implicit data paths, thereby guaranteeing that
data is accurately delivered.

Policy Decision (Enforce) State-Transition Procedure—D 4

Dy:D — (DxP(A))

VdeD: D.A(d) = (d// “active)
Let: 74, = Policyg (d.headers.policy.id, d.headers.policy.version)
Condition: C(d, mjq,) £ (d.timestamp € 1, . p-validitypingow) N

N Tig »-p.Status = active A |d.headers.policy.labels| = |74 ,-Oactive|

If C(d, rtjg ) holds, then evaluate predicates and resolve conflicts:
tconstraints = U{iao-v " () | ¢ € Tigp.¢, where ¢(d) = true} U
U U{Ttiaor (@) | ¢ € Tigo-p, where ¢(d) = false}
Hy = d.headers.policy.history ()
ay, £ ActionHistoryg (Hg, g »-id, 7ig 5.0)
Xactive = Deconfliction(constraints: X4, Tid,o- <a)
Update the data element history:

d' £ d[headers.policy.history — Hg ® (TTij o.id, Tig -0, ®active)]

If C(d, rtjg ,) does not hold, then general discard invariant:
Xgctive £ 9, d £ d
Finally, for all d € D return:
DA(d) £ (d/rlxactive)

Lemma 1 (History-awareness of D 4). Given a single active policy, 1t;, € 11, assigned to
data, d € D, an irreflexive, transitive, and asymmetric precedence relation, <., over action subset,
a C A, and deterministic context-aware constraints evaluation function, ® = {¢ | ¢ : D —
{true, false}}, if one or more resulting actions, & onstraints, reference history, Hy, then for the same,
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d € D, two executions of the deconfliction process with distinct histories, Hyq # H);, may yield

I
active’

resulting actions within the scope of utilized data policy without modifying its definition.

different active action sets, Xctipe 7 & Consequently, this enables history-aware evolution of

Proof. By construction, consider that one of the resulting actions of predicate function,
Kconstraints, references H,;. Let H,; and 7-[[’1 be two distinct histories of already applied actions.
Since acopstraints is evaluated (deconflicted) against H; in the first procedure execution and
!, in the second, and since H, # ), itis possible that outcome a sy, is different under #Hy
than ‘x;ctive
the behavioral evolution of the D 4 arises only from the change in history without structural

under H/;. Crucially, neither 77,4 ,.A nor ;4 ,..¢ is modified between executions—

modification of the active policy. Notably, if both executions yield empty set, a,.tipe = 9,
the discard invariant applies uniformly, preserving the general deny guarantee regardless
of history. [

Lemma 2 (Deconfliction Step Completeness). For any two actions, action; and action;
belonging to &constraints, the deconfliction step is complete. Conflicting actions are resolved
uniquely through the precedence relation <., while incomparable and compatible action pairs,
—(action; < action;) A\ —(action; < action;), are admitted as concurrent within the outcome
action subset, & ,ctive-

Proof. Through exhaustive case analysis of all action pairs within & ,srqins—with all
actions originated exclusively from the single active policy, 7;;, € IT—any potential
inter-policy conflicts are eliminated. Moreover, this analysis reveals three distinct cases.
The asymmetry of <, guarantees uniqueness within the first two cases. In the third
case, the absence of a relationship between pairs indicates no conflict—both actions are
independent and may occur concurrently. Since these three cases are mutually exclusive
and exhaustive across all pairs in & ypstraints, the deconfliction step is complete—every pair
is either resolved through <, or admitted as concurrent. [

Lemma 3 (Determinism of D 4). Given a single active policy, 7ty ,, € I1, which is associated with
data, d € D—consisting of an action history sequence, H,; (Lemma 1)—a precedence relation <,
(Lemma 2), and a deterministic constraint evaluation function, ® = {¢ | ¢ : D — {true, false}}.
Under these conditions, D 4(d) states a unique subset of actions from the policy’s action set,
Rpctive & Tlid,p-&.

Proof. (1) Policy selection is unambiguous, since is uniquely bound to data flow, d. (2) The
deterministic evaluation of predicates against the data, d, results in a unique action subset,
Xconstraints- Finally, (3) the deconfliction step uniquely resolves & coystraints against history, H
(Lemma 1), and the precedence relation, <, (Lemma 2), ensures that no conflicting actions
are permitted to occur concurrently. Notably, the empty active action subset denotes the
discard invariant, thus addressing the only remaining undefined scenario. Consequently,
D 4 is a deterministic procedure. [

Lemma 4 (Termination of D 4). Given a single active policy, m; ,, € 11, which includes a finite
policy action set ;3 ,.0 € A, a subset of constraints, 11,4 ,.¢p C D, a precedence relation, tj4 ;. <a,
and a finite action history sequence, H 4. Under these conditions, D 4(d) terminates in finite time, T,
for any data, d € D.

Proof. (1) Policy selection requires only a single lookup, thus terminating trivially. (2) The

constraint evaluation iterates over the predicates, 77;;,.¢, bounding the number of eval-
uations to those concerning data only, d € D. Moreover, the outcome action subset is
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finite &constraints S Tigo-&- (3) The deconfliction step operates over the finite subset of
actions and against the finite history sequence, H 4, following the precedence relation, <.
By considering a naive (exhaustive) upper bound of precedence pairs (|&constraints ?), each
resolution step is a single constant-time lookup. Ultimately, the general discard invari-
ant check entails a single evaluation after the deconfliction process, which also trivially

terminates. Therefore, D 4(d) terminates in finite time. [J

Theorem 1 (Policy-based Data Flow Preservation). Let d € D be data processed under a single
active policy, g, € 11, which includes a finite action subset, ;4 ,.« C A, a subset of constraints,
g - € P, a precedence relation, 11,4 ,. <, and a finite action history sequence, H 4, bounded to
that data flow. The decision procedure, D 4(d) preserves policy-based data flow by enforcing only
those actions specified by data policy, &active C g »-0, ensuring that no implicit operation occur
and that no behavioral changes beyond the scope of H; are taken into account.

Proof. By Lemma 4 (Termination), D 4 is guaranteed to terminate in finite time for any finite
set of data policies, I1, ensuring that the procedure consistently yields results. Furthermore,
as established by Lemma 2 (Deconfliction Step Completeness) and Lemma 3 (Determinism),
all enforced actions remain contained within the action subset exclusively defined by the
given data policy, 77,4 ,.«. Notably, the general deny guarantee (discard invariant) ensures
that no data action is executed unless explicitly defined by the corresponding data policy.
Finally, according to Lemma 1 (history-awareness), the behavioral evolution of D 4(d) is
solely driven by changes in history, without any structural alterations to the active policy.
Consequently, D4 preserves policy-based data flow under all conditions—actions are
exclusively delineated through 74 ,, the deny invariant is guaranteed in the absence of
explicit actions, and behavioral evolution is strictly bounded by H; without alteration of
the data policy structure. O

At the beginning of the execution of the decision procedure, policy-related elements are ex-
tracted from the data headers, represented as d.headers.policy = (id, version,labels, history).
These elements include the unique identifier for the policy, d.headers.policy.id, and its
version number, d.headers.policy.version, along with the tuple of per-dimension values,
d.headers.policy.labels, and a sequenced audit trail of applied actions, d.headers.policy.history.
The first two elements of the policy header determine the specific versioned policy that the
entity utilized to produce its payload, d.payload.

Following this, the policy definition is retrieved from the secure store (the Policy
Specification Module) using these elements, 71j;, = Policyg(id, version). As the secure
store, we proposed a dedicated structure, referred to as a Distributed Ledger, DL :=
DistributedLedger, which reliably maintains a comprehensive dataset of all registered data
policies. We model this store as organized structure, DL = (P,CH,CS, TX), where P :=
Peers represents a set of peers with invariant that each peer, p € P, holds an identical dataset,
referred to as a channel, ch € CH. This ensures redundancy, accessibility, and resilience
of the data stored on channels within the federated environment, N. Furthermore, access
to these sensitive channels is regulated through dedicated programs known as smart
contracts (chaincodes), CS. Each execution of a chaincode is subject to auditing, which
provides tamper-resistant events related to operations on the ledger channel, referred to as
ledger transactions, {tx;, ..., txj}. This, combined with the mechanism that chains (links)
transactions together, creates an auditing trail of events called a transaction log, TX =
[txo,tx1, ..., txg], thereby enabling non-repudiation for policy registration. The specific
details of the policy registration procedure within the DLT, registerPolicyDL, along with
the definition of the dedicated chaincode, retrivePolicycg € CS, that retrieves data policies
from channel, are beyond the scope of this article.
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After the policy is retrieved, its activeness is verified, 774 ,,.pt.status, and it is checked
whether the produced data timestamp, d.timestamp, falls in the policy’s valid time window,
TTid o-M-0alidity,indon- Subsequently, a cardinality check is conducted, comparing the num-
ber of label values, |d.headers.policy.labels|, against the number of policy active dimensions,
|TTig v-Oactive|- This countermeasure reduces the attack surface, where a malicious producer
may supply more values than the policy has active dimensions. If the cardinality does not
match or if the producer’s data policy is obsolete, the procedure execution is terminated,
resulting in an empty action set, & = {discard 1004 }-

Conversely, if all checks are successful, the procedure proceeds to the core step of
determining the subset of actions to be performed on the data, a,ctipe € 774 p.&. Ultimately,
the deconfliction process is initiated, Decon fliction(constraintss ¥4, Tid,o- <a)- This pro-
cedure resolves conflicting actions based on established precedence relations, <,, while
also considering the history of actions already applied concerning this specific policy,
a3, £ ActionH istoryg (M4, ig p-id, 7ig ».0). If, following deconfliction, no additional ac-
tions can be applied to the data, the policy enforcement procedure mandates the general
discard invariant, thereby addressing potential action cycles. In all other scenarios not pre-
viously described, the procedure will also state an entirety data discard action. Subsequent
to the deconfliction process, the policy history’s data header is updated with a structure
that includes the enforced policy identifier, version, and the resulting active action subset,
d' £ dlheaders.policy.history v H; ® (7ig o.id, Tig -0, Qactive))-

The Formula (6) outlines the decision procedure resulting action set after the deconflic-
tion process for the example policy, 7Ti7av, ;) ,x,1- Consider that the data payload, d.payload,
produced by a LiDAR laser scanner was only transformed by the thermal object detection
function, ¢o(d) = true. Therefore, the constraints ¢1(d) and ¢3(d) are not satisfied, this
implies mutually exclusive actions, necessitating the concurrent aggregation and discard-
ing of data, Xconstraints = {composetfmoffthermm, discard pigin, Zogq)g , log(p; , logqo; }. However,
after resolving this conflict based on established precedence relations and historical actions,
the set of active actions, a,jy., comprises the logging of constraints along with the com-

posed operation that aggregates multiple LIDAR data payloads and encrypts the outcome,
D(d) = (d, {log(P; /108 =, COMPOSELf, 0y b.

Example 1: Decision Procedure Output for the data policy 7t av, ;) 4p 1

id =UAViipagr € ID,v=1¢€ VUAVLiDAR (6)
Ha = [(id, v, {transformgeect, 108, 1) A go(d) = T A g1(d) = LA ga(d) = L =

= QXconstraints = ‘X+ Ua = U{TE"Y&AVUDARJ((P)} U U{n")’lj[AVLiDARJ(QD)} =

1 (o) U (v (91) U™ (93)) = {logys } U

U ({COTl’lpOSetfmcoffme,m,r 108(P;} U {discardplm’n/ logq]; }) =

= {composef,.of fiermar 15CAd plain, log(Par, log(P;, log(P; } =

== Deconfliction(&constraintss &H,r Tid,p- <a) ==

= (composeif,,.of fuorma = 5€ardpiain) N (composess, offy. < log%+) Nay, =

= Dy(d) = (d, {log(P;,logq);,composetfmoffth”m,})

Taking into account the previously mentioned definitions, the entity, e € E, serves as
the primitive element of our model, responsible for the production and processing of data
in accordance with context-aware policy constraints, 77;4 ,..¢p. Therefore, the assignment of
policies to entities is determined by the function, Ery : E — P(I1), which is redundantly
handled by the ledger, DL. Specifically, Eyj(e) = {7y, ..., 7Tm}) denotes that a subset of
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data policies has been assigned to the entity, establishing the constraints for produced data.
>}, indicates that a UAV
equipped with a LiDAR scanner should produce data that adheres to the constraints of the

For instance, the function, EH (EUAV) = {HUAVLiDARxl’ nCCTVglurer
data policy, Ay, 5,1 (Formula (4)). Moreover, if this vehicle is extended with a high-
resolution camera, the data produced from this sensor must comply with the constraints of
the second version of the policy, TCCCTVygre 2-

Furthermore, it is essential to emphasize that a malicious entity can easily start to
produce and disseminate data that bypass policy constraints. Conversely, the producer’s
computing capabilities may be limited, which can affect their ability to fully adhere to data
policy constraints, or certain dimensions cannot have their values assigned by the entity
during the data production process, as they require further evaluation or are influenced
by factors beyond the control of the data producer. Notably, this strictly aligns with the
concepts of Ubiquitous and Continuum Computing.

Consequently, the aforementioned requires us to address another element of our
model. A set of capabilities (functions), Caps = {canWrite,canRead, ... }, along with the
mapping function, Ec,ps : E — P(Caps), that specifies the actual subset of capabilities
assigned to the entity. Therefore, we define entities capable of writing data as producers,
Ve, € Epoq C E : canWrite € Ecgps(ep), e.g., 10T sensors. Conversely, entities that
read data are referred to as consumers, Ve, € Econs € E : canRead € Ecgps(ec), eg., loT
actuators. Notably, both core capabilities may occur simultaneously, Epmd N Econs # 9.
Beyond the capabilities of producing and consuming, our model extends the possible set
of capabilities to canProcess, canReassign, canEn force, and canVerify. These capabilities
were proposed to reduce the impact of malicious entity activities while considering relevant
computing concepts. The subset of entities that possess these specialized capabilities—
namely, data processing, data label re-assignment, data policy enforcement, and data origin
and authenticity verification—are collectively referred to as the microservices set, MS C E.

Before exploring the indicated capabilities and microservices in greater detail, it is
essential to define the primitive elements of our model that isolate data at rest, which we
denote as topics, T := Topics. Furthermore, these primitives enable the communication
mechanism utilized by entities from the moment of data production, through verification of
its origin, enforcement of data policies, and any subsequent processing, until the delivery
moment when it is consumed by entities. Moreover, the function, Et : E — P(T), specifies
which topics can be utilized by which entities. Additionally, we distinguish four general
classes of topics, where elements of these classes are associated with dimensions and

corresponding label tuples by function Ts . | : T — (Jaetive X L):

activer

*  Anunauthenticated class, T,,,,,i; € T, where producers write their unverified data;

*  An authenticated class, T,,;;, € T, where T, N Tynaun = 9, that verifier entities
utilize to store data that have been approved for authenticity and provenance;

* Anintermediate topic class, Tj,.r € T, where Tiyper N Typaun = 9, that is used by the
processing entities to hold the intermediate outcomes (results) of applying transforma-
tion, fusion, and assessment functions to the data;

*  Adelivery class, Tyelivery © T, where Tyerivery N Tynautn = 9, that is employed by policy
enforcement microservices to store data for which the decision procedure resulted in a

write action. This topic also facilitates later access to the stored data by consumers.

In reference to the previously identified types of entities, we determine those with the
capability canProcess as processing microservices, MSprocess © MS. Specifically, these mi-
croservices facilitate processing functions, PF = TF U FF U AF, which include transforma-
tion, TF = {tf1,tf, ..., tfx}, fusion, FF = {ff1, ff2, ..., ffi}, and quality assessment func-
tions, AF = {afy,afs,...,afn}. Two first subsets represent the group of modification func-

tions, that when applied to the data, d, result in modified (altered) data, d’. Thus, we define
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the application of transformation functions on the data as duus formed = Ot FETF(d,, )t f(d),
> yff{d1,da, ... di}). In contrast, the as-

sessment functions when applied to the data, d labeled as A4, may yield new assessed

and for fusion functions as dfyses = © ffeFF(a

values for the relevant data dimensions, A} = Qg fcar(a @ yaf (d). Notably, TF(a! ,;...),
FF(all,..), AF(all'. ), indicate the type of transformation, fusion, or assessment functions

that will be utilized based on the stated action subset, ;.. Additionally, we propose that
each microservice is limited to employing a single processing function. This aligns with
the design of microservices, which should execute only a single atomic task. Consequently,
Epr : E — P(PF), is a mapping between microservices and processing functions.

It is also important to highlight that processing operations can possess either a stateful
or stateless characteristic. For instance, the uniqueness function is stateful, necessitating
the retention of metadata about prior processed data or the ability to handle substantial
statistical datasets that may exceed the storage capacity of the microservice (its memory).
In contrast, the consistency function is stateless. Therefore, we proposed expanding the
classes of the topic primitive to store prior (statistical) data used for stateful functions,
which we denote as, Tsigts.

Delving deeper, the capability canReassign pertains to the re-assignment of data-
relevant attributes, d’ £ d[d.headers.policy.labels — A]. This process may only by initiated
by a specific group of processing microservices, determined by the functions Ec,ys and
Epr. Furthermore, microservices that identify the need for an attribute change utilize the
dedicated chaincode, assignLabelscs € DL.CS. This ensures that any modifications made
to the data flow labels are properly audited (transacted) within the ledger, DL.TX.

Entities with capability, canEnforce, are denoted as enforcement microservices,
MSeuforce © MS. These microservices handle the policy decision procedure, D 4, which
states the active action subset, a,.y., which must be enforced on the data. Furthermore,
the intermediate topic class, Tj, is used for actions related to data processing. Subse-
quently, any application of processing actions necessitates a corresponding data consistency
check against the policy. This implies that the processing microservices, MSpyocess, after per-
forming a sequence of processing functions, [pf, ..., pfi] C PF, will re-write the data to
the corresponding authenticated topic class, T,,;,. Consequently, the policy enforcement
microservice evaluates whether the modified data payload adheres to the established policy
constraints, thereby specifying the necessary actions once again. Ultimately, the decision
procedure may state that the data should be written to the relevant topic instance of the
delivery topic class, Tyeivery, Which is utilized by consumer entities, Econs. An example of
data dissemination involving the aforementioned microservices is illustrated in Figure 2.

Tunauth A MSVerlfy Tdelivery

, O,A
|_) typep(action) = write
> Tauth 3A MSenforce %typ% (action) = discard @

I_typeA(action) = log
Touth e S '
auth 6',)\' ! TtypeA(action) € transform U fusion U assess U compose)—I 1
E Tstats Tinterﬁ S\ _)[ MSprocess tfk]_> Tinterff 5A '| :
: Ot eTF(offd) '
: T 5] [ MSprces ]i Tinter g x| |
' Oaf ear(@al(d) Orterr(a)f(d1,02,...dk}) E

Figure 2. Topic classes and microservice utilization.
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Lastly, we proposed entities with the capability, canVerify, referred to as verifier
microservices, MSyerip, € MS. These microservices utilize a mechanism that verifies the
authenticity and provenance of the data, where we have applied a data-centric approach
that leverages properties analogous to those employed in the Zero-Knowledge proofs of
identity [26]. Essentially, the proof provided by the prover (the producer entity) does not
reveal the prover’s secret identity to the verifier, yet it remains verifiable. Therefore, each
entity, with the exception of microservices, e € E \ MS, is associated with a distinctive
set of characteristic samples, denoted as fingerprints, FID. These fingerprints are derived
by applying specific functions known as fingerprint techniques, FT = {fto, ft1,..., ftu},
to determine the unique hardware and software features, generated network characteristics,
and radio signals related to the entity. Consequently, this indicates that at any given time,
T, there are no two entities defined by the same identity. Additionally, this invariant is
reinforced by the distributed ledger structure, which reliably maintains a comprehensive
dataset of all fingerprint samples calculated for entities.

In our model, the producers, E, 4, before disseminating data to the appropriate
unauthenticated topics, t,aum € Tyunautn, are obliged to seal their data using the features
that characterize these entities. Once the sealed data is written to the unauthenticated
topic, it becomes available for reading by the verifier microservices, MSy,;f,, which are
permitted to either approve or discard the data. To accomplish this, verifiers execute the
procedure verifyData : Dgy0q — ({true, false} x Bytes), which takes a sealed data as an
input parameter, d € Dy, C D, and returns status and reason values. A comprehensive
definition of the verification procedure, along with other related functions, is beyond the
scope of this article; however, the implementation details of this procedure were discussed
in our previous article [9].

Finally, in light of the previously mentioned definitions, we can establish invariants
that define the scope of read : (T x D) — {true, false} and write : (T x D) — {true, false}
operations for entities concerning specific topics. It is crucial to highlight that certain
label dimensions require strict processing isolation, particularly the secrecy dimension,
wherein data classified as confidential must not be processed by the same microservice that
handles public data. To address this issue within our formal model, we introduce the global
guard mechanism, G : (E x D x T) — {true, false} (Formula (7)), which encapsulates the
capability assignments precondition, Ec,ps, along with two orthogonal mechanisms that
must be satisfied simultaneously: the existence of a mapping between entities and topics,
E7, and label compatibility, Matchy, : ((Agims X L) x D) — {true, false}, which evaluates
whether the label tuple of the data A; is compatible with the label scope of the target topic,
A¢. Consequently, the proposed guard G regulates the allowable dimensions and labels that
microservices can process, ensuring that the introduction of future topics or entity types
does not unintentionally bypass any of its checks.

Read/Write Guard

G(e,d,t) = [canRead, canWrite € Ecaps(e)] A [t € Er(e)] A [Matchy(Ts,,..o(t),d) = T] (7)

Formula (8) outlines the access control function, canWrite : (Ex D xT) —
{true, false}, which determines whether an entity, e, is permitted to write data, d, on a
particular topic, t. This assessment is contingent upon the collective satisfaction of the
global guard, G (e, d, t), which universally enforces capability assignment, Ec; s, topic mem-
bership, Et, and label compatibility, Match; . The function returns a true value under the
following conditions:
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The entity is a producer type, e € E,o4, while the topic is classified under unauthenti-
cated topics, t € Tyyaums

The entity is a type of verifier microservice, e € MSy;f,, and writes to authenticated
topic class, t € T, after the data has been successfully verified, verifyData(d) =
(true, "Proofs Match.").

The entity is the processing microservice, e € MSyrocess, that writes data to the topics
excluding the unauthenticated and delivery topic class, t € T\ (Tynautn U Taetivery);
The entity is a type of enforce microservice, e € MS,; orce, and disseminates data to
the delivery or intermediate topic, t € (Taerivery U Tinter)-

In all other conditions, the function yields a false value.

Access control: canWrite function

canWrite(e,d, t) £

canWrite : (E x D x T) — {true, false}
Vee EENde D,VteT:

true ifG(e d,t) Ne € Eproq At € Tynaun
true ifG(e d,t) Ne € MSyeriry Nt € Tyypy A
A verifyData(d) = (true, "Proofs Match.")
true if G(e d,t) Ae € MSprocess At € T\ (Tunautn U Telivery)
true if G(e,d,t) Ne € MSeforce Nt € (Taetivery U Tinter)

(8)

false otherwise

The function defined in Formula (9), canRead, is responsible for determining whether

an entity, ¢, has the permission to read data, d, from a specific topic, ¢. This determination

relies on the overall fulfillment of the global guard, G(e, d, t). The function returns a true

value under the following conditions:

The entity is a consumer type, e € Eons, while the topic is classified as a delivery topic,
t € Tyelivery, and data is sealed, d € Degred;

The entity is a type of verifier microservice, e € MS;if,, and only reads from the
unauthenticated class, t € T}, Wwhere data may potentially be sealed, although this
is not an obligatory, d € D;

The entity is the processing microservice, ¢ € MSpyocess, that reads data from interme-
diate and statistical topics, t € (Tiyer U Tstats);

The entity is a type of policy-enforcing microservice, e € MSe force, and reads data
from the authenticated topics t € T,

In all other conditions, the function yields a false value.

Access control: canRead function

canRead : (E x D x T) — {true, false}
Vee€ E,Nde D,Vte T:

true if G(e,d,t

true if G(e,d,t

canRead(e,d, t) = { true if G(e, d,t

true if G(e,d,t

false otherwise

Ne € Econs Nd € Dsegrea Nt € Taelivery

Ae € MSyerigy At € Tunaut )
Ne € MSprocess Nt € (Tinter U Tstats)

Ne € MSeyforce Nt € Taum

—_— — — —
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5. Policy-Driven Data Dissemination

Concerning the elements of our formal model, FedM, in the following we present an
example of a data dissemination pipeline, Pipelineccry (Formula (12)) driven by the data
policy outlined in Formula (10). In other words, this pipeline stems from that data policy.
In addition, our example illustrates the application of the trustworthiness dimension in
conjunction with secrecy and category labels.

The work of Byabazaire et al. [6] introduces a trust model defined over the closed
interval, Lyyust = [0, 1], which is integrated within a three-phase Big Data Cycle: Initial
Trust, Result-driven Trust, and Investigation Trust. Each phase generates intermediate
trust values, and their aggregation determines the overall trustworthiness e, =

Z wy, * tmy,, where Phases = {Init, Driven, Exam}.

néePhases
In the Fed M model, the Initial Trust phase derives trust from entity metadata, which

encompasses factors such as sensor precision, anticipated lifecycle degradation, and con-
textual subjective assessment. This trust value may be assigned upon entity registration
and recorded in the distributed ledger alongside the entity’s fingerprints.

Similarly, the Result-driven Trust phase establishes feedback mechanisms based on
consumer evaluations, which can be either human-driven or supported by automated
methods. These evaluations reflect the producer’s influence on the resulting IOs and
Situational Awareness.

The Investigation Trust phase, which will be discussed in further detail later in this
section, involves analyzing raw or processed data against policy-defined indicators that
may evolve over time. Unlike the earlier phases, this trust value contributes to a broader
time-dependent aggregation. The overall trust at a given time is computed as a weighted
sum of the intermediate trust values. To illustrate this phase, consider a data policy
and an evaluation function for estimating trust in an entity, exemplified by a security
camera operating under sunlight exposure (glare), which can adversely affect the quality of
captured CCTV frames.

This entity, eccrv € Eproq, utilizes data policy, TCCCT Vel € I1. Here, the data policy
was defined for label tuple, where category and trustworthiness dimensions can be wild-
cards, Ajq,(public, *, «). Furthermore, the entity’s operational environment is particularly
challenging due to sunlight glare, which can lead to degradation of the produced data (its
CCTV frames). Consequently, the policy outlines the acceptable trustworthiness thresh-
old for the producer. Specifically, the constraint ¢4, denotes that the general trust value
cannot be lower than 0.85. In contrast, ¢, evaluates whether the objects identified in the
CCTV frames fall within the vehicle category, CCTV,,,. Moreover, the applicable subset
of actions related to this data includes: writing the data for detected vehicles (writec,) or
any other object type (writeyy,,); employing a transformation function that detects objects
within a CCTV frame and re-assigns the category label (trans formee.); and conducting
a data quality assessment that calculates trust value and updates the associated dimen-
sion label (assess;ryst). Additionally, operations are in place to either discard encrypted
data (discardenc) or apply a general deny invariant (discard pgyi004), along with actions that
log the results of constraints (log,). Moreover, the relationship between actions and con-
straints clarifies that the subset of actions corresponding to the satisfied constraint —¢;
is restricted to the successful logging of constraints, indicating that data is unencrypted,
Y (=g3) = {log_, ot }; otherwise, encrypted data would be discarded. Notably, for con-
straint ¢4, execution of the assessment action is required regardless of whether the outcome
is a success or failure. This serves as a countermeasure against malicious entities that might
attempt to pre-determine the trust value themselves and bypass constraint enforcement.
Thus, if the decision procedure has previously indicated the need for an assessment action,
the subsequent re-evaluation—if trustworthiness falls below the established threshold—
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would lead to the discarding of the data flow. Finally, concerning constraint ¢s, if the
data category is not yet classified or does not match the vehicle object, the primary ac-
tion invoked would be the transformy,.; action, as it takes precedence over the write,e,
operation.

Policy TTCCTVyggre 1: Glare effect on the CCTV

Sactive = {secrecy, categoryop;, trust} (10)

lare’

id :CCTVglme e€elD,v=1¢ VCCTVg

Aid,v = (Publicz */*)/ 471'11,1; = {_‘(173/ P4, 4)5} C o, Gid,v = {<tru5tmin/ 0.85, [THOOﬂeruskD}
igo = {writecar, Writeomer, discard yayiond, discardenc, assesstrust, trans formgerecy,

logw;,logw;,log(ﬁ,log(pg} cA
P igo piao (PUbLIC) = {=@3} A Pry 01, (Labelg (Aig o, categorygpi)) = {@s5} A
NP2 oigo (Labelg (Aig o, trust)) = {pa}
Vaigopian(793) = (V7 (293), 7 (m93)) = ({log_ 1 }, {discardenc, log ;- }) A
Vaigoitias (P4) = (Y (9a), v~ (9s)) = ({assessirust }, {discard payiona, assessirust, log(PZ})A
Vaigodiao(95) = (Y7 (@5), 77 (95) = ({writecar }, {writeopper, trans formgegect, log%—})

<uigp = {(discardenc, discardpayload), (discardenc, writecay ), (discardenc, writeyer),
(discardenc, assessrust ), (discardenc, trans formgepect ), (ASS€SStrust, Writecar),
(assesstrust, Writeyper ), (assesstrust, discardpayiond ), (discardpayiond, Writeoher ),

(transformgetect, Writeomer ), (£ransformgerect, assesstrust), (discardpayioad, writecar),

(transformgetect, discardpayiond) }
Higo = (Orgy,active, [1 June 2026 12:00 UTC, 1 July 2026 12:00 UTC], description)

In light of the described data policy, consider that the assessment microservice pos-
sesses canReassign capability and employs the glare error function, afg,e € AF, on the
data produced by the entity, eccry. This function is primarily used to determine the trust
metric value. Essentially, this stateful function takes as arguments the timestamp from the
data frame, along with the geo-localization and the entity’s view angle and direction found
in the data frame’s metadata (Formula (2)) to calculate the time-varying solar position.
Then it correlates that solar position with the statistical dataset, typ Rtare € Tstats, Wwhich
contains loss values for the Wide Dynamic Range (WDR) parameter corresponding to that
specific solar position. For clarity, the WDR enables compensation of dark shadows and
bright spots without compromising the details in the footage.

Furthermore, assume that entity eccry has a WDR parameter set to a nominal value of
120 dB. During the hours of 11:00 AM to 1:00 PM, when the sun is at its highest elevation and
directly impacts the sensors of the entity, this can result in an effective WDR loss of 20-30 dB
in the brightest zone. Such a loss can negatively affect the visibility threshold, which
determines the minimum scene-illuminance value needed for accurate recognition, whether
for faces or license plates. Conversely, at dusk, the WDR drops by approximately 15 dB.
Therefore, the trust is equal for the noon scenario, A5, = = (publ ic, CCTV¢4,0.835), and for
the dusk scenario, A4 ek = (public, CCTV¢qar,0.87). After determining these values, the data
trustworthiness label is re-assigned by the assessment microservice, which invokes the
dedicated chaincode. Subsequently, the enforcement microservice executes the decision
procedure, D 4, to state whether the trustworthiness label meets the specified trust-related
constraint, ¢4 € ¢.
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Finally, according to the policy provided, ccry

glares

1 (Formula (10)), and the resulting
trustworthiness values, Formula (11) represents the result of the decision procedure, D 4,
for the noon scenario. This formula pertains to the unencrypted data generated during noon
hours, where the constraints —¢3(deon) and @s(dyeen) are satisfied, while the constraint
@4 (dnoon) is false. This implies the presence of conflicting operations. Consequently, follow-
ing the deconfliction process—utilizing precedence relations, <,, and previously applied
actions, H 4, including a transformation function for object detection and trust assessment—
the active action set consists of discarding the data flow, a,.tiye = {discardpayloﬂd}. In con-
trast, for the dusk scenario, where the constraint ¢4 (d,sx) is satisfied. The active action set
includes the writing of data for the detected vehicles, a,tjve = {writecar }.

1 at T, := noon

lares

Example 2: Decision Procedure Output for the data policy Tecrv,

id =CCTVyigre € ID,0 =1 € VeCTvp Mdyyy = (putblic, CCTVear, 0.835) (11)

Hy = [{(id, v,{logwpg,logﬁ,logwg,tmnsformdetect}), (id, v,{log(P;,assesstmst})] A

A _‘§03(dnoon> =TA §04(dn00n) =1A €05(dn00n) =T = Keonstraints = at U =
= Ul réery, 1 (@Y WU ey, 1 (0 = (7T (2e3) U™ (95)) Uy (9a) =

= ({logW;} U {writecar }) U {discard payiond, assesstrust, log(P;} =

= {logw;,discardpay,md,assesstmst, log(PZ,writecur} —

= Deconflidion(“constmintsr‘XHd/ Tid,v- '<tx) = DA(dHOOW) = (d;wonr {discardpayloud})

Formula (12) models the complete processing pipeline driven (govern) by the pro-
1. To enhance clarity, we examine below the dissemination

lares

posed data policy, 7tccry,
pipeline from the perspective of the IoT Context-Aware architecture (Figure 1), which
can be depicted as a system of directed and acyclic processing pipelines. These pipelines
begin with data being produced by entities in the Perception Layer, which then progress
through the Data Management Layer. Within this layer, data-relevant attributes can be
verified, necessary data alterations can be performed, and the data itself can be assessed
for consistency with the established data policy. The process ends when the data is con-
sumed by entities within the Intelligent Service Layer. Therefore, we proposed feasible
functional blocks that can be utilized to model discrete stages of data dissemination within
a federated special IoT environment. We identify five core stages in this process: Ingestion,
Verification, Enforcement, Routing, and Delivery, along with two intermediate stages that
pertain to altering operations on data: Transformation and Fusion, one intermediate stage
used to assess data: Assessment, and an intermediate routing stage: Routingjser-

At the beginning of the core pipeline workflow, a producer entity, e, € E,y4, produces
sealed data, dgpg10q € Dsegied, based on the provided payload, payload € Bytes. Following
this, the function, canWrite(ep, dseqted, tunautn) (Formula (8)), is used to verify whether
the producer is allowed to write data to an unauthenticated topic. The aforementioned
establishes the Ingestion stage, where a successful outcome from the canWrite function

dseal ed

indicates that the data can be written to the topic, ——. Consequently, the write operation

unauth

initiates the subsequent stage, Verification.

During the Verification stage, the ingested sealed data is retrieved from the unauthen-
ticated topic by a dedicated microservice capable of verifying this data. More specifically,
the verification function, verifyData, is utilized by a verifier microservice, ms, € MS,.,; Fyr
to validate the authenticity and origin of the sealed data. Based on the outcome of the
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verification, the microservice either writes the verified data to an authenticated topic with
Averified . .
the corresponding dimensions and labels, t—f>, or discards it.
auth
Dissemination pipeline driven by the data policy mtcrv,

8 lares1

Pipelineccty = Delivery o Routing o Enforcement o Routingiys., o Assessment o

o Routinginser © Trans formation o Routing o Enforcement o Verification o Ingestion

Pipeli load) &
ipelineccry (ep, ec, MSy, MSe, MSm, MSa, tynaun, payload) =
A : dseuled c e . dverified
= Ingestion(ep, tynauem, payload) —=== Verification(msy, tynauth, dsealed)
Funauth auth
dverif[ed dmfarced’ . drouted
— Enforcement(mse, tauth, dverified) ROUtlng(mse/ Kactive! s denforced’) -
Equth Kactive! C TT-& inter!
dromed’ . dtmnsformed . drollfed”
; ’ Transformatlon(msmr tinter s drouted’) Routlnginter(msmz dtransformed) ; ’
inter’ inter’
(12)
drouted” assessed . assessed
tmm ? Assessment(msar tinter”rdrouted”) S Routmginter(msardassessed) =
inter’ auth
dassessed d denfmced” . d drouted’”
’ Enforcement(mse, tauths assessed) Routlng(msel Xgctive! s enforced”) ”
Eautn Rgctiver C TT& tdglipgyy
dmuted”’ .
? Delwery(ec, tdeliveryr Arouted )
tdelivery
where:

tunauth € Tunautns taun € Tautns tdelivery € Tdeliveryr tinter's tinter" € Tinter
ep € Eprods €c € Econs, MSp € MSyerify, MSe € MSeyforces MSm, MSq € MSprocess

Once the data have been verified with success, the Enforcement stage begins. Dur-
ing this stage, the policy enforcement microservice, ms, € MS,; forc., serves as an oracle and
handles the policy decision procedure, D 4. The microservice evaluates the payload of the
verified data along with its labels, dy;fieq.headers.policy.labels, to ensure compliance with
the data-related policy, 71,4 , € 11, and its constraints, 77.¢p. As a result of the En forcement
stage, a decision regarding the resulting policy action set is made, &, C 7.2. This
enables the Routing stage to appropriately disseminate verified and policy-enforced data

t tt . enforced
O output topics .
tp p ! Kactive! C TT-&

Consequently, the Routing stage concurrently disseminates the enforced data to de-
livery topics, Tyelivery, and intermediate topics, Ty, based on the stated active action
routed"

set, &,.4iv0r- When considering dissemination to delivery topics, ———, this enables con-
tdelim’ry

sumers, e; € Econs, to read verified and enforced data, d,,,.4, which corresponds to the
Delivery stage. However, prior to this operation, an appropriate access control function,
canRead (ec, dyouteqr, tdelivery) (Formula (9)), is applied to determine whether a consumer is
allowed to read data from the delivery topic.

In contrast, the intermediate stages—namely Fusion, Trans formation, and Assessment—
are managed by dedicated processing microservices along with the intermediate topics

drouted’
4

utilized by these microservices. In this pipeline, - corresponds to the intermediate
inter’!

topic of the first function in the processing sequence, [ffgeect, @ fglm]. For clarity, we have
reduced the number of functional blocks by combining the actions trans form gy, and
assessyyst defined within the data policy into a composed action, compose, FetareOtfaotect” Con-
sequently, the intermediate topic, t;,.,, is utilized by a microservice, msy, € MSprocess, that
applies object detection, ¢ f;.s.;. Notably, this microservice may possess a canReassign ca-
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Enforcement(mse, ta, dyerified)

pability, allowing it to imply changes to data-relevant attributes. If necessary, the chaincode
assignLabelscg is employed. The aforementioned denotes the intermediate stage named
Trans formation.

After the transformation and re-assignment of attributes, the internal routing proce-
dure, route;yter (MSm, dirans formed), Of the intermediate Routing;y,, stage is invoked. Initially,
this procedure updates (increments) the data header value related to the next function index
to be applied, djyaps formea-headers.policy.action.index. Subsequently, the intermediate topic
extraction function, ProcessingTopicg, is utilized with the updated index. Consequently,
the transformed data is written to the extracted intermediate topic with the corresponding

routed”

dimensions and labels, i . In our pipeline, the updated index corresponds to the

inter”

trustworthiness assessment function, af,j,., which is applied within the Assessment stage.

The intermediate dissemination process continues until all designated processing

functions have been applied. Ultimately, the final processing microservice—last in the

sequence of functions, ms; € MSprocess—writes the data to the corresponding authenticated
assessed

topic class, —=. At this point, the policy enforcement microservice evaluates whether
auth

the modified data payload adheres to the established policy constraints, subsequently
determining the necessary actions once again, a,.,.#. In our example, the second set of

. . . . . . . d 1"
actions indicates a write operation to the delivery topic, —2%.

Edel ivery

Core Stage: Enforcement

dcnforced = dveyified
-

Routing(mse, & etive, d
oy C T g(mse, dactives enforced)

Vms, € Msenfarcerv‘iverified € Dseated, Vta € Tautn

Enforcement(mse, ta, dverified) £ (idle(ms,) = T A canRead(ms,, doerifiedr ta) = T) =

(13)

- Vead(tﬂ/ dverified) =T = D.A(dverified> = (d‘luerfied/aﬂcti?}e) = let denforced = d'/()erified in

route(mse, A actives denforced)

The Formula (13) outlines the Enforcement stage. Whenever the enforcement mi-
croservice, mse € MS,; force, 18 idle and can read verified data from the authenticated topic,
canRead(mse, dyerified, ta), then data is read, read(ts, dyerifiea)- This implies the execution of
the decision procedure, D 4(dyyi fied) (Formula (5)), to state the resulting subset of policy
actions, a,.ipe. Therefore, the microservice evaluates the payload of the verified data,
dyerified-payload, along with its associated labels, dy;ifieq-headers.policy.labels, to ensure
compliance with the data policy, 77;4,, € I, and its constraints, 77;4 ,,.¢. Successful execution
of the decision procedure invokes the route procedure, route(ms,, ®actives denforced ), Which
requires as input the active action subset, a,+iye, along with the verified and sealed data that
have already been enforced. Essentially, the route procedure denotes the Routing stage.

The Formula (14) outlines the core Routing stage, during which the route procedure,
route(mse, ®actives Aen fmed), facilitates a flexible policy enforcement mechanism that allows
for multiple concurrent actions, specifically enabling simultaneous dissemination to var-
ious output topics. The routing procedure is defined by several conditional statements
that consider the action category, Type 4(action). Two primary statements address the
write and discard action categories. If the condition for the former is met, the function
Topicsg : A — P(T), extracts the delivery topics from the action definition, after which
data is written to the specified delivery topic or group of topics. Conversely, if the lat-
ter condition is satisfied, the data is discarded, discard(action, t,,d,, fom,d). In addition to
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these categories, there is also a log action category and a set of data processing actions,
{trans form, fusion, assess, compose}, that refers to intermediate processing stages.

Notably, we specified that each microservice is limited to employing a single pro-
cessing function. In addition, the enforced action can represent a chained sequence of
processing functions, such as dyansformed = OffGTF(“ﬁwtm) tf(d), which involves the ap-
plication of multiple processing (transformation) microservices. To effectively manage
this chained processing scenario, we proposed an intermediate topic extraction function,
ProcessingTopicg : P(PF) x Ny — T. This function accepts an ordered sequence of pro-
cessing functions, pfoginea = [pfi,---,pfj] C P(PF), along with an index (position),
index € Ni, which denotes the next function to be applied in this specific sequence.

In the Routing stage, the index is always set to one, k = 1. This indicates the extraction
of the first intermediate topic, ti,ser € Tinter, that will be used to process the data. Conse-
quently, the write access control function is invoked, canWrite(mse, dyoutedr, tinter)- 1f the
enforcement microservice is allowed to write to the derived topic, then the data headers as-
sociated with the processing chain are initialized. The processing sequence is assigned to the
data, d o, 04 .headers.policy.action.p fepained < Pfehained, and the actual index of the process-
ing function is set to first function in this sequence, d,,, ;.4 .headers.policy.action.index < 1.
Subsequently, the data is written to the intermediate topic, write(tinser, doutedr )-

Core Stage: Routing

Routing(mse, &gctive, denforced)

Vagetive C A, \V/denforced € Dseated, Vta € Taupn, Yms,e € Msenforce :

. A .
Routing(ms,, D‘activerdenforced) = route(mse, &gctives denforced) = Vaction € tgctive

where:

Topicsg (action) = topics C Taetjvery == if Type 4 (action) = write
= Vgelivery € topics :
canWrite(mse, dyouteqs, telivery) = T =
= write(taetivery, droutear) = T

log(action, denforced) if Type 4 (action) = log
(14)
discard(action, ta, dey forced) if Type 4 (action) = discard
let pfenained = action.p fepained < P(PF) in if Type 4 (action) € {transform,
ProcessingTopicg (pfenaineds 1) = tinter = fusion, assess, compose}

Canwrite(mserdrouted’/ tinter) =1 =
= d,oyteqr headers.policy.action.index <— 1 A
N drouted/-headers'pOZiCy'aCtion'Pfchained — pfchained ==

— write(tinterrdrouted’) =T

Arouted’ = enforced, Topicsg : A — P(T), ProcessingTopicg : P(PF) x Ny — T

Formula (15) outlines a generic definition of a functional block applicable to all three in-
termediate processing stages: Trans formation, Fusion, and Assessment. Whenever the pro-
cessing microservice, MSproc € MSpmcgss, is idle and able to read from the intermediate
topic, canRead (msproc, drouted, tinter), it proceeds to read the enforced data. This implies the
execution of the processing procedure, process(dyoyted, P factua), Which applies the actual
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processing function, pf,.,. € PF, to the relevant data, d,,,.4, based on the data’s action
index, index,f, . =~ = dyoyteq-headers.policy.action.index. As a result, the processed data,

dprocessed, along with the proposed data-relevant attributes, A, ,» are returned. If the

processe
label tuple, A; . ., prior to processing does not match the proposed tuple, the assignLabels
procedure is employed to re-assign labels. Moreover, the use of chaincode assignLabelscs
ensures that any changes to data labels are adequately audited within the DLT. Subse-
quently, the internal routing procedure, route;use, (15 proc, Atrans formed), is initiated, even if

the label tuples are the same.

Intermediate Stage: Generic Processing—Transformation, Fusion, Assessment

vms;oroc € Msprocesm Vdrouted € Dseateds Vtinter € Tinter :

Trans formation(msproc, tinter, Arouted)

. N
Fusion(msproc, tinters Arouted ) = idle(msproc) = T

Assessment(msproc/ tinters drouted) A

canRead(msproc, Arouteds tinter) = T =

= read(tinter/ drouted) =T = process(droutedr Pfuctual) = (dprocessed/ )\dpmgssfd) =

where:

index

pfactual

assignLabels (dprocessedr /\dpmfssed) = dprocessed’ = if Admmd # A (15)

processed

= T0UlCyter (mspram dprocessed’ )

routeinser (MSproc, dprocessed) otherwise

= dyouteq-headers.policy.action.index

Pfactual = Aroutea-headers.policy.action.pfepainealindexys, 1

Formula (16) defines the intermediate routing stage, denoted as Routing;s.,, dur-
ing which the internal routing procedure, route;,so, (mspmd, d pmessed), is invoked. This pro-
cedure controls and coordinates the execution of sequenced processing functions, pf.ain,
resulting in the dissemination of processed data to either the authenticated topic class,
Touwm, or to the intermediate class, Tjr. Initially, the procedure verifies the cardinality
constraint by comparing the number of elements in the sequenced processing set against
the actual index value assigned to the processed data, |pfoain| = index,s,, . If both
values match, it indicates that there are no pending processing functions, allowing the
data to be written to the corresponding authenticated topic. Notably, the label dimen-
sions and label tuples are compared, Matchy (T;,,;., L (ta), dprocessed), and the access control
function, canWrite(msproc, dprocesseds ta) is executed. If these conditions are satisfied, pro-
cessed data is subsequently written, write(ta,dpmcessed). Conversely, if the cardinality
constraint is not met, the actual action index for the data is updated (incremented by one),
Aprocessed-headers.policy.action.index = index,r .+ 1. The intermediate topic extraction
function, ProcessingTopicg (P fenain, indexy,,.,), is then employed with the updated index.
Consequently, the processed data is disseminated to the intermediate topic extracted,

write(tinterr dprocessed)'
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Intermediate Stage: Routingiyser

Routingipter (msproc/ dprocessed)

Vmspmc S Msprocesm Vdprocessed € Dsealed :
. N
RO”tlnginter(msprom dprocessed) = routejyter (mslﬂroc’dpmcess"d) =
3ta € Toum : MatChL(T%ctive,L(ta)/dprocessed) =T = if [P fenain| = indexpfactual
= canWrite(mSpmc, dprocessedr ta) =T i
- write(tu/ dprocessed =T

Aprocessed-Neaders.policy.action.index < indexy,r . =  otherwise

next

= ProcessingTopice (P fehain, indexpfmt) = tinter —>
= canWrite(msproc, dprocesseds tinter) = T =

— wTitE(tinter/ dprocessed) =T
where:
ProcessingTopicg : P(PF) X Ny = T, pfenain = deCESSEd'headers'pOZicy'aCtion'prhmmd

indexyf . = dprocessed-Neaders.policy.action.index, indexyy, . = indexys - +1

nexi

6. Instantiation Example of the IFC Components

In this section, we have refined our novel multi-layered framework [9], where we
proposed a deployment of IFC components that facilitate policy-supported contextual
dissemination of data. Our improvement mainly utilizes technologies and components
that already have been provided within our solution, which requires low re-engineering
effort. Notably, a new integrated technology is the Open Policy Agent [11], which functions
as a part of the PEP component, and will be the subject of the further experimental studies.

6.1. Overview

Before exploring the indicated extension, we briefly describe the overall architecture
of our framework. Figure 3 depicts the system’s overall structure for a federation com-
prising two organizations: Orgl and Org2. At the Data Queue layer, we have deployed
the Apache Kafka stream-processing platform [27], while the Data Schema layer utilizes
Schema Registry [28]. For the Distributed Ledger layer, we selected the Hyperledger Fabric
solution [29]. In the Streams Microservice layer, we have implemented two of the same
streams processing logic, employing the Kafka Streams API library in Java [30] and the
Sarama library in Go [31]. Finally, at the Policy Enforcement layer, we have deployed a
history- and precedence-aware OPA engine that evaluates flows based on data policies
written in the Rego language [32]. Essentially, our pluggable architecture consists of the
following layers:

®  Data Scheme Layer: Structurally and semantically determines the fields of data flows
(streams) that any entity within the federation environment may encounter while
processing streams. It serves as a necessary prerequisite for correct interpretation and
policy-driven dissemination of data;

*  Policy Enforcement Layer: Evaluates data streams and delineates their dissemination,
determining the applicable actions for a given stream based on its payload, schema,
context, and provenance;

*  Publisher Layer: Encompasses entities that generate data streams in accordance with
established data policies, while also facilitating data-centric protection of these streams
through a sealing process;
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Subscriber Layer: Comprises authenticated entities that consume verified, policy-
enforced data streams from the Data Queue layer;

Streams Microservice Layer: Verifies the sealed data streams originating from the Pub-
lisher layer and enforces (routes) policy actions, such as write or discard, as well as
executing stream processing tasks, including enrichment;

Data Queue Layer: Consists of distributed queues that acquire, merge, store, and repli-
cate data streams from the Publisher layer, thereby making them accessible to both the
Subscriber and Streams Microservice layers;

Distributed Ledger Layer: Enables the interchangeable deployment of various DLTs,
which reliably maintain a comprehensive dataset of all registered data policies, data
schemas, and entity identities within the federation’s organizations. In addition, it
may retain information on entity trust, data quality, and environmental context, all of
which inform policy-driven data dissemination;

Fingerprint Enrichment Layer: Supports connectionless protocols such as UDP via a
protocol forwarder that converts data into connection-oriented formats such as TCP.
Furthermore, it enables behavior-based authentication for entities by gathering various
features, including network and radio characteristics;

Communication Layer: Connects the various layers of the framework to the distributed
ledger via a hardware-software IoT gateway;

Device Maintain Layer: Manages entity registration and establishes entity identity
through fingerprinting methods, in addition to uploading the necessary data policies
pertinent to each entity.

In light of the aforementioned layers, we now provide a general description of how our

framework integrates with the IFC components identified in Section 3. Notably, our deploy-

ment supports data message level granularity, utilizing the headers element of the Kafka

structure record to associate policy labels with a data message (its payload). Furthermore,

the Data Queue, in conjunction with the Streams Microservice layer, facilitates a mechanism

for concurrent (multi-topic) data stream dissemination enforced by the outcomes stated

by the Policy Enforcement layer. In this context, we have utilized the OPA engine, which

operates at the data message-part level, alongside enforcement microservices, to facilitate

history-aware decision-making and support policy-driven contextual evaluation of data

payloads. Additionally, data policies and the dependencies defined in our formal model

are stored reliably and redundantly within the Distributed Ledger layer.
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Figure 3. Proposed framework general overview.
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Policy Specification Module and Labeling Management Component

The Distributed Ledger layer is incorporated for tasks related to Labeling Management
and Policy Specification, allowing for the application and dynamic modification of various
label dimensions expressiveness. Furthermore, this layer facilitates the definition and ap-
proval of data policy constraints and required actions within heterogeneous and evolving
environments. In addition, its decentralized nature enhances resilience against various
D4M attacks, while also minimizing the risk of the benevolent developer by separating the
data pane and policy logic from the core application functionality. Finally, the use of a con-
sensus protocol enforces that any policy change is approved among all involved parties,
with chaincodes enabling these changes to be implemented consistently and procedurally.

Labeling Endpoint

The record (message) is the atomic data unit processed and disseminated by the Data
Queue and Streams Microservice layer. Conceptually, a Kafka message is structured with a
key, value, timestamp, and optional headers. Consequently, these headers can be utilized
to store relevant attributes that facilitate security, reliability, and contextual dissemination
mechanisms. Within our framework, the entities of the Publisher layer are responsible for
producing data in accordance with context-aware policy constraints, where the appropriate
label tuples can be stored in the message headers. Additionally, the role of the Labeling
Endpoint component may also be assigned to microservices that possess the canReassign
capability and operate within the Streams Microservice layer. Notably, any re-assignment
of attributes necessitates the use of a dedicated chaincode, which ensures that modifications
of record labels are thoroughly audited within the Distributed Ledger layer.

Tracking Engine

Logically, Kafka messages are organized into sequenced structures referred as topics
(logs), where the set of messages with identical keys creates a logical subset of a topic
named partition. Physically, messages are grouped and stored on disk as log segments,
where a subset of segments makes up a logical partition, and a set of related partitions
composes a topic. With regard to the Tracking Engine component, our Data Queue layer
enables single data message level granularity, where data is isolated on topics, and all
topic partitions are distributed over Kafka cluster brokers and can be replicated to enable
message resilience.

Furthermore, within our framework, the Kafka topic enables the communication mech-
anism utilized by entities from the moment of data production, through verification of its
origin, enforcement of data policies, and any subsequent processing, until the delivery mo-
ment when the data is consumed. To write to or read from these topics, entities must specify
unique names of these topics. Therefore, a sensible naming convention must be employed,
and we proposed the following convention, topicClass.(dimension.value)*, and five gen-
eral topic class prefixes (topicClass): unauth.x, auth.x, inter.x, stats.x, delivery.x, where
the suffix (dimension.value)™ denotes one or more dimension—value pairs determined

by the mapping T; .. 1. This distinction for the prefix and suffix of the name is essential,

in order to define aacnng handle entity access and authorization using Access Control Lists
(ACLs). Notably, the Kafka technology has built-in components and mechanisms, where
ACLs (mapping ET) can be defined and enforced to specify which entities can access a
specific topic and the operations they can perform on that resource, such as the READ and
WRITE operation. Accordingly, the topicClass prefix serves as the general prefix-based rule,
which governs all topics within a class regardless of their suffix. For example, the topic

name delivery.secrecy.con fidential.category.vehicles.trustworthiness.high comprises three
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label dimensions: secrecy, category, and trustworthiness, and below, the Kafka ACL rule
can be defined for a whole delivery class:

kafka-acls --bootstrap-server localhost:9092 --allow-principal User:*
--add --operation Read --topic delivery. --resource-pattern-type prefixed

Notably, for bounded (or continuous) dimensions, we applied a fixed, human-readable
value name that encodes a bounded range; for instance, high for bound (0.75,1.00], or any
for bound [0.00, 1.00]. However, this discretization does not reduce the active dimension
space—for dimensions that are continuous or bounded, a precise float value may still be
carried in the message header. Simultaneously, a discrete suffix reduces the number of
topics that must be managed and acts as a coarse sorting mechanism over the bounded
dimension space, enabling consumers to subscribe selectively to topics by range without
inspecting individual messages.

Lastly, to implement a mechanism for data dissemination (routing) to multiple concur-
rent topics based on the defined policy active action subset, &,.+iy., we employed the Kafka
Streams Processor API’s context.forward() method in conjunction with a functional interface
TopicNameExtractor. This method is executed for each specified action using the input record
(evaluated data), where each invocation implies the extraction of the destination topic’s
name (TopicNameExtractor), subsequently allowing the data to be routed.

Policy Enforcement Point

The Open Policy Agent is an open-source, domain-agnostic engine that works at the
data message-part level, alongside enforcement microservices. The OPA engine evaluates
the input data against context-aware constraints to determine decisions (actions). An exam-
ple of a policy definition, along with the corresponding input payload and engine result,
is illustrated in Figure 4. Policy definitions are written using a high-level declarative lan-
guage called Rego, which facilitates various fine-grained algebraic and logical expressions.
Furthermore, it supports built-in functions suited for miscellaneous use cases. In addition
to the native built-in categories—such as comparison, regex, and encoding—the OPA archi-
tecture allows for the registration of custom-built functions developed in Go, including a
built-in that computes Shannon entropy. Moreover, the evaluation process can be context-
aware and enhanced with external data that provides up-to-date insights into specific
environmental attributes, e.g., dynamic cardinality of data flows within specific categories
used as the threshold. Delving deeper, the outcomes of evaluations can be represented as
comprehensive data structures that extend beyond simple allow or deny actions.

It is essential to highlight that although the OPA engine does not feature a built-in
deconfliction primitive, our Rego policies have been thoughtfully defined to incorporate
a deconfliction process that is both history- and precedence-aware. As a result, based
on our generic policy, the engine is able to accurately state the union of actions permit-
ted by satisfied constraints and those required due to constraint violations, denoted as
Xeonstraints = & Ua™. Any overlap or conflict within acossrainss is deliberately left unre-
solved at this stage. Instead, conflicts are addressed through a dedicated deconfliction
process defined within the Rego policy itself, executed by the OPA engine to exclude actions
that have already been satisfied according to the recorded history and that conflict due to
precedence relations. Therefore, there is no necessity to implement a custom unified actions
deconfliction mechanism within the process() method of the Kafka Streams Processor API;
the Kafka Streams microservice simply utilizes the &, returned by the OPA engine to
enforce dissemination actions.
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‘ Rego Playground Eemplesv | Rego(vi) ¥

package data.pipeline
default is_encrypted := false
is_encrypted if {

input.headers.entropy_score >= data.entropy_threshold

allow_write if {

Options ¥

"headers": {
"entropy_score": 4.1823,
"payload_size_bytes": 46,
"timestamp": "2026-05-24T10:00:00Z

"data": "Hello world of entropy!"
4 »

not is_encrypted
}

{ |
next_state := "write_enc" if { allow_write } "entropy_threshold” : 7.5 '
next_state := "discard" if { not allow_write } |
reason := "Payload is unencrypted" if { allow_write }

L "allow_write": true, 9
decision := { "decision": {

"allow_write": allow_write, "allow_write": true,

"is_encrypted”:  is_encrypted, "entropy_score": 4.1823,

"entropy_score": input.headers.entropy_score, "is_encrypted”: false,

"next_state”: next_state, "next_state": "write_enc",

reason™: reason, "reason": "Payload is unencryp

} Y

"is_encrypted": false,
"next_state": "write_enc",
"reason”: "Payload is unencrypted”

< »

© 2026 Open Policy Agent contributors. (=) OPA Slack OPA v1.16.0, Regal v0.39.0

Figure 4. Rego policy example.

Audit and Logging Component

The Kafka State Stores within the Streams Microservice layer have the capability
to collect IFC-relevant events, providing valuable insights for the Audit and Logging
component. These analytics can be processed by non-human interfaces, such as machine
learning engines, and integrated with the Distributed Ledger layer for the purpose of policy
tuning. Essentially, the State Store is an in-memory or persistent disk-resident key-value
table backed by a dedicated Kafka topic, while ensuring Kafka’s security and resiliency
properties include a durability guarantee. Moreover, it supports microservices for the
storage and retrieval of their intermediate results, allows for interactive read-only queries
by the external applications, and facilitates the microservice state restoration mechanism.

6.2. Resource-Constrained Setup Benchmarking

In our previous research [9], we conducted performance studies (benchmarks) on
various processing systems (Streams Microservice layer), data dissemination systems (Data
Queue layer), and distributed ledger systems (Ledger layer). Moreover, we explored
the Computing Continuum concept, which involves relocating the ledger peer from the
Cloud to the Fog location. In these benchmarks, we assessed several key metrics: latency,
throughput, resource usage (both CPU and RAM), and power consumption. To facili-
tate this evaluation, we established two configurations: an AWS cloud setup where we
measured average data consumption times within a Kafka Streams-based microservice
pipeline, emphasizing audiovisual stream processing and overall system stability; and
a configuration on resource-constrained devices (Raspberry Pi), where we focused on
measuring the duration of the most time-consuming operations within the microservices.
Furthermore, we conducted a comparative analysis of latency performance between Java
(Kafka Streams) and Go (Sarama) implementations, concentrating on two distinct latency
metrics: event-time latency and processing-time latency. Event-time latency refers to the
interval between the timestamp assigned to an input message by the producer and the
point at which the system under test (SUT) generates an output message. Conversely,
processing-time latency indicates the duration between the SUT ingesting (reading) an
input message and the generation of an output message.

In this article, we benchmark the processing-time latency for the OPA decision engine,
a crucial component of the Policy Enforcement layer. To achieve this, we made slight
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modifications to our resource-constrained setup (Table 3 and Figure 5) and proposed two
deployment configurations for the OPA engine: (i) co-locating it with the enforcement
microservice within the Fog Processing layer, and (ii) deploying it on separate devices,
with the OPA engine relocated to the Cloud Processing layer to simulate network overhead
and communication through an IoT gateway (Comms layer).

Notably, our benchmarks focused solely on the enforcement microservice implemented
in Java, which communicates with the decision engine via the HTTP API. Future work will
include benchmarking a Go-based microservice that integrates the OPA engine as a library.
Additionally, we take into consideration our earlier findings related to Java’s just-in-time
dynamic compilation, which can lead to variability in internal operation latencies during
the initial execution phase, referred to as the warm-up state.

Table 3. An overview of the Raspberry Pi device-based environment components.

Framework Layer

Hardware/Software Component Description

Communication

At the Tactical level (unit area of responsibility,
Gigabit switch and an IEEE 802.11 router AoR), three zones (subunit command posts) were
designated to simulate geographical distances.

Publishers/Subscribers

Three RPi3 (CPU: 1.4 GHz Arm Cortex A53 and Devices were deployed at each subunit AoR to be
Memory: 1 GiB) used as producers and consumers.

Data Queue

Cluster was deployed in the edge processing
location. Furthermore, each broker was configured
with a single partition and a replication factor

Cluster of the Apache Kafka that consist three
brokers: RPi5 devices (CPU: 2.4 GHz Arm Cortex
A76 and Memory: 8 GiB)

of three.
Two different devices: RPi5 (CPU: 2.4 GHz Arm Resource-constrained device was used to test Java
Streams Microservice Cortex A76 and Memory: 8 GiB), and SLap (CPU:  microservices. The SLap platform was deployed
3.3 GHz i5-12450H and Memory: 16 GB) as a reference benchmark.

Policy Enforcement

Resource-constrained device was used to test OPA
Same resources as for Streams Microservice layer.  decision engine. The SLap platform was deployed
as a reference benchmark.

Hyperledger Fabric Blockchain Network (ver. 2.2) Ledger peers were deployed on a server using

Distributed Ledger with two nodes (peers) per organization: VMs virtualization technology (data centers processing
(vCPU: 2 and Memory: 2 GiB) location).
/" Tactical level (Unit Area of Responsiblity) I ,Operational & Strategic level I
Edge Processing I ﬂ:og Processing I Cloud Processing
Publishers/Subscribers layer Data Queue layer Streams Microservice layer Comms Layer Distributed Ledger layer
Subunit AoR Command Post | {Hyperledger Fabric)
1 Kafka Cluster Policy Enforcement layer BloekehaniNCvCTK
[ ]
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Figure 5. An overview of the Raspberry Pi device-based environment.
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To assess the performance of the OPA engine and the enforcement microservice,
we implemented a real-time monitoring stack that leverages the node exporter service,
Prometheus, and Grafana. This setup facilitates the tracking of device resource utilization
during benchmark tests and helps identify potential anomalies. The stack accumulates
a comprehensive array of hardware- and OS-level metrics, including RAM, 1/0 disk,
and CPU usage. Additionally, we utilized the revision-agnostic tool vcgencmd on the
RPi5 platform to monitor throttling events, temperature, and power consumption. This
monitoring is essential for detecting issues that may impair CPU instructions per clock,
which could negatively impact the execution of both the microservice and the OPA engine.

Latency results presented below are averaged from 10 launches of the microservice and
OPA engine. We employed the following metrics: average, average absolute deviation, mini-
mum, population standard deviation, and percentiles p90, p95, and p99. These metrics were
derived from HTTP request-response latencies collected from four distinct sources: the OPA
engine service logs; the OPA engine’s HTTP endpoint exposed for Prometheus, specifically
the http_request_duration_seconds_bucket endpoint; the enforcement microservice it-
self, using the Java System.nanoTime () method to measure the time interval required to
receive a decision from the OPA engine, opaClient.evaluate(policyId, opalnput);and
from a curl-based load-generation tool. We planned the following benchmark scenarios:

*  Scenario I (Isolated): involves a single-threaded, isolated evaluation of our generic
deconfliction policy’s cost, excluding any overhead from the OPA server engine. We
utilize native measurement tools such as opa bench and opa eval --profile, which
are detailed in the official documentation [11] regarding the high performance of OPA
policy decisions. These tools enable us to characterize the algorithmic behavior of the
policy and identify latency bottlenecks, particularly concerning early exits and data-
and size-dependent rules, such as some h in input.history. We acknowledge that
these factors may impact OPA’s decision-making latency. To address this, we plan
to parametrize the history element by its size (n € {0, 1, 100, 1000, 10,000, 100,000}),
shape (array O(n) versus object O(1)), and composition, including both representative
and adversarial (worst-case) scenarios, where every history element fails to match the
policy action set, thus requiring traversal of the entire history.

®  Scenario II (Shared): introduces the OPA decision engine server and the enforcement
microservice, alongside the associated network and data serialization overhead. Both
services operate on the same hardware under test conditions.

6.3. Results

Scenario I (Isolated)

Our primary objective was to assess how the structure of the history representation
influences the processing-time latency. The results clearly demonstrate a significant ar-
chitectural distinction: the key-object (map) representation of history, which allows for
O(1) lookup, remains unaffected by the size of adversarial history. In contrast, the array
representation, characterized by an O(#n) traversal cost, shows a nearly linear increase in
latency as history size escalates. For the array implementation under adversarial conditions,
latency soared to 5.83 ms with 1000 elements and reached 47.6 ms with 10,000 elements—a
growth trend that, if unaddressed, could leave the decision engine susceptible to denial-
of-service attacks from either crafted or organically large inputs. In light of these findings,
we have adopted the key-object history structure as the default representation for all
subsequent benchmarks.

Using the opa eval --profile command on the Raspberry Pi 5, we focused on the
timer_rego_query_eval_ns metric, which directly relates to policy decision latency, as it
measures only the query evaluation against the in-memory data store. With the key-object
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structure, evaluation latency remained largely unaffected by the size of the history. We
observed a minimum latency of 0.66 ms, an average latency of 0.86 ms, and a 90th percentile
latency of 1.62 ms. To further distinguish the steady-state evaluation cost from one-time
preparation overhead—which includes data loading, parsing, and compilation—we also
employed opa bench, which repeatedly evaluates a single query along its most efficient
execution path. In this benchmark, latency again proved insensitive to history size, yielding
a minimum latency of 0.25 ms, an average latency of 0.32 ms, a p90 of 0.35 ms, and a
standard deviation of approximately 0.013 ms. Taken together, these two tools indicate
that, once compiled, the key-object-based deconfliction policy imposes a small and highly
predictable per-decision evaluation cost, largely decoupled from the volume of historical
data being reasoned over.

Scenario II (Shared)

Building on the previously mentioned findings, we focused Scenario II on the key-
object history structure and limited the adversarial history size to 10 elements, which we
deemed representative of realistic operational deconfliction contexts. For each test iteration,
1000 HTTP requests containing this adversarial history were sent to the OPA engine. First,
we established reference latencies using a curl-based load-generation tool that concurrently
captured three latency sources outlined in our methodology: tool-observed latency, OPA
server logs, and Prometheus histogram data.

With up to three concurrent queries, the curl tool recorded a p90 latency of 2.69 ms,
while the OPA server logs indicated a p90 of 1.72 ms. Prometheus-based resource monitor-
ing confirmed that the OPA engine remained stable even with up to six concurrent requests
(Figure 6). At this increased concurrency level, latency experienced a corresponding rise:
the server-log p90 increased to 4.05 ms, while the curl-tool p90 escalated to 7.74 ms.

HTTP Request Duration Over a Time Window
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Figure 6. Grafana monitoring—OPA engine benchmarking (* denotes a non-null field value).

Subsequently, we conducted measurements using our Java-based enforcement mi-
croservice as the OPA client, operating under a single-producer workload. The microservice
recorded an average HTTP API response latency of 1.67 ms (with an average deviation of
0.26 ms), a minimum latency of 1.23 ms, and a p90 latency of 2.30 ms. These results align
closely with, and are slightly higher than, the curl-based reference measurements taken
under similar load conditions (p90: 1.62 ms via the tool, 1.09 ms via server logs, and 2.03 ms
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via Prometheus), indicating that the additional latency introduced by the Java HTTP client
and the serialization process is modest.

Regarding power and thermal behavior, the RPi 5 exhibited stable power consumption
during OPA decision processing, averaging 4.15 W with a p90 of 5.46 W. The device’s
temperature remained at or below 60 °C, with no instances of thermal throttling observed
throughout any of the benchmark runs. This indicates that the platform operated comfort-
ably within its safe operating range, even under sustained decision-evaluation loads.

7. Threat Model

In this section, we present a threat model for the proposed Fed M structure. The policy-
driven data dissemination framework operates within federated environments in which
processed data often include sensitive information. Accordingly, unauthorized disclosure
or manipulation of such data may expose network participants to significant material,
operational, or reputational risks.

The primary objectives of attackers in federated IoT ecosystems generally include
stealing or forging data through compromised IoT devices, disrupting the communication
layer, or utilizing these devices to launch D4M attacks that hinder access to federated
services. While the types of attacks relevant to federated IoT networks largely align
with those found in non-federated networks, it is crucial to differentiate adversaries that
originate from organizations other than the owner of the targeted devices or services.
These adversaries typically have access rights that are greater than those of a fully external
attacker but fewer than those of a member of the owning organization.

In our earlier work [9], we conducted a high-level security risk assessment that ad-
dressed multiple security and reliability threats spanning the application, network, and per-
ception layers of the dissemination framework. In this article, we focus specifically on
three threats: implicit flows, the benevolent developer, and the behavior of the distributed
ledger under degraded network conditions. Our threat model delineates the adversary’s
capabilities, the trust boundaries between entities, and the assumptions under which each
security guarantee is valid. Consequently, we identify the following key groups of actors
within our threat model:

e Authenticated, policy-compliant entities, E, operating within their assigned capabili-
ties, Ecaps;

*  Enforcement microservices that concurrently execute the decision procedure, D 4,
treated as a trusted, tamper-resistant oracle, whose output is exclusively bounded by
selected policy a,ctive C Tig o8

*  Peers (nodes) of the distributed ledger, DL.P, are assumed to be Byzantine fault-tolerant
under the underlying consensus protocol, provided that fewer than one-third of the
federation nodes are compromised, p < |DL.P|/3. Additionally, the data channels, DL.CH,
are responsible for maintaining the policies, I'l, data schemas, S, parameter contexts, ®,
and entity fingerprints, FID, as well as the audited transactions, DL.TX;

*  The policy author, instantiated as the benevolent developer, who is assumed honest
but potentially careless in policy authorship;

¢  External adversary who cannot break the cryptographic primitives underlying entity
authentication;

* Internal attacker—such as a compromised device—who cannot forge valid entity
fingerprints, FID, under the assumption that both the ledger channels, DL.CH and
transaction logs, DL.TX, remain uncompromised.

The aforementioned delineates the boundaries between trusted and potentially ad-
versarial components and provides the foundation for the subsequent analysis of implicit
flows, policy authoring risks, and ledger resilience under degraded connectivity.

https://doi.org/10.3390/ electronics15153407


https://doi.org/10.3390/electronics15153407

Electronics 2026, 15, 3407

42 of 51

Implicit Flows

We define an implicit flow as any transfer of a data element, ,d € D, to an entity, e € E,
that occurs without a corresponding action in &, that explicitly enforces it. The Policy-
based Data Flow Preservation Theorem 1 directly addresses this threat: because our decision
procedure, D 4, is deterministic (Lemma 3) and terminates (Lemma 4), and restricts its
output to the action subset defined by the selected policy, a;ctive € 7jg0.¢ (Lemma 2),
any flow of d to e that cannot be traced back to a specific action in &,y is, by definition,
excluded from the model’s execution space. This guarantee holds under the assumption
that all data movement between entities occurs solely through the topic primitive, t € T,
which is structured across the four topic classes Tyuauth, Tauth, Tinter, and Telivery- Access to
these topics is governed by the global guard mechanism, G, and function, canRead (e, d, t),
which are contingent upon the existence of a mapping Er. By design, access to topics
outside this mapping is excluded from the model, and any information flows through
such paths do not qualify as implicit flows within the model’s scope but rather represent
boundary conditions for Theorem 1. Finally, we explicitly assert that the guarantee against
implicit flows does not extend to covert channels Et.

Benevolent Developer

Unlike the malicious insider, the benevolent developer threat stems from unintentional
policy misconfigurations rather than deliberate misuse. This is based on the assumption
that the developer has legitimate authority to author and version policies 7, € IT along
with all associated structural elements, including the schema binding, the parameter
contexts 77,4 ,.0 C O, the label tuple scope 71,4 ,.A € L, and the constraint set, 77,4 ;.5 C Ps.
Consequently, the attack surface is limited to structurally or semantically flawed definitions
of these elements, rather than to unauthorized system access.

Our model addresses this threat through three complementary mechanisms. First,
the properties of precedence relations, the general discard invariant, and deconfliction
completeness collectively reject structurally invalid policies prior to deployment. This
includes the detection of malformed precedence relations and unresolved action conflicts,
regardless of whether the flaw was intentional. Second, the context parameter that is
admissibility invariant ensures that parameters selected from the canonical federation
dimension value space, Ljj;,,, are formally constrained by this dimension’s value space.
Third, the schema-policy binding relation is registered within a distributed ledger and is
subject to auditing, DL.TX. This registration enables the detection of incorrect schema
bindings—such as those that misalign constraints against an unintended field vocabulary or
misencoded label tuples—during ledger audits before enforcement takes place. Addition-
ally, explicit policy versioning allows for the identification and suppression of erroneous
policy definitions without disrupting the historical record of enforcement decisions made
under those definitions.

Notably, these mechanisms effectively mitigate both detectable structural errors and
a subset of semantic misconfigurations; they do not resolve cases where semantically
valid policies misrepresent the author’s intended meaning within the formal boundaries.
For example, a misspecified label tuple value in parameter contexts could inadvertently
permit unintended data elements to be written, even while the data policy remains struc-
turally well-formed.

Distributed ledger under degraded conditions

The distributed ledger DL serves as the authoritative registry for all structural el-
ements utilized by the enforcement microservice, such as policies, I1, data schemas, S,
parameter contexts, ®@. We assume that under degraded network conditions—such as
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network partitions or temporary disconnects—the enforcement microservice continues to
operate with data policies and schemas stored locally (cached). This cache is populated
upon the first successful retrieval of the selected data policy from a ledger node. We con-
sider that this caching mechanism may also be integrated with ledger chaincode execution,
for instance, during the registration of a new data policy.

Importantly, this design embodies a deliberate trade-off between availability and
consistency. In essence, the model prioritizes continued enforcement—even based on
potentially outdated data policies—over halting the dissemination process during periods
of network degradation, rather than ensuring strong consistency of the policy state across
the federation at all times.

A related threat arises within the verification mechanism, where entity identities
must be safeguarded while remaining enforceable. In our previous work, we introduced
the Computing Continuum Concept, positioning a ledger node at the tactical level [9].
This node must be secured and, under degraded conditions, should only contain the
identities of entities operating within its vicinity. Consequently, asset transfers between
federated organizations may be restricted under such circumstances, as the necessary
identity and policy information might not be accessible beyond the local tactical domain.
This limitation aligns with the availability-oriented design of the ledger: while the system
remains operational locally, cross-domain operations reliant on current identity and policy
data may face temporary constraints.

8. Formal Verification and Assessment

In Section 4, we outlined our formal model for Secure and Context-Based Data Dis-
semination in Federated Special IoT Environments (referred to as Fed M), along with the
Policy-based Data Flow Preservation Theorem proofed by four lemmas. We established
that our policy enforcement procedure (Formula (5)) is both deterministic and terminating,
facilitating the evolution of the resulting policy actions, & ¢y, through awareness of history
and precedence. To strengthen confidence in the correctness of the Fed M model and the
Flow Preservation Theorem, we conducted formal verification using the P framework [12].
We represented the primitive elements of our model as communicating state machines that
disseminate asynchronous events illustrated in Figure 7, thereby framing the FedM as a
distributed system (P-model) that executes each stage of the policy enforcement procedure
shown in Figure 8, including steps such as policy fetching (FetchingPolicyStep), union of
constraint actions (UnionActionsGathering), and the deconfliction step (Deconfliction).
At the same time, we observed and ensured the preservation of the properties established
by Lemmas 1-4 (Table 4).

Table 4. Liveness and safety properties.

Type Name Monitors Description
. Every produced and verified message is
1i A11M AreHandledbyPEP Implicit fl
iveness essagesAreHandledby mplicit flows eventually acknowledged by PEP.
Every produced and verified message
liveness AllProducedMessagesTerminate Lemmas 2 and 4, implicit flows eventually reaches delivery or dis-
card stage.
. . E i t tuall i
liveness PolicyDBAlwaysResponds Lemma 3, policy compliance VEry poncy request eventuatly receives
a matching unambiguous response.
P h h
safety DisseminationPipelineOrderSafety All lemmas roduced messages progress throug

pipeline stages only in valid order.
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Table 4. Cont.

Type Name Monitors Description
. . . . . Discarded message can never re-enter
safety DiscardIsTerminal Lemma 4, discard invariant . .
processing or be delivered.
Precedence relation associated with each
olicy is verified to remain irreflexive,
safety PrecedencePropsPreserved Lemma 2, benevolent developer potcy

asymmetric, and transitive before being
used in deconfliction step.

&

& &
& &

rcementPoint(7)
e ° °
payload:

null

o startStal

Figure 7. FedM model primitives represented as state machines (* denotes a wildcard value).

PolicyEnforcementPoint

AwaitMsgResp

@ atways.
proces QD) recingpoicysip G+ UnionActionsathering QD)+ Deconticion — GHEED)
(sroncen) Consuming — GEEED)

Figure 8. Policy enforcement state machine.

The correctness of the P-model was evaluated through a set of monitor (observer)
machines that verify whether the system adheres to both safety and liveness properties.
Collectively, these properties ensure that the system reaches a cold state upon completion
of execution—implying that every event is eventually handled (liveness) and that every
response complies with the model’s invariants (safety). These properties, summarized in
Table 4, support the Policy-based Data Flow Preservation Theorem and primarily focus
on threat model assumptions regarding implicit data paths, as well as the necessity to
maintain the order of functional blocks within the dissemination pipeline (Section 5).

Since the developed P-model represents a continuously operating data dissemination
system, the PEP state machine is designed to persistently await and process incoming mes-
sages until an explicit termination condition is reached, param globalMsgCntParam : int;.
This design reflects the semantics of real-world streaming systems, where components are
expected to operate indefinitely rather than terminate after a finite computation. Conse-
quently, most verification (checks) executions are inherently long-running and effectively
non-terminating within any practical step bound. In this study, we adopt the default
maximum step bound of the P checker (-ms 10000). Notably, reaching this bound is not
treated as an error condition; rather, it is consistent with the intended always-on operational
semantics of our model.

Each schedule represents a distinct interleaving of asynchronous events, message
deliveries, and internal state transitions across concurrently executing machines. To en-
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sure coverage of different behaviors, the checker employs pseudo-random seeds, which
influence scheduling decisions and enable reproducibility of explored traces. Under seed
901282872 (--seed 901282872), the checker explored up to 10,000 schedules for the single-
producer configuration (-tc tcSingleProducer), yielding 37 distinct execution timelines.
These timelines are equivalent classes of schedules with different observable behaviors. No
property violations (bugs) were detected, and all schedules exceeded the bound. For con-
figurations involving multiple producers (globalProducerCountParam in [2,3,4]) and
multiple consumers (globalConsumerCountParam in [2,3,4]), the checker generated
72 distinct timelines—for two producers and consumers—again with zero reported bugs.
Across both experimental scenarios, no violations of the specified liveness or safety proper-
ties were observed within the explored execution horizon.

Despite these results, it is important to acknowledge a fundamental limitation of
bounded exploration when applied to non-terminating systems. Because most schedules
do not terminate within the specified step bound, verification of liveness properties is
necessarily partial: such properties are evaluated only over finite execution prefixes rather
than complete executions. Consequently, while the absence of counterexamples provides
empirical confidence in the correctness of the model, it does not constitute a formal proof of
liveness under unbounded execution. This limitation is inherent to simulation-based and
bounded verification approaches and should be considered when interpreting the results.

Furthermore, within the P-model, we instantiate example messages and data policies
whose structures are consistent with the definition of the Fed M policy element. To exhaus-
tively explore possible constraint outcomes, the policy enforcement state machine evaluates
each policy constraint non-deterministically—the dollar sign for branch in Formula (17).
This construction enables the model checker to explore system behavior under all combina-
tions of satisfied and violated constraints, thereby exercising the full space of constraint
outcomes and ensuring that policy enforcement logic is validated across all feasible en-
forcement scenarios.

Non-deterministic function for policy constraint outcomes in P framework

alphaConstrains = CollectRaw Actions(resp.policy); (17)
fun CollectRaw Actions(policy : tPolicy) : tActionSet{
var raw : tActionSet;
vari: int;
var branch : bool;
1=0;
while(i < sizeof (policy.rules)){
branch = $;
if (branch){
raw = MergeActions(raw, policy.rules|i].pos);
}else {
raw = MergeActions(raw, policy.rules|i].neg);
¥
i=i+1;
}

return raw,

}
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From the perspective of the security-by-design concept [33]—which advocates for
integrating security into a system from the outset, rather than as an afterthought—the de-
veloped P-model facilitates formal verification and validation of data policies prior to their
deployment in a production system. Specifically, through the PrecedencePropsPreserved
specification, precedence relations can be validated to ensure they retain essential properties
such as irreflexivity, asymmetry, and transitivity. This early-stage validation aids in iden-
tifying inconsistencies during the modeling phase, thereby preventing costly integration
efforts and runtime debugging later on.

Furthermore, the P-model allows for the evaluation of whether the target system will
function correctly before deployment, accounting for arbitrary data flows and varying
component counts, including different numbers of producers and consumers. By systemat-
ically exploring multiple execution schedules and component configurations, the model
can assess robustness against scaling effects—such as increased message rates, concurrent
producer activities, and heterogeneous consumer behaviors. This capability is particularly
beneficial in federated and multi-domain environments, where the number of participating
systems may fluctuate dynamically and policy correctness must be maintained under
diverse operational conditions.

In summary, our model enables contextual, policy-driven data dissemination in dis-
tributed environments while prioritizing the protection of data flows and the reliability
of their delivery. This necessitates a precise definition of the participating entities, com-
munication data channels, data elements along with their labeling structures, and the
data policy structure that explicitly governs data dissemination and processing pipelines.
Consequently, our model:

1.  Encapsulates a federated data network, N, alongside a set of evolving and versioned
data policies, I'l, which determine processing of data flows and their dissemination
among authenticated and authorized entities, E. Notably, a comprehensive multi-
dimensional, Ag;,,, discrete and continuous (bounded) labeling structure, L, can be
assigned to data at runtime. Concurrently, various data processing strategies can be
applied depending on the outcome actions delineated by the policy constraints, ya,¢.

2. Defines the deterministic policy enforcement decision procedure, D 4, which incorpo-
rates a deconfliction process. This process determines both the actions permitted by
the satisfied policy constraints and those that must be enforced due to their violations.
Essentially, our deconfliction process utilizes a precedence relation, <, along with a
historical sequence of already enforced actions, H, that is tied to the data throughout
its flow. In addition, this enables the data policy-enforce mechanism lifecycle to
have an independent and longer span than the lifecycle of entities that process data.
Notably, if procedure executions yield an empty set &y, = &, the discard invariant
applies uniformly, preserving the general deny guarantee regardless of history;

3. Formalizes a federated, decentralized, and organized structure of the Distributed
Ledger Technology, DL, which redundantly stores unique identities of entities, FID,
as well as the registered data policies, I'], and data schemas, S. Furthermore, the DLT
enables the seamless transfer (mobility) of entities between organizations within the
federation. Simultaneously, this allows to leverage another organization’s infrastruc-
ture for secure data dissemination. In other words, the operator in the command
and control post of Orgl can enhance Situational Awareness about environmental
conditions within a specific area that belongs to the federated constituency of Org2.

4. Outlines a comprehensive set of capabilities, Caps, for entities, E, such as data pro-
duction (writing) and consumption (reading). Additionally, to mitigate the effects of
malicious activities by entities while considering relevant computing concepts, we
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proposed the set of capabilities to enable the utilization of processing functions, PF,
such as modification and assessment functions.

5. Utilizes different topic classes, T, that isolate data at rest and enable a communication
mechanism incorporated by entities from the moment of data production, through
provenance verification, policy enforcement, and any subsequent processing, until the
delivery moment when the data is consumed;

6.  Establishes invariants that define the scope of read and write operations for entities, E,
related to specific topics, T, utilizing the global guard mechanism, G, along with the
canRead and canWrite functions. At the same time, this guard mechanism regulates
the allowable dimensions and labels that microservices can handle, ensuring that
the addition of future topics or entity types does not unintentionally bypass any
of its checks.

7. Enables entity characteristic-based verification of data origin and authenticity by as-
serting a threat model, where an entity might be captured by a malicious organization
and potentially manipulated (forged) while still retaining the ability to produce valid
proofs. Notably, our solution enables the detection of such a specific attack vector,
as the entity’s fingerprint samples, FID, can be evaluated at any time to ensure they
correspond with the characteristics stored in the distributed ledger, DL. Consequently,
this attack vector would necessitate manipulation of both the ledger channels and
transaction logs, making such an attack unlikely to succeed.

9. Conclusions and Future Work

At the beginning of this article, we introduced the high-level architecture of the intelli-
gence platform (Figure 1), which presents several challenges related to security, reliability,
and contextual data dissemination. In response, we have endeavored to formalize our
contributions to addressing these challenges, with a particular focus on contextual dissemi-
nation. We proposed a multi-level, flexible formal model for the Secure and Context-Based
Dissemination of Data within Federated Special IoT Environments (Section 4). Notably, our
model is built upon various access control models, Denning’s research on information flow
control (Section 2), and the requirements for the IFC architecture discussed in Section 3.

In summary, our model systematically incorporates both access and dissemination
controls, where we prioritize the protection of data flows and the reliability of their delivery.
For this purpose, we defined robust policy-driven enforcement elements, which enable
tracking and management of data dissemination in accordance with evolvable environmen-
tal conditions. To mitigate the uncertainty indicator, simultaneously achieving a clearer
understanding of the environment around the entity, we defined processing primitives
and essentially determined the quality assessment elements that are fundamental to the
continuous measurement of data quality—whether objective or subjective—known as the
Data Quality Assessment process. Moreover, our model strictly aligns with the concepts of
Ubiquitous and Continuum Computing. To reinforce the above statements, in Section 5, we
presented an example of a data dissemination pipeline driven by the data policy. In addition,
we explained the application of a bounded trustworthiness dimension—a significant aspect
of modern Situational Awareness environments—along with the data quality assessment
microservice through the utilization of our model elements.

Furthermore, our model places a significant emphasis on the detailed management of
actions that can be implied on the data and their appropriate assignment to the process-
ing entities that interact with that data. This is crucial in environments where stringent
accountability is required at every stage of the system’s lifecycle. Therefore, we utilized
a structured component denoted as the Distributed Ledger, which facilitates the applica-
tion and dynamic modification of the diverse dimensions of label expressiveness. Notably,
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the decentralized nature of the ledger enhances resilience against various D4M attacks while
also mitigating the risks posed by the benevolent developer by separating the policy logic
from functionality of context-aware applications. Moreover, the use of a consensus protocol
ensures that any policy change receives approval from all involved parties, with chaincodes
enabling these changes to be executed consistently and procedurally. Additionally, we
have thoughtfully integrated the verification of data authenticity and provenance into the
data dissemination process, which facilitates a novel cybersecurity posture of Zero-Trust
architectures. A comprehensive formal definition of the Zero-Knowledge-like verification
procedure, along with its formal analysis, will be addressed in our forthcoming article. No-
tably, we proved that our policy enforcement procedure (Formula (5)) is both deterministic
and terminating, facilitating the evolution of the resulting policy actions, &y, through
awareness of history and precedence.

To enhance confidence in the correctness of the Fed M model and the Flow Preservation
Theorem, we undertook formal verification utilizing the P framework [12]. By applying our
model within the P verifier, we identified three key advantages from a security-by-design
perspective: (i) policies are verified against both safety and liveness properties prior to
integration; (ii) structural defects in precedence relations are detected before deployment;
and (iii) the system’s response to scaling and variability is comprehensively understood
in a formal, reproducible manner. Consequently, our P model lays a robust foundation
for embedding security guarantees directly into the design of data dissemination systems,
rather than relying solely on empirical testing or post-deployment monitoring.

In addition to the formal model, we have refined our novel, multi-layered frame-
work, which proposes a deployment of IFC components aimed at supporting policy-driven
contextual data dissemination. Overall, our solution emphasizes a data-centric paradigm
that enhances message-level granularity and improves information flow control, thereby
enabling effective sharing of data and information among authenticated and authorized fed-
erated consumers. This improvement requires minimal re-engineering effort and primarily
depends on existing technologies and components that have already been deployed within
our multi-layered framework. A significant enhancement is the inclusion of the Open Policy
Agent, which operates alongside enforcement microservices to facilitate decision-making
as part of the Policy Enforcement Point component.

The deployment of the architecture described in Section 6, which integrates OPA,
Kafka Streams, and Hyperledger Fabric, has been only preliminarily evaluated in this
article. The experimental validation of the Policy Enforcement layer was limited to the
OPA decision engine, and more extensive benchmarking of this engine is planned for
future work. Specifically, the benchmarking of the distributed configuration—where the
OPA engine is moved to the Cloud Processing layer and interacts with the enforcement
microservice through the Communication layer and IoT gateway—was not completed in
this study and will be explored in a separate forthcoming article. In that future work, we
aim to utilize external packet-level analysis tools such as Wireshark to examine network
transport overhead (including TCP/TLS handshake costs and round-trip times), in conjunc-
tion with our current HTTP- and application-level latency measurements. Furthermore,
comprehensive end-to-end benchmarking of the integrated stack—including Kafka topic
scalability, blockchain synchronization costs, and the overhead associated with ACL or
label reassignment—represents a crucial direction for future research. We intend to assess
the entire pipeline under increasing numbers of policies, topics, entities, and data flows in
a dedicated experimental study.

In our opinion, the proposed model aligns well with the dynamic Observe-Interpret—
Predict—Act cycle of Situational Awareness. Its practical deployment, which is our novel
framework, holds significant promise as a foundation for various fixed and ad-hoc ap-
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plications. For instance, an ad-hoc system for coordinating international efforts focused
on HADR operations. In this scenario, our system would facilitate reliable data dissemi-
nation from CCTV cameras and health devices, such as SOS wristbands. This capability
would significantly reduce response times for individuals needing assistance and enhance
decision-making through improved information sharing.

Another potential application for a context-aware data dissemination system func-
tioning within a federated IoT environment is border surveillance. This system would
primarily rely on distributed multispectral sensors, including thermal imaging, daylight
cameras, radar, and acoustic sensors. These devices would be stationed along the border
and deployed on mobile platforms, such as UAVs. Data gathered from these sensors would
be sent to the nearest distribution center, where it would be processed and forwarded to
five coordination centers corresponding to various services within the federation: the army,
police, border guards, fire department, and emergency medical services. The data process-
ing might include filters to identify specific events, such as the detection of individuals at
the border or unidentified objects crossing it. Subsequently, information about these events
could be disseminated to patrol vehicles and individual soldiers, and if necessary, to med-
ical services. Concurrently, the data might also be disseminated to a separate analytical
server that aggregates operational and technical data for further analysis by the border
guard commander.
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Abbreviations

The following abbreviations are used in this manuscript:

ACL Access Control List

AlOs Aggregated Information Objects

API Application Programming Interface

BLP Bella-LaPadula

CCTV  Closed-circuit television (video surveillance)
D4M Deny, Delay, Disrupt, Destroy, or Manipulate
DAC Discretionary Access Control

DQA Data Quality Assessment

DLT Distributed Ledger Technology

HADR Humanitarian Assistance and Disaster Relief

IFC Information Flow Control
IoT Internet of Things
KPIs Key Performance Indicators

LiDAR Light Detection and Ranging
MAC Mandatory Access Control
OPA Open Policy Agent

Org Organization

PEP Policy Enforcement Point
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RPi Raspberry Pi

SA Situational Awareness
UAV Unmanned Aerial Vehicle
WDR Wide Dynamic Range

ZT Zero-Trust
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