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Abstract

The authentication mechanism can ensure the security of data in the industrial Internet.
However, existing authentication schemes mainly target traditional network entities and
lack specific designs for Al service security, leaving models at risk of integrity breaches
and malicious tampering. To address this, this paper proposes a novel three-party authen-
tication scheme for the Al service environment. This scheme establishes secure two-way
authentication among users, gateway nodes, and Al service providers, while ensuring
user anonymity and forward security, and providing comprehensive resistance to diverse
attacks such as insider attacks and DDoS. By organically combining biometric verification
with lightweight cryptographic operations, our scheme maintains operational efficiency
while enhancing security. A detailed analysis shows that its computational overhead is ap-
proximately 0.065 milliseconds and the communication overhead is 2304 bits, significantly
outperforming existing schemes.

Keywords: three-party authentication; Al service security; industrial Internet

1. Introduction

Ensuring the legitimacy of data sources, the confidentiality and integrity of transmis-
sion, and the non-repudiation of the interaction process has become the cornerstone to
guarantee the security and trustworthiness of the entire industrial Internet system, as well
as the key to its development [1]. Against this backdrop, research on lightweight authentica-
tion and key negotiation protocols has shown a diversified development trend. In terms of
device-layer authentication, Kumar et al. [2] proposed a lightweight mechanism based on
hash functions and XOR operations, which achieved secure authentication between devices
and servers through a sophisticated structural design. The advantage of this scheme lies
not only in its low computational overhead but also in its successful passing of multiple
formal verifications such as BAN logic, AVISPA, and ProVerif, demonstrating its ability to
resist eavesdropping, man-in-the-middle attacks, and replay attacks. However, with the in-
creasing complexity of industrial Internet application scenarios, especially in environments
that require cross-domain access and multi-level permission management, this relatively
simple two-party device-server authentication model has limitations. In this work, an Al
service refers to a software service that provides inference or prediction capabilities through
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pre-trained machine learning models deployed on network-accessible nodes within indus-
trial environments. Al service security requires that only authenticated and authorized
entities may access the service, the executing model has not been tampered with or replaced,
and the identity and trustworthiness of the service node can be cryptographically verified
before sensitive industrial data is submitted.

To address this issue, researchers have started to explore more complex multi-factor
authentication systems. Han et al. [3] conducted an in-depth analysis of the multi-factor
authentication protocol proposed in [4], and found serious problems such as internal attack
vulnerabilities and lack of forward security. Based on this, they propose an enhanced
protocol that significantly improves security strength while maintaining the lightweight
characteristics by improving key derivation mechanisms and temporary information pro-
cessing methods.

In recent years, research on industrial Internet security protocols has started to deeply
integrate with artificial intelligence technologies. Zhang et al. [5] explored a machine
learning-based behavioral authentication mechanism, identifying potential threats by an-
alyzing the communication patterns of devices. Meanwhile, Wang et al. [6] proposed
a scheme that combines physical unclonable functions with lightweight cryptographic
protocols, providing hardware-level security protection for resource-constrained devices.
Chen et al. [7] studied the application of post-quantum cryptography in industrial In-
ternet authentication, offering ideas for addressing future quantum-computing threats.
Geng et al. [8] innovatively introduced blockchain technology into identity authentication
and data interaction. Leveraging its decentralization and tamper-proof characteristics, they
designed a phased key-generation authentication method based on Schnorr non-interactive
zero-knowledge proof, providing new ideas for cross-domain collaboration scenarios.
These studies have broadened the design ideas for industrial Internet authentication pro-
tocols, indicating that future protocol designs will pay more attention to collaborative
innovation with technologies such as Al and blockchain.

1.1. Our Motivation

Despite significant progress in the lightweight and security aspects of industrial In-
ternet authentication protocols in existing research, several key issues still urgently need
to be addressed. Firstly, most protocols lack the adaptability to dynamic and heteroge-
neous network environments, making it difficult to maintain stable security performance
under complex on-site working conditions. Secondly, existing solutions mostly focus on
the authentication process itself and fail to deeply collaborate with the security require-
ments of upper-layer artificial intelligence applications, such as model security and data
trustworthiness traceability.

Therefore, we propose a security scheme that adopts lightweight cryptographic opera-
tions and a multi-factor authentication mechanism. While ensuring the high efficiency of
the protocol, we conduct a rigorous proof and analysis of its security based on formal meth-
ods. This scheme provides an authentication and key negotiation solution that balances
security and practicality for accessing Al services in the industrial Internet environment.

1.2. Our Contribution

1.  We propose a multi-factor authentication and key negotiation protocol specifically
designed for the Al environment in the industrial Internet. This protocol skillfully
combines symmetric encryption, hash operations, and XOR operations, significantly
reducing computational and communication overheads while ensuring strong secu-
rity. The protocol adopts a triple-authentication mechanism (smart card, password,

https://doi.org/10.3390/ electronics15153487


https://doi.org/10.3390/electronics15153487

Electronics 2026, 15, 3487

30f20

biometrics) to ensure that only authorized users can access Al services, providing an
ideal security solution for resource-constrained industrial environments.

2. We conduct a rigorous formal security analysis of the protocol through the real-or-
random (ROR) model, establishing a reliable theoretical security foundation. At the
same time, through a detailed security discussion, we verify the protocol’s actual
protection capabilities against various types of attacks, providing dual-layer security
guarantees for industrial applications.

3. We integrate the model fingerprint verification and dynamic verification mechanism
into the industrial Internet authentication protocol to ensure the security and credibil-
ity of Al services in the intelligent analysis process.

1.3. Organization

The structure of this paper is arranged as follows: Section 2 reviews relevant work.
Subsequently, Section 3 elaborates on the system and threat models, and Section 4 details
the design of the scheme. Subsequently, in Section 5, we conduct a security analysis, and in
Section 6, we assess it in terms of experimental performance. Finally, Section 7 concludes
the paper.

2. Related Work

Research on security protocols in the context of the industrial Internet has evolved
from traditional wireless sensor network security to specialized and scenario-specific
solutions. Early studies were mostly based on relatively simple network models.
The lightweight authentication scheme proposed in [9] laid the foundation for sub-
sequent research. However, this scheme was soon found to have security flaws by
Tai et al. [10]. With the increasing complexity of the industrial Internet architecture,
authentication schemes in multi-gateway environments have become a research hotspot.
A series of studies [11-13] have gradually refined the authentication mechanism in
multi-gateway environments. However, there still remains the challenge of a trade-off
between efficiency and security.

In the exploration of improving the security level, researchers have attempted various
technical approaches. Public-key cryptography schemes, such as the elliptic-curve-based
design by Li et al. [14], provide strong security guarantees but face the problem of excessive
resource consumption. The introduction of blockchain technology, as in the scheme by
Shen et al. [15], solves the cross-domain trust problem, yet its real-time performance can
barely meet the requirements of industrial control. Biometric authentication, as studied
by Das et al. [16], enhances the reliability of user authentication but increases the system
complexity. These schemes jointly reveal the core contradiction in the design of industrial
Internet security protocols: the balance between security strength and resource constraints.

Meanwhile, research on lightweight protocols based on symmetric cryptography has
also been continuously deepened. The inter-machine communication authentication mech-
anism proposed by Esfahani et al. [17] demonstrates good practicality, and the multi-factor
authentication scheme by Rafique et al. [4] represents the latest progress in this direction.
However, as pointed out by Han et al. [3], lightweight does not equal security, and the
design of protocols requires more rigorous formal verification. The work of Kumar et al. [2]
sets an example in this regard. Their scheme provides reliable security guarantees for
device-layer communication through strict formal proof.

Notably, Chen et al. [7] explored the application of post-quantum cryptography in in-
dustrial Internet authentication, providing ideas for addressing future quantum-computing
threats. Li et al. [18] studied a distributed authentication architecture based on edge comput-
ing, effectively reducing the burden on the central server. In addition, the resource-efficient
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authentication protocol proposed by Tanveer et al. [19] further reduced the computational
overhead while maintaining security by optimizing the sequence of cryptographic op-
erations. A device authentication system based on hashing and quantum encryption
is proposed by Xu et al. [20]. This scheme enhanced privacy protection by using one-
dimensional single-step quantum walks and achieved device authentication without prior
knowledge through sequence randomization. The authors of [21] designed a lightweight
anonymous authentication scheme that uses XOR and hashing operations, shifting the com-
putational load to resource-rich nodes. Soleymani et al. [22] achieved data confidentiality,
user anonymity, and mutual authentication based on an authenticated key-exchange proto-
col, relying on a trusted third party to achieve secure key sharing. Zargar et al. [23] proposed
a lightweight two-way authentication protocol combining blockchain and three-factor au-
thentication. It adopted elliptic curve cryptography and SHA-3 hashing, and underwent
formal and informal security verification through AVISPA and BAN logic, demonstrating
good security and efficiency. Cao et al. [24] provided a critical security analysis of a multi-
factor authenticated key agreement scheme for IIoT, highlighting common vulnerabilities
in such protocols. Their findings indicate the need for more robust designs like the one
proposed in this work.

These studies provide important references for us to construct security protocols for
artificial intelligence applications in the industrial Internet.

Beyond the authentication protocols discussed above, several complementary research
areas address Al service security from different angles. Model watermarking and finger-
printing techniques embed ownership information into neural network weights, while
trusted execution environments such as Intel SGX and ARM TrustZone provide hardware-
enforced isolation for secure model serving. Zero trust architecture mandates continuous
verification of every access request, and federated learning introduces authentication
challenges in distributed training settings. Our work complements these approaches by
focusing on lightweight authentication-layer integration of model integrity verification for
resource-constrained IloT devices; TEE-enhanced runtime attestation and comprehensive
Al attack defenses are deferred to future work.

3. System Model and Adversary Model

This section covers the system model, threat model, and security objectives.

3.1. System Model

As shown in Figure 1, this system model consists of users, a gateway node (GWN)),
and Al service (AIS) nodes. They collaborate with each other to accomplish identity
authentication and service access in a secure and efficient manner.

1. Users are untrusted operators in the industrial environment. They complete local
identity verification through a triple-authentication mechanism of smart cards, pass-
words, and biometric features. Subsequently, they send requests to the gateway to
access specific Al services. Eventually, they establish a secure session channel with
the Al service nodes to obtain intelligent analysis results.

2. The GWN is responsible for managing the registered identities of all users and Al
services. It enforces strict authentication and access-control policies, and generates
and distributes key materials. Meanwhile, it protects users’ privacy by maintaining
and updating their temporary identities.

3. Asatrusted service provider uniformly deployed by the system, the Al service node,
upon verifying the legitimacy of requests and demonstrating the integrity of its own
model, undertakes professional Al analysis tasks for users. It ensures the security and
reliability of all subsequent data communications through the negotiated session key.
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Figure 1. System model diagram.

3.2. Adversary Model

We assume that adversary A is a legitimate internal user who can send and receive

messages. Their capabilities include: controlling the public channel (able to eavesdrop,

intercept, and tamper with messages), impersonating any entity, obtaining participants

’

long-term private keys and random session numbers, attempting to obtain AI model param-
eters, launching model reverse-engineering attacks, and attempting data poisoning attacks.

3.3. Security Requirements

1.

Mutual Authentication: Mutual identity authentication is required among users, the
GWN, and AIS.

Identity Confidentiality: This protects users’ real-identity information to prevent its
leakage or tracking during communication.

Session Key Security: The protocol must ensure the negotiation of a unique and fresh
session key and guarantee that the keys calculated by all parties are consistent.
Forward Secrecy: Even if the long-term key is compromised, the security of historical
session keys should not be endangered.

Resistance to Multiple Attacks: The proposed scheme should be able to resist threats
such as replay attacks, insider attacks, and smart-card-loss attacks.

Al Services Security: This ensures the integrity of the Al model, the trustworthiness
of the service, and the reliability of analytical decisions.

4. Our Proposed Scheme

This section introduces the four phases of the proposed scheme in sequence. For better

understanding, the core symbols involved in the scheme and their semantic explanations

have been summarized in Table 1.
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Table 1. Main symbols and descriptions

Symbol Description

IDy, Unique identity of user U;

IDags Unique identity of AIS

IDGwN Identity of the gateway node

Py, Password of user U;

By, Biometric feature of user U;

BKy, Biometric key generated from BF,

skewn Secret key of gateway

sky, Secret key of user Uj;

SKas—u; Session key between AIS and user

PIDy, Pseudonym identity of user

myy, Random nonce generated by user U;

MGWN Random nonce generated by GWN

ai,a,a; Random secrets selected by GWN for user registration

x Temporary parameter, x = By, @ h(IDy;, || BKy;,)

kars Secret key issued to AIS for key negotiation

SAIS, fAIS Secret parameter pair for AIS identity verification

5, f] S?Cjet pailrarrTeters of the j-th AIS.node: s] €R Z;, |
fi="h(sj || 7j [ IDars; || kais;), with auxiliary secret r; known only to GWN

Aj Weight factor, A; = h(I Dars; I kAIS,-)

01,6, Aggregated verification parameters, 0; = Z)LjS]', 0 =) /\]- f]

S Verification result, returned as 0, after successful check

n Total number of registered AIS nodes

FPy0de1 Model fingerprint

Proof Model integrity proof

K GWN-to-AlIS verifier, K, = h(mgwn || T2)

T;(i=1,---,4) Timestamps

Ts Timestamp for identity update confirmation

Ty, Public reproduction parameter for biometric fuzzy extractor

Enck(-) Symmetric encryption

Deck(-) Symmetric decryption

h(-) One-way collision-resistant hash function

Gen(-), Rep(+)

Fuzzy extractor generation and reproduction functions

Large prime defining the finite field Z;

Cryptographic Primitive Instantiation. For concrete deployment, the abstract cryp-

tographic operations in the protocol are instantiated with the following well-established,

standardized primitives:

Symmetric Encryption: Encg(-)/Deck(-) is instantiated with AES-128 in Galois/Counter
Mode (AES-128-GCM) as specified in NIST SP 800-38D. GCM provides authenticated
encryption with associated data (AEAD), ensuring both confidentiality and integrity,

which is necessary for resilience against active network adversaries.
Hash Function: k(-) is instantiated with SHA-256 as specified in FIPS 180-4.
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e Fuzzy Extractor: Gen(-)/Rep(-) is instantiated with a standard fuzzy extractor
construction.

These instantiations are provided as concrete deployment recommendations for repro-
ducibility; the protocol’s security arguments are parametric in the underlying primitives
and hold for any secure instantiation satisfying the stated security definitions (IND-CPA +
INT-CTXT for encryption, collision resistance for hashing, and information-theoretic secu-
rity for the fuzzy extractor).

4.1. Registration Phase
1. User Registration:

(a) User U; selects his unique identity IDy;, and password P, and enters the
biometric feature BFy,.

(b) U; processes the biometric feature BFy;, using a fuzzy extractor to generate the
biometric key BKy;, and the helper data 1y;,: (BKy;,, ;) = Gen(BFy;).

() U; calculates the temporary password TPy, = h(IDy; || Py, || BKy;) @ x. Then
U; sends {IDy;,, TPy, } and a registration request to the GWN through a secure
channel.

(d)  Uponreceiving U;’s registration request, the GWN randomly selects a1, a3, skgwn €
Zy, designates skgwn as its own secret key, and then computes:

sku; = h(IDy; || skawn || a1), (1)
Au; = h(IDy, || Py, || BKy;) @ sku,, )
Vu, = h(IDy, || Ay, || BKy; || Pu,)- (3)

The GWN stores { Ay, Vi, Tu,, Gen(-), Rep(+), h(+) } in the smart card and is-
sues it to U; through a secure channel.

(e) The GWN stores (a1,a5) and (PIDy;,, Ay,) in its own database, and writes
{PIDy,, Au,, Vu,, T, } into the smart card SCy,.

63)] SCy, is delivered to U; securely. The final stored values are:
Smart Card: SCy;: {PIDy,, Ay, Vu,, Tu; }-
GWN Database: {a1, a3, PIDy;,, Ay, } per user.
AIS: {kais, sas, fais, IDa1s, FPmodel }-

2. AIS Registration:

(a)  The AIS generates its unique identity ID 415 and prepares its service description
information SD (such as service type, functional scope, performance indicators,
etc.), and sends a registration request message {ID 4j5, SD} to the GWN via a
secure channel.

(b)  Upon receiving the request, the GWN first verifies the legitimacy of the AIS
and the compliance of its service description. After successful verification,
the GWN generates a set of exclusive authentication parameters for the AIS,
including the parameter k4;s for key negotiation, and the secret parameter
pair (sazs, fars) for identity authentication.

(c) Specifically, for each registered AIS node j, the GWN selects two independent
random numbers s;, ; € Zg, and computes the cryptographic commitment:

fi =h(sj |l rj | IDas; || kazs,)- 4)

The weight factor A; for the j-th AIS node is computed as:

Aj = h(IDps; || kass;). )
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(d)

(e)

and normalized such that A; € Z;. The auxiliary secret r; is retained exclusively
by the GWN and never disclosed to any AIS.

The GWN calculates the hash value of the core model of this AIS as its unique
fingerprint, that is, FPy,4,; = h(model parameters || model architecture),
and binds this fingerprint to the identity information of the AIS. We adopt a
cryptographic hash of model parameters and architecture as the fingerprint
for three reasons: it is lightweight, requiring only a single pass over model
weights; its collision resistance guarantees that a different model produces
a different fingerprint; and it is deterministic and reproducible. Model in-
tegrity during training is outside the scope of this protocol; we assume models
are trained in a secure environment. When a model is legitimately updated,
the AIS must re-register with the GWN to refresh the fingerprint by repeating
the registration phase.

The GWN issues the generated authentication parameters {kays,Sajs, fars}
to the AIS via a secure channel. Meanwhile, the GWN fully records the reg-
istration information {IDajs, FPyode1, kas} of this AIS in its secure private
database, thus completing the entire registration process. This procedure en-
sures that every AIS undergoes strict identity authentication and capability
review before entering the system, and lays a trust foundation for subsequent
three-party authentication.

4.2. Login Phase

1. U;inserts SCy;, and inputs IDyy,, Pi‘ll_, and BF *L‘Ii. The smart card computes:

BK{;, = Rep(BFy, ), ©)
ski, = Au, @ h(IDy, || Py, || BKy,), @)
Vi, = h(IDy, || Au, || BKy, || Pg,)- 8)

2. The smart card verifies V. Z Vi;- If equal, login succeeds and sky, is recovered;

otherwise, the session is terminated. An incorrect password or biometric produces a

wrong skj;, causing all subsequent cryptographic operations to fail.

4.3. Authentication and Key Negotiation Phase
1. User Authentication Request and GWN Verification:

(@)

(b)

U; selects the target AIS IDjs, picks a random number my;, € Z;, and
generates the current timestamp T;. Then, U; calculates the encrypted
message M; = Encskui(mui) and the integrity verification value M; =
h(PIDy,||M||IDgwn|| my,||Ti). Subsequently, an authentication request
{PIDui, M, My, Ty, IDAIS} is sent to the GWN.

Upon receiving the request, the GWN first verifies the freshness of T;. Then,
it retrieves PIDy, through Ey, and calculates sky, = h(IDy,||skgwn||a1) to
decrypt My and obtain my; = Decskui (M;). Finally, it verifies the integrity
of M, to ensure that the message has not been tampered with. The GWN
calculates M3 = h(PIDy,||Mi|[IDgwn||m{;||T1), and then verifies whether

M, £ M.

2. GWN Forwarding and AIS Verification:
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(@)

(b)

After the GWN passes the verification, it selects mgwn € Z;, generates Tp, and
constructs:

M3 = Ency, . (mgwn, IDy,, IDGwn, h(mgwn © sky,)), ©9)
My = h(IDy, || IDgwN || M3 || h(mgwn @ sku;) || T2). (10)

The GWN computes the hash-based verifier K,,, = h(M, || mgwn) and sends
{M3, My, Ky, Tz} to the AIS.

After the AIS verifies the freshness of Ty, it decrypts M3 using kg to obtain
(m&wne IDu;, IDGwN, h(mgwn @ sky;)) = Decy, . (M3). It then verifies Mj L
M, and additionally checks K, L h(My || m&yy) to confirm that the message
originates from the legitimate GWN.

AIS Response and GWN Verification:

(@)

(b)

Upon successful verification by the AIS, it generates the current timestamp T3,
calculates the model integrity proof Proof = h(FP,.4.; || T3), and constructs
the response message Ms = Ency, . (Sa1s, fais, IDats, Proof, T3 ), which is then
sent to the GWN.

The GWN decrypts M5 to obtain (sars, fais, IDa1s, Proof, T3) and verifies the
freshness of T3. It authenticates the AIS through the following steps:

i. Model fingerprint verification: The GWN retrieves the stored finger-
print FPf;‘zﬁS for this AIS and verifies Proof Z h(FPf;%ﬁg | T3). This

confirms that the AIS reports the same model fingerprint that was
initially registered.

ii. Parameter aggregation: The GWN computes the aggregated verifica-
tion parameters using the secret pairs of all n registered AIS nodes:

n n
01 =) Ajsj, 02=1) Aifj. (11)
= =

iii. Identity verification: For each registered AIS node j, the GWN inde-
pendently verifies the hash commitment using the stored auxiliary
secret r;:

?
£ 2 h(s; 1| 7; || Dass, | Kas,)- (12)

Since r; is known only to the GWN, any AIS attempting to forge parameters
for another node cannot compute a valid f]’ without knowledge of the
corresponding 7;. The hash-based construction eliminates the linear algebraic
vulnerability identified by the reviewer while preserving defense-in-depth.
If all verifications succeed, the GWN sets S = 61 and proceeds.

Key Negotiation and Confirmation:

(a)

(b)

(©

The GWN selects a random number a; € Z7, calculates Mg = h(S|[mcwn/||Proof),
then generates a new temporary identity PID;; = Encgiyyy (IDy, @ a3) and a
timestamp Tj.

Then, the GWN sends the key materials { M, Ty } to the AIS and { My, Mg, My, Ty }
to U;. Here, M7 = Ency, (mgwn,mu,Me), Mg = h(IDy][h(mewn @
Skul.)| |T4) @ PID*i, and M9 = h(M6| |M7| |mui).

The AIS calculates the session key SKAIS*UI- = h(IDU, | |1DGWN| ‘IDA15| |mGWN| |
Mg||h(mewn @ sky,)||Proof||“SK-AIS-Ui”) and sends the confirmation value
My = h(SKars—u|[IDewn|[ID azs||IDy;) to U;.
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(d)  After verifying the timestamp, U; decrypts My to obtain (mgyy, my;, Mg) =
Decg, (My). After verifying the integrity of Mg = h(Mg||My[|my, ),
U; calculates SK3 s, = h(IDy,|[IDewn||[IDass||mgy | IMg|[h(mgGyy &
sky, )||Proof||“SK-AIS-Ui”) and completes the key consistency verification
by comparing Mj, = h(SK};s_y;.[[IDgwn|[|IDais||IDy;)-

Proof Delivery Chain. Proof is transmitted from the AIS to the GWN encrypted
within Ms. The GWN then embeds it into Mg = h(S || mgwn || Proof ), which
is encapsulated in My and sent to U;. U; decrypts My to obtain My, and Proof is
implicitly bound into the session key SKays—; through Mg, providing implicit
verification of AIS model integrity without requiring Proof to be transmitted
in cleartext.

5. Identity Update and Confirmation:

(a) U; calculates the new temporary identity PID;j; = h(IDy,||h(mcwn ©
sky,)||Ta) ® Mg, encrypts it and sends My; = Encsku’_ (PIDI*J’_) to the GWN
for confirmation.

(b)  After successfully verifying M1, the GWN updates the U; identity information
in the database, completing the secure update of the temporary identity and
ensuring the privacy protection of the U; identity.

Through strict message integrity verification, two-way identity authentication, and the
temporary identity update mechanism, the entire authentication and key negotiation pro-
cess provides comprehensive security guarantees for AIS access in the industrial Internet.

4.4. Secure Communication Phase

1. U; and the AIS establish a secure communication channel using the negotiated session
key SKAIS*UI' .

2. All business data are encrypted and transmitted using SK4js_y;:U; = AIS
Encsk, s, (business data).

3. After the session ends, SK 415y, is discarded to ensure forward secrecy.

Discussion on Model Integrity Assurance. We note that the model fingerprint mecha-
nism Proof = h(FPyodel || T3) provides static integrity verification—it ensures that the AIS
presents the same model fingerprint that was registered with the GWN. However, in the
current design, a compromised AIS could retain the original fingerprint while executing
a tampered model, since the verification relies solely on the AIS’s own computation of
the hash.

To achieve stronger runtime integrity guarantees, future work may integrate hardware-
assisted trusted execution environments (TEEs) such as Intel SGX or ARM TrustZone, or
adopt remote attestation protocols that enable the GWN to cryptographically verify the
actual code and model executing within the AIS enclave. We therefore qualify our claim:
the proposed mechanism ensures static model fingerprint verification, which is a necessary
first step, while runtime model integrity attestation with hardware root of trust is deferred
to future extensions. We emphasize that this mechanism provides static verification at
authentication time—it confirms that the fingerprint matches the registered value, but does
not constitute continuous runtime model attestation. Readers should not interpret this as
real-time integrity monitoring.

4.5. Lifecycle Management Phases

Smart Card Revocation and Re-issuance. If U; reports the smart card as lost or
stolen, the GWN revokes the old credentials and initiates a fresh registration as described
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in Section 4.1 with new random parameters a}, a5, ensuring that the lost card cannot be
used for authentication.

AIS Revocation. When an AIS node is decommissioned or its credentials are suspected
of being compromised, the following steps take place:

1. The GWN removes the AIS entry {IDajs, FPiodel, kals} from its database and revokes
the corresponding (sars, fais) pair.

2. The aggregated verification parameters ¢, 6, are recomputed without the revoked
node’s contribution. This requires O(n) hash operations for n remaining AIS nodes,
which is acceptable for periodic administrative operations.

Desynchronization Recovery. If My (the identity update confirmation) is lost due to
network failure, U; retains the old PID‘I’}Z,d while the GWN has already updated to PIL r&elw
To recover Mjj, the following steps are taken:

1.  In the next authentication attempt, U; includes both PID‘L’}]_d and a flag indicating a
pending update.

2. The GWN checks its update log: if the flag matches a pending update record, the
GWN accepts PID‘i%id and re-initiates the identity update procedure.

3. This ensures liveness without requiring out-of-band recovery channels.

Discussion on the GWN as a Single Point of Compromise. We acknowledge that the
GWN serves as a central trust anchor. Its compromise would allow the adversary to imper-
sonate any AIS and issue fraudulent credentials. Mitigations include: deploying the GWN
in a hardware security module (HSM); thresholdizing the GWN’s master key across multi-
ple independent nodes using Shamir secret sharing; and (3) integrating with a distributed
trust framework for detection of anomalous GWN behavior. These enhancements are
orthogonal to the core protocol design and represent directions for system-level hardening.

5. Security Proof and Analysis

In this section, the proposed scheme is evaluated from two aspects through formal
security analysis and informal security discussion. The analysis results show that our
scheme has sufficient security and robustness.

5.1. Security Proof

We conducted a formal analysis of the protocol using the RoR model. The security
proof of the session key follows the analysis method of the security definition of indis-
tinguishability under chosen-plaintext attack IND-CPA) presented in the literature [4].
The detailed formal proof process is as follows.

Theorem 1. Let the advantage of the adversary A be €, and the numbers of its hash queries, send
queries, and Al queries be qq, g2, and g3 respectively. Let L be the bit-length of the biometric key
BKy;,, |H| be the size of the output space of the hash function, and |D| be the size of the password
dictionary. Then the advantage of A in breaking the semantic security of the protocol Ps satisfies:

2
X q 1 _ 1
G = 2qp+ o PPN + e G+ ). (13)

In Formula (13), Gi‘N D=CPA()) is the advantage of A in breaking the IND-CPA security
of the symmetric encryption schemes Encg,, and Encg,, and q is the size of the space of
the random numbers mgwy and my,.
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Proof. The proof of this scheme is completed through seven rounds of games (Game; to
Gamey), and the process is similar to thatin [4]. Let S; denote that the adversary guesses the
result correctly in Game;. The following will analyze each round of the game one by one.

Gamey: This game simulates the actual scenario where A launches an attack on the
real-world protocol Ps. The adversary makes a one-bit guess to attempt to distinguish the
real session key, and its winning advantage is

et (M) = |2Pr[$1] - 1. (14)

Gamey: In this game, A can eavesdrop on all communication messages during login
and authentication phases of the participants. Since all the transmitted messages are pro-
tected by hash functions or symmetric encryption, .4 cannot obtain any secret information
through passive eavesdropping. Therefore,

PT[Sﬂ = PT’[Sz]. (15)

Games: In this game, A uses AIS for in-depth analysis of collected messages via
Al-queries. It tries to identify patterns or weaknesses in the scheme, such as analyzing
timestamp patterns, detecting the randomness of random numbers, or looking for hash
value collisions. Because the scheme adopts robust cryptographic primitives (the times-
tamps meet |T; — T/| < AT to guard against replay attacks, the random numbers have
sufficient entropy, and the hash functions are collision-resistant and pseudo-random), AIS
cannot extract useful information from the encrypted and hashed messages. Consequently,

[Pr(Sa) - Pris3]] < 2. (16)

Gamey: In this game, A performs send queries and hash oracle queries, aiming to
send forged messages and detect hash collisions. The messages incorporate random
numbers m;, mgwn, the secret key sky;;, and timestamps to guarantee the randomness
and timeliness of the messages. Based on the birthday paradox, the upper bound of the
probability of hash collisions is

|Pr(Ss] — Pr[Sy]] < =L (17)

Games: In this game, A obtains the data in SCy;, through queries. As a multi-factor
authentication scheme, A also has to guess the password Py, and the biometric key BKy;,.
The scheme uses a fuzzy extractor to generate BKy;, from biometric feature BF;,. The prob-
ability of a successful guess is bounded by

q2
Pr[S4] — Pr[Ss]| < —+—. 18
Prisi) - Priss]| < 18)
Gameg: In this game, A can steal the long-term master key skgwy of the GWN and
{a1,a2, Ey,, PIDy, } in the security database through queries. To obtain IDy;, from PIDy;, =
Encgyyy (IDu; © a2), besides sk, the important parameter a; is also needed. And to
calculate the user session key sky;, = h(IDy,||skgwn||a1), a1 is required. Although A has
obtained the database, it cannot associate Ey;, with a specific user, and PIDy;, is updated
each time. Thus,
2
71
P —P < . 1
Gamey: In this game, A can obtain the AIS node data {kys,5a1s, fars, IDars} through
queries. To forge the correct message Ms = Ench(sAls,fAIS, ID 415, Proof), it requires
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K¢ = mgwn © a1, where mgyy is a temporary random number and 4, is a secret parameter
of the GWN. The advantage of this game transformation is constrained by the IND-CPA
security property of the encryption scheme Encg,. Consequently,

IPr[S] — Pr(Sy]| < L - eND=CPA(2). (20)

-

After all oracle simulations are completed, the coin-tossing test query is exe-
cuted. A guesses the session key SKajs_y, = h(IDy,||[IDcwn||mewn||Ms!||h(mewn ©
sky,)||Proof). Since all secret information is protected, A can only guess randomly. Hence,

1
Pr[Succ;] = 5 (21)
By combining the differences in advantages among various games, we get:

el (A) = [2Pr[Sy] — 1]
= |2Pr[S1] — 2Pr[S7]|
< 2(|Pr[S1] — Pr[Sa]| + |Pr[Sy] — Pr[S3]|
+ |Pr[S3] — Pr(Sa]| + |Pr[Sa] — Pr[Ss]|
+ |Pr[Ss| — Pr(Se]| + | Pr[Se] — Pr[S7]])

2
(0+‘13 9% L 92 Ik +} EilNDCPA(A)>

2|H| ~ 24D| * 2|H|

0 L eIND-CPA L 9
2(|H| + - (A)) + 7L— 1(‘D| +%) (22)

Since 22‘75’ = 2L 1, the advantage is 2(‘H| + l €f4ND AN + %(\m + q3), which

is consistent with the Theorem 1. [

5.2. Security Analysis

1. Mutual Authentication: This scheme constructs a complete three-party two-way
authentication system. The user calculates M, and verifies the GWN'’s response to
confirm the authenticity of the GWN’s identity. The GWN decrypts M to recover the
random number m;, and verifies the integrity of M to authenticate the legitimacy of
the user’s identity. Between the GWN and AIS, by verifying the secret parameter pair
(sars, fars), calculating 61 and 6, and verifying the mathematical relationship 6% z 05,
and combining them with the model integrity proof Proof, the trustworthiness of
the AIS is ensured. This multi-level and multi-factor authentication mechanism
establishes a reliable identity verification foundation for the system.

2. Identity Confidentiality: This scheme adopts a dynamic temporary identity mecha-
nism to provide comprehensive protection for user privacy. During the communica-
tion process, the encrypted PIDyy, is used to replace the real identity IDy;,, ensuring
that adversaries cannot directly obtain the user’s identity information from the com-
munication data. After each session ends, the system updates the temporary identity
by calculating PID];, effectively preventing the tracking of user behavior through
identity information. In addition, all identity-related information is transmitted
through secure encryption, such as M3. Combined with the dynamic changes in
random number 71y, and timestamp, the communication patterns in different sessions
are made uncorrelated, providing multi-level privacy protection for user identities.

3. Session Key Security: This scheme ensures the security and reliability of the session
key through a carefully designed composite key-generation mechanism. In each
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session, fresh m; and mgwy are used, and the timestamp mechanism is incorpo-
rated to guarantee the uniqueness and timeliness of the key. Both the user and AIS
calculate the session key SK4js_y;, using exactly the same parameter set, ensuring
key consistency. Through the Mg verification mechanism, both parties can confirm
the correctness of key calculation, thus establishing a secure and reliable encrypted
communication channel. This design not only ensures the strength of the key but also
guarantees the reliability of the key-negotiation process.

Forward Secrecy: This scheme achieves strong forward-secrecy through a key-separation
architecture design. The session key SK 475y, is completely separated from the system’s
long-term key skgyn, ensuring that the calculation of the session key mainly depends
on the temporary random numbers mgyn and n, rather than the long-term key. Even
if an adversary manages to obtain the GWN’s master key skgw at a certain point in
time, since the temporary parameters mgwy and my;, in historical sessions only exist
in memory during the session and are immediately destroyed after the session ends,
the adversary cannot acquire these critical parameters. As a result, the adversary is
unable to back-calculate any historical session keys. This design provides persistent
protection for the historical communication content of the system.

Resistance to Multiple Attacks: This scheme has comprehensive anti-attack capabili-
ties and constructs a deep-defense system through multi-level security mechanisms.
The timestamp verification mechanism, combined with the use of random num-
bers, effectively resists replay attacks. The triple-binding mechanism of smart cards,
passwords, and biometrics effectively defends against internal attacks and security
threats caused by the loss of smart cards. The key materials go through multiple
hash transformations to prevent KSSTI attacks. Message integrity verification can
effectively prevent man-in-the-middle attacks. For DDoS attacks, the gateway verifies
the freshness of the timestamp T, before performing expensive cryptographic opera-
tions: messages with stale or invalid timestamps are discarded early, preventing an
attacker from exhausting the gateway’s computational resources through replayed or
fabricated requests. We note that this timestamp-based mechanism provides basic DoS
mitigation through early discarding of replayed messages. It is not a comprehensive
DDoS defense—full resource-exhaustion countermeasures (e.g., client puzzles, rate
limiting) are deferred to future work.

Al Services Security: Aiming at the special security requirements of AlSs, this scheme
provides a complete security guarantee mechanism. Through the model fingerprint
FPy04e1 and the dynamically generated integrity proof Proof, it ensures that the AIS
has not been tampered with during the operation. The mathematical verification

based on secret parameters (62 < 6) guarantees the legitimacy of AIS identity. The
GWN conducts strict qualification reviews during the AIS registration phase and per-
forms complete identity verification and integrity checks during each service access.
By binding the session key to the integrity proof of the AIS, the reliability and credibil-
ity of the analysis and decision-making process are ensured, providing comprehensive
security protection for Al applications in the industrial Internet environment.

6. Performance Analysis

In this section, we conducted a comprehensive performance evaluation of the

proposed scheme.

6.1. Comparison of Security Features

We first compared the security features of our scheme with those of existing schemes.

As shown in Table 2, the comparison results indicate that our scheme supports a wider
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range of security requirements, especially those that are crucial for Al-oriented industrial
environments. The evaluation of security features is based on the formal and informal
analyses provided in each paper.

As shown in Table 2, Han et al. [3] has significantly improved upon Rafique et al. [4]
by adding forward secrecy and the ability to resist insider attacks and KSSTI attacks.
Kumar et al. [2] provides a solid foundation for device-layer authentication, performing
especially well in resisting DDoS attacks. Esfahani et al. [17]’s scheme, as an earlier M2M
authentication scheme, is lacking in some security features. However, none of the existing
schemes consider the security of the Al service itself. Our scheme is the only one that pro-
vides a comprehensive security framework covering user devices, communication channels,
and AISs, including model integrity verification and service credibility authentication. This
makes it particularly suitable for the emerging Al-driven industrial Internet environment.

Table 2. Security feature comparison.

Security Feature [2] [3] [4] [17] Our
Mutual Authentication v v v v v
Three-party Authentication X v v X v
User Anonymity/Identity Privacy v v v X v
Session Key Agreement v v v v v
Forward Secrecy v v X v v
Resistance to Replay Attacks v v v v v
Resistance to Insider Attacks v v X X v
Resistance to Smart-Card-Loss Attack X v v X v
Resistance to KSSTI Attack X v X v v
Resistance to Impersonation Attacks v v v v v
Resistance to Man-in-the-Middle Attacks v v v v v
Resistance to DDoS Attacks v X X X v
Al Service Security X X X X v

6.2. Comparison of Computational Overhead

For a fair comparison, all cryptographic operation timings are measured using the
MIRACL library running on a desktop computer featuring an Intel Core i5-12400F processor
(2.50 GHz) and 32 GB of main memory. We only analyze the time consumed by each entity
during the authentication phase, excluding the one-time overhead of the registration phase.
The execution times of cryptographic operations are defined as follows:

*  Tj: The running time of a one-way hash function. Tj, ~ 0.002 ms.
*  Tsym: The running time of symmetric encryption or decryption.
*  Tsym ~ 0.004 ms. Tr.: The running time of fuzzy extractor operations. Tf, ~ 0.005 ms.

As can be seen from the data in Table 3, although the computational overhead of
our scheme is higher than that of [2,17], this is a necessary cost for achieving three-party
authentication and Al security functions. However, compared with similar three-party
authentication schemes, our scheme shows significant advantages. It is 31.6% lower than [3]
and 15.6% lower than [4]. This improvement mainly benefits from the optimized sequence
of cryptographic operations and the efficient key management strategy, which improves
computational efficiency while ensuring enhanced security.

Based on the comparison of computational overhead for n-time authentication shown
in Figure 2, as the number of authentication times increases, the computational overhead
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of each scheme shows a linear growth trend. In scenarios with multiple authentications,
our scheme consistently maintains its computational efficiency advantage over similar
three-party authentication schemes. This cumulative effect is of great significance in the
long-running industrial Internet of Things environment, as it can effectively reduce the
overall computational overhead of the system.

Table 3. Computation cost comparison in authentication phase.

Hash S};‘nI:netr-lc Fuzzy Total Cost
Scheme Entity (Ty) tio n/Decryp tion Extractor in Authentication
h ryp (Tr.) Phase (ms)
(Tsym)
[2] User + Server 9 5 0 0.038
3] User + GWN + 21 12 1 0.095
Sensor
[4] User + GWN + 16 9 1 0.073
Sensor
[17] Device + Router 7 3 0 0.026
Ours User + GWN + AIS 18 6 1 0.065
5.0 1
45-
'g 4.0 -
FECE
£5,. ' —e— Kumar 2024
g 4 Han 2024
O 25- , Rafique 2022
2 ~e— Esfahani 2019
.g 2.0- -8~ our
£
S 1.0 -
0.5
0.0 & T T i T
1 5 10 20 50

Number of Authentication Times

Figure 2. Computational overhead for n-time authentication [2-4,17].

6.3. Comparison of Communication Overhead

We calculated the total number of bits transmitted during the authentication and
key-agreement phases. The bit-lengths of each parameter are as follows:

Symbol Explanation: Tj;: Identity (128 bits); Ts: Timestamp (128 bits); T,: Nonce
or Secret Parameter (128 bits); Tj,: Hash Output (256 bits); Tsyn: Symmetric Ciphertext
(128 bits); T,: Other Specific Parameters (160 bits).

Table 4 shows that although the communication overhead of our scheme (2304 bits) is
higher than that of the basic two-party authentication schemes [2,17], this is an inevitable
requirement for supporting complete three-party authentication and the transmission
of Al security parameters. However, it performs outstandingly among similar three-
party authentication schemes, being 28.7% lower than [3] and 25.0% lower than [4]. This
optimization stems from the streamlined message-round design and the compact parameter
encoding scheme, which effectively controls the communication burden while maintaining
all security functions.

According to the comparison of communication overhead for n-time authentication
shown in Figure 3, our scheme demonstrates a continuous communication efficiency
advantage in scenarios with multiple authentications. As the number of authentication
times increases, the communication overhead advantage of our scheme over similar three-
party authentication schemes shows a linearly magnifying trend. This cumulative effect is
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particularly crucial for resource-constrained industrial Internet of Things devices, as it can
significantly extend the network lifespan and enhance the system’s scalability.

Table 4. Communication cost comparison.

Total Parameter

Scheme Number of Messages Composition Total Cost (bits)
[2] 3 1T;q + 5Ty, + 2Ts + 2Tsym 1920
[3] 7 1T, + 6T, + 7T}, + 4T 3232
[4] 6 1T;; + 5T, + 7Ty, + 4Ts 3072
[17] 3 1T;q + 4Ty, + 3Ts + 1Tsym 1664
Our 6 2Tsym + 4Ty + 4Ty, +4T; 2304

180,000
160,000 -
140,000

120,000 -
—o— Kumar 2024

- Han 2024
Rafique 2022
~o~ Esfahani 2019
-8~ our

100,000

80,000 -

60,000 -

40,000

Communication Overhead (bits)

20,000 -

o-—*% T T 1 '
1 5 10 20 50
Number of Authentication Times

Figure 3. Communication overhead for n-time authentication [2—4,17].

6.4. Scenarios-Based Performance Evaluation

Considering the network volatility in industrial environments, we tested the au-
thentication completion time under different network latency conditions. The results are
presented in Figure 4. Even in a high-latency environment of 200 ms, our scheme can
complete the authentication within 568 ms, fulfilling the real-time requirements of most
industrial applications.

As can be seen from Figure 4, the schemes from [2,17], being two-party authentication
schemes, perform best in network-latency environments, which is determined by their sim-
plified protocol interaction processes. Among similar three-party authentication schemes,
our scheme has the shortest authentication time, being 28.8% faster than the scheme in [3]
and 20.2% faster than the scheme in [4]. As the network latency increases, the performance
advantage of our scheme becomes more prominent, reflecting the effect of the optimized
message-round design.

For the core innovative aspects of the scheme, we specifically tested the effectiveness
of the AIS security mechanism.
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Model Integrity Verification Guarantee. In the verification mechanism design, the col-
lision resistance of the hash function ensures that any modification to the model will
produce a different Proof value. Specifically, since Proof = h(FPyoge || T3), any alteration
to the model parameters changes the fingerprint FP,4.1, and by the collision resistance
of SHA-256, finding FP!, 4. 7 FPmodel such that i(FPL o || T3) = h(FPoder || T3) is
computationally infeasible. Thus, under the standard cryptographic assumption of hash
collision resistance, the verification mechanism provides a theoretical guarantee that model
tampering will be detected. We note that this is a design-level argument derived from the
properties of the underlying hash primitive, not an empirical measurement. Comprehensive
experimental evaluation of the fingerprint mechanism under diverse model modifications

and real-world attack scenarios is deferred to future hardware-based experimental work.

7. Conclusions

In this article, we introduce a secure and efficient authentication scheme tailored
specifically for an AIS environment. Specifically, a robust three-party authentication mech-
anism is proposed to ensure secure interactions among users, the GWN, and AIS providers.
Through comprehensive security analysis, we have verified that this design achieves all
fundamental security properties, including mutual authentication, user anonymity, forward
secrecy, and resistance to various known attacks, while maintaining practical efficiency in
both computation and communication.

For future work, several directions merit further investigation: deploying the proposed
scheme on representative IloT hardware platforms to measure real-world metrics including
memory consumption, energy usage, authentication throughput, and latency percentiles;
evaluating the model fingerprint mechanism with diverse deep learning architectures under
fine-tuning, pruning, and backdoor injection attacks with statistical treatment and confidence
intervals; extending the static model fingerprint to hardware-assisted runtime attestation
using Intel SGX or ARM TrustZone; conducting a refined formal security proof using the
standard ROR model with explicitly defined Execute, Send, Reveal, Corrupt, and Test oracles
with detailed game-hopping sequences and tighter probability bounds; performing a precise
communication cost analysis that accounts for GCM nonces and authentication tags with
tripartite separation of user, gateway, and AIS computational overhead; modeling the com-
plete protocol in ProVerif or Tamarin for machine-checkable security proofs; designing and
evaluating resource-exhaustion defenses for the protocol’s initial message exchange; mitigat-
ing the single-point-of-failure risk inherent in the trusted gateway model through threshold
cryptography or distributed consensus mechanisms; adding lifecycle management support
including password update and key rotation; and investigating defenses against Al-specific
attacks (e.g., adversarial examples, data poisoning, and prompt injection) to complement the
authentication-layer security provided by this protocol.
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