energies
Article

Digital Forensic Analysis of Industrial Control
Systems Using Sandboxing: A Case of WAMPAC
Applications in the Power Systems †
Asif Iqbal *, Farhan Mahmood and Mathias Ekstedt
School of Electrical Engineering and Computer Science, KTH Royal Institute of Technology,
Stockholm SE-100 44, Sweden
* Correspondence: asif.iqbal@ee.kth.se
† This paper is an extension of the paper Iqbal, A., Mahmood, F., & Ekstedt, M. (2018, November), An
Experimental Forensic Testbed: Attack-based Digital Forensic Analysis of WAMPAC Applications. Presented
at the 11th Mediterranean Conference on Power Generation, Transmission, Distribution, and Energy
Conversion (MEDPOWER 2018), Dubrovnik, Croatia, 12–15 November 2018.
Received: 11 May 2019; Accepted: 3 July 2019; Published: 6 July 2019




Abstract: In today’s connected world, there is a tendency of connectivity even in the sectors which
conventionally have been not so connected in the past, such as power systems substations. Substations
have seen considerable digitalization of the grid hence, providing much more available insights than
before. This has all been possible due to connectivity, digitalization and automation of the power
grids. Interestingly, this also means that anybody can access such critical infrastructures from a remote
location and gone are the days of physical barriers. The power of connectivity and control makes it a
much more challenging task to protect critical industrial control systems. This capability comes at a
price, in this case, increasing the risk of potential cyber threats to substations. With all such potential
risks, it is important that they can be traced back and attributed to any potential threats to their roots.
It is extremely important for a forensic investigation to get credible evidence of any cyber-attack as
required by the Daubert standard. Hence, to be able to identify and capture digital artifacts as a result
of different attacks, in this paper, the authors have implemented and improvised a forensic testbed
by implementing a sandboxing technique in the context of real time-hardware-in-the-loop setup.
Newer experiments have been added by emulating the cyber-attacks on WAMPAC applications, and
collecting and analyzing captured artifacts. Further, using sandboxing for the first time in such a
setup has proven helpful.
Keywords: forensic investigations; forensic evidence substation; wide area monitoring protection
and control; phasor measurement units (PMUs); industrial control systems; sandboxing

1. Introduction & Motivation
An increasingly digitized or smart world has created dangerous times. Incidents related to
cyberweapons like BlackEnergy [1] started as a simple distributed denial of service (DDoS) platform to
a quite sophisticated plug-in based malware and Stuxnet [2]. This included the destruction of equipment
in the operational technology (OT) environment which is a reminder about the vulnerabilities of
this digital world. The impacts of such cyber-physical attacks on critical infrastructures resonate far
beyond the confines of Iran and Ukraine. These were very well coordinated attacks, well-structured
and pre-planned. In today’s multi-polar world, it is foreseeable to consider that such types of attacks
would continue to prosper with increased complexity.
Hence, in such a volatile world, it is of paramount importance to be well-prepared in terms of
threat analysis and collection of digital evidence in order to attribute attacks to state and non-state
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actors. Forty-six cyber-attacks incidents were reported in the energy sector in 2015 [3], mostly related
to the IT system of power utilities and their dealers. The U.S. Department of Energy indicates that the
actual number of cyber-attacks is higher than reported [4].
The conventional electrical power grids are being transformed into smarter grids. Wide area
monitoring protection and control (WAMPAC) systems, is one of the many advanced capabilities
that are being equipped with the area of electric power systems. WAMPAC helps to improve
planning, operation, and maintenance of electric grids [5]. The major components of this system are
the phasor measurement units (PMUs) and the phasor data concentrators (PDCs). In a WAMPAC
system, time-synchronized phasor data from multiple PMUs are integrated into a PDC, to produce a
time-aligned output PDC data stream. A PDC is usually compliant with the IEEE C37.118 standard.
PDC, being one of the most important parts of WAMPAC, is vulnerable to cyber-attacks.
Motivation
It is extremely important for a forensic investigation to get credible evidence for any cyber-attack
attribution as required by the Daubert standard for it to be admissible in a court of law. Evidence
should follow the Daubert standard and the integrity of the evidence must be flawless. If the integrity
of evidence can be ensured and the Daubert standard is followed, only then can attributing evidence
incriminating the culprits be presented. All of this only possible if there is a controller environment in
which the parameters have been set and the type of the variations occurring with respective changes is
known. In other words, the exact activity is mapped with exact attributing evidence.
A closed loop, non-interfering environment, such as sandboxing, helps to provide such an exact
mapping. Previously, sandboxing has not been used in power systems, neither in digital forensics
context, nor in security context. Thus, it perfectly makes sense to use such an important technique
for evidence collection and analysis. All this clearly helps in ensuring the integrity of the acquired
evidence, in turn, making a formidable case based on sound forensic artifacts.
2. Related Work
The use of digital forensic investigations in the domain of electric power systems is quite limited.
The current research focus for digital forensics usually tends towards supervisory control and data
acquisition (SCADA). For example, Ahmed et al. [6] discussed some measures for forensic readiness
in the SCADA environment. Similarly, Wu et al. [7] discussed a SCADA digital forensic process
consisting of seven steps and Eden et al. [8] discussed a SCADA forensic incident response model. A
few other perspectives include works like Ahmed et al. [9] discussing programmable logic controller
(PLC) forensics. Many works [10–14] explain the different types of cyber-attacks, testbeds and potential
vulnerability in a digital substation in smart grids, however, they seldom discuss anything related
to digital forensic investigations. For example, Stellios et al. [15] have discussed advanced persistent
threats and zero-day exploits in the Industrial Internet of Things specifically detailing attacks on
smart grid SCADA networks and field devices. These include the 2007 Aurora attack scenario that
targeted electric power generators demonstrated by Idaho US National Labs [16], the 2015 attack on the
Ukraine’s smart grid distribution network [17], and the 2016 attack on the Ukraine’s Kiev transmission
station [18].
Among the first forensic investigations on intelligent electronic devices (IEDs) and phasor
measurement units (PMUs) is the work done by Iqbal et al. [19]. They studied digital forensic readiness
in industrial control systems (ICS), especially revolving around substation automation and devices
called IEDs and PMUs as their case studies in smart grids. Through these case studies, they performed
different attacks and tried collecting evidence. It was concluded that current ICS devices, i.e. IEDs and
PMUs, in substations were not forensic ready. Similarly, Iqbal et al. [20] in their work investigated
different logs of industrial control systems (ICS) on a variety of devices using a variety of operational
setups. They concluded that in industrial control systems logs are relatively less mature, hence leading
to the inability of logs to ascertain incrimination and attribution of an attack. They suggested the
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logs be modified in contents to contain more information in aid of forensic investigations when
deemed necessary.
Forensics investigations require a test setup to be properly configured in order to acquire useful
forensic artifacts in case of a cyber-attack. In a power system domain, many testbeds are proposed
in the literature for simulation attacks [10–14], however, most of them are not suitable for collecting
useful artifacts to be used later in forensic analysis. Among the first testbeds proposed in [21] was
suitable for conducting a forensic investigation and potentially collecting artifacts.
One of the challenges associated with the digital forensic investigation is identification,
examination, and extraction of digital artifacts with the probative value [22]. The complexity of
the digital environment makes this a tedious task if not done properly. Moreover, the process of finding
artifacts should be automated. The challenge is usually overcome by using various suitable tools and
techniques for this purpose. Sandboxing is one of the suitable techniques used in digital forensics for
this purpose.
A sandbox environment is an isolated environment although originally used by programmers to
test new code, has now become one of the useful techniques for security and forensic investigations [22].
Although sandboxing has been in use for many years in other domains, but to authors’ best knowledge,
it has rarely been used in power system testbeds. In [23], the authors have proposed the concept of
sandboxing for this first time in this domain, however, the focus of the paper was not exploring the
details. The paper identifies attack-based digital forensic evidences (DFEs) for WAMPAC systems).
A correlation is performed based on acquired DFEs resulting from system application logs. In [24],
intelligent analysis of digital evidence is performed in large scale logs in power system attributed to
the attacks.
Paper Contributions
In [21], a forensic testbed was proposed for simulating cyber-attacks on WAMPAC applications.
Although the first of its nature for forensic investigations in the power systems, the challenges
encountered in the investigation process led to improvisation of our implementation using the
sandboxing approach. Additional experiments were performed on top of the existing work which had
previously performed by the authors.
In this paper, the concept of sandboxing on the hardware-in-the loop forensic testbed originally
proposed in [21] has been introduced. An authentication attack between the communication of PMU
and PDC was considered. The PDC system is particularly sandboxed, which provides a controlled
environment, thus, facilitates in extracting the artifacts with forensic value. Hence, such artifacts help
in the investigation process to trace back to the root cause of the cyber-attacks.
The remainder of the paper is organized as follows:
In Section 3, a substation architecture is presented identifying the vulnerabilities and potential
artifacts, which gives a broader overview of forensic investigation in the field of the power system and
smart grids. Section 4 provides the theoretical details of the sandboxing approach. Section 5 describes
the details of the power system model used to emulate the behavior of the power system used for the
testbeds. Section 6 contains the mapping of different attacks in WAMPAC applications. In Section 7,
the two approaches of real-time hardware-in-the-loop forensic testbed are presented Finally, Section 8
presents the key conclusions of the paper.
3. Background on Substation Architecture
A substation consists of various entities including hardware and software components. These
components may be subjected to various types of attacks. Figure 1 shows a broad overview of
the architecture of a substation. The figure identifies most of the probable vulnerabilities of the
cyber-attacks. In addition, key potential places are detected where useful forensics artifacts could
be acquired. The study focuses on some of the major substation devices, in the context of IEC 61850
substation automation architecture, i.e. PMUs, IEDs and remote terminal units (RTUs), etc.

logging and coordination functions within a substation.
An IED can either directly communicate with a station bus using 61850-8-1 GOOSE/MMS or
requires a protocol gateway to publish data from the IED to the substation control bus (in case IED
uses DNP3/Modbus or any other protocol which is not 61850 compliant). The data from IEDs and
RTUs are sent to the national control center via the RTU gateway using IEC 61870-5-104, where4 of 15
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be used for upper-level communication individualistically. The input to this device could be
the data from the sensor and actuators from the field equipment. IED can issue various control
orders, such as tripping circuit breakers to protect the network section and expensive equipment.
PMU: A PMU is a device which estimates the synchrophasors, frequency, and rate of change of
frequency (ROCOF) of the input voltage and /or current waveform, based on a common universal
time (UTC) time reference. A PMU is usually installed into a power substation and connected to
the electric grid via instrument transformers. PMUs have great benefits for situational awareness
in WAMPAC and forensic event analysis [27]. For example, a PMU can report the data at a rate as
high as up to 120 samples/ seconds. In addition, they have the capability to measure phase angle
variations at multiple places which allow grid operators to detect and characterize the grid much
faster than the traditional devices. A PMU measurement is time-stamped, and thus coordinated
against universal time (UTC) using a time source, such as the GPS. The time synchronization
feature of PMU measurements helps to improve the overall coordination of the grid operation.
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(6)

RTU: It is an integral part of typical SCADA systems used as a communication pivot. The data
from sensors and actuators in substations and remote locations are collected by RTUs. It sends the
collected data to a master station (national monitoring and control center) via a communication
system. RTUs provide historical and sequence of event data for fault investigations and provide
historical trend data for power network planning and maintenance.
PDC: It receives time-synchronized phasor data from multiple PMUs to produce a real-time,
time-aligned output data stream. A PDC can exchange phasor data with PDCs at other locations.
A PDC is usually compliant with the IEEE C37.118 standard, which provides the required
capability for the most advanced wide area monitoring applications. Moreover, a PDC also
provides a gateway for the interface of PMU applications to the SCADA/EMS system to improve
the supervision of the power system.
Merging unit (MU): It is an IED that is used to exchange information between field devices (at
process level) and secondary devices at the bay level. The MU collects the inputs from current and
voltage transformers synchronously and provides output in the form of digital signals compliant
with IEC 61850 protocol.
Local Substation SCADA:
a.

b.

(7)
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Human machine interface (HMI): HMI is used by system operators and control center
engineers to interpret and visualize SCADA system data through a graphical user interface.
HMI can also be used for transferring algorithms, configuring set points and adjusting
parameters of controllers.
Historian and log servers: It is basically a database management system that acquires and
saves data sent to the control center. It is also used to produce audit logs for all events
and activities across a SCADA network. Therefore, it is a vital source of evidence for any
incident forensic investigations.

Energy management system (EMS) and SCADA: This is an energy management system that
optimizes, supervises and controls the transmission grid and generation assets. It hosts all
monitoring, control, protection, and planning applications, etc. The SCADA system can have
built-in capabilities of EMS or it can be a separate system.
(8) Engineering tools: A set of software tools are the essential part of a modern substation automation
architecture. The tools can be used to configure the bay level and process level devices. Moreover,
the tools help in the overall system configuration. In addition, some appropriate tools could be
used for a real-time cybersecurity monitoring of the substation.
(9) Time synchronization: This is required to ensure that all devices in a substation have accurate
clocks for system control and data acquisition, etc. Time synchronization enables electric power
utilities to have better coordination of the operation and helps to maintain power supply integrity.
(10) Protocol converters: Protocol converters parses data from one protocol, map it to another
desired protocol and finally transmit the data accordingly. Having various protocols in
substation architecture, protocol converters become important for the interoperability between
different devices.
(11) Substation process bus (IEC 61850-9-2): It is an interface between primary field devices and
secondary devices at the bay level. The process bus is compliant with IEC 61850-9-2 standard.
Conventional instrument transformers provide analog values which can be exchanged for
fiber-optic sensors. The modern non-conventional instrument transformers can communicate
with the process bus via digital signals to be fed to metering, protection and control equipment.
(12) Substation station control bus (IEC 61850-8-1): It is an interface between secondary bay
level devices and the control center/SCADA. The station bus is usually compliant with IEC
61850-8-1 standard.
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In this paper, IEEE 9 bus model shown in Figure
3 is used to design, test and validate the attack
simulation experiments. The model is an essential component of the forensic testbeds (shown in
Section 7) to be used for simulation and analysis of cyber-attacks on substation devices.

The Simulink model is first divided into sub-systems. The model is loaded into the RTS using the RTLAB software interface. Finally, the model is executed in the RTS.
A detailed execution architecture for the real-time simulation of the model is shown in Figure
4b. The Simulink model can be broadly classified into computations part and the graphical user
TCP/IP
interface (GUI) part. The computation part is mostly executed in a real-time
target, whereas the GUI
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part is executed in the local host computer.

Simulink Model

Simulink power
system model

Real-time RT-Lab
target software

Splitting model
into subsystems (b)

interface to load
the model into
RTS

User
Host Computer
Execute
the
model in RTS

Figure 4. (a) Model preparation steps for real-time simulation; (b) Detailed execution architecture for
8 of 16
real-time simulation.
(a)
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In this paper, IEEE 9 bus model shown in Figure 3 is used to design, test and validate the attack
simulation experiments. The model is an essential component of the forensic testbeds (shown in
Section 7) to be used for simulation and analysis of cyber-attacks on substation devices.
6. Mapping of Different Attacks in WAMPAC Networks
In Figure 5, a comprehensive mapping was performed for different attacks in WAMPAC
network. The focus was to map the attacks corresponding to potential forensic evidence that could
be generated in a WAMPAC network. The mapping could help to get a quick understanding of the
types of cyber-attacks, usually targeted resources, applications under attack and their potential
impact on the power system.
The mapping is first of its kind in the field of WAMPAC applications with a specific focus on
digital forensic evidence. The forensic evidence is broadly classified into system evidence and
network evidence. This mapping provides a useful starting point for the digital forensics researchers
to explore the applications of digital forensics into the field of power systems.
Figure 5. Mapping of different attacks in WAMPAC network with respect to potential forensic
evidence [32].

The mapping is first of its kind in the field of WAMPAC applications with a specific focus on
digital forensic evidence. The forensic evidence is broadly classified into system evidence and network
evidence. This mapping provides a useful starting point for the digital forensics researchers to explore
the applications of digital forensics into the field of power systems.

Figure 5. Mapping of different attacks in WAMPAC network with respect to potential forensic
evidence [32].
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fed to PMUs, and PDC stream is being published to the target application to perform the relevant
functions. However, in case of an attack, the attacker injects a spoofed time signal to a PMU and PDC
publishes an infected stream to the target application which could negatively impact the performance
of the target application.
The time synchronization input to a PMU is considered to be one of the most susceptible signals
for a cyber-attack. An attack on time synchronization input signal infects PMU data, which could badly
impact the end-user applications. For instance, a PMU based monitoring application shown in Figure 8,
i.e., steady state model synthesis (SSMS) [33], produces reduced equivalent network models using
PMU data. The attack on time-stamp could corrupt the calculations of the parameters of the equivalent
network model. The system operator utilizing the output of the SSMS application could potentially
take wrong decisions based on the corrupted results. This could result in unwanted interruptions in
the power network and eventually could result in a blackout of the power network.
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The time synchronization input to a PMU is considered to be one of the most susceptible signals
for a cyber-attack. An attack on time synchronization input signal infects PMU data, which could
badly impact the end-user applications. For instance, a PMU based monitoring application shown in
Figure 8, i.e., steady state model synthesis (SSMS) [33], produces reduced equivalent network models
using PMU data. The attack on time-stamp could corrupt the calculations of the parameters of the
equivalent network model. The system operator utilizing the output of the SSMS application could
potentially take wrong decisions based on the corrupted results. This could result in unwanted
interruptions in the power network and eventually could result in a blackout of the power network.
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In this paper, a forensic experimental testbed is proposed using sandboxing approach as shown in
Figure 9. The base design of this testbed is similar to the testbed as described in Section 7.1. The most
predominant difference is that the PDC system is sandboxed.
In this testbed, the PDC is subjected to an authentication attack. It is assumed that the attacker
has gained unauthorized access to the PDC network and to the PDC’s credentials. After gaining access
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system,
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various
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Figure 10. Timeline analysis of the activities performed.

7.2.3. Sandboxing on PDC System
The architecture of the PDC system is shown in Figure 11. As shown in the figure, C37.118 2005
clients communicate with the PDC C37.118 2005 server. The PDC first collects the data from different
PMUs, processes the data by time aligning and it finally broadcasts it in the form of the data stream. The
database in the PDC system logs all the events. The configurations and settings of PMU/ PDC streams
by the users are performed using graphical user interface assistance software on a local computer.
Whereas, once the configurations are saved, the updated data is transferred to the PDC server.

performed by the attackers on the PDC system generated some potential digital artifacts on the PDC
system. For example, the evidence generated as a result of most of the malicious activities shown in
the timeline in Figure 10 can be associated with their respective steps. The extraction of these useful
artifacts could only be made possible due to a controlled sandboxed, which keeps track of each minor
change2019,
on 12,
the2598
PDC system. These recorded changes provide vital input for a successful forensic
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investigation.

Figure 11. The architecture of a PDC system with sandboxing.
Figure 11. The architecture of a PDC system with sandboxing.

As shown in Figure 11, the PDC system, i.e., server and GUI, are sandboxed. All the attack
8.
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forensic artifacts were identified, preserved, collected and studied to know how exactly such attacks
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impacted the system and what traces they left behind.
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programmers
in the
past,
and
is considered
of substation devices particularly focusing on WAMPAC applications. As a result of cyber attacks,
constituent devices leave the traces behind known as forensic artifacts as per Locard’s principle. These
forensic artifacts were identified, preserved, collected and studied to know how exactly such attacks
impacted the system and what traces they left behind.
Secondly, based on the challenges and difficulties faced in conducting such investigations,
certain improvements were made specifically adding and implementing the sandboxing technique.
Sandboxing has been used frequently by programmers in the past, and now-a-days is considered very
important while performing security analysis. It has proven to be very useful as an aid in forensic
analysis but is rarely used in the context of industrial control systems.
This study successfully implemented the sandboxing technique in RT-HIL for conducting forensic
analysis. Problems such as volume of data involved and tracking different kinds of changes in the
file systems which not only took more time, but also was tedious in nature and time-consuming task.
Sandboxing helped in reducing these difficulties considerably. While previously, the authors were only
able to perform and analyze time synchronization and GPS spoofing attack in this work, we expanded
our horizons by adding authentication attack. These attacks resulted in successful identification and
collection of more forensic artifacts.
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In future work, the authors potentially see the opportunity to perform different attacks. This can
include different types of attacks on the same device to find out which attacks leave more artifacts
and which attacks leave less artifacts. This may also be useful for mapping all the relevant artifacts to
different attack types. Another possible direction is to increase the scope of sandboxing which may be
helpful in conducting a wider collection and analysis of artifacts.
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Abbreviations
WAMPAC
IED
PMU
RTU
PDC
RTS

Wide Area Monitoring Protection and Control
Intelligent Electronic Device
Phasor Measurement Device
Remote Terminal Units
Phasor Data Concentrator
Real-time Simulator
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