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Abstract: The Internet of Things (IoT) is introduced in systems with electrical machines, such as in
electric drive systems, wind energy generating systems, and small and special machines, to remote
monitor and control the operation for data acquisition and analysis. These systems can integrate with
the equipment and retrofit the existing installations. At the end of the control loops there are always
motors, or actuators, of big or small ratings, of rotating or linear movements, electrical or nonelectrical,
which must produce the motion. This article analyses selected aspects of research and applications of
IoT-based control in electric drive systems and of wind energy conversion systems with induction
machines. Various applications and study cases of control systems of electrical machines with IoT
technology are described. With the IoT-based control of induction machine systems operators can
remotely monitor parameters and obtain accurate real-time feedback during fast changing duty cycle
operation. Thus, IoT creates multipurpose instruments in the remote control of induction machines.
The paper offers a comprehensive analysis of IoT-based control applications in the field of induction
machines, with technical details of design, construction, experimental testing, and prototyping,
that are useful to energy engineering specialists in the sector of electric drives and wind energy
conversion systems.

Keywords: Internet of Things; electric drive systems; wind energy conversion systems; induction
machines; microprocessors; sensors

1. Introduction

The technology of Internet of Things (IoT) connects online to the internet and integrates
devices. The IoT networks different kinds of physical objects equipped with electronic
modules, acquires and transmits data, allows access to devices in remote areas, and the
users can monitor their operation in real time. The development of IoT technology led to the
emergence of new systems which are monitoring and controlling remotely complex struc-
tures. Operators can remotely monitor multipart installations, without human presence in
the space where systems are sited. The interaction between machines, actuators, systems,
sensors, and displays, has developed smart manufacturing applications which generate big
volumes and diversity of data. Nevertheless, at the end of the control loops there are always
motors or actuators, of big or small ratings, of rotating or linear movements, electrical or
nonelectrical, which must produce the motion.

Recent reports present the advancement of IoT from an interdisciplinary viewpoint,
like hardware and software of computers, control systems, sensors, and networks, and for
a wide range of sectors. The IoT entered in to modern life by connecting smart devices,
technologies, and applications. The principles of operating IoT, and its enabling of commu-
nication technologies, internet communication protocols, cloud computing, and big data
analytics are applications and research topics of interest [1].
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Thus, new emerged industrial applications established the Industrial Internet of Things
(IIoT) [2] that connects different components of industrial equipment using sensors, and
with the use of software, transmits large amounts of data. The acquired data are processed
creating smartness. Related topics of smart processing are loT-assisted manufacturing,
which uses cloud computing, big data, and ICT [3]. The introduction of IloT in industrial
sectors stimulates industry growth, involving smart machines with embedded sensors,
connectivity, and managing acquired data for various applications with electrical machines.
IIoT connected systems allow the operators to real-time monitor the status of electrical
machines, give fast feedback and regulation, and thus, optimize production processes in
factories. Already, applications of IoT found in places in many sectors of technology and
life, are installed in embedded devices, in smart grids, for environmental monitoring in
agriculture, in construction of buildings, in automotive industries, and in health care [4].

Applications of IoT in smart grids of energy generating systems are parts of the
Internet of Energy (IoE), which has roles in monitoring, remote control and management
of installations, and equipment of electric generators, such as in Wind Energy Conversion
Systems (WECS) of Renewable Energy Sources (RES) generation units. Because renewables
depend on climate and weather conditions, the size and quality of energy produced from
renewables are variable, and moreover, have high production costs. Thus, the various
RES electricity generation devices, whether connected to electricity grids or stand-alone
electricity systems, must provide for the possibility of improving the quality of the power
produced [5]. Other weaknesses are meeting the increasing demand of electric power by
RES in a reliable and efficient way. In order to achieve consumer demand for electricity
when produced by hybrid schemes with RES, fossil fuels, and backup storage, new low-cost
power generation schemes need to be further explored [5,6].

Along with advances in WECS design, construction, and sizes, the wind energy indus-
try has also progressed due to Industry 4.0, which improves performance, processes, and
computing power, making it easier to acquire and process data for automation, optimiza-
tion, predictive maintenance, and new applications [4Mal]. Other aspects of IoT-enabled
energy systems are architectures and functionalities of smart grid systems, with focus on
communication, networking, computing, sensing, and security, which make them more
robust, secure, efficient, and reliable, [7].

The energy sector change from a centralized to a decentralized system, by unifying big
and small energy producers and RES producers, and using ICT and IoT technology, must
reach net-zero emissions sustainability goals [8]. In various enterprises, by using actuators
and sensors to collect and analyze real-time data, [IoT modifies the operation of machines
and devices so that they do not require human intervention. Then, based on data collected
and stored in real time, IIoT supports decision making, and uses this data for periodic
assessment and maintenance forecasting [9]. Thus, applications through IloT contribute to
the automation of industrial production, the management of business processes, and the
transportation of goods and people. The IloT offers the improvement of human labor con-
ditions, or even unmanned labor, especially in conditions where people can be exposed to
hazardous agents and environments, such as toxic, explosive, or radioactive environments,
in mining, underwater, or at heights [9]. The United States energy management system
included grid surveillance with specifics on: weather and the impact of climate changes on
energy generation and demand; forecasting of peak loads; renewable energy reliability and
changeability; generation increase, decision analysis, and IoE integration [10].

Operation and Maintenance (O&M) are significant parts of the lifecycle costs of manu-
facturing machinery and of wind plants. In offshore wind farms, the condition monitoring
instrumentation is used for fault identification and improvement of performance [11]. The
state-of-the-art in O&M comprises offshore wind plants, WECS condition monitoring,
deterioration models, fault diagnosis, prognosis, aspects of planning O&M, using artificial
intelligence, data processing, integrating technology, automation, digitalization in the off-
shore maintenance sector, and debating the benefits, limitations, and application of these
approaches with IoT and Industry 4.0 [11].
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As far as developments in building infrastructure are concerned, energy installations
using IoT are notable [12,13]. Some of the elements of IoT are installed from the design
phase and concern building control devices, such as sensors, hardware and software,
monitoring and data collection to predict energy consumption [14], supplying appliances
with electricity, optimizing energy use, and ultimately improving the quality of life of
residents [12,13].

In industrial plants, induction motors (IMs) are installed as varying speed-varying
torque actuators, with good performance and reliability under many operating states
and duty cycles. Modelling approaches of control configurations include mathematical
equations, numerical analysis, computer simulations, results for the evaluation of induction
motor parameters, the behavior obtained when different control techniques are applied [15],
and the basic components for online monitoring of electrical equipment with electrical
machines using IoT [16].

Among the important areas of IoT use related to electrical induction machines are
process control with remote operation and status monitoring, equipment fault diagnosis,
and power generation control. There are other fields such as education, buildings, and
medicine as well. An early detection can be based on an online automatic fault diagnostic
technique for the maintenance of induction motors using the IoT [17]. The benefits of
induction motor controlled systems with IoT are optimized performance, reduced costs for
O&M, increased reliability, and accuracy in prediction of failures.

To enable the introduction of WECS in the IoE and the conversion of wind energy,
WECS technologies and their design are transformed into decentralized structures, methods,
and technologies to cover electricity generation, and depending on load requirements and
weather fluctuations, to include the characteristics of cyber-physical systems: security,
remote control, networking, life cycle growth, and sustainability [18]. There is a tendency to
deepen knowledge of double-output induction generator DOIG control systems operating
in WECS. Thus, WECS equipped with DOIG have the advantages of operating with variable
rotational speed input and constant frequency output and applying the techniques of
maximum power point tracker MPPT, control the generated voltage, frequency, active, and
reactive power [19]. The dynamic states of power systems embedded with smart grids and
instabilities due to unpredictable wind and load changes, which can cause temporary load
rejection, can be addressed using artificial intelligence and forecasting to predict component
failures, reduce diagnostic time, and increase accuracy and stability for DOIG [19].

The development of IoT has raised new issues for energy conversion to power IoT
components and devices, such as nanogenerators, with lightweight simple construction
and to make them self-driving [20]. Nanogenerators can be piezoelectric, triboelectric, or
pyroelectric. Thus, the sensors connected to the IoT can be powered using nanogenerators
instead of conventional power supplies.

In Table 1 are the selected generic topics regarding electrical machines, working as
induction motors and as induction generators, and their loT-based specialized control
systems for industrial applications and for WECS in energy generation power plants.

Table 1. Generic topics regarding electrical machines with IoT-based control systems.

Generic Topics Specifics and Technical Aspects Citations Reference Number

Online monitoring perfprmance of Suitability of IoT components. 2 [16]

electrical motors using IoT.
Induction Motors
Online automatic diagnostic techniques Condition monitoring of 10 [7]

and early failure detection. maintenance with IoT.

WECS to cover load demands and Technologies that allow WECS for

generation requirements related to IToE: remote control, networking, 117 [18]

weather conditions. safety.

Induction Generators

WECS with DOIG in smart grids,
load-rejection from instabilities of wind

Prognostic diagnosis, increased

accuracy, and stability. 6 (19l

and load demand.
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Table 1. Cont.

Generic Topics Specifics and Technical Aspects Citations Reference Number

Small machines

Nanogenerators, lightweight and sensors, powered by

Energy conversion devices for IoT

self-driving. nanogenerators to replace power 0 20]

supplies.

This paper examines the progress of electrical machines with IoT-based control from
an interdisciplinary perspective, such as design and implementation, computer hardware
and software, control systems, sensors and networks, and selected relevant topics from
a wide range of sectors. The authors of this paper present new aspects of the technology
of integration of electrical machine control systems with IoT, mainly the operation of
electric machines with IoT as generators in wind energy electric power plants and as
motors in controlled electric drive systems. This comprehensive study is based on our own
acquired knowledge, from studies and experiments in our laboratory, and published in
many technical reports. On the other hand, from a keyword-based search in databases,
such as IEEE Xplore, Scopus, Scholar, and MDPI for reported discoveries, the retrieved
information is selected and organized in two main topics which are: (1) the induction
motors and (2) the induction generators, from the perspective of their remote control over
IoT, with the specifics of structures designed for driving industrial loads and for generation
of electric power from wind turbines, respectively.

This article examines the state-of-the-art developments presented in IoT from different
perspectives, from a wide range of sectors, such as computer hardware and software,
control systems, and sensors and networks, but always applied to the control of induction
machines as a field of application. It considers both electrical machines, such as generators
in renewable energy systems, and motors in electric drive systems with emphasis on new
aspects of the technology of integrating electrical machine control systems with IoT.

The technical and scientific literature retrieved from the above search and based on
acquired knowledge is rich in review papers related to the generics of IoT. Most papers
tackle the generic topics for many branches of industry, energy, communications, society,
and daily life. Moreover, our search in databases revealed that many review papers are
highly downloaded and cited. In Table 1 we can see some of the representative review
papers and their numbers of citations. Most of their conclusions are that the IoT technologies
are attractive, suitable, and easy to be introduced in many sectors, which continue to
advance, and improve productivity across various industrial sectors.

However, our search in databases reveals that there are few reviews and research
papers which focus on specifics of the design and implementation of experimental tests
for the construction of prototypes for particular applications with IoT. The most published
articles on electrical machines with IoT do not give other researchers the necessary details to
replicate such experiments, such as technical data of equipment or hardware and software,
or even more, to further continuate similar experiments with new aspects. There is a
gap of publications containing details of design, implementation, tests, experiments, and
development of prototypes of IoT-based control of induction machines. Thus, the main
novelty of our paper consists of the following;:

Indeed, from a top-down assessment of the selected referred review publications in
this paper, somebody could be misled to an impression of largely a review of reviews.
Conversely, from a bottom-up perspective, if we begin the search and review from the
basic details of design, hardware selection and creation, construction and implementation,
software development, connection and communication, data collection and processing,
and user interaction interfaces of IoT-based control systems of electrical machines, our
novelty is established because, in most of the published papers, such specific details on
“how to build it” do not exist. This gap must be filled, the publications must give full
construction details, and this fact will especially positively influence the young researchers
and engineers, which must develop and make the IoT-based systems work.
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In the following sections of this paper are selected reports which publish the spe-
cific technical details of the IoT design, construction, and implementation. The references
reviewed are selected based on terms of relevance and affinity to the subject matter. Never-
theless, this research is not exhaustive but provides an illustration of the research in the
area of IoT-based control of induction machines for specific applications.

This article is structured as follows: in Section 1, the main topics of IoT-controlled
industrial applications with induction motors and energy generation with induction gener-
ators are presented; in Section 2, the detailed structure of the IoT-based control system of an
induction machine working as a motor in Electric Drive Systems EDS and as a generator in
power plants with wind energy conversion systems WECS is presented, with description
of hardware and of software; in Section 3, selected industrial manufacturing with electric
drive systems applications of IoT-based control with induction motors; in Section 4 is a
presentation of selected applications of IoT-based control of induction generators in WECS;
in Section 5 new emerging energy conversion applications related to IoT, such as in en-
ergy harvesting, in energy education, in buildings, etc., are described; in Section 6 is the
discussion, and in Section 7 are the conclusions and proposals for future research.

2. Control System of Induction Machine with IoT

The parameters of electrical equipment with electrical machines, which can be sensed
and measured, are voltages, currents, energy, power factor, frequencies, vibration, and
temperature. The IoT-based real-time monitoring acquires data remotely, visualizes ac-
curately the data and parameters which are not easy to be accessed, and improves the
operating process. Various aspects of electric drive control have already been investigated
and experimentally tested, such as scalar control of cage rotor induction motors [21,22]
and double fed induction motors [23], using Raspberry Pi microcomputers [24], Arduinos
microcontrollers [24], software, and IoT connection, and their published results have been
published to be used for further analysis and comparison [24].

Programmable logic controllers (PLCs) are installed in systems of electrical machines
with industrial automation, to control the fast-changing duty cycles, surge voltages, and
over-currents caused during the succession of stop and restart [25]. Moreover, PLCs are
installed in industries to optimize automation operation, increase quality, reliability, and
reduce production costs. Also, PLC-controlled protective relays manage failures such as
phase losses, over-currents, power surges, uneven phase shift of supply voltages, uneven
current phase shift, and uncontrolled frequent stop and restart [15].

In various applications, electric machines are installed and function in two modes
using similar basic equipment, but in different settings and connections. They can operate
either as electric motors for industrial loads [21,22,24] or as electric generators [26-28],
which are preferred in RES installations [27], and mainly in WECS [28].

Power plants using renewables and IoT are considered as part of the emerging Internet
of Renewable Energy Sources (IoRE), which includes networking, control, productivity,
security, and sustainability [29], with lower emissions [30-32], optimization of economics
with multiple criteria [33], depending on load demand [34], and with energy constraints [6].
However, because electricity produced from renewables is of variable quantity, power
quality, and high cost, these important problems must be solved to meet electricity demand
with optimized efficiency [34,35]. Despite the technological development so far, new RES
schemes for continuous energy supply, of sufficient quantity, and at lower cost, are still
being explored. Various energy installations connected to the IoT for renewable energy
industry applications have been described in the works [36-38].

IoT has been installed in electric machine applications with electric drive control:
the induction motor control system that communicates with the IoT, obtains feedback
data from sensors, and receives commands over the internet [24,39]. The project [40]
designs, implements, and tests an application for monitoring induction motors via IoT,
including remote control of their operation, receiving commands, and transmitting feedback
information and measurements over the internet to a database. This research was developed
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as part of broader experiments conducted in the authors’ Electric Driver Control Laboratory.
For many years this laboratory has been engaged in the study of remote control of the
performance of electric machines via the Internet [24,39,40].

The rotor cage induction motor IM is most installed in industrial processes, while
the double fed induction machine (DFIM) can be installed both in EDS for slip power
recovery units [23,41], and in WECS for generation of electric power from wind [28,42,43].
Operating as either a motor or a generator, the induction machine’s drive system adjusts the
electromechanical energy conversion direction, switching between converting mechanical
energy from electrical power or generating electrical power from mechanical input. This
bidirectional energy flow necessitates the use of power converters, either rectifier-inverter
or cycloconverters, to interface with the three-phase AC network.

Figure 1 illustrates the architecture of an IoT-based control system for induction
machines. This setup is structured and based on the single-board microcomputer Raspberry
Pi (RPI) as the central electronic device. The RPI functions as a server and interfaces with
a web application hosted in the Azure cloud, with a network of sensors connected to
the single-board microcontrollers SBMA1 and SBMAZ2, and with the rectifier/inverter.
Moreover, the RPI hosts a static web page directly accessible through an IP address of the
operator. The RPI acts as a hub between these systems, enabling data exchange among
sensors, inverter, induction motor or generator, and load.

Webpagel.
Static IP of operator

Webpage2 of

.azurewebsites.net NET

WebApp
on Azure

Rectifier-
Inverter to
™M

Generator/
Motor

eLoad

Figure 1. General structure of IoT-based control system for Induction Machines. The arrows show
the flow of data.

The following main issues need to be resolved when developing controlled IoT-based
electrical machine systems:

e  The connectivity of power equipment to the internet, communication with servers,
software, and databases. The units directly connected are electric motors, power
converters, microcontrollers, sensors, measuring instruments. Other modules are
connected indirectly via a gateway, and there is two-way communication with the
backend system to register devices and collect data.
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The data management: the acquisition, conversion, storage, retrieval, analysis, pro-
cessing, security, visualization, and presentation of data in real time.

The diagram from Figure 1 shows an IoT-based control system for induction machines.

The central electronic device is the Raspberry Pi (RPI), which communicates with:

Azure cloud web page

Sensors connected to single-board microcontrollers SBMA1 and SBMA2
Rectifier/inverter which drives the induction motor

Static control web page for direct access of operator

The RPI acts as a bridge between these elements, facilitating data exchange between

the sensors, inverter, induction machine or generator, and the load. It is used in this
IoT-based control system for induction machines for several reasons:

Power efficiency: The RPI is a low-power device, which is important for embedded
systems like this one. This means that it can run on a small battery or even be powered
directly from the induction machine itself.

Computational power: The RPI is a powerful device that can handle the computational
tasks required for controlling the induction machine and collecting data from the
sensors. This makes it a more versatile option than a simpler microcontroller.

Ease of use: The RPI is a relatively easy-to-use device, which makes it a good choice
for developers who are not familiar with embedded systems programming. There are
a large number of resources available for programming the RPI, and it can be easily
connected to a variety of sensors and actuators.

Versatility: The RPI can be used for a variety of other tasks besides controlling in-
duction machines, such as running web servers, hosting applications, and running
data analysis software. This makes it a good investment for developers who need a
versatile platform.

This system enables remote monitoring and control of induction machines, making

it possible to optimize performance, reduce energy consumption, and improve overall
efficiency. Here is a more detailed explanation of each component in the diagram:

Raspberry Pi (RPI): A single-board microcomputer that serves as the central electronic
device in the system. It is responsible for collecting data from the sensors, communi-
cating with the cloud and web applications, and controlling the rectifier/inverter.
Azure cloud web page: A web page hosted in the Azure cloud that provides a user
interface for monitoring and controlling the induction machine. It can be used to
access, visualize, and analyze data from the system.

Sensors: Sensors that measure various parameters of the induction machine, such as
speed, currents, and voltages.

Single-board microcontrollers, SBMA1 and SBMA2: Single-board microcontrollers
that interface with the sensors and send data to the RPL

Rectifier /inverter: A power converter that converts AC voltage to DC and DC voltage
to AC. It is used to drive the speed and direction of the induction machine.

Static web page at the operator’s IP: A web page that can be directly accessed by
the operator to monitor and control the induction machine. The static web page
serves two main purposes in the IoT-based control system for induction machines.
(1) Real-time monitoring: The static web page provides a real-time view of the induc-
tion machine’s performance parameters. This information can be used by operators
to monitor the health and condition of the machine, and to identify any potential
problems. (2) Remote control: The static web page can also be used to remotely control
the induction machine. Operators can use the web page to set the machine’s speed,
and other parameters. This capability is particularly useful for operators who are not
physically located near the machine. It offers a more straightforward and accessible
interface for operators who may not require the advanced features of the cloud-based
interfaces. In addition, the static web page can serve as a backup communication chan-
nel in case the internet connection is lost. This ensures that operators can still monitor
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and control the induction machine even if they are unable to access the cloud-based in-
terfaces. Overall, the static web page plays a crucial role in the overall functionality of
the IoT-based control system for induction machines. It provides real-time monitoring
and remote-control capabilities to operators, while also complementing the dynamic
functionality of the cloud-based interfaces.

Overall, the IoT-based control system for induction machines provides a comprehen-
sive solution for remote monitoring and control of these devices. It can be used to improve
performance, reduce energy consumption, and enhance overall efficiency.

2.1. Structure of Electric Drive System of Induction Motor with IoT

The induction motor IM can be controlled from the stator side, by varying the voltage
and frequency [21,22]. During motor operation, three-phase IMs serve duty cycles with
frequent changes in load and speed, including cut-off and reconnection. Thus, controllers
must monitor the performance of IM [41]. In the case when the electrical drive system
(EDS) of the induction machine with IoT performs control remotely via the internet, it uses
sensors and generates data via the internet from the feedback of the control system.

In Figure 2, the diagram of the electric drive system of the induction motor with
IoT-based control is shown. This is the architecture of the control system designed in our
Laboratory of Electric Drives. The design and operation were introduced and described
in detail in publication [40]. This configuration (Figure 2) establishes the remote-control
system of a three-phase induction motor with IoT using: one single-board microcomputer
Raspberry Pi (RPI), two Single-Board Microcontrollers (SBMA1 and SBMAZ2), a database
for the managed data with Structured Query Language (SQL) [44], and a web application
in Azure cloud platform [45].

The control system from Figure 2 consists of the following structural modules:

The three-phase induction motor is supplied by one digitally controlled three-phase
rectifier-inverter, which controls the stator frequency and produces motion of rotation,
which is transmitted to mechanical load.

e  The control system: one Control Webpage, one supervisory computer with access
to the Control Webpage, one single-board microcomputer Raspberry Pi (RPI) linked
to the rectifier-inverter which acquires the data from sensors through single-board
microcontrollers SBMA1/SBMA2, and software. The RPI has the role of the local
server which communicates with database by a web application in Azure cloud with
an SQL database for data storage, data processing, and remote control.

e  Data acquisition: The rotational speed sensor and load current sensor of the induction
motor transmits data to microcontrollers SBMA1 and SBMAZ2, respectively.

e  Networks: The IoT-based control system for induction machines has installed wired

and wireless networks, including internet, local area Wi-Fi networks, and serial con-
nections. The Internet serves to the users of the static web page hosted on the RPI.
The system uses internet to connect the RPI to the Azure cloud web page. Bluetooth
connectivity is established between RPI and microcontrollers. The RPI communicates
with the rectifier/inverter via a serial connection; the sensors transmit data to the
microcontrollers through serial connection.
Dashed lines show connections to the internet with Wi-Fi network; block diagram
arrows show the bi-directional sending/receiving of data between server-rectifier/
inverter, server-supervisory computer, and one-directional sending of data between
sensor single-board microcontrollers, Arduino SBMA1/SBMAZ2; solid lines show the
three-phase power supply and the three-phase connection between rectifier/inverter
and induction motor; the orange thick double line is the coupling shaft between
induction motor and load.
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Figure 2. Electric drive system of Induction Motor with IoT-based control.

e  The remote control of the induction machine (IM) is initiated from the web interface,
where the RPI receives commands and translates them into signals for the inverter
using the Modbus serial communications protocol [46,47].

Remote control of the IM over the internet uses the supervisory computer and the
microcomputer RPI. The RPI acts as an intermediary between the supervisory computer
and the inverter, translating control commands from the former into signals that the inverter
can understand. To facilitate this communication, a Modbus card is employed to establish
a serial connection between the RPI and the inverter. The Modbus card is necessary
because the inverter utilizes the Modbus serial communications protocol, a standardized
communication protocol commonly used in industrial settings to exchange data between
devices [46,47].

Hardware units are external: a speed encoder for speed feedback and a current sensor
for load current feedback [40]. The software runs on the supervisory computer through the
control website, which is accessible at the IP address reserved for laboratory experiments.
The programmed functions in the software code are commands of the operator, selected
from the website such as:

the frequency command for forward rotation

the reverse direction command to rotate backwards
the command to start the rotation

the end of rotation command

The software monitors the speed during load changes, while the inverter, controlled
by the software, executes the frequency commands [40]. Analogue speed and current
signals are converted into digital signals by two microcontrollers, Arduino SBMA1 and
SBMAZ2, and transmitted to the microcomputer RPI. The SBMA1 receives the speed signal
from the speed encoder and sends it to the RPI, using the Wi-Fi connection and software.
The RPI reads the required frequency from the operator’s website and the actual rotation
frequency of the IM, calculates the difference between the two frequencies and generates
the error signal, which is usually non-zero, as a result of which the RPI reads the error
signal, changes the frequency that the converter has, and, accordingly, corrects speed. Thus,
the error signal is converted into a control signal sent by the RPI to the digital input of the
inverter and corrects the frequency. The required frequency and also, the actual frequency
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calculated from the feedback signal, are displayed on the operators” website. Digitized
signals from measurements are stored in the Azure cloud in the SQL database.

2.2. Structure of Double Output Induction Generator with loT-Based Control System for WECS

The cage rotor construction of induction machines is not suitable for generator oper-
ation, because it needs self-excitation which must be produced by an additional bank of
capacitors [43]. On the other hand, the wound rotor induction machine can be supplied
from the stator and from the rotor windings, and thus, received the name of doubly fed
induction machine (DFIM). A thorough investigation has been carried out for the DFIM:
using the feature of doubly controlled machine, the DFIM has increased consideration in
wind generating power plants in WECS. Many times, the DFIM is named double output
induction generator (DOIG), or double fed induction generator (DFIG) [27,28].

The DOIG is frequently installed in wind power plants, where it controls the generated
voltage and frequency and the active and reactive power.

The components of WECS are the turbine, the induction generator, the mechanical
coupling, and the controllers. The wind turbine converts the wind energy to kinetic and the
DOIG converts the kinetic energy to electrical energy. Wind turbines can generate electrical
energy during strong winds, but it is fluctuating [27].

Some wind turbines cannot follow the wind speed and rotate only at a single speed.
There are two ways of operating at a fixed speed: to use a synchronous generator or an
induction generator. Fixed speed turbines have the disadvantage of a lagging power factor
of the grid-connected induction generator and demand large capacitor banks to compensate
for it [43]. The energy from the wind is a function of wind speed, and the energy captured
by the turbine propeller is a function of rotor speed and wind speed, thus fixed speed wind
turbines fail to capture the maximum power. In contrast, variable speed DOIG can recover
the maximum energy of the wind.

In the cage induction generator configuration, the power is generated when the
shaft is rotating above the synchronous speed only. In the configuration with DOIG,
electric power is generated at all speeds: higher than synchronous speed and lower than
synchronous speed, too. Thus, the WECS with DOIG functioning at variable speed have
some advantages [28]:

e  The rotor excitation voltage and frequency permit a bi-directional flow of electric
power in the rotor, and a slip power recovery, instead of being lost by heating the
windings. This increases generated energy, and efficiency too, are a consequence of an
increased quantity of converted wind power.

e At variable wind speed, the rotor excitation voltage controls the DOIG and generates
constant frequency at the demanded value of the grid. Also, the active power is
generated from the wind power at any time instant, under or above synchronous
speed. The DOIG provides control of reactive power, close to unitary power factor,
and eliminates the need for capacitor banks. Power quality improves because DOIG
connects and disconnects from the grid, without high transient currents during cut-in
or cut-out. The instabilities of wind generate higher order harmonics [48,49], which
impacts the generated power quality, especially in fast transient states of the wind, and
also, in weak or isolated autonomous grids [35,48]. With the DOIG, the higher order
harmonics are reduced due to the high switching frequency of the power converter
in the rotor, and the levels of the 5th and 7th harmonics are lower [50,51]. Causes of
generated distortion and noise at different operating points can be the negative or
close to zero power values when wind speed is above cut-in speed or with scattered
data [48,51].

e  The power converter in the rotor has lower ratings because the rotor draws up to 35%
of the rated power of DOIG.

e  Mechanical loading reduces because the operation at variable speeds produces lower
stress transferred through the coupling components than in the case of fixed
speed generators.
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A variable speed WECS is shown in Figure 3, in an experimental configuration [27,28,39],
with the induction generator in DOIG connection. The wind turbine which drives the rotor
shaft of DOIG is emulated in laboratory by a variable speed dc motor. The wind turbine rotates
the DOIG in the same direction as the air gap synchronous magnetic field. The rotor windings
of DOIG receive excitation voltage fed by a digital rectifier-inverter from the three-phase
power supply. The inverter controls the excitation voltage and frequency in the rotor. The
stator windings are connected to the three-phase power supply and send the generated electric
power to the grid. The control of rotor voltage and frequency during fluctuating speeds of the
wind turbine is required in order to generate constant volts and hertz in the stator windings.

Three-phase power supply

7 f1, an
\
@)
0 RECTIFIER-
= f2 Transformer
RPI/ SERVER e
I f], w1
CONTROL
WEBPAGE

SUPERVISORY
COMPUTER
SOFTWARE
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Figure 3. Wind Energy Conversion System with Double Output Induction Generator and with
IoT-based control.

At speeds w lower than synchronous w1, w < wy, the slip power is supplied to the
rotor and the generated power is sent to the grid. At speeds higher than synchronous speed,
w > wj, the slip power is recovered from the rotor, is sent back to the excitation source
and the generated power is sent from stator to grid [28]. Controlling the rotor voltage and
frequency for rotor excitation results in the control of voltage and frequency generated
at the stator side. The generated active power at the stator has a linear variation with
the excitation frequency of the rotor [28]. At speeds higher than the synchronous speed,
w < wy, the efficiency increases when there are increases in the wind speed.

Thus, in wind power plants, the preferred electrical machine is the DOIG, because of
its capability to regulate the unexpected wind speed fluctuations using the slip excitation
frequency control technique [27,28].

Figure 3 is the block diagram of the DOIG driven by a wind turbine and with the
controlled system over the internet. The stator windings of the DOIG are connected to the
three-phase power supply via a voltage three-phase transformer, while the rotor windings
are connected to an ac/dc/ac rectifier/inverter [39].

The slip frequency control consists of injecting at the rotor windings of DOIG a
three-phase voltage at slip frequency f;, as in Equation (1)

fHh=f —f 1)

Wy =W — W (2)

where:
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e f is the power network frequency and produces the synchronous speed of air-gap
magnetic field wq

e fisthe angular rotational frequency of the shaft, which is imposed by the driving force
of the wind, and is computed from the mechanical rotational speed of rotor w,

e  fpisthe slip frequency of the voltage injected in the rotor windings and produces the
rotational speed w; of the magnetic field of the rotor

Therefore,
f2 =S- fl (3)

where s is the slip of the DOIG. A three-phase transformer adjusts the voltage magnitude
of the grid at 380 V [27,42].

The DOIG has a bidirectional flow of power in the rotor: at super-synchronous speeds
w > w1 the rotor sends power to the grid; at sub-synchronous speeds w < wj the rotor
absorbs power from grid. Thus, the DOIG works well at both sub-synchronous and
super-synchronous speeds, within a speed range of +35%-w;. The power converter in the
rotor regulates the voltage amplitude, frequency, and phase angle [27], and the generated
frequency at the stator side is constant, even if the turbine turns at a variable speed w [28].
The ratings of the power converter are up to 35% of the rated power of the DOIG, the
losses are lower, the efficiency is higher, and the investment of initial capital for installed
equipment is reduced. By using the DOIG technology, the ratings of wind park installations
reduce, the efficiency improves, and it reduces the duration of the return of invested
capitals [28]. Because the various magnitudes in WECS are difficult to access and measure,
they can be estimated using the state space model of the DOIG wind turbine and using
a nonlinear observer, a linearization near the operating point [27], or using Lyapunov
stability theory [52].

Dashed lines show connection to the internet with a Wi-Fi network; block diagram
arrows show the bi-directional sending and receiving of data between server and recti-
fier/inverter and server and supervisory computer; other block diagram arrows show the
one-directional sending data between sensors and single board microcontrollers Arduino,
SBMA1/SBMAZ2; solid lines show the three-phase power supply and the three-phase con-
nections between rectifier/inverter and DOIG; the thick double line is the coupling shaft of
the wind turbine and DOIG.

As mentioned above, some modules are present in both configurations of the electric
drive system with induction motor (Figure 2) and of the power generation system with
DOIG (Figure 3): the rectifier/inverter, the induction machine, the supervisory computer,
the operator website, the microcomputer RPI, the two microcontrollers Arduino SBMA1
and SBMA?2, the speed sensors, the current sensors, and the Wi-Fi Internet connection.

3. Applications of IoT-Based Control for Electric Drive Systems

When the integration of IoT technologies is in industry, some features refer to real-
time processes, such as: data acquisition, process observability, auto-ID, decision making,
and intelligent production systems [38,53,54]. For the web-based remote monitoring and
automation of manufacturing processes, Programmable Logic Controller PLC modular
units are installed in open architectures and connected to the web using Ethernet and
Internet [15,25].

In Table 2 are selected cases of industrial applications of IoT-based control of electric
drive systems with induction motors with specifications of technical aspects.
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Table 2. Technical aspects of applications of IoT-based control of Electric Drive Systems.
- . . Technical Aspects (Hardware, Sensors, Control, Data s Reference
Control and Monitoring Main Topics Acquisition, Communication, Software) (*) Citations Number
Experiments with connection to IoT.
IM operation control. Microcomputer Raspberry Pi,
Design of IoT-based control system. Modbus communication protocol, 9 [24]
The IoT-based control system of IM acquires feedback data Microcontrollers Arduino,
from sensors, sends/ receives commands over internet. Optical encoders speed sensors,
Inhouse developed software.
Design of IoT-based control system.
IM performance control. Microcomputer Raspberry Pi,
Monitoring and remote control of industrial IMs design and Modbus communication protocol, 1 [40]
implementation. Microcontrollers Arduino,
Sending commands, sending/receiving data to database. Optical encoders speed sensors,
Inhouse developed software.
Laboratory experiments with IoT access.
. . . .. . Inverter Variable Speed Drive,
Experimental testing of an IM via application programming Ethernet 10 Module
. mtgrf_ace APT MQTT communication protocol. 2 [55]
The experimental system is implemented and presented to Website-based application programming interface API
learners. platform
Data acquisition for IoT with LabVIEW.
ToT gateway ESP8266 Wi-Fi module Arduino with integrated
IM performance control. TCP/IP protocol
Monitoring vibrations and temperature conditions of a fan Temperature senso}z vibra tion sensor. 4 [56]
cooler. Blynk server and application software.
IM with PWM inverter and direct torque control with space Wireless control of the RPM of the IM
vector. L L
The IoT controls the start-stop of IM by a mobile application Ai(zlzo}?cslljf;;?igi;(f;hf:ii;lgl?;iig%er 0 [57]
. through Wifi. MATLAB simulation.
Obtained low harmonic distortion of voltage.
IM with smart field-oriented vector control of inverter .
improves voltage quality by eliminating harmonics A PC as Coprocessor or a Single Board Cf)mpl:lter.
The sampled and quantified output sienal in real time is sent DSP Processor TMS320F28335 for control logic of inverter,
P q Pt sigha Current sensor interfaced with microcontroller Atmega8, =
to the IoT by the user monitoring interface and 1 [58]
: . . Output data transferred to server by coprocessor.
communicated to other industrial systems. Cloud space for backup
Warnings of mélsfunchons, p rotgcts, and eliminates Python software sends data to Linux terminal window.
angerous situations.
TMS320C2000 digital signal controller platform.
TSM320C2000 microcontroller,
Software development for control of IM and interface to IoT. Industrial Ethernet network, 0 59]
Tuning parameters for requested operation. Dynamic Host Configuration Protocol (DHCP) configuration .
or the IP (Internet Protocol) version
Software-design.
IoT gateway ESP8266 Wi-Fi Module Arduino microcontroller,
. Adafruit IO platform for webpage,
Single phase IM performance control. Thermocoule)e temperature sfn sgo .
Monitoring speed and temperature with the control software Hall Effect current sensors . 3 [60]
. of inverter. Power factor zero crossing detecting using LM324 operational
The acquired data are stored in the cloud. amplifier and IC 4030 XOR gate
MATLAB Simulink for motor speed control.
A laptop,
Acceleration sensor Unified Logic ULT1006,
. f . ¢ ial 10/100 Ethernet Port uCard,
IM monitoring system for cgmpachon of materials. AD7799BRUZ digital-to-analog converter 0 [61]
Analyzing real-time data of an intelligent vibrator roller. Remote data management center GPRS ’
Microsoft SQL server,
Software in C#.
Raspberry Pi 3 for data processing,
Condition monitoring, analyzing IM status. Arduino Mmmcontrogg;io;ng acquisition and A/D
Sensing current, voltage, temperature, vibrations. M35 temperaturé sensor 17 [62]

Data collection, transmission to cloud, processing.
Maintenance decisions and fault prediction.

MiniSense 100NM vibration sensor,
Data acquisition NI-USB6009, with LabVIEW TM interface.
Microsoft Excel, MATLAB TM data analysis.

(*) The names of the manufacturers, cities, and countries from where the equipment was sourced, and
the version numbers of the software, are published in the documents from the same line and column
“Reference Number”.

The implementation of induction motors control uses commands sent and received over
IoT and are accompanied by details of design, with experimental tests and results, [24,40]. The
architecture of the experimental systems with internet-based access to laboratory equipment,
for the testing of induction motors via an application programming interface API and with
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Message Queuing Telemetry Transport (MQTT) communication protocol, can be presented to
learners as a workshop [55].

IoT-based control systems can address vibration and temperature interference to
improve the efficiency of electric motors and generators [56]. Further involvement of
IoT in monitoring and control installations with induction motors, with remote drive
inverters and with software for handling the acquired data, creates smart electrical drives
and increases the efficiency and reliability of electrical machines [56]. Using a mobile app
via Wi-Fi and IoT, an operator can control a three-phase induction motor by applying the
direct torque control method, with space vector and pulse width modulation (PWM) for the
inverter [57]. The obtained results show low harmonic distortion of the output voltage from
the inverter [57]. A three-phase inverter with space vectors and field-oriented control, which
improves the quality of voltage by eliminating harmonics, is installed for obtaining the IoT
operation [58]. The output signal is sampled and quantified in real time, is communicated
to other industrial systems within a real-time remote monitoring configuration, is made
available for operation, and also, is provided to the user interface [58]. Due to additional
features of smartness and self-learning, this kind of inverter can analyze voltages and
frequencies, and predict and inform the operator, thus helping in critical and safe operation
of the system over the IoT [58]. If a warning, or malfunction occurs, the inverter can control
and eliminate dangerous situations [58].

The software that implements the control for the induction motor for the requested
operation, the fine-tuning of the parameters and the interface to the IoT, can be built by
using personal computers [59]. In the case of controlling a single-phase induction motor,
the IoT monitors parameters such as speed and temperature, and the data received from
the sensors is stored in the cloud [60]. The speed control system including the inverter, is
simulated in the PSIM power electronics software [60].

Another application refers to a monitoring system for compaction operation, which is
equipped with an intelligent IoT-based vibratory roller, with the designed hardware for the
real-time monitoring, including the sensors and the signal conditioning modules [61]. The
evaluation and analysis of the compaction real-time data were integrated into a prototype
system with IoT for further development [61].

To monitor and determine the condition of an induction machine, the process consists
of detecting currents, voltages, temperatures, and vibrations, then the data is processed
for fault prediction and maintenance decisions [62]. More specifically, data received from
sensors is transmitted wirelessly to the cloud, processed, downloaded from the cloud, and
analyzed [62]. Other aspects include IoT-based energy management at the production
level and a framework is needed to integrate energy data [63]. With IoT capabilities,
an integration framework where real-time information is recorded, creates a real-time
information integration service, providing new IoT models [64].

Real-time decisions for fault diagnosis can be executed using online monitoring for
prevention and recovery of failures, thus obtaining accurate information and improved
performance. In Table 3 are selected cases of industrial applications of IoT-based diagnosis
of induction motors with specifications of technical aspects.

The technology of monitoring systems received influence from the IoT, mainly due to
networking of equipment [65]. Thus, predictive maintenance can be done noninvasively, using
temperature and current sensors and computer simulation for digital twins of thermomagnetic
behavior [65]. Because induction motors are important parts of equipment in many industries,
for their monitoring, an industrial wireless ammeter based on Zigbee technology is proposed
as a tool for maintenance, and to identify when the IMs work unusually and to prevent
failures [66]. This technology allows a wireless sensor network with remote measurements of
currents to monitor the power supply. By means of wireless ammeters, and with open-source
software, users can decide about machinery maintenance. In many industrial applications
with IoT, the predictive maintenance of equipment by continuous monitoring and estimation
of real risk situations involves sensors, connected to the internet, sending data to the cloud,
from where data can be retrieved and visualized for real-time remote maintenance [67].
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Table 3. Technical Aspects of industrial applications of IoT-based diagnosis and maintenance of
induction motors.

Faults Detection and Diagnosis Topics Technical Aspects (Hardwa.re, $ensors, Controi, Data Acquisition, Citations Reference
Communication, Software) (*) Number
ESP32 microcontroller,
Signal conditioning circuitry,
Cloud storage via Wi-Fi,
Predictive maintenance with currents and temperature sensors. Hioki power quality analyzer,
C . . . . . . Clamp current sensor SCT-013,
omputer simulation for digital twins studies thermomagnetic N ive T Coefficient NTC thermi h 1 2 [65]
behavior in a non-invasive way egative Temperature Coetficient thermistor, thermocouple,
Thermal camera (FLIR T620),
Communications with the web server Hypertext Transfer Protocol
Secure HTTPS,
Web server Heroku Postgres cloud software.
Raspberry Pi 3B,
Currents’ digital measurements for monitoring IM. Arduino Uno for data acquisition,
Measured data by wireless ammeters are sent to IoT for Split core current sensor Magnelab, 1 [66]
preventive maintenance. Wireless connection Xbee ProS2B,
Current clamp meter Fluke 337.
Predictive maintenance by continuous monitoring. Servf r of MGb memory capacity,
. N . .. R . arge number of sensors,
Sending data to cloud, retrieving, visualizing data in real-time, Acquiring d d ding in d 129 [67]
and IToT. cquiring ata and recording in data storag?,
Prognostics and Health Management PHM algorithms.
IoT gateway, NGS PlantOne system,
IoT nodes with sensors,
Temperature sensors,
Predictive maintenance by universal monitoring. Digital three-axes accelerometer-vibration sensors, 217 [68]
Network communication IEEE802.15.4, protocol 6LoWPAN,
Ethernet communication,
Fast Fourier Transform algorithm software.
Microcomputer Raspberry Pi,
User interface-webpage,
Failure detection and speed control. three-phase inverter, 4 [69]
Currents, voltage, temperature sensor,
Python programming.
CONTACT platform and software for IoT,
Faults diagnosis and online monitoring IM. TE(.:O A.510 variable frequency drive,
o, Chain Tail ZKB010AA magnetic brake,
Optimized performance for IMs, N - f
I L ! . RO Machine learning and Random Forest algorithm, 67 [70]
mproved prediction of failures, increased reliability, reduced S
Visualize faults of the motor status and cyber-attacks on the networks,
costs for O&M.
MQTT protocol.
Wilcoxon 786A accelerometers-vibration signals.
Node MCU microcontroller IoT platform,
Smart control panel with IoT, with manual and automatic mode, for
Faults protection with vibration and currents’ sensors resistive, inductive, capacitive appliances. 9 [71]
Temperature sensor, vibration sensor,
MATLAB simulation.
Failure prediction with vibration and temperature sensors. Cloud server, .
. L . Waspmote Pro v1.2 smart sensor microcontroller,
Real Time Condition Monitoring System. . L .
. . X L. R Piezoelectric vibration sensor (accelerometer), temperature sensor, 28 [72]
Vibration signals give information on healthy and damaged "
IMs Wirelessly data transfer from sensors,
’ Esri cloud computing platform.
ToT gateway ESP8266 Wi-Fi module Arduino with built-in TCP/IP
Diagnosis of voltages and currents unbalances. protocol.
Web-based condition monitoring with wireless sensors Sensors: vibration, humidity, temperature, 5 73]
network and ToT. Microcontroller Arduino ATmega 328P, N
Software development. Data transmission through nRF-24L01 narrowband transceiver,
Wireless sensor network WSN.
P Diagnosis with current signature analysis, Analysis of distributed observations for diagnosis.
ropagation of fault signals from motors to IoT. ’
R . Measurement current sensors. 0 [74]
Fault signals of very low amplitude and close to the C .
. . . . urrent spectra analysis software.
fundamental frequency interfere with environmental noise.
IoT gateway ESP8266 Wi-fi Module Arduino,
Smart cut-in and cut-off of IM with back-up system to decrease Arduino Uno Board, 3 75]

downtime and increase efficiency.

Sensors: temperature, vibration, smoke,
LCD Screen.

(*) The names of the manufacturers, cities, and countries from where the equipment was sourced, and
the version numbers of the software, are published in the documents from the same line and column
“Reference Number”.

An IIoT solution, the NGS-PlantOne system [68], is designed for universal monitoring
of electrical machines through IoT sensing devices, thus allowing predictive maintenance,
for real electrical power plants. The installed system, with many IoT sensing devices,
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performs monitoring of temperature and vibration, and has been operated and offered
solutions for predictive maintenance and monitoring operation of IM [68].

A microcomputer RPI, current, voltage, and temperature sensors are used to detect
faults and simultaneously monitor the rotational speed of an IM [69]. Data is sent to the
RPI, processed, and stored in a database, then commands are generated to control the
system [69]. IoT in applications with electric machines offers web-based monitoring and
fault diagnosis for induction motor operation, optimized performance, improved fault
prediction, increased reliability, and reduced costs for O&M [70].

A smart control panel, using vibration and temperature sensors for resistive, inductive,
capacitive, and IM devices, provides operation with intelligent motor protection, fault
analysis, and protection techniques, combining local and IoT control, in both manual and
automatic modes [71]. To acquire information that predict a motor’s failure, the temperature
and vibrations of induction motors are analyzed in real time using IoT [72]. By analyzing
the vibration signals it is possible to detect the differences between the operation of a
healthy and damaged motor [72].

Diagnosis algorithms for condition monitoring and solving voltage imbalance using
an loT gateway and wireless sensors have been developed in [73]. Other applications of IoT
in electrical machine diagnostics include fault detection with current signature analysis and
the propagation of fault signals from motors to IoT [74]. Error signals that have a very low
amplitude and are close to the fundamental frequency are transmitted from one machine to
another and are interfered with by environmental noise [74]. The distributed observations
are analyzed to improve the reliability and quality of diagnosis [74].

Monitoring must be continuous for preventive maintenance of industrial IMs in order
to detect performance deviations and the prospect of hardware failure. An intelligent
shutdown and recovery tool with backup system, which can automatically cut off the
engine before it exceeds threshold values, and thus, avoid damages, can then initialize a
backup system, and thus, reduces downtime, and increases efficiency and reliability [75].

4. Applications of IoT-Based Control in Energy Generation from WECS

IoT technology in control systems for RES generation remote monitors optimizes
production and saves energy. The price of generated electric energy depends on fuel
costs, electric load demand, and on installation limitations. The smart grids can optimize
the energy costs and decrease the peak load demands [6,34]. In RES generating units,
the IoT supports real-time decisions regarding the monitoring, performance, efficiency,
prevention, and recovery of failures. Operators can access real-time performance data,
change settings, run diagnostics remotely, and perform maintenance. WECS embedded
with sensors acquire and send real-time data of wind speed, turbine speed, temperature,
vibration, and energy generated to the IoT, to the administrator, and make data available
to other wind power plants and other smart grids. The data are processed for economic
dispatch optimization, for performing predictive maintenance, for early detection, and for
deciding failure recoveries in an efficient way, as well as warnings for the system. The
optimization of wind turbine performance is based on data acquired from sensors and
maximizes the energy generation depending on wind situations. Data are analyzed to
forecast and manage energy generation, to integrate wind energy into the grid, and to
optimize wind energy penetration. IoT sensors can monitor environmental conditions,
detect extreme weather situations, avoid safety risks, and can keep operations safe.

Hybrid power plants interconnected to Internet of Renewable Energy (IoRE) can lower
downtime and O&M costs by early scheduling repairs. The emerging Internet of Energy
(IoE) is presented in terms of architecture, energy routers, benefits, and challenges of its
operation in large-scale distributed architecture with the inclusion of RES [76].

In Table 4 are selected cases of loT-based control of energy generation from WECS
with technical aspects.
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Table 4. Technical aspects of IoT-based control for energy generation from WECS.

Control and Monitoring Main Topics

Technical Aspects (Hardware, Sensors, Control, Data
Acquisition, Communication, Software) (*)

Citations

Reference
Number

Performance control of WECS and communication networks.

Transmission Control Protocol/ Internet Protocol TCP/IP,
Hypertext Transfer Protocol HTTP,
Simple mail transfer protocol SMTP,
MATLAB simulation of faults scenarios.

Performance monitoring and remote control over IoT of WECS.

Microcomputer Raspberry Pi,
Modbus communication protocol,
Microcontrollers Arduino,
Optical encoders speed sensors.

Web-based remote condition monitoring.
Smart sensors network, data acquisition, supervisory control,
security.

Computer based distributed control system (DCS) ABB
Ability™ 800xA gateway,
Intelligent Electronic Devices (IEDs) protection relays, meters,
and monitoring,
Microprocessor based relay ABB REM 615,
Internet switch/router.
Modbus protocol.

12

[78]

Smart hybrid energy grids with IoT.
Large scale and small-scale energy producers from RES.
Feasibility and security with ICT, IoT, IoE.

Control system of distributed energy station: measuring
devices, controller, actuator.
The controller has a hardware platform and an application
software platform.
SCADA system, I/O module, communication module.
Upper computer layer: engineer station, operator station,
database server.

31

[79]

Hybrid wind-photovoltaic grid monitoring and grid
integration using ICT

Enercon WECS,
SCADA system, data acquisition and monitoring,
Open-loop and closed loop control for wind turbines and wind
park.

143

[80]

Power quality in microgrids.
Neutral current compensation using voltage source inverter.
Communication and connection to cloud.

Cloud server ThingSpeak for hardware integration with
Raspberry Pi and Arduino Uno with Application
Programming Interface (API) functions.

IoT platform.

Modbus Transmission Control Protocol/Internet Protocol
TCP /1P for local communication.

Message Queuing Telemetry Transport protocol MQTT for
Global communication
Interface to MATLAB ThingSpeak toolbox to retrieve cloud
data.

12

[81]

Power quality from WECS.
Monitoring WECS, circumventing faults in dec-link capacitor of
PWM inverter.

Software for proportional integral PI and space vector pulse
width modulation SVPWM inverter,
Industrial IoT hardware prototype,
Data processing with Arduino Uno board
Integrated development environment IDE,
Liquid crystal display LCD.
Data link with global system for mobile GSM module SIM
Card,
SIM800L module in cellular phone,
Global packet radio service GPRS.
Libraries of Arduino IDE: Adafruit FONA Library AFL,
Software Serial Library SSL, Liquid Crystal Library LCL.

(82]

Detection of short circuits in windings of WECS and failures
detection using IloT.

LINDA is hosting in an Intel Xeon server,
Lapisco Image Interface Platform for Application Development
LINDA tool,
Linux Ubuntu 16.04 64-bit operating system, Java 1.8.0 and
Python 3.
Three-axis vibration sensor accelerometer,
Libraries: TensorFlow and Keras.
Random Forest and Local Block Pattern combination.

[83]

Fault detection in power distribution systems.
Localization of faults using IoT and data from cloud.

Cloud server through edge device ED.
Data sent to database in server.
Current sensors,
Transmission control protocol/internet protocol TCP/IP,
MATLAB/Simulink simulation.

15

[84]

(*) The names of the manufacturers, cities, and countries from where the equipment was sourced, and
the version numbers of the software, are published in the documents from the same line and column

“Reference Number”.

The performance of interconnected wind farms using communication networks and
with different scenarios can be simulated in MATLAB [77]. The structure of an experi-
mental IoT-based control system for WECS is in [39]. Centralized control in microgrids
involves voltage control, power quality, surveillance, and active power and reactive power
sharing [78]. Smart sensors are developed for remote condition monitoring and are in-
tegrated within distributed control of microgrid systems with IoT [78]. In addition, in a
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microgrid, automation includes data acquisition, access to a user-friendly man—-machine
interface, supervisory control, and physical and cybersecurity with authentication and
access control [78].

The integration in one hybrid system of the large-scale energy producers with many
small energy producers, such as rooftop photovoltaic panels, wind farms, or solar plants,
become a feasible structure by using the IoT and IoE, as well as ICT and digitalization [79].
For data acquisition and remote monitoring, various information and communication tech-
nologies are introduced for hybrid wind and photovoltaic systems, such as SCADA [80].
A multi-microgrid system connected to an IoT platform can improve imbalance and com-
pensate for the neutral current by using voltage source inverters [81]. The microgrid has
two layers of communication to connect to the cloud server: it uses modbus transmission
control protocol/internet protocol (TCP/IP) for local communication and uses the Message
Queuing Telemetry Transport Protocol (MQTT) for global communication [81].

Usually, the wind power plants are situated in remote areas or offshore, thus, WECS
condition monitoring must be resolved using IoT [82]. An industrial IoT algorithm with
associated hardware prototype monitors the condition of WECS in the real-time environ-
ment [82]. The algorithm includes a proportional-integral (PI) vector control with pulse
width modulation PWM to minimize ripples of output voltages, solve voltage asymmetry,
increase power quality, avoid errors in the dc-link capacitor of the PWM converter, and
monitor WECS [82].

Detection of short circuits in windings of WECS using vibration data to avoid wind
turbine failure [83], is made by using Lapisco Image Interface for Application Development
(LINDA) web application: it contains one system in Java which runs the web service and
achieves the sending and processing of images between devices and workstations of the
platform in a computational cloud; a second system is a database in PostgreSQL for storing
the algorithms (extractors and classifiers) [83]. LINDA is a generic tool, which can solve
many problems, not only of wind turbines. A cloud-based IoT solution for recognition,
identification, and localization of faults in power distributed systems, can sense multiple
simultaneous faults using multiple current sensor devices [84].

5. Other Energy Applications of IoT Control
5.1. Energy Harvesting from Other Sources

In Table 5, selected emerging technologies for energy conversion related to IoT control
are shown.

Biodegradable, harmless to the ecosystem, fiber-based materials, like paper, become
paper-based triboelectric nanogenerators and show outcomes for different energy collecting
applications, such as high-productivity energy collecting sensors for the IoT [85]. Such
materials are present in the so called “green” IoT devices [85].

Energy harvesters and power conditioning units are required for remote sensors and
actuators in IoT applications. A linear induction machine (LIM) operating as a generator
harvests electric energy from kinetic energy of a moving conductive body [86]. Since LIMs
are moving bodies, a layer of a conductive coating such as copper increases the efficiency
of the harvester [86]. A wind energy harvesting device for low power requests, based on
piezoelectric effect, converts the kinetic into electric energy [87]. The wind generator’s
shaft is connected to a converter of rotary-to-linear motion, which produces mechanical
vibrations, and the piezoelectric stack generates electric voltage. The power generated from
the wind energy harvester, for different thickness of piezoelectric material and wind speeds,
is analogous to the third power of wind speed and can be used for IoT connected devices.
Wind energy harvesting is employed to collect energy and supply low power electronic
systems connected to IoT systems, such as sensors, surveillance devices, health monitoring
instrumentation, and manufacturing processes [87]. A prototype for a mini three-phase
wind energy harvester is accompanied by the analysis of operation, the deduction of the
characteristic parameters using an equivalent electromechanical model, and the verification
of accuracy of the prototype [88].
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Table 5. Emerging technologies for energy conversion control and IoT.

Emerging Technologies Main Topic Specifics of IoT Control Citations Reference Number

Power supply for IoT components from

Paper-based triboelectric nanogenerators ereen IoT devices 217 [85]
Harvester Linear induction generator HarVgs ting perform ance mcreases with 6 [86]
applied conductive coating (copper)

. . . . . The generated power depends on thickness
Wind energy harvesting piezoelectric device of piezoelectric material and wind speed 7 [87]

. . Analysis, parameter deduction, equivalent
Wind energy mini-three-phase harvester prototype model, prototyping 6 [88]

Measurements of combined piezoelectric

Energy harvester from very low ambient energy and thermoelectric generation show 3 [89]

extended battery lifetime of IoT end nodes

Wind-driven energy harvester with iron shield and
magnetic poles rotor.

Autonomous IoT-based energy harvesting
system for humidity and temperature 6 [90]
monitoring systems

Power supply for small devices, sensors,

Triboelectric nanogenerator recharging batteries. 9/0 [20,91]
Self-powered IoT devices
Smart energy harvester IoT networks power supplies 4 [92]
Solar installation with IoT Solar array trackers with IoT 10 [93]

Monitoring photovoltaics in decentralized

Photovoltaic generation with IoT 6 [94]
remote plants
Experimental IoT system for PV generation, Software for connecting to internet,
monitors voltage, current, power, and measures Data sets from measurements, 25 [95]
meteorological variables. Data storage locally and in the cloud.

Other applications of energy harvesting for very low ambient energy include the
results from measurements inside cargo containers, which allow the joint piezoelectric and
thermoelectric generation to extend the lifetime of batteries of the IoT end nodes [89].

A wind-driven energy harvesting system, designed with a rotor with pairs of magnetic
poles and with an iron shield to increase magnetic flux density, was designed for an IoT-
based monitoring system of humidity and temperature [90]. The obtained energy is in
the range of mW and can be valorized in autonomous IoT monitoring systems for smart
agriculture applications [90].

The harvested kinetic energy, ambient energy, piezoelectric energy, and triboelectric
energy are converted to electrical energy by small generators, which are used as power
suppliers to small devices, sensors, or for recharging batteries for IoT components. Tribo-
electric nanogenerators, which have simple manufacturing and are lightweight, are new
energy topics which emerged with the development of IoT [20]. Further developments
involve a triboelectric nanogenerator for self-powered IoT devices [91], and a smart energy
harvester system for IoT networks [92].

There are solar array trackers in solar installations connected to IoT [93] and also,
for the monitoring of photovoltaic generation in decentralized power plants using the
IoT [94]. An IoT system of low-cost for photovoltaics, that monitors voltage, current, power,
and measures weather conditions, connects to the internet, uses open software, creates a
measurement dataset, stores it locally and in the cloud database, and uses the network time
protocol to synchronize device clocks [95]. Thus, experiments with this system showed
reliability for the production of smart photovoltaic systems [95]. Photovoltaic panels
controlled by IoT can function as a power supply for induction motors, with high power
generation and low cost [96].

5.2. IoT in Energy Education and Other Sectors

IoT was introduced into the educational sciences as a continuation and evolution to
existing and recognized teaching and learning techniques, which are distance learning, the
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use of e-learning platforms, modernization of education technologies, and project-based
learning with simulated experiments [97,98].

To meet the expectations and demands of IoT-based technologies, these must be in-
cluded in academic laboratory experiments [99], so that learners gain knowledge about their
technical scientific basis, how they are applied in practice, and how they can extend them to
industry [100,101]. A good curriculum must cover aspects of teaching techniques close to
actual professional activities, must concentrate on theoretical and simulated strategies, and
should meet high standards and expectations of all stakeholders including learners, grad-
uates, and lecturers [102]. Also, knowledge of IoT technologies will prepare internships
where students can use IoT [103] or offer access to education and work to underrepresented
groups of people and to teachers’ training [104].

In Table 6 selected aspects of energy education which apply knowledge about IoT-
based control of electrical machines are shown.

Table 6. Energy education in IoT control of electrical machines.

Energy Education Main Topics Specifics of IoT-Based Control Citations Reference Number

Laboratory experiments

Remote system for workshops to learners 2 [55]

Laboratory tests on hybrid microgrid with IoT-based monitoring the hybrid RES grid

sensors and control with security of data 6 [105]
Experimental IoT based controlled electric
IoT in academic laboratory motion drive.Research and development of 5,7 [24,39]
induction generators in WECS.
Recovery from power shutdown Experiments for training operators in control 2% [106]
center of power units
Energy demand in educational institution IoT-based energy management of buildings 0 [107]
Energy management in smart buildings Deep learning and IoT 98 [12]
Real-time monitoring crop grow Sensors and multi-spectral cameras 9 [108]

connected to [oT.

To reduce the impact of the COVID pandemic on students’ education, a remote
laboratory system was developed, which was able to safely and effectively support practical
lessons and applied experiments. Such initiatives are important because they offer hands-on
experience so as to prepare the student’s learning experience for post-campus jobs [55].

Another experimental IoT-based control system which monitors a microgrid simulated
in a laboratory test bench consists of diverse RES, loads, and wireless sensors [105]. The
internet allows monitoring and controlling devices by using a mobile application, which
includes a security software for system protection against cyber-attacks at several levels,
encryption and decryption of data, authentication of users, firewall and detection and
prevention of network intrusion [105].

The starting of new IoT-based experiments in academic laboratories for the education
of students aims for the enrichment of studies in energy engineering and better prepared
engineers for the job market [24]. From an educational viewpoint, selected topics of research
and development of IoT can be considered in smart control systems with electrical machines
for energy generation from wind and for electric motion drives [39].

By online monitoring, deduction of real-time decisions for fault diagnosis, prevention
and recovery of failures, and power restauration can be obtained [106]. Experiments for
recovery from power shutdown are introduced for the training of the operators in control
centers of power generating units [106].

Other aspects show the IoT-based control introduced for the demand-side management
system of an educational institution to minimize the electricity consumption. For the
monitoring of energy demand, IoT-based smart demand management system hardware
was developed in an academic RES laboratory. By prioritizing the photovoltaics generated
from solar energy during peak hours and using the shifting and rescheduling of the electric
loads, a significantly lower electricity cost and lower peak demand was obtained, with
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educational benefits for the students and for the institute [107]. By using IoT a more
effective energy management in smart buildings can be obtained [12,14].

A system composed of a microcomputer Raspberry Pi RPI, with sensors and multi-
spectral cameras, was set to acquire crop image data, at specific timing intervals during the
spring, and evaluate crop growth [108]. The system was connected to IoT-based sensors
for real-time crop monitoring. Many acquired images were processed to extract plant
characteristics and markers, representing crop growth, health, and interaction with the
weather [108].

Integrating IoT into energy education of students enhances technical skills, fosters
critical thinking, and problem solving. It introduces students to careers in the emerging
fields of energy conversion and management, where IoT technologies are gaining an
increasingly important role.

6. Discussion

A comparison between the different topics that are published can be made from more
points of view and criteria. One criterion is the interest of researchers and readers in the
topics and disciplines so far. For this criterion we used the citation numbers as they have
been included in the respective “Citations” columns of Tables 1-6. The second criterion
of interest is the technology used to implement the control systems of electrical machines
with IoT. For this criterion we searched in the selected publications for technical data
related to hardware, sensors, data collection, conversion of analogue signals to digital, data
transmission networks, storage, processing, data search, and software. In Tables 2—4 we
have compiled and classified the technical details describing these elements.

The citation numbers of retrieved and selected publications, which are shown in
Tables 1-6, confirm the awareness and interest of readers, scientists, and researchers, to
become informed and contribute to the issues of IoT-based control of electrical machines.
Based on the number of referrals, we find that, so far, the following issues have taken
the lead.

Among the most studied topics of induction motors is the design of loT-based per-
formance control systems and maintenance monitoring for early fault detection with
web-based automatic diagnostic techniques, and includes component technical specifica-
tions in Table 1 [16,17], and in Table 2 [24,40]. The monitoring and analysis of the condition
of induction machines is achieved by detecting and measuring currents, voltages, tempera-
tures, and vibrations, collecting data, and transmitting them to the cloud, and processing
and evaluating them for fault prediction and maintenance decisions [62,72].

e  With the development of wireless sensor networks and specialized software, research
prioritized sending data to the cloud, storing and retrieving it, and processing and
visualizing data results for real-time control and decision making in Table 3 [67,68,73].

e JoT-based optimized control and performance monitoring of the induction motor, in-
cluding elimination of vibration and overheating conditions, improves fault prediction,
increases reliability, and reduces plant costs for O&M in Tables 2 and 3 [56,70].

o  Of the most studied topics of induction generators are the technologies that allow
WECS to connect to IoE, such as the requirements for networking and remote control,
and avoiding or solving load rejection from instabilities due to the wind and load
demands Table 1 [18,19].

e  Also, the integration and monitoring of the hybrid wind-photovoltaics with IoT and
ICT technologies, gained interest in the field of power supply restoration with early
diagnosis and fault recovery in Table 4 [80].

e  Supervisory control, and fault detection and location using IoT, both in microgrids
and power distribution systems, with applications for smart sensor networks for data
acquisition, communication, and connection to the cloud, finding other useful data
from the cloud, and data security, improves neutral current compensation, elimination
of higher harmonics and, ultimately, power quality in Table 4 [78,81,84].
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Regarding the implementation of the control systems, we found a diversity of compo-
nents and devices, which are detailed in Tables 2—4, and the main modules and units are
summarized below:

e Inalllayouts described in Tables 2—4, a computer, or microcomputer, is installed which
can be:

1 one microcomputer Raspberry Pi, in [24,39,40,60,62,66,69,81,82]
) one PC or a Single Board Computer, in [58]
©)] a laptop, in [61]
4) a server, in [56,57,65,67,72,83,84]
(5) one IoT gateway, in [60,68,73,75,78]
(6) an loT platform, in [70,71].
e Many layouts have Arduino microcontrollers, of different models and versions,
in [24,39,40,56,57,60,62,66,69,73,75,82].
e Communication protocols are needed in all cases, such as:

(1) the serial communications protocol Modbus, in [24,39,40,77,78,81,84], or,
2 the Message Queuing Telemetry Transport MQTT protocol, in [55,70,81].

From a manufacturing point of view, it is practically difficult to compare different
layouts and devices due to the variety of designs and components used. From an oper-
ational point of view, all the aforementioned devices and systems have been tested and
found to function satisfactorily, which is why their results have been published. From the
perspective of technological progress, it is not yet possible to compare dissimilar layouts,
precisely because electronics and telecommunications technology are constantly evolving.

In conclusion, we find that there is no standardization of these systems, everything
is in a phase of evolution and constant change, depending on needs, ratings, technology,
available budget, and managerial decisions.

IoT is being introduced in academic laboratories for experiments with electric motion
controllers and for research on induction generators with WECS [24,39,55]. It is also
installed in electrical energy control centers for operator training, and in hybrid microgrid
management centers, for conducting studies to control and monitor the security of data
transmission via IoT in interconnected RES networks, in Table 6 [105,106].

Small machines and actuators for converting other forms of energy into electricity,
or for mechanical motion, such as triboelectric nanogenerators and piezoelectric wind
energy harvesters which are used for sensors in the IoT, in self-powered devices and in
power supplies for components of green IoT devices, are under study and development, in
Table 5 [20,85,87,89,91].

7. Conclusions

This article presented new aspects of integrating the control systems of electric ma-
chines with the IoT. Various aspects of the operation of electric machines were analyzed,
either as generators in wind power stations, or as motors in controlled electric drive systems,
or in other devices for converting energy into electricity.

The IoT-based control system of the performance of induction motor systems shows
high accuracy during rapidly changing duty cycles. The system proves controlled speed at
load variations, full torque at a large speed range, reliable cut-off and reconnection of the
mains, and increased efficiency.

In IoT-controlled induction generators in WECS, the voltage and frequency output and
the quality of the electricity generated are monitored over wind speed fluctuations. The
online and IoT-based preventive maintenance of electrical machines, whether industrial
equipment or electric power plants, avoids failures, and increases the reliability and lifetime
of machines.

While basically, the control of electrical machines applies verified and recognized
methods such as scalar and vector control of systems, with criteria to maximize efficiency
and improve the quality of the electricity produced, the development of IoT, with network-
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ing and communications, opens up new research topics. Thus, IoT proved to be a new
developed control environment for many industrial applications. The diversity of research
topics depends on the variety of applications, on the one hand for industrial loads and, on
the other, in electricity generation with an emphasis on renewable sources.

The described schemes demonstrate that IoT can be adopted and integrated into
controlled systems of electrical machines, for operation monitoring, energy management,
and preventive maintenance. In most cases, the main issues addressed concern:

the connectivity of electrical power equipment to the IoT and ICT,
the variety of sensors, to convert physical quantities into digital signals, quickly,
accurately, reliably, and compatible with the IoT and ICT,

e the acquisition, storage, transmission, processing, protection, access, and security
of data,

e nanogenerators and other energy harvesters for small power supplies of remote
IoT components.

Also, similar experiments to those described in this work can be developed and
applied in academic laboratories, for graduates and researchers interested in IoT projects.
Controlled electrical machine systems can experiment with different duty cycles, using
layouts and electronic devices that are interconnected with the IoT, and experimental
remote systems connected to platforms and the internet. This aspect of applied electrical
engineering education is still lagging behind and should be strengthened.

In this work we have selected representative reports that provide technical details
and guidelines for future constructions and experiments with such systems. However,
as a general conclusion, mention should be made of the low number of publications
in the technical literature that provide complete details on the design, implementation,
experimental testing, and construction of prototype control systems of electrical machines
based on IoT. Most of the retrieved and analyzed documents offer rich generic information,
but without giving specific instructions on the full design line of an IoT-based system, or
exact details of hardware, software, sensors, data acquisition, and communications.

The diversity of existent installed IoT controlled systems attracts the interest and efforts
of researchers in many academic laboratories, to continue with the design, development,
and prototyping of new layouts, with combinations of existing components and testing
new discovered devices and new ideas.
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