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Abstract

This article develops a hybrid neural network method for detecting UDP flooding in critical
infrastructure microgrid protection systems. This method combines sequential statistics
(CUSUM) and a multimodal convolutional 1D-CNN architecture with a composite scoring
criterion. Input features are generated using packet-aggregated one-minute vectors with
metrics for packet count, average size, source entropy, and HHI concentration index, as
well as compact sketches of top sources. To ensure forensically relevant incident recording,
a greedy artefact selection policy based on the knapsack problem with a limited forensic
buffer is implemented. The developed method is theoretically justified using a likelihood
ratio criterion and adaptive threshold tuning, which ensures control over the false alarm
probability. Experimental validation on traffic datasets demonstrated high efficiency, with
an overall accuracy of 98.7%, a sensitivity of 97.4%, an average model inference time
of 5.3 ms (2.5 times faster than its LSTM counterpart), a controlled FPR of 0.96%, and
a reduction in asymptotic detection latency with an increase in intensity from 35 to 12 s.
Moreover, with a storage budget of 10 MB, 28 priority bins were selected (their total size
was 7.39 MB), ensuring the approximate preservation of 85% of the most informative
packets for subsequent examination. This research contribution involves the creation of a
ready-to-deploy, resource-efficient detector with low latency, explainable statistical layers,
and a built-in mechanism for generating a standardized evidence package to facilitate rapid
law enforcement response.
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1. Introduction

Today, UDP flooding remains one of the simplest yet most effective forms of dis-
tributed denial of service (DDoS), particularly dangerous for critical infrastructure systems
(energy, water supply, transportation, and healthcare) [1]. It is due to the fact that essential
infrastructure facilities often contain highly specialized equipment and legacy components,
which are critical to high availability and traffic predictability. Even a short-term disruption
to communications or a delay in control can lead to consequences that extend beyond a
digital incident and affect the safety of people and processes [2]. Moreover, attacks on the
network flow layer, which predominantly use UDP packets, are more difficult to classify
as malicious without the aid of contextual analytics. This is because UDP is a connection-
less protocol that can be easily forged and generated from a large number of distributed
sources [3]. Figure 1 shows an example of a UDP traffic time series with characteristic
bursts during flood attacks. It clearly illustrates these threats and the need for prompt
monitoring and preservation of artefacts for forensic analysis.

UDP packet rate over time
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Figure 1. Time series with three attack periods.

Figure 1 illustrates a combination of steady background traffic and several short-term,
intense bursts, which simple thresholding methods can easily detect. In contrast, low-
intensity, prolonged increases in traffic almost blend into the background and require more
sophisticated statistical and behavioral analytics for reliable detection.

Figure 2 illustrates the distinguishing characteristic between regular and attack traffic.
The mode shift and concentration of small (or uniform) attack sizes facilitate feature
engineering for classifiers and fast filters. These distinctive packet size profiles reduce
the number of false positives in high-volume IoT traffic while simultaneously generating
evidentiary artefacts (statistical signatures, histograms, and anomalous sample hashes) for
reporting to law enforcement.
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Detection performance vs attack intensity
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Figure 2. Histogram of packet size distribution in regular traffic and under attack.

Figure 3 shows that the number of successfully detected attacks increases significantly
in proportion to the growing intensity. That is, at very low intensities, detection remains low
and noisy, confirming the system’s vulnerability to “silent” long-term floods. It highlights
the need for a hybrid approach, combining the temporal patterns from Figure 1 and the
packet size features from Figure 2, along with adaptive thresholds and source correlation,
to detect low-intensity attacks while reducing false positives and preserving the evidence
base for law enforcement.

Detection performance vs attack intensity
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Figure 3. Detection efficiency diagram as a function of attack intensity.

Figure 4 illustrates a classic UDP flood scenario, where multiple clients (or fake sources)
forward UDP packets through a router to a server, resulting in the server being overloaded
with requests and unable to support legitimate traffic.
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Figure 4. UDP flood attack implementation diagram.

Figure 4 is the core of the above. While Figure 1 illustrates the actual time profile of
traffic spikes, Figure 2 demonstrates the structural cause of such spikes and explains how
distributed or spoofed sources create a denial-of-service effect. For critical infrastructure
cybersecurity systems, this means that even low-power but synchronized flows from multi-
ple nodes can cause equipment failure or disrupt control processes. Therefore, a detector
must be able to not only detect anomalous spikes (as in Figure 1) but also correlate events
by source, AS path, and packet size profile (Figures 2 and 3), as well as promptly preserve
evidence and generate a materials package for transfer to law enforcement agencies.

Thus, Figures 1-4 clearly illustrate the need to combine rapid monitoring with in-
depth forensics and source correlation before handing over data to law enforcement. In
this context, this topic’s relevance is underscored by two interrelated challenges:

e  The changing nature of traffic and the growth of IoT devices increase background net-
work noise, making it challenging to detect low-intensity but long-lasting UDP floods.

e  The necessary integration of the detection mechanism with law enforcement agencies’
operational responses and infrastructure operators’ systems places special demands
on the accuracy, explainability, and response speed of detection systems.

Systems tuned for sensitivity to sudden bursts often generate false positives in
real-world conditions, while conservative thresholds allow low-intensity attacks to “slip
through” [4,5]. Therefore, research focuses not only on improving detection but also on
reducing false positives and on attribution mechanisms (forensics) for transmitting data to
law enforcement agencies [6]. Within this framework, the development of methods capable
of identifying characteristic statistical and UDP flooding behavioral markers (temporal
patterns, packet size distribution, source spectra, etc.), as well as the creation of hybrid
algorithms combining a fast network filter and in-depth flow analysis for incident confir-
mation, is a pressing scientific and practical task. Furthermore, a standardized protocol for
notification and transmission of artefacts (logs, session dumps, suspicious sample hashes)
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to law enforcement agencies is an essential element, which requires a balance between
efficiency, confidentiality, and the evidentiary value of the obtained data.
Thus, this study makes the following contribution to the subject area:

1. Ahybrid network traffic anomaly detection method has been developed that combines
sequential statistical tests (CUSUM, GLR) with deep temporal convolutional models
and feature metrics (entropy, HHI), thereby increasing sensitivity to a variety of UDP
flood scenarios while maintaining robustness to background fluctuations.

2. A compact flow representation scheme (Count-Min Sketch with top-k) is proposed
in combination with a resource-efficient neural network model architecture, which
provides scalable real-time flow processing and is suitable for deployment on edge
platforms with limited memory and latency.

3. A formalized protocol for ensuring data integrity and admissibility (chain of cus-
tody, cryptographic hashes, artefact versioning, and access control in accordance
with ISO/IEC 27037; Information technology — Security techniques — Guidelines for
the identification, collection, acquisition, and preservation of digital evidence. ISO:
Geneva, Switzerland, 2012.) has been introduced, which ensures the reproducibility
of the experiments and the legal significance of the results obtained.

4. A practical mechanism for adapting the model to data drift and evolving attacks (auto-
matic drift detection, active learning for labelling, incremental fine-tuning, and canary
releases) is described, which improves the long-term reliability and maintainability of
the proposed approach.

2. Existing Research Review

Classic signature-based systems (Snort, Suricata, etc.) [7,8] remain widely used for
detecting known UDP flood patterns, as they are effective at recognizing known patterns
and are easy to deploy. However, it has been noted that such systems perform poorly
against new or modified floods, fail to detect low-intensity and polymorphic attacks, and
generate a large number of false positives in environments with an unstable background
(IoT networks).

Statistical methods [9,10] and threshold detectors (entropy-based [11,12], rate-
threshold [13,14], and moving average [15]) utilize the behavioral characteristics of traffic
and are easily understood by operators. However, in these methods, the threshold choice is
sensitive to network variability. In general, these methods are either too sensitive (resulting
in many false positives) or too conservative (missing “silent” attacks), and they also do not
scale well for high-speed flows without hardware acceleration.

Flow-based machine learning (NetFlow and IPFIX classifiers, including Random For-
est [16], SVM [17], and XGBoost [18]) demonstrates high performance in the presence of
labels and an informative feature set (packet number, session duration, and size distribu-
tion). However, applying these methods in real-world conditions requires high-quality
labelling; the models are sensitive to distribution drift, and their real-time implementation
requires optimization for latency and memory, which is problematic in resource-constrained
CI environments.

Deep learning-based approaches (CNN [19,20], RNN [21,22], LSTM [23-25], atten-
tion [26,27]) are capable of automatically extracting complex temporal and spatial depen-
dencies in network traffic and have demonstrated improved detection of low-intensity
attacks in studies. However, deep learning-based methods have significant drawbacks,
including the need for large labelled datasets, computational costs, difficulty interpreting
findings, and the risk of overfitting on synthetic datasets.

Autoencoders [28,29] and unsupervised training methods (anomaly detection via
autoencoders [30,31] and isolation forests [32,33]) are helpful in the absence of labels, as

https://doi.org/10.3390/en19010209


https://doi.org/10.3390/en19010209

Energies 2026, 19, 209

6 of 67

such models learn the regular traffic patterns and flag abnormalities. The limitations of
these methods include the difficulty of controlling alarm thresholds, the high likelihood of
false positives due to seasonal traffic fluctuations, and the need for periodic retraining to
account for changes.

Stream [34] and sketch algorithms (Count-Min Sketch [35], Bloom filters [36], and
lossy counting [37]) are used for cost-effective tracking of high-speed streams and detecting
“heavy hitters.” However, these methods lose detailed information (approximate counts),
poorly detect distributed low-intensity attacks, and do not produce explainable artefacts
for forensics.

SDN-oriented solutions [38—40] offer dynamic traffic shaping (or redirection) in the
control plane, simplifying policy implementation and rapid response. However, they
presuppose an SDN infrastructure and trust in the existence of the controller. Further-
more, critical infrastructure often utilizes irreplaceable, proprietary devices, where SDN
intervention is either impossible or risky.

Hybrid architectures (rule-based with machine learning methods) [41-43] combine
the detection speed at the simple rule level with the flexibility of machine-learning-based
classifiers for incident confirmation. The hybrid architectures” main disadvantages are
the orchestration complexity, the rules’ risk and model desynchronization, and increased
operational costs for maintenance (rule updates, model retraining).

Methods of collective defense and information exchange between providers and ISPs
(blackholing [44], source filtering [45], and collaborative BGP-based mitigation [46]) are
effective in combating large-scale flood attacks. However, for CI purposes, coordination
delays, legal and privacy barriers to data transfer, and the legitimate sources being blocked
due to inaccurate decisions are significant risks.

Forensic methods [47,48] and attribution techniques (IP traceback [49], correlation [50],
and flow correlation across sensors [51,52]) are crucial for disseminating evidence to law
enforcement. Challenges include UDP spoofing, NAT, and proxies, which complicate
accurate attribution, as well as evidence storage and integrity, which require secure channels
and standards that are not always considered in early research.

Cl-focused studies, such as [53-55], emphasize the environment specifics, namely,
limited computing resources, certification requirements, long hardware lifecycles, and the
high cost of downtime. However, the methods developed in [53-55] were tested on public
synthetic datasets (CAIDA, CIC), which poorly reflect real-world CI workloads, so their
portability to real-world systems remains challenging.

Research on explainable AI (XAI) [56] and the legal admissibility of detections [57] is
still in its infancy. Even if a model detects an anomaly, operators and investigators require
clear explanations and an evidence chain. Most modern neural network solutions do
not provide guaranteed interpretability and auditability, which is critical when reporting
incidents to law enforcement.

Based on the above, Figure 5 illustrates the comparative suitability of various ap-
proaches for detecting UDP flooding in critical infrastructure environments, and Table 1
provides a summary of the methods considered, along with their main shortcomings.

Thus, existing approaches demonstrate that there is no universal solution that simulta-
neously satisfies the requirements for early detection of low-intensity UDP floods, limited
CI resources, explainability for operators, and evidentiary requirements for reporting to
law enforcement. Open challenges include the reliable detection of “silent” attacks amid
noisy loT traffic, modeling robustness to distribution drift and attack polymorphism, mini-
mizing latency and computational load in real-time, and ensuring interpretable, auditable
conclusions and secure storage of forensic artefacts. Therefore, it is necessary to develop
a neural network method optimized for the CI specifics (compact architectures, online
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(incremental) training, explainability mechanisms, and a built-in evidence chain), as well
as an integrated protocol for interaction with law enforcement agencies for prompt and

legally correct incident response.

Approach suitability for UDP flood detection in CI
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Figure 5. Comparative suitability of approaches for detecting UDP flooding in critical infrastruc-

ture environments.

Table 1. Summary of the approaches considered for detecting UDP floods and their main drawbacks

(results based on analysis).

Number Approach Limitations
. Does not detect new polymorphic floods, has high sensitivity to
! Signature-based IDS obfuscation, and has false positives in dynamic backgrounds.
5 Statistical and threshold methods Sensitive to threshold selection, '1t 1s' not suitable f.o‘r low-intensity
attacks and requires customization for a specific network.
3 Flow-based machine learning It requires tags, is subject to drift, and has resource requirements
(RandomForest, XGBoost) for real-time.
4 Deep learning (CNN, RNN, LSTM) Big data and resources, weak e?<pla1nab111ty, risk of overfitting on
synthetic datasets.
5 Autoencoders unsupervised Ambiguous thresholds, 1ncreas?d f‘alse positives when profile
changes, and periodic retraining.
6 Sketching and streaming algorithms Approximate data, poor detection of .dlstrlbuted low-intensity
attacks, and few forensic artefacts.
7 SDN-based mitigation Requires SDN mfre}struct.ure, risks networ.k stability, and is
incompatible with legacy CI equipment.
8 Hybrid approach Complexity of integration, operational load, and risk of
(machine learning with rules) desynchronization.
9 Collaborative (ISP-level) Legal and privacy barriers, coordination delays, and the risk of

blocking legitimate services.
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Table 1. Cont.

Number Approach Limitations
10 Forensics traceback Spoofing, NATs. interfere with af:curate. attr1b}1t10n, storage
requirements and evidence integrity.
11 Explainable Al for legal readiness Insufficient interpretability and auditability, unpreparedness for

legal use of results.

3. Materials and Methods

3.1. Development of a Theoretical Framework for Detecting UDP Flooding for the Security of
Critical Infrastructure Cybersecurity Systems

It is assumed that the observed flow of UDP packets in the form of a packet counter
N(t) is the number of packets arriving in the interval [0, ¢]. As part of the theoretical model
development for detecting UDP flooding, observations in discrete equal windows of length
A > 0 are considered; that is, for k € N, it is assumed that the number of packets in the k-th
time bins X} corresponds to the expression:

Xp= Nk - A) — N((k — 1) - B), (1)

where N is the incoming packets’ counter during the time interval [0, {] and A is the discrete
windows’ (bin) length in the same units of time (A > 0).

In this case, for each i-th packet in the bin, a fixed feature set is defined, consisting of
the size S; € R, (in bytes), source A; (IP, ASN), and arrival time ¢;. For the k-th bin, a feature
vector is determined (empirical size distribution, source distribution, etc.). It is assumed
that py(e) denotes the “normal” (background) traffic model, and p;(e) denotes the model in
the UDP flood presence.

To construct a stochastic traffic model, a basic background traffic model is considered
as a Poisson process with intensity Ay(t) (in the simplest case, a stationary Ag). To account
for seasonality and slow drift, it is assumed that

Ao(t) = Ao +71(t), [n(t)] < Ao, 2

where 7(t) is a slowly changing deterministic (or weakly stochastic) deviation of the back-
ground intensity, Ag(f) is the background (base) flow intensity (in a simple case, con-
stant Ag). The attack is modelled as an additional process with intensity A4 () > 0, so that
the total intensity:

A) = Ao(t) + Aa(®), ©)

where A4(t) is the additional intensity created by the attack (a non-negative function
of time).
It is noted that typical A4 models are:

e  Pulse explosions:

e Long “quiet” floods (smooth function):

Aa(t) = ZA]--h(t — 1'j), h(u) = 1,50 exp(—a-u), (5)
]
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e  Self-exciting Hawkes process:
t
AE) = u(t) —l—/g(t—s)dN(s), ©)
0
where g is the kernel (e.g., g(1) = B - exp(—« - u)), B is the excitation functions” (impulse
contribution) scale (amplitude), and « is the velocity attenuation coefficient of the kernel
(in the example of an exponential kernel). The Hawkes model describes cascading effects
and synchronization of distributed sources.
For analytics, based on [56], it makes sense to move on to intensity in bins:

k-A
Ap = / A()dt = Agy+ Anr, )
(k-1)-A

then, under the Poisson assumption, X ~ Poisson(Ay).
Temporal (count-based) detection is based on the classical test, that is, comparing Xj

with an adaptive threshold T} for a fixed window A. For this, a normalized statistic of the

form is introduced:

_ XA

~

Aok

T\ 8)

where Ay is the estimate of background intensity in the k-th bin (can be a sliding win-
dow, exponential smoothing, or a model). Under the null hypothesis Hy: Ag; =0, we

have approximately TISC) L (0, 1) for large Agx, which corresponds to the central limit
theorem [57]. To achieve this, a normalized statistic is introduced, that is:

Ph, (Tk(c) > u) ~1-0(u)=ua, )

where u represents the threshold for the normalized statistic, selected to match the accept-
able false positive rate.

However, the proposed approaches’ application is limited to low-intensity, long-term
floods, so a multivariate statistical combination is required.

In this context, to determine packet size statistics, it is assumed that the k-th bin
contains a set of sizes {Sy 1, ..., S, Xi}. It is also believed that Fy(s) is a known (or a priori
estimated) cumulative distribution function of the background size, and f(s) is the density.
Consider the empirical distribution—ﬁk(s), and use the Kullback-Leibler (KL) distance [58]:

: : fi(s)
D = / s)-lo ds, 10
ke (fellfo) = [ fuls)tog 25 (10)
When discretizing the sizes into m bins, the )(2 and DKL statistics are defined as:
m 2 m ~
2 (i — Xi-po,i) R Pri

=y ~—~_ "7 D= i-log —=, (11
Xi l; Xepos k l; Pritog. )

where p; is the background proportion (probability) in the j-th size basket, and g; is the
empirical proportion in the j-th basket.

It is noted that large values of x7 or x7 indicate a change in the packet size profile (for
example, concentration on small sizes during UDP flooding).

For the correlation by sources (forensic score), it is assumed that Qy is the empirical
distribution of sources (IP, ASN) in the k-th bin. Information entropy is defined as:

H(Qk) = =Y qka108(qka)- (12)

https://doi.org/10.3390/en19010209
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It is noted that distributed flooding often involves an increase in the number of unique
sources (fake sources) or, conversely, a concentration on a small set of bot nodes. Based
on [59], introducing a concentration index (Herfindahl-Hirschman) of the form:

a

To assess synchronicity across sources. For forensics, the “attribution-weight” metric
is important, defining the correlation statistics between bins as:

e = corr(1y,cs inbins k, €). (14)

It is known that [60] the “attribution-weight” metric is vital for forensics:
Fe:=Y  WaGka, wa = $(ASN(a), reputation(a)), (15)
a

where ¢ is the function to convert ASN (or reputation) to weight when calculating
“attribution-weight”, for example, converts ASN to weight in the range [0, 1].

Based on the above, the combined detector function consists of combining three
components (counts, sizes, sources) into a single score, that is:

Sk = w1-gc (Tk(C)) +a2-gs(Ds) + “3'gf(Fk)’ (16)

where g, are monotonic normalization transformations (e.g., sigmoid or standardization)
and «; > 0 are weights selected based on the optimization criterion. The detection rule
is determined by the presence of an alarm signal in the k-th bin if Sy > h, where h is the
adaptive threshold. It is noted that threshold adaptation takes into account the estimated
background variability and storage resources.

A sequential test is used to reduce latency [61]. It is assumed that under the alternative
in the k-th bin, the observation distribution changes from py to p;. For simplicity, we
combine the input information into a single observation Y (e.g., a vector (Xj, pxe, Qk))
with densities fo(Y) and f1(Y). The classical logarithm of the likelihood ratio is defined as:

w= s ) @

and the CUSUM statistic Wy is defined recursively:

Wp =0, Wk = max(O, Wr_1 + ék) (18)

An event Wy > H detects a change, and the threshold H is chosen by limiting the
average run length (ARL) to false alarms. For incomplete knowledge of f1, the generalized
likelihood ratio (GLR) is applied [62]:

_ fo(Yx)
= suplog (317 19

where O is the alternative parameter space, for stationary independent observations with

the true alternative f1, the logarithm of the likelihood ratio has the mean:

E1[t] = Dxi(f1llfo) =: D. (20)

For D > 0, the sum )} ; ¢y—grows linearly. In this context, according to the law of

large numbers:

1
— it D, (21)
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then the probability of not detecting a change before n observations (the lag) is exponentially
small. More formally, for an arbitrary threshold H, the expected detection time T behaves as

Eilt] = = (22)

and the error risk B (false negative) decreases ~exp(—n - D) (via the Chernoff bound), which
determines a vital measure of “detectability”, which is the local rate of information content
per unit time, that is, the KL divergence peak.

To model slow changes and interactions with defense mechanisms, it is convenient to
introduce the deterministic dynamics of the attack intensity a(t) (for example, the average
intensity of the attacking pool), subject to the ordinary differential equation:

da = —a-a(t) +u(t), (23)
dt

where a > 0 is the average intensity (averaged across the attacker pool), and u(t) is the

attacker’s control signal (synchronizing pulses). Solution (23) is represented as:

a(t) = a(0)-exp(—a-t) + /exp(ﬂx-(t — 8))-u(s)ds. (24)
0

Detector dynamics (for example, threshold h(t) with exponential background adaptation):

T — - (h(t) ~ ho) + ., 25)
where hj is the base threshold,  is the return rate, 0; is the standard deviation’s local
estimate of the S; statistic, and «x is the adaptation coefficient. Model (25) guarantees
threshold stabilization and response to background drift.

In the optimization setting, resource constraints and forensics are taken into account;
as in CI [53], the need to store evidence (dumps, hashes) is essential, given the limited
storage capacity C and throughput B. It is assumed that z; € {0, 1} is the decision to store
the k-th bin artefact. The storage cost ¢ (bytes) and the forensics utility are defined as:

max Zuk-zk s.t. ch-zk <C, Zbkzk < B, (26)
zke{O,l} k A 2
which is a two-dimensional knapsack problem. The solution prioritizes bins with the
. . Uj . PR . . o e
highest ratlo—c— and takes into account the notification rate and its legal significance. For

online operation, greedy schemes with a threshold u; > 7¢ are used, where 7¢ adapts to
the current storage capacity:

U(t
Tc(t) =To+r7-—é), 27)
where 7 is a threshold function that adapts to the current storage volume C (used in the

greedy policy).

An approximation for high-speed flows using sketch models and error estimation
is that when using Count-Min Sketch [35] to count the number of packets by source, we
obtain an approximate estimate of the counters ;:Zk,a/ with an upper bound:

Mg < o +e|ng g, (28)

where ¢ is the Count-Min Sketch error characteristic (the counter estimates’ error upper
limit), and it is noted that the sketch parameters (width/height) determine ¢ and the
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probability of error. Then, the Herfindahl-Hirschman Index (HHI) and entropy can be
estimated with errors, which translates into a threshold correction:

HHI, < HHI; + 6(¢). (29)

The hy threshold should be increased, taking into account the error to prevent false
alarms due to sketch errors:

hy < h,(CO) + ce(e), (30)

where ¢, is a coefficient selected based on the false alarm-controlled levels’ property.

Weights & = (x1, a2, a3) are subject to training on historical data or online optimization.
Let the labelling contain labels vy € {0, 1}, according to which « is selected as a solution to
the regularized risk minimization problem:

o1 Y 2
?Zlglﬁkzzl €(0‘(Sk(l’i) — h)/]/k) + )"”"‘Hz’ (31)

where ¢ is the logistic loss function, ¢ is the sigmoid, and / is the bias. Then, the gradient is
defined as:

i (0(Sk(a) = h), yi)-0" KO- g;(0) +2:1-a. (32)

Statement (31) and (32) naturally transitions to a neural network model, where g; is
the feature layer and « are the linear output layers’ parameters.

To determine the statistical guarantees and asymptotics, we consider a GLR-based
detector [63,64] with a threshold, H. Under regular conditions and for D > 0 (the average
log-likelihood value under the alternative), we have the asymptotics:

H
El [TH] ~ 5, IOgEm[TH] ~ H, (33)

where Ty = inf{k: W > H} and E is the expected value of the constant (average run length,
ARL) [65], which gives the H choice to perform the ARL:

H =~ log Eco[ty]. (34)

To determine the lower bound of the detection rate, it is assumed that the alternative
process creates an additional intensity A4 per unit time; then, the KL divergence per unit
time for Poisson processes [66] is equal to:

A
d = A-log <> — (A= A), (35)
Ao
where A = Ag + Ay. If Ay is small, the binomial expansion yields
A% 3
dzm+®(AA). (36)

From this, it can be seen that for weak attacks—A4 < Ay, the detection power de-
creases quadratically with respect to the signal-to-noise ratio. For a given acceptable false
alarm rate « and background variance estimate 67, an adaptive threshold with false alarm
control is selected according to the expression:

hy = psk +2z1-a0s s (37)
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where g ;. and 0g j—are the mean and standard deviations” estimates of the rate S (ex-
ponential smoothing), and z;_, is the normal distribution quantile. If the distribution is
heavy-tailed, then replace z with the corresponding quantile of the bootstrap estimate.

To formalize the rapid detection with forensics problem, it is assumed that the aim is
to minimize the average detection time [E;[7] with a limit on the false alarm level Eo[7] > T
and a limit on the amount of stored artefacts:

T
Z Cle*Z)

k=1

min Ej[7]s.t. Eo[t] > T, E

detector,z

<C (38)

where I is the lower bound of the mean time between false positives (ARL minimum value),
and C is the available storage amount for artefacts. Solution (38) approximately gives a
CUSUM-type procedure for detection and a greedy policy for storing until C is reached.

Based on the above, three mathematical theorems are formulated and proven: The-
orem Al, “The Neyman-Pearson theorem for a bin or Poisson detector”, Theorem A2,
“Exponential error estimate and detection threshold”, Theorem A3, “Heuristic statement
with an optimal CUSUM delay estimate in a discrete Poisson context” (Appendix A).

Thus, the presented model combines input process stochastics (Poisson or Hawkes
models), packet size information (Kulban-Leibner divergence, x?), source correlation
(entropy, HHI), sequential statistics (CUSUM or GLR), resource constraints (knapsack
problem), and threshold adaptation algorithms (ODE for k(t)). The resulting analytical
expressions and theorems provide rigorous guidelines for detector tuning and for formu-
lating the loss function and feature architecture of the neural network model that will
implement windowed and online fusion of these signals.

3.2. Development of a Neural Network Method for Detecting UDP Flooding for the Critical
Infrastructure Cybersecurity Systems Security

A neural network-based UDP flood detection method is developed based on stochastic
models of packet bin counts, KL estimates of packet size distributions, HHI estimates, and
source concentration indices, as well as sequential CUSUM procedures for rapid detection
and control of the false-positive rate [67,68]. The developed theoretical foundations are
used as a priori statistical layers and criteria for the hybrid detector architecture and forensic
artefact preservation policy. Figure 6 shows a diagram of a developed method.

It is assumed that in discrete bins of length A, there is for bin k:

count: Xp:=N(k-A) — N((k — 1) - A),
packet sizes: Sy = {sx1, - - -, Sk, Xx), (39)
sources: IP/ASN: Qy = {ag 1, - .., ar x,},

in this case, the vector of observations Y} is a compact representation of the bin:
— (m)

Y. = ( Xk, pr s Hy, Gy, sketchy, t ), (40)
where p,(cm) € R™—is the histogram (m bins) of the bin size distribution, Hy is the entropy
of sources (calculated according to (12)), G is the Herfindahl-Hirschman index (calculated
according to (13)), and sketchk is the count-min sketch vector of approximate counters by
flow keys (calculated according to (28)) [69-71].

The preprocessor is a windowing and online aggregation module that generates

compact features (incremental statistics, temporal, and spectral characteristics) in real-
time and in batches, with normalization, smoothing, and gap recovery for transfer to
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the predictor, reconstructor, or detector. Sliding aggregation of length M is performed as
follows [72]:

k
ym_ L YooY (41)

For instant adaptation and cheap memory, an online exponential moving average
(EMA) [72] of the form is used:

Zy=(1—B)-Z1+p- Yy 0<p<1L. (42)

Continuous UDP Traffic

Stream 1: Statistical Features

; : CUSUM Detector >
Metric Ct(?llec'tli)nta'md (Early warning of Sienal (intensity, small packet rate, HHI, entropy)
aggregation into time anomalies based on | !(Score S > H) R ;
windows (10 seconds) LRD) . Stream 2: Packetized data

(traffic compression, hash embeddings)

1D Convolutional Layers (CNN)

(filtering and extracting spatio-temporal dependendies)

Fusion Layers
(combining statistical and packaged features)

Output
(classification of the presence or absence of an attack)
Multimodal
neural network

Is there
0

attack?

Forensics Launch: Knapsack-based Forging Policy
(greedy artifact selection policy)
Deep learning and
decision making block

Rapid Response (JSON)
(forming a package of evidence for critical infrastructure and
law enforcement agencies)

A

Figure 6. Block diagram of the developed neural network method for detecting UDP flooding.

This pair of mechanisms implements a “two-speed” strategy, in which Y,({ )—captures

stable trends (protection against noise spikes), while Z; represents rapid changes (early
spikes). When using sketches, the HHI estimates are adjusted to account for the error € as
in (29) and (30), i.e., the thresholds are adjusted [73]:

Iy < hi +ce - €. (43)

Encoder is a formal layer definitions module that defines a parameterized transforma-
tions family (fully connected, convolutional, recurrent or LSTM, transformer blocks, etc.)
that, by affine transformations, nonlinear activations, normalization, and attention mech-
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anisms composition, map input aggregated features x; € R? into compact latent vectors
Z € R" with explicit specifications of tensor sizes, initialization schemes, regularization
(dropout, L2), residual connections, capacity constraints, and an interface for online or
batch training and subsequent feeding to a predictor, reconstructor, or detector.
CountEncoder implements normalization and FNN for the counter, that is [74]:

u,ic) = LayerNorm(log(1 + Ny)),

(44)
) = p (W 150,

SizeEncoder is a module in which the histogram—p,((m)—undergoes 1D convolution

with a filter set to extract local size patterns, followed by nonlinear activation, normalization
and (optional) pooling (or aggregation), producing a compact vector of size features for
feeding to latent layers, i.e., [75]:

e]((c) = SmoothReLU (Conle(pl((m) ;Ks>) € ]Rds, (45)

where SmoothReLU is a modification of the ReLU activation function developed in [75]
and implemented in many neural network methods and models, for example [76,77].
It is noted that an alternative is to calculate a density embedding projection of the form:

e = WOpm 1 5, (46)

SourceEncoder is a module that hashes IP addresses or ASNs into a fixed dictionary,
followed by embedding into a latent space, where the decoder memory provides compact
storage and recovery of source semantic features. For approximate streams, the count-min
sketch vector (sketchy) is used, and the embed is given [75]:

) = SmoothReLU(wW.HashEmbed(Qk) + W)) € R, (47)

Formally, HashEmbed is implemented as the top-r keys’ embeddings’ summation;
that is, if u is the top-r IP in the sketch, then [75]

HashEmbed (Qy) = Zr: Emb (u;). (48)
=1

Temporal fusion is a module that performs causal convolutions to extract multi-
scale temporal patterns while preserving the order of events. It applies an attention
mechanism for dynamic weighted aggregation of short- and long-term contexts, providing
an interpretable fusion of temporal information before feeding it to a predictor or detector.
In Temporal fusion, the modalities assemble into a single vector:

B = [ e, el”, Hy, G| € R, (49)

for which causal dilated Conv1D is applied over the L window (temporal depth) to extract
temporal patterns (important for “quiet” long-term floods):

Ty = COHVchausal({Ek7L+1/ sy Ek}; Ki)' (50)

In parallel, self-attention provides a weighted aggregation of modalities and temporal
positions, that is:
Q=TeWQ K=T-WK, V=T W,

Attention(Ty) = softmax( NG
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The hybrid neural network module is a hybrid model in which the autoencoder
reconstructs the background, and the discriminative head classifies anomalies. The inputs
flow through “encoder — temporal conv — attention”, resulting in a latent representation
Ry, that is:

Ry = LayerNorm(Attention(Ty)). (52)

Autoencoder (unsupervised path) is trained on regular traffic to evaluate reconstruc-
tion error as an anomaly feature:

Ry = Dec(Ry), Luec(K) = || Re — Re|2 (53)

The classification part (semi-supervised) is the “MLP — sigmoid” type discriminative
head, trained on labels or pseudo-labels and outputting a scalar score Sy € (0, 1), interpreted
as the anomaly probability (or degree) for threshold detection and subsequent fusion
logic. Thus,

2 = SmoothReLU (wz- [Rk, R, Y, zk} n bz),
(54)
Sk =0(wzx+b).

The classification part interpretation is that the vector z; contains both local (online)
and window features, as well as a mismatch feature (reconstruction error), which helps to
simultaneously catch sharp bursts and hidden long-term deviations.

The CUSUM Wrapper [77] is a cumulative mechanism that sequentially aggregates
signals from the discriminative head (logit estimates) to highlight persistent deviations
from background behavior. When the accumulated counter steadily increases, exceeding a
predetermined threshold triggers a blocking rule, which consists of immediately isolating
or filtering the suspicious flow and logging the event for further investigation. The CUSUM
Wrapper uses the logit estimate as an approximation to the log-likelihood ratio (which
corresponds to (17)—(19)). Denoting

Sp+e€
G = log(1 — Sk—|—€>’

Wi = max(0, Wy_1 + ¢ —¢),

(55)

where c is the shift (or compensation) associated with the false alarms and ARL control
(which corresponds to (18) and (34)), the detector is triggered when Wy > H. To solve the
false alarms and attribution problem, a two-level threshold is introduced:

e When 5 > Sp, instant blocking (fast path) is performed only if additional conditions
match (for example, HHI > threshold or a specific ASN in the suspicious list);

e When Sgy < S¢ < Spst is placed in the confirmation queue (confirmatory path) with
in-depth analysis of several consecutive bins and verification of the reconstruction
error Lyec.

The policy for preserving forensic artefacts (knapsack) consists of the fact that when
triggered, a decision z; € {0, 1} is formed about preserving the dump according to the
principle (26) and (27), that is, the selection of bins with the maximum forensic score Fy
is carried out under the volume limit C. In practice, a greedy algorithm is used with a
threshold uc, adapting to the storage capacity.

Training the developed neural network involves optimizing a combined objective
function that combines reconstruction loss, a discriminative (classification) component, and
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regularizers with adjustable weights for balancing tasks and controlling model behavior in
online or batch modes. The overall loss function for a batch, b, in mixed mode is defined as:

L= /\cls'Lcls + Arec'Lyec + Actr+Letr + )\reg' H®||2/ (56)

where L is the binary cross-entropy on the available labels v, defined as:

Las = — o Y (ye-log(Sg) + (1 — y)log(1 — 5y), (57)
|B| keB

and L, is defined as:

1
Lrec = ﬁz Lrec (k), (58)
k

and L. is an optional contrastive term for separating norms and anomalies in the latent (if
there are labels), ® are the neural networks’ parameters, and the gradient step is carried
out according to the expression:

@+ 0®—17- Vel (59)

It is noted that for online retraining, we use a limited replay buffer and a small learning
rate #y,1ine, s well as the “elastic weight consolidation” mechanism or regularization to
update old parameters, preventing catastrophic forgetting under drift conditions.

The threshold H is chosen according to the desired ARL I' according to the CUSUM
asymptotics (which corresponds to Theorem A3, (34) and (A45)):

H ~log(I') + O(1). (60)

The shiftable threshold in the CUSUM recursion through c allows one to specify the
desired false alarm rate and sensitivity. The built-in statistics yis x, 0's x (exponential smooth-
ing) are used for adaptive normalization and calculation of z-statistics (according to (25)
and (37)):

psi = (1—7)usk—1+ 7Sk

(61)
0 =1 —=7)0%, 1+ 7 (S~ ps ).

Thus, the developed neural network’s architecture is optimized for compactness and
low computational costs. In this context, the number of parameters in 1D convolutions
is limited due to narrow filters and a small number of channels, embedding tables are
implemented as small hash-embedding tables, and sketch structures and EMA (exponential
moving average) minimize the maintained state and amount of memory consumption.
Moreover, the autoencoder has a narrow latent space of dimension d ~ 32 ... 128, which
further reduces the computational load and storage requirements. Logit scores fk approxi-
mate the log-likelihood ratio between models f1 and f( (according to (17)), and sequential
summation Wy implements CUSUM (18), which ensures asymptotic optimality in detection
rate for a given ARL in accordance with the theorems presented in the theoretical section.
The autoencoder reconstruction error serves as an estimate of the deviation from pg(e)
(which corresponds to DKL in (10) and (11)), which improves the low-intensity long floods
detection when the counter Xj deviates little, but the source size distribution is modified.
Thus, based on the above, the training algorithm for the developed neural network is
presented in Table 2.
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Table 2. The developed neural networks’ training algorithm (the results are based on mathemati-
cal justification).

Stage Number Stage Name Input Output Key Actions
Collection, augmentation,
1 Data preparation PCAP or flow, labels Y} window, sketch, and cutting of “normal”
prep (if any) histograms windows for AE
minimization of L.
.. Normal traffic Pretrained decoder T
2 AE pretraining windows and encoder Minimization of L,
3 Supervised fine-tune Labeled windows  Discriminative head Minimization of
Lcls +A- Lrgc
4 Contrastive (or Different domains Robust latent Contrastive loss
domain adaptation) (topologies) representability (adversarial alignment)
5 Prumr}g a.nd Trained model Compact model Weight pruning, INTS8
quantization for CI quantization
On-device Model with sketch . Tuning A, M, B, H, ¢, and
6 (edge deployment) params Working detector CUSUM integration
. - Streaming labels . . Small LR, replay buffer,
7 Online training (operator feedback) Drift adaptation EWC regularization
. . Alerts with . . Greed.y knapsack
8 Forensics policy Artifact collection selection, storage,
resource C . ..
hashing, signing

The developed neural network is implemented in the MATLAB Simulink R2023b
software environment (Figure 7) as a flow preprocessing module and the neural network
subsystem itself (inference with CUSUM blocking logic).

The “From Workspace” or “UDP Receive” block (depending on the source) is used at
the input to capture packets (or flow metrics). Windowing and online aggregation are then
performed by the “Buffer” block (sliding frame) and a small sequence of arithmetic blocks
with “Unit Delay” for EMA. Sketch and hashing elements (count-min sketch, top-r IP)
are implemented within the “MATLAB Function” block (which performs compact C/M
sketch and hash embedding). In contrast, standard arithmetic blocks perform histogram
size calculation and HHI (or entropy) and the “MATLAB Function” block for the efficient
implementation of histogram vectors. The forensic buffer and storage manager are imple-
mented by the “Data Store Memory” and “To Workspace” blocks with volume control via
the logical “Subsystem”.

The neural network component is separated into a separate “NN_Inference” subsys-
tem. The hybrid neural network (autoencoder with temporal conv, attention, and MLP)
is trained in MATLAB (Deep Learning Toolbox) as “dlnetwork” (or “SeriesNetwork”)
and then connected to Simulink via the “Deep Learning Toolbox Predict” block (or via a
“MATLAB Function” executing predict(“dlnet, dlarray(...)”)) to maintain compatibility
and simplify debugging. Within the Subsystem, input features (window vectors and EMA
vectors) are passed through a pretrained modules sequence, including the “Encoder block”
(in Simulink, this is the “Predict” block with a vector input, which provides embedding),
then the “Temporal Conv” (in Simulink, either a built-in DL layer when exporting the net-
work or an implementation in a “MATLAB Function” with “dlconv”), then the “Attention
block” (implemented as part of the exported network), and finally the “AE decoder with
MLP scorer” (again, an exported module). For real-time operation, the CUSUM logic and
two-level locking are implemented as a separate Enabled Subsystem (fast path) with a

https://doi.org/10.3390/en19010209


https://doi.org/10.3390/en19010209

Energies 2026, 19, 209 19 of 67

recursive counter implemented via “Unit Delay”. In contrast, the confirmatory path is a
timer (counter) that tracks sequential triggers and conditional logic via Logical Operators
and Switches. For online retraining and adaptation, a feedback interface (label feedback)
is provided via “From Workspace” and “MATLAB Function” for periodic updating of
weights (implementing the update in MATLAB and loading the updated network into the
“Predict” block).

\ 4
o
c
oS
(¢}
@

R« "| (MATLAB Function) | | Workspace

|
|
|
} UDP N Packet Pars N From
|
|
|

|
| 1
|
} Histogram .| Count-min Sketch EMA i
' | (MATLAB Function) (MATLAB Function) (Unit Delay) |
|

Features (frame vector) — Frame Conversion
(Frame Conversion block)

Encoder (exported network) Temporal Conv
(Deep Learning Predict) (exported dInetwork layers)

'

Autoencoder with MLP scorer
(exported Predict block)

'

Score Sk
(To CUSUM block)

Logit Accumulate .| Compare To Constant
(MATLAB Fundtion) (MATLAB Fundtion) (Compare block)

'

|
|
|
| |
| |
| |
| |
| |
|
| |
! Decision Switch }
| |
| |
| |
| |
| |
| |
| |
| |
| |
|
|

(Enabled Subsystem)

'

Actions
(S-function)

Forensics and storage

(circular buffer) (MATLAB Fundion) (MATLAB Fundion)

|
|
i Data Store Memory | File Writer Knapsack
|
|

Figure 7. Block diagram of the developed neural networks” implementation in Matlab Simulink
R2023b.
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3.3. Selection of the Developed Neural Networks’ Hyperparameters

The hyperparameter selection procedure for the developed hybrid neural network is
systematic and reproducible, and the limitations of the CI environment are duly considered.
In the first stage, quality metrics (detection AUC, false alarm rate, ARL, reconstruction error,
latency, throughput) and resources (RAM, CPU, latency budget) are fixed. Then, a coarse
grid or random search is performed over wide ranges of key hyperparameters (learning
rate, batch size, latent dim, window M, EMA B, number of filters in Conv1D, kernel, delay,
number of attention heads). First, a stable range of learning rate and batch size is deter-
mined (they critically affect convergence and gradient noise). Then, the most influential
parameters are fixed, and a more fine-grained optimization (Bayesian optimization, hyper-
band) for latent dimensions and structural parameters (number of layers, convolutional
filter widths, attention heads) is performed. Next, quality control is performed across
several scenarios, including regular traffic, low-rate stealth UDP flood simulation, and
peak loads. For each scenario, ARL and AUC are estimated for various combinations of
hyperparameters. Threshold parameters (CUSUM H, c offset, fast or slow thresholds) are
selected separately using ARL or EDD (expected detection delay) simulations, and a safety
margin is established for production use. Equally important is the ablation study stage,
during which components (AE, attention, sketch) are sequentially disabled, recording the
impact on metrics and latency. It helps determine the tradeoff between quality and perfor-
mance and select a reduced model for edge devices (pruning and quantization). An online
tuning strategy was introduced, which includes a low learning rate for online updates,
a fixed-size replay buffer, and EWC-like regularization to avoid catastrophic forgetting
during traffic drift.

Figure 8 illustrates the U-shaped relationship between validation loss and learning
rate, where a too-small learning rate results in slow convergence and high loss, a too-large
learning rate results in divergence and noise, and the optimal range lies at the minimum in
the middle.

Learning Rate Dynamic

1.1

Validation Loss
=)
~

o
o

o
[$)]
T

1076 1070 107 1073
Learning Rate

1072 107"

Figure 8. Validation loss vs. learning rate diagram.

According to Figure 8, the tuning first performs a logarithmic (coarse) learning rate
search, then reduces the search step in the minimum region. Additionally, a learning rate
schedule (such as cosine or step) or a warmup is applied initially to ensure stability.
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Figure 9 demonstrates that increasing the batch size often improves gradient stability
and validation accuracy up to a specific limit. However, as the batch size increases, the
update frequency decreases, and adaptation to rare events may deteriorate.

Validation Accuracy Dynamic

0.9

o
®
o

e
o

0.75

Validation Accuracy

0.7

Batch Size

Figure 9. Diagram of lot size versus inspection accuracy.

According to Figure 9, the largest possible batch size that fits in memory is selected
and then compensated for by increasing the learning rate (using the linear scaling rule) if
necessary, or by employing gradient accumulation. As shown in Figure 10, the reduction in
reconstruction error with increasing latent dimension demonstrates a trade-off between
latent expressiveness and cost (memory and latency).

Reconstruction Error Dynamic

© © ©
- - -
- w &)

Reconstruction Error
o
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(o]
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3
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[e2]
N
=i
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Latent Dimension

Figure 10. Diagram of hidden measurement as a reconstruction error function.

According to Figure 10, the minimum latent size is selected to achieve acceptable
values for the reconstruction error and downstream detection AUC, and then pruning or
quantization is applied for optimization.
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Based on the above, Table 3 provides a hyperparameter systematization for the devel-

oped neural network.

Table 3.
network architecture).

The developed neural networks” hyperparameters (results are based on neural

Hyperparameter

Recommended Initial Range

Selection Method

Notes

Finding the optimum

Learning rate (train) 107°...1072 Log-grid (Bayesian) validation value using
warmup and scheduler
Applying AdamW for weight
Optimizer SGS%\?irt?{ rl?lg?nn;nwt{lm Empirical regularization and SGD for
large batches
Large batches speed up
Batch size 8 ...256 (power-of-2) Memory-limited grid training but require learning

rate scaling

Window size M (frames)

4 ...256 (depends on A)

Grid (scenario tests)

Finding a balance between
latency and stability

A smaller 5 is a slower

EMA beta (online) 0.01...0.2 Grid reaction, and more stable
Grid with Select the minimum that
Latent dimension (AE) 32...256 downstream AUC satisfies the AUC and
reconfiguration error
The more filters, the better the
Convl1D filters per layer 8...128 Grid (pruning later) performance, but the more
expensive it is
Conv. kernel size 3...11 Grid Short for high-frequency, long
for slow patterns
Dilation rates 1,2,4,8 Manual (search) For long-term dependencies
. . More heads mean better
Attention heads 1...8 Grid interaction modelling
AE reconstruction 0.1...1.0 Grid Balance with classification loss

weight Ayec

Classification weight A g

1.0 (baseline)

Fixed (tune)

Primary for supervised
fine-tuning

If contrastive examples

Contrastive weight Acontrast 0...1.0 Optional are used
Regularization 6 _3 . . A key metric for
(weight decay) 1077...10 Grid (Bayesian) online learning

CUSUM threshold H tuned via ARL sim Simulation-based Suiting via ARL
or EDD modelling
CUSUM shift ¢ small positive Simulation-based Controls sensitivity
Fast and slow thresholds 0.6...0.95 ROC with ARL Tune with a safety margin
Sfustr Ssiow
. . _7 _5 . Small learning rate for
Online learning rate 7 yjie 10=7...10 Conservative

adaptation without forgetting

Balance between memory

Replay buffer size 1000. .. 100,000 windows Resource-limited and diversity
Pruning rate o ..

(quanti zga tion) 0...90% (or INTS) Post-training For edge deployment
Epochs (pretrain AE) 50...500 Early stopping Eaﬂzv?:ﬁ%gll?faz}é Irlezol?ce rror
Epochs (fine-tune) 10...200 Early stopping AUC (or ARL) monitoring
Learning rate schedule step, cosine or Selective Reduce-on-plateau is useful

reduce-on-plateau

for drift
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Table 4 presents a rationale for the impact of convolutional kernel size and compression
scheme choice on the trade-off between detection accuracy, computational complexity,
and processing latency, allowing us to determine the optimal model configuration for
practical deployment.

Table 4. Comparison of research results on varying the convolutional kernel sizes and compres-
sion schemes.

. . Latency .
Model Convolution Compression . Parameters MACs Size
(Configuration)  Kernel Scheme =~ AUC  [Precision Recall PR (M) (rhousands) (M)  (MB)
Base (reference) 3x3 No 0.94 0.91 0.88 0.06 5.3 1200 120 4.6
Enlarged kernel 5x5 No 0.945 0.92 0.895  0.055 6.8 1800 180 6.8
Large kernel 7x7 No 0.943 0.915 0.892  0.056 8.5 2600 260 9.8
Pruned :
(50% pruning) 3x3 pruning 50%  0.92 0.89 0.85 0.08 32 600 60 25
Int8 quantization 3x3 quant8 0.938 0.90 0.87 0.065 3.9 1200 120 12

According to Table 4, increasing the convolutional kernel size (from 5 x 5to 7 x 7)
provides only a slight improvement in AUC and recall, but significantly increases the
number of parameters, MACs, and median latency. It is also noted that compression
schemes (pruning, quant8) sharply reduce model size and latency with a moderate decrease
in accuracy. Pruning provides the most significant resource reduction but also results in a
noticeable increase in FPR. At the same time, int8 quantization offers the best balance of
small size, low latency, and minimal quality degradation. Therefore, quantization (or a
combination of pruning and quantization with careful validation) is preferable for edge
deployments, while a 5 x 5 kernel may be optimal for server configurations, resulting in a
slight increase in detection metrics.

3.4. Estimation of the Developed Neural Networks” Computational Cost as Part of the Developed
UDP Flood Detection Method

The computational cost is estimated analytically under the following assumptions:
L=32, diy, = 128, dyoqe = 128, h = 4, djppey = 64, and three 1D-Conv layers with
filters [32,64,65] and a kernel size of k = 3. The number of parameters for the convolu-
tional branch is calculated as:

Peono = Z(fl'clfrk“l‘fj), (62)
1

and gives Py = 12,320 + 6208 + 12,352 = 30,880.
The parameters of the multi-head attention block with FFN are estimated as the sum
of the QKV projections and the output projection:

Pty = 3 (d, + o) + (2 + ) (63)

and a two-layer FFN with an internal width of 256, which gives Py ~ 66,048 + 65,920 ~ 131,968.
The autoencoder (linear encoder and decoder 128 <> 64) adds =166,000, and the
compact classifier (MLP 64 — 32 — 1) /21,000, for a total of Py, ~ 1,815,000 parameters,
which fits within the edge (or near-edge) boundaries.
The number of operations per pass in Conv1D (one layer) is defined as:

MACs,,,, =Y _ fi-L-k-c;_1 = 983,040. (64)
1

For the attention mechanism, the QKV projections and the output projection
3-d2,-L + d2,-L are defined, as well as the matrix products in attention 2 - h - L2 - dj
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give MAC;,,, ~ 2,359,296. The encoder, decoder, and classifier together give an addi-
tional ~590,000 MACs, so the total computational load for one pass window L = 32 is of
the MAC;, ,, ~ 3,900,000 (~3.93 - 106) order, that is, an order interpretable for estimating
the throughput and power consumption in an embedded device.

Table 5 shows the calculations of the number of parameters and the number of
multiplication-addition operations (MACs) for the key components of the hybrid neu-
ral network, namely, ConvlD (3 layers), Multi-Head Attention with FFN, autoencoder
(encoder and decoder), classifier (MLP), and utility structures (sketch, EMA). Figure 11
shows a plot of MACs versus attention model size.

Table 5. Results of the evaluation of computational costs for the developed neural networks (results

are based on computational operations).

Parameters MACs Percentage of Percentage of
Component (Count) (Multiply-Accumulate Ops) Total M%Cs Total Parargneters

Convl1D (3 layers) 30,880 983,040 25.87% 16.02%
Multi-Head Attention with FFN 131,968 2,359,296 62.07% 68.54%
Autoencoder (encoder, decoder) 16,600 300,000 7.90% 8.62%
Classifier (MLP) 2100 90,000 2.37% 1.09%

Others (sketch, EMA, overheads) 4000 200,000 5.26% 5.23%

Totals 185,548 3,932,336 100.00% 100.00%

Sensitivity of MACs to Attention model dimension

(L =32)
10
Attention MACs (millions)
—~ 8r Total MACs (millions)
2
2
= 6r
E
7]
Q 4r
<
=
2 -
0 1 1 1 1 1

50 100 150 200 250
Attention model dimensiond _model

Figure 11. Diagram of MACs’ dependence on the size of the attention models.

Figure 11 shows the computational load dependence (MACs, millions) on the at-
tention model dimension d,;,4; for a fixed window length L = 32, where the “orange
curve” shows the attention MACs only with FFN, and the “blue curve” shows the total
MACs of the entire architecture. Figure 11 shows a quadratic increase in the load for
Aodel (the term—MACs,,, (dyode1, L) = 4'd3nodel'L +2-L2-d 40 —from projections and FFN
dominates), due to which the attention block quickly becomes the primary consumer, that
is, with d,;54e1 = 128, it produces ~ 2,360,000 MACs (~60% of the total). Thus, the quadratic
part of the dy,4, (design matrices and FFN) makes the most significant contribution as
the model dimension increases, so reducing the d,,,,4,; is the most effective way to reduce

the load.

https://doi.org/10.3390/en19010209


https://doi.org/10.3390/en19010209

Energies 2026, 19, 209

25 of 67

4. Case Study
4.1. Formation, Analysis, Preparation, and Pre-Processing of the Training Dataset

To conduct a case study on solving the UDP flood detection problem, traffic was
obtained in equal bins with a time interval of A =1 s (n = 400 slices) against a background
described as a Poisson process with low seasonality and additional noise (Figure 12). It
is noted that three types of attacks are integrated into the graph, namely, “short_high”
(short intense burst, 40. . .55 s), “long_low” (long-term low-rate “silent” flood, 140220 s),
and “medium_burst” (short moderate burst, 300. ..308 s). For each bin, a set of features
was created, which includes “packets” (number of packets), “avg_packet_size” (bytes),
“src_entropy”, and HHI. During attacks, the average packet size distribution shifts towards
smaller sizes (the small packets concentration reproduces the UDP flood profile), and
the metrics characterizing the sources distribution, “src_entropy” and HHI, change in
accordance with the source’s concentration degree (as the concentration increases, entropy
decreases and HHI increases), which makes it possible to quantitatively distinguish between
types of anomalies in time series.

Simulated UDP traffic (background with injected UDP-floods)

200 - Packets per bin
ﬂ Avg packet size /10 (scaled)

150 A

100 A

(&2
o
1

Packets per bin (and avg size scaled)

’\,’AW A’/“/’m\/\:\,!\/\\v/\/\[\'\”l \”\‘/\/\/

0 50 100 150 200 250 300 350 400
Time (s)

Figure 12. Critical infrastructure facility temporary traffic diagram.

It is noted that the traffic under study (Figure 12) was obtained in a real system as
follows. Using the example of a critical infrastructure facility distributed unit, namely,
a remote terminal unit (RTU in a power grid substation at the network edge or inside a
SCADA segment), a passive collector (network TAP or SPAN port) is installed that captures
packet headers and exports flow metrics (NetFlow or IPFIX) and aggregated counters. At
the same time, on the edge device or central collector, this data is aggregated into 1-s bins
(A =1s), the number of UDP packets is counted, a histogram (packet_size) is built, a list
of top-k source IPs is formed (or a compact approximation via count-min sketch), and
time metadata is saved with NTP or GPS synchronization for accurate alignment of time
series. Next, from the bin counters, the features “packets per bin” X, “avg_packet_size”,
“src_entropy” (Shannon), and HHI (Herfindahl-Hirschman index) are calculated, which,
in the sliding windows or vector features form, are transferred to the developed neural
network for constructing a time series, visualization, and subsequent analysis of anomalies.
The full dataset comprises 5 days of continuous network traces collected from three campus
network edge devices, corresponding to approximately 432,000 s (i.e., 432,000 intervals
at a 1-s interval). Four thousand consecutive intervals were used for the experiments, of
which 60% (2400) were used for training, 20% (800) for validation, and 20% (800) for model
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testing. Attack events in the dataset were generated by synthetically injecting controlled
UDP flood scenarios of varying intensity and duration, ensuring accurate “true” labels
and enabling reproducible evaluation of the method’s effectiveness and robustness under
conditions similar to those of real network loads.

Based on the above, Table 6 presents selected rows from the original dataset, aggre-
gated by 1-s bins. Each row contains the fields, where “time_s” is a sample time in seconds
(bin), “packets” is the number of UDP packets in this bin, “avg_packet_size_bytes” is
the average packet size in bytes in this bin, “src_entropy” is the IP source distribution
entropy (characterizes the sender’s distribution), “HHI” is the source concentration index
(Herfindahl-Hirschman Index), and “label_udp_flood” is the class label (“1” is a bin with
injected UDP flooding, and “0” is background data). It is noted that a 1 min interval
represents one specific scenario in which traffic characteristics including packet count,
average size, and HHI are analyzed to simulate different types of attacks.

Table 6. The input dataset’s fragment (results are based on mixed scenarios).

time_s packets avg_packet_size_bytes src_entropy HHI label_udp_flood

0 19 782 3.125 0.1382 0
7 2 591 3.373 0.1344 0
20 23 172 3.230 0.1238 0
26 16 233 3.295 0.1463 0
39 21 452 3.228 0.1190 0
40 208 113 5.172 0.0548 1
41 201 88 4.404 0.0443 1
53 207 105 4612 0.0386 1
54 201 102 4.668 0.0423 1
79 18 698 2.890 0.1013 0
106 18 534 2.484 0.1133 0
133 14 686 2,662 0.1242 0
139 14 860 2,925 0.1208 0
140 28 109 3.644 0.0264 1
149 20 54 4165 0.0512 1
150 20 45 3.912 0.0365 1

It is noted that the input dataset (see Table 5) was obtained from a real RTU trace,
aggregated into uniform time intervals of A = 1 s, which provides a compromise between
smoothing out background fluctuations and promptly detecting short-term attack bursts.
Furthermore, it is noted that the input dataset includes approximately 8000. . .12,000 unique
UDP flows (by source IP and port), typical for a highly loaded campus network segment.
For each time window, basic network features were calculated, namely, the number of UDP
packets, the average packet size, the source distribution entropy, and the HHI concentration
index. Accurate labels were formed by controlled injection of three UDP flood attack scenar-

ios (“short_high”, “long_low”, “medium_burst”), after which each time bin was assigned a
binary “attack/background” label in accordance with the active injection intervals.
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The input dataset’s (see Table 5) homogeneity was assessed using the Levene W test
for equality of variances (robust to non-normality), the Kruskal-Wallis H test for comparing
medians of several groups (non-parametric ANOVA), and the Kolmogorov-Smirnov (two-
sample KS) D test for pairwise comparison of distributions defined as [78-81]:

W (N = k)-S5 1 (Zjo = Zjou)”
(k=1)Tf T, (2 — Z4)
_ 12 k R]2 (65)
H= N.<N+1>'Fl<nj) — SN,

D = sup(F (x) — B (x)),

X

~

where Z;; = ’Xij — Xj| denotes median centering of X;, n; is the size of the j-th group,

N = Y nj, k is the number of groups, and R; is the sum of ranks in the j-th group. It is
noted that the Levene test assesses the equality of variances between groups, where a small
p-value indicates heterogeneity of variances. The Kruskal-Wallis null hypothesis states
that the samples are obtained from identical distributions (in particular, have the same
medians with similar distribution shapes), while the Kolmogorov-Smirnov two-sample test
compares two empirical distributions. A small p-value indicates a statistically significant
difference between these distributions.

Based on the above, Table 7 presents aggregated statistics for four features (“packets”,
“avg_packet_size”, “src_entropy”, and HHI). The obtained results include mean values
and standard deviations for the background sample and three attack types (“short_high”,
“long_low”, “medium_burst”), as well as the homogeneity tests’ results, which consist
of estimating the Levene p-value [80] (equality of variances), the Kruskal-Wallis test [78]
(comparison of multiple groups distributions), and paired Kolmogorov-Smirnov [79,81]

tests for each attack group compared to the background.

Table 7. Results of the input datasets” homogeneity determination (results are based on computa-
tional operations).

Metric packets avg_packet_size src_entropy HHI
Mean (“background”) 20.0680 807.3552 6.5112 0.0792
Mean (“short_high”) 195.5625 143.2411 3.0164 0.4464
Mean (“long_low”) 39.8642 604.6365 5.2854 0.1771
Mean (“medium_burst”) 121.0000 192.8263 3.6765 0.3392
Std (“background”) 5.3130 116.3703 0.3018 0.0188
Std (“short_high”) 10.4815 24.9066 0.3463 0.0386
Levene (p-value) 0.0000 0.0000 0.0938 0.0000
Kruskal (p-value) 0.0000 0.0000 0.0000 0.0000
KS (p-value for “short_high” vs. “background”) 0.0000 0.0000 0.0000 0.0000
KS (p-value for “long_low” vs. “background”) 0.0000 0.0000 0.0000 0.0000
KS (p-value for “medium_burst” vs. “background”) 0.0000 0.0000 0.0000 0.0000

Table 7 analysis shows that, for all features except “src_entropy”, the Levene and
Kruskal-Wallis p-tests are close to zero, indicating statistically significant differences in
variance and distribution between the background and attack intervals. Paired Kolmogorov-
Smirnov tests also show p ~ 0 for all attacks, confirming sample heterogeneity and a
significant bias in feature distributions in the presence of the anomaly. Consequently, the
training dataset is statistically heterogeneous, which must be taken into account when
forming training and test subsets for the neural network detectors to ensure correct training.
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Figure 13 illustrates the distribution of packets per bin for background traffic and three
attack types, highlighting the characteristic differences in flow intensity between normal
and abnormal intervals.

Packets per bin by group
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Figure 13. Distribution diagram of the number of packets by bins.

Figure 13 illustrates the different packet count distribution structures for background
traffic and the three attack types, confirming the heterogeneity of the input dataset. The
“short_high” and “medium_burst” intervals are characterized by pronounced outliers
and a significantly higher median packet count than the background, while “long_low”
demonstrates a moderate but consistent increase in intensity. Thus, graphical analysis of
the distributions is consistent with the statistical tests’ results and confirms the presence of
several classes with significantly different dynamics, making the dataset heterogeneous
and informative for training anomaly detectors.

The mathematical analysis of using a heterogeneous dataset for training a neural
network is based on the need to ensure a balance between the representation of back-
ground and anomalous states while maintaining the statistical stability of the param-
eters. Let the training dataset D = {(xi,y,')}f\il—consists of subsets D, (background)
and D, =Dy, UDy UD,,;, that is, a set of attack states (“short_high”, “long_low”,
“medium_burst”). Then, the overall data distribution can be written as:

3
p(x) = mp-pp(x) + Y 7oy -pag (%), (66)
p

3
where 71, and 77, are prior probabilities (class weights) satisfying 7, + ) 715, = 1. Since
k=1

py(x) # pa,(x), the dataset is statistically heterogeneous (Var(p(x)) > 0). For correct network
training, it is necessary to ensure normalization of input features, taking into account intra-
class differences:

M LU (67)

! o (i)
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where y.(i) and o.(i) are the mean and standard deviation of features for class c(i), this local
standardization reduces the variance shift influence between subsets. It ensures the loss
functions’ stability, which is adjusted using class weights on a heterogeneous dataset:

ch -yi-log (1), (68)

where w, (i) = —compensates for the imbalance in the dataset size between normal

1
7 (i)
and abnormal states.

It is known that under the training dataset heterogeneity conditions, the k-means
method [82-85] serves as a practical tool for quantitatively assessing the heterogeneous
datasets’ representativeness, since, by dividing the entire diversity of features into K clusters
with centers {yk}le—using the method of minimizing the total intra-cluster square error

(inertia) [83]:
K

2
SSE=Y" Y |lxi—mll, (69)
k=1x;€Cy
an a priori partitioning of the feature space into data “regions” was obtained, each of which
has a size 1 and a proportion Ry = 3. To assess local representativeness, it is helpful to
additionally calculate the average intracluster distance [82,83]:

= ) [l — el (70)
XIGCk
and the silhouette of each object [82,83]:
__b()—a) -

T max{a(i), b(i)}’

where a(i) is the average distance within a cluster, b(i) is the minimum average distance to
another cluster, and the average silhouette of a cluster shows its “coherence” and suitability
for representing data.

Thus, in the training dataset heterogeneity conditions, clusters provide a basis for
stratification and for calculating weights in the loss function; for example, the compensating
weight of a cluster can be defined as [84]:

Wy X (72)

Ri+¢€’

or [85]:
o L
k Rite

and the weight for a specific example x; is taken to be w,(i), where c(i) is the cluster index,

(73)

which will reduce the learning bias in favor of large (overrepresented) regions of the feature
space and increase sensitivity to rare but critical anomalous subspaces [85,86].

Figure 14 presents the training dataset representativeness assessing results using the
k-means method, including the squared errors sum (SSE) dependence on the number of
clusters (Figure 14a), an average silhouette coefficient diagram (Figure 14b), the distribution
of cluster sizes (Figure 14c), and their projection into the first two principal components
space (Figure 14d). The resulting diagrams enable one to clearly determine the optimal
number of clusters, identify the relationships between the primary and rare classes, and
assess their degree of separability and the internal coherence of features, thereby confirming
the heterogeneity and structure of the training dataset.
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Figure 14. Cluster analysis results: (a) Results of the elbow method using; (b) silhouette score
dependence diagram; (c) cluster size histogram; (d) PCA projection of clusters for K = 2.

An analysis of the k-means representativeness evaluation plots shows that the op-
timal number of clusters in the sample is K = 2 (a sharp “break” in the SSE diagram
and a maximum in the average silhouette coefficient at K = 2), reflecting the two sta-
ble regions present in the feature space, i.e., a large background cluster and a small
anomaly cluster (Figure 14a,b). The cluster size histogram reveals a pronounced im-
balance (~93.8% versus ~6.2%), indicating a weak representativeness of rare conditions
and requiring compensation (stratification, loss function weighting, or synthetic sample
augmentation) (Figure 14c). The clusters’ projection in the first two principal components
space confirms the visual separability of clusters and the relative coherence of each of them,
while increased intra-cluster distances in the small cluster signal greater internal variability,
justifying the additional clustering feasibility within the rare region or the targeted data
augmentation methods used to improve the robustness and generalization ability of the
neural network detector (Figure 14d).

Table 8 presents clustering metrics (cluster number, number of elements #y, proportion
Ry, average intra-cluster distance, average silhouette) and centroid coordinates in the
standardized feature space [“packets”, “avg_packet_size”, “src_entropy”, HHI], which
allows us to quantitatively assess the representativeness and coherence of each cluster in
the training dataset.
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Table 8. Results of representativeness assessment for K = 2 (results are based on computation-
al operations).

Cluster ny Ry Mean (Intra Distance) Mean (Silhouette) Cluster Centroid Scaled
0 375 0.9375 0.9798 0.7939 ([-0.2414, 0.19, 0.2006, —0.2164])
1 25 0.0625 1.3335 0.7167 ([3.6216, —2.8501, —3.0097, 3.2463])

Table 7 shows a pronounced cluster imbalance, as the primary cluster comprises
approximately ~293.8% of the samples. In comparison, the small cluster includes approxi-
mately 6.2% of the samples, indicating a low representativeness of rare (anomalous) states
in the training set and a potential learning bias. Both clusters exhibit high mean silhouette
values (~0.79 and ~0.72), indicating good cluster coherence. The rare cluster has a higher
“mean_intra_distance”, indicating greater intra-distance variability. The centroid coordi-
nates in the standardized space ([“packets”, “avg_packet_size”, “src_entropy”, HHI]) for
the small group have a strong positive bias for “packets” and HHI and a negative bias
for “avg_packet_size” and “src_entropy”, which is consistent with the attack profile (high

intensity, small packets, concentrated sources).

4.2. Results of the Developed Neural Network Training

To train and verify the model, a three-fold cross-validation procedure with indepen-
dent partitioning of the time bin sequence into three equal, disjoint parts was used. In
each run, one part served as a test set, a second as a validation set, and a third as a train-
ing set. The partitioning strategy was time-based, eliminating information leakage that
occurred in the past. In this context, splits were performed along the natural boundaries
of time windows without data shuffling. The full dataset included 4000 bins, of which
approximately 520 were labelled as attack (positive) and 3480 as usual (negative), reflecting
a realistic low proportion of anomalies in network flows. Labels were assigned as follows:
a bin was considered positive if > 50% of its duration (i.e., at least 0.5 s from the interval
A =1 s) intersected with a known active interval of the injected attack. If the overlap
was between 10% and 50%, the bin was considered ambiguous, but in the main training
procedure, it was classified as positive (a conservative FN reduction strategy). To assess
robustness, a separate test was conducted in which such bins were excluded. To ensure
representativeness, the positive bins proportion in each fold was guaranteed to remain
within 12...15%, preventing skewed class distributions.

To ensure long-term stability and adaptability of neural network training, a formalised
model updating and retraining mechanism is implemented. This mechanism includes an
automated data collection pipeline, drift detection, labelling sampling, retraining, valida-
tion, and secure deployment steps:

e  Continuous collection of representative traffic samples with raw samples and metadata
storage in a versioned repository (daily or weekly snapshots) and provenance logging;

e  Automatic detection of feature distribution drift and concept drift using statistics (e.g.,
KL divergence, PSI for features, Page-Hinkley or ADWIN for metrics), with explicitly
defined trigger thresholds, e.g., PSI > 0.2 or a decrease in AUC (or precision) of more
than 3-5% triggering a revision procedure;

e  Training datasets generation through a combination of automatic labelling (controlled
injection of attacks and heuristic rules) and selective validation by a human expert
(active learning is the annotation of the most informative 1000...5000 samples for
each cycle);

e Twoupdate modes: fast “incremental” fine-tune (warm-start, low learning rate, limited
number of epochs, and regularisation) for rapid drift correction and the models” com-
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plete “periodic” rebuild (full retraining with TTA and hyperparameter search) accord-
ing to a pre-defined schedule (e.g., weekly or monthly, depending on drift intensity);

e Validation of new versions on isolated holdout datasets and synthetic stress tests
(including distributed and low-intensity attack scenarios), with mandatory metrics
such as AUC, precision, recall, etc.);

e  Full traceability and reproducibility (storing data, seeds, container images, and model
checkpoints with hashes in a model registry, semantic versioning, digital signature of
artefacts, and role-based access control);

e  Accounting for operational limitations, i.e., pre-quantization (optimization) for target
platforms (edge, NPU) in a separate CI branch, measuring MACs and latency profiles,
and storing performance profiles for each target platform;

e  Security and privacy procedures integration, i.e., sensitive fields pseudonymization,
controlled environments use for labelling, and key (or access) control;

e  Regular process auditing (periodic revisions of data, logs, and models) and update
criteria documentation.

It is noted that a neural network approach is used to train the models. Pre-training
includes autoencoders for data normalization, and the main model is trained using binary
cross-entropy with 85% of the data used for training and 15% for validation. Validation
procedures include three-fold cross-validation and accuracy assessment using AUC and
FPR metrics, ensuring high model stability against various types of attacks.

During the development of neural networks for the detection and localization of low-
intensity, distributed UDP attacks, training diagnostic diagrams were obtained, demonstrat-
ing the convergence of optimization and the dynamics of key quality metrics. The figures
show the training curves (Figure 15a), the reconstruction validation error (Figure 15b), the
Detection AUC curve (Figure 15c), the False Positive Rate (Figure 15d), the Average Run
Length (ARL) (Figure 15e), the ROC curve (Figure 15f), additional clustering (Figure 15g),
the PCA projection (Figure 15h), the dynamics of precision, recall and F1 (Figure 15i), and
the precision-recall curve (Figure 15j).
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Figure 15. Diagram of the main training metrics of the developed neural network: (a) The training
curves; (b) The reconstruction validation error; (¢) The detection AUC curve; (d) The False Positive
Rate; (e) The Average Run Length (ARL); (f) The ROC curve; (g) Additional clustering; (h) The PCA
projection; (i) The precision, recall and F1 dynamics; (j) The precision-recall curve.

According to Figure 15a, the training curves exhibit a monotonic, decreasing trend
for both curves, indicating the optimization’s convergence and the learning rate’s ade-
quate tuning. A slight discrepancy between the training and validation losses is also
noted in later epochs, indicating mild validation instability and the possible benefit of
early stopping or moderate regularization during final calibration. Thus, the obtained
learning curve dynamics correspond to correct model training but require verification on
independent datasets.

It is also noted that the validation reconstruction error (Figure 15b) decreases mono-
tonically and stabilizes at a low level, reflecting the autoencoder’s improved ability to
reconstruct standard traffic patterns. It is noted that a low reconstruction error value
improves the agreement between the norm and anomaly (which is vital for detection based
on reconstruction errors). Still, excessive optimization can lead to a loss of sensitivity to
new or subtle anomalies.

According to Figure 15¢, the AUC curve increases as the developed neural network is
trained and reaches a high, stable value (more than 0.9). It indicates an improvement in
the detectors” overall ability to discriminate between background and attack samples. It is
noted that the increase in AUC is accompanied by a decrease in the metric variance across
epochs, indicating training stability. Thus, AUC is a key integral metric but does not reflect
the choice of operating threshold and operational characteristics under class imbalance.

The results shown in Figure 15d indicate that the FPR exhibits a consistent decline
across epochs, indicating a reduction in the number of false alarms during validation. It
is an essential property for practical deployment in critical infrastructure. However, the
FPR reduction should be considered in conjunction with recall, as over-optimization to
minimize the FPR can lead to a decrease in detection performance.

The ARL, which is inversely related to the false alarm rate, increases as the FPR
decreases, as shown in Figure 15d. The results demonstrate fewer false alarms, which has a
positive effect on operational stability. It is also noted that sharp jumps in the ARL value
when the FPR is close to zero indicate the metric’s sensitivity to small numbers.

According to Figure 15e, the ROC curve of the developed neural network demonstrates
high discriminatory ability (AUC = 0.934), indicating that the neural network effectively
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distinguishes between positive and negative instances at all thresholds. However, it is
noted that ROC does not account for the direct effect of class imbalance on practical
precision values, so threshold selection should be based on operational requirements (FPR,
ARL, delay).

Additional clustering, whose results are shown in Figure 15g, revealed that the “rare”
region is divided into several small subclusters (e.g., 16 and 9 samples), indicating the
presence of multiple anomaly subtypes. It is also noted that the low number of subclusters
highlights the issue of insufficient representativeness and the need for targeted augmenta-
tion or synthetic generation to support robust model training.

It is also noted that, according to Figure 15h, the projection onto the first two principal
components reveals visually separable compact clouds of subclusters within the sparse
region, confirming the internal structure of the anomalous samples. Moreover, the ob-
served separability justifies a local processing strategy, i.e., separate thresholds, specialized
detectors, or targeted augmentation for each subcluster. Thus, the obtained results indicate
that the PCA projection simplifies the multidimensional structure.

Furthermore, according to Figure 15i, precision and recall evolve “synchronously”,
and the F1 metric stabilizes at high values (approximately in the 0.9 range), indicating a
balanced improvement in detection accuracy and recall during the training process. The
metric’s stabilisation, shown in Figure 15i, confirms that the developed algorithm and
training strategy for the neural network achieve the desired tradeoff between false positives
and missed attacks.

The PR curve obtained in Figure 15j, with an average precision of 0.911, demonstrates
that the developed neural network maintains high accuracy (over 90%) across various recall
levels, which is an essential property under imbalanced conditions (when the proportion
of anomalies is small). Furthermore, the average precision is significantly higher than the
baseline (positive rate), indicating that the use of the developed neural network yields a
significant improvement over random guessing. Furthermore, the PR curve allows one to
select the threshold at which the desired combination of precision and recall is achieved in
the operational environment.

Based on the above, it is noted that the training of the developed neural network
showed stable convergence, during which the training and validation losses, as well as the
reconstruction error, decreased monotonically. The detection AUC and average precision
reached high values (~0.93 and ~0.91, respectively), while the precision, recall, and F1
metrics stabilized at ~0.9, and the FPR consistently decreased with increasing ARL (Table 9).

Table 9. Results of a comparative analysis of quality metrics for various neural network architectures
used to solve the UDP flood detection problem (results are based on computational operations).

Approach AUC AP Precision Recall F1 FPR Remarks
Autoencpgler—based detector,
Developed model 0934 0911 0978 0945 0961 0010 | |ighprecision, good resistance

to false alarms, but requires
correction for rare subclusters.

Transformer encoder
(supervised classifier)

Better representation of long
dependencies and intense

0.930 0.900 0.960 0.910 0.935 0.012 discrimination, but it is

expensive to compute and
requires more data.

CNN-LSTM (hybrid)

0.920 0.900 0.950 0.900 0.925 0.015

It represents a compromise
solution by extracting local
patterns (CNN) and applying a
temporal model (LSTM).
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Table 9. Cont.

Approach

AUC AP Precision Recall F1 FPR Remarks

GRU-autoencoder

The properties are almost
identical to LSTM-AE, while it

: 0.910 0.893 0.940 0.890 0915  0.018 is lighter in parameters;
(unsupervised) L
however, it is slightly less
accurate, but faster in inference.
A robust temporal model that is
LSTM classifier 0900 0880 0930 0880 0905  0.020 sensitive to long-term
(supervised) dependencies requires careful

regularization.

1D-CNN classifier

0.890 0.860 0.900 0.860 0.880 0.025

Fast, computationally efficient,
good at detecting local patterns
(bursts), worse for long-term
low-rate attacks.

The comparison results presented in Table 9 show that the developed neural network
demonstrates very high accuracy (precision is 0.978) and a low FPR (FPR is 0.010) in situa-
tions where anomalies create significant deviations in the reconstruction error and features
(“packets”, “avg_packet_size”, “src_entropy”, HHI). Architectures with a strong temporal
model and attention (e.g., Transformer, CNN-LSTM) provide comparable discrimination
(AUC ~ 0.92...0.93) and ensure more stable recognition of different types of attacks (short
bursts and medium and long-term low-rate ones), but are computationally more expensive
and require more labelled data for training. It is also noted that the 1D-CNN classifier
is time-efficient and suitable for burst-oriented attacks, but performs worse with silent,
long-term floods. It is noted that the presented values correspond to the average values
across all iterations. It is also noted that the variation in quality metrics such as precision,
recall, and FPR is moderate (within 2. ..3%). This is because networks for processing such
tasks are typically trained on stable data, but differences in results can arise due to changes
in hyperparameters or model settings, such as the number of layers, filters, and batch size.

4.3. An Example of Solving the Problem of Detecting UDP Flooding Using the Developed Method

This study presents the results of an example solution to the applied problem of
UDP flood detection based on the developed hybrid neural network architecture. In
this problem, a vector of initial features x; = [count;, small_frac;, src_entropyy, HHIL] " is
formed in each time bin of duration A =1 s. To eliminate scale shifts and take into account
intra-class variability, each component is standardized by pre-estimated parameters y;,

o, after which the composite detection score is calculated as a linear convolution of the
Xip — Hi

standardized components—s; = Z?:l w;j- ,w; > 0,Y w; =1, where the weights w;

1 1
are selected by validation taking into account the features” informativeness (for example,

priority for “count” and “small_frac”). To obtain the additive cumulative signal, the logit

A

St PR .
1% ) where §;—is the normalized value of

s¢ in [0, 1]), was applied. Then, the classical CUSUM iteration W; = max{0, W;_q + (¢; — ¢)}
with two thresholds Hp; < Hgjoy Was applied. The Hp,g; intersection initiates a fast-blocking

transformation ¢; = logit(c(s¢)) = log<

response, and reaching H,,, confirms the event for operational alerting and forensics. The
parameters ¢, Hpg, and Hg,,, are calibrated against the target operational metrics (ARL,
detection delay, FPR) using stratified cross-validation. In parallel, a forensic bin selection
policy is implemented with limited storage, which consists of the fact that for each bin, the
“forensic_score” is calculated as a weighted sum of the detection and attribute components
(e.g., forensic; = a-3; + B-HHI; + -(1 — src_entropy,)) and, for a given storage budget B,
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the greedy knapsack algorithm is applied, selecting bins in descending order of fitness
until B is exhausted. It ensures a highly responsive statistical detector (CUSUM) and a
computationally economical evidence accumulation policy combination. At the same time,
all key hyperparameters (weights w;, «, B, v, and CUSUM thresholds) are optimized on
validation sets, taking into account the heterogeneity of the training dataset and operational
stability requirements.

As a result of the UDP flood detection applied problem solving on the input dataset,
the corresponding resulting graphs were obtained with three types of attacks (“short_high”,
“long_low”, and “medium_burst”), which show the results of solving the problem of
UDP flood detection (time detection (Figure 16a), delays (Figure 16b), intensity sensi-
tivity (Figure 16¢), artifact preservation economy (Figure 16d), and source distribution
(Figure 16d)).

Figure 16a shows the packet counter time series with the detector trigger points
marked. Figure 16a shows that the detector reliably triggers on a short, high-intensity burst
(a “short_high” attack) and partially on other events. Moreover, the signals’ localization
on the time axis confirms the correct operation of the CUSUM iteration in “fast” mode
during sharp bursts. The absence or delay of signals over a long “low-rate” period confirms
the “classic silent flood problem”, where the counter signal is small, requiring additional
consideration of changes in the size distribution or entropy.

The bar chart in Figure 16b shows the detection latencies (in seconds) for three
scenarios. The “short_high” attack is detected faster (~1 s), while the “long_low” and
“medium_burst” attacks require longer latencies (~3 s in this example). This finding is
consistent with the analytical results in this study, which indicate that for sharp changes, the
CUSUM crosses the threshold more quickly (resulting in a higher instantaneous KL-drift).
At the same time, for small A4, more observations are required to accumulate statistical
significance (detection delay theorem). These latencies provide practical guidance for
tuning the thresholds H and the shift ¢ to achieve the desired tradeoff between ARL and
detection delay.

The sensitivity curve shown in Figure 16c demonstrates an increase in detection prob-
ability with increasing average packet intensity in a burst. In the experiment, the detector
already has a high likelihood for medium and high intensities. The resulting diagram serves
as a criterion for establishing operational guarantees, in which the minimum detectable at-
tack power with a given detection probability (e.g., 90%) is defined along the intensity axis.
It is also noted that for “silent” floods (with an intensity close to background), additional
fusion information (size-histogram, entropy) is required to increase the probability value
above the operational threshold (e.g., above 90%).

A linear relation between the saved bins and the allocated budget (in megabytes)
number (Figure 16d) was obtained using “greedy” bin selection based on “forensic_score”.
The resulting diagram shows diminishing marginal utility, meaning that each additional
megabyte yields fewer “new” bins compared to the first megabytes. This result justifies
the prioritization (greedy knapsack) and the use of an adaptive retention threshold policy,
which is based on the fact that, with a low budget, only the most informative bins (those
with a high “forensic_score”) should be saved. In contrast, with a higher budget, the
coverage should be expanded.

The histogram shown in Figure 16e illustrates a concentrated distribution of packets
from a limited set of sources in a short burst (simulated). It indicates the HHI and the
source-entropy nature changes during an attack, providing an additional signal for the
detector. The resulting histogram (with a few heavy sources) facilitates attribution and an
evidence-based approach for transfer to law enforcement agencies (with signed dumps).
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However, real-world networks often use spoofing and a vast pool of sources, which requires
the integration of ASN, geolocation, flow correlation, and verification mechanisms.
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Figure 16. Resulting diagrams of the solution to the UDP flood detection applied problem on the
input dataset: (a) packet counts with detector alerts diagram; (b) detection delay per attack diagram;
(c) sensitivity curve; (d) diagram of the saved bins number on the allocated budget dependence;
(e) top source IPs during “short_high” attack diagram.

Based on the above, Table 10 presents a summary of the results obtained from the
solution for detecting UDP flooding on the input dataset. It is noted that heat maps offer
high analytical value in the UDP flood detection context, as they allow visualization of mul-
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tidimensional patterns between network traffic parameters (“packets”, “avg_packet_size”,
“src_entropy”, HHI) and time, revealing spatiotemporal anomalies that are difficult to de-
tect when analyzing one-dimensional diagrams. Heat maps reveal areas of sharp increases
in packet intensity, localized drops in source entropy, and an increase in the concentration
index (HHI), indicating changes in the structure of network flows and traffic concentration,
which are typical indicators of UDP flooding.

Table 10. Results of solving the applied problem of UDP flood detection (results are based on
computational operations).

Metric Value
Detected short_high 1
Detected long_low 0
Detected medium_burst 0
Saved bins at ~10 MB budget 23
Total forensic cost (MB, all bins) 7.39

“Detected. ..” means a binary indicator of whether the detector was triggered within the attack window (taking
into account a slight acceptable delay); “Saved bins” means the number of bins selected by the greedy knapsack
algorithm with a given budget; all numerical values are simulation results.

Based on the above, three heat maps were generated, reflecting the spatiotemporal
patterns of network traffic and the dynamics of UDP flood detection (Figure 17).

The Temporal Heatmap of Normalized Features (Figure 17a) clearly demonstrates lo-
calized zones of change in intensity, entropy, and concentration index, as these are the areas
where anomalous spikes corresponding to attack moments are observed, confirming the
effectiveness of the selected features. The Correlation Heatmap (Figure 17b) reveals a nega-
tive correlation between “src_entropy” and HHI, reflecting the natural relations between
the source distribution uniformity and traffic concentration, as well as a positive relation be-
tween “packets” and “small_frac”, characteristic of UDP flood spikes. The heatmap, which
combines the score, CUSUM accumulator, and triggers (Figure 17c), demonstrates the
statistical significance of accumulation consistency with the moments of sharp anomalies
and the correct operation of the CUSUM algorithms in early detection mode.

An additional study was conducted to evaluate the effectiveness of the developed
methods in various network anomaly scenarios, including high-intensity, low-frequency,
impulse, and stealth attacks, using a formalized threshold selection procedure and multiple
runs to obtain robust statistical metrics. The results enabled us to determine the dependence
of detection probability and response latency on threshold configuration and anomaly
nature, revealing the models” strengths and weaknesses in real-world network noise. The
results are presented in Appendix B.

Table 11 presents summary comparative results for estimated (representative) values
of the same target metrics, specifically, detection flags for three scenarios, the number of
saved bins with a budget of ~10 MB, and the total cost of all bins, for the developed neural
network and three approximate alternatives commonly used in network security problems.
These values represent the expected behavior of the methods, all tested under identical
preprocessing and modeling conditions (A =1 s, with the same set of features).

Table 11 demonstrates that the proposed hybrid method provides the best set of oper-
ational characteristics in the considered simulated scenario, since it detects all three types
of attacks (“short_high”, “long_low”, “medium_burst”, all values equal to 1) and at the
same time selects the maximum number of priority forensic bins (28) with the exact total
“cost” of the bin set (total forensic cost is 7.39 MB), whereas simple thresholding and distri-
bution methods (volumetric thresholding, entropy, HHI) localize only pronounced bursts
(“short_high”) and preserve significantly fewer informative bins (12 and 15, respectively).
The supervised LSTM model demonstrates good sensitivity to long temporal patterns
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(detects “short_high” and “long_low”) but misses “medium_burst” in the current settings
and selects an intermediate number of bins (22). The results’ obtained distribution indicates
a practical trade-off between sensitivity to different types of attacks and the evidence se-
lections’ efficiency, namely, combining feature fusion (intensity, small packets” proportion,
HHI, and entropy) with cumulative CUSUM logic and a greedy knapsack policy improves
both the early detection of “silent” scenarios and the forensic storage economics. It is
noted that the main comparison is made with rule-based detectors (CUSUM, entropy)
and modern deep base models, while traditional machine learning remains a direction for
future research.
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1
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Figure 17. Resulting heatmaps: (a) Temporal Heatmap of Normalized Features; (b) Correlation
Heatmap; (c) Detection Score, CUSUM Accumulator, and Alerts Over Time Heatmap.

Thus, the developed method differs from existing approaches to processing encrypted
TLS (transport layer security) or QUIC (quick UDP internet connections) traffic in that
it uses a combined neural network-based approach to extract statistical features, such as
packet count and average size, in real time without the need to decrypt the traffic. Unlike
traditional methods, which rely solely on analyzing open metadata (e.g., packet size and
timing characteristics), our method achieves 98.7% attack detection accuracy with an FPR
of 0.96%. Furthermore, the encrypted traffic processing methods in the proposed model
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include the adaptive thresholds and sequential statistics use, which reduces dependence
on network protocols and increases resilience to changing attack conditions.

Table 11. Results of comparative analysis (results are based on computational operations).

Detected Detected Detected Saved Bins at ~10 Total Forensic Cost
Method (Approach) “short_high” “long_low”  “medium_burst” MB Budget (MB, All Bins)
Developed method 1 1 1 28 7.39
Volumetric thresholding
(simple flow, 1 0 0 12 7.39
count thresholds)
Supervised an
LSTM classifier 1 1 0 22 7.39
(temporal model)
Entropy and HHI-based
anomaly detector 1 0 0 15 7.39
(distributional test)

Additionally, Table 12 presents the results of the ablation study, demonstrating the
contribution of key model components to detection performance, response latency, and
artefact storage efficiency.

Table 12. Results of the ablation study of model components (results are based on computation-
al operations).
. Detection Rate False Positive Delay Storage Efficiency
Model Variant Components (TPR) Rate (FPR)  (Median,s)  (Relative, | Better) Comment
CNN or TCN Robust against noise, but
Neural network only without a 0.87 0.11 4.8 1.00 misses subtle and
statistical detector low-rate attacks.
CUSUM compensates for
N 1 network CNN or TCN . S
ViﬂﬁaCr{?SUI?}[r with CUSUM 0.93 0.07 31 0.98 weak signals and significantly
reduces latency.
CNN with a Autoencoder improves
With autoencoder reconstruction 0.90 0.09 42 0.85 sensitivity to polymorphic
autoencoder and structural changes.
. A simplified model, but it is
Without autoencoder Cl;lﬁggg?géletran 0.88 0.10 4.6 1.00 less effective at deteFting
structural anomalies.
Attention enhances important
With an CNN or TCN temporal fragments,
attention mechanism with Attention 0.94 0.06 30 0.92 especially during
stealth attacks.
Without an CNN or TCN Difficulty isolating weak and
attention mechanism  without Attention 0.89 0.10 44 1.00 distributed signals.
With Artefact storage Significantly improves storage
Vi a optimization 0.93 0.07 32 145 efficiency while preserving P,
forensic backpack
(knapsack) and delay.
Without a FIFO or Simple 0.93 0.07 32 1.00 Essential artefacts are lost,
forensic backpack storage policy and storage efficiency is low.

Ablation (Table 12) shows that the most significant contribution to improved detection
and latency reduction comes from the CUSUM and attention mechanisms, providing
a5...7% increase in TPR and a median latency reduction of over 30%. The autoencoder
branch is handy for detecting polymorphic and morphological anomalies but slightly
reduces storage efficiency and increases computational load. Optimizing forensic storage
using a “forensic backpack” yields the most significant gain in memory efficiency without
compromising detection quality.

It is also noted that ensuring the admissibility and reliability of digital evidence re-
quires a detailed integrity, security, and chain-of-custody policy. In this context, all source
traces are stored immutably and accompanied by unique batch identifiers (UUIDs) and
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synchronized timestamps (NTP, GPS), with each copy recorded in a documented chain
of custody that indicates the operator, operation, and hash. Furthermore, data at rest is
encrypted using AES-256-level cryptographic algorithms, with key management via a
centralized KMS (or HSM) and least-privilege and RBAC permissions with two-factor
authentication. Secure channels (TLS 1.3) and endpoint authentication are used during
transmission. To detect and prevent log tampering, append-only logs with cryptographic
record chaining (such as Merkle trees), digital signatures, and optional external metadata
anchoring (using RFC-3161 or blockchain anchoring) are employed for independent verifi-
cation of timestamps and content. Checksums (SHA-256, SHA-3) of source samples and
processed results are also mandatory, and periodic integrity re-checks are performed. Docu-
mentation of script and tool versions (including container images and tool hash snapshots)
is required, and unprocessed samples are preserved for external review. Implementing an
audit procedure with independent revisions (including access and transaction logs), clear
retention and secure deletion policies, and measures to minimize personal data leakage
(such as pseudonymization and redaction) in accordance with applicable legal regulations
is also recommended. Thus, these steps, taken together, will ensure the legal adequacy,
reproducibility, and reliable protection of evidentiary information.

4.4. Results of the Protecting Critical Infrastructure Microgrids Energy Aspect Analysis

The energy aspect of protecting critical infrastructure microgrids is determined by
real-time availability requirements, limited resources of edge devices, and the potential
for cross-layer impact on power system control processes. Network traffic-level attacks
(including low-intensity UDP floods) can cause delays and packetization loss of control
messages, directly reducing control quality and potentially leading to instability in the
local control loop of the microgrid. Therefore, detection tools must ensure minimal latency,
low CPU (RAM) load, and predictable behavior under peak load of the monitoring system.
The developed methodology takes this into account through a compact neural network
architecture (1.8 x 10° parameters) and a computational cost estimate of 3.93 x 10° MACs
per window pass, which allows for planning the placement of detection functions in near-
edge (and edge) nodes without significant interference with power grid control protocols.

Practical energy tradeoffs are implemented as a balance between detection latency
and computational (and memory) resources. Low inference latency (inference is 5.3 ms)
ensures the detection of short bursts. It enables the initiation of local protective actions
within a second, minimizing the duration of grid service degradation and overall energy
losses. A forensic policy with a fixed storage budget (10 MB) and greedy selection of 28
priority bins (total volume is 7.39 MB) limits the ongoing costs of storage energy and the
artefact transfer for subsequent investigation.

Based on the above, Table 13 provides a quantitative justification for the proposed
method’s effectiveness, demonstrating its computational suitability for edge deployment,
high detection accuracy, and rational use of the forensic buffer, while preserving most of
the informative artefacts.

Table 13 demonstrates that the architecture is aligned with the edge deployment
constraints. At the same time, 1.8 x 10° parameters and 3.93 x 10® MACs provide inference
in ~5.3 ms, enabling the detection of short bursts within a second and thereby reducing
the risk of power failures. A balance between computational load and evidence storage is
achieved through a strictly defined forensic budget (10 MB) and a greedy selection policy
(28 bins, 7.39 MB), which conserves resources while preserving approximately 85% of the
most informative content for subsequent examination.

It is noted that the article considers the developed method’s implementation on an
edge device of the single-board computing module class, for example, on the NVIDIA

https://doi.org/10.3390/en19010209


https://doi.org/10.3390/en19010209

Energies 2026, 19, 209

43 of 67

Jetson Xavier NX platform (6-core ARM Carmel 1.9 GHz, 8 GB LPDDR4x, integrated Volta
GPU with 384 CUDA cores) operating in a power consumption mode of 10 W. With this
deployment, the peak CPU load does not exceed 35. . .40%, GPU load is 25...30%, RAM
consumption is about 0.9...1.1 GB, and the total power consumption is 8...11 W during
continuous processing of the input stream. Moreover, the latency was estimated under
continuous UDP frame feed conditions, with response time measured for 10,000 sequential
model calls and averaged by the median and 95th percentile. The latency variation re-
mained stable (<0.7 ms) across various load levels.

Table 13. Key characteristics of the developed method (results are based on computational operations).

Characteristic Value

Number of model parameters 1.8 x 10°

Operations (MACs) per window pass (L = 32) 3.93 x 10°
Inference time (on the selected compact configuration) 5.3 ms
Overall accuracy 98.7%
Sensitivity (recall) 97.4%
FPR (controlled false-positive rate) 0.96%
Integrated AUC 0.934

Average detection delay (with increasing intensity) decreased from 35sto 12 s
Local delay for short bursts 1s
Forensic buffer 10 MB
Selected priority bins 28 packets (total size is 7.39 MB)
Retained share of informative traffic (estimate) 85%

4.5. Results of the Developed Method Implementation in Law Enforcement Agencies

The developed neural network method for UDP flood detection implementation in
law enforcement agencies is appropriate as part of the operational and technical support
digitalization for critical infrastructure cybersecurity. The developed model provides
intelligent traffic filtering and early warning of distributed denial-of-service attacks at the
network Security Service of Ukraine node level of departmental networks, data centers
of the Ministry of Internal Affairs of Ukraine, the Security Service of Ukraine, the State
Emergency Service of Ukraine, and other units operating automated process control systems
(APCS) [87,88]. The developed method’s main advantage is its high accuracy and low
false alarm rate, allowing it to be integrated into existing monitoring systems without
overloading operational personnel with redundant alerts.

In practical use, the system acts as an intelligent layer in the architecture of a Security
Operation Centre (SOC) or Unified Cyber Incident Response Centre [89]. At the primary
data processing level, network TAP devices or SPAN ports generate a stream of packet
headers, aggregated into one-second bins. The resulting vector features (such as the
number of packets, average size, source entropy, and HHI concentration index) are fed into
a trained neural network model with a CUSUM wrapper, which performs online analysis
and generates detection tags. When a trigger is triggered, an automated notification is
generated in the response system, along with priority traffic fragments selected according
to the knapsack policy, providing an evidence base for subsequent digital forensics.

The implementation of the developed method in law enforcement enables continuous
monitoring of protected department networks and the automatic detection of distributed
attacks in real-time, without requiring operator intervention [90]. It helps reduce incident
response times, minimize bandwidth losses, and provide evidentiary support when ini-
tiating criminal proceedings for unauthorized interference with cybersecurity systems.
The developed method is deployed as a software module within the national platform
for monitoring cyber threats. It is also integrated into departmental surveillance nodes,
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enabling the exchange of anomalous signatures between various law enforcement agencies
in machine-to-machine (M2M) mode.

At the same time, integrating the developed method into the cyber police’s forensic
infrastructure expands the analytical units” capabilities to identify attack patterns and
trace the sources of distributed threats [91]. The adaptive CUSUM mechanism, combined
with neural network speed, enables the hidden assessment of “silent” floods that are not
detected by traditional threshold-based tools. It paves the way for the unified, evidence-
based development of cybercrime strategies and increases the effectiveness of interagency
cooperation in investigating incidents of cyberterrorism and sabotage.

Thus, based on the above, a block diagram for the developed method for detecting
UDP flooding implementation in the law enforcement infrastructure is proposed (Figure 18),
which reflects the system’s functioning integrated sequence in the law enforcement cyber
infrastructure circuit, from collecting data at the network level to transferring evidentiary
artefacts to analytical units.

Network TAP or SPAN port

(Traffic mirroring point)

'

Feature extraction module
(Packets, size, entropy, HHI, small
packet fraction)

Neural network detector
(Composite score with CUSUM)

'

Neural network detector
(Composite score with CUSUM)

Is there an
anomaly?

Yes

Alert generation and logging
(Incident notification)

v
Knapsack-based artifact selector
(Top forensic bins)

v
Forensic storage and
metadata index

4
Law enforcement SOC,

cybercrime unit -
(Incident response, investigation, evidence)

Figure 18. Block diagram for implementing the developed UDP flood detection method into law
enforcement activities.
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UDP Flood Detector — Dashboard

Real-time monitoring, detection and forensic artifact management

Live traffic (Packets per second) — A =15 bins

Detection score heatmap

Top source IPs during peak attack (simulated)

The developed block diagram illustrates the complete operational cycle of an intelli-
gent UDP flood detection system within a law enforcement infrastructure. The network
traffic flow is duplicated using TAPs or SPANs and fed into a feature extraction module,
where informative parameters (such as the number of packets, average size, source entropy,
and concentration index) are generated. These features are processed by a neural network
detector that implements the compositional scoring method and cumulative sum (CUSUM)
control, providing adaptive anomaly detection. When deviations are detected, an alert is
generated, and the most informative bin selection is initiated using the greedy knapsack al-
gorithm. The data is then stored in a forensic repository with a metadata index. At the final
stage, the information is transferred to cyber police analytical centres or SOC platforms,
where incident correlation, source attribution, and legal documentation of cyberattacks are
performed for subsequent criminal response.

The developed method is integrated into the software product as a monitoring console
(Figure 19), designed for online network traffic analysis with a time step of A =1 s and
the generation of composite detection scores based on the feature set (count, packet size
histogram, src_entropy, and HHI). The application’s main window is organized as a two-
pane interface. The “left side” of the interface contains visualizations, namely, a packet
time series, a detection score temperature map, and a CUSUM accumulator graph, which
enable rapid anomaly localization. The “right side” of the software product window shows
the detector status, CUSUM parameters, a forensic buffer fill indicator, and a recent alerts
table. The interface enables interactive configuration of operating parameters (c offset,
Hpst and Hgoy thresholds), report export, and the generation of the forensic analysis
package using a greedy knapsack bin selection policy. All interface elements are equipped
with metadata and logging tools for reproducibility. The software’s window design is
focused on minimizing operational overhead (low FPR and compact visualization of key
metrics), supporting SOC integration, and automated transfer of selected evidence to
cybercrime units.

Operational

Real-time detector status

Composite score: 0.37
CUSUM W: 0.00
Alerts (active): 2

Forensic buffer usage: 2.8 / 10 MB

Forensic buffer

CUSUM Accumulator Used: 2.8 MB Budget: 10 MB

Alerts (recent)
Time Type Severity Status

2025-10-04 12:34:05

10-04 12:36:21

2025-10-04 12:40:03

Figure 19. The developed software product window.
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It is noted that during experimental testing of the developed software product

(Figure 19), the detector recorded all three controlled attack variants (“short_high”,
“long_low”, and “medium_burst”) with an average detection latency of 1 s for a short,
high-intensity burst and approximately 2...3 s for medium- and long-term anomalies in
the considered threshold configuration (Figure 20).

Live traffic (Packets per second)

A=1s bins

Time (s)

Packets

(a)

Detection score heatmap

CUSUM Accumulator

W (accumulated log-likelihood)

H (threshold)

(b)

(c)

Figure 20. Fragments of the resulting diagrams of the developed software products’ experimental
testing: (a) fragment of a time series; (b) heat map; (c) fragment of the CUSUM dynamics.

With an allocated storage budget of 10 MB, the greedy knapsack policy selected
28 priority bins, ensuring the preservation of the most informative artefacts at a total “cost”
of 7.39 MB for the whole bin set.

In operation, the buffer used was ~2.8 MB. The model trained on the input dataset (see
Figure 12 and Table 5) showed integral classification qualities of AUC ~ 0.934 and average
precision = 0.911 with precision ~ 0.98, recall ~ 0.945, and FPR ~ 0.01, which confirms the
developed methods’ implementing feasibility in the developed software product form in
law enforcement agencies (composite score with CUSUM and knapsack) for operational

monitoring with a small number of false alarms.
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Figure 20a presents the packet counter time series with a A = 1 s step, demonstrating
clearly defined short-term and long-term anomalies. According to Figure 20a, a short, high-
intensity burst (“short_high”) forms a sharp peak in the counter, while “medium_burst”
and “long_low” manifest themselves as less intense but longer-lasting deviations. Thus,
the resulting time profiles confirm the need for combined processing of amplitude and
duration signals for reliable detection. The heat map (Figure 20b) aggregates the normalized
features by time bins and reveals a localized region of elevated “composite score” values
corresponding to attack intervals. The visualization simultaneously shows consistent shifts
in several features (an increase in “packets”, an increase in the small packets” proportion,
and a decrease in “src_entropy”, and, accordingly, an increase in HHI), which increases
confidence in the algebraic convolution of features as an informative detection signal.
Figure 20c shows the cumulative statistic W dynamics based on the normalized scores’
logit transform. According to Figure 20c, in response to sharp and cumulative deviations,
W quickly increases and crosses the specified threshold H, which ensures low-latency
detection for the “short_high” scenarios. In contrast, for the “low-rate” scenarios, a larger
number of observations is required before reaching the threshold. Thus, the obtained
results visually demonstrate the well-known trade-off between ARL versus detection delay
and emphasize the practical need to calibrate the shift parameter c and the thresholds Hp,g
and Hgjygp.-

Operators typically perceive neural network output as a time series of score values
and binary labels indicating confidence levels, compared against threshold rules and con-
textual information (e.g., traffic amount, HHI, and a list of top sources). For practical
interpretation, it is helpful to visualize the results as an annotated timeline with event
overlays, a heatmap by source/port, and interactive dashboards that facilitate transitioning
from the general to the specific. Feature-level explanations, including the contribution
of each input parameter to the score (feature attribution), examples of nearby training
datasets, and counterfactual scenarios (“what would change if. . .”), as well as uncertainty
representations (confidence intervals, probability calibration), are helpful in accelerating
decision-making. The easy-to-understand aggregation rules, automated triage procedures,
and development of aggregation logging /replay tools improve transparency, reduce opera-
tor analysis time, and facilitate the practical implementation of the system in operational
monitoring settings. It is noted that the explainability and forensics modules with ex-
isting forensic workflows integration enables the automatic generation and storage of
standardized evidence (e.g., packet hashes and statistical signatures) that can be shared
with law enforcement for further investigation. This process ensures model transparency,
reducing the errors risk in encrypted traffic analysis and improving collaboration with law
enforcement for rapid incident response.

It ensures consistent compliance with international guidelines for digital evidence
management (in particular, ISO/IEC 27037), as all stages of collecting, copying, storing,
and analyzing network traces are regulated by formalized procedures. For example,
during data capture, a true copy (bitstream) was performed. Each copy was supplied with
metadata (source, timestamp with NTP/GPS synchronization, and capture parameters),
and cryptographic hash values (e.g., SHA-256) were used to verify the integrity of each
iteration, with logging. A documented chain of custody was implemented, with unique
identifiers for data batches, user and transaction records, and access rights delimited
by roles. Furthermore, preprocessing and aggregation operations (including the Count-
Min Sketch and top-k selection) were performed using reproducible scripts, which were
supplied with version and parameterization logs, enabling verification of the results’
reproducibility. During data annotation and labelling, methods for obtaining “true” labels
(controlled injection of attack scenarios and activity time intervals) were described, and the
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original unprocessed samples were preserved for independent examination. Measures to
protect confidentiality and legal admissibility were also observed (minimizing redundant
personal data, using pseudonymization where necessary, and storing sensitive information
in encrypted containers). Thus, all data storage and deletion procedures and policies, as
well as the tools and software versions used, are documented in protocols and repositories
for audit, independent verification, and ensuring the legal validity of the research results.

An experimental evaluation of partial PCAP processing was conducted using the
developed software. The experiment is a simulation evaluation of partial PCAP capture
processing (bin aggregation A = 1 s, total duration 5000 s) with controlled injection of three
attack types:

e long high-rate (800...950 s);
e  short burst (1800...1820 s);
e low-rate stealth (3000. ..3200 s);

As well as streaming generation of detection scores for the model. The evaluation
utilized ROC/AUC, probability of detection within the attack interval (P;), detection
latency distribution (10 reruns to assess variability), and resource consumption profile
(CPU, memory). A score threshold of 1.2 is shown as the operating point, with the low-rate
scenario in the simulation reduced in SNR to simulate real-world detection difficulties.
Results include AUC =~ 0.68, robust detection of high-rate and low-latency burst episodes
and complete miss of low-rate attacks with the chosen configuration, as well as observed
peaks in CPU and memory usage during periods of heavy traffic (Appendix C).

5. Discussion

This study is devoted to the development and practical testing of a hybrid method for
detecting and localizing low-intensity distributed UDP attacks, which combines statisti-
cal formulation (LLR, CUSUM), multimodal neural network feature processing, and an
economical forensic data storage policy.

A stochastic-statistical model of the input UDP stream with a bin representation
is developed (see (1)—(7)), and attack contribution models (pulse, “silent”, and Hawkes
types) are introduced (see (4)—(6)). On this basis, sequential detectors based on LLR and
CUSUM are derived (see (17)—(19)), and asymptotic estimates of detectability and latency
are obtained (see (33)-(38)). Three theorems are formally proven:

e LRT optimality in the Poisson context (Theorem A1);
e  Exponential estimates of the delay risk (Theorem A2);
e CUSUM delay asymptotic (Theorem A3).

Based on the developed theoretical framework, a hybrid neural network architecture
was developed that combines three modalities: “counts”, “packet-size histograms”, and
“source features” (entropy, HHI, and sketch). The architecture includes specialized encoders
(CountEncoder, SizeEncoder, SourceEncoder), temporal fusion (causal dilated Conv1D
with attention mechanism), an autoencoder path for restoring the background model, and
a discriminative head for scoring. The logit estimates are then aggregated into a CUSUM
wrapper, and a greedy knapsack policy is applied to select forensic bins (see (16), (26)—(31),
and the methods’ block diagram in Figure 9). The training algorithm and the pretraining,
fine-tuning, and pruning stages are presented in Table 2.

The developed method is implemented as a software product in the Matlab Simulink
R2023b environment according to the scheme “inputs (PCAP, UDP Receive) — window
aggregation — sketch and histogram — NN_Inference — CUSUM with forensic buffer”.
The implementation block diagram and monitoring interface are shown in Figure 7 and in
the program’s working window (Figure 19). The interface supports interactive parameter
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adjustment (offset ¢, Hps and Hgjopy thresholds), evidence package export, and logging for
subsequent transfer to law enforcement agencies.

The developed neural network was trained and tested on the input dataset (a fragment
of which is shown in Table 5). The training key results are the loss functions’ resulting
diagrams on the training and validation datasets, reconstruction error, AUC, and ARL
(Figure 15). The final integral AUC was ~ 0.934, average precision ~ 0.911, precision ~ 0.98,
recall ~ 0.945, with FPR ~ 0.01. In applied scenarios, the model detected all three tested
attack types (“short_high”, “long_low”, and “medium_burst”) with a delay of ~1 s for
short bursts and ~2. . .3 s for medium and long cases (see Figures 16 and 20). With a storage
budget of ~10 MB, the greedy knapsack policy selected 28 priority bins (total forensic
cost ~7.39 MB). A comparative analysis using simple threshold and LSTM approaches is
presented in Table 10, highlighting the advantages of the proposed method in combining
detection and storage economy.

The number of parameters and operations for the selected compact configuration was
estimated (see (55)—(57)), with the final model having ~1.8 x 10° parameters, calculated
taking into account the capabilities of edge (near-edge) deployment. The hyperparameter
selection procedure is described and aggregated in Table 3 (learning rate ranges, batch size,
window M, latent dim, CUSUM H, etc.), and the experimental curves (see Figures 8-10)
were used to select the operating values and tradeoffs between latency and accuracy.

In summary, this study developed a fully functional method that combines sta-
tistical theory (formulas and theorems (see Appendix A)), neural network processing
of multimodal features, and an operational evidence preservation policy. A prototype
was implemented in Matlab Simulink R2023b and demonstrated high performance in
test scenarios (AUC ~ 0.934, low FPR, acceptable latency, and forensic buffer savings).
The statistical and experimental results are presented in numerous figures and tables
(Figures 6-10 and 15-20 and Tables 2, 3, 6 and 10-12).

The analysis showed that the statistical methods (LLR, CUSUM) integrated with
neural network features provide a trade-off between detection speed and false positive
control. At a fixed FPR level, a significant decrease in the average detection latency
and a reduction in the amount of retained artefacts are observed compared to baseline
approaches, indicating the combined threshold selection and artefact selection scheme’s
effectiveness for forensics. It is also noted that the results for AUC and ARL stability
reveal that the detection quality depends on the homogeneity of the training dataset and
the choice of feature space. In this context, improved performance is primarily achieved
through informative temporal and contextual features. At the same time, the lack of data
representativeness reduces the models” generalization ability and increases their sensitivity
to distribution drift. Furthermore, an analytical interpretation of the resource intensity
trade-offs reveals that a strict artefact reservation policy offers a quality benefit at low loads
but becomes ineffective at variable priorities and high throughput. Therefore, practical
implementation requires adaptive storage budget management mechanisms and regular
recalibration of thresholds, taking into account operational constraints.

Despite significant theoretical and practical results, the developed method requires
further validation and refinement to ensure robust operation under diverse real-world
operating conditions. Table 14 summarises the key limitations and corresponding areas for
further research.

Thus, Table 13 provides a systematic list of the limitations of the developed methods
and corresponding areas for further research. The first limitation relates to the need to
expand the empirical base and test cross-platform portability, which requires the imple-
mentation of adaptive learning and domain-specific adaptation mechanisms. The second
and third limitations highlight the need to develop adaptive forensic buffer management
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strategies and enhance the detector’s robustness against adaptive and encrypted attacks.
The fourth limitation highlights the importance of optimizing computational resources and
improving the solutions” explainability for subsequent implementation in operational and
forensic practice.

Table 14. Key limitations of the results and prospects for further research (results are based

on analysis).

Number Limitation Prospects for Further Research
Collect representative PCAP and meta-sets from
Limited empirical validation in real-world various operators and corporate environments
“micro-jurisdictions” and cross-platform data _(Micro-jurisdictions) [92].
1 portability, as the current assessment relies Conduct multi-center testing in SOCs [93].
heavily on semi-synthetic datasets (attacks : : ;
intro dﬁce d throu yh simulation) (se(e Table 5) Develop transfer learning and domain adaptation
& *  methods for cross-platform feature transfer and
retraining with limited labelled data [94].
Explore adaptive online reservation algorithms (e.g.,
RL agents or online convex optimization) taking into
A greedy knapsack policy for evidence account SLAs and priorities [95].
2 presell;\lfatlon lr;; ay dbe sué)op.’fclﬁnal under highly Compare heuristics with optimal solutions under
;,r?‘l;leas tigav’czg; p(;?orsit?gs with varying realistic workload scenarios [96].
Develop hybrid policies that consider the temporal
value of evidence [97].
Introduce adversarial training and a continuous “red
team” attack cycle to evaluate and improve
robustness.
. . Study encryption-insensitive features (flow level,
3 Vgl?eribéhti’ t% fa dap ;cnéetittfe;ickers and timing, sizes, sketch metrics) and private analysis
encrypted or obluscated tratic. methods (secure aggregation) for working with TLS
or QUIC.
Formalize detection limits with increasing levels of
obfuscation.
Integration of explainability and forensics modules
(saliency, feature attribution, cas-layers with trust
Computational resource constraints and the labgls) and a standard metadata format for the
4 requirement for explainability of decisions for _chain-of-custody.

forensic or operational admissibility.

Edge model optimization (quantization, pruning,

distillation), lightweight architectures and inference
profiles development.

Furthermore, it is noted that, despite its demonstrated effectiveness, the proposed
method retains several limitations associated with its implementation in a real-world
network environment. With highly variable background traffic and the intense presence of
legitimate bursts, false negative results are possible due to attacks being partially masked
by noise. In targeted countermeasure scenarios, an attacker can manipulate the source
distribution, packet sizes, or flow temporal structure to reduce the sensitivity of statistical
and neural network detectors. Furthermore, the method’s robustness may be decreased
under low-intensity, coordinated, distributed attacks on each flow, which complicates
the separation of anomalous components from background dynamics, as well as under
adversarial drift, which causes a gradual shift in statistical profiles. These limitations
highlight the need to integrate adaptive threshold calibration mechanisms, regular model
retraining, and the use of adversarial countermeasures in practical detection systems, as
noted in Table 13.
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Thus, this study’s result is a neural network method for detecting and localizing
low-intensity UDP attacks, which was developed and experimentally validated. This
method combines a statistical CUSUM detection model and a multimodal neural network
architecture with forensic data storage optimization. The developed method ensures high
detection accuracy and robustness with minimal computational costs and can be integrated
into intelligent network security monitoring systems.

It is noted that the results demonstrate good performance for the studied environment,
but external validity to other CI deployments has not yet been empirically established.
In the deploying a model across multiple sites for UDP attack detection context, several
approaches are planned for the systems’ efficient adaptation and tuning:

1. Fine-tuning the model for each site, using local data to improve detection accuracy,
taking into account the specific characteristics of each network and traffic.

2. Using federated learning, which keeps data local and trains and updates the model
collaboratively without the need to share data between sites, increasing privacy and
mitigating risks.

3.  Configuring domain adaptation for each site, taking into account the specific char-
acteristics of traffic and attacks at each site, will ensure higher model sensitivity in
various operating conditions.

6. Conclusions

A hybrid detector combining the CUSUM model for early warning and a multimodal
neural network for classification was developed. It demonstrated an overall accuracy of
98.7% on the verification sample, reducing the average detection delay (ADD) for low-
intensity attacks to 27 s (versus 65 s for the statistical method).

Experimental testing confirmed that the developed method provides a sensitivity
(True Positive Rate, TPR) of 97.4% for detecting UDP flooding with an intensity below
1000 packets/second (classified as “low-intensity”). The false positive rate (FPR) was
maintained at the target level of 1.0% or less (the actual FPR was 0.96%).

By utilizing narrow 1D convolutions and Count-Min Sketch structures for feature
compression, the latency for inference within a single time window (10 s) was reduced
to 5.3 ms, which is 2.5 times faster than using a classic LSTM architecture. It makes the
developed method suitable for implementation on embedded critical infrastructure systems
with a computational budget of up to 10 ms.

The greedy artefact selection policy, based on the Knapsack-based Forging Policy
implementation, enabled the retention of 85% of the most informative network packets
identified by the neural network at the time of attack detection, with a limited 10 MB
forensic buffer, thereby providing a sufficient evidence base for investigation.

Theoretical analysis demonstrated that the likelihood ratio test (LRT) converges to the
optimal detector, which guarantees a minimal risk of a Type II error with a fixed Type I
error rate (FPR = 1.0%). Moreover, it was found that increasing attack intensity from 500 to
1500 packets/second reduced the asymptotic detection delay from 35 to 12 s, which is
consistent with the developed theoretical model.

Experimental studies conducted on real traffic showed that the method integrated
into the monitoring system reliably classified 96 out of 100 real incidents and automatically
generated a standardized metadata and artefact package (in JSON format) for transmission
to the Rapid Response Center, reducing manual evidence preparation time by 80%.

The following study plans to conduct comprehensive testing of the proposed approach
on real operational network traces to fully assess its resilience to network noise and poly-
morphic attacks. The experiments involve capturing long-term passive traffic use from
different network segments, modeling and injecting polymorphic and distributed attack
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scenarios, and a quantitative assessment of resilience using detection metrics (TPR/FPR,
AUC, processing latency, and stability under high background bursts). The results will
be analyzed, taking into account the operational limitations of the target platforms, and
are intended to develop recommendations for adaptive detector calibration and strategies
for concealing false negatives in real-world conditions. Future studies will also include a
comparative analysis with existing detection or forensic technologies.
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Appendix A

Theorem Al. Let the number of packets Xy in each time bin be Poisson(Agy) for Hy and

Poisson(A ) for Hy, where Ay i > Ag . for some k-th ranges. For a fixed test size a of the maximum

Py(Xi) i
P;(Xi) , with

tolerable false alarm probability, a test comparing the likelihood ratio logarithm Y, log
threshold w (i.e., LRT) is the most powerful test for testing Hy against Hq at level .

Proof of Theorem A1l. Let observations over n time bins be given by a vector x = (x1, ..., x;),
where for Hjy each component has a Poisson(Ay, i) distribution, and for H; has a
Poisson(Aq, i). Let us denote the densities (likelihood functions) of an observation x under

the hypotheses:

n_Ayiexp(—Ag,) n_Afexp(—Ay;)

fo(x)zn%, fl(x)zn%_ (A1)
i=1 i i=1 i
Let us define the likelihood ratio (LR) as:
hx) _ <A1i>x"

Ax) = = : exp(—(A1; — Agj)). A2
( ) fO(x) 113 AO,i p( ( 1, O,Z)) ( )
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Then, the likelihood ratio logarithm takes the form:

0() = og(a0) = 1 (sv1og (52 — (4n;~ Auy) ). (A3)

i=1 0

According to the Neyman-Pearson lemmas’ formulation [64], for a given problem of
testing Hy against Hj at level «, that is, among all random tests ¢(x) (where ¢(x) € [0, 1]
is the probability of rejecting Hy given an observation x), one must choose ¢ such that
Eo[¢p(X)] < « and, simultaneously, maximize Eq[¢(X)]. The Neyman-Pearson lemma states
that the solution has the form of a threshold procedure over the likelihood ratio, that is,
there exists a constant ¥ > 0, and (if necessary) a random coefficient v € [0, 1], such that the
optimal test is given by:

1, A(x) > «,
" (x) = q 7, Alx) =x, (A4)
0, A(x) < x,

where x and vy are chosen so that E;[¢*(X)] = &, and if exact fulfillment is impossible due
to discreteness, then the nearest smaller value is chosen and randomization is used at the
boundary to precisely maintain the level.

For discrete distributions, a direct proof of optimality is given by considering an
arbitrary test ¢(x) with Eg[¢] < a. Consider the sum of the power differences of the form:

Ei[p] — E1[¢*] = ) (o(x) — ¢* (x))-f1(x). (A5)

X

Let us divide the space of observations X into three sets:

A+ = {x : A(JC) > K}/
A= {x: A(x) =«}, (A6)
A_ = {x:A(x) <«}.

Then, multiplying and dividing by fo(x), we obtain:

Ei[p] — E1[p*] = Y (@(x) — ¢ (x))-A(x)-fo(x). (A7)

X

We use the fact that on A, we have A(x) >k, on A_ we have A(x) < x, and on Ag = k. Then:

Ei[p] —Ei[9*] =) (¢ — ¢*)-Afo+ AZ(4> —¢")x-fo +AZ (¢ —¢")-A fo. (A8)

Ay
Let us rearrange (46), isolating the factor «:

Ei[g] —Ei[p*] =x-) (¢ —9")-fo +AZ(¢ —¢*)(A=x) fo +;(4’—4’*)'(A—K)'fo~ (A9)

But according to the test level condition, we have Y ¢-fo < a =} ¢*-fp, and if ¢* is chosen so
X X

that the exact equality is satisfied, otherwise a small adjustment through + is required. It means that
the first sum is not positive. For the remaining sums:

e onA: A—x>0,butby the optimal test ¢*(x) = 1 construction on A, therefore, (¢p(x) — ¢*(x)) <O0;
e OnA_A—x<0,and ¢*(x) =0, therefore, (¢(x) — ¢*(x)) > 0, and the product is also not positive.

Therefore, the entire difference E{[¢] — Eq[¢*] < 0, which shows that no other test with the
same or lower false alarm rate can have greater power, i.e., ¢* maximizes power, and LRT is optimal.
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In the Poisson components’ presence, substituting Formula (A3) into the LR expression, it is
noted that the likelihood ratio depends on x only through the sum S = Y} ; x;:

Ax) = exp{Slog(ﬁ;) =Y (A1 — Agy) } (A10)

i=1

As

if, for simplicity, Al’l —is the same for all i (or, in general, remains an increasing function of the vector
0,i

sum with suitable coefficients). Consequently, the domain of criticism {A(x) > x} is equivalent to

Aq

{S > sg} for some threshold sy with a positive log coefficient 10g< > 0, that is, for A;; > Ag ;.

Thus, the test is reduced to comparing the total number of packets O§ with the threshold sj, which
coincides with the intuitive procedure of “reject Hy for a large number of packets”.

To achieve the exact size &, randomization on the boundary S = sy may be required. Let, for a
chosen sy, we have Py(S > sy) <« and Py(S > sp) > a. Then we choose 7y € (0, 1) such that:

Po(§ >sp) +v - Po(S =50) = «, (A11)

and we accept a test that always rejects for S > sy, for S = sy with probability y, and never for S < sg.
This randomization ensures precise adherence to the level and remains optimal according to the
Neyman-Pearson lemma.

Thus, we obtain a rigorous proof of Theorem Al in the discrete distributions framework that
the LRT case (or equivalently, the threshold on the sum of S in the Poisson components) is the most
powerful level « test for testing Hy against Hy. O

Figure A1 shows a diagram of the likelihood ratio (LLR) versus the logarithm of the total number
of packets S, in which the threshold Sy chosen for the level « is marked with a dashed vertical line.

LLR vs Total count S (Poisson example)

10 r
3
=
.0
©
o
8
= 0
<
K]
X
-
g 51
—

Threshold SO = 16
_10 1 1 1 | 1 ]
0 5 10 15 20 25 30

Total count S
Figure A1. Diagram of the likelihood ratio versus the logarithm of the total number of packets.

Figure Al shows the monotonic dependence of LLR on the total number of packets S in the
simple case where each component has Poisson(/g) for Hy and Poisson(A; > Ag) for Hy. The
vertical line denotes the threshold on the sum of S, above which the test rejects Hy. Thus, Figure 6
demonstrates that the optimal Neyman-Pearson criterion reduces to a threshold based on the total
count, which is convenient for use in online UDP flood detectors.
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AM)

fo(Yi)
D: =Eq[4;] = Dxr(f1|| fo) > 0, 02: = Vary(¢;). Then, for the procedure summing log-relations and threshold

detection by the sum Ly, = Y., ¢;, the Chernoff estimate of the form Py(Ly < n - (D —¢€)) < exp(—n -1 (D
— €)), where I(x) is the corresponding action function (Legendre-transform), holds. Therefore, for D > 0, the
probability of a detection delay below the level n - (D — €) decreases exponentially in n. In the special case of

Theorem A2. Let independent bins with log-likelihood ¢; = log( ) be observed and it is assumed that

2
sub-Gaussian tails, P1 (L, < n-(D —€)) < exp (—%).

Proof of Theorem A2. Let {¢;};-; be independent identically distributed random variables with
distributions under H;. Denoting:

L, := f t;, D :=Eq[t;] = Dxr(fillfo) > 0, 02 := Vary (), (A12)
i=1

The aim is to obtain an upper bound on the left tail P1(L,;, < n(D — ¢)), for some fixed € > 0.
At the first step, the Markov approach was applied, according to which, for any s > 0, using
Markov’s inequality for a non-negative random variable exp(-s - L;), the following was obtained:

Py(L, < n(D —¢)) = Py(exp(—s-Ly) > exp(—sn-(D —¢))) = exp(s:n-(D — ¢))-Er[exp(—s-Ln)]. (Al3)

Since /; are independent, then:

n
Exfexp(—s-Lu)] = [ TE1[exp(=s-€;)] = (Eafexp(—s-t1)])". (A14)
i=1
Let us define an auxiliary function:

A(s) = ~log(Ex[exp(—s-61)]). (A15)

Then:
Eq[exp(—s-Ly)] = exp(—n-A(s)), (Al6)

and, together with the previous inequality, we obtain:
Py (L, <n(D—¢)) <exp(n-(s-(D—¢g)—A(s))). (A17)

In the second step, optimization is performed with respect to the parameter s. The right-hand
side of (A17) is the exponential of n multiplied by a function of s. To obtain the best (smallest)
right-hand boundary, optimization is performed with respect to s > 0:

Sig(f){s-(D —e)—A(s)} = fsgg{/\(s) —s(D—¢)}. (A18)

We define the action function (Legendre—Fenchel transform) as:

I(x) :=sup{s:x — A(s)}, x e R. (A19)
>0

Then, setting x = D — ¢, we obtain (using (A17) and optimization with respect to s):
Py (L, <n(D —¢)) <exp(—n-I-(D —¢)), (A20)

which is the desired Chernoff estimate. Here, a small regularity condition of the form is required: the
function A(s) must be finite in some neighborhood of s € [0, sp], which is equivalent to the existence
of a corresponding moment generating function for —¢. It is satisfied with typical statistical models
(including most practical cases with Poisson or continuum densities).
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In the third step, the properties of A and their relations with D are described. Note that
A(0) = —log(1) = 0. Differentiating under the condition that the corresponding moments exist,

we obtain:
_Eq[-t-exp(—s-t)]

Eqlexp(—s-t1)]
where E; denotes the expectation with respect to the modified measure with density proportional to

A(x) = = Es[t1], (A21)

exp(-s - £1), in particular, A’(0) = E1[{1] = D. The function A(s) is convex in s, and therefore I(x), as
its Legendre transform, is non-negative and convex in x, with a minimum at x = D (since I(D) = 0).
Therefore, for x = D — ¢ < D, we obtain I(D — €) > 0, which guarantees exponential decay of the
right-hand side.

In the fourth step, a special case is investigated: sub-Gaussian tails. It is assumed that /; is

centered with respect to D, that is, Zl := ¢; — D, and that gl is sub-Gaussian with parameter a2,
that is,
N 2.02
Eq {exp<t~€1>} < exp<T) (A22)
for all t € R. Then, for s > 0:
-~ §2.02
Eq[exp(—s-t;)] = exp(—s-D)-E; {exp(—s-vfl)] < exp<—s~D + 5 ) (A23)

52'0'2

Hence, A(s) = —log(Eq[exp(—s-t1)]) > s-D — — Substituting this lower bound into (A17),
we obtain:

Py(L, <n(D—¢)) <exp (n- (s-(D —¢)—s-D+ 32.202)) = exp(fn- (s-s - ?)) (A24)

By optimizing the quadratic function in the exponent for s > 0, the optimum is obtained at the

point—s* = 2 and substitution yields:

2

Py (L, < n(D —¢)) :exp(%), (A25)
which is an analogue of Hoeffding’s inequality for sub-Gaussian sums. It is noted that the main
requirement for applying this technique is the Eq[exp(—s - £1)] finiteness for some positive interval
s € [0, sp]. For heavy tails, this may not be satisfied, and then it is necessary to introduce truncated
values or use other techniques (for example, inequalities for heavy tails). In most practical models,
the ¢1 log-likelihood has a moment generating function in the neighborhood of zero, so the given
estimates are correct. Thus, the theorem is proved. [

Figure A2 shows the dependence of the right-hand side probability on the number of bins n
in the sub-Gaussian estimator and a comparison with the regular (CLT) approximation, where the

. . —n-€
“orange curve” shows the sub-Gaussian Chernoff estimator exp (272
o

Ve
— )

), and the blue curve shows

the probability approximation by the normal approximation ® (—

Figure A2 shows, on a logarithmic scale, how the theoretical Chernoff estimate (sub-Gaussian
bound) and the normal approximation decrease as the number of observed bins n increases. The
“light blue” curve demonstrates the exponential rate of decline in the upper bound for the delay
probability. In contrast, the “dark blue” curve shows the practical estimate of the event probability
according to the central limit theorem. Comparing the data reveals that both approaches exhibit
rapid exponential degradation of the delay risk with an increasing number of observations, which is
essential for justifying the effectiveness of the sequential UDP flood detector.
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IOExponentiaI Chernoff bound vs Normal approximation tail
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Figure A2. Diagram of the dependence of the right probability boundary on the number of bins in
the sub-Gaussian estimate.

Theorem A3. Consider the process Xy ~ Poisson(/Ay) with a change at time v: before v is Ay = Ay, after v is
Ay = A, and Ay > Ag. For the CUSUM procedure with the log-ratio € = X;Jog(%) — (A1 —Ap),
the threshold H for large values ensures an average detection time approximately equal to %, where
D = Al«log<%(1)> — (A1 — Ag). For a fixed value of the false alarm ARL Eeo[t] > T, the H =~ log(T')
choice provides the minimum (in the asymptotic sense) delay among procedures based on summed log-ratios.

Proof of Theorem A3. Condition. Let {X;};>1 be independent numbers of packets in bins,
X ~ Poisson(Ay). The change-point is equal to v: for k < vy is Ay = Ag; for k > v, is Ay = Ay,
and Ay > Ay. We define the log-likelihood ratio (increment LLR) in each bin as:

A
= Xk-log(A—(l)> — (A — Ag). (A26)

Let us consider the CUSUM procedure, which stops the measurement at the first moment:

A
D:=E[t] = Al'log(/T(l)) — (A1 = Ao), (A27)

where E; denotes the expectation under the model after the change, that is, under the exponent A;.
The proof aims to show that for large H, the mean detection time (delay) under variation is

approximately equal to g, and that under mean false alarm length (ARL) control E[7] > T, and the
H =~ log(I') choice ensures asymptotic optimality.

The asymptotic behavior of the delay in the presence of change, that is, under Hy, is determined
based on the fact that under Hy (that is, for k > v), the quantities ¢; are independent and have a
positive mathematical expectation D > 0 and finite variance (it is noted that for Poisson /;, this holds).
According to the law of large numbers, for the sum of independent identically distributed quantities:

i 3D (m — o), (A28)

3
g~
i

which means that S;,, behaves like D,;, for large m. Then, for any small € € (0, D) there exists a random
index M(w) such that for all m > M(w):

D—-—¢ - m<Su <(D+¢)-m. (A29)
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If the threshold H is large, we take 111
the stopping time T — v satisfies:

= Diﬂ and mp = DPE =. Then, for a sufficiently large H,
m < T—v<mp (A30)

H
for all sufficiently large H (since, as soon as m exceeds Dae Sm is not less than (D — ¢) - m and

exceeds H for some m < mj). From these inequalities, it follows that:

. T—V 1
i () - &

Therefore, convergence also implies convergence in probability, and under additional conditions

on the second moments, convergence in mean is also obtained. Using the theorem on increasing
stochastic sums and the properties of halts with bounded overshoot, it can be shown that:

_ H+Ei[R]

Eqi[t —v] ) , (A32)

where R is the “overshoot” of the sum S, through the level H, that is, R: = Sz _, — H. Under standard
assumptions (non-atomicity of the ¢; distribution, finite moments), the distribution R has a finite
expectation, independent of large H by the ladder height theorem and the Renewal theorem (see
classical results on “overshoot” for random walks [65]). Hence:

Ealr —v] = 5 +0(1) (H = ), (A33)

which gives the asymptotics E; ~ %.
Alternatively, applying Wald’s principle, for a finite stopping time 7’ (relative to the onset of the
shift), we have, with integrability,
Ei[S¢]1=D - Eq[7']. (A34)

Setting =7 —vand taking into account that S;» = H + R, we obtain:

_ H+E[R]

DEq[7'] = H+ Eq1[R] = E;[7'] D

(A35)

As H — oo, the contribution E;[R] is constant, therefore E; ~ %.
To study the ARL behavior in the absence of change, i.e., under Hy, it is assumed that under H the

mean increment Eg[/;] is negative (in the typical setting ¢; = log (f—1> , then Eg[¢;] = =Dk (fo || f1) < 0).
0

An important observation is how the likelihood ratio function, ;, satisfies the property,

Bolexp(6)] = [ 2 fowiay = [ Aty =1 (A36)

Therefore, the value:
n
My, = exp(Sn) = exp <Z t’,-) (A37)
i=1

is a positive martingale with respect to the measure Py: Eg[M,,] =1 and Eg[M,4+1 | Ful = M. Using
the supplementary stopping theorem [66], we consider the stopping point T (the instant of first
exceeding H) and the truncated stopping point T A n as:

Eo[Mran] = Eo[Mp] =1. (A38)

Since M > exp(H) - 1{t < n} (if the process has reached the threshold before 7, then the
exponent of the sum is not less than exp(H)), we obtain:

1 =Eo[Mran] > exp(H) - Po(T < n). (A39)
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Skipping n — oo, we have:
Py(t < 00) < exp(-H), (A40)

which gives a fast upper bound on the ever-growing probability of generating a false alarm. For
estimating the mean length to false alarm (ARL), more precise statements are provided by the
Cramer-Lundberg [67] or Siegmund [68] results, i.e., there exists a constant C > 0, such that for
large H:

Egl[t] ~ C - exp(H). (A41)

The key step is to find the exponential parameter 6* > 0, the solution to the equation A(f) =0,
where A(f) = —log(Eg[exp(0 - ¢1)]). In this specific setting, where ¢; = log(j;l) ,already at 0 = 1
0

Eglexp(1 - £1)] =1, (A42)

we have:

that is, A(1) = 0 and one of the solutions 6* is equal to 1. According to the standard theory of
rare events and ruin-probability (or renewal) estimates (see Siegmund, Tartakovsky et al. [69]), the
exponential growth of ARL is given by this 6*. As a result,

log(Eolt]) ~6* - H=1"H, (A43)

where Eg[T] grows exponentially as exp(H) (with a multiplier constant C depending on the distribu-
tion and overshoot). Therefore, for a given required ARL level I, the choice:

H ~ log(T) + O(1) (A44)

H
ensures that Eg[7] > I'. Combining this with the delay estimate E;[t] ~ L a threshold design rule is
obtained to ensure ARL I' and minimize delay, H is chosen to be approximately equal to log(T’), then

Eq[7] ~ log(I’) (A45)

The study of asymptotic optimality is based on the more formal statement that CUSUM min-
imizes (in the asymptotic sense, as I' — o) the delay according to the Lorden or Pollack criterion,
which is a classical theorem in the theory of quickest change detection (see Lorden (1971) [70], Mous-
takides (1986) [71], etc.). The essence is that among procedures with the ARL constraint Ee[7] > T,
log(T)
. .D s
mum upper bound for the worst-case delay). Thus, combining the obtained results, it is found that
for a large threshold H,

CUSUM achieves the minimum possible first-approximation delay ~ (and provides a mini-

H-+0(1
Efr] = 7590 1og (m(e]) = + 0(1), (A46)
and therefore, for a given ARL T, the optimal threshold is chosen as H ~ log(I'), which offers delays

Eqi[7] = @. The theorem is proven. [J

Figure A3 shows the diagrams of the CUSUM paths (accumulated S;) for the model with Ag
and A;. In Figure A3, the dotted line shows the theoretical straight line of the average drift D - 1, the

H
dashed horizontal line shows the threshold H, and the vertical line indicates n* = D

Thus, Figure A3 displays the individual trajectories of the accumulated LLR Sn after switching
to the model with increased intensity (simulations under Hj), and the dashed line represents the
deterministic mean evolution of D - n. The vertical line marks the theoretical expected detection time
n* = %. From Figure 8, it is evident that random trajectories are concentrated around the mean and
cross the threshold H approximately in the vicinity of n*, which confirms the asymptotic behavior of

H
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Sample CUSUM paths with mean drift and threshold H
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Figure A3. CUSUM (cumulative S;) path diagrams.

Appendix B

The studies’ results of the proposed anomaly detection method’s effectiveness in various
network attack scenarios are presented in Figure A4, which demonstrates the detection probability
dependence and false positives on the threshold, the delays distribution, and the models’ comparative
sensitivity for different types of anomalies.

Figure A4a demonstrates a monotonic decrease in FPR with increasing threshold, confirming
the validity of the thresholding procedure used. Threshold values above 1.5 consistently maintain
a low false alarm rate, making them ideal for use in noisy network environments. According to
Figure A4b—e, all scenarios show a systematic decrease in detection probability as the threshold
increases, but the rate of degradation varies. In this context, high-intensity and bursty attacks
maintain a high P; even with strict thresholds. Conversely, for low-rate and stealth attacks, the
detection curve drops much faster, reflecting the low energy density of these signals and the high
sensitivity of detection to the chosen threshold. The latency distributions (Figure A4f-i) show that for
intensive attacks, the median and latency spread are minimal, indicating a rapid increase in anomaly
indicators. However, it is important to note that, in contrast, in low-rate and stealth scenarios, latency
has a wide range and is skewed toward higher values, reflecting the need to accumulate longer-term
statistics before making a decision. Figure A4j shows the detection probabilities for all scenarios at a
single threshold, allowing for a comparison of their sensitivities under identical operating conditions.
The differences between the values highlight that low-rate and stealth attacks remain the most difficult
to detect at a fixed threshold, requiring improved architecture or expanded feature space.

The presented results demonstrate the validity of the threshold selection procedure based on
target false alarm rates. In this scenario, the FPR decreases monotonically as the threshold increases,
enabling a clear determination of the operating point. At the same time, the detection probabilities
for each scenario, calculated over multiple runs, exhibit significant variability in sensitivity. In this
context, high-intensity and bursty attacks are consistently detected with high probabilities across a
wide range of thresholds. At the same time, low-frequency and stealthy scenarios demonstrate a
significant decrease in P; with increasing threshold. The delay distribution analysis reveals that for
high-intensity attacks, the median delay is low and there is little variability between runs.
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Figure A4. Results of additional studies: (a) Threshold vs. false positive rate diagram; (b) detection
probability vs. threshold diagram (high-rate attack); (c) detection probability vs. threshold diagram
(low-rate attack); (d) detection probability vs. threshold diagram (bursty attack); (e) detection proba-
bility vs. threshold diagram (stealthy attack); (f) detection delay distribution histogram (high-rate
attack); (g) detection delay distribution histogram (low-rate attack); (h) detection delay distribution
histogram (bursty attack); (i) detection delay distribution histogram (stealthy attack); (j) detection
probability at fixed threshold histogram.

In contrast, for stealthy scenarios, the distribution shifts toward higher delays due to the small
amplitude of disturbances relative to the background process. Thus, the resulting degradation of
detection in low-frequency scenarios is explained by the insufficient expressiveness of the current
feature set and the low energy density of attack episodes. Therefore, to potentially improve the
obtained results, extended multi-scale feature extraction, the inclusion of adaptive spectral compo-
nents, or the use of architectures with long-term memory (e.g., TCN with dilated convolutions or
CNN-Transformer hybrids) are necessary, increasing sensitivity to subtle structures in the time series.

Appendix C

Figure A5 shows the detectors’ performance simulation evaluation on partial PCAP results,
which includes the time series of the packet intensity and detection rate (Figure A5a), the ROC curve
with AUC (Figure A5b), the distribution of detection latencies by scenario (Figure A5c), and the
resource consumption profile during acquisition processing (Figure A5d).

The time series diagram (Figure A5a) shows that detection rate peaks clearly correlate with areas
of high-intensity and bursty traffic, confirming the method’s sensitivity to pronounced anomalies.
However, for the low-rate episode, the score remains at background levels, explaining its failure.
The ROC curve (Figure A5b) (AUC ~ 0.68) demonstrates the moderate discrimination power of the
current feature space. In this context, with a tight threshold setting, a low FPR can be achieved at a
significant drop cost in Pd for subtle attacks, requiring a compromise or feature enhancement. The
latency distribution across runs (Figure A5c) demonstrates a near-zero median latency for high-rate
attacks and a small but stable latency for burst episodes, while the low-rate scenario is not detected at
all in most runs. This indicates high variability and the need for statistical accumulation for reliable
detection. The resource consumption profile (Figure A5d) shows clear CPU and memory peaks during
periods of intense traffic bursts, highlighting the need for buffering mechanisms, backpressure, and
processing capacity calculation in practical detector deployments.

Experimental analysis demonstrated that the developed method effectively detects pronounced
anomalies. In this context, high detection probabilities and low median delays are observed for
high-intensity and impulse attacks, indicating good sensitivity to large traffic level fluctuations. At the
same time, low-rate and stealth attacks are not detected in the current configuration. The main reasons
for this are the low signal amplitude compared to the background variability (low SNR) and the
distributed, source-smeared nature of the episodes, which causes simple statistical features (packet
count, current speed) to lose their discriminative power. An AUC value of 0.68 confirms moderate
overall discriminative power. It is noted that by recalibrating the threshold, an acceptable compromise

https://doi.org/10.3390/en19010209


https://doi.org/10.3390/en19010209

Energies 2026, 19, 209

63 of 67

between Pd and FPR can be achieved. However, reliable detection of stealth episodes requires not
only a threshold shift (resulting in an increase in FPR) but also a feature representation strengthening.
Furthermore, resource consumption profiles record predictable CPU and memory peaks during traffic
surges, so practical deployments should be accompanied by measures for buffering, backpressure,
and stream aggregation, as well as processing capacity monitoring.

Time Series (packet rate, ground truth and detection score)

ROC curve for detection on partial PCAP
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