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Abstract

Distributed energy systems are increasingly important for strengthening critical infrastruc-
ture resilience under conditions of technological, climatic, geopolitical, and cyber disruption.
However, existing research on energy resilience is still dominated by technical approaches
focused on reliability, renewable energy integration, microgrid control, and storage opti-
misation, while the role of distributed energy systems in the full crisis-management cycle
remains insufficiently conceptualised. This article addresses this gap by combining a scop-
ing review, lexicographic and semantic analysis using IRaMuTeQ version 0.7 alpha 2, and a
conceptual-methodological framework for assessing distributed energy systems as instru-
ments of crisis management. The main contribution of the study is the M_ZK-DES model,
which integrates technological-infrastructural, decision-operational, legal-institutional, and
socio-organisational dimensions with four crisis-management phases: prevention, pre-
paredness, response, and recovery. The model distinguishes distributed energy systems,
distributed energy resources, distributed generation, microgrids, prosumers, energy com-
munities, and energy clusters and links them to measurable resilience indicators. These
include SAIDI, SAIFIL, energy not supplied, restoration time, share of critical load served,
islanding capability, voltage and frequency stability, storage autonomy, procedural readi-
ness, and local coordination capacity. The analysis shows that distributed energy systems
may reduce vulnerability to cascading failures, support islanded operation, protect vul-
nerable consumers, improve emergency power continuity, and strengthen local energy
autonomy. The proposed scoring and weighting logic enables future empirical validation,
scenario testing, and comparative assessment across regions and crisis types, including
extreme weather events, cyberattacks, and supply-chain disruptions. The article contributes
to energy resilience and crisis-management studies by offering an integrated and opera-
tional framework for evaluating distributed energy systems as practical tools for critical
infrastructure protection and continuity of essential public services.

Keywords: distributed energy systems; energy resilience; crisis management; critical
infrastructure; microgrids; energy security; distributed generation; socio-technical systems;
emergency preparedness; energy transition
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1. Introduction

Distributed energy systems (DES) are examined in this article as crisis-management
resources, not only as instruments of decarbonisation. The problem addressed is the limited
integration of microgrids, storage, prosumer generation and local balancing mechanisms
with critical-infrastructure protection, business continuity and emergency response [1-3].

Centralised electricity systems remain exposed to nodal failures, cyber threats, fuel-
supply disruptions and extreme weather events. When such disruptions affect transmission
substations, control systems or medium-voltage distribution lines, their effects may cascade
to healthcare, water supply, transport, communications and public administration [1,4].

The review therefore asks how DES can reduce vulnerability, maintain essential ser-
vices and accelerate recovery during crisis conditions. The analysis focuses on five resilience
capacities: anticipation, absorption, adaptation, reconfiguration and recovery [2,5,6].

The article develops the M_ZK-DES conceptual model, which links DES with the
four phases of crisis management: prevention, preparedness, response and recovery. The
model integrates technological factors (distributed generation, storage, islanding and
monitoring) with institutional and social factors (decision rules, stakeholder coordination,
public communication and protection of vulnerable consumers) [7-10].

The scope is deliberately limited to the crisis-management function of DES. Broader
themes of energy transition, decarbonisation and market reform are mentioned only when
they explain resilience, continuity of public services or the protection of critical infrastructure.

The main objective is to develop and justify a repeatable analytical framework for as-
sessing whether, how and under what operational conditions distributed energy resources
can strengthen the resilience of critical infrastructure in crisis management.

The article makes four contributions:

e It clarifies the research problem by treating DES as local crisis resources supporting
continuity of critical functions;

e  Itorganises the literature into technical, methodological and crisis-management streams;

e Ittranslates the proposed model into variables, indicators, formulas and operational steps;

e It explains how probability, impact, vulnerability and exposure scores are used in the
illustrative risk matrix.

The study combines a scoping review, semantic analysis and conceptual-methodological
modelling. Its main contribution is the M_ZK-DES framework, which translates the literature
on distributed energy systems into a crisis-management assessment procedure that can be
replicated in scenario studies and local/regional case analyses.

The contribution is therefore threefold: (i) conceptual, because the article distinguishes
technical DES categories and links them with crisis-management phases; (ii) methodologi-
cal, because it documents the review, IRaMuTeQ corpus preparation and PRISMA-ScR-style
screening logic; and (iii) operational, because it proposes measurable indicators, ordinal
scales, weights and formulas for assessing resilience outcomes.

2. Literature Review
2.1. Technical and Crisis-Management Scope of the Review

The literature is interpreted through two separate streams. The first stream includes
technical models of energy resilience that focus on reliability, microgrid control, storage,
islanding, restoration and power-quality indicators. The second stream includes crisis-
management and civil-protection frameworks that focus on coordination, preparedness,
warning, vulnerable consumers and recovery. The gap addressed by this article is not the
absence of resilience or crisis concepts, but their insufficient integration into one operational
framework (Table 1).
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Table 1. Summary of literature stream, typical focus, limitation identified, implication for M_ZK-DES.

Literature Stream

Typical Focus

Limitation Identified

Implication for M_ZK-DES

Technical
energy-resilience
models

Reliability, restoration, microgrid
islanding, storage dispatch,
power quality.

Often strong in engineering

indicators but weak in institutional

crisis-cycle integration.

Provides measurable
variables for K2 and Rk.

Single-domain
crisis-response
frameworks

Preparedness, emergency
communication, command

structures and recovery procedures.

Often strong in governance but
insufficiently linked to DER,
microgrids and operational
grid constraints.

Provides procedural logic
for KO, K1 and K3.

Multidisciplinary

Connection of technical resilience
with governance, civil protection

Rarely operationalised with weights,

scores and replicable scenario

integration gap

and community resources.

calculations.

Defines the contribution of
M_ZK-DES as an integrated
assessment model.

The review was designed as a scoping review because the field is interdisciplinary

and conceptually dispersed. It combines energy engineering, security studies, critical-

infrastructure protection, management, public policy and socio-technical resilience re-

search [11-13].

The technical scope covers distributed generation, microgrids, energy storage, pro-

sumer installations, demand-side management, local balancing, islanding operation and

digital monitoring. The crisis-management scope covers prevention, preparedness, re-

sponse, recovery, business continuity, protection of vulnerable consumers, emergency

power supply and cascading failures [8-10,14,15] (Table 2).

Table 2. Technical concepts used in the article and their operational distinction.

Concept

Definition Used in This Manuscript

Unit of Analysis

Crisis-Management
Relevance

Distributed energy
systems (DES)

Integrated local or regional configuration
of distributed resources, storage, control,
users and governance arrangements.

System /local energy
ecosystem

Overall resilience of critical
functions.

Distributed energy
resources (DER)

Physical or controllable resources located
close to loads: PV, wind, CHP, batteries,
controllable loads, EV chargers.

Asset/resource

Resources activated during
prevention, response or
recovery.

Distributed generation
(DG)

Electricity generation connected to
distribution networks or located behind
the metre.

Generation technology

Reduces dependence on
single central nodes.

A bounded electrical system capable of

Maintains supply to priority

Microgrid coordinated control and, where designed, Operational subsystem loads during upstream
islanded operation. disruption.
An end user that consumes and produces Can reduce demand or
Prosumer electricity, sometimes with storage or Actor/household/facility ~ provide a local supply in a

demand response.

crisis.

Energy community

Collective legal or organisational form for
shared energy generation, use or
governance.

Institutional actor

Supports local coordination
and social acceptance.

Energy cluster

Territorial cooperation arrangement
among generators, consumers, local
authorities and firms.

Regional coordination
structure

Provides a platform for crisis
planning and resource
pooling.

In this article, DES denotes the whole socio-technical system; DER and DG denote

resources or generation assets; microgrid denotes an operational configuration; and pro-

sumers, energy communities and clusters denote actors or governance structures.
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2.2. Search Strategy and Keywords

The search was conducted in the Web of Science Core Collection. The database was

selected because it indexes peer-reviewed publications and allows structured searches

across interdisciplinary fields. The corpus was updated to include records available in

2025; publications after 2024 were screened when they met the inclusion criteria and were
indexed in the database (Tables 3 and 4).

Table 3. Web of Science search protocol documented for replication.

Element Specification in the Revised Manuscript
Database Web of Science Core Collection.
24 June 2026 revision protocol; corpus records indexed up to the end of 2025 were
Search date -
screened where available.
Fields Topic field (TS), including title, abstract, author keywords and keywords plus.

Document types

Article, review article and early access article; review articles were prioritised for
the in-depth semantic corpus.

Language

English.

Search string A—DES

TS = (“distributed energy system*” OR “distributed energy resource*” OR
“distributed generation” OR “decentralized energy system*” OR “decentralised
energy system*” OR microgrid* OR “energy storage”).

Search string B—local actors

TS = (prosumer* OR “energy communit*” OR “community energy” OR “energy
cooperative*” OR “energy cluster*” OR “local energy governance”).

Search string
C—crisis/resilience

TS = (resilien* OR “critical infrastructure” OR “crisis management” OR
“emergency management” OR “emergency response” OR “disaster recovery” OR
“business continuity” OR blackout* OR islanding OR “security of supply”).

Combined logic

A AND (B OR Q), followed by snowballing of highly relevant review papers
already present in the corpus.

Inclusion criteria

Peer-reviewed; abstract available; directly related to
DES/DER/microgrids/storage/prosumers and at least one resilience, security,
reliability, governance or crisis-management category.

Exclusion criteria

Component-level technical studies without system implications;
non-peer-reviewed documents; texts without abstracts; studies outside
energy/ crisis scope; duplicates; non-English records.

Table 4. Search blocks used in the scoping review.

Search Block

Examples of Keywords Purpose

Distributed energy systems

“distributed energy systems”; “distributed
generation”; “decentralised energy systems”;
“renewable distributed generation”

Identify the core technological
literature

Local actors and governance

“prosumer”; “energy communities”; “local
energy governance”;
“community energy”

/i
Capture social, institutional and
local-governance aspects

", 4

energy cooperatives”;

Crisis and resilience

resilience”; “crisis management”; “emergency
response”; “disaster recovery”; “business
continuity”

v, 4

“energy resilience”; “critical infrastructure

P Identify publications linking DES
with crisis management and
continuity of operations

7,

Operational resilience

“microgrid resilience”; “islanding operation”;
“blackout response”; “emergency power supply”;
“energy system recovery”

7, 4
Capture operational mechanisms
relevant to response and recovery

v, o
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2.3. Screening Procedure and Corpus Construction

The screening procedure followed a transparent sequence: identification of records,
removal of irrelevant records, eligibility assessment, and final qualitative and textual
analysis. The initial search identified 2154 records. Additional crisis-resilience terms
produced 46 highly relevant records. The final in-depth corpus consisted of 21 review
articles published between 2016 and 2025 (Table 5).

Table 5. PRISMA-ScR-style screening flow used in the scoping review.

Identification Records Identified in WoS Core Collection: n = 2154

Additional Crisis/Resilience Records
Identified by Targeted Terms: n = 46

Records screened by title, abstract and keywords for ~ Duplicates, non-English texts and off-topic

Screening DES/resilience/ crisis relevance records removed

Elieibilit Full-text or extended abstract eligibility assessed Purely component-level or non-systemic
& y against inclusion/exclusion criteria technical papers excluded

Included Final in-depth corpus for IRaMuTeQ and qualitative =~ Corpus used to identify semantic clusters

synthesis: n = 21 review /framework articles and research gaps

The numerical values in the flow diagram represent screening counts for the review
process. They do not represent effect sizes or empirical results from energy-system opera-
tion (Table 6).

Table 6. Screening logic used in the review.

Step  Operation

Outcome Used in the Article

Broad search on distributed energy and

1 . . 2154 records identified
decentralised generation

5 Topic narrowing to local governance, prosumers, Records screened for relevance to DES and
microgrids and resilience crisis-management categories

3 Additional search using crisis, emergency, recovery and 46 records identified as particularly relevant to
critical-infrastructure terms resilience and emergency management

4 Eligibility assessment using inclusion and Peer-reviewed English-language records with
exclusion criteria abstracts retained

. . 21 revi ticl lected f tic and
5 In-depth synthesis and IRaMuTeQ analysis review articies sefected for semantic an

lexicographic analysis

Inclusion criteria were: peer-reviewed publication, abstract availability, English lan-
guage, and relevance to at least one of the following areas: distributed energy, microgrids,
storage, prosumption, energy security, infrastructure resilience, risk management, business
continuity or local governance. Exclusion criteria were: purely component-level engi-
neering papers without system, organisational or crisis implications; non-peer-reviewed
publications; records without abstracts; and publications outside the thematic scope.

The 2023-2025 literature stream includes recent studies on resilient community micro-
grids, black-start service restoration, resilient microgrid control, distributed energy system
reviews and value-of-resilience assessment for DER. These sources confirm that current
research increasingly reports measurable indicators, operational strategies and resilience
valuation, but still rarely integrates these with crisis-management procedures and local
governance [16-20].

The literature review has been further expanded with influential 2023-2025 sources
on power-system resilience, DER management, islanding detection and the valuation of
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resilient DER. Recent reviews emphasise that resilience is now assessed not only through

classical reliability indices but also through restoration time, critical-load service, microgrid-

forming capability, islanding-detection performance, cybersecurity exposure, and the

economic value of avoided interruptions [21-26]. This strengthens the justification for

treating DES as crisis-management instruments and for linking technical indicators with

institutional readiness, stakeholder coordination and continuity of essential public services
(Table 7).

Table 7. Twenty-one review /framework articles included in the in-depth analytical corpus.

Link with DES/Resilience/Crisis

No. Authors/Year/Journal Objective Main Theme
Management
Hirsch, Parag & Guerrero,
1 2018, Renewable and Review microgrid Microgrids and Directly supports the microgrid
Sustainable Energy Reviews  technologies and drivers. deployment barriers. component of DES resilience.
(]
Koirala et al., 2016, Review integrated .. . .
. . Energy communities Explains collective governance
2 Renewable and Sustainable community energy -
. and local systems. resources for local resilience.
Energy Reviews [27] systems.
Barab.mo etal,, 2023, . Rev.le‘fv modglllng and Energy communities Links local coordination with DES
3 Sustainable Energy, Grids optimisation in energy and optimisation lannin
and Networks [28] communities. P ' p &
Akinyele, Belikov & Levron,  Review battery storage for . Supports storage autonomy and
4 2017, Energies [29] electrical applications. Storage technologies. backup indicators.
5 Mishra et al., 2020, Applied Assess microgrid resilience  Threats, vulnerabilities ~ Directly informs crisis-oriented
Energy [30] holistically. and mitigation. microgrid assessment.
Wang, Rousis & Strba.c, 2020, Rev1ew microgrid . Modelling and Supports operationalisation and
6 Renewable and Sustainable modelling and operations . . . .
. - operational strategies. scenario analysis.
Energy Reviews [31] for resilience.
Wang et .al., 2016, IEEE Re\.n.ew power-system Resilience metrics and ~ Provides basis for measurable
7 Transactions on Power resilience under natural . L
. disasters. crisis indicators.
Systems [32] disasters.
Jasiunas, Lund & Mikkola,
8 2021, Renewable and Review energy system Energy resilience Clarifies resilience as more than
Sustainable Energy Reviews  resilience. concepts. reliability.
(33]
9 Bhusal et al., 2020, IEEE 5}2]1112;\] F; Zai;tlces and Current resilience Supports system-level risk and
Access [3] & . practices. recovery framing.
power-system resilience.
Guo et al.( 2017, Renewable Review cascading failure . . Supports vulnerability and
10 and Sustainable Energy . . Cascading failures. . .
. analysis and modelling. interdependency analysis.
Reviews [4]
Slano', 2014, Renewable a nd Survey demand response Demand-side Informs load reduction in crisis
11 Sustainable Energy Reviews .
[34] and smart grids. management. response.
O'Connell et al., 2014’. Review demand response Supports critical-load
12 Renewable and Sustainable . Demand response. S
. benefits and challenges. prioritisation.
Energy Reviews [35]
Review regulatory . .
13 Ine§ et al, 2020, Energy challenges for collective Collective prosumers. Links prosurher governance with
Policy [10] local resilience.

prosumers.
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Table 7. Cont.

Link with DES/Resilience/Crisis

No. Authors/Year/Journal Objective Main Theme
Management
Ouy.ang, 2 014, Reliability RE.}V.leW. interdependent Infrastructure Supports cascading-effects
14 Engineering & System Safety  critical infrastructure ) . .
interdependencies. analysis across sectors.

[15]

modelling.

Ackermann, Andersson &
15 Soder, 2001, Electric Power
Systems Research [36]

Define distributed
generation.

Technical definition of
DG.

Improves terminological precision.

16 Lund et al., 2017, Energy [37]

Define smart energy
systems.

Smart energy
integration.

Supports DES as integrated
socio-technical system.

Cherp et al., 2018, Energy
17 Research & Social Science
[38]

Integrate transition
perspectives.

Energy transitions.

Explains institutional and political
context of DES.

Markolf et al., 2018, Earth’s

Frame infrastructure as

Supports socio-technical resilience

18 Future [39] social-ecological-technical SETS resilience. framing,
systems.
Martisauskas et al., 2022, ProPose quantitative Quantitative resilience ~ Supports SAIDI, SAIFI, ENS and
19 indicators for

Energies [40]

energy-system resilience.

indicators.

recovery metrics.

Wang et al., 2009, Renewable
20 and Sustainable Energy
Reviews [41]

Review MCDA in
sustainable energy
decisions.

Multi-criteria decision
analysis.

Supports weighted indicator
aggregation.

Gungor et al., 2011, IEEE
21 Transactions on Industrial
Informatics [42]

Review smart-grid
communication
technologies.

Communication and
standards.

Supports monitoring and crisis
communication variables.

2.4. Text Preparation and Analytical Procedure

The selected corpus was prepared by removing non-narrative elements, standardising

terminology, lemmatising the text and dividing it into contextual units. IRaMuTeQ was

then used for classical lexicographic analysis and similarity analysis. Nodes in the simi-

larity graph represented lemmatised terms, and edges represented co-occurrence within
contextual units [31] (Tables 8 and 9).

Table 8. IRaMuTeQ corpus preparation and reproducibility parameters.

Parameter Specification

Titles, abstracts, keywords and conclusion/review-summary sections of the 21 selected

Corpus content . .
p review /framework articles.

Unit of analysis Text segments generated after standard IRaMuTeQ segmentation of the cleaned corpus.

Removal of references, author affiliations, tables, formulas and non-narrative captions; lower-case
conversion; spelling harmonisation of decentralised/decentralised; lemmatisation; merging of multiword
expressions such as critical_infrastructure and energy_storage.

Pre-processing

Stop words General English stop words, journal boilerplate, copyright statements and database export fields removed.

Classical lexicographic statistics, similarity analysis based on co-occurrence, and cluster interpretation of

A 1 . . .
nalyses technological and crisis-management terms.

2876 unique terms; 852 DES-related terms; dominant technological cluster around energy, system, storage,
microgrid and integration; weaker peripheral links around crisis, emergency, recovery and
business_continuity.

Reported outputs
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Table 9. Lexical and semantic outputs reported from the IRaMuTeQ analysis.

Output Group

Main Terms or Relations

Interpretation for the Review

Core technological lexicon

energy; system; distributed; storage;

microgrid; renewable; integration; control

Technological integration dominates
the corpus.

Operational-resilience lexicon

reliability; flexibility; islanding; restoration;

load; backup; automation

Operational resilience is present but
usually technical.

Crisis-management lexicon

crisis; emergency; recovery; continuity;
vulnerable_consumers; public_services

Crisis terms are less frequent and
more peripheral.

Institutional lexicon

governance; regulation; community;
prosumer; coordination; stakeholder

Governance appears mainly in
community-energy studies.

Strong semantic relations

microgrid-storage; distributed-generation;
renewable-integration; resilience-reliability

The field is structured around
technical DES functionality.

DES-crisis_management;

Weak semantic relations

storage-business_continuity;

prosumer-emergency_response

These weak links justify the
proposed M_ZK-DES model.

The similarity graph is presented together with tabular semantic relations so that

the analytical interpretation remains readable and reproducible. For reproducibility, the

semantic analysis reports the corpus structure, preprocessing criteria, lexical-frequency

output, key terms, semantic-cluster relations, and visual outputs in the form of a word-cloud

representation, similarity graph and cluster map. These elements document the analytical

path from the textual corpus to the interpretation of the position of crisis-management
concepts in the DES literature (Tables 10 and 11).

Table 10. IRaMuTeQ semantic-cluster visualisation.

Cluster A: Technology Core

Cluster B: Crisis Cycle

Cluster C: Governance and Users

DES/DER/microgrid/storage/
control

risk/emergency/preparedness/
response/recovery

operator/municipality /prosumer/
community/vulnerable consumer

Main bridge terms: resilience,
continuity, islanding, restoration,
critical load

Interpretation: resilience and
continuity form the lexical bridge
between technical and

crisis-management vocabularies

Reporting requirement: export
similarity graph, cloud and cluster
map from IRaMuTeQ in the final
layout

Table 11. Summary of rank, term group, representative terms, and interpretive role in the corpus.

Rank Term Group Representative Terms Interpretive Role in the Corpus
1 Core enerev svstem energy, system, distributed, Defines the technological centre of
8Y 5y generation, resource, network the review corpus.
. 1 . Represents the
. . . microgrid, islanding, storage, ) .
2 Microgrid operation operational-resilience and
control, load, frequency, voltage .
power-quality cluster.
3 Resilience and reliabilit resilience, reliability, restoration, Connects engineering performance
Y recovery, redundancy, vulnerability ~ with crisis outcomes.

4 Crisis management crisis, emergency, preparedness, Shows the underdeveloped

& response, continuity, coordination  crisis-management cluster.
5 Institutional /community layer prosumer, community, local, Identifies actors required for

governance, operator, authority

practical implementation.
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This procedure was used to determine whether crisis-management terms occupied
central or peripheral positions in the DES literature. Particular attention was given to the
terms resilience, risk, crisis, emergency, critical infrastructure, vulnerability, continuity,
recovery, adaptation and response [32,43].

2.5. Main Findings of the Review

The review shows that technological clusters dominate the discourse. The strongest
links concern renewable energy sources, energy storage, microgrids, integration, control
optimisation and operational flexibility. Crisis-management terms appear less frequently
and are usually weakly connected with the central technological categories [15,32,44].

This means that the literature provides many technical premises for resilience, but it
rarely explains how DES should be embedded in crisis procedures, local response plans,
emergency communication, business-continuity planning and the protection of vulnerable
consumers [33,45].

2.6. Research Gaps

Three gaps follow from the review. First, the theoretical gap concerns the absence of a
coherent model linking energy decentralisation with the crisis-management cycle. Second,
the methodological gap concerns the limited integration of technical modelling with risk
analysis, scenario analysis and socio-institutional assessment. Third, the practical gap
concerns the unclear role of local governments, operators, emergency services, prosumers
and energy communities in using distributed resources during crises [33,45,46].

These gaps justify the M_ZK-DES model developed in the following sections. The
model is designed to be operational: it defines variables, steps, formulas and evaluation
criteria that can be used in case studies, simulations and expert validation.

3. Selection and Description of the Research Method

The method is designed to be repeatable and operational. It consists of a model-based
procedure that links the literature review with risk assessment, scenario analysis, indicator
selection and validation. The aim is not only to describe DES but to show how the proposed
framework can be applied by researchers, local authorities and energy-system operators
(Table 12).

Table 12. Research procedure used to build and apply the M_ZK-DES model.

Step Action Output
1 Define the crisis-management problem and List of facilities, services and consumers requiring
critical functions continuity of supply.
. - I t £ tion, st , mi ids, trol
2 Identify DES resources and vulnerabilities VENIory ot generahion, storage, MICTOgHCS, CONto
systems and exposed nodes.
Assess risk using P;, S;, Vj and E; Risk matrix and priority threats.
Map institutions and decision rules Allocation of responsibilities and escalation paths.
. . I 1 i 7 4 i hl
5 Select operational response options S andl'ng FESETVE POWEL St.o rage d.1sp atch, demand
reduction and consumer prioritisation.
. Assessment of continuity, recovery time, coordination
6 Evaluate crisis outcomes Ry . .
and social protection.
. Expert review, scenario tests, case-study comparison and
7 Validate and update the model

lessons learned.

https://doi.org/10.3390/en19143281
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3.1. Research Design

The study uses a combined interpretive and model-based design. The interpretive part
identifies how the literature defines resilience, vulnerability, preparedness and recovery.
The model-based part translates these categories into measurable variables and decision
steps. This combination is appropriate because crisis resilience depends simultaneously on
infrastructure, institutions, information and social behaviour [40,47-51].

3.2. Operational Sequence

The procedure follows the sequence: antecedent conditions—crisis process—resilience
outcome. Antecedent conditions describe the state of the system before disruption. The
crisis process describes detection, coordination and response. The resilience outcome
describes the ability to maintain or restore critical functions (Table 13).

Table 13. Operational variables used in the model.

Stage Variables Examples of Indicators
- share of local supply; storage autonomy in hours;
Antecedent decentralisation, redundancy, storage, . o
o o number of backup sources; existence of continuity
conditions cybersecurity, institutional preparedness plans
. detection, escalation, coordination, detection time; procedure activation time; number of
Crisis process s 4 S . T .
prioritisation, islanding, communication coordinated actors; availability of public messages
Resilience continuity, recovery, cascading effects, duration of critical-function supply; restoration time;
outcome protection of vulnerable consumers, learning number of affected consumers; post-crisis updates

3.3. Risk Scoring and Formulas

To make the model repeatable, the risk of each threat i is calculated as an ordinal
product: R; = P; x S; x V; x E;. Pj is probability, S; is impact severity, V; is system
vulnerability and E; is exposure of critical functions. Each variable is assessed on a 1-5 scale,
where 1 means very low and 5 means very high. This explains how values such as P; = 4 for
medium-voltage line failure are obtained: they represent expert- or data-based ordinal
assessments, not percentages.

The methodological sequence has been made more explicit: the scoping review defines
the evidence boundary, the IRaMuTeQ analysis identifies the semantic separation between
technical DES terms and crisis-management terms, and the M_ZK-DES model translates this
gap into auditable variables. In application, each component score should be documented
in a data sheet indicating the data source, expert judgement rule, normalisation method,
weight, and uncertainty note. This improves transparency and makes the model suitable
for replication across municipalities, distribution-system operators, critical facilities and
crisis scenarios (Table 14).

The default weights are proposed for the conceptual version of the model and are
treated as starting values. In empirical research they can be validated through expert
elicitation, analytic hierarchy process, sensitivity analysis or calibration against outage and
recovery data.

The decision component is expressed as Dy = f(R;, Z,, Cy, L5, Pr), where Z, denotes
available resources, C; time pressure, I information quality and P, response priorities. The
operational component is expressed as O; = f(Rd, Dy, Mg, El, T,), where Rd is redundancy,
Dy is dispatchability, Mg is storage capacity, El is islanding capability and T, is restoration
time. The communication component is expressed as Cy = f(A;, W;, Zs, Kp, Un), where the
variables describe information availability, reliability, stakeholder trust, communication
channels and public understanding.
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Table 14. Scales, weights and formulas for operationalising M_ZK-DES.
Construct Variables Scale Default Weight Replicable Calculation
Threat risk P_i probability; S_i impact; V_i  1-5 ordinal scale for Equal Welghts R . P_ix 51X VixEj
R_i vulnerability; E_i exposure each variable unless justified classify 1-25 low,

- r otherwise 26-125 medium, 126-625 high
Techm.cal- redundancy; storage 0-1 normalised or K_T = weighted mean of
operational autonomy; islanding; . 0.35 . . e .

. . > . 1-5 ordinal normalised technical indicators
capacity K_T automation; restoration time
Institutional- L . K_I = weighted mean of

L procedures; coordination; roles;  0-1 normalised or i

decision . . . 0.25 institutional preparedness

. exercises; escalation paths 1-5 ordinal L
capacity K_I indicators
Informatllon-. morntoring; warning; di.lta . 0-1 normalised or K_C = weighted mean of
communication quality; public communication; 1-5 ordinal 0.20 information indicators
capacity K_C  stakeholder channels
Soc1z'11- ' critical load served; vulnerable 0-1 normalised or K_S = weighted mean of
continuity consumers protected; . 0.20 . bt 1k

. . L. 1-5 ordinal social-continuity indicators
capacity K_S community participation
Overall . R_K =100 x (0.35K_T + 0.25K_I
resilience KT KLKCKSadjusted ;5 points sum = 1.00 +0.20K_C +0.20K_S) x (1 —

outcome R_K

by risk level

normalised residual risk)

3.4. Scenario Application

The method can be applied through crisis scenarios. A scenario should specify the
initiating event, affected assets, expected cascading effects, available DES resources, priority
consumers, communication constraints and target recovery level. The scenario is then
evaluated twice: under a baseline approach focused on technical restoration and under the
M_ZK-DES approach focused on maintaining critical functions.

3.5. Validation

Validation combines parameter calibration, scenario validation, expert validation and
case-study comparison. Empirical inputs may include outage statistics, distribution-system
data, local energy plans, crisis-management plans, inventories of critical facilities, storage
parameters and records from exercises or real disruptions [52-56].

4. Operationalization of Dimensions and Determinants in the Research
Model of Crisis Management of Distributed Energy Systems

Each institutional dimension is scored on a 0-5 scale, where 0 means absent, 1 means
formally mentioned, 2 means partially defined, 3 means implemented but not tested,
4 means implemented and periodically tested, and 5 means implemented, tested, updated
and integrated with DSO/local-government/ critical-facility procedures. This scale allows
the model to be used in audits and case comparisons rather than only as a descriptive
framework (Table 15).

The operationalisation links each dimension to measurable indicators and crisis-
management phases. The following dimensions constitute an evaluation checklist for local
or regional DES resilience.

The operationalization of dimensions and determinants in the research model of
crisis management of distributed energy systems constitutes a fundamental stage of the
research process, as it enables the translation of abstract theoretical categories into em-
pirically verifiable variables, indicators, and evaluation criteria. From the perspective of
crisis management, particular importance is attached to identifying those properties of
the energy system that determine its capacity to anticipate threats, reduce vulnerability,
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absorb disruptions, maintain continuity of operation, and restore critical functions after
the occurrence of a crisis situation. Thus, operationalization does not refer solely to the
description of the system’s structure but includes an analysis of its functioning under
conditions of uncertainty, time pressure, resource deficit, infrastructural interdependencies,
and multi-actor decision-making responsibility [57-61].

Table 15. Summary of dimension, observable indicator, 0-5 scoring rule, suggested weight.

Dimension Observable Indicator 0-5 Scoring Rule Suggested
Weight
. Clear division of respgnsﬂ?ﬂﬁy; 0 absent; 5 binding, coherent
Legal regulations emergency-power obligations; CI 0.20
. . and tested through procedures.
protection duties.
. ) Presence of DES, resilience and crisis 0 absent; 5 integrated with
Policy and planning o . measurable targets and 0.20
scenarios in local/regional plans.
update cycle.
- Crisis team capacity, DSO coordination 0 absent; 5 operating, trained
Local crisis governance . . . 0.25
and vulnerable-consumer registry. and exercised with partners.
Operational procedures ll:iilr(llcll eispefat;(r)lrcl{ ilergflfi?;ﬁ&olﬁonl 0 absent; 5 tested in exercises 0.25
p P P Suppty and linked to real assets. '
protocols.
Stakeholder Role of prosumers, energy communities, 0 absent; 5 formahsed and
L . X >, g included in drills/data 0.10
participation service providers and critical facilities.

exchange.

Crisis management in distributed energy systems should be understood as a complex,
multi-stage, and multi-level process encompassing prevention, preparedness, response,
and recovery. This process requires the coordination of actions undertaken by public
administration, energy system operators, business entities, security services, local govern-
ment units, and end users. In this approach, the research model should make it possible
to assess not only the formal existence of management procedures and instruments but
also their actual operational effectiveness under conditions of disruptions, failures, supply
constraints, extreme weather events, cyberattacks, geopolitical crises, and other events
threatening energy security [62-67].

The conceptualization and operationalization of research constructs constitute a
methodological bridge between the theoretical and empirical levels. Constructs such
as systemic resilience, continuity of operation, crisis preparedness, infrastructural redun-
dancy, adaptive capacity, institutional interoperability, crisis communication effectiveness,
or the level of inter-organisational coordination require the assignment of clear operational
definitions. These definitions should indicate which features of the system are subject to
measurement, which indicators are used to assess them, and how their empirical verifica-
tion is possible. In this sense, operationalization determines the validity, reliability, and
repeatability of research on crisis management in the energy sector [68,69].

In this research model, the operationalization of constructs involves assigning clearly
defined measurement attributes to individual dimensions, based on a critical analysis
of the literature on crisis management, energy security, critical infrastructure protection,
public policy, and risk management. This process includes identifying the key features of
the analysed dimensions, determining their functional scope, indicating cause-and-effect
relationships, and selecting appropriate empirical indicators. Validation procedures are
of particular importance here, including content validity, construct validity, and mea-
surement reliability, because the phenomena under study are dynamic, contextual, and
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strongly dependent on changes in the legal, technological, social, and environmental
environment [41,70].

The proposed research model distinguishes six basic dimensions for assessing crisis
management in distributed energy systems:

(a) Legal regulations concerning security and crisis management, (b) strategic frame-
works of policy, planning, and systemic resilience, (c) local authorities responsible for crisis
management, (d) crisissmanagement instruments and procedures, (e) areas affected by the
crisis-management system, (f) stakeholders of the crisis-management system in the energy
sector [71,72].

The indicated dimensions form a logically interconnected analytical framework that
allows for assessing the capacity of a distributed energy system to function under crisis
conditions. Each dimension refers to a different aspect of system resilience: normative,
strategic, institutional, instrumental, operational, and socio-organisational. The model
assumes that the effectiveness of crisis management depends not on a single element but
on the coherence and mutual alignment of all dimensions. This means that even a high
level of technological development of the energy system does not guarantee security if it is
not accompanied by adequate regulations, efficient decision-making procedures, effective
crisis communication, resource availability, and the capacity to coordinate the actions of
multiple entities.

The research model is based on a systemic and decision-making approach. It combines
institutional and legal analysis with risk analysis, multi-criteria decision analysis, and
participatory methods. Such an approach makes it possible to identify both the formal
conditions of crisis management and the practical capacity of the system to respond to
disruptions. The inclusion of modern technologies in the model, such as energy storage
facilities, microgrids, digital monitoring systems, grid automation, and small modular
reactors, enables the assessment of their potential for strengthening energy resilience. At
the same time, these technologies should also be analysed as potential sources of new risks,
including cyber, regulatory, organisational, environmental, and social risks [73].

4.1. Legal Regulations Concerning Security and Crisis Management

Legal regulations constitute the basic normative dimension of crisis management in
distributed energy systems. They define the scope of responsibility of public authorities,
energy system operators, business entities, and other participants in the process of energy
security management. In this context, law performs not only a regulatory function but
also preventive, coordination, and control functions. It defines obligations related to
emergency planning, critical infrastructure protection, ensuring continuity of energy supply,
responding to extraordinary situations, and restoring system functions after the occurrence
of a disruption.

At the European Union level, regulations concerning the security of energy supply,
critical infrastructure resilience, the energy transition, energy efficiency, and counteracting
the effects of climate change are of significant importance. They influence the way threats
are defined, risk management standards, and the scope of obligations imposed on Member
States. At the national level, the coherence of sectoral regulations is crucial, including
energy law, the Act on Renewable Energy Sources, the Act on Energy Efficiency, regulations
concerning crisis management, and provisions relating to critical infrastructure protection.
A lack of coherence between these legal acts may lead to a dispersion of responsibility,
decision-making delays, and reduced effectiveness of crisis response.

The operationalization of this dimension may include indicators such as: the degree
of compliance of local regulations with national and EU legal acts, clarity of the division
of competences, the presence of emergency procedures in legal documents, the level of
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integration of energy regulations with crisis-management regulations, the scope of require-
ments concerning critical infrastructure protection, and the existence of accountability and
control mechanisms [74].

4.2. Strategic Frameworks of Policy, Planning, and Systemic Resilience

Strategic frameworks of policy and planning constitute the second dimension of the
model, referring to the system’s capacity for long-term preparation for crises. Strategic
documents, such as energy policies, national and local energy and climate plans, security
strategies, crisis-management plans, critical infrastructure protection plans, and climate
change adaptation strategies, define directions of action aimed at reducing risk and strength-
ening the resilience of the energy system.

In crisis management, it is particularly important that these documents should not
be merely declarative but should include measurable objectives, assigned responsibili-
ties, implementation schedules, monitoring procedures, and update mechanisms. The
effectiveness of planning depends on whether strategies take into account disruption sce-
narios, vulnerability analysis, risk assessment, resource needs, communication procedures,
and principles of inter-institutional cooperation. The absence of such elements limits the
possibility of moving from strategic planning to real operational action in a crisis situation.

The operationalization of this dimension may include indicators such as: the presence
of crisis scenarios in planning documents, frequency of plan updates, the extent to which
climate, technological, and geopolitical risks are included, measurability of strategic ob-
jectives, the existence of business continuity procedures, the level of integration of energy
plans with crisis-management plans, and the extent of stakeholder participation in the
planning process [75].

4.3. Local Authorities Responsible for Crisis Management

Local public administration bodies play a central role in the practical implementation
of crisis management because it is at the local level that the direct effects of disruptions
in energy supply become visible. Local government units are responsible for organising
preventive, preparedness, response, and recovery activities, as well as for cooperating with
energy system operators, rescue services, municipal enterprises, residents, and entities
responsible for maintaining critical infrastructure.

At the local level, crisis management requires the ability to quickly diagnose a situation,
make decisions under time pressure, activate emergency procedures, allocate resources,
conduct crisis communication, and coordinate the actions of multiple entities. The effec-
tiveness of local authorities therefore depends not only on formal competencies but also
on organisational resources, quality of information, staff experience, level of procedural
preparedness, and the ability to cooperate with the private sector and the local community.

The operationalization of this dimension may include: the level of preparedness
of local crisis-management structures, the number and timeliness of local emergency
plans, the frequency of crisis exercises and simulations, the availability of technical and
human resources, the effectiveness of communication channels with residents, the degree
of cooperation with energy infrastructure operators, and response time to events disrupting
system functioning [76].

4.4. Crisis-Management Instruments and Procedures

Crisis management instruments and procedures constitute the operational dimen-
sion of the model. They include a set of tools used to identify threats, reduce risk, pre-
pare resources, respond to crisis events, and restore system functionality. With regard
to distributed energy systems, particular importance is attached to business continuity
procedures, emergency power supply plans, early warning systems, infrastructure moni-
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toring mechanisms, crisis communication procedures, information management systems,
inter-institutional cooperation agreements, and instruments for financing preventive and
recovery actions.

From a scientific point of view, these instruments should be assessed not only in
terms of their formal presence but above all in terms of their functionality, effectiveness,
and adequacy to the identified threats. It is therefore important to examine whether
procedures are updated, tested, known to system participants, capable of being activated
under conditions of limited access to information, and compatible with the procedures of
other entities. Organisational and technical interoperability is of particular importance since
the lack of procedural compatibility may lead to fragmentation of actions and intensification
of the consequences of a crisis.

The operationalization of this dimension may include indicators such as: the number
and quality of emergency procedures, the presence of business continuity plans, availability
of alternative power sources, level of infrastructural redundancy, frequency of procedure
testing, time required to restore basic system functions, effectiveness of warning systems,
level of digitalization of monitoring, and availability of financial resources for crisis-related
actions [42].

4.5. Areas Affected by the Crisis-Management System

The areas affected by the crisis-management system include those elements of the
energy and socio-economic system that are influenced by planning, preventive, operational,
and recovery activities. In distributed energy systems, the objects of impact include both
technical infrastructure—such as generation sources, distribution networks, energy storage
facilities, and control systems—as well as institutional entities, enterprises, households,
public utility facilities, and groups particularly vulnerable to interruptions in energy supply.

From the perspective of crisis management, particular importance is attached to
identifying critical functions whose maintenance is necessary for the security of the local
community. This concerns, among others, the power supply of healthcare facilities, water
supply systems, communication infrastructure, communication systems, rescue services,
care facilities, and public administration facilities. The assessment of affected areas should
take into account both the direct consequences of energy disruptions and the cascading
effects resulting from the interdependence between the energy system and other critical
infrastructure sectors.

The operationalization of this dimension may include: the number of identified
critical facilities, the level of energy protection of these facilities, availability of emergency
power sources, degree of consumer vulnerability to energy supply interruptions, scope of
protection plans for vulnerable groups, level of integration of the energy system with other
critical infrastructure sectors, and capacity to reduce cascading effects [77].

4.6. Stakeholders of the Crisis-Management System in the Energy Sector

Stakeholders constitute one of the key determinants of the effectiveness of crisis man-
agement because the system’s capacity to respond to a crisis depends on the quality of
cooperation among many actors. The most important stakeholders include public admin-
istration bodies, crisis-management centres, energy system operators, energy companies,
entities responsible for critical infrastructure, rescue services, social organisations, the
scientific community, entrepreneurs, and residents.

Under crisis conditions, the importance of stakeholders results from the need for
rapid information exchange, agreement on priorities, coordination of resources, division of
responsibility, and ensuring public trust. Insufficient communication between stakeholders
may lead to information chaos, duplication of actions, decision-making delays, and a
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decline in social acceptance of the interventions undertaken. For this reason, stakeholder
management should include not only their identification but also the analysis of their
influence, resources, responsibilities, communication channels, and level of involvement in
individual phases of the crisis-management cycle.

The operationalization of this dimension may include: the number and types of
stakeholders involved, formalisation of cooperation rules, frequency of coordination meet-
ings, level of information exchange, existence of joint operating procedures, stakeholder
participation in crisis exercises, level of inter-institutional trust, and effectiveness of com-
munication with residents and end users [78].

5. Conceptual Model of Crisis Management of Distributed
Energy Systems

The proposed research model is embedded in the perspective of crisis management
of distributed energy systems, understood as complex technical and organisational ar-
rangements whose functioning determines energy security, the continuity of public service
provision, and the socio-economic resilience of territorial units [79,80]. Unlike classical
models of energy planning, which focus primarily on technological efficiency, supply and
demand balancing, and cost optimisation, the presented model frames the distributed
energy system as an element of critical infrastructure exposed to multidimensional threats:
technical, climatic, cyber, regulatory, economic, geopolitical, and social [81-84].

The fundamental objective of the model is to identify and analyse the mechanisms
that enable the energy system to maintain critical functions under conditions of disrup-
tion, limit the scale of losses, ensure continuity of energy supply, coordinate the actions
of multiple actors, and restore operational capacities after the occurrence of a crisis situa-
tion [85,86]. The model is therefore not limited to describing the structure of distributed
energy sources but focuses on the system’s capacity to move through successive phases
of crisis management: prevention, preparedness, response, and recovery [87,88]. In this
approach, distributed energy systems are analysed as dynamic adaptive systems whose
effectiveness depends on the interaction of legal, institutional, technological, informational,
and social components [89,90].

The decentralised nature of distributed energy systems means that crisis management
requires not only technological modernisation, but also the transformation of regulatory
frameworks, decision-making procedures, and coordination mechanisms [91,92]. Under
crisis conditions, what matters is not merely the number of distributed energy sources, but
their capacity to sustain local critical functions, cooperate with system operators, provide
emergency power supply, and limit cascading effects [93-95]. This implies the need to
integrate local energy initiatives with the crisis-management system, critical infrastructure
protection, business continuity planning, and strategies of territorial resilience [96-98].

The analysis of the literature and the premises derived from crisis-management theory
make it possible to formulate the following synthetic conclusions, which constitute the
conceptual basis of the model:

From the perspective of the risk and systemic vulnerability paradigm:

e Distributed energy systems should be analysed through the lens of exposure to
threats, the sensitivity of infrastructural components, and the capacity to absorb
disruptions [99].

e Itis crucial to identify critical points whose failure may lead to a loss of operational
continuity or the emergence of cascading effects in other critical infrastructure sec-
tors [100].
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Risk assessment should include both the probability of a crisis event and the scale of
its potential consequences for consumers, operators, public administration, and the
local economy [101].

Managing system vulnerability requires continuous threat monitoring, updating cri-
sis scenarios, and adapting response procedures to the changing security environ-
ment [102].

From the perspective of the systemic resilience paradigm:

Energy system resilience means the capacity to maintain basic functions despite
disruptions and then rapidly restore full operational efficiency.

A high level of resilience requires infrastructural redundancy, diversification of energy
sources, availability of energy storage, control flexibility, and the capacity for islanded
or partially autonomous operation.

Resilience is not solely a technological property but the result of the interaction of legal
regulations, organisational procedures, human resources, information systems, and
inter-institutional trust.

A resilient system should be capable of learning from previous disruptions, tests,
exercises, and crisis simulations.

From the perspective of the institutional coordination paradigm:

Effective crisis management requires the cooperation of multiple actors: central and lo-
cal government administrations, energy system operators, enterprises, rescue services,
regulators, prosumers, and end users.

Clear division of competences, rapid information exchange, procedural interoper-
ability, and the capacity to make decisions under time pressure are key factors
of effectiveness.

A lack of institutional coordination increases the risk of decision-making delays,
duplication of actions, information chaos, and the worsening of crisis consequences.
Crisis management in distributed systems requires mechanisms of horizontal and
vertical coordination between the local, regional, national, and European Union levels.

From the perspective of the digitalization and situational awareness paradigm:

Virtualization, digital twins, real-time monitoring systems, and predictive tools increase
the system’s capacity for early threat detection and support crisis decision-making.
Information management becomes one of the central elements of system resilience be-
cause the quality of decisions depends on the timeliness, completeness, and reliability
of data.

Digitalization increases the possibilities of system control but at the same time gener-
ates new categories of risk, especially in the areas of cybersecurity, dependence on ICT
systems, and protection of operational data.

Situational awareness should be treated as a dynamic organisational capability that
enables the interpretation of events, forecasting of their consequences, and selection of
adequate action strategies.

From the perspective of the socio-prosumer paradigm:

Under crisis conditions, the prosumer is not merely a micro-producer of energy but
may function as an active participant in local energy resilience.

The involvement of local communities increases the system’s capacity for self-
organisation, limiting the consequences of energy supply interruptions and supporting
particularly vulnerable groups.

Social participation strengthens the legitimacy of crisis actions, improves the flow of
information, and contributes to building a culture of energy security.
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e At the same time, prosumer participation requires appropriate legal frameworks,

technical standards, coordination mechanisms, and security procedures.

The analysis of the above paradigms indicates that crisis management of distributed
energy systems requires a holistic approach that integrates the dimensions of risk, resilience,
coordination, technology, information, and social participation. Each of the paradigms
mentioned contributes distinct cognitive and practical value; however, only their combined
application makes it possible to explain the system’s capacity to function under conditions
of disruption. The model should therefore be treated as an analytical framework for exam-
ining how the energy system identifies threats, prepares for crises, responds to disruptions,
and restores operational capacity (Tables 16 and 17).

Table 16. Conceptual model of crisis management of distributed energy systems.

Prevention

Preparedness Response Recovery and Learning

KO: risk and vulnerability
diagnosis -> identify hazards,
exposed assets and cascading
pathways

K2: technical DES

operation -> islanding, storage
dispatch, DER activation and
load prioritisation

K3/Rk: social-information
feedback -> consumer
protection, reporting, recovery
metrics and plan updates

K1: institutional decision
rules -> assign roles,

thresholds, priorities and
communication channels

Feedback loop F1: post-event
indicators update KO risk
assumptions

Feedback loop F4: lessons
learned and public
communication update K3
readiness

Feedback loop F2: exercises
and audits update K1
procedures

Feedback loop F3: operational
data update K2 resource
settings

Table 17. Summary of inputs, model components, crisis-management phases, outputs.

Crisis-Management

Inputs Model Components Outputs
p p Phases p
Threats: blackout, cyberattack, KO—risk and vulnerability . Reduced exposure and prioritised
. . Prevention R,
extreme weather, fuel shortage diagnosis risk list
Resources: DG, storage, microgrids, Kl—decision and Procedures, roles, reserve
. Preparedness 5
prosumers, DSM coordination rules resources and exercises
Data: monitoring, forecasts, . Critical-load supply, islanding,
& . K2—operational response and . PPy &
operator and local authority . . . Response storage dispatch and demand
. . technical reconfiguration .
information reduction
Stakeholders: operators, local L . . .
p . K3—communication, learning Shorter restoration time, lessons
government, emergency services, Recovery

communities

and social protection learned and updated plans

The proposed research model is based on the assumption that effective crisis manage-
ment of distributed energy systems requires the integration of four fundamental compo-
nents: the risk component, the institutional and decision-making component, the techno-
logical and operational component, and the social and informational component. These
components are interconnected through feedback relations, forming a dynamic adaptive
system capable of responding to changing environmental conditions.

From an epistemological point of view, the model assumes the transdisciplinarity
of knowledge, since crisis management in the energy sector requires the simultaneous
use of the achievements of management sciences, security studies, energy engineering,
law, economics, cybernetics, complex systems theory, and social sciences. This means that
the analysed system cannot be reduced solely to technical infrastructure. Rather, it is a
socio-technical system whose functioning depends on the relationships between technology,
regulations, decisions, information, and the behaviour of actors.

The model may be formally defined as an ordered structure:
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M_ZK-DES = {Ko, K1, K, K3, Ry} )

The default weights are not normative constants. They are starting values for trans-
parent scenario testing. They may be modified by expert elicitation, the analytic hierarchy
process, entropy weighting or regression/validation against historical outage data. For
replication, all component scores are first normalised to the interval [0, 1], then multiplied
by weights that sum to 1. The same weights must be reported for every scenario in a
comparative study.

Example calculation: if Ky = 0.70, K; = 0.60, K; = 0.80 and K3 = 0.50, then
Ry =(0.25 x 0.70) + (0.25 x 0.60) + (0.35 x 0.80) + (0.15 x 0.50) = 0.68. In this interpreta-
tion, a score below 0.40 indicates low resilience, 0.40-0.69 moderate resilience and
0.70-1.00 high resilience. Sensitivity testing can report how Ry changes when K2 or K1
weights are increased by +/—10% (Table 18).

Table 18. Summary of component, normalised variables, default weight, calculation rule.

Component Normalised Variables Default Calculation Rule
Weight
KO risk diagnosis hazard prgbablhty, exposure, 0.25 Kp = Welght?d mean of normalised
vulnerability, cascading potential risk-diagnosis variables
K1 institutional decision  legal clarity, plan quality, coordination, 0.25 K1 = weighted mean of
capacity communication ’ institutional variables
K2 technical-operational SAIDI./SAIFI improvement, ENS K2 = weighted mean of technical
capacity reduction, storage autonomy, 0.35 indicators
P islanding, stability
K3 social-information warning reach, prosumer participation, 015 K3 = weighted mean of
capacity vulnerable-consumer protection ’ social-information variables
- critical load served, time to recovery, Rk = 0.25K0 + 0.25K1 + 0.35K2 +
Rk resilience outcome . o . 1.00
service continuity, learning update 0.15K3

where

Ko—the component of risk and systemic vulnerability;

Kj—the institutional and decision-making component of crisis management;
K;—the technological and operational component of energy resilience;
K3—the social and informational component and crisis communication;
Ry—crisis-management outcomes.

Each component includes a set of sub-nodes representing institutions, technologies,
procedures, resources, information, and system participants. Relations occur between the
sub-nodes, including flows of energy, information, decisions, resources, and responsibility.
Unlike the classical DES model, in which the optimisation of the functioning of the energy
system occupies the central position, in the crisis-management model the main objective is
to maintain critical functions and minimise the consequences of disruptions.

5.1. Component Ky: Risk and Systemic Vulnerability

Component K is responsible for the identification, analysis, and assessment of threats
affecting the distributed energy system. It includes technical, environmental, climatic,
cyber, economic, regulatory, and social threats. This component also analyzes infrastructure
vulnerability, consumer exposure, the probability of crisis events, and the potential scale of
their consequences.

Systemic risk may be represented as a function:

Ri = f(Pi/ Si/ Vi/ El) (2)
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where

P;—the probability of occurrence of a given threat;
Si—the scale of potential consequences;

Vi—the system’s vulnerability to a given disruption;
Ej—the exposure of consumers and infrastructure.

A high-risk value indicates the need to apply preventive instruments that reduce sys-
tem vulnerability and increase its resilience. Component Ky therefore performs a diagnostic
and prognostic function, serving as the starting point for the remaining components of
the model.

5.2. Component Ky: Institutional and Decision-Making Dimension of Crisis Management

Component K; includes the structures, procedures, and decision-making mecha-
nisms responsible for crisis management. It comprises public administration bodies, crisis-
management centres, energy system operators, regulators, local government units, and
other entities participating in the decision-making process.

A crisis decision may be expressed as a function:

Dk = f(Ri/ Zar Ct/ IS/ Pl‘) (3)

where

Rj—the level of identified risk;
Z,—availability of resources;
Ci—time pressure;

Is—quality of situational information;
P,—applicable response procedures.

Component K; is responsible for selecting action strategies, activating emergency
procedures, allocating resources, determining power supply priorities, and coordinating
inter-institutional actions. Its effectiveness depends on the clarity of competencies, the
timeliness of crisis plans, communication efficiency, and the capacity to make decisions
under conditions of uncertainty.

5.3. Component Ky: Technological and Operational Dimension of Energy Resilience

Component K, includes the material and operational basis of energy system resilience.
It comprises distributed energy sources, energy storage facilities, microgrids, control sys-
tems, distribution infrastructure, backup devices, emergency power supply systems, and
digital monitoring technologies.

The operational resilience of the system may be represented as a function:

O =f(Rd, Dy, Mg, El, T,) 4)
where

Rd—infrastructural redundancy;
Dy—diversification of energy sources;
Mg—availability of energy storage;
El—control flexibility;

To—technical recovery capability.

Component Kj is responsible for the system’s capacity to absorb disruptions, maintain
a minimum level of power supply, switch between energy sources, operate in emergency
mode, and restore functionality after a crisis event. In this approach, energy technologies
are not assessed solely through the lens of economic efficiency, but above all through their
contribution to continuity of operation and the resilience of critical infrastructure.
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5.4. Component K3: Social, Informational, and Communication Dimension of Crisis Management

Component Kj refers to the role of information, communication, social participation,
and user behaviour under conditions of an energy crisis. It includes prosumers, end users,
local communities, social organisations, the media, educational institutions, and crisis
communication channels.

The effectiveness of crisis communication may be expressed as a function:

Ck = f(Ai/ Wi/ ZS/ Kp/ Um) (5)
where

A;—timeliness of information;

Wi—credibility of information;

Zs—social trust;

Kp—capacity of communication channels;
Um—recipients” ability to respond to crisis messages.

Component K3 performs the function of integrating the social dimension with the
operational dimension. In crisis situations, proper communication reduces uncertainty,
limits chaotic behaviour, facilitates the protection of vulnerable groups, and increases the
effectiveness of institutional actions. The participation of prosumers and local communities
may strengthen system resilience, provided that it is embedded in clear cooperation and
security procedures.

5.5. Crisis-Management Outcomes Ry

Crisis-management outcomes are defined as a multidimensional vector:

Rk = [BE/ Cdl OI'/ Ki/ AS/ Sp] (6)
where

Be—level of energy security;

C9—continuity of energy supply;

O;—system resilience to disruptions;
K;—effectiveness of institutional coordination;
Ag—system adaptability;

Sp—social acceptance and participation.

The vector Ry makes it possible to assess whether the system achieves the desired
crisis-management outcomes. It includes both technical effects, such as continuity of
supply and the time required to restore system functions, as well as organisational and
social effects, such as the quality of coordination, communication efficiency, and the level
of stakeholder trust.

The integrated effectiveness of crisis management may be represented as a function:

E_ZK = (Ko, Ky, Ko, Ks) = / o7 [04Os + 0aDy + 03Cyc — Ry dlt @)
where

E_ZK—integrated effectiveness of crisis management;

Os—operational resilience;

Dy—effectiveness of crisis decisions;

Cy—effectiveness of crisis communication;

R;—level of systemic risk;

oi—oy—weighting coefficients determining the significance of individual components.

Maximising the function E_ZK means striving to increase operational resilience, im-
prove the quality of decisions, enhance communication, and reduce the level of risk. This
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function does not constitute a complete computational model but rather a formal representa-
tion of cause-and-effect relationships between the basic components of crisis management.

The relationships between components Ko—-Kj3 are recursive and organised as feedback
loops. Risk identification in component K influences the decisions made in component
K;. These decisions activate technological and operational actions in component Ky, the
outcomes of which generate feedback data on system effectiveness. These data are then
processed in component K3 through mechanisms of information, communication, and
social learning. As a consequence, the system updates its procedures, scenarios, and
response strategies.

This architecture of the model allows crisis management to be interpreted as a process
of continuous system learning. A crisis is not merely a disruptive event but also a source
of information about the system’s actual vulnerability, the effectiveness of procedures,
the adequacy of technologies, and the quality of inter-institutional cooperation. The
model therefore assumes that system resilience increases when information obtained from
exercises, simulations, and real events is used to modify plans, investments, and procedures.

5.6. lllustrative Application of the Model and Comparison with the Baseline Approach

In order to demonstrate the practical usefulness of the proposed M_ZK-DES model, its
illustrative application is presented using the example of a local distributed energy system
operating within a municipality or a group of municipalities. The analysed system includes
prosumer photovoltaic installations, local cogeneration sources, energy storage facilities,
medium- and low-voltage distribution infrastructure, critical infrastructure facilities such
as a hospital, water treatment station, municipal office and crisis-management centre, as
well as individual consumers and local enterprises.

The crisis scenario under consideration assumes the occurrence of an extreme weather
event combined with a failure of part of the distribution network and disruptions in
digital communication. In the baseline approach, the system response focuses primarily
on restoring electricity supply by the network operator, without fully using local dis-
tributed resources, prosumers, energy storage systems and crisis coordination mechanisms.
In the approach based on the M_ZK-DES model, actions are initiated in a multidimen-
sional manner: critical points are identified, power supply priorities are defined, local
resources are activated, crisis communication is launched, and after the event the proce-
dures are updated.

The illustrative application of the model may be presented as a sequence of four inter-
related stages: risk diagnosis, crisis decision-making, operational response and feedback.
Each stage corresponds to one of the KO-K3 components of the model (Tables 19 and 20).

Table 19. Logic of applying the M_ZK-DES model in a crisis situation.

Start llji]s)rilt;:iton 2. Classify Risk 3. Select Response 4. Activate DES 5. Evaluate Outcome  End
Priorit ly, . . SAIDI, SATFI, ENS,
Normal Alarm from Ri=P_ixS5Six is?a(;ili}rl’lgus},)tgr};ge Microgrid/DER/ TTR, critical-load Plans
monitorin, operator/local au- VixEi dispatch ,demand backup resources serV,ed stabilit updated after
& thority /prosumer - - pareh, activated ) 4 recovery
reduction indicators measured

The following examples clarify that the numerical values are hypothetical expert-
assigned scores used only to demonstrate model operation. They are not measured values
from a real distribution operator. A real case study should replace these scores with
outage records, operator logs, SCADA /AMI data, weather data, cyber-incident reports and
critical-facility inventories.
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Table 20. Summary of sequence, model component, operational question.

Sequence Model Component Operational Question

1 Crisis event What disruption occurred and which critical functions are threatened?

2 Ko: risk and vulnerability Which assets, consumers and services are exposed?

3 Kj: decisions and coordination Who decides, with what data and under which priority rules?

4 Kp: operational response Which DES resources, storage, islanding and demand-side measures are
activated?

5 Kj3: information and society How are stakeholders and residents informed and coordinated?

6 Ry: outcomes and learning What level of continuity, recovery and institutional learning is achieved?

The probabilities and other scores in Table 21 are ordinal expert-assessment values on
a 1-5 scale. A score of 4 for medium-voltage line failure means “high probability” based on
the assumed local exposure and historical / technical vulnerability; it is not a 4% probability
(Tables 21 and 22).

Table 21. Example risk matrix for a distributed energy system.

Scenario

P S V E R=PxSxVXxE DESResponse Tested

Extreme weather: wind/flood
damage to MV feeders

Islanding of critical microgrid; battery dispatch;

45 45 a0 priority supply for water/healthcare.

Cyberattack on distribution
monitoring /communication

Manual fallback procedures; segmented
3 5 5 4 300 control; emergency communication with
local authority.

Supply-chain disruption:

4 4 4 19 Storage autonomy, demand reduction and

fuel/transformer replacement delay 3 reserve-sharing among local assets.

Combined event: storm plus
communication outage

Local command cell, predefined load priorities

3 5 5 5 375 and autonomous microgrid mode.

Table 22. Summary of threat, probability P;, impact S;, and vulnerability V;.

Probability = Impact  Vulnerability Exposure  Risk Level

Threat P, S v, E; R; Assessment
Medium-voltage line failure 4 5 4 5 80 Very high
Extreme weather event 4 4 4 4 64 High
Cyberattack on the control system 3 5 3 4 60 High
Lack of institutional coordination 3 4 4 4 48 Elevated
Disinformation among consumers 3 3 3 4 36 Moderate
Unavailability of energy storage 2 4 3 4 24 Moderate

In the analysed example, the highest risk levels relate to medium-voltage line failure,
an extreme weather event and a cyberattack on the control system. This means that
preventive and preparedness measures should primarily include power supply redundancy,
the possibility of island operation, cybersecurity safeguards, the availability of energy
storage and procedures for priority power supply to critical facilities.

The M_ZK-DES model assumes that components KO-K3 do not operate independently
but form a system of mutual interdependencies. These relationships can be presented in
the form of an influence matrix (Table 23).
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Table 23. Matrix of relationships between the components of the M_ZK-DES model.

Influencing Component/Dependent

K3 Information

Ky Risk K; Decisions K> Operations Ry Outcomes

Component and Society
Ko Risk and Vulnerability — Strong Medium Medium Strong
K Institutions and Decisions Medium — Strong Strong Strong
K; Technology and Operations Medium Medium — Medium Strong
K3 Information and Communication ~ Strong Strong Medium — Strong
Ry Outcomes Strong Medium Medium Strong —

The matrix indicates that the relationships between risk and crisis decisions, between
decisions and operational activities, and between communication and crisis-management
outcomes are particularly important. In practice, this means that even a high level of
technological preparedness may fail to produce the expected results if efficient institutional
coordination and reliable communication with consumers are lacking.

The added value of the M_ZK-DES model is assessed by comparison with the baseline
approach. The baseline approach refers to traditional management of an energy failure,
focused mainly on the technical removal of the disruption and restoration of the electricity
supply by the operator. The model-based approach, by contrast, takes into account the
full crisis-management cycle, coordination of multiple stakeholders, social communication,
local energy resources and the post-crisis learning process (Table 24).

Table 24. Comparison of the baseline approach and the M_ZK-DES approach.

Criterion

Baseline Approach M_ZK-DES Approach

Main objective

Maintenance of critical functions and reduction in

Restoration of electricity supply crisis impacts

Dominant actor

Operator, administration, emergency services,

Energy system operator prosumers and local community

Scope of analysis

Technical failure Technical, climatic, cyber, social and institutional risk

System response

Prioritisation, source switching, emergency operation,

Repair of the d d el t .. .9
cpair ot the damaged elemen communication and coordination

Role of prosumers Limited Active element of local energy resilience
Crisis communication =~ Additional and often reactive Integral part of crisis management
Post-crisis learning Limited Systematic updating of procedures, scenarios and

investments

Expected outcome

Restoration of the pre-failure state Increased resilience and adaptability of the system

The comparison shows that the M_ZK-DES model extends the classical technical
approach by adding organisational, social, informational and adaptive dimensions. As a
result, an energy crisis is not perceived solely as an infrastructural problem but as a test of
the capacity of the entire socio-technical system to maintain critical functions.

Table 25 compares the system response trajectory in the baseline approach and
the M_ZK-DES model-based approach. The rows present successive phases of the cri-
sis, while the columns indicate differences in system performance, restoration logic and
resilience outcomes.
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Table 25. Summary of phase, baseline approach, M_ZK-DES approach.

Phase Baseline Approach M_ZK-DES Approach
Normal state ~ 100% functional level assumed 100% functional level assumed
. . 1 f perf li
Disruption St.eeper oss of performance due to centralised Smaller loss due to redundancy, storage and local resources
failure response
Response Operator-focused restoration; limited social and Coordinated response using priority supply, islanding and
P institutional coordination crisis communication
Recovery Longer restoration and weaker learning loop Faster stabilisation and explicit update of procedures,

scenarios and investments

In the baseline approach, the decline in system performance is deeper and the recovery
period is longer. This results from a focus on infrastructure repair without full use of
local resilience mechanisms. In the M_ZK-DES approach, the decline in performance is
limited by source redundancy, energy storage, priority power supply to critical facilities,
and effective coordination and communication with consumers.

Crisis-management outcomes are presented as a multidimensional profile. For this
purpose, the Rk vector = [Be, Cd, Or, Ki, As, Sp] is used, covering energy security, continuity
of supply, resilience, coordination, adaptability and social participation. The outcome
profile compares the same six indicators directly across baseline and M_ZK-DES variants.
In the quantitative version, the following indicative values are adopted (Table 26).

Table 26. Indicative assessment of crisis-management outcomes.

Outcome Dimension Baseline Approach M_ZK-DES Approach

Be—Energy security 3
Cd—Continuity of supply 2
O—System resilience 2
K;—Institutional coordination 2
As—System adaptability 1
Sp—Social acceptance and participation 2

PN TN

The comparison shows that the greatest difference between the baseline approach and
the M_ZK-DES model occurs in the areas of resilience, adaptability and institutional coor-
dination. These are the elements that often play a secondary role in the classical technical
approach, while in crisis management they constitute a condition for effective response.

In the M_ZK-DES model, the flow of information between system actors is of particular
importance. Under crisis conditions, the quality of decisions depends on the speed of data
acquisition, reliability and the ability to transform information into specific operational
actions (Tables 27 and 28).

Table 27. Flow of information and decisions in the M_ZK-DES model.

Data Sources Integration Node Decision Authority Operational Commands  Feedback
SCADA/AMI, weather Local Mayor /local crisis islanding; load shedding; field reports;

alerts, cyber alerts, crisis-management team, DSO dispatcher, reserve activation; public  consumer status;
storage state, prosumer centre and DSO critical-facility warning; restoration frequency/voltage;
data coordination cell managers sequence ENS; lessons learned
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Table 28. Summary of input layer, integration layer, decision layer, output layer.
Input Layer Integration Layer Decision Layer Output Layer
Technical monitoring; system Crisis management centre Priority suPPIy, resource Critical facillities supplied;
operator data; local i . allocation, islanding, storage consumers informed; operators
.. . verifies data, ranks risks and . . . )
administration reports; dispatch, demand reduction and services coordinated; Ry

community / prosumer signals

repares options . e
prep P and public communication outcomes assessed

The scheme indicates that the crisis-management centre performs the function of
integrating information derived from technical systems, operators, administration and
local communities. On this basis, decisions are made regarding power supply priorities,
resource allocation, public communication and cooperation with emergency services.

The illustrative application of the model shows that its fundamental value lies in shift-
ing the emphasis from reactive failure removal to active management of system resilience.
The baseline approach is useful in the case of standard technical failures, but it may prove
insufficient in multidimensional situations where energy disruptions are combined with
time pressure, information uncertainty, cyber threats, the need to protect critical facilities
and the necessity of communication with residents.

The M_ZK-DES model enables earlier identification of system vulnerabilities, better
preparation of response scenarios, more efficient coordination of actors and more effective
use of local energy resources. At the same time, it makes it possible to assess not only the
technical outcome of actions but also the quality of decisions, the level of social trust, the
effectiveness of communication and the system’s capacity to learn after a crisis.

Consequently, the proposed model may be used as a diagnostic, planning and eval-
uation tool. In the diagnostic dimension, it serves to identify threats, vulnerabilities and
critical points. In the planning dimension, it supports the design of procedures, scenarios
and power supply priorities. In the evaluation dimension, it makes it possible to compare
the effectiveness of different crisis-management variants and to assess the extent to which
the system increases its resilience after subsequent exercises, simulations and real events.

The comparison indicates that the model-based approach allows for a higher level of
energy security, continuity of supply and operational resilience than the baseline approach.
This difference results not only from the use of distributed technologies but above all
from embedding them within a crisis-management structure that includes institutional
coordination, social communication, risk analysis and learning mechanisms.

The application of the M_ZK-DES model leads to the following effects:

Shortening the time required to identify a threat and make a crisis decision;
Limiting the scale of energy system performance loss;

Better use of local energy sources and storage systems;

Increased protection of critical infrastructure facilities;

Improved communication with consumers and prosumers;

SRR S o

Strengthening the system’s capacity for adaptation after the crisis has ended.

Ultimately, the M_ZK-DES model is treated as a tool supporting the transition from
classical failure management to integrated resilience management of distributed energy
systems. Its application makes it possible not only to respond to disruptions but also to
systematically reduce system vulnerability and strengthen its ability to function under
conditions of uncertainty.

6. Discussion

Recent Polish and Romanian outage situations are used as illustrative stress tests for
the model. The cases are not treated as full empirical validation because operator-level
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datasets are not available in the study, but they show how the model can structure evidence
from real disruptions.

These cases support the practical logic of M_ZK-DES: the same event can be evaluated
through hazard exposure (Ky), institutional coordination (Ky), technical DES performance
(Ky), communication and community protection (K3), and measurable outcome indicators
(Rk) (Table 29).

Table 29. Summary of case, observed stressor, M_ZK-DES interpretation, required empirical data

for validation.

Case

Observed Stressor

M_ZK-DES Interpretation

Required Empirical Data for
Validation

Poland, 2024 flood-related
distribution disruptions

Flooding and local
distribution-network
interruptions while the
transmission system remained
broadly secure.

KO identifies flood-exposed assets;
K2 tests local redundancy and
restoration; Rk measures
customers restored and
critical-load continuity.

DSO outage logs, restoration
times, ENS, SAIDI/SAIFI by
affected municipality,
critical-facility backup data.

Poland, 2025 severe
storms

Strong wind and storm
damage causing local outages
and power-line damage.

K1 and K2 test coordination
between DSO, local authorities
and emergency services; K3 tests
public warnings and
vulnerable-consumer support.

Feeder-level outage duration,

number of affected consumers,
response times, backup-power
use.

Romania, severe
winter-weather outage
example

Snow, fallen trees, blocked
transport and electricity
interruptions affecting many
households.

Combined cascading scenario:
power, transport and emergency
access degrade simultaneously;
islanding and local storage
become critical.

Spatial outage data, weather
intensity, road-access
constraints, restoration
chronology, critical-service
continuity.

A further limitation is that the numerical examples are illustrative. They demonstrate
how the model can be populated, but they do not replace empirical calibration with outage
records, operator data, storage tests, expert elicitation or simulation outputs. This clarifica-
tion is important for replicability and for avoiding overinterpretation of ordinal scores.

The analysis conducted indicates that distributed energy systems should be interpreted
not only as an element of the energy transition and the decarbonisation of the economy
but also as an important component of contemporary crisis management. The results of
the literature review and semantic analysis confirm that the existing scientific discourse
focuses primarily on the technological aspects of distributed energy, such as the integration
of renewable energy sources, energy storage, microgrids, optimisation of energy flows, and
the operational flexibility of the system. At the same time, categories directly related to
crisis management, including emergency response, business continuity, recovery, protection
of critical infrastructure, inter-institutional coordination, and crisis communication, remain
less represented in the literature and are less frequently integrated into the analysis of
distributed energy systems.

The results obtained make it possible to state that research on distributed energy
systems reveals a clear asymmetry between the technological dimension and the crisis-
management dimension. The literature provides numerous arguments supporting the
thesis that the decentralisation of energy sources, the development of microgrids, energy
storage facilities, and local balancing mechanisms can increase the resilience of the energy
system. However, this resilience is often understood mainly as a technical feature relating
to reliability, grid stability, or the ability to integrate renewable energy sources. From the
perspective of crisis management, such an approach is insufficient, as it does not fully take
into account decision-making processes, emergency procedures, institutional responsibility,

https://doi.org/10.3390/en19143281


https://doi.org/10.3390/en19143281

Energies 2026, 19, 3281

28 of 35

the role of stakeholders, social communication, or the system’s capacity to learn after a
disruption has occurred.

In this context, the proposed conceptual model represents an attempt to overcome the
identified research gap by linking distributed energy with the full crisis-management cycle,
including prevention, preparedness, response, and recovery. The model assumes that the
effectiveness of distributed energy systems in crisis situations depends on the interaction
of several interconnected components: systemic risk and vulnerability, institutional and
decision-making preparedness for crisis, technological and operational resilience of infras-
tructure, and socio-informational mechanisms of communication and self-organisation.
This approach makes it possible to analyse the energy system as a complex socio-technical
system in which physical infrastructure, procedures, institutions, information, and user
behaviour remain in relationships of mutual dependence.

An important result of the analysis is the indication that the mere presence of dis-
tributed energy technologies does not guarantee an increase in crisis resilience. Microgrids,
energy storage systems, local renewable sources, or demand-side management systems can
enhance energy security only when they are properly integrated with crisis-management
plans, emergency operating procedures, systems for prioritising vulnerable consumers, and
coordination mechanisms between operators, public administration, emergency services,
and local communities. This means that energy resilience is not only technical in nature,
but also organisational, institutional, and social.

The local and regional levels are of particular importance because it is precisely at
these levels that the effects of energy disruptions are directly experienced by residents,
business entities, and institutions providing public services. Distributed energy systems
can function as local crisis resources, enabling the maintenance of power supply to facilities
of critical importance, such as hospitals, water treatment plants, crisis-management cen-
tres, emergency units, communication systems, or temporary shelters for the population.
However, the use of this potential requires prior identification of resources, assignment of
responsibilities, development of emergency procedures, and conduct of exercises verifying
the system’s actual ability to operate under conditions of disruption.

The study results also indicate the need for broader inclusion of prosumers, energy
communities, energy clusters, and local governments as active participants in the energy
security system. In the traditional energy model, end users were perceived primarily as
passive consumers of energy. In the distributed model, they can act as agents of local
resilience, as they participate in energy generation, storage, consumption reduction, and
local energy balancing. From the perspective of crisis management, this means expanding
the resource base available in the event of a disruption, but at the same time it requires
the creation of mechanisms for coordination, education, communication, and the legal
definition of roles and responsibilities.

The interpretation of the results has been restricted to conclusions directly supported
by the analyses performed in this article. The scoping review supports the claim that the
literature is technically rich but institutionally fragmented; the lexical and semantic analysis
supports the claim that crisis-management terms remain peripheral to the DES discourse;
and the operational model supports the claim that resilience assessment requires simultane-
ous measurement of risk diagnosis, institutional decision capacity, technical reconfiguration
and social-information feedback. The article therefore does not claim empirical proof of
resilience improvement; it offers a structured conceptual and methodological framework
for subsequent empirical validation.

The proposed model also makes it possible to better capture the significance of infor-
mation in the crisis management of energy systems. Under conditions of disruption, not
only is the availability of energy crucial, but also the ability to quickly recognise the situa-
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tion, assess the scale of the threat, transmit information between entities, and communicate
decisions to end users. A lack of reliable information, communication delays, or inconsis-
tent messages may increase the scale of the crisis, lead to the disorganisation of activities,
and weaken public trust. Therefore, the socio-informational component should be treated
as one of the fundamental elements of the resilience of distributed energy systems.

From a theoretical perspective, the study results strengthen the argument that the
energy transition should be analysed within a broader resilience paradigm. This means
moving away from a narrow understanding of the transition as a process of technological
modernisation and emissions reduction towards an approach that includes security of
supply, protection of critical infrastructure, continuity of public services, and the ability
of local communities to function under conditions of disruption. In this perspective,
distributed energy systems can play the role of infrastructure supporting the resilience
of the state and territories, but only if their development is linked to security policy, civil
planning, civil protection, and local crisis-management strategies.

The presented results also have practical significance. The model may serve as a basis
for assessing the preparedness of local government units, distribution system operators,
and other entities responsible for energy security to operate in crisis situations. It may
be used to identify gaps in procedures, assess the degree of integration of distributed
energy resources with emergency plans, determine the level of protection of vulnerable
consumers, and design crisis exercise scenarios. In practice, this means the possibility of
moving from general declarations concerning energy resilience to more operational criteria
for its measurement and assessment.

It should be emphasised, however, that the proposed model is conceptual in nature
and requires further empirical validation. A limitation of the study is that the analysis
is based on a literature review and exploratory text analysis, which makes it possible to
identify the structure of the research field but does not yet allow for the direct measure-
ment of the effectiveness of individual crisis-management mechanisms. Further research
should include case studies of local and regional energy systems, analysis of strategic
documents and crisis-management plans, expert interviews, surveys among stakeholders,
and simulations of disruption scenarios. Particularly valuable would be the application
of agent-based modelling, system dynamics, and network analysis, which would make it
possible to examine system behaviour under conditions of cascading failures, cyberattacks,
extreme weather events, or the simultaneous occurrence of several threats.

Future research directions should focus on the operationalisation of the proposed
model components and the development of measurable indicators of the crisis resilience
of distributed energy systems. Of particular importance is determining how to measure
islanding capability, the duration of maintaining critical functions, the effectiveness of
crisis communication, the level of inter-institutional coordination, the availability of reserve
resources, the degree of protection of vulnerable consumers, and the recovery time after a
disruption. Only empirical verification of these indicators will make it possible to assess
the extent to which energy decentralisation genuinely strengthens systemic resilience and
under what conditions it may generate new vulnerabilities.

The conclusions are derived from three reported results: (i) the review identified a
gap between engineering resilience and crisis-management governance; (ii) the IRaMuTeQ
analysis showed that terms such as crisis, emergency, recovery and business continuity
are weaker and more peripheral than microgrid, storage, control and integration; and
(iii) the M_ZK-DES framework operationalised this gap through K0-K3 and Rk indicators.
Consequently, the practical recommendation is limited to using the model as a diagnostic
and scenario-testing tool until it is validated with outage records, crisis exercises and local
case studies.
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7. Conclusions

The conducted analysis confirms that distributed energy systems should be regarded
not only as instruments of energy transition and decarbonisation, but also as an impor-
tant component of modern crisis management and critical infrastructure resilience. The
results of the literature review, semantic analysis, and conceptual modelling indicate that
distributed energy resources, including microgrids, energy storage systems, local renew-
able energy sources, prosumer installations, and demand-side management mechanisms,
may significantly strengthen the capacity of energy systems to operate under conditions
of disruption.

The main contribution of this article is the development of a conceptual model that
links distributed energy systems with the full crisis-management cycle: prevention, pre-
paredness, response, and recovery. The proposed M_ZK-DES model demonstrates that the
crisis resilience of distributed energy systems depends on the interaction of four key com-
ponents: risk and systemic vulnerability, institutional and decision-making preparedness,
technological and operational resilience, and social, informational, and communication
mechanisms. Such an approach makes it possible to analyse the energy system as a socio-
technical arrangement in which infrastructure, institutions, procedures, information flows,
and user behaviour are mutually interdependent.

Short-term work should focus on improving the model specification: (1) validating
the 0-5 institutional scales, (2) calibrating weights with expert elicitation and sensitivity
analysis, (3) replacing hypothetical scenario scores with DSO outage data, and (4) reporting
complete IRaMuTeQ exports. Medium-term work should implement multi-region simula-
tions comparing urban, rural, industrial and cross-border distribution systems. Long-term
work should co-design operational tools with local governments, DSOs, emergency ser-
vices and critical-facility operators, including dashboards for critical-load prioritisation,
islanding readiness, storage autonomy and vulnerable-consumer protection.

The study shows that the mere implementation of distributed energy technologies does
not automatically guarantee an increase in crisis resilience. Their effectiveness depends
on the extent to which they are integrated with crisis-management plans, emergency
procedures, business continuity strategies, critical infrastructure protection systems, and
mechanisms of inter-institutional coordination. Microgrids, energy storage systems, and
local generation sources can support energy security only when they are embedded in
coherent legal, organisational, operational, and communication frameworks.

An important conclusion is that energy resilience should not be reduced to technical
reliability or grid stability. From the perspective of crisis management, resilience also in-
cludes the ability to anticipate threats, absorb disruptions, maintain critical functions, adapt
to changing conditions, reconfigure resources, coordinate actors, communicate effectively,
and recover after a crisis. This means that the resilience of distributed energy systems
has a multidimensional character, combining technological, organisational, institutional,
informational, and social elements.

The analysis also highlights the importance of the local and regional levels. Distributed
energy systems may serve as local crisis resources capable of maintaining power supply
to critical facilities such as hospitals, water treatment plants, crisis-management centres,
emergency services, communication systems, and temporary shelters. However, the use
of this potential requires prior identification of resources, clear allocation of responsibility,
development of emergency procedures, integration with local crisis-management plans,
and regular testing through exercises and simulations.

Future empirical work should also maintain a rolling literature update, especially for
rapidly developing 2023-2025 themes such as resilient DER management systems, grid-
forming microgrids, islanding detection, cyber-resilient DER control, resilience valuation
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and climate-proof distribution planning. Including these streams will prevent the model
from being anchored primarily in 2010-2020 literature and will make subsequent validation
more consistent with the current research frontier.

The findings further indicate the need to recognise prosumers, energy communities,
energy clusters, local governments, and local enterprises as active participants in the
energy security system. In distributed energy models, end users are no longer only passive
consumers but may become actors of local resilience through energy generation, storage,
demand reduction, and participation in local balancing mechanisms. This creates new
opportunities for strengthening crisis preparedness but also requires legal, organisational,
educational, and communication mechanisms that clearly define roles and responsibilities.

The proposed model may have practical application in assessing the preparedness of
local governments, distribution system operators, public administration bodies, and other
stakeholders responsible for energy security. It can be used to identify gaps in emergency
procedures, assess the integration of distributed energy resources with crisis plans, evaluate
the protection of vulnerable consumers, and design crisis exercise scenarios. In this sense,
the model provides a basis for moving from general declarations of energy resilience
towards more operational criteria for its assessment and measurement.

At the same time, the study has several limitations. The analysis is conceptual and is
based primarily on a scoping review of scientific literature and exploratory text analysis.
Although this approach made it possible to identify the main research streams and gaps,
it does not allow for direct empirical verification of the effectiveness of specific crisis-
management mechanisms. In addition, the use of literature indexed mainly in the Web of
Science Core Collection limits the scope of the analysis, as practical documents, operator
reports, crisis-management plans, technical standards, and administrative studies may
contain relevant knowledge that is not fully represented in academic publications.

Future research should therefore focus on the empirical validation and operationalisa-
tion of the proposed model. Particularly important directions include case studies of local
and regional energy systems, analysis of crisis-management plans and strategic documents,
expert interviews, surveys among stakeholders, and simulations of disruption scenarios.
Further studies should also develop measurable indicators of crisis resilience, including
islanding capability, duration of maintaining critical functions, response time, recovery
time, effectiveness of crisis communication, availability of reserve resources, protection of
vulnerable consumers, and the level of inter-institutional coordination.

Further research may also benefit from the use of agent-based modelling, system
dynamics, network analysis, and scenario simulations. These methods would make it
possible to examine how distributed energy systems behave under conditions of cascading
failures, cyberattacks, extreme weather events, infrastructure overloads, communication
disruptions, or the simultaneous occurrence of several threats. Such analyses could help
determine under which conditions energy decentralisation strengthens systemic resilience
and under which conditions it may generate new vulnerabilities.

In conclusion, distributed energy systems should be treated as a strategic instrument
for strengthening energy security, protecting critical infrastructure, and ensuring the conti-
nuity of essential public services under crisis conditions. Their role goes beyond technolog-
ical modernisation and climate policy, extending into the domains of public safety, civil
protection, local resilience, and crisis management. The development of distributed energy
systems may therefore become one of the key elements of modern crisis management, pro-
vided that it is integrated with coherent legal regulations, strategic planning, institutional
coordination, operational procedures, crisis communication, and social participation.
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