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Abstract

This paper makes a contribution to smart-grid cybersecurity by proposing an applica-
tion of our approach, previously published in this journal, to design—from smart-grid
data—transparent, interpretable, and accurate systems for detection and classification of
cyber-attacks, natural-event-related disturbances, and regular operation of the smart grid.
The collection of 15 open-source simulated smart-grid data sets provided by Mississippi
State University, USA, in collaboration with Oak Ridge National Laboratories, USA, is
used in our experiments. To address this problem, we use our knowledge-based data-
mining/machine-learning approach which ultimately generates a set of fuzzy rule-based
classifiers—each with a different trade-off between its accuracy and the interpretability
of its knowledge base (both are the subjects of maximization in a multi-objective opti-
mization process using evolutionary algorithms). The paper also contributes an extensive
cross-validation-based experiment showing that while our approach is not as accurate as
alternative and inherently accuracy-oriented “black boxes,” it surpasses them in terms of
transparency and interpretability of the generated classification decisions, while ensuring
acceptable accuracy of these decisions. Therefore, it can act as a second cybersecurity layer
that uses transparent rules to help SCADA operators instantly verify and explain alerts
triggered by accurate, fast “black-box” detectors. This paper also provides a contribution
to a more general and important area of the automatic and effective selection of input vari-
ables (features) that are essential in a given decision-making problem (such as smart-grid
contingency classification considered in this work).

Keywords: smart-grid cyber-attacks and disturbances; data mining; machine learning;
interpretable and accurate classifiers; fuzzy rule-based classifiers; multi-objective
evolutionary optimization

1. Introduction

The smart grid—often referred to as the next-generation power system [1,2]—employs
communication and information technologies in the process of generation, delivery,
and consumption of electric power. Whereas the components of a traditional power
system are physically isolated, those of the smart grid are interconnected by means of cyber-
information infrastructure that creates a widely distributed and automated cyber-physical
system. Such a system is equipped with new functionalities including real-time control,
grid resilience, operational efficiency, and much better integration of renewable energy
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technologies due to a gradual shift away from fossil fuel-based energy generation. On the
other hand, however, expanding the physical energy infrastructure with a digital network
exposes the smart grid to cyber-attacks, i.e., threats similar to those faced by traditional
computer systems and network faces. Since the electric power grid plays an essential role in
our socio-economic system, various recommendations and guidelines aiming at improving
the cybersecurity of the power system have been provided by different organizations (see,
e.g., [3,4]). However, according to the United States Government Accountability Office,
the existing recommendations and guidelines are still not sufficient for secure implementa-
tion of the smart grid, and further research and development in this area should be carried
out [5]. Accordingly, in this paper, we apply the approach developed by us that is based on
genetically optimized fuzzy rule-based classifiers (FRBCs) to the interpretable and accurate
detection and classification of different types of cyber-attacks (intrusions) and disturbances
in the smart grid. Our approach belongs to the research areas of data mining (DM) and
machine learning (ML)—see further comments later in this section.

Cyber-attacks targeting the smart grid usually exploit vulnerabilities in communi-
cation links and control devices to affect the measurement and control signals as well as
monitoring systems [6-8]. It is essential, however, to distinguish between cyber-attacks
and disturbances related to natural events. Incorrect classification of a cyber-attack as
a disturbance can result in a wrong response with some negative impact on the power
system. On the other hand, wrong classification of a disturbance as a cyber-attack can
lead to wrong response within the communication and information system [9]. Moreover,
various automated event response systems (e.g., wide-area protection systems, system
integrity protection schemes [10,11], etc.) are based on a single classification system that
can identify all types of smart-grid contingencies. Our approach effectively addresses all
these issues.

Synchrophasor measurement systems and audit logs (chronological, tamper-evident
records tracking events like logins, configuration changes, and data access) from multiple
system devices generate huge amounts of data that describe the behavior of the smart
grid including its regular operation, natural-event-related disturbances, and cyber-attacks.
For these reasons, DM and ML techniques are particularly well suited for designing systems
that are able to detect and to distinguish different types of smart-grid operation. It is worth
stressing that there is a considerable gap between DM and ML terms, techniques, and
application areas [12]. The “older” one, i.e., ML, was defined initially by A. L. Samuel in
1959 as a “field of study that gives computers the ability to learn without being explicitly
programmed” [13]. The “younger” one, i.e., DM—introduced in the 1990s—includes
methods that concentrate—through learning from data (i.e., similarly to ML methods)—
on the automatic discovery of helpful and understandable patterns, decision-making
mechanisms, and relationships in the data under consideration. Although various DM/ML
approaches have been deployed in smart-grid research—as we briefly reviewed in the
next section of the paper—their primary limitation lies in their opaque, black-box nature.
By prioritizing accuracy over interpretability, these models fail to explain their decisions
or offer meaningful insights into the underlying mechanisms governing the smart-grid
cyber-attacks and disturbances. In turn, the few interpretable (to some extent) DM /ML
approaches are characterized by poor decision justification semantics, as they treat decision
variables referring to the same physical domains as independent rather than related. This
work addresses that problem by employing our earlier-mentioned modern, knowledge-
based DM /ML approach (i.e., FRBCs with genetically optimized compromises between
accuracy and interpretability—see, e.g., our work [14] for details) for the identification of
different types of smart-grid contingencies.
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The main goal and contribution of this paper is the application of our DM /ML method-
ology to design interpretable and accurate classification systems from the collection of
15 open-source simulated smart-grid data sets describing various types of cyber-attacks,
natural-event-related disturbances, and regular operation of the smart grid. These data
sets are provided by Mississippi State University, USA, in collaboration with Oak Ridge
National Laboratories, USA [15,16].

In our DM /ML methodology, we introduce separate measures of FRBC’s interpretabil-
ity and accuracy using them also as performance metrics and optimization goals in the
process of designing FRBCs from the smart-grid data. The complementary/contradictory
nature of a system'’s interpretability and accuracy fully justifies the use of multi-objective
evolutionary optimization algorithms (MOEOAs) in our approach. In such a way,
the classification-system-design problem becomes the FRBC’s structure- and parameter-
optimization task equivalent to the FRBC’s interpretability-accuracy trade-off optimization
task (related work is reviewed in [17]). Thus, we employ the our generalization of the
well-known MOEOA, i.e., the strength Pareto evolutionary algorithm (SPEA2) [18]; that
generalization—referred to as SPEA3—is characterized by better performance than SPEA2
(see [19,20], which demonstrates the superiority of SPEA3 over SPEA2).

A major algorithmic advancement introduced in this work (compared with our pre-
vious works) is the concept of shared fuzzy sets across groups of input attributes with
uniform physical domains (e.g., a group of attributes representing currents, voltages, and
phase angles measured at different nodes of a smart grid). Typical techniques of fuzzy rule
generation from data treat all attributes independently (by defining different membership
functions and even linguistic labels of the corresponding fuzzy sets), leading to semantic
inconsistency and a massive search space. To address this gap, we incorporate a small
amount of domain-specific knowledge into our previously published decision-making
mechanism by forcing all input attributes representing the same physical entity to share
exactly the same fuzzy sets, regardless of the measurement node. Far from being a simple
heuristic adjustment, this strict domain-driven structural constraint alters the classifier’s
decision logic—the generated rules strictly obey the physical semantics of power systems.

The remainder of this paper is organized as follows. First, we review related work
on DM/ML applications for cyber-attack and disturbance classification in smart grids.
Next, we outline our proposed DM /ML methodology and characterize the 15 smart-grid
data sets used in our experiments. Finally, we present and discuss the main contribu-
tion of this work—the design of accurate and interpretable classification systems for the
smart-grid multi-class data, alongside a comprehensive comparative analysis against
31 alternative methods.

2. Related Works

Various DM /ML methods have been applied to the detection and classification of
smart-grid faults, disturbances, and cyber-attacks. Among the often used approaches
are different types of artificial neural networks (ANNs). Several ANN-based solutions
are applied to smart-grid fault classification. In [21], the current phase is decomposed
using wavelet transforms and fed into a multi-layer perceptron ANN trained by means of
particle swarm optimization for fault classification. The fault classification performance of
a Chebyshev ANN is evaluated on current signals in [22]. Moreover, an ANN integrated
with a wavelet transform technique is applied in [23] to extract power-system fault patterns
using energy variation of fault signals.

As far as power-quality disturbance classification is concerned, decision tree (DT)
classifiers are employed in [24,25], and a support vector machine (SVM) classifier is also
used in [24]. Methods based on k-nearest neighbor (k-NN), probabilistic naive Bayes (NB),
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k-means clustering (k-MC), and Hoeffding tree (HT) algorithms are used in [26,27] for
power-system fault and disturbance classification. However, those methods are designed
to process power-system measurement data only. They do not include any other system
information (e.g., control system log information), which limits their classification precision.

Several DM/ML algorithms, including a perceptron-type ANN, k-NN, SVMs,
and sparse logistic regression (LR) with ensemble learning and feature-level fusion are
employed in [28] for classifying and predicting a common class of smart-grid cyber-attacks,
namely, false data injection (FDI) attacks. The results of experiments carried out in [28]
demonstrate that DM /ML methods outperform traditional state-estimation-based ap-
proaches to FDI-attack detection. State estimation employs the power-system measure-
ments to estimate the system state and compare the difference between the observed
measurements and the estimated ones with a threshold for cyber-attack detection [28].
The application of SVMs, k-NN, and extended nearest neighbor (ENN) methods for de-
tecting both direct and stealth FDI attacks in smart-grid systems is presented in [29].
A DT-based anomaly detection methodology using power-system measurements to distin-
guish the normal tripping coming from power line faults and malicious tripping attacks on
physical relays is proposed in [30]. An adaptive-boosting (AdaBoost) meta-algorithm using
the random forest (RF) as the base classifier operating on power-system measurement data
is considered in [31] for detecting power-system disturbances and cyber-attacks. In turn,
RF supported by an improved grid search (IGS) algorithm, i.e., the RF+IGS approach is
proposed in [32] for power-system intrusion detection. Gradient boosting DT (GBDT) and
extreme gradient boosting (XGBoost) approaches are applied in [33] to build a smart-grid
cyber-attack detection model. A number of DM /ML methods—including RF, SVM, rule
induction techniques, such as OneR, NNge, and JRipper, as well as probabilistic naive
Bayes (NB) method and earlier-mentioned AdaBoost meta-algorithm—are used in [16] to
discriminate power-system disturbances and cyber-attacks.

In recent literature, eXplainable AI (XAI) tools are becoming prominent, such as the
SHAP (SHapley Additive exPlanations, e.g., [34-36]) framework or the LIME (decision
tree-based Local Interpretable Model agnostic Explanations, e.g., [37]) framework. Both
frameworks attempt to explain the predictions of ML models. SHAP uses cooperative game
theory to assign a numerical contribution score (“Shapley value”) to every feature, revealing
precisely how much a given feature influenced the model’s output. LIME creates plausible
explanations that capture nonlinear interactions between data features, resulting in more
reliable interpretability, fidelity, and efficiency. Although SHAP and LIME provide excellent
local explanations for complex “black-box” models, they inherently rely on the underlying
model’s correctness. If a deep neural network suffers from adversarial manipulation or
fails to detect a stealthy FDIA, the frameworks will merely explain a flawed decision. Our
approach focuses on an intrinsically interpretable architecture where the decision logic is
fully transparent from the beginning, minimizing operational risks. Second, traditional
symbolic rule learners (e.g., JRip, OneR) and decision trees generate understandable rules,
but they rely on “crisp” (rigid) thresholds (e.g., IF Current > 150 A). Smart-grid telemetry
is continuous, highly dynamic, and prone to measurement noise. Rigid thresholds often
lead to high false-positive rates or overly sensitive classifiers. Our proposed framework
utilizes fuzzy logic, which allows for smooth linguistic transitions (e.g., “low”, “medium”,
“high”) that match human engineering reasoning and accommodate grid volatility far better
than standard crisp rule learners. Furthermore, decision trees and random forests typically
generate many rules (even hundreds of rules) that, taken as a whole, are very difficult
to interpret.

Compared with the relatively large number of supervised-learning-based DM /ML
methods, a small number of semi-supervised anomaly detection approaches are used for
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smart-grid cyber-attack detection. One-class SVM (OCSVM) in [38] as well as OCSVM com-
bined with k-means recursive clustering (k-MRC) in [39] are employed to detect malicious
attacks in the supervisory control and data acquisition (SCADA) systems. Several semi-
supervised anomaly detection algorithms combined with deep representation learning
are used in [40] for detecting cyber-attacks in smart grids. Broad reviews of cybersecurity
problems in the smart grid can be found in [41-44].

To the best of our knowledge, the existing studies on the smart-grid cyber-attack and
disturbance detection and classification present approaches oriented only toward accuracy.
Even studies applying rule-based methods (mainly decision trees and random forests)
do not provide any insight into, interpretation, and explanation of internal mechanisms
underlying the cyber-attacks and disturbances in smart grids. Our work is an attempt to
fill this knowledge gap.

3. The Proposed Methodology—An Outline

Our methodology is a knowledge-based DM /ML approach having its roots in a
modern branch of artificial intelligence—referred to as computational intelligence—and
covering “the theory, design, application and development of biologically and linguisti-
cally motivated computational paradigms” [45]. Our methodology employs MOEOAs
to generate FRBCs from data. Such FRBCs enable both accurate and interpretable iden-
tification and classification of all types of smart-grid contingencies. Details, discussions,
and selected applications of our methodology can be found in several works we authored,
e.g., [14]. This section the outlines basic components of the proposed approach, i.e., FRBC’s
input-output format, learning data, FRBC’s knowledge base, and FRBC’s MOEOA-related
optimization objectives.

FRBC’s input—output format: A system (FRBC) with n input variables x1,x3, ..., Xy,
x; € Xj,and i = 1,2,...,n, and an output variable expressed as a fuzzy set over the
setY = {y1,¥2,...,yc} of ¢ class labels is considered. The input variables include both
numerical and categorical data. A given input variable x; € X;, i € {1,2,...,n} repre-
senting numerical data is characterized by a; fuzzy sets Ay, € F(X;), ki = 1,2,...,a;.
F(X;) and F(Y) denote families of all fuzzy sets defined in the universes of discourse X;,
i=1,2,...,nand Y, respectively. An S-type fuzzy set (associated with the linguistic value
“Small”) is represented by A;;. An L-type fuzzy set (associated with the linguistic value
“Large”) is represented by A;,,. M-type fuzzy sets (associated with the linguistic values
“Medium 17, “Medium 2”, ..., “Medium a; — 2”) are represented by Aj, Aj3, ..., Ajq 1, re-
spectively. For simplicity, A;;s also denote the appropriate linguistic values. Membership
functions with trapezoidal shapes will be assigned to fuzzy sets Aj, in the experimen-
tal part of this work. In turn, a given input variable x; € X; = {x;1,xp, .. .,xm’.}, or
i € {1,2,...,n}, representing categorical data, is characterized by a; fuzzy singletons
Ay, = A ﬂi:"gl') € F(X;), ki =1,2,...,a; defined for particular linguistic values x;, of x; as

1, forx; = xj.,
follows: M ingl) (x;) = i ik;
o

1.

0, elsewhere
Learning data: The design process of our FRBC—using the genetic learning and

1

MOEOA-based optimization—is based on the learning data set L containing K input-
output data records:

rm m K
L= {x,(f ),y,(f )}kzl’ 1)

where x,(clm) and y](clm) are the FRBC’s input data vector and the corresponding class

label (desired FRBC'’s output response), respectively, for the k-th learning data sam-

ple, k=1,2,...,K. x,(clm) = (x%{m),x;:"),.. x(lm)) €X =X, xXpX...xX,, where x

* ik
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denotes the Cartesian product of ordinary sets. In turn, y,(fm)

€ Y, where Y is the previously
defined set of c class labels.

FRBC'’s knowledge base consists of R linguistic fuzzy classification rules mined from the
learning data set L (1). The number R of fuzzy rules and their forms (including the number
of input variables selected and the shapes of fuzzy sets) evolve during the FRBC’s genetic
learning combined with MOEOA-based optimization. The evolving r-thrule,» =1,2,...,R

can be expressed in a general form:

IFf [x1] AND f . [xz] AND...AND f () [x;] THEN y is B(smgl) 2
where ;
.
[xz 1S Al Sw(r)]/ for Swl > O,
foplil = | [iisnot A, o) for sw”) <0, o
oo

x; is removed from the r-th rule, for sw
sw) € {0,41,+2,..., +a;},i =1,2,...,n

(r)

By means of sw; '-parameters in (2) and (3), MOEOA can include/remove the i-

th input variable x; into/from the r-th rule. Bj(smgl) € F(Y) in (2) is a fuzzy singleton
representing the class label y i) in the r-th fuzzy rule (2). Its membership function is

1, fory=vy,,
defined as follows: y_(sing1) (V) = Y=Y
B 0, elsewhere

FRBC’s MOEOA—;ZeZated optimization objectives: In our MOEOA-based approach, FRBC’s
accuracy and interpretability measures are separate optimization objectives and perfor-
mance indices. The FRBC'’s accuracy measure is expressed in the following form (that
measure is subject to maximization):

Quée =% Z 3 y™) @
and (1)
1, for "

) /, (Irn) — ’ yk Y ’ 5

(v Yk ) 0, elsewhere, ©)

where y; is the class label generated—as a non-fuzzy, actual response of the system (2)—for

(Irn) (Irn)

the learning data sample x; . In turn, y,  in (4) and (5) is the desired response of the

system (2) (class label) for that sample taken from L (1); Qgrgc € [0,1]. In an analogous

way, the accuracy measure Q ACC . for the test data has also been defined.

We use the term “FRBC’s interpretability” in a more general sense that includes both
the FRBC’s semantic aspects and FRBC’s complexity. The FRBC’s complexity-related
interpretability measure is defined as follows (this measure—similarly to the accuracy
measure—is also subject to maximization):

Qint =1 - Qcprx, (6)
where
_ Qcrrx R+ Qcprrx_a + QcpLx_F
Qcrrx 3 , ()
and
Ny _
Qcprx R = % L1 =1 Qcprx a = nn 7+ QcpPLx_F = #ail,l, n>1. (8)
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The measure Qcprx (7) ranges from 0 to 1, representing minimal and maximal com-
plexities, respectively. The proposed complexity measure is an average of three sub-indices.
The first one (Qcprx r € [0,1] (8)) expresses the complexity in relation to the average
length of rules (0 and 1 mean that each rule has only one or all input variables, respectively).
The second and third ones express the complexity in relation to the number of active
system’s inputs (Qcprx a € [0,1] (8)) and active system’s fuzzy sets (Qcprx r € [0,1] (8))
(0 and 1 mean that the system has only one or all active inputs/fuzzy sets, respectively).
ng) in (8) is the length of the r-th rule (the number of its active input variables). n4 and nr
in (8) are the numbers of active inputs and active fuzzy sets (linguistic terms), respectively,
in the whole system.

As far as the FRBC’s semantics-related interpretability is concerned, it can be
shown [46] that a special type of fuzzy partitions—referred to as strong fuzzy partitions
(SFPs)—imposed upon the domains of all numerical input variables satisfies the desired
requirements regarding that type of interpretability. SFPs are fuzzy partitions such that
the sum of the values of all membership functions for any domain value is equal to 1. We
introduced—as optimization constraints—the SFPs for all numerical input variables in
our approach.

FRBC’s accuracy measure Qg?g (4) and interpretability measure QnT (6) are pro-
cessed using SPEA3—our multi-objective evolutionary algorithm previously developed
and validated in [19,20]. SPEA3 modifies SPEA2 by substituting its environmental selection
mechanism with a novel approach. This mechanism enhances the performance of SPEA3
by generating non-dominated solution sets with higher accuracy, wider spread, and a more
uniform distribution in the objective space. Since the primary objective of this paper is to
address smart-grid cybersecurity using interpretable models rather than proposing a new
optimization algorithm, a detailed fundamental breakdown of SPEA3 is omitted here to
preserve the thematic focus of the text. Instead, this study highlights how this established
optimizer is structurally constrained by design using domain-specific shared fuzzy sets.

4. Smart-Grid Data Sets Used in the Reported Experiments

The collection of smart-grid data sets is provided—as already mentioned in the In-
troduction of the paper—by Mississippi State University, USA, in collaboration with Oak
Ridge National Laboratories, USA [15,16]. This collection includes 15 data sets, each of
which contains approximately 5000 data records (see Table 1 for detailed numbers of data
records in particular sets). In this paper, these data sets are referred to as Data_1 through
Data_15. The data distribution in particular data sets is relatively uniform for particular sim-
ulated operational scenarios of the smart-grid system. Altogether, 37 operational scenarios
are considered and can be grouped into three categories:

(1) Natural-event-related disturbances (8 scenarios), including the following:

(@) Short-circuit faults, i.e., single line-to-ground faults that can occur in various
locations along the line (the location is indicated by the percentage range).

(b) Line maintenance, i.e., opening one or more breakers (using the remote relay trip
command) to perform maintenance on certain parts of the smart grid.

(2) Cyber-attacks (28 scenarios), including the following:

(a) Datainjection, i.e., changing the values of measurements coming from the phasor
measurement unit (PMU) so as to mimic a valid fault causing the breakers to be
switched off.

(b) Remote tripping command injection, i.e., sending commands to relays that cause
the breakers to open.
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(c) Relay setting change, i.e., changing the settings to disable the relay operation in
such a way that relays will not trip for a valid fault or a valid command.

(3) Regular operation, i.e., no event (1 scenario).

Table 2 presents a summary of all 37 operational scenarios addressed in the considered
15 smart-grid data sets as well as the numbering of particular scenarios used in those data
sets. Details of particular scenarios are presented in [15].

Table 1. Numbers of records in particular multi-class data sets.

Data Set Number of Records Data Set Number of Records
Data_1 4966 Data_9 5340

Data_2 5069 Data_10 5569

Data_3 5415 Data_11 5251

Data_4 5202 Data_12 5224

Data_5 5161 Data_13 5271

Data_6 4967 Data_14 5115

Data_7 5236 Data_15 5276

Data_8 5315 Total 78,377

Table 2. Summary of operational scenarios and related events.

Event Type Event Description Scenarios Nos.
Natural *! Short-circuit faults 1-6

Natural *! Line maintenance 13,14
Cyber-attack Data injection 7-12
Cyber-attack Remote tripping command injection  15-20
Cyber-attack Relay setting change 21-30, 35-40
Regular No event 41

*1 Natural stands for natural-event-related disturbances.

Each data record in particular data sets is described by 128 input variables (features)
including 116 variables coming from the PMU-based measurement system and 12—from
the log information of the control room. There are four PMUs in the system. Each of them is
integrated with the corresponding relay R1, R2, R3, or R4. Each PMU measures 29 variables.
Thus, in total, 116 variables are obtained from four PMUs/Ri, i = 1, 2, 3, 4. The remaining
12 input variables come from the corresponding four control panel log alerts, four relay
status data, and four Snort-system alerts. Altogether, 128 input variables are collected in
Table 3. In the column “Attribute name: original” of Table 3, the original (i.e., coming
from the sources [15,16]) variable names are included. In turn, in the column “Attribute
name: ours” of that table, shorter and (in our opinion) clearer names of those variables are
presented. They will be used from now on in this work.

The cyber-attack, disturbance, and regular operation classification experiment will be
performed in this paper using two different classification schemes, namely

(a) A binary scheme in which the 37 scenarios are grouped into two classes: cyber-attack
events (28 events) and the remaining ones (9 events)—see Table 4.

(b) A three-class scheme in which the 37 scenarios are grouped into three classes: cyber-
attack events (28 events), natural-event-related disturbances (8 events), and regular
operation (1 event)—see Table 4.
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Table 3. Names, types, anddescriptions of input variables (features) used in data sets Data_1 through

Data_15.
No. Attribute Name Attribute Type * Attribute Description
Original Ours
Input variables for the relay Ry:
R1-PA1:VH Rqy: Vp, num. voltage phase angle
2.  RI-PM1:V Ry: Vi, 4, num. voltage magnitude of phase A
3.  R1-PA2:VH Rq: Vi num. voltage phase angle
4. R1-PM2:V Ry: qu; num. voltage magnitude of phase B
5. R1-PA3:VH Rq: Vp. num. voltage phase angle
6. R1-PM3:V Ry: Vic num. voltage magnitude of phase C
7. R1-PA4:IH Rqi:Ip, num. current phase angle
8. R1-PM4I Ry: Ii 4 hum. current magnitude of phase A
9. R1-PA5IH Ry: Ipy num. current phase angle f ohase B
10. R1-PM5:1 Rq: Iy num. current magnitude ot phase
11. R1-PA6:IH Rq: Ipe num. current phase angle f ohase C
12. R1-PMeéI Rq: Iy num. current magnitude [ ©' P1ase
13. R1-PA7:VH Ri: Vi, num. voltage phase angle | of the positive
14. R1-PM7:V Rqy: Vi, num. voltage magnitude [ sequence component
15. R1-PA8:VH Rq: Vp, num. voltage phase angle | of the negative
16. R1-PM8:V Rq: Vi, num. voltage magnitude (sequence component
17. R1-PA9:VH Rq: Vi, num. voltage phase angle | of the zero
18. R1-PM9:V Ry: Vi, num. voltage magnitude (sequence component
19. R1-PA10:IH Ri: Iy, num. current phase angle | of the positive
20. R1-PM10: Ry: Iy, num. current magnitude [sequence component
21. R1-PA11:IH Ry: Ip, num. current phase angle | of the negative
22. R1-PM11:1 Rq: Iy, num. current magnitude [sequence component
23. R1-PA12:IH Rq: Ipy, num. current phase angle | of the zero
24. R1-PM12:1 Rq: Iy, num. current magnitude [sequence component
25. RIL:F Ri: f num. frequency seen by the relay
26. R1:DF Ry: ‘fo: num. the derivative of Ry: f (frequency delta)
27. R1-PA:Z Ry: Zy num. apparent impedance seen by the relay
28. R1-PA:ZH Ri:Zp num. apparent imped. angle seen by the relay
29. R1:S Ry: S cat status flag for the relay
Input variables for the relay R»:
30. R2-PA1:VH Ro: Vp, num. voltage phase angle f ohase A
31. R2-PM1:V Ry: Vi, num. voltage magnitude [ ©'Phase

3. the remaining variables for the relay R, are analogous to the

58 variables Nos. 3-29 for the relay R;
Inpuf variables for the relay Rj:

59. R3-PA1:VH R3: Vp, num. voltage phase angle f ohase A
60. R3-PM1:V R3: Vi, num. voltage magnitude [ ©' P1ase
61.

the remaining variables for the relay Rj are analogous to the
87 variables Nos. 3-29 for the relay R;

Input variables for the relay Ry:

88. R4-PA1:VH Ry: Vp, num. voltage phase angle
89. R4-PMLV Ry: Vi, num. voltage magnitude of phase A
90.

the remaining variables for the relay R4 are analogous to the
116 variables Nos. 3-29 for the relay Ry

117. control_panel_logl cat.

118. control_panel_log2 cat.

119. control_panel_log3 cat.

120. control_panel_log4 cat.

121. relayl_log cat.

122. relay?2_log cat. three different log types for the relays Ry,
123. relay3_log cat. Ry, R3, and Ry
124. relay4_log cat.

125. snort_logl cat.

126. snort_log2 cat.

127. snort_log3 cat.

128. snort_log4 cat.

*1 num. and cat. stand for numerical and categorical input variables, respectively.
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Table 4. Binary and three-class classification schemes.
Binary scheme: Cyber-attack events Natural and regular events
Scenarios Nos.: 271__1?%6/13?5__226 1-6,13, 14, 41
Three-class scheme: Cyber-attack events Natural events Regular event
Scenarios Nos.: 271__1326,1;5__226 1-6,13, 14 41

5. Experiments, Comparative Analysis, and Discussion
In this section, we present the following:

(a) A summary of the results of 30 experiments demonstrating the application of our
knowledge-based DM /ML methodology to designing accurate and interpretable
smart-grid cyber-attack and disturbance detection and classification systems. The
30 experiments include binary and three-class classification schemes applied to each
of the considered 15 data sets (Data_1 through Data_15).

(b) A cross-validation-based evaluation of our solutions (also for the purpose of com-
parative analysis, the k-fold cross-validation with k = 10 will be considered). To
ensure consistency across all cross-validation runs, we used the same algorithm set-
tings for every single run: population size of 200 individuals, crossover and mutation
probabilities of 0.8 and 0.1, respectively, archive size of 10 individuals, the maximum
number of 10,000 generations (stop condition). The parameter ranges for the mem-
bership functions are bounded by the data sets limits as follows: voltage magnitude
from 0 to 160 kV, current magnitude from 0 to 2 kA, voltage and current angles from
—180° to 180°, frequency from 55 to 65 Hz, the derivative of frequency from —5.5 to
5.5 Hz, apparent impedance from 0 to 1 k(), and apparent impedance angle from —7
to 7 radians.

(¢) A broad cross-validation-based comparative analysis with 31 available alternative
methods for binary classification scheme and 7 available alternative methods for
three-class classification scheme. We start with the binary scheme because it is most
frequently considered in alternative works.

Before we present the cross-validation experiments, we would like to show some
details of the functioning of our methodology, i.e., designing FRBCs from data using the
Data_1 data set. Therefore, the results of the genetic learning and optimization process,
which employs the SPEA3 MOEOA to processing of a single learning-test Data_1 split
(with 9:1 ratio) will be presented and briefly discussed. Figure 1a presents a set of solutions
that forms the best available approximation—generated by our SPEA3 method for the
considered Data_1 set—to the optimal Pareto-front solutions. Numerical details related
to the accuracy and interpretability of particular solutions from Figure 1a are collected in
Figure 1b, in which ACC") and ACC(**") are the percentages of correct decisions in the
learning and test sets, respectively, and 1 4y is the average number of input variables per
rule (the remaining parameters have been defined earlier in Section 3 of the paper).

The solutions from Figure 1la illustrate the spectrum of the optimized accuracy-
interpretability compromise. This boundary ranges from Solution No. 1, which prioritizes
interpretability to Solution No. 10, which maximizes classification accuracy. Users can thus
choose an individual FRBC that best satisfies their specific operational requirements.

A prominent candidate among these alternatives is the solution offering the best bal-
ance: it delivers the highest generalization capability on test data while ensuring a compact,
transparent rule base. As shown in Figure 1, Solution No. 8 exemplifies such a trade-off.
The model comprises merely 5 fuzzy rules (R = 5) utilizing a subset of 21 (114 = 21) highly
relevant input variables, automatically filtered from the initial 128 variables. This yields
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a low average of 6.4 variables per rule (n4r = 6.4), thereby substantially improving the
overall interpretability of the system.

() (b)

0.3 e < Solution No. 1 N Objective function Accuracy Interpretability
° complements measures measures
° 1—-Qint 1_Q(/{glc) AcclUm) pAccst) R N4 NE AR
o ° . = QcprLx
0215 ° Solution No. 8
=5 5 e 1. 0009 0277  723% 721% 2 2 1 1
=3 8 ¢ ° 2 0020 0251 749% 733% 3 3 3 13
. 3 SoltionNe_ 1o 3 008 0227 772% 745% 3 5 5 2
S0 10n NO.
0.1 .2 " 4. 0052 0212 787% 759% 3 8 7 33
2 5. 0064 0195  805% 77.7% 4 10 9 32
o N 6. 0082 0181  819% 79.6% 5 14 11 36
0 the highest interpretability 7. 0.101 0.168  83.1% 803% 517 13 5
0 005 0.1 015 02 8 0129 0162  837% 817% 5 21 14 64
1- Q7 = OcPLx 9. 0160 0158  842% 815% 6 30 19 6.8
10. 0194 0154  845% 814% 7 36 24 7.1

QinT—see (6), Qcprx—see (7), Qgrcnc)—see (4), and the following

comments; ACC!"™) and ACCs") —percentages of correct
decisions in the learning and test sets, respectively; R—number
of rules in the rule base; n 4—number of active input variables;
np—number of active fuzzy sets; 1 4g—average number of input
variables per rule.

Figure 1. (a) The best available approximation of Pareto front generated by our SPEA3 method,
(b) measures of accuracy and interpretability of solutions from (a) (binary classification scheme); the
selected solution is marked in bold.

Table 5 presents fuzzy rule bases of selected solutions (FRBCs) from Figure 1; the
solutions (FRBCs) Nos. 1, 2, 3, 4, and 8 are included. Fuzzy sets which represent numerical
input variables occurring in fuzzy rules are also presented in Table 5. In our experiments,
each numerical input variable is represented by 9 fuzzy sets, i.e., an S-type fuzzy set (corre-
sponding to linguistic term “Small”), 7 M-type fuzzy sets Mj, My, ..., My (corresponding
to linguistic terms “Medium1” through “Medium?7”), and L-type fuzzy set (corresponding to
linguistic term “Large”). Psychological research (see [46] and particularly [47]) indicates
that humans can process at most 7 £ 2 conceptual entities simultaneously. Consequently,
the number of conditions in a rule antecedent should not exceed this limit [47]. Extending
this principle to fuzzy logic, we define the maximum upper bound of 7 + 2 = 9 linguistic
terms (fuzzy sets) for each numerical input variable. In the process of genetic learning, our
approach adjusts the shapes of membership functions of particular fuzzy sets and selects
the most appropriate fuzzy sets for particular fuzzy rules as shown in Table 5.

Our approach strictly enforces domain-specific shared fuzzy sets. All numerical vari-
ables representing, e.g., voltage (such as Rz : Vj,;, or Ry : V};,) are bound to exactly the
same uniform base of 9 trapezoidal/triangular membership functions representing the
physical semantics of voltage. Consequently, the linguistic label “M6 Voltage” has a single,
invariant, and universally understood physical meaning across all voltage sensors in the en-
tire smart grid topology. An expert or SCADA operator instantly knows what “M6 Voltage”
represents without looking up a variable-specific table. Similarly, all remaining current-,
phase-angle-, frequency-related attributes share independent, uniform physical-variable-
specific fuzzy partitions. Moreover, that structural constraint intentionally prevents the
evolutionary algorithm (SPEA3) from tailoring chaotic, sensor-specific fuzzy sets to overfit
the learning data. Although it introduces a minor constraint on raw data-driven flexibility,
it guarantees semantic consistency across uniform physical domains.
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Table 5. Fuzzy rule bases of solutions (FRBCs) Nos. 1, 2, 3, 4, and 8 from Figure 1 (binary classification
system); the knowledge base rule/attribute growth is marked in red.

No. Fuzzy Classification Rules
Solution No. 1 (ACC(s!) = 72.1%):

1. IF  Rjs: Vg is L THEN Attack

2. IF  Ry: Vj, is L THEN Natural

Solution No. 2 (ACC(s) = 73.3%):
1-2.  These rules are the same as rules 1 and 2 from Solution No. 1.

3. IF  Rs: Vp, isnot S AND Ry: Vj,, is Mg THEN Natural

Solution No. 3 (ACC(s) = 74.5%):

1. This rule is the same as rule 1 from Solution No. 1.

2. IF Ry Ly, isnot My AND Ry: Vy, is L THEN Natural

3. IF  Rs: Vy, isnot S AND Ry: Vi, is Mg AND Ry: Vi, is not My THEN Natural

Solution No. 4 (ACC(s!) = 75.9%):

1. IF  Rs: Vypis L AND Ry: Vi, is not S THEN Attack

2 IF Rq: Vye is Mg AND Rp: Vi, is not M7 AND Rp: Iy, is M; AND Rj: Vi, is not My THEN
’ Natural

3 IF Ra: Vg isnot L AND Rj3: Vi, isnot S AND Ry: Vi, is Mg AND Ry: Vi, is not My THEN
) Natural

Solution No. 8 (ACC(s!) = 81.7%):
1. IF  Rp: Ly, isnot My AND R3: Vj,, is L AND Ry: Vp, is not S THEN Attack
Rq: Vye is My AND Ry: Iy, isnot My AND Rj: Vi, is not M7 AND Ry: Iy, is My AND Ry: Iy,

2. IF isnot M3 AND Rj: Iy, is not My AND R3: V, is not M; THEN Natural
Ryq: Vg isnot Ms AND Rg: Iy, is not Ms AND Rp: Vi is not M AND Ry: V. isnot L AND
3 IF Ry: Iy, is not Mg AND Ry: Iy, is not Mg AND Rj3: Vi, isnot S AND R3: Iy, is not Ms AND
: Rs: Vy, isnot M3 AND Ry: Vi, is Mg AND Ry: Vi, is not My AND Ry: I, isnot S AND
Ry: Iy is not M, THEN Natural
4 IF Rq: Vi, isnot L AND Rjy: Vi is not L AND Ry: Iy, is not M3 AND Ry: Iy, is My AND Ro: Iy,

is not Mg AND R3: Ip, is not M3 THEN Natural
IF  Ry: Ip. is My AND Ry: Iy, is S AND Rj: Vi is My THEN Natural

1_____

/

My Mz My M5£\/[6M L
__\l_'\ ~ A /" - - -

y \ vy,

ooy

I \ I\
AR

\ \ !
0 1/ ‘ |

0 40,000 80,000 120,000 160,000
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(e}
i

S My My M; My Ms Mg M7 L
rT T T T T

/ \y
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=
(V)]
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S My M M3 My L

M5 Me Jyh

0.5

Membership
functions

0 ‘
-180 -120 —60 0 60 120 180
Voltage / current phase angle (V/1¢ 4 /p /> and Vg1 /2)

An examination of Table 5 uncovers a noteworthy structural pattern. It is apparent
that the rule base corresponding to Solution No. 2 inherits the two-rule framework of
Solution No. 1, augmented by a new rule No. 3 (indicated in red font). Next, the rule base
of Solution No. 3 retains the first rule from Solution No. 1, while extending the second
and third rules of Solution No. 2 with additional conditions (marked in red font). In turn,
Solution No. 4 builds upon these by extending the first rule of Solution No. 1, introducing a
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new rule No. 2, and further expanding the third rule of Solution No. 3. Therefore, to achieve
superior accuracy, the proposed algorithm systematically expands previously discovered
fuzzy classification rules or integrates new rule structures. Through this incremental
refinement, our methodology delivers a more granular and precise representation of the
classification domain. It is worth emphasizing that such evolutionary behavior underscores
the inherent stability and consistency of our framework.

A further, closer inspection of the Pareto-optimal solutions also reveals that as the
framework approaches maximum predictive accuracy (e.g., Solution No. 8), the length of
individual rules increases, sometimes exceeding ten antecedent conditions and introducing
negated fuzzy sets. From a cognitive ergonomics perspective, such complex rules challenge
immediate human comprehension. In practical power systems engineering, these lengthy
rules should be categorized differently from compact ones. Short rules (3-5 antecedents)
are suited for real-time operator alerts in SCADA interfaces, whereas hyper-complex rules
are operationally useful for post-event forensics, automated anomaly logging, or formal
firmware auditing, where precision is paramount and the logic is processed offline by
engineers rather than during active real-time containment windows.

An essential part of this section is the evaluation of the performance of the proposed
approach based on the k-fold cross-validation experiment with k = 10, i.e., with 9:1 learning-
test data split. The selected value ,k = 10, is the same as in [16], which presents alternative
solutions used in comparative analysis reported later in this section. A single, partial
learning experiment for the Data_1 data set begins with the generation of the best available
Pareto-front approximation as shown above (see Figure 1 and Table 5). Next, a single
solution characterized first by the highest accuracy in the test data and second by the
highest interpretability is selected from the front approximation (it is Solution No. 8 in
Figure 1 and Table 5). In turn, the results of all k = 10 partial experiments are averaged. Such
an experiment is then repeated 10 times for different initializations of our method and the
results are averaged. This ends the experiment for Data_1 data set. Analogous experiments
are carried out independently for data sets Data_2 through Data_15. The final results—
averaged over all 15 data sets—are shown in the first row of Table 6, which also presents
the averaged results of as many as 31 alternative methods applied to the considered data
sets in [16,32-34,36,40]. For comparison purposes, the same accuracy metrics as in those
references are considered. They include

_ TP _ TP _ ~ PPV-TPR __ 2.TP
TPR = 1p7ry, PPV = 7pipp, and Fi = 2ppyrpr = 2TP1EPTEN- ©)

where TPR, PPV, and F; denote true positive rate (or sensitivity), positive predictive
value (or precision), and F; score (the harmonic mean of precision and sensitivity), respec-
tively. In turn, TP, FP, and FN in (9) denote true positive (i.e., the cyber-attack instances
correctly classified), false positive (the natural/regular instances incorrectly classified as
cyber-attacks), and false negative (i.e., the cyber-attack instances incorrectly classified as
natural/regular behavior), respectively.

The following alternative approaches are considered in the comparative analysis
of Table 6:

(i) Random Forest (RF), Support Vector Machine (SVM), One-Rule algorithm (OneR),
Nearest Neighbor with generalization (NNge), Incremental Reduced Error Pruning
algorithm (JRipper), Naive Bayes (NB), and Adaptive-Boosting meta-algorithm (Ad-
aBoost; AB) used to improve the performance of JRipper (AB+JRipper)—see [16].

(i) One-Class SVM (OCSVM), Histogram-Based Outlier Score (HBOS), Local Outlier
Factor (LOF), Clustering-Based LOF (CBLOF), Angle-Based Outlier Detector (ABOD),
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k-Nearest Neighbor Outlier Detector (k-NNOD), Feature Bagging ensemble (FB),
and Isolation Forest ensemble (iF)—see [40].

(iii) SVM, NB, Decision Tree (DT), and RF supported by Improved Grid Search algorithm
(RF+IGS)—see [32].

(iv) eXtreme Gradient Boosting approach (XGBoost), k-Nearest Neighbor (k-NN), DT,
Artificial Neural Network (ANN), Logistic Regression (LR), Gradient Boosting DT
(GBDT), and AdaBoost (AB)—see [33].

(v) Extra Trees classifier (ET) supported by feature selection techniques: RF, Recursive
Feature Elimination (RFE), and Mutual Information (MI)—see [34].

(vi) A Deep-Stacked Ensemble (DSE), DT, RF and k-NN classifiers supported by a
metaheuristic-based Grey Wolf Optimization (GWO) algorithm as a feature selec-
tion technique—see [36].

A significant majority of alternative approaches in Table 6 comprise non-transparent,
non-interpretable, and black-box-type methods; all alternative approaches (except for the
recent eight XAl/SHAP-assisted ones of [34,36]) concentrate mainly on the accuracy of the
considered classification systems. Therefore, they are favored over our approach, which
optimizes the compromise between the classifier’s accuracy and interpretability, taking
into account the strong constraints (oriented toward preserving the semantic consistency of
the model) imposed by introducing common fuzzy sets for individual energy features (see
Table 5) and strong fuzzy partitioning. This necessarily entailed a decrease in classification
accuracy compared to unconstrained methods. Nevertheless, our approach generates
interpretable classification decisions (i.e., using, on average, 6.6 fuzzy rules with 4.4 input
variables per rule). In summary, the proposed approach intentionally sacrifices raw data-
set-specific predictive performance to enforce such strict semantic constraints. While
unconstrained black-box models or over-parameterized trees report accuracies between 96%
and 99% by exploiting localized telemetry noise, they yield completely opaque structures
or suffer from rule explosion. In a practical smart-grid deployment, our model’s accuracy
degradation may be acceptable, provided we assume the model will not replace black
boxes as a standalone defense against attacks. It is rather intended as an additional layer
of verification within a multi-layered defense architecture: the high-throughput black
box handles basic filtering, while our transparent “IF-THEN" rules provide the real-time
physical root cause analysis required by SCADA operators for incident containment.

Analogous experiments have also been carried out for the three-class classification
scheme defined in Table 4. In Table 7, we present the final results of our approach and a
comparison with alternative methods; the results of only 7 such methods are available—
see [16]. As with the binary scheme, our approach generates both interpretable classification
decisions (6.8 fuzzy rules with 3.9 input variables on average) and is also characterized by ac-
ceptable accuracy. Although the formulations in (9) represent standard binary classification
metrics, the smart-grid classification problem evaluated in Table 7 involves three opera-
tional classes. To aggregate these metrics across the multi-class domain, a macro-averaging
protocol was strictly implemented. Under this protocol, the TPR, PPV, and F1-score are
computed independently for each individual class (treating each class as a one-vs-all binary
sub-problem) and subsequently averaged. This ensures that the performance evaluation
remains unskewed by class imbalances and treats the detection of rare cyber-physical
anomalies with equal weight to the identification of normal operating states.

In conclusion, the proposed approach generates compact sets containing a few simple
and easily comprehensible linguistic fuzzy rules that provide detailed insights into mecha-
nisms allowing us to distinguish (i) between cyber-attacks and natural/regular events in
smart grids (binary classification scheme) and (ii) between cyber-attacks, natural events,
and regular events in smart grids (three-class classification scheme). It must also be ex-
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plicitly noted that the comparative data compiled in Table 6 are sourced directly from the
respective peer-reviewed publications of the 31 competing methods. Consequently, this
overview combines results obtained under heterogeneous experimental protocols (ranging
from 1:1 to 9:1 learn-to-test splits and varying cross-validation schemes). Although this
direct cross-literature mapping introduces certain procedural variances, the approach was
intentionally chosen to eliminate the so-called “experimenter’s bias”—wherein a proposed
framework is inadvertently favored over poorly tuned, internally replicated baselines.
Therefore, Table 6 should be interpreted as a broader comparative review of the reported
smart-grid cybersecurity landscape rather than a perfectly controlled laboratory bench-
mark.

Table 6. Results of our approach and comparison with alternative methods (binary classification

system).
Source Method Le%le];tto Number  Average Accuracy Measures for Learning and Test Dat(;:siets ﬁ/erage Inierpretabllity Measufes
Ratio of Runs  ACC(m)  ACCUsH  TPR(Us)  PPV(st) F R fia fiF AR
This paper Our 9:1 10 80.9% 80.1% 76.3% 80.6% 78.4% 6.6 239 15.0 44
RF 9:1 1 n/a 74.7% 18.5% 91.3% 29.2% n/a n/a n/a n/a
SVM 9:1 1 n/a 71.4% 2.3% 92.6% 4.3% - - - -
(Borges Hink OneR 9:1 1 n/a 8.2% 95.7% 29.2% 43.6% n/a n/a n/a n/a
etal. (2014)) NNge 9:1 1 n/a 63.9% 25.3% 52.5% 17.4% - - - -
[16] JRipper 9:1 1 n/a 87.6% 70.0% 84.8% 76.8% n/a n/a n/a n/a
NB 9:1 1 n/a 20.1% 93.2% 30.3% 45.4% - - - -
AB+JRipper 9:1 1 n/a 95.2% 87.9% 94.0% 91.4% n/a n/a n/a n/a
OCSVM 1:1 10 n/a n/a 90.1% 94.5% 92.2% - - - -
HBOS 1:1 10 n/a n/a 70.2% 89.8% 78.7% - - - -
LOF 1:1 10 n/a n/a 60.5% 89.9% 71.2% - - - -
(Qietal. CBLOF 1:1 10 n/a n/a 89.5% 93.8% 91.6% - - - -
(2021)) [40] ABOD 1:1 10 n/a n/a 85.8% 93.4% 89.4% - - - -
k-NNOD 1:1 10 n/a n/a 90.0% 94.5% 92.1% - - - -
FB 1:1 10 n/a n/a 61.7% 86.9% 72.0% - - - -
iF 11 10 n/a n/a 58.7% 86.6% 69.8% n/a n/a n/a n/a
SVM 5:1 1 n/a 78% 78% 60% 68% - - - -
(Zhu et al. NB 5:1 1 n/a 63% 63% 69% 65% - - - -
(2022)) [32] DT 5:1 1 n/a 95% 95% 95% 95% n/a n/a n/a n/a
RF+IGS 5:1 1 n/a 98% 99% 98% 99% n/a n/a n/a n/a
XGBoost n/a n/a n/a 96.2% 96.2% 96.2% 96.2% - - - -
k-NN n/a n/a n/a 79.4% 79.4% 80.2% 79.5% - - - -
(Lian etal. DT n/a n/a n/a 88.2% 88.2% 88.1% 88.1% n/a n/a n/a n/a
(2021)) [33] ANN n/a n/a n/a 51.8% 51.8% 40.6% 45.4% - - - -
LR n/a n/a n/a 61.8% 61.8% 57.1% 57.7% - - - -
GBDT n/a n/a n/a 83.6% 83.6% 83.6% 83.0% n/a n/a n/a n/a
AB n/a n/a n/a 92.2% 92.2% 92.2% 92.2% - - - -
ET n/a n/a n/a 97.0% 92.5% 96.9% 94.7% - - 128 -
(Farsi et al. ET+RFE n/a n/a n/a 97.6% 93.3% 97.8% 95.4% - - 64 -
(2026)) [34] ET+RF n/a n/a n/a 97.4% 94.1% 97.4% 95.7% n/a n/a 81.6 n/a
ET+MI n/a n/a n/a 97.7% 94.3% 98.5% 96.3% - - 92.8 -
DSE+GWO 7:3 n/a n/a 96.8% 96.8% 96.8% 96.8% - - 47.6 -
(Naeem et al. DT+GWO 7:3 n/a n/a 98.2% 98.2% 98.2% 98.2% n/a n/a 47.6 n/a
(2025)) [36] RF+GWO 7:3 n/a n/a 97.7% 97.8% 97.8% 97.8% n/a n/a 47.6 n/a
k-NN+GWO 7:3 n/a n/a 97.9% 98.1% 98.1% 98.1% - - 47.6 -
n/a and “-” stand for not available and not applicable, respectively.

As far as the computational complexity of the proposed algorithm is concerned, we
clarify that it operates in two distinct phases: an offline evolutionary optimization stage
(which is computationally demanding, as are most analogous evolutionary heuristics) and
an online real-time deployment stage. The offline stage is free from real-time operational
constraints as it is performed periodically on historical SCADA logs to extract fuzzy rules.
Once extracted, the resulting rules require only a basic logical, min-max-principle-based
fuzzy inference mechanism to operate in the online stage. This ensures sub-millisecond
operation times, enabling lightweight, line-rate anomaly detection on smart-grid communi-
cation buses. Furthermore, sharing fuzzy sets across uniform physical domains for all 128
input attributes drastically narrows the search space. Consequently, our approach achieves
faster convergence and lower memory usage than traditional evolutionary rule learners,
which optimize independent fuzzy partitions for each attribute.
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Table 7. Results of our approach and comparison with alternative methods (three-class classification scheme).

Average Accuracy Measures for Average Interpretability
Source Method Learn-to-Test ~ Number of Learning and Test Data Sets B Measures
Ratio Runs Accm) ACC(tst) R #ia 7#F  7ar
This paper Our 9:1 10 78.4% 77 4% 6.8 185 13.1 3.9
RF 9:1 1 n/a 76.1% n/a n/a n/a n/a
SVM 9:1 1 n/a 71.7% - - - -
Pﬂ?ﬁ(rgele OneR 9:1 1 n/a 30.3% n/a n/a n/a n/a
(2014)) ) NNge 9:1 1 n/a 63.9% - - - -
[16] JRipper 9:1 1 n/a 87.8% n/a n/a n/a n/a
NB 9:1 1 n/a 34.6% - - - -
AB+JRipper 9:1 1 n/a 95.2% n/a n/a n/a n/a

n/aand “-” stand for not available and not applicable, respectively.

6. Conclusions

This paper utilizes the collection of 15 open-source simulated smart-grid data sets
provided by Mississippi State University, USA, in collaboration with Oak Ridge National
Laboratories, USA [15,16], as the experimental basis. The main objective and contribu-
tion of this work is to design—from those data sets—accurate as well as interpretable
and transparent systems for detection and classification of cyber-attacks, natural-event-
related disturbances, and regular operation of the smart grid. In order to achieve that goal,
we use our knowledge-based DM/ML approach implemented as FRBCs characterized
by a genetically optimized accuracy-interpretability trade-off. Due to the complemen-
tary/contradictory nature of the system’s interpretability and accuracy, we carry out the
genetic learning and optimization process using our generalization (characterized by better
performance) of one of the well-known MOEOAs. The transparency and interpretability of
our approach lie in its ability to generate compact, explicit, and intuitive explanations of
the mechanisms governing various smart-grid contingencies. These explanations are deliv-
ered as sets of fuzzy linguistic classification rules that are inherently easy to comprehend.
Conversely, the accuracy of the methodology reflects its capability to correctly identify and
classify these diverse contingency events.

The contribution of this work also involves a broad cross-validation-based experiment.
It shows that our approach outperforms 31 alternative methods in terms of transparency
and interpretability of the generated classification decisions while still providing acceptable
accuracy for those decisions. It is worth emphasizing that the overwhelming majority of
the existing smart-grid data classification methods, especially inherently accuracy-oriented
“black boxes”, concentrate exclusively on classification accuracy, without attempting to
discover—f{rom those data—an insight into mechanisms governing different smart-grid
contingencies. Although our approach is not as accurate as “black boxes”, it surpasses
them in terms of transparency and interpretability of the generated classification decisions,
while ensuring acceptable accuracy of these decisions. Therefore, it can act as a second
cybersecurity layer that uses transparent rules to help SCADA operators instantly verify and
explain alerts triggered by accurate, fast “black-box” detectors. This paper also provides a
contribution to a more general and important area comprising the automatic and effective
selection of input variables (features), which are essential in a given decision-making
problem (such as smart-grid contingency classification considered in this work).

When considering the deployment of our approach in a real-world physical grid, we
must highlight that the extracted rule bases cannot and should not be treated as a direct
source of ready-to-use practical knowledge or field-ready operational rules. Since the
framework was trained and evaluated on synthetic data (which is a standard practice due
to the severe confidentiality of real-world critical infrastructure SCADA logs), the rules
are inherently bound to the statistical properties of the benchmark data set. They serve
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to validate the methodology’s capability to extract logic, rather than acting as a definitive
manual for grid operators.

Finally, we want to clarify that our manuscript introduces a high-level architectural
and algorithmic concept rather than a fully deployed, commercialized security system.
In the critical infrastructure domain, where black-box deep learning currently reigns, we
view this work as a valuable “seed” for serious, practical, interpretable systems of the future.
By proving that fuzzy multi-objective rule induction can maintain competitive performance
under strict semantic constraints, we hope to inspire the community to advance from purely
accuracy-driven models to operator-aligned security architectures.
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