‘ energies

Systematic Review

Artificial Intelligence in Smart Grids and Power-Electronic-
Interfaced Microgrids: A Systematic Literature Review of
Energy Management, Optimisation, and Cybersecurity

Reham Alsbua 1, Mohammad Al-Soeidat 2*{, Ahmad Salah 3©, Omar Alsodi *

W) Check for updates

Academic Editors: Amedeo
Buonanno, Salvatore Fabozzi, Maria

Valenti and Giorgio Graditi

Received: 29 June 2026

Revised: 20 July 2026

Accepted: 22 July 2026

Published: 3 August 2026
Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

and Dylan Dah-Chuan Lu >*

Department of Mechanical Engineering, Al-Hussein Bin Talal University, Maan 71110, Jordan;
reham.alsbua@ahu.edu.jo

Department of Electrical Engineering, Al-Hussein Bin Talal University, Maan 71110, Jordan

Department of Electrical and Mechanical Engineering, College of Engineering, Applied Science University,
East Al-Ekir P.O. Box 5055, Bahrain; ahmad.salah@asu.edu.bh

Department of Business Intelligence, School of Business, Al-Zaytoonah University of Jordan,

Amman 11733, Jordan; omar.alsodi@zuj.edu.jo

School of Electrical and Data Engineering, University of Technology Sydney, Ultimo, NSW 2007, Australia
*  Correspondence: mo.soeidat@ahu.edu.jo (M.A.-S.); dylan.lu@uts.edu.au (D.D.-C.L.)

Abstract

The increasing penetration of distributed energy resources, variable renewable genera-
tion, battery energy storage systems, electric vehicles, and power-electronic interfaces
is changing the way modern smart grids and microgrids are operated, protected, and
controlled. This systematic literature review follows the PRISMA 2020 framework and
examines 87 original research papers, complemented by a supplementary synthesis of 18
contextual studies that provide bibliometric, historical, and conceptual perspectives on the
evolution of Al in smart grids. The primary studies are organized into six thematic clusters:
energy management and forecasting; cybersecurity and intrusion detection; renewable
energy integration and microgrid management; fault detection, diagnosis, and grid stability;
explainable and trustworthy artificial intelligence; and emerging technologies, including
digital twins, blockchain, the Internet of Things, edge computing, and federated learn-
ing. The review shows that deep learning, reinforcement learning, and ensemble machine
learning are increasingly used for load forecasting, demand response, converter-interfaced
renewable integration, intrusion detection, and operational optimization. However, the
literature remains uneven. Fault detection, converter-aware protection, and real-time
stability assessment receive considerably less attention than energy management and cy-
bersecurity, despite their importance for inverter-based resources, grid-forming converters,
electric-vehicle charging systems, and battery interfacing. Four critical gaps are identified:
limited cross-grid generalizability, weak validation under realistic converter and protection
constraints, insufficient adversarial robustness of Al-enabled defense systems, and limited
explainability in real-time safety-critical applications. The paper provides a structured
taxonomy, identifies deployment barriers, and proposes research directions for trustworthy
Al in power-electronic-rich smart grids and microgrids.

Keywords: smart grids; microgrids; artificial intelligence; machine learning; energy
management; cybersecurity; explainable artificial intelligence; power electronics; renewable
energy integration
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1. Introduction
1.1. Context and Motivation

Rapid expansion of distributed energy resources, electric vehicles, and variable renew-
able generation has fundamentally altered the operational demands placed on modern
power infrastructure. Traditional power grids, designed for centralized, unidirectional
power flow, are becoming inadequate for managing the complexities of contemporary
energy systems characterized by bidirectional flows, distributed control, and real-time
market dynamics. This transformation creates both an opportunity and a challenge for
utilities, grid operators, and policymakers: the opportunity lies in adopting Al-driven
solutions that can optimize grid operations in real-time; the challenge lies in deploying
such systems reliably and justifiably in safety-critical infrastructure.

Artificial intelligence, with its capacity to learn from data, recognize patterns, and
support autonomous decision-making, has consequently become a cornerstone technology
for realizing the full potential of smart grids. This digitalization generates vast amounts of
data from smart meters, phasor measurement units, and heterogeneous sensors, creating
both an opportunity and a necessity for sophisticated analytics [1].

From a power-electronics perspective, the smart grid is increasingly an inverter-
dominated system rather than a purely electromechanical one. Photovoltaic inverters,
grid-forming converters, bidirectional DC-DC converters, battery energy storage interfaces,
solid-state transformers, and EV chargers now determine many aspects of voltage regula-
tion, harmonic behavior, protection coordination, stability margins, and fault response. Al
is therefore not only a forecasting or data-analytics tool; it is also becoming part of the deci-
sion layer that supervises converter operation, coordinates distributed energy resources,
detects abnormal switching or measurement behavior, and supports fast control decisions
in microgrids. This review is consequently positioned at the intersection of smart-grid
intelligence and power-electronic-interfaced energy systems.

1.2. Deployment Barriers and Research Gaps

Despite significant progress, critical barriers to operational Al deployment persist:

A. Interpretability Gap: Many high-performing Al models, particularly deep learning
architectures, operate as "black boxes," making it difficult for grid operators to under-
stand or justify their decisions in safety-critical environments where accountability is
paramount.

B. Generalizability Gap: Al models trained on data from one specific grid configuration
frequently fail to generalize to different topologies or climatic conditions and may be
vulnerable to adversarial attacks capable of inducing catastrophic failures.

C. Validation Gap: The integration of Al with emerging technologies such as digi-
tal twins, blockchain, and edge computing remains in its early stages, with many
proposed architectures lacking rigorous validation in real-world or large-scale envi-
ronments.

D. Ethical Gap: The ethical implications of Al-driven decision-making—including data
privacy, algorithmic bias, and the potential for unequal impacts on different consumer
groups—remain underexplored in the context of energy systems.

E. Power-electronics deployment gap: Many Al methods are tested at the supervisory-
control level, but fewer studies evaluate their impact on converter switching constraints,
harmonic distortion, DC-link dynamics, protection selectivity, grid-forming behavior,
low-inertia stability, and thermal or reliability stress in semiconductor devices.

1.3. Research Questions

This review is structured around three explicit research questions:
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RQ1: Which AI techniques and algorithms are predominantly applied to energy
management, forecasting, optimization, and converter-interfaced microgrid operation, and
what is their demonstrated effectiveness?

RQ2: How is Al employed to detect, classify, and mitigate cybersecurity threats in
smart grid infrastructure, and what are the key limitations of current approaches?

RQ3: What emerging technologies and cross-disciplinary paradigms are converging
with Al to enhance smart-grid resilience, power-electronic interface coordination, trustwor-
thiness, and sustainability?

1.4. Scope and Contribution

By systematically analyzing 87 original scholarly publications, this review provides
researchers and practitioners with: (i) a structured taxonomy of Al techniques across six pri-
mary thematic clusters, complemented by a separate bibliometric and contextual synthesis;
(ii) a quantified assessment of research maturity and publication trends; (iii) identification
of critical research gaps, particularly in converter-aware fault detection, adversarial robust-
ness, and explainability; and (iv) actionable guidance for utilities considering Al adoption
in power-electronic-rich distribution networks, organized by risk level, data maturity, and
operational readiness. The remainder of this paper is organized as follows: Section 2 details
the systematic methodology; Section 3 presents the results; Section 4 discusses the findings
and limitations; Section 5 outlines future research directions; and Section 6 concludes
the paper.

1.5. Novelty and Contributions Relative to Existing Reviews

Although Al in smart grids has been widely reviewed through narrative surveys,
systematic reviews, and bibliometric studies, the specific contribution of the present review
requires clearer definition. To address this, Table 1 compares the proposed review with six
recent and widely cited studies across five distinguishing dimensions. These include the
consideration of converter-level physical constraints beyond high-level supervisory control,
the combined assessment of research maturity and publication trends, the systematic
evaluation of deployment barriers across thematic clusters, the methodological separation
of PRISMA-compliant primary studies from bibliometric and contextual literature, and
the inclusion of a dedicated discussion on robust and resilient converter-level control.
These features provide a broader and more integrated perspective on the application of
Al in power-electronic-interfaced smart grids and microgrids than has been presented in
previous reviews.

Table 1. Comparison of the present review with selected existing reviews of artificial intelligence in
smart grids.

Review Conver.ter-Level Maturity and Volume  Barrier Scoring Prlmary./COHtextual Convert.er-Control
Analysis Separation Subsection
No; supervisory level N/A; not
(1l only No No PRISMA-based No
2] No No; bﬂ?hometnc No N/A; bibliometric No
analysis only study
3] Limited No; b1l?110metr1c No N/A; bibliometric No
analysis only study
[4] No No No N/A No
[5] No No No N/A No
6] fartlgl; institutional No No N/A No
raming
This review Yes; Sections 3.4.1 Yes Yes Yes; Sections 2.1 Yes; Section 3.4.1

and 4

and 3.8
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On this basis, the novelty of the review lies not in its broad coverage of Al in smart
grids, which is already well established, but in four specific contributions. First, among
the reviews examined, it is the only study to distinguish explicitly between work that
models converter-level dynamics—such as switching behavior, DC-link voltage, harmonic
performance, and protection selectivity—and work that represents the converter as an
idealized aggregated source. This distinction is quantified in Section 3.4 and developed
further in the new Section 3.4.1. Second, the review introduces a joint maturity—volume
assessment, allowing research activity to be evaluated alongside operational readiness
rather than through publication counts alone. Third, it presents a barrier heatmap covering
seven structural barrier categories across six thematic clusters, with the scoring criteria and
assessment procedure described in Section 4. Fourth, it maintains a clear methodological
separation between the PRISMA-compliant primary evidence base analyzed in Sections 3.2—
3.7 and the bibliometric and contextual literature discussed in Section 3.8. This separation
ensures that historical trends and broader research challenges inform the interpretation of
the findings without being treated as equivalent to primary technical evidence.

2. Methodology

The methodology for this systematic review is designed in a two-stage search protocol
to separate original research contributions (analytical core) and contextual bibliometric
literature (macro-level synthesis). This is crucial to ensure PRISMA fidelity and to demon-
strate the technical state-of-the-art and the historical development and structural issues of
the field.

2.1. Review Protocol

*  Stage 1—Primary Search (Original Research)

The primary search targeted original research publications to constitute the analytical
core of this review. The primary corpus’s publication-year range, once screening was
complete, spans 2009-2025 inclusive (ten studies pre-date 2016); no lower date bound was
imposed at the search stage. For articles published online ahead of issue assignment, the
first online publication date was used to determine eligibility and publication-year coding.
Consequently, some studies appearing in 2026 journal volumes were eligible because they
had been published online before the January 2026 search cutoff and were coded according
to their 2025 online-publication date.

We conducted systematic searches across six major scholarly databases, selected for
their relevance and coverage in engineering, computer science, and energy systems: IEEE
Xplore, Scopus, Web of Science, ACM Digital Library, ScienceDirect, and Google Scholar.

The search strategy employed a combination of keywords designed to capture the
intersection of artificial intelligence and smart grid systems. The core search string, adapted
to each database's syntax, was:

(“artificial intelligence” OR “Al” OR “machine learning” OR “deep learning” OR
“neural network” OR “reinforcement learning”) AND (“smart grid” OR “microgrid” OR
“intelligent power system” OR “active distribution network” OR “distributed energy re-
source” OR “demand response”)

To focus on original research contributions, review articles, surveys, and meta-analyses
were excluded by applying the negation clause: NOT (“review” OR “survey” OR “meta-
analysis”). Additional document-type filters were applied where available, limiting results
to “Article” and “Conference Paper” categories. The search was conducted in January 2026
with no lower date limit imposed to capture the full historical evolution of the field. The
primary search yielded 846 total records prior to deduplication.
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Rationale for two-stage approach: original research studies (Stage 1) constitute the
PRISMA-compliant primary corpus analyzed in Sections 3.2-3.7. Bibliometric, survey, and
overview papers (Stage 2) are excluded from the PRISMA flowchart to preserve method-
ological rigor, but included in Section 3.8 to provide macro-level contextual interpretation.
This separation allows readers to distinguish between: (a) novel technical contributions
documented in peer-reviewed empirical studies and (b) secondary synthesis literature that
interprets the field's intellectual structure, publication trends, and grand challenges. Both
are valuable, but conflating them obscures the evidence base.

*  Stage 2—Supplementary Bibliometric and Contextual Search

To provide a macro-level perspective on the field's intellectual structure, evolution,
and publication trends (Section 3.8), a supplementary search was conducted targeting
bibliometric analyses, scientific mapping studies, and comprehensive overview papers.
This second stage employed a modified search string:

(“bibliometric” OR “scientific mapping” OR “overview” OR “evolution” OR “survey”)
AND (“artificial intelligence” OR “machine learning”) AND (“smart grid” OR “power sys-
tem”)

This supplementary search was conducted across the same databases and yielded
27 additional records for screening against specific relevance criteria. Studies selected from
Stage 2 are clearly identified as contextual/bibliometric literature in Section 3.8 and are not
counted among the 87 primary studies in the PRISMA flowchart.

How to read the two-stage structure. Stage 1 answers the review’s central empirical
questions (RQ1-RQ3): what has been technically demonstrated, with what methods, and
with what limitations. Stage 2 answers a different question—how does the research com-
munity understand the trajectory, challenges, and structure of its own field—and is used
throughout Sections 3.8 and 4 only to contextualize and stress-test the Stage 1 findings,
never as independent evidence for a claim about Al technical performance or operational
deployment readiness. Where a Stage 2 source is cited in the Discussion (Section 4), the
citation is always clearly marked as contextual rather than primary evidence.

Table 2. Quality assessment criteria applied to the primary corpus (Stage 1).

Criterion Assessment Rationale
Methodological rigor Qriginal erppirical study; peer-reviewed or Exclgdes preprint§ without substantial
in-press with documented acceptance citation or validation
. L Clearly stated research questions or Allows assessment of whether the stated
Clarity of objectives
hypotheses goals are met
Adequacy of Sufficient detail for replication; benchmark  Excludes studies with insufficient
data/evidence datasets cited methodological transparency
. Explicit application of AI/ML to smart grid  Ensures focus; excludes general Al theory
Scope alignment . . . .
and microgrid systems without a grid or power-system context

Publication quality

Indexed in Scopus, IEEE Xplore, Web of
Science, ACM Digital Library, or another
recognized scholarly database

Establishes a minimum quality threshold for
inclusion

The quality criteria in Table 2 were applied during the full-text eligibility assessment.
Studies that failed the methodological-rigor or adequacy-of-evidence criteria were excluded,
including ten reports with insufficient methodological detail or incomplete data. For the
retained studies, validation depth, dataset limitations, and methodological transparency
informed the interpretation of the evidence; findings based mainly on simulation, single
datasets, or limited validation were therefore interpreted more cautiously.
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2.2. Research Dimensions for Thematic Analysis

To systematically categorize and analyze the diverse body of literature, we defined
six primary thematic clusters of Al application in smart grids, complemented by a seventh
dimension covering bibliometric and contextual literature. These dimensions were derived
from an initial scoping review and refined through iterative discussion among the authors.
These dimensions are intended to provide a structured synthesis of the applications rep-
resented in the literature retrieved through the predefined search strategy, rather than an
exhaustive taxonomy of every possible application of Al in smart grids. In particular, appli-
cations related to electricity-market design, price forecasting, bidding strategies, market
clearing, peer-to-peer energy trading, and ancillary-service participation were not targeted
through dedicated search terms and are therefore not treated as a standalone thematic
cluster in the present review.

1.  Al-Driven Energy Management, Forecasting, and Optimization—studies applying Al
to predict energy demand and generation, optimize power flow, coordinate converter-
interfaced DERs, and manage storage and demand response.

2. Cybersecurity, Intrusion Detection, and Attack Mitigation—studies applying Al to
protect grid infrastructure from cyber threats, including anomaly detection, false data
injection identification, and adversarial defense.

3.  Renewable Energy Integration and Microgrid Management—research on Al tech-
niques for integrating variable renewable sources, supervising inverter-based re-
sources, coordinating PV and battery converters, and controlling microgrids.

4. Fault Detection, Diagnosis, and Grid Stability—Al-based methods for identifying
equipment and converter-interface faults, predicting instability, and enabling predic-
tive maintenance.

5. Explainable AI (XAI), Trustworthiness, and Ethics—studies addressing model inter-
pretability, fairness, accountability, and ethical deployment.

6. Emerging Technologies: Digital Twins, Blockchain, IoT, and Edge Computing—
synergistic integration of Al with cutting-edge technologies to enhance grid function-
ality and decentralization.

7.  Bibliometric Analysis, Evolution, and General Overviews—contextual literature pro-
viding high-level perspectives on publication trends, research evolution, and Al
application landscapes (sourced from Stage 2 supplementary search).

2.3. Inclusion and Exclusion Criteria

We established clear inclusion and exclusion criteria to ensure the relevance, quality,
and consistency of selected studies.

1. Inclusion criteria (Stage 1—Original Research):

*  Original research contributions including journal articles, conference papers, and book
chapters;

*  Application of artificial intelligence, machine learning, or deep learning to any aspect
of smart grid systems;

¢  Publications written in English;

¢  Publication date: unrestricted up to January 2026;

*  Peer-reviewed or formally accepted for publication (including in-press papers with
documented acceptance dates);

*  Preprints included only where (a) the content addresses a unique research gap with
no peer-reviewed equivalent available, and (b) the study carries substantial scholarly
recognition (minimum 15 citations); unlike the other Stage 1 criteria, the citation
threshold cannot be reliably verified from a title and abstract alone, so it is neces-
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sarily checked at the full-text eligibility stage described in Section 2.4 rather than at
title/abstract screening. Each such inclusion is individually justified and flagged in
the reference list.

2. Exclusion criteria (Stage 1):

*  Review articles, surveys, and meta-analyses (addressed separately in Stage 2);

e  Studies without a clear application to smart grids (e.g., general Al theory without grid
context);

*  Publications lacking sufficient methodological detail or presenting insufficient data;

. Non-English publications;

*  Duplicate records.

3.  Inclusion criteria (Stage 2—Bibliometric and Contextual Literature):

*  Bibliometric analyses, scientific mapping studies, and comprehensive overview papers
on Al in smart grids;

e Publications providing longitudinal or historical perspective on field evolution;

*  Peer-reviewed journal articles or formally accepted papers only.

These criteria were applied consistently throughout the screening process by two
independent reviewers to minimize selection bias.

2.4. Study Selection Process

The study selection process was conducted in three stages following PRISMA 2020
guidelines [7]. In Stage 1, database searches identified 846 total records. After removing 246
duplicate records and 7 records excluded for other reasons, including incomplete metadata
and non-English language, 593 unique records remained for screening. Two reviewers
independently screened titles and abstracts against the inclusion and exclusion criteria.
Inter-rater agreement for title/abstract screening was calculated from the reviewers’ initial
independent decisions using Cohen’s kappa and was found to be x = 0.81. This process
excluded 358 clearly irrelevant records, leaving 235 records sought for full-text retrieval, all
of which were successfully obtained.

In Stage 2, corresponding to full-text eligibility assessment, each of the 235 records was
read in detail to confirm relevance to the research dimensions and assess methodological
quality. Inter-rater agreement at the full-text eligibility stage was x = 0.86. According to
the interpretation proposed by Landis and Koch [8], both values indicate almost-perfect
agreement. Disagreements at both stages were resolved through discussion; where con-
sensus could not be reached, a third co-author adjudicated the final inclusion or exclusion
decision. The citation threshold applied only to preprints and was assessed at this full-text
eligibility stage because citation counts could not be reliably verified during title/abstract
screening. We excluded 148 reports during this stage:

* 86 were survey or review papers upon full-text inspection and were redirected to the
Stage 2 supplementary pool where relevant;

e 24 were excluded because their Al focus was too peripheral to the smart grid context;

* 20 were preprints that did not meet the citation threshold for inclusion, defined as a
minimum of 15 citations;

e 10 lacked sufficient methodological detail or presented incomplete research data
needed for quality assessment;

e 8 were duplicate publications or secondary analyses of already-included primary
studies discovered during full-text review.

This process yielded a final primary corpus of 87 studies included in the systematic
review. The study selection process is illustrated in the PRISMA 2020 flow diagram
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(Figure 1), which was prepared by the authors in accordance with the PRISMA 2020
reporting guidelines.

| Identification of studies via IEEE Xplore, Web of Science, ACM Digital Library, ScienceDirect,
| Scopus and Google Scholar databases

Records removed before screening.
Duplicate records removed (n = 246)
— Records markad as ineligible by automation tools (n
=0)
Records removed for other reasons (n=7)

Records identified from
databases (n = 846)

Identification

!

Records screened Records excluded
(n=593) (n =358)

}

Reports sought for retrieval Reports not refrieved
(n = 235) n=10)

l

Reports assessed for eligibility

Screening

Y

(n = 235)
Reports excluded:
Review or survey papers (n =86)
Al focus too peripheral to smart grids (n = 24)
Preprints below citation threshold (n = 20}
Insufficient methodological detail (n=10)
e Duplicate publications or secondary analyses {(n = 8)

°

g Siudies included in review

g (n=87)

Figure 1. PRISMA flowchart illustrating the study selection process for the systematic literature
review on artificial intelligence in smart grids.

Supplementary Stage 2 screening of the 27 bibliometric and overview records yielded
18 contextual studies included in Section 3.8. These are clearly distinguished from the
primary corpus throughout the manuscript.

3. Results
3.1. Research Trends

The distribution of publications over time reveals a clear and accelerating trajectory
of research interest in artificial intelligence for smart grids. As illustrated in Figure 2, the
field experienced a period of relative dormancy before 2016, with only ten publications
identified from the entire period prior to that year. This early phase was characterized by
foundational work establishing conceptual frameworks for applying Al to power systems,
often focusing on basic neural network architectures for load forecasting or rule-based
expert systems for fault diagnosis. A notable inflection point occurred around 2020, when
the annual publication count began rising more steeply. This surge coincided with the
maturation of deep learning techniques and the increasing availability of large-scale smart
meter data, providing conditions necessary for more sophisticated Al applications.

The most dramatic growth has occurred in the final three years of the primary search
window. From 2021 to 2024, annual publications increased substantially within the primary
corpus, rising from fourteen papers in 2021 to twenty-five in 2024. This period marks the
transition of Al in smart grids from a niche research area to a mainstream and rapidly
expanding field. The year 2024 alone accounts for approximately 29% of all primary corpus
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papers (25/87), indicating unprecedented scholarly activity. This acceleration is driven by
converging factors: the global push for decarbonization and grid modernization, increasing
frequency and sophistication of cyberattacks on critical infrastructure, and remarkable
advances in Al algorithms, particularly reinforcement learning and generative models.

The year 2025 is represented by nineteen papers identified before the January 2026
search date. This total includes articles first published online in 2025 and subsequently
assigned to 2026 journal volumes. Because eligibility and temporal coding were based on
the first online publication date, these studies were counted as 2025 publications. The 2025
total therefore represents all eligible studies available before the search cutoff.

Examining thematic distribution over time reveals further insight into evolving re-
search priorities. Al-driven energy management, forecasting, and optimization has been a
consistent and dominant theme throughout the entire period, with notable concentration in
2024. Cybersecurity and intrusion detection emerged as a major cluster primarily in recent
years, with a dramatic spike in 2024 that mirrors the real-world escalation of cyber threats
against energy infrastructure. Research on emerging technologies such as digital twins,
blockchain, and edge computing has gained momentum primarily from 2023 onward,
indicating a shift towards more integrated and decentralized AI architectures. Explainable
Al and fault detection, while present throughout, have seen comparatively fewer studies,
representing areas still in earlier stages of development relative to more mature domains.

Number of Papers Over Years
30

25

\\
20 / AN

2

g I AY

© / N\

[ If N

w-

5 15 K =
2 /

£ i — |
5 10

H

1]
Pre-2016 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
Year

=& Total number of Primary Studies mmm Fault Detection, Diagnosis, and Grid Stability
Hmm Al-Driven Energy Management, Forecasting, and Optimization mmm Explainable Al (XAl), Trustworthiness, and Ethics
mmm Cybersecurity, Intrusion Detection, and Attack Mitigation mmm Emerging Technologies: Digital Twins, Blockchain, 10T, and Edge Computing
Renewable Energy Integration and Microgrid Management
Figure 2. Annual publication distribution of the Stage 1 primary studies by thematic cluster. Articles
published online ahead of issue assignment were coded according to their first online publication

date.

Figure 3 presents this temporal pattern across the six primary thematic clusters, reveal-
ing not only exponential growth but also shifting research priorities. Energy management
and cybersecurity have dominated throughout, with notable concentration in 2024. Cyber-
security itself shows a dramatic spike in 2024, mirroring the real-world escalation of cyber
threats against energy infrastructure. Research on emerging technologies (digital twins,
blockchain, edge computing) gained momentum primarily from 2023 onward. Explain-
able Al and fault detection, while present throughout, show comparatively less activity,
indicating they remain in earlier developmental stages relative to more mature domains.
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Publication Volume by Thematic Cluster (2016-2025)

30
25
= 20
[
>
1
g 15
7]
S
a
o 10
o
54
A == =k — ————
0 g ' ' 1 1 e 1 1 T T T T
2016 2017 2018 2019 2020 2021 2022 2023 2024 2025*
* 2025 includes studies first published online before the January 2026 search cutoff.
—e— Energy management —@— Cybersecurity —®— Renewable integraton =~ —®— Fault detection —o— XAl & ethics Emerging tech

Figure 3. Publication Volume by Thematic Cluster (2016-2025).

This publication pattern is not merely quantitative; it reflects qualitative shifts in re-
search maturity. The acceleration since 2020 marks the transition of Al in smart grids from a
niche research area to a mainstream and rapidly expanding field. However, the distribution
of effort across clusters—with energy management and cybersecurity commanding the
vast majority of attention—reveals underlying assumptions about technical tractability and
perceived urgency that do not always align with operational risk, as subsequent analysis
will demonstrate.

To move beyond temporal trends and assess the current maturity state of each research
cluster, we employ a research maturity matrix that positions each domain on two orthogonal
dimensions: research maturity (from proof-of-concept to operational deployment) and
research activity (number of published studies). This visualization reveals patterns not
visible in either dimension alone and identifies critical asymmetries between research
investment and operational importance.

Research activity was measured directly as the number of Stage 1 primary studies
assigned to each thematic cluster. Research maturity was assessed using four levels based
on the validation evidence reported in the included studies: proof-of-concept for conceptual
or simulation-only studies; early stage for studies with benchmark, laboratory, or limited
hardware-in-the-loop validation; mature for studies validated across multiple datasets or
test environments while incorporating practical operational constraints; and operational
for studies demonstrated in pilot-scale or real utility environments. Two lead reviewers in-
dependently assessed each cluster based on its overall validation evidence, and differences
were resolved through discussion and reconciliation.

The research maturity matrix in Figure 4 visualizes a critical structural asymmetry
in the field: research activity does not necessarily correlate with operational readiness or
safety-critical importance. Energy management and cybersecurity account for the largest
share of the primary corpus, with approximately 28-32 studies in each cluster, and both
have progressed towards early operational deployment in selected utility and microgrid
applications. However, this apparent maturity should be interpreted with caution. In
cybersecurity, the high publication volume partly reflects a reactive research posture, where
many studies document attack vectors and detection strategies, while the fundamental
adversarial vulnerability of Al-based detection systems remains unresolved. Similarly,
the apparent maturity of Al-enabled energy management masks persistent limitations
in cross-grid generalizability, particularly when models are transferred across different
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network topologies, climatic conditions, tariff structures, and converter-interfaced DER
configurations.

By contrast, fault detection occupies the weakest position on the maturity matrix: it
has the lowest research volume, the lowest maturity level, and one of the highest safety-
critical implications. Faults in grid protection, converter interfaces, or inverter-dominated
microgrids can lead to loss of selectivity, unnecessary tripping, instability, or cascading
operational disturbances. Yet Al-based fault detection receives only a small fraction of the
research effort directed towards energy management. This inversion between research
investment and operational risk represents one of the most concerning misalignments
identified in this review.

Explainable Al and ethics also remain at an early research stage despite being pre-
requisites for reliable operational deployment across all clusters. In safety-critical grid
infrastructure, Al-supported decisions must be interpretable, auditable, and justifiable to
operators, regulators, and asset owners. The comparatively limited research attention given
to explainability, accountability, and ethical governance therefore represents a foundational
deployment barrier rather than a secondary concern.
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Figure 4. Research maturity matrix: publication volume vs. operational readiness.

Research capacity concentrates in domains perceived as technically tractable (energy
management and cybersecurity) rather than in domains of greatest operational necessity
(fault detection, XAlI). This misalignment between research investment and infrastructure
risk is the single most important finding from the field's current state assessment.

3.2. AI-Driven Energy Management, Forecasting and Optimization

This cluster, the largest and most mature, demonstrates that Al has moved beyond
proof-of-concept for core grid operational functions.

Demand-side management and response. Reinforcement learning has emerged as
the dominant technique, enabling agents to learn adaptive scheduling policies through
interaction with the grid environment. Several studies demonstrate [9-11] that RL agents
can manage residential and community energy consumption with responsiveness superior
to static rule-based alternatives. This adaptability is qualitatively significant: RL agents
can respond to unanticipated conditions that traditional demand response systems cannot
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handle. This property is particularly valuable for grids with high renewable penetration,
where variability creates exactly the novel conditions that rule-based systems handle poorly.
Machine learning models are also directly applied to demand response and load manage-
ment [12-14], and a dedicated review [15] critically examines the technical, economic, and
regulatory hurdles to widespread adoption.

Load and energy forecasting. Machine learning models are extensively used for power
consumption prediction at multiple scales [16,17]. Hybrid and ensemble models—which
combine multiple algorithms—are increasingly favored, with studies showing consistent
outperformance over single-model approaches [18,19]. The forecasting studies report per-
formance using measures such as mean absolute percentage error (MAPE), mean absolute
error (MAE), root mean square error (RMSE), and the coefficient of determination (R?).
However, these results are not directly comparable because the studies differ substantially
in dataset characteristics, temporal resolution, forecast horizon, geographic region, and
validation procedure. Consequently, the reported metrics should be interpreted within
the experimental setting of each study rather than used to establish a universal ranking
of forecasting methods. The integration of explainable Al into forecasting models [20]
signals a maturation towards transparent solutions. A forward-looking study [21] outlines
Al-powered forecasting as a next-generation approach for sustainable power systems.

Energy optimization and efficiency. Digital twin technology is increasingly combined
with AI [22], enabling real-time simulation and optimization of energy flows without disrupt-
ing the physical system. Machine learning is directly applied to efficiency optimization [23,24],
and big data analytics frameworks support dynamic energy management [25]. Artificial
neural networks are applied to long-term distribution system planning [26].

Renewable energy integration and microgrids. Al techniques are crucial for handling
variability and uncertainty in variable renewable sources. Model predictive control combined
with Al optimizes multi-energy systems [27]. Comprehensive reviews provide taxonomies
of Al applications across microgrids [28] and establish the convergence of Al with smart
grid systems for real-time forecasting, fault detection, and renewable integration [29]. A
state-of-the-art review of energy management algorithms synthesizes existing literature and
identifies emerging trends [30].

Critical limitation and gap. Across all studies in this cluster, model generalizability is
systematically underaddressed. Across the studies reviewed in this cluster, nearly all train
and evaluate on a single grid or dataset, without validating performance under transfer
to different climatic conditions, grid topologies, or regulatory environments. A utility
operating diverse distribution networks cannot deploy such models without substantial
re-engineering and re-validation—costs rarely acknowledged in the research literature.
This generalizability gap strikes at the core of practical deployment viability.

Summary. Table 3 provides a structured taxonomy across four sub-areas (demand-
side management, load forecasting, and energy optimization, renewable integration). The
diversity of approaches reflects both the complexity of underlying problems and the
versatility of Al as a tool for grid modernization. However, the reliance on high-quality
training data, the computational cost of complex models, and the systematic failure to
assess cross-grid generalizability remain significant barriers to operational deployment at
scale.
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Table 3. Taxonomy of Al-driven energy management, forecasting, and optimization studies.

Application Area Al Technique / Method Specific Focus Sources
Demand-Side Scheduling and community ener
Management & Reinforcement learning & y gy [9-11]
R management
esponse
Optimization algorithms Load scheduling and phase balancing  [12,13]
Machine learning Demand response programmes and 1, 15 31 37
consumer identification
Load & ]?nergy Machine learning Power consumption and household [16,17]
Forecasting energy prediction
Hybrid and ensemble models Solar power generation and general [18,19]
load forecasting
Explainable AI (XAI) Enhancing prediction transparency [20]
Al-powered forecasting Forward-looking vision for [21]
frameworks next-generation forecasting
Energy Optimization . . Energy acquisition system
& Efficiency Digital twin technology optimization [22]
Machine learning Energy efficiency and big-data [23-25]
analytics
. Review of energy management
State-of-the-art synthesis algorithms and emerging trends [301
Artificial neural networks Power distribution system planning [26]
Renewable Energy o .
Integration & Model predictive control G?ld_tled hybrid systems based on [27]
. . wind, hydrogen, and fuel cells
Microgrids
Al applications Microgrid energy management [28]
Real-time forecasting, fault detection,
Al-enabled systems [29]

and renewable integration

The taxonomy in Table 3 reveals several important patterns. First, the demand-side
management and response category is the most populated, indicating a strong research fo-
cus on using Al to actively shape load profiles. Within this category, reinforcement learning
is a particularly prominent technique, reflecting its suitability for sequential decision-
making problems in dynamic grid environments. Second, load and energy forecasting
remains a foundational area, with a wide range of machine learning models being applied
to improve prediction accuracy. The emergence of hybrid and ensemble models, as well
as the integration of XAI, suggests a maturation of the field towards more robust and
transparent solutions. Third, the energy optimization and efficiency category is more
diverse in terms of techniques, with digital twins, general machine learning, and neural
networks all being explored. This diversity reflects the multifaceted nature of optimization
problems in smart grids, which range from real-time control to long-term planning. Fourth,
the renewable energy integration and microgrids category highlights the critical role of
Al in enabling the transition to a cleaner energy system, with studies addressing both the
prediction of renewable generation and the coordinated control of multi-energy systems.
Finally, [21,30] provide broader, forward-looking perspectives that cut across these four
sub-areas—a vision for next-generation Al-powered forecasting and a state-of-the-art syn-
thesis of energy management algorithms, respectively—and are accordingly listed under
the Load & Energy Forecasting and Energy Optimization & Efficiency sub-areas above
rather than as a separate category.

The studies in this cluster collectively demonstrate that Al has moved beyond the
proof-of-concept stage and is now being applied to solve practical, real-world problems in
smart grid energy management. The diversity of techniques and application areas under-
scores the versatility of Al as a tool for grid modernization. However, several challenges
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remain. The reliance on high-quality, labeled data for training many machine learning
models is a significant barrier, particularly in regions with limited smart meter deployment.
The computational cost of training complex models, especially deep reinforcement learning
agents, can also be prohibitive for real-time applications. Furthermore, the generalizability
of models across different grid configurations and climatic conditions is often not ade-
quately addressed, raising questions about the transferability of research findings. The
integration of XAl into forecasting and optimization models, while promising, is still in its
early stages, and more work is needed to develop methods that are both interpretable and
maintain high predictive performance. Despite these challenges, the body of research re-
viewed here provides a strong foundation for the continued development and deployment
of Al-driven solutions for energy management, forecasting, and optimization in smart

grids.

3.3. Al-Enabled Cybersecurity, Intrusion Detection, and Attack Mitigation

The cybersecurity cluster reveals a fundamental paradox: Al is simultaneously the
most effective defense tool and a significant new vulnerability.

Attack detection and intrusion prevention. Graph-based and spatio-temporal deep
learning models [33,34] represent genuine advances over traditional anomaly detection by
explicitly incorporating grid topological structure. This architectural innovation explains
their superior robustness against data poisoning attacks: topological constraints provide
implicit regularization that limits the attack surface. Ensemble learning approaches main-
tain detection accuracy under concept drift [35], addressing the practical reality that grid
data distributions evolve over time.

Beyond false data injection (FDI) attacks, the literature addresses general intrusion
detection [36,37], fuzzy-logic-enhanced IDS systems [38], deep learning for adversarial
attack detection [39], protection of critical communication protocols [40], and edge-based
detection and localization of oscillatory-load attacks originating from compromised EV
charging stations [41].

Authors in [41] combined EV-charging event logs with grid-frequency measurements
in an edge-based ConvLSTM framework capable of detecting and localizing coordinated
oscillatory-load attacks at individual charging stations. The model achieved an F-measure
of 99.4% with a false-negative rate below 1%; however, the results were obtained through
real-time testbed evaluation using synthetic attack data informed by real EV-charging
records rather than operational utility deployment.

The adversarial vulnerability problem. Generative adversarial networks can craft
inputs that defeat stability-prediction models, and the broader challenge of attacking
learning-based models has been widely recognized [42,43]. This vulnerability is not a
fixable implementation bug; it is a fundamental property of deep learning's optimization
landscape. The implication is that purely data-driven defense strategies are inherently
inadequate against motivated adversaries with knowledge of the defense architecture.

Mitigation and response. Hybrid Al-Blockchain frameworks [44] combine real-time
threat detection with tamper-proof event logging. Security orchestration and automation
(SOAR) applied to SCADA systems [45] automates incident response. Fog/edge-enabled
intrusion detection [46] distributes computational load for faster response. Electricity theft
detection uses ensemble [47] and hybrid deep learning approaches [48].

The explainability gap. Among the cybersecurity studies reviewed, only one directly
addresses the need for human-interpretable explanations of security alerts [49]. This gap is
operationally critical: when an intrusion detection system generates an alert, grid operators
must decide within seconds whether to initiate a response. Without explanations of why
the alert was triggered, operators cannot make informed decisions based on anything other
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than blind trust. The near-absence of XAl in cybersecurity contexts is a significant barrier
to operational deployment.

Table 4 categorizes studies across attack detection, attack mitigation, trustworthiness,
adversarial attacks on Al, and general overviews. The field demonstrates impressive
advances in specific threat detection, yet fundamental challenges—adversarial robust-
ness, explainability in real-time contexts, and certification requirements for safety-critical
systems—persist. The cybersecurity paradox (high publication activity masking funda-
mental unresolved challenges) is a recurring theme warranting explicit attention in future
research.

Table 4. Taxonomy of Al-enabled cybersecurity, intrusion detection, and attack mitigation studies.

Security Focus AI Technique/Method Specific Aspect Addressed Sources
Ié::izl;t[i):ltledmn & Intrusion Machine learning General attack detection and the role of ML in smart grid cybersecurity [36,37]
aCr?énﬁLitatlonal intelligence Intelligent intrusion detection system with fuzzy logic [38]
Deep learning Adversarial attack detection [39]
Deep learning IEC 61850 sampled-values protection [40]
Deep learning False data injection attack identification [50]
Graph-based deep learning Robust false data injection detection against data poisoning [33]
cslpatlo—temp oral graph-based 4 ¢ rcarial false data injection evasion attack detection [34]
eep learning
Ensemble learning Data integrity protection under concept drift [35]
Edge-based ConvLSTM Detection anc_i localisation of oscillatory-load attacks from compromised EV [41]
charging stations
Attack Mitigation & Hybrid Al-blockchain Secure and tamper-proof cybersecurity framework [44]
Response framework
Security 'orchestratlon, Automated incident response for SCADA systems [45]
automation, and response
Fog and edge computing Distributed and low-latency intrusion detection [46]
Ensemble machine learning Electricity theft detection [47]
Hybrid deep learning Electricity theft detection in smart grid environments [48]
Trust‘tvortl.u'n ess & Trustworthy Al framework Proactive detection and risk explanation [49]
Explainability
Adversarial Attacks on AI Survey and analysis Challenges of attacking learning-based smart grid models [43]
Generative adversarial GAN-based attack on stability prediction [42]
networks
Privacy & Security . . . .
Frameworks Big-data analytics and AL Privacy and security for demand response [51]
General Overviews & Comprehensive analysis Security measures for smart grids [52]
Analysis P ¥y y &
Threat and protection models  Security protection for Smart Grid 2.0 [53]
Critical infrastructure focus Protection of smart grids from cyber attacks [54]
Deep learning synergy Decentralised cybersecurity [55]

3.4. Al for Renewable Energy Integration and Microgrid Management

The integration of variable renewable energy and management of microgrids are two
interconnected domains where Al has emerged as a critical enabler.

Power-electronic interface perspective. A key observation from this cluster is that
renewable integration is inseparable from power electronics. PV arrays, wind conversion
systems, batteries, supercapacitors, electrolyser interfaces and EV chargers are connected
to the grid through converters whose control loops operate at much faster time scales than
most supervisory Al algorithms. Al can support these systems by improving renewable
forecasting, selecting energy-storage schedules, detecting converter-side anomalies, co-
ordinating grid-following and grid-forming modes, and estimating thermal or reliability
stress in semiconductor devices. However, most reviewed studies treat the converter as an
aggregated controllable source rather than as a physical subsystem with limits on switching
frequency, modulation range, DC-link voltage, harmonic emissions, protection behavior
and device junction temperature. Quantitatively, of the 13 studies in this cluster, 2 [56,57]
explicitly model converter-level dynamics such as switching behavior, DC-link voltage, or
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harmonic content, while the remaining 11 rely on a high-level, aggregated-source abstrac-
tion; Section 3.4.1 reviews five studies, largely outside the Al-driven supervisory-control
literature, that close part of this gap. This abstraction is acceptable for long-term schedul-
ing, but it is insufficient for safety-critical deployment in converter-dominated microgrids.
Future studies should therefore combine data-driven optimization with converter-aware
constraints and physics-informed models of inverters, DC-DC converters and storage
interfaces. In PV-integrated microgrids, converter-level control remains essential because
renewable energy optimization depends not only on high-level forecasting and scheduling,
but also on accurate maximum power point tracking, DC-DC converter dynamics, battery
interfacing and local power-conversion behavior [56,57].

Renewable energy forecasting and optimization. Explainable Al tools improve the
interpretability of solar photovoltaic power generation forecasting [58], moving beyond
accuracy to understanding factors driving model predictions. Hybrid solar systems com-
bining AI with adaptive photovoltaics [59] optimize the full solar-to-grid conversion chain.
Generative Al models like ChatGPT show promise for materials discovery and farm layout
optimization [60]—a forward-looking direction not yet mainstream.

Microgrid management and smart infrastructure. Comprehensive overviews catego-
rize Al techniques (neural networks, fuzzy logic, evolutionary algorithms) across microgrid
control and optimization problems [61]. Smart energy infrastructure for next-generation
smart cities [62,63] demonstrates the systemic importance of Al beyond individual com-
ponent optimization. Al integration for efficient renewable utilization [64], the role of Al
in grid transformation [65], and the integration of Al with digital twins for enhanced grid
intelligence [29] all emphasize Al as foundational to energy system transformation. Electric
vehicle integration into V2G services [66] illustrates how Al can convert grid stressors into
valuable assets.

Critical research gap. The overwhelming majority of studies are validated exclusively
on simulated environments or small-scale testbeds, under conditions bearing only partial
resemblance to real grid operations. The most challenging operational conditions—sudden
generation drops, grid islanding, and extreme weather—are precisely the conditions hard-
est to simulate accurately and most dangerous to mishandle. Closing this validation
gap requires both larger testbeds and a fundamental cultural shift toward treating the
simulation-to-reality gap as a central research problem rather than an implementation
detail.

Table 5 organizes studies across renewable integration, microgrid management, and
cross-cutting themes. While Al's potential is clearly demonstrated, the gap between simu-
lated validation and operational readiness remains significant.

Table 5. Taxonomy of Al for renewable energy integration and microgrid management studies.

Application Area AI Technique/Focus Specific Domain/Outcome Sources
Converter-Level Integration aDrSi—ﬁ%IS%nverter design PV-battery converter dynamics and maximum-power-point tracking [56,57]
Renewa}vle Energy For'eca_stlr}g and Solar photovoltaic power generation [58,59]
Integration optimization

For'eca'stln'g and General grid optimization and efficiency [65,67]

optimization

Forecasting and .

optimization Energy supply and demand balancing [68]

Generative Al ChatGPT and other generative Al applications [60]
Microgrid Management Hybrid systems Integration and management of hybrid renewable sources [61]

Smart infrastructure Smart energy infrastructure for smart cities [62,63]

Electric vehicles Role of AT in large-scale electric vehicle adoption [66]
Cross-Cutting Themes General Al techniques Smart grids and renewable energy systems [64]
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3.4.1. Converter-Level Robustness and Resilient Control: Bridging Al and Physics-Based
Approaches

Section 3.4 shows that most studies on Al-enabled renewable-energy integration and
microgrid management represent power-electronic converters as aggregated and ideally
controllable sources, rather than as physical subsystems subject to switching, thermal,
dynamic, and protection constraints. Of the 13 studies included in this cluster, only two ex-
plicitly model converter-level dynamics, whereas the remaining 11 operate predominantly
at the supervisory-control level. To place this limitation in a broader control-theoretic con-
text, this subsection considers five studies that directly address converter-level robustness,
resilience, power regulation, and transient stability, several of which were identified during
the peer-review process.

Robust control under model uncertainty. The He robust-control design for a
three-phase voltage-source inverter presented in [69] formulates voltage regulation as
a disturbance-rejection problem. Rather than assuming a fully known nominal converter
model, the proposed method explicitly limits the influence of parameter uncertainty, ex-
ternal disturbances, and unmodeled dynamics on output-voltage tracking. This approach
differs from much of the Al-driven renewable-integration literature reviewed in Section 3.4,
where controllers are commonly validated under a limited set of deterministic simulation
conditions without a formal robustness bound.

Resilience under cyber-physical attacks. The resilient-control framework developed for
a building-scale DC microgrid in [70] extends the robustness problem beyond parametric
uncertainty to include malicious manipulation of measurement and actuation signals. This
work is closely related to the adversarial-robustness barrier identified in Section 4. However,
unlike most studies in the cybersecurity cluster, which focus primarily on communication
networks, intrusion detection, or system-level data integrity, Section 3.3 addresses resilience
directly at the converter and DC-bus levels. It therefore provides an important link between
cyber-resilience and the physical control layer of converter-dominated microgrids.

Interlinking-converter architectures for hybrid microgrids. The study in [71] proposes
an energy-storage-based interlinking architecture, referred to as the Power Lever, for reg-
ulating power exchange between AC and DC subgrids within a microgrid community.
By employing a partially rated, high-gain converter topology, the proposed architecture
addresses the efficiency and cost limitations associated with conventional fully rated inter-
linking converters. A subsequent study [72] further extends this line of research through
a dynamic circuit-based unified power-regulation strategy for hybrid AC/DC/DS micro-
grids. The proposed approach integrates steady-state power sharing with transient inertia
support, thereby addressing the limited treatment of converter-aware transient behavior
identified in Section 3.4.

Transient stability of grid-forming inverters. The study in [73] develops a port-
controlled Hamiltonian energy-reshaping method to improve the transient stability of
grid-connected grid-forming inverters. This study is particularly relevant to the low-inertia
and grid-forming stability challenges discussed in Sections 1.1 and 1.2. In contrast to purely
data-driven control approaches, the method embeds the physical energy structure of the
converter within the control design and provides an explicit stability-oriented formulation.
It therefore represents one of the comparatively few studies to combine converter-level
physical modeling with a formal transient-stability objective.

Taken together, these studies demonstrate that an established body of robust and
resilient control research already addresses several of the deployment barriers identified in
this review, particularly those associated with model uncertainty, cyber-physical attacks,
transient behavior, and converter-level stability. Importantly, these contributions remain
only weakly connected to the mainstream Al-driven microgrid-management literature.
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Most do not rely on black-box data-driven models; instead, they incorporate explicit
physical models, uncertainty descriptions, disturbance bounds, or stability constraints.

The comparison with the 13 studies reviewed in Section 3.4 therefore suggests that
the converter-aware validation gap does not arise solely from a lack of suitable control
techniques. Rather, it reflects limited integration between two research communities: Al-
based supervisory energy management and physics-based robust or resilient converter
control. Bridging these areas is likely to be more productive than treating them as separate
research directions. Future work should therefore investigate hybrid architectures in which
Al supports forecasting, scheduling, adaptation, or anomaly detection, while converter-
level safety, robustness, and stability are retained through formally designed control laws
and physics-informed constraints.

3.5. Fault Detection, Diagnosis, and Grid Stability

This thematic cluster remains the smallest in the revised primary corpus, comprising
eight studies [29,74-80]. These studies cover high-speed fault detection, fault classification,
and localization, grid-stability prediction, predictive reliability, and credibility assessment
of machine-learning-based transient-stability evaluation. Related physics-based converter-
control studies are discussed separately in Section 3.4.1 and are not included in this cluster
count. Given the limited evidence base, the observations below should be interpreted as a
preliminary but consistent indication rather than a conclusive finding. Nevertheless, the
comparatively limited research activity warrants attention because fault detection plays a
critical role in preventing severe grid failures.

High-speed fault detection. A frequently overlooked dimension is computational
infrastructure [75]. Even at grid sampling rates of 800,000 samples per second, their Al
platform performs inference fast enough to enable real-time fault detection—a hardware-
software co-design necessity often neglected in purely algorithmic research.

Fault classification and localization. Machine learning applied to smart meter data
enables fault type identification and feeder location estimation [76], extracting significant
value from already-deployed infrastructure. Practical applicability depends on data quality
and coverage—regions with limited metering cannot replicate reported accuracy.

A fault-location method for unbalanced active distribution networks using sparse
hybrid measurements was proposed in [74]. The method extends fault intelligence beyond
fault-type classification by estimating fault locations under limited measurement availabil-
ity, although its application depends on prior knowledge of measurement placement. An
augmented K-NN method for fault detection and classification using an enhanced distance-
weighting procedure was developed in [79]. However, the method was evaluated using a
relatively limited simulated fault dataset, and broader field validation is still required.

Ensemble models and comparative analysis. Comparative analysis has been used
to compare K-NN, SVM, and decision tree algorithms for stability prediction, providing
practitioners with direct performance benchmarks [77]. StarNet [78] uses ensemble methods
to improve predictive reliability and enable automation—a step towards autonomous grid
operation where Al directly influences control actions.

An incremental dataset-recognition approach was introduced in [80] to assess the
credibility of machine-learning-based transient-stability predictions under stochastic and
changing operating conditions. Rather than relying only on prediction accuracy, the frame-
work also examines whether the trained model remains dependable when the operating
conditions differ from those represented in the training data. However, the approach has so
far been evaluated mainly for transient-stability assessment, and its applicability to other
fault-diagnosis and protection tasks still requires further investigation.
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Integrated perspectives. Fault detection can also be positioned within a coordinated
suite of Al capabilities, emphasizing that isolated single-function Al systems should give
way to integrated, multi-objective architectures [29].

Research gap analysis. The small size of this cluster relative to energy management
and cybersecurity reveals a critical misalignment. Fault events are rare, making large
labeled datasets difficult to assemble. Nevertheless, Al-based approaches may support
earlier identification of developing abnormal conditions and provide additional time for
preventive maintenance and operational intervention. Future research must address data
scarcity through simulation-based augmentation, transfer learning, and physics-informed
neural networks that supplement limited empirical fault data with domain knowledge.
This domain warrants significantly increased research investment.

Table 6 categorizes the limited literature by application area and Al technique. The
observed gap between safety-critical importance and research investment represents an
important preliminary finding from this cluster and warrants confirmation through a
broader evidence base.

Table 6. Taxonomy of fault detection, diagnosis, and grid stability studies.

Application Area AI Technique/Method Specific Focus Sources
Fault Detection & A.I inference and High-speed fault detection using
. . high-performance . [75]
Diagnosis hardware—software co-design
hardware
Machine learning with Fault detection and classification using an [79]
augmented K-NN enhanced distance-weighted algorithm
Da.ta—drlven classification Fault detection, classification, and feeder
using smart-meter L [76]
localization
measurements
Sparse Fault localization in unbalanced active
hybrid-measurement distribution networks under limited [74]
fault-location method measurement availability
Grid Stability & Comparatlve . Comparison of K-NN, SVM, and decision-tree
. 1 eqe machine-learning . . o .. [77]
Reliability . algorithms for smart-grid stability prediction
analysis
StarNet ensemble model Predlctlv.e rehal.al.hty and automation of (78]
smart-grid stability assessment
Credibility assessment of
Incremental dataset . . . 1
or machine-learning-based transient-stability
recognition and L. . . [80]
o . . predictions under stochastic operating
credibility evaluation o
conditions
Integrated/Cross- Multi-function Al Simultaneous forecasting, fault detection, [29]
Domain framework renewable-energy integration, and optimization

3.6. Explainable Al (XAI), Trustworthiness, and Ethics

As Al becomes embedded in critical grid decision-making, transparency, accountabil-
ity, and ethical governance have become pressing concerns. This cluster addresses these
dimensions, though research investment remains disproportionately low.

XAl methods and applications. Interpretable prediction frameworks for decentralized
grids [81] combine machine learning with explainable Al XAlI tools (SHAP, LIME) reveal
which input features drive solar forecasting models [58], enabling validation and actionable
insights. The fusion of intelligence modeled with XAI [20] demonstrates that accuracy and
interpretability are not mutually exclusive. A conceptual architecture for XAl in smart grid
systems [82] provides foundational guidance for incorporating explainability across grid
functions.
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Critical limitation: All four studies apply XAI to forecasting—the least safety-critical
application. Explainability in real-time control decisions, security alerts, and protection
relay operations—where stakes are highest and time for human review is shortest—remains
almost entirely unaddressed.

Accountability and governance. Accountability is increasingly treated as a governance
problem rather than merely a research challenge because existing regulatory frameworks do
not fully accommodate Al-driven decision-making in safety-critical contexts. Novel risks
of large language models in grid operations, including hallucination, prompt injection, and
biased recommendations, extend the ethical concern to emergent Al technologies [83,84].

Ethical and social dimensions. Researchers have called for ethical and social challenges
to be considered alongside technical development and have situated smart-grid ethics
within broader urban Al concerns, including surveillance, citizen participation, and power
concentration [85,86]. Both papers are theoretical rather than empirical; evidence on
actual distributional impacts of Al deployment across income groups, communities, and
employment is lacking.

Table 7 organizes studies across XAl methods, accountability, and ethical implica-
tions. The relative neglect of this cluster—despite its importance—and the dominance of
theoretical over empirical research both represent significant gaps.

Table 7. Taxonomy of explainable Al, trustworthiness, and ethics studies.

Focus Area AUXAI Technique or Specific Aspect Addressed Sources
Concept

XAI Methods & Interpretable machine . . -

Applications learning and XAI Decentralised smart grid prediction [81]
XAlI tools, including SHAP . . .
and LIME Solar photovoltaic power generation forecasting  [58]
Fusion of intelligent Transparent smart grid electricity prediction [20]
modeled and XAI P & yPp
General XAI framework C(?nceptual architecture for explainable smart [82]

grid systems

Accountability & - Legal, regulatory, and technical dimensions of

Reliability Accountability framework Al-enabled grid services [83]
Threat modeled and Risks of using large language models in smart [84]
validation grid operation and decision support

Ethical & Social Ethical and social Consideration of social impacts in smart grid

. [85]

Implications challenges research and deployment

Ethical reflections Al in smart cities, with emphasis on smart grid [86]

applications

3.7. Emerging Technologies: Digital Twins, Blockchain, 1oT, and Edge Computing

Al increasingly integrates with digital twins, blockchain, IoT, and edge computing in
synergistic ways that amplify capabilities. Digital twins provide safe virtual environments
for Al learning; blockchain enables decentralized, transparent transactions; IoT generates
the sensory data fueling Al; and edge computing enables low-latency inference.

Digital twins. An Al-enabled digital twin has been presented for energy efficiency
optimization, enabling risk-free identification of inefficiencies and testing of optimization
strategies [87]. A digital-twin-based intelligent authorization method has also been pro-
posed for B5G-enabled grids, using virtual simulation of access requests before granting
permissions—a security application complementing the operational use case [88].

Blockchain integration. Hybrid Al-blockchain frameworks can combine real-time
threat detection with tamper-proof security event logging. Blockchain-integrated Al has
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also been proposed for peer-to-peer energy trading, with Al optimizing buyer—seller
matching and price prediction, while broader surveys describe Al-blockchain convergence
across multiple smart-grid applications [44,89,90].

IoT and edge computing. IoT sensors and smart meters generate the high-volume,
granular data fueling AI models [91]. A case study documents IoT-Al integration for
smart city development with grid applications [92]. Advanced communication (5G RAN
slicing) is critical for supporting Al applications [93]. Federated learning [94] is particularly
significant: it enables privacy-preserving distributed model training where local edge
nodes train on local data and only share model updates—simultaneously addressing data
privacy and communication bandwidth constraints.

Critical gap. No study demonstrates the integration of more than two technolo-
gies in a coherent, end-to-end validated architecture. The full potential of the Al-digital
twin-blockchain-edge computing ecosystem remains unrealized. Furthermore, the compu-
tational and energy costs of operating these multi-technology systems are rarely reported,
raising questions about economic viability and net environmental benefit.

Table 8 categorizes studies by technology domain. The convergence trend is clear, but
seamless integration at operational scale remains an open engineering challenge.

Table 8. Taxonomy of emerging technologies: digital twins, blockchain, IoT, and edge computing

studies.
Technology Domain Specific Technology/Technique  Application/Focus Sources
Digital Twins Al-enabled digital twins Energy efficiency optimization in smart grids [87]
Digital twin for authorisation fgr;’izlshgent authorisation in B5G-enabled smart [85]
Blockchain Hybrid Al-blockchain Security framewor.k for threat detection and [44]
framework tamper-proof logging
Blockchain-integrated Al Energy efficiency and sustainability through [89]
framework peer-to-peer energy trading
Blockchain and Al survey General overview of smart grid applications in [90]
the Al era
IoT & Edge Computing IoT and Al General overview of smart grid applications [91]
ToT and Al case study Sustamable smart city development with a [92]
smart grid focus
5G and smart RAN slicing Commup1cat10n enhancement for smart grid [93]
applications
Federated learning with Secure and efficient model training with [94]
edge—cloud computing privacy preservation
Cross-Cutting/ General IT infrastructure Role of information technology in developing [95]

Enabling IT

smart grids for efficient power distribution

To facilitate direct comparison across the thematic clusters, Table 9 presents a study-level
evidence-synthesis matrix for a representative subset of the reviewed literature. The selected
studies reflect the main application areas, Al and control approaches, validation environments,
and levels of power-electronic representation identified in the primary corpus. In particular,
the matrix distinguishes studies that represent converters through aggregated supervisory
abstractions from those that explicitly model converter dynamics or employ hardware-in-
the-loop or field-based validation. It also summarizes the principal evaluation metrics and
reported limitations, thereby providing a transparent basis for the subsequent assessment of
research maturity, deployability, and remaining methodological gaps.
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Table 9. Evidence-synthesis matrix for a representative cross-cluster subset of studies, illustrating

differences in data source, Al or control approach, validation setting, power-electronic modeled

depth, evaluation metrics, and principal limitations.

AI/Control 1. . PE Modelling . Principal
Ref. Cluster Technique Validation Setting Depth Reported Metric Limitation
Reinforcement . . Reward/adaptability No cross-grid
el Energy mgmt. learning Simulation Aggregated (no single metric) transfer test
Hybrid/ensemble . . Single-dataset
[18] Energy mgmt. ML Simulation Aggregated MAPE validation
[33] Cybersecurity 1Grapb—based deep Simulation N/A Detectlon. accuracy Not te.sted against
earning under poisoning adaptive adversary
Defensive
[42] Cybersecurity GAN-based attack Simulation N/A Attack success rate countermeasure not
proposed
XAI limited to
. . . XAI (SHAP/LIME) + . . Forecast accuracy + .
[58] Renewable/ mlcrogndML Simulation Aggregated feature attribution forecasting, not
control
. . Converter-aware Single hardware
. Al inference on Hardware-in-the- . Inference latency at
[75] Fault detection dedicated hardware loo (sampling-rate 800 kSa/s platform, not
P validated) field-tested
76] Fault detection ML on smart-meter Field data . Aggregated Classification Requl.res dense
data (retrospective) accuracy metering coverage
K-NN, SVM, Classification
Fault detec- .. . . . S
[77] . o decision tree Simulation Aggregated accuracy No field validation
tion/stability . .
(comparative) (comparative)
[78] Fault detec- StarNet ensemble Simulation Aggregated Predictive No field validation
tion/stability 881¢8 reliability score
[79] Fault detection Augmented k-NN Simulation Aggregated Classification Small simulated
accuracy fault set
Sparse hybrid- Aceresated Assumes
[74] Fault detection measurement Simulation 881CE Location error measurement
. . (network-level) .
estimation placement is known
Converter control Simulation Converter-aware Disturbance NOt. validated
[69] Hoo robust control : o against cyberattack
(3.4.1) (converter-level) (physics-based) rejection bound .
scenarios
Converter control Resilient control Slmulétlon Converter-aware Resilience under Building-scale only,
[70] (building-scale DC . . e
(3.4.1) under attack . ¢ (physics-based) attack scenario not utility-scale
microgrid)
71] Converter control ﬁ?ﬁfﬁiiﬁted Simulation Converter-aware Efficiency/cost vs. Not yet
(3.4.1) 8 (physics-based) fully rated ILC field-deployed
converter
Converter control PCH . . . Converter-aware Transient stability Grld-gonnected
[73] energy-reshaping Simulation . . only; islanded case
(34.1) (physics-based) margin
control not covered
. . . . Adversarial
[44] Cybersecurlty/ Hybrid . Simulation N/A ].Detecthlon + logging robustness not
emerging tech Al-blockchain integrity
tested at scale
. . Only cybersecurity
[49] Cybersecurity / XAIL Trustworthy-Al Simulation N/A Rlsk.—explana.t on study addressing
framework quality (qualitative) L
explainability
- . . Evaluated on
[80] XAl/trustworthiness S‘f;}ﬁ; Eﬂgr}: for (S;trz)l él}itslt(i)? N/A Scene-specific transient stability
(3.6) credibility index assessment only,

ML-based TSA

operation modes)

not other Al tasks

As shown in Table 9, most of the selected studies rely on simulation-based validation

and aggregated representations of the underlying power-electronic interfaces. Only a

limited subset explicitly incorporates converter-level physical dynamics, hardware-in-the-

loop testing, or field measurements. This imbalance supports the review’s conclusion

that methodological maturity at the supervisory level has advanced more rapidly than

operational validation at the converter and deployment levels.

3.8. Bibliometric and Contextual Synthesis of Al in Smart Grids: Supplementary Secondary

Literature

This section draws on the Stage 2 supplementary bibliometric search described in

Section 2.1, and its scope and purpose differ deliberately from those of Sections 3.2 through
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3.7. The studies presented here—bibliometric analyses, scientific mapping papers, compre-
hensive overview articles, and forward-looking perspective pieces—were excluded from
the primary PRISMA-guided corpus to preserve the methodological integrity of the original
research synthesis in the preceding sections. Their inclusion here serves an explicitly de-
fined and complementary purpose: to provide a macro-level intellectual framework within
which the primary findings can be contextualized, interpreted, and positioned relative to
the long-term trajectory of the field. None of the studies in this section are counted among
the 87 primary studies, and they are clearly distinguished as supplementary contextual
literature throughout.

The studies assembled in this supplementary synthesis occupy a unique and indis-
pensable role in the broader research ecosystem. Rather than advancing specific technical
contributions, they provide the structural scaffolding upon which the field organizes its un-
derstanding of itself: its origins, its growth, its tensions, and its trajectory. This meta-level
perspective is not merely complementary to the primary findings—it is essential for inter-
preting their significance. Understanding that the grand challenges of Al in smart grids were
articulated more than a decade ago and remain substantially unresolved [96] fundamentally
changes how we read the incremental technical advances documented in the primary corpus.
Similarly, understanding the quantitative contours of publication growth [3,97] allows us
to assess whether the concentration of research in certain thematic clusters reflects genuine
scientific progress or simply the gravitational pull of popular topics. This section organizes the
supplementary literature into four sub-themes: bibliometric and scientific mapping, historical
evolution and conceptual development, general overviews of Al techniques and applications,
and grand challenges and broader implications.

3.8.1. Bibliometric and Scientific Mapping Studies

Quantitative bibliometric analyses constitute perhaps the most objectively grounded
form of meta-knowledge available to a research community. By applying systematic, data-
driven methods to publication records, citation networks, and keyword co-occurrence
patterns, these studies reveal structures that are invisible to narrative synthesis alone. Two
major bibliometric studies are of particular relevance to the findings of this review.

A bibliometric analysis and scientific mapping study presents [97] a comprehensive
bibliometric analysis and scientific mapping of Al in smart grids, examining publication vol-
ume trends, geographic and institutional distributions of research output, leading authors,
and the co-occurrence of keywords across the indexed literature. Its keyword co-occurrence
analysis reveals the emergence of distinct research clusters corresponding closely to the
thematic dimensions identified in the present review: energy management and forecasting,
cybersecurity, renewable integration, and explainable Al all appear as discernible nodes in
the co-occurrence network. Importantly, the same study identifies a small set of highly in-
fluential papers that have served as intellectual anchors for the field, with disproportionate
citation counts reflecting their role in establishing foundational frameworks and benchmark
datasets. This citation concentration phenomenon has implications for the primary findings
of this review: the most-cited papers in the corpus may reflect field consensus, but they may
also reflect citation habits and availability bias rather than true methodological superiority.

A 20-year bibliometric-based overview extends [3] this perspective significantly by
offering a 20-year bibliometric-based overview of the role of Al in smart grids, provid-
ing a longitudinal analysis that traces the field's intellectual evolution from its earliest
foundations through its current state. The 20-year timeframe captures the full arc from
early, narrowly focused applications—primarily rule-based expert systems and basic neural
networks for load forecasting—through the deep learning revolution of the 2010s to the
current period characterized by reinforcement learning, explainable Al and the integration
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of Al with emerging technologies. This overview observes a progressive diversification of
research themes, with new sub-topics such as cybersecurity and ethics emerging primarily
after 2018. This diversification pattern is consistent with and validates the thematic struc-
ture of the present review, which documents seven distinct research clusters rather than
the two or three that would have characterized the field a decade earlier. The longitudinal
perspective also reveals a recurring pattern: technological innovation consistently precedes
conceptual consolidation, with practical Al applications appearing in the literature several
years before the field develops shared vocabulary, evaluation benchmarks, or regulatory
frameworks for those applications. This lag between innovation and consolidation is partic-
ularly visible in the domains of explainable Al and ethics, which continue to trail technical
development by a substantial margin.

Complementing these broad bibliometric analyses, a domain-specific bibliometric
study of blockchain applications in smart grids [2] demonstrates how emerging digital
technologies are forming specialized research communities within the wider smart-grid
ecosystem. In addition, a comprehensive review of deep learning applications in smart
grids [1] highlights the rapid expansion of deep learning across forecasting, fault diagnosis,
renewable energy integration, and grid optimization, reinforcing the central role of deep
learning identified throughout the primary corpus.

The bibliometric evidence from both studies collectively validates a central finding of
this review: that the field of Al in smart grids is not merely growing but structurally matur-
ing, with increasingly specialized sub-communities developing distinct methodological
traditions, publication venues, and intellectual genealogies. This maturation is a positive
development, but it also carries risks: as sub-communities become more specialized, cross-
disciplinary synthesis becomes harder, and important connections between, for example,
cybersecurity and explainability research may go unexplored.

3.8.2. Historical Evolution and Conceptual Development

To understand the current state of Al in smart grids, it is necessary to understand
where the field came from and how its foundational concepts have evolved over time.
Several studies provide this historical grounding.

Reference [98] provides a foundational overview of the smart grid concept, tracing its
evolution from early automated power-system visions to modern data-driven grids. This
paper situates the role of Al within a broader historical narrative, explaining how the pro-
gressive instrumentation of the power grid with sensors, smart meters, and communication
infrastructure created a fundamentally new kind of data environment: one characterized
by high volume, high velocity, and high variety, and thus inherently suited to machine
learning approaches that could not have been practically deployed on eatlier, less data-rich
grids. The value of this historical perspective is that it establishes Al adoption in smart
grids not as an arbitrary technological fashion but as a structurally determined response to
the grid's own digital transformation. Understanding this causal relationship is important
for anticipating the next wave of Al adoption: as grids become further instrumented—with
phasor measurement units, IoT sensors, and electric vehicle charging stations generating
ever-larger data streams—the demand for Al-based analytics will continue to intensify
regardless of any deliberate policy choice to promote AL

An applied historical overview examines [99] the evolution of smart grids from a
more applied perspective, focusing specifically on how Al is being deployed in the context
of highly digitized power grids with high penetration of renewable energy. This paper
bridges the gap between earlier historical smart-grid framing and the contemporary tech-
nical literature reviewed in Sections 3.2 through 3.7, providing a practitioner-oriented
narrative of how Al has moved from academic research into operational deployment. This
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overview identifies several enabling conditions for this transition: the maturation of cloud
computing infrastructure capable of hosting complex Al models, the standardization of grid
communication protocols that enable interoperability between Al systems and grid devices,
and the increasing willingness of regulators and utilities to pilot Al-based applications in
controlled operational environments. This paper also identifies a critical and frequently
overlooked bottleneck: the shortage of skilled personnel who possess both power engineer-
ing expertise and Al competence. This human capital constraint is not captured in any of
the primary research studies reviewed in Sections 3.2 through 3.7, representing a gap that
future sociotechnical research must address.

A deliberately provocative critical evaluation of the current state of grid intelligence
poses the central question: how smart is the smart grid, actually? [100] This paper serves
as a necessary and important corrective to the often-optimistic framing of both the primary
research literature and the bibliometric overview studies. The study systematically com-
pares the ambitious vision of a fully autonomous, self-healing, demand-responsive smart
grid against the empirical reality of grid operations in major industrialized economies,
finding a substantial and persistent gap between aspiration and achievement. Several
factors contribute to this gap: the fragmented and heterogeneous nature of existing grid
infrastructure, which was not designed with Al integration in mind; the slow pace of
utility investment and regulatory adaptation; the conservatism of grid operators who are
understandably reluctant to delegate control functions to Al systems that cannot be fully
understood or audited; and the shortage of high-quality, labeled operational data needed to
train and validate Al models under realistic conditions. This critical assessment is directly
relevant to the discussion in Section 4, which similarly emphasizes that the dominant
narrative of Al as a transformative technology for grid modernization must be tempered
by sober recognition of the structural, institutional, and epistemic barriers to real-world
deployment. The contribution of this line of work to the review is not merely cautionary: by
precisely articulating what the smart grid is not yet, it implicitly defines what the research
community must achieve to close the gap.

The broader context for these historical and critical perspectives is provided by a
guest editorial [101], which, introducing a Special Issue on Al and data analytics for
smart grids with high penetrations of renewables, offers a curated overview of the field's
state-of-the-art at the time of its publication. Guest editorials of this kind perform an
important function in the research ecosystem: by assembling and framing a collection of
high-quality contributions around a shared theme, they help define the boundaries of a
sub-field and signal which research directions the community considers most promising.
This framing—emphasizing the challenges of integrating variable renewables through
Al-driven forecasting, dispatch optimization, and demand flexibility—is fully consistent
with the primary findings in Section 3.2 and reinforces the centrality of these themes to the
field's self-understanding.

3.8.3. General Overviews of Al Techniques and Applications

A substantial portion of the supplementary literature comprises general overview
papers that survey the landscape of Al techniques applied to smart grids, while these
papers do not advance original empirical findings, they serve several important functions:
providing accessible entry points for researchers new to the domain, mapping the Al
toolbox available for grid applications, and identifying patterns of technique adoption and
performance that are not visible in any single primary study. Four such overview papers
are of particular relevance.

A broad-scope overview presents [102] a broad-scope overview of Al applications
and prospects in smart grids, synthesizing the development of both the Al and smart grid
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fields and analyzing applications across three major domains: power load forecasting, fault
diagnosis, and grid security. This paper is notable for its genuinely integrated treatment
of these domains, recognizing that Al in smart grids is not a collection of independent
applications but a set of interrelated capabilities that must ultimately function in coor-
dination. The distinction drawn between Al as a tool for optimization—improving the
efficiency of existing processes—and Al as an enabler of new capabilities—allowing the
grid to perform functions that were previously impractical—is conceptually important
and maps directly onto the taxonomy of applications documented in the primary corpus.
The paper also identifies a recurring tension between model complexity and operational
practicality that pervades the primary literature: the most accurate Al models are often the
least interpretable and the most computationally demanding, creating trade-offs that are
particularly acute in real-time grid applications.

A practically oriented catalogue provides [4] a practically oriented catalogue of Al
techniques applicable to smart grid problems, covering neural networks, fuzzy logic sys-
tems, expert systems, and evolutionary algorithms, while predating many of the deep
learning advances documented in the primary corpus, this paper retains value as a struc-
tured reference that situates newer techniques within a longer history of Al application to
power systems. It is useful for understanding the conceptual continuities between early Al
research in power systems—which was dominated by expert systems and fuzzy logic in
the 1990s—and the contemporary deep learning era. Many of the fundamental problem
types identified in this earlier work—pattern classification, sequential decision-making,
and optimization under uncertainty—remain the same; what has changed is the scale, the
data richness, and the algorithmic sophistication with which they are addressed.

A forward-looking perspective offers [5] a forward-looking perspective on the role of
Al in advancing smart grid technologies, identifying key trends that will shape the field
over the coming decade. Several of the trajectories identified in this perspective are fully
consistent with and supported by the primary findings of this review: the increasing domi-
nance of deep learning for time-series forecasting, the growing importance of reinforcement
learning for adaptive control, the rising prominence of explainable Al as a prerequisite
for operational trust, and the convergence of Al with digital twins and edge computing
for distributed intelligence. The paper also identifies several emerging trends that receive
less attention in the primary corpus: the potential of neuromorphic computing to enable
extremely energy-efficient Al inference on edge devices; the application of causal inference
methods to move beyond correlation-based Al toward models that can reason about the un-
derlying mechanisms of grid behavior; and the possibility of using Al to actively co-design
grid infrastructure rather than merely optimize its operation. These emerging directions,
noted in this perspective but largely absent from the primary literature, represent concrete
recommendations for future research priorities.

A historical and institutional perspective examines [6] the role of Al in the transi-
tion from conventional power systems to modernized smart grids from a historical and
institutional perspective. This paper argues that Al has not merely been a tool for grid
optimization but a genuinely enabling technology whose availability has made certain
forms of grid modernization possible that would otherwise be impractical or uneconomical.
The examples provided—including Al-driven demand response that makes it economically
viable to integrate variable renewables without proportional investment in conventional
backup generation—connect directly to the primary findings in Sections 3.2 and 3.4. The
institutional dimension of this transition, however, receives relatively little attention in
the primary corpus: how utilities, regulators, and market operators have adapted their
processes and governance structures to accommodate Al-driven capabilities is a question
that remains largely unexplored in original research.
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3.8.4. Grand Challenges and Broader Implications

The most intellectually significant subset of the supplementary literature comprises
studies that step back from technical specifics to engage with the grand challenges, systemic
implications, and broader societal dimensions of Al in smart grids. These papers collectively
define what is ultimately at stake in this research domain and establish the criteria by which
progress should be judged.

A grand-challenge paper remains [96], more than a decade after its publication, the
most influential single statement of the grand challenges facing Al in smart grids. This
paper, published in the Communications of the ACM, framed the vision of a fully intelligent
smart grid as a "grand challenge" for Al comparable in ambition and difficulty to other
historic AI challenges such as chess or the Turing test. The challenges identified in this
work span power systems engineering, telecommunications, and Al itself: managing the
complexity of millions of simultaneous demand response interactions, providing real-time
control under extreme reliability and latency constraints, handling the heterogeneity of grid
actors and devices, and ensuring security and privacy across a distributed cyber-physical
system. The enduring relevance of these challenges, which remain substantially unresolved
despite a decade of intensive research, is itself a significant finding of this review. The
primary literature documents impressive advances in specific technical capabilities, but
the fundamental barriers to the vision articulated in that work have not been overcome.
This gap between local technical progress and global challenge resolution underscores
the importance of the structural and institutional barriers identified in historical and
critical overviews [99,100]: the obstacles to a fully intelligent smart grid are not primarily
algorithmic but architectural, institutional, and social.

A focused examination provides [103] a more focused examination of challenges and
opportunities in applying Al to critical power infrastructure, with particular attention to
the unique requirements of safety-critical systems. The paper distinguishes clearly between
the requirements of Al in consumer applications—where errors are inconvenient but rarely
catastrophic—and Al in critical infrastructure—where errors can cascade into widespread
outages, physical damage, or security breaches. This distinction has profound implications
for the design and validation of Al systems for grid applications: accuracy metrics that are
perfectly acceptable for a recommendation algorithm may be entirely insufficient for an Al-
based protection relay. This work argues that the field currently lacks adequate frameworks
for specitying, testing, and certifying the reliability of Al systems in safety-critical grid
contexts—a gap that is directly relevant to the thin state of research on fault detection and
grid stability documented in Section 3.5. The development of such frameworks, likely
involving collaboration between Al researchers, power engineers, and regulatory bodies,
represents a high-priority direction for future work.

A systemic perspective raises [104] a question that is notable both for its originality
and its systemic importance: how are the massive energy demands of Al itself reshaping
the future of the smart grid? This paper inverts the conventional framing—in which
Al is purely a tool for optimizing the grid—to consider Al as an increasingly significant
consumer of the energy resources the grid must manage. The exponential growth of
Al training and inference workloads has made data centers among the fastest-growing
categories of electricity demand in many industrialized economies, creating a feedback
loop in which Al-driven grid modernization must increasingly account for the energy
appetite of the Al systems it deploys. This work argues that this feedback loop has not been
adequately integrated into smart grid planning frameworks and that the net environmental
benefit of Al-based grid optimization cannot be assumed without explicit accounting for
the energy cost of the Al systems themselves. This perspective is absent from the primary
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research corpus reviewed in Sections 3.2 through 3.7, representing a significant conceptual
gap in the field's self-understanding.

A structured framework provides [105] a structured framework for evaluating the
impact of Al on three dimensions that are central to the smart grid policy agenda: sustain-
ability, resilience, and efficiency. This paper makes a valuable methodological contribution
by moving beyond the binary question of whether Al "works" toward a multi-dimensional
assessment of how Al performs across the full range of objectives that grid moderniza-
tion is meant to serve. The framework distinguishes between efficiency gains—which are
well-documented in the primary literature—and resilience improvements—which require
demonstrating that Al-based systems perform adequately under conditions of stress, fail-
ure, and attack—and sustainability contributions—which require accounting for the full
lifecycle environmental and social impacts of Al deployment. This multi-dimensional fram-
ing is directly relevant to the practical implications discussed in Section 4: grid operators,
policymakers, and researchers all need evaluation tools that go beyond narrow accuracy
metrics to assess the holistic value and risk profile of Al systems.

A real-world case study provides [106] a grounding counterpoint to the theoretical and
policy-oriented perspectives of the other studies in this sub-theme, presenting a real-world case
study of building smart grids on Al This paper is significant for its empirical grounding: rather
than arguing abstractly about the potential of Al, it documents the practical experience of
attempting to deploy Al-based systems in an actual operational grid environment. The lessons
drawn from this experience—including the difficulties of obtaining reliable training data, the
challenges of integrating Al outputs into existing operational workflows, and the importance
of operator trust and engagement—correspond directly to the structural barriers identified
in critical and historical overviews [99,100]. Case studies of this kind are underrepresented
in the primary literature, and their expansion represents an important direction for future
research: the field needs more empirical documentation of what happens when Al leaves the
laboratory and enters operational deployment.

An environmental sustainability perspective rounds [107] out this sub-theme with a
discussion of environmental sustainability and the role of Al and smart grid sensors in
enabling more sustainable energy operations. This paper situates smart grid AI within the
broader context of environmental governance, arguing that the full potential of Al for sus-
tainability can only be realized when it is embedded in a system of sensors, communication
infrastructure, and policy frameworks that collectively enable transparent, accountable,
and equitable energy management. The environmental dimension of smart grid Al is
frequently invoked in research abstracts and introductions but rarely examined with the
depth and specificity it deserves, making this contribution a valuable exception.

3.8.5. Synthesis and Implications for the Primary Findings

As stated in Section 2.1, the following synthesis is used only to contextualize the Stage
1 findings and is not treated as independent primary evidence. The supplementary biblio-
metric literature reviewed in this section provides three layers of context that materially
enrich the interpretation of the primary findings in Sections 3.2 through 3.7.

At the quantitative level, bibliometric evidence confirms [3,97] that the publication
trends and thematic distribution observed in the primary corpus are representative of
the broader field rather than artifacts of our specific search and selection process. The
exponential growth pattern, the dominance of energy management and cybersecurity as
research themes, and the relative underrepresentation of explainability and ethics are all
corroborated by the bibliometric evidence.

At the structural level, historical and critical overview papers indicate that the gap between
research output and operational deployment is a persistent feature of the field [96,99,100]. This
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structural inertia suggests that incentive realignment—not merely additional research—may be
necessary to close the deployment gap.

As shown in Table 10, recent grand-challenge literature introduces [103-105] several
dimensions that are largely missing from the primary corpus. These include the energy
consumption of Al systems, multi-dimensional assessments of Al value that extend beyond
narrow accuracy-based metrics, and the certification requirements for safety-critical Al
applications. Together, these dimensions represent not only gaps in the existing research
but also potential blind spots that may threaten the long-term sustainability of the research
agenda if they remain unaddressed.

Table 10. Taxonomy of bibliometric analysis, evolution, and general overviews of Al in smart

grid studies.

Focus Area Type of Analysis/Perspective Specific Contribution Sources
Bibliometric & Scientific Domain-specific bibliometric Scientific mapping of blockchain applications in smart grids and their 2]
Mapping analysis research evolution
Quantitative analysis Publication trends, leading authors and institutions, and keyword [97]
co-occurrence
20-year longitudinal overview  Evolution of research themes over two decades [3]
Historical Evolution & . . Curated overview of Al and data analytics for smart grids with high
Practical perspective . [101]
Conceptual Development renewable penetration
Historical overview Dev“slopment of the smart grid concept from early origins to modern grid [98]
architectures
Practical perspective Al apph.catlon in highly digitized grids with high renewable energy [99]
penetration
Critical evaluation Assessment of the current level of “smartness” in modern grids [100]
General Overviews of AI hensi . Deep learning techniques, applications, challenges, and future research :
Apolicati Comprehensive review directions f t orid [1]
pplications irections for smart grids
Comprehensive overview Al apphgatlons in load forecasting, fault diagnosis, cybersecurity, and [102]
smart grid operation
General overview of Neural networks, fuzzy logic, expert systems, and evolutionary [4]
techniques algorithms
Forward-looking perspective Future directions for Al-enabled smart grid technologies [5]
Transiti . Role of Al in the transition from conventional grids to modernized smart
ransition perspective grids [6]
IGran_d C.hallenges & Broader Grand challenge Fundamental challenges for Al in realizing the smart grid vision [96]
mplications
Challenges and opportunities Critical power infrastructure, safety, robustness, and explainability [103]
Energy demands of Al Feedback loop between Al as a grid optimization tool and Al as a [104]
consumer of grid resources
Sustainability, resilience, and Framework for evaluating the impact of AI on sustainability, resilience, [105]
efficiency and operational efficiency N
Real-world case study Practical application of Al to a specific smart grid problem [106]
Environmental sustainability Role of Al and smart grid sensors in enabling sustainable grid operation [107]

The studies in this supplementary synthesis collectively show that the research com-
munity has consistently identified similar structural challenges, including deployment
gaps, limited interpretability, ethical uncertainty, and institutional inertia. The persistence
of these challenges, despite more than a decade of growing research activity, suggests that
resolving them will require more than incremental technical improvements. A broader
reorientation is needed in validation methods, research incentives, regulatory alignment,
and governance frameworks. This conclusion provides the basis for the critical discussion
in Section 4 and the future research agenda presented in Section 5.

4. Discussion

The synthesis of 87 primary studies across six primary thematic clusters indicates
that reliable operational deployment remains incomplete across all application domains.
Simulation-based and small-scale validation remain dominant, while generalizability, ad-
versarial robustness, explainability, ethical governance, and cross-domain integration are
insufficiently addressed. The following subsections interpret these evidence-based limita-
tions and examine their implications for trustworthy Al deployment in smart grids and
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microgrids. Three overarching patterns emerge from the cross-cluster analysis. First, Al has
demonstrably moved from a peripheral experimental tool to a central enabling technology
across virtually all dimensions of smart grid operation, yet the transition from proof-of-
concept to reliable operational deployment remains incomplete in every cluster examined.
Second, the field exhibits a structural imbalance between technical ambition and practical
grounding: the dominant research paradigm prioritizes algorithmic novelty demonstrated
on simulated or small-scale testbeds, while the operational conditions, institutional con-
straints, and human factors that govern real-world deployment receive systematic and
sustained underattention. Third, the most consequential research questions—concerning
model trustworthiness, adversarial robustness, ethical governance, and cross-domain
integration—are precisely those receiving the least research investment, a misalignment
that poses a significant long-term risk to the credibility and utility of the entire research
program. The following subsections develop these observations through detailed analysis
of each thematic cluster before addressing theoretical and practical implications, study
limitations, and future research priorities.

While Section 3 documents what Al research is being conducted across smart grids,
Section 4 addresses a prior question: what are the structural barriers preventing research
from translating into reliable operational deployment? To map these barriers systematically,
we identify seven categories of challenges—data scarcity, model interpretability, adversarial
robustness, generalizability, regulatory frameworks, real-time computational requirements, and
privacy/ethical governance—and assess their severity across the six primary research clusters.

The barrier-severity scores shown in Figure 5 were assigned using a predefined three-
indicator rubric. For each combination of thematic cluster and barrier category, two lead
reviewers independently considered: (i) the prevalence of the barrier within the reviewed
studies, (ii) its potential operational consequence if unresolved, and (iii) the difficulty of
mitigation under realistic deployment conditions. These indicators jointly informed an
ordinal score from 1 to 5, where 1 denotes a minor barrier, 2 a manageable barrier, 3 a
moderate barrier, 4 a critical barrier, and 5 a catastrophic deployment blocker. Differences
between the independent assessments were resolved through discussion and reconciliation.
The final reconciled barrier scores are presented directly in Figure 5, while the scoring
criteria and reconciliation procedure are described above.

Figure 5 presents a research barrier heatmap, where color intensity reflects barrier
severity (green: minor; yellow: manageable; orange: moderate; red: critical; dark red:
catastrophic blocker). This visualization reveals both cluster-specific vulnerability profiles
and cross-cutting challenges that affect all domains.

Al application dimension

Energy Cyber- Renewable Fault Emerging XAl &
management security integration detection tech. ethics
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Real-time requirements
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Figure 5. Research barrier heatmap.

https://doi.org/10.3390/en19153643


https://doi.org/10.3390/en19153643

Energies 2026, 19, 3643

31 of 48

The heatmap reveals four critical patterns:

Pattern 1: Fault detection faces critical barriers across nearly all dimensions. Data
scarcity (5/5) and real-time performance requirements (5/5) are catastrophic blockers.
Generalizability (4/5), regulatory frameworks (5/5), and interpretability (4/5) are all
severe. This cluster-wide concentration of critical barriers explains both the small research
volume and the persistent gap between laboratory prototypes and operational deployment.

Pattern 2: Cybersecurity's adversarial robustness vulnerability (5/5) is unmatched;
while intrusion detection algorithms achieve high accuracy on standard benchmarks, the
fundamental vulnerability to adversarial attack creates a security paradox: improving
detection capabilities simply refines the attack surface for sophisticated adversaries. This
challenge is neither algorithmic nor amenable to simple solutions.

Pattern 3: Generalizability is a widespread challenge (3—4/5 severity across all clusters).
Models trained on single grids do not reliably transfer to different topologies, climates, or
regulatory contexts. This is the single most pervasive limitation preventing deployment at
scale.

Pattern 4: Regulatory and accountability barriers are critical (5/5) for fault detection
and XAlI, yet receive minimal attention in the primary research literature. Utilities and
regulators face fundamental ambiguity about liability when Al-driven decisions cause
adverse outcomes—a governance gap that must be resolved before large-scale autonomous
Al deployment.

These barriers are not primarily algorithmic limitations. They are structural, institutional,
and epistemic challenges that additional research alone cannot overcome without parallel
progress in regulatory frameworks, data infrastructure, and organizational practices.

4.1. Discussion of Al-Driven Energy Management, Forecasting and Optimisation

The energy management and forecasting cluster, the largest and most mature in the
primary corpus, provides strong evidence that Al has moved well beyond the proof-of-
concept stage for core grid operational functions. The convergence of findings across
demand-side management, load forecasting, and energy optimization studies supports a
clear conclusion in response to RQ1: The evidence reviewed in response to RQ1 indicates
that reinforcement learning is widely applied and particularly suitable for sequential
decision-making in demand-side management, while deep learning, hybrid, and ensemble
models are prominent in high-dimensional forecasting tasks. However, differences in
datasets, application contexts, evaluation metrics, and validation procedures prevent a
reliable universal ranking of these techniques.

The reinforcement learning literature on demand-side management is especially in-
structive. The collective evidence from the reviewed studies demonstrates [9-11] that RL
agents can learn adaptive scheduling policies that outperform static, rule-based alternatives
across a range of residential and community energy contexts. This adaptability is qualita-
tively significant: traditional demand response programs require explicit programming
of responses to predefined scenarios, making them brittle in the face of unanticipated
conditions. RL agents, by contrast, can respond to conditions they have never explicitly
encountered, provided the state space of the training environment was sufficiently rich.
This property is particularly valuable for grids with high renewable penetration, where the
variability and unpredictability of generation create exactly the kind of novel conditions
that rule-based systems handle poorly.

The forecasting literature reveals a clear trend toward hybrid and ensemble architectures
that combine the strengths of multiple algorithms. Hybrid models often outperform single-
algorithm approaches on standard benchmarks, although the reported improvements are
specific to the datasets and validation settings used in the individual studies [18,19]. The
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integration of XAl into forecasting models is a particularly important development [20]: it
indicates that the research community is beginning to recognize that prediction accuracy is a
necessary but not sufficient condition for operational deployment and that interpretability is
an independent and equally important requirement.

However, a critical and consistent limitation across this cluster demands direct atten-
tion: the near-universal failure to assess model generalizability. Of the 22 studies reviewed
in this cluster, the overwhelming majority train and evaluate their models on data from a
single grid, region, or dataset and do not attempt to validate performance under transfer
to different climatic conditions, load profiles, grid topologies, or regulatory environments.
This omission is not a minor technical detail—it strikes at the core of whether the optimistic
accuracy figures reported in these studies are meaningful for the utilities that most need
them. A utility operating a diverse portfolio of distribution networks across multiple
geographic regions cannot deploy a model validated on a single network without substan-
tial re-engineering and re-validation, costs that are rarely acknowledged in the research
literature. The practical implication is that the energy management literature, despite its
volume and technical sophistication, currently offers limited directly actionable guidance
for operational deployment at scale.

4.2. Discussion of Al-Enabled Cybersecurity, Intrusion Detection and Attack Mitigation

The cybersecurity cluster presents the most intellectually complex pattern in the
primary corpus, and its findings in response to RQ2 reveal a fundamental paradox at the
heart of Al-based grid security: Al is simultaneously the most effective tool available for
detecting sophisticated cyberattacks and a significant new vulnerability that adversaries
can exploit. This paradox is not a peripheral complication but a structural feature of the
Al-in-cybersecurity relationship that has profound implications for how Al-based security
systems are designed, validated, and deployed.

On the defensive side, the evidence is compelling. Graph-based and spatio-temporal
deep learning models represent a genuine advance over prior approaches by explicitly
incorporating the topological structure of grid measurement networks into the detection
architecture [33,34]. Traditional anomaly detection methods treat measurements as indepen-
dent signals; graph-based models recognize that the relationships between measurements—
determined by the physical connectivity of the grid—carry diagnostic information that
independent analysis discards. This architectural innovation explains the superior robust-
ness of graph-based models against data poisoning attacks, where an adversary corrupts
training data to create blind spots in the detection system: the topological constraints of the
grid provide a form of implicit regularization that limits the attack surface available for
poisoning. Ensemble learning adds a complementary capability by maintaining detection
accuracy under concept drift, addressing the practical reality that grid data distributions
evolve over time as the system changes and as attackers adapt their strategies [35].

On the offensive side; however, GAN-based attack studies and broader adversarial-
Al surveys demonstrate that every Al-based defense system creates a new attack
surface [42,43]. Adversaries who understand the architecture of a detection model can
craft inputs—adversarial examples—that are indistinguishable from legitimate grid mea-
surements to a human analyst but cause the model to misclassify them as benign. This
vulnerability is not a fixable bug in a specific implementation; it is a fundamental property
of the optimization landscape in which deep learning models are trained. The implication
is that a purely data-driven defense strategy—one that relies solely on the learned decision
boundary of a trained model—is inherently inadequate for a motivated adversary with
knowledge of the defense system. Hybrid Al-blockchain and trustworthy-Al frameworks
represent important steps toward more resilient architectures, but they remain at the proof-
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of-concept stage and have not been validated against sophisticated adversarial attacks at
operational scale [44,49].

A secondary finding of significant importance concerns the near-absence of explain-
ability in cybersecurity AL. Among the 23 cybersecurity studies reviewed, only one directly
addresses the need for human-interpretable explanations of security alerts [49]. This gap
matters enormously in operational practice: when an Al-based intrusion detection system
generates an alert, a grid security operator must decide within seconds whether to treat it
as genuine and initiate a potentially disruptive response or dismiss it as a false positive.
Without an explanation of why the alert was generated—which features triggered the detec-
tion, what attack pattern they correspond to, and how confident the model is—the operator
has no basis for making this decision other than blind trust in the Al system. The current
literature's neglect of explainability in cybersecurity contexts is therefore not an academic
oversight but a practical barrier to operational deployment that must be addressed as a
research priority.

4.3. Discussion of Al for Renewable Energy Integration and Microgrid Management

The renewable energy integration and microgrid management cluster reveals a field navi-
gating a productive but unresolved tension between the breadth of Al's potential applications
and the depth of its validated performance in practice. The primary corpus documents credible
advances in solar forecasting using XAl tools [58], Al-driven control of hybrid multi-energy
systems [27], and the strategic deployment of Al across smart city energy infrastructure [62].
Forward-looking work on generative Al in renewable energy opens [60] a genuinely new fron-
tier, suggesting that large language and generative models could accelerate materials discovery
for photovoltaics, optimize wind farm layouts, and generate synthetic training data for grid
models—capabilities that, if realized, would represent a qualitative shift in the relationship
between Al and renewable energy technology.

However, the most significant finding from this cluster is not a technical result but a
structural observation: the overwhelming majority of proposed Al frameworks are vali-
dated exclusively on simulated environments or small-scale testbeds, and the conditions
under which they are tested bear only partial resemblance to the operational conditions of
real-world grids. This validation gap is particularly consequential in the context of renew-
able integration, where the most challenging conditions—sudden generation drops due
to cloud cover or wind lulls, grid islanding events, and extreme weather-driven demand
spikes—are precisely the conditions that are most difficult to simulate accurately and most
dangerous to handle incorrectly. The studies that do address real-world deployment, such
as studies of European smart city infrastructure, tend to operate [62] at a high conceptual
level without providing the empirical performance data that utilities would need to make
informed adoption decisions. Closing this validation gap requires not just larger or more
realistic testbeds but a fundamentally different research culture: one that values empirical
grounding as highly as algorithmic novelty and that treats the gap between simulation and
reality as a central research problem rather than an implementation detail.

4.4. Discussion of Fault Detection, Diagnosis and Grid Stability

The fault detection cluster is the smallest thematic cluster in the primary corpus,
comprising only eight studies, and this quantitative fact is itself among the most significant
findings of this review. Grid fault detection and protection are among the most safety-
critical functions in power system operations: failures in protection systems can cause
equipment damage, widespread outages, and cascading failures with severe economic and
social consequences. The relative neglect of this domain by Al researchers—compared to
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the extensive literature on demand response, load forecasting, and intrusion detection—
represents a significant misalignment between research investment and operational risk.

Within the existing literature, one distinctive contribution is a high-performance Al
inference platform that addresses the frequently overlooked computational dimension
of real-time fault detection [75]. The demonstration that Al inference can operate at the
millisecond timescales required for grid protection—specifically, maintaining performance
at sampling rates of 800,000 samples per second—is a crucial proof of feasibility that enables
the subsequent algorithmic research to be taken seriously as a candidate for operational
deployment. Without such hardware-level validation, the accuracy figures reported by
algorithm-focused studies, however impressive, remain purely academic.

Ensemble-based stability prediction and comparative algorithm analysis provide a
solid, if narrow, evidence base [77] for the algorithmic dimension of fault detection and
stability prediction. What these studies collectively fail to address is the data scarcity
problem that is arguably the most fundamental barrier to progress in this domain. Fault
events are inherently rare in well-maintained grids—a property that makes the grid reliable
but simultaneously makes it extremely difficult to assemble the large, labeled fault datasets
that deep learning models require. The performance figures reported in the existing studies
are almost uniformly based on simulated or synthetic fault data, and the degree to which
performance on simulated faults translates to performance on real events—which are often
more complex, ambiguous, and idiosyncratic than simulations assume—is an open and
critical question. Future research must specifically address these data scarcity challenges
through transfer learning, physics-informed simulation, and cross-utility data-sharing
protocols.

4.5. Discussion on Explainable Al, Trustworthiness and Ethical Considerations

The XAI and ethics cluster is the second smallest in the primary corpus, and its rel-
ative neglect by the research community is a cause for substantive concern that extends
beyond the usual call for more interdisciplinary research. The reason is structural: without
explainability, accountability, and ethical governance, the entire Al-in-smart-grids research
enterprise is building on a foundation that regulators, operators, and the public may ulti-
mately refuse to accept. All the technical advances documented in Sections 3.2 through 3.5
depend, for their operational realization, on a degree of institutional trust that the current
research culture has done little to earn.

The XAl literature reviewed here establishes a clear principle [20,58,81,82]: that pre-
diction accuracy and interpretability are not mutually exclusive and that models can be
designed to provide both. This is an important corrective to the common assumption that
explainability necessarily comes at the cost of performance. However, all four studies
apply XAl to forecasting applications—the most benign and least safety-critical of the Al
functions documented in this review. Explainability in the context of real-time control
decisions, security alerts, and protection relay operations—where the stakes are highest
and the time available for human review is shortest—remains almost entirely unaddressed
in the primary corpus. This is precisely the gap that most urgently needs to close.

Accountability and LLM-risk studies introduce dimensions that extend beyond tech-
nical Al research into legal and regulatory territory [83,84]. A key gap is not primarily
a research problem but a governance problem: existing regulatory frameworks for grid
operations were not designed to accommodate Al-driven decision-making, and no clear
framework currently exists for assigning responsibility when an Al-based demand response
system or protection relay makes a decision that leads to an adverse outcome. Resolving
this gap requires collaboration between power engineers, Al researchers, legal scholars,
and regulators—a form of interdisciplinary engagement that the research community has
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not yet meaningfully organized. This concern also extends to the specific risks of large
language models in grid operations, where hallucination, prompt injection, and biased
recommendations become novel threat vectors that are not addressed by existing grid
security frameworks [84]. Given the rapid proliferation of LLM-based tools in enterprise
applications, this is a concern that may move from theoretical to operational much faster
than the research community is currently prepared for.

The ethical and social dimensions of Al in smart grids reveal a further and deeper
gap [85,86]: the near-complete absence of empirical research on how Al deployment actu-
ally affects different stakeholder groups, including low-income consumers, communities
in proximity to Al-optimized generation facilities, and workers whose roles are affected by
grid automation. The existing ethical literature is almost entirely theoretical, consisting of
frameworks, principles, and calls to action rather than documented impacts. This theoretical
character is understandable given the early stage of operational Al deployment, but it means
that the ethical case for—and against—specific Al applications in smart grids currently rests
on assertion rather than evidence.

4.6. Discussion on Emerging Technologies: Digital Twins, Blockchain, IoT and Edge Computing

The emerging technologies cluster documents a clear and significant trend: Al in smart
grids is increasingly being designed not as a standalone capability but as one component of
an integrated technological ecosystem that combines digital twins, blockchain, federated
learning, IoT sensing, and edge computing. This integration trend is driven by genuine
functional complementarity: digital twins provide safe simulation environments for Al
learning and validation; blockchain provides the trust substrate necessary for Al-driven
peer-to-peer energy trading; federated learning enables privacy-preserving distributed
model training across multiple utilities; and edge computing enables low-latency Al infer-
ence without the bandwidth and latency penalties of centralized cloud processing.

The partial integrations documented in the primary corpus—AI with blockchain [44,89],
Al with digital twins [87,88], and federated learning with edge-cloud collaboration [94]—all
demonstrate the feasibility and functional value of pairwise technology integration. The
federated learning contribution is particularly significant because it simultaneously addresses
two of the most critical barriers to Al adoption: data privacy and communication bandwidth.
By training Al models locally on edge devices and sharing only model parameters rather than
raw data, federated learning enables collaborative intelligence across the entire grid without
requiring any utility to expose sensitive consumer or operational data to external parties.

However, a critical gap persists: no study in the primary corpus demonstrates the
integration of more than two technologies in a coherent, end-to-end architecture validated
at operational scale. The full potential of the Al-digital twin-blockchain-edge computing
ecosystem will only be realized when these technologies are seamlessly combined in a
unified architecture that addresses interoperability, data synchronization, security, and la-
tency simultaneously. The engineering challenges involved in achieving this integration are
substantial and currently underaddressed in the research literature. Furthermore, the com-
putational and energy costs of operating these multi-technology systems are rarely reported,
raising questions about their economic viability and their net environmental benefit—a
concern directly relevant to sustainability dimensions highlighted in the supplementary
synthesis [105].

4.7. Connecting Themes: Cross-Cluster Insights

Beyond the cluster-specific observations above, several cross-cutting insights emerge
from a synthetic reading of the full primary corpus that are not visible within any single
thematic cluster.
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The interpretability-security nexus. The cybersecurity and XAI clusters, typically
treated as independent research domains, are in fact deeply interlinked. Al-based
intrusion detection systems that cannot explain their alerts are not merely less trusted—
they are operationally less effective, because operators who cannot understand an
alert cannot verify it, cannot prioritize it appropriately, and cannot learn from it. The
adversarial vulnerability of opaque deep learning models is further compounded by
the absence of explainability: a model that cannot explain why it classified an input
as benign cannot help operators identify when its judgment has been manipulated.
Bringing XAI methods into cybersecurity Al is therefore not a secondary enhancement
but a core architectural requirement.

The data-deployment paradox. Across all technical clusters, the most data-rich and
computationally sophisticated studies tend to be the least operationally grounded. The
inverse relationship between algorithmic complexity and deployment readiness is a
paradox that the research community has not directly confronted. High-performance
deep learning models trained on large, curated datasets frequently fail when ex-
posed to the messy, incomplete, and distribution-shifted data of real operational
environments. More research investment in robust, low-data, and transfer-learning
approaches—even if they produce lower accuracy on benchmark datasets—may
ultimately advance operational deployment faster than continued refinement of state-
of-the-art models on idealized data.

The ethics-deployment gap. The ethical literature identifies data privacy, algorithmic
bias, and social equity as central concerns for Al deployment in smart grids, but these
concerns are almost entirely absent from the technical studies in energy management,
cybersecurity, and renewable integration clusters. This disconnect means that the
technical solutions being advanced in the primary corpus are designed without ex-
plicit consideration of the ethical constraints they will ultimately face in deployment.
Integrating ethical requirements—including fairness constraints, privacy budgets, and
equity impact assessments—into the design of Al systems from the outset, rather than
applying them as post hoc filters, should be a standard research practice.

Validation depth and evaluation scope. A further cross-cutting distinction concerns
not only where the reviewed methods are validated but also which dimensions of
performance are evaluated. The representative evidence presented in Table 9 shows a
strong concentration on simulation-based validation and task-specific performance
measures, including MAPE, classification accuracy, detection rate, and attack success
rate. By contrast, only a smaller subset reports deployment-oriented dimensions
such as inference latency, formal disturbance-rejection bounds, resilience under at-
tack, transient-stability margins, or explanation quality. Scalability and adversarial
resilience are more frequently identified as limitations than evaluated directly. The
converter-level studies reviewed in Section 3.4.1 partially address this limitation by ex-
tending evaluation beyond predictive accuracy to disturbance rejection, cyber-physical
resilience, converter efficiency, and transient stability. Deployment readiness therefore
cannot be inferred from accuracy alone; it requires evidence concerning robustness,
latency, scalability, adversarial resilience, explainability, and validation under progres-
sively more realistic conditions, ranging from simulation to hardware-in-the-loop or
laboratory testing and field deployment.

Risk tolerance and interpretability across application types. Forecasting Al, control
Al and cybersecurity Al have different operational risk profiles and therefore re-
quire different levels of interpretability and tolerance for implementation uncertainty.
Forecasting models are commonly used in advisory, scheduling, or receding-horizon
applications, where prediction errors can often be mitigated through updated forecasts,
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operating reserves, or human intervention. Their tolerance for uncertainty is therefore
generally higher than that of autonomous closed-loop control, although inaccurate
forecasts may still produce significant operational and economic consequences. Con-
trol Al, particularly converter-level and grid-forming control, has substantially lower
tolerance for uncertainty because an erroneous action may propagate through the
physical system on sub-second or millisecond timescales. Cybersecurity Al presents
asymmetric error consequences: false-positive alerts may increase operator workload,
whereas false negatives or successful adversarial evasion may allow malicious activity
to remain undetected. Despite these differences, the XAl literature reviewed in Sec-
tion 3.6 remains concentrated primarily on forecasting, while explainability is rarely
incorporated into control and cybersecurity applications. This pattern suggests an
inverse alignment between operational risk and current interpretability provision and
reinforces the broader finding that research investment and methodological maturity
are not yet proportionate to safety-critical deployment needs.

4.8. Theoretical Implications

The synthesis presented in this review carries three principal theoretical implications

that extend beyond the specific domain of Al in smart grids.

The limits of the data-driven paradigm. The dominant paradigm in Al research—
learning from data without incorporating domain knowledge—has produced remark-
able results in perception, language, and game-playing tasks. In the smart grid context;
however, this paradigm encounters structural constraints that are unlikely to be over-
come by scaling alone. Grid data are sparse in fault events, heterogeneous across
configurations, sensitive to distribution, and governed by physical laws that pure
data-driven models do not respect. The theoretical implication is that hybrid ap-
proaches combining physics-informed models with data-driven learning represent
not merely a pragmatic compromise but a principled theoretical advance for physical
infrastructure domains. The emerging literature on physics-informed neural networks
and constraint-aware reinforcement learning provides the conceptual foundation for
this shift, but it remains far from mainstream adoption in the smart grid research
community.

Al as a sociotechnical, not merely technical, system. The persistent failure to close the
deployment gap documented across all thematic clusters suggests that conceptualizing
Al purely as a technical artifact—defined by its architecture, training procedure, and
benchmark performance—is fundamentally inadequate for infrastructure applications.
Al systems deployed in smart grids are embedded in social and institutional contexts
that co-determine their effectiveness, their trustworthiness, and their distributional
consequences. Theoretical frameworks that treat organizational behavior, regulatory
structure, operator cognition, and consumer behavior as boundary conditions rather
than integral components of the Al system are likely to produce insights that do not
transfer from the laboratory to operational deployment. The theoretical implication
is a call for sociotechnical Al frameworks that model the human and institutional
dimensions of Al deployment as first-class research objects, not implementation
afterthoughts.

The adversarial equilibrium problem. The cybersecurity literature reveals that Al-
based defense and Al-based attack co-evolve in an adversarial equilibrium: improve-
ments in detection capability create selection pressure for more sophisticated attacks,
which in turn drive further defense innovations. This dynamic is structurally different
from the optimization problems that dominate the energy management and forecast-
ing literature, and it requires different theoretical tools—game theory, mechanism
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design, and robust optimization—that are not yet mainstream in the smart grid Al
literature. Developing theoretical frameworks that treat the Al-in-cybersecurity prob-
lem as an adversarial game rather than a classification or optimization problem would
substantially advance both the scientific understanding and the practical design of
secure Al systems for grid infrastructure.

4.9. Practical Implications

4.9.1. Implementation Roadmap for Utilities

The findings of this review support a phased, risk-stratified adoption posture tailored

to utility maturity and data availability:

Phase 1 (Immediate, 0-12 months)—Low-Risk AI Applications:
Load forecasting—highest evidence quality, lowest deployment risk

— Data requirement: Sufficient smart-meter or AMI coverage, historical depth, data
completeness, and temporal resolution to support locally validated forecasting;

— Expected outcome: improved forecasting accuracy relative to the utility’s existing
baseline, with the magnitude established through local validation;

— Success criteria: The model should be evaluated over an appropriately long held-
out period before operational deployment;

- Organizational requirement: Data science team with ML expertise; forecast accu-
racy monitoring dashboard.

Demand response optimization—moderate risk, high business value

- Data requirement: AMI data with customer coverage and temporal resolution
appropriate to the intended demand-response application;

- Expected outcome: measurable peak-load and consumer-cost reductions, quanti-
fied through a utility-scale pilot;

— Success criteria: Pilot on single distribution substation before network-wide rollout;
independent verification of cost savings claims;

- Organizational requirement: Advanced meter reading (AMR) vendor partnership;
SCADA integration.

Phase 2 (Medium-term, 12-36 months)—Moderate-Risk Applications with Human-
in-the-Loop:

Anomaly detection for fraud/theft—high business impact; model explainability es-
sential

— Data requirement: Historical consumption data + known fraud incidents for model
training

- Expected outcome: improved identification of non-technical losses, subject to
false-positive monitoring and human review.

— Success criteria: Human operator review required for all alerts before investigation
dispatch; monthly false-positive rate audit.

- Organizational requirement: Fraud analytics team; integration with customer
service for alert investigation.

Cybersecurity and intrusion detection—not recommended for autonomous operation

— Data requirement: Network traffic logs; SCADA historian data

- Expected outcome: earlier and more reliable identification of known attack patterns;
no universal detection rate is assumed.

— Success criteria: Al-generated alerts inform human security analysts; final decision
to isolate/respond remains with security ops center
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- Organizational requirement: CISO approval; incident response runbooks; integra-
tion with SIEM (Security Information and Event Management)

e  Phase 3 (Long-term, 36+ months)—Advanced Applications with Proven Track
Record:

¢  Fault detection and predictive maintenance—highest technical complexity; requires
proven generalisability

— Prerequisites: Successful completion of Phase 1 and 2; demonstrated model perfor-
mance on diverse equipment types

— Expected outcome: earlier identification of incipient faults and a potential reduction
in unplanned outages; these are aspirational objectives requiring field validation.

— Success criteria: Cross-utility validation; deployment of physics-informed models,
not pure data-driven.

— Organizational requirement: Investment in high-fidelity sensor networks; collabo-
ration with equipment manufacturers.

*  Real-time grid control (if at all)—only after regulatory clarity achieved

— Prerequisites: Regulatory approval; demonstrated trustworthiness framework;
real-time performance validation.

— Organizational requirement: Completely separate control systems; automatic fall-
back to human-operated grid on Al system failure.

4.9.2. Regulatory and Compliance Alignment

The following as shown in Table 11 regulatory frameworks govern or will govern Al
deployment in energy systems:

Table 11. Relevant regulatory and standardisation frameworks for Al-enabled smart grid systems.

Framework Scope Implication for AI Systems

NERC CIP (Critical Cybeljsecurlty for bulk AI—based detection and contro.l—.sgpport systems must not

Infrastructure Protection) electric system-connected introduce new cyber vulnerabilities. Their decisions, alerts, and
infrastructure data exchanges should be traceable through audit trails.

IEC 62351

EU AI Act

IEEE 2700

Regional grid codes and
market rules

Information security for
power system
communication networks

Al risk classification and
transparency requirements
for high-risk applications

Application of Al and
autonomous systems to
power and energy systems
Grid operation, reliability,
interconnection, and market
participation requirements

Communication data used by Al systems should comply with
encryption, authentication, and secure information-exchange
requirements.

Al-enabled smart grid control, monitoring, and decision-support
tools may require documented risk assessment, human oversight,
auditability, and transparent system behavior.

Provides guidance on safety validation, performance metrics,
cybersecurity requirements, and operational reliability for Al
applications in power and energy systems.

Al-driven demand response, forecasting, dispatch, and

converter-control applications should comply with response-time,
reliability, validation, and market-audit requirements.

Utility Actions:

Designate an Al governance officer responsible for regulatory compliance and ethical
auditing.

For each AI deployment, document: (a) regulatory jurisdiction(s); (b) applicability of
Al Act/NERC/IEEE standards; (c) required audit trails and monitoring.

Develop data governance policies aligned with EU GDPR or equivalent (even if
outside EU, privacy-by-design is emerging best practice).
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4.

Establish vendor contracts requiring: data lineage documentation, model explainabil-
ity, IP ownership clarity.

4.9.3. Data Infrastructure as a Foundation

The most consequential investment a utility can make is not in Al algorithms, but in

data infrastructure:

1.

Smart-meter and AMI coverage: Utilities should progressively expand metering
coverage and improve data quality. The required coverage should be determined by
the network characteristics and intended Al application rather than by a universal
percentage threshold.

Data governance: Establish clear ownership, access, retention, and deletion policies;
implement anonymization for cross-utility data sharing.

Cross-utility data sharing: Collaborate on federated learning agreements (see Sec-
tion 3.7) to enable model training without exposing raw consumer data.

Data quality auditing: Regular checks on meter accuracy, missingness, and outliers;
document and handle data quality issues explicitly in AI model evaluation.

4.9.4. For Policymakers and Regulators

Three regulatory priorities emerge:

Accountability frameworks—Develop clear assignment of responsibility when Al-
driven decisions cause adverse outcomes (blackouts, consumer harm). Current utility
liability frameworks assume human operators; Al complicates assignment.

Data governance standards—Actively incentivize privacy-preserving data sharing
(federated learning, differential privacy) through regulatory relief or subsidy.
Ethical standards-Incorporate fairness, transparency, and equity audits as precondi-
tions for Al system certification, not voluntary post-deployment assessments.

4.10. Limitations of This Review

Notwithstanding the rigor of the methodology described in Section 2, this review is

subject to several limitations that should inform the interpretation of its findings.

Database and language coverage. The primary search was conducted across six
major scholarly databases and restricted to English-language publications, while these
databases provide broad international coverage, research published in other languages
or indexed in specialized regional repositories may have been missed. Research
programs in China, Germany, Japan, and South Korea—all of which have significant
national smart grid initiatives—may be underrepresented, introducing a potential
geographic and linguistic bias whose magnitude cannot be precisely quantified.
Search string sensitivity. Despite efforts to design a comprehensive search string in-
corporating terms for microgrids, distributed energy resources, and demand response,
the search is inherently bounded by the vocabulary choices made at protocol design.
Studies using unconventional terminology, discipline-specific nomenclature, or emerg-
ing concepts not yet established in indexed vocabulary may have been missed. A
formal sensitivity analysis of the search string was not conducted, which represents a
methodological gap relative to best-practice SLR standards.

Preprint inclusion. A small number of studies meeting explicit citation threshold
criteria were included despite being available only as preprints at the time of the
search. Each such inclusion was individually justified, but this introduces a degree
of methodological flexibility. Readers should independently verify the current publi-
cation status of these works, as peer review outcomes may have changed since the
search date.
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¢  Temporal limitation. The search was conducted in January 2026, and the field is
evolving at a pace that makes any systematic review a snapshot in time. High-impact
studies published after the search date are not represented. The 2025 figures reported
in Section 3.1 necessarily underrepresent the complete 2025 literature, as the search
captured only publications available before the January 2026 cutoff. Because the search
was conducted in January 2026 while this manuscript is being submitted in June 2026,
studies published in the intervening five months are not reflected in the corpus, the
PRISMA flow diagram, or the quantitative trend analysis in Section 3.1; at the corpus’s
current growth rate (Figure 2), this window plausibly contains an additional 10-15
eligible studies, and the 2025-2026 segment of Figure 2 should be read as a lower
bound rather than a complete count.

¢  Thematic cluster imbalance. The number of included studies varies substantially
across thematic clusters, ranging from eight studies in fault detection to over twenty in
energy management and cybersecurity. This imbalance reflects the actual distribution
of research activity in the field rather than any artifact of the search process. However,
conclusions drawn from smaller clusters—particularly fault detection and XAl—rest
on a thinner evidence base and should be interpreted with proportionally greater
caution.

*  Subjectivity in screening. Despite two independent reviewers and clearly defined
criteria, the screening and eligibility assessment process retains an inherent element
of interpretive judgment. Different reviewers might have reached different conclu-
sions about borderline cases. This risk was mitigated through structured consensus
procedures and explicit documentation of exclusion rationales but cannot be entirely
eliminated.

*  Scope limitation—electricity markets. Al applications to electricity-market design,
bidding strategy, and price formation are not treated as a standalone thematic cluster in
this review; relevant studies are captured incidentally within the Energy Management
(Section 3.2) and Emerging Technologies (Section 3.7, peer-to-peer trading) clusters
but were not targeted by dedicated search terms. This cluster may therefore be under-
represented, and we identify it as a candidate eighth cluster for a follow-on review in
Section 5.

e  Certainty of cluster-level conclusions. Because the fault-detection (8 studies) and
XAl/ethics (8 studies) clusters rest on markedly fewer primary studies than energy
management (24) or cybersecurity (23), the conclusions drawn about these two smaller
clusters—including the ’critical gap’ framing in Sections 3.5 and 3.6—carry proportion-
ally lower statistical and evidentiary certainty and should be treated as preliminary
signals warranting further investigation rather than as settled findings.

5. Future Research Directions

The findings of this review indicate that future research should move beyond isolated
algorithmic improvements and focus more strongly on validation, robustness, explainabil-
ity, and deployment in power-electronic-rich smart grids and microgrids. Seven priority
directions are identified.

Generalizability and transfer learning. Future studies should develop Al models
that can be transferred across different grid topologies, climatic conditions, regulatory
environments, and levels of renewable energy penetration. This is particularly important
for converter-dominated networks, where operating conditions can vary significantly
between systems. Cross-grid validation should become a standard requirement rather than
an optional extension. The converter-level robust and resilient control literature reviewed in
Section 3.4.1 offers a concrete test bed for generalizability claims, since converter behavior
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is among the dimensions most sensitive to grid topology, climatic operating range, and
protection-coordination practice.

Adversarial robustness and certified cybersecurity. Al-based intrusion detection and
protection systems should be designed with formal robustness guarantees against false
data injection, data poisoning, and adversarial evasion attacks. Standardized adversarial
benchmarks for smart grid Al are needed to support fair comparison between methods
and to improve confidence in safety-critical deployment.

Explainability under real-time constraints. Explainable Al should be extended be-
yond forecasting applications to real-time protection, converter control, cybersecurity alert-
ing, and fault diagnosis. Future models should provide operator-actionable explanations
within the time constraints required by smart grid and microgrid operation.

Privacy-preserving collaborative learning. Federated learning and edge-based Al
should be further investigated to enable collaborative model training across utilities while
preserving consumer privacy and reducing communication requirements. This is espe-
cially relevant for smart meters, EV charging networks, distributed storage systems, and
microgrid controllers.

Large-scale empirical deployment studies. More research is needed on real-world
Al deployment in operational grid environments. Longitudinal studies across multiple
utilities, microgrids, and renewable-energy-rich distribution networks would help close
the gap between simulation-based performance and practical reliability.

Ethical, regulatory, and accountability frameworks. Future work should address
the social, regulatory, and institutional dimensions of Al deployment. This includes
accountability for Al-assisted operational decisions, fairness in demand response programs,
privacy protection, and certification requirements for safety-critical grid applications.

Electricity-market-aware AI. Future research should examine AI applications in
electricity-market design, market-price forecasting, bidding strategy, market clearing, peer-
to-peer energy trading, ancillary-service participation, and the coordination of distributed
energy resources across physical and market layers. Particular attention should be given to
explainability, strategic manipulation, fairness, regulatory compliance, and the integration
of market decisions with network stability and power-electronic operating constraints. A
dedicated systematic review using market-specific search terms would also be valuable
because this application area was not comprehensively captured by the present search
strategy.

Overall, future research should treat robustness, explainability, and regulatory compat-
ibility as design requirements from the beginning, rather than as post-processing additions
after model development.

6. Conclusions

This systematic literature review examined 87 primary research studies on artificial
intelligence in smart grids and microgrids, complemented by a supplementary synthesis
of 18 bibliometric and contextual studies. The review shows that Al has become a central
enabling technology for energy management, load forecasting, renewable energy integra-
tion, cybersecurity, and emerging digital grid architectures. Deep learning, reinforcement
learning, ensemble learning, digital twins, blockchain, edge computing, and federated
learning are increasingly used to improve the flexibility, intelligence, and resilience of
modern power systems.

The analysis also shows that the literature is unevenly developed. Energy management
and cybersecurity are the most mature and active research areas, whereas fault detection,
explainable Al, and real-time safety-critical deployment remain underdeveloped. This
imbalance is particularly important for power-electronic-interfaced grids, where inverter-
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based resources, EV chargers, battery systems, and converter-dominated microgrids require
fast, reliable, and explainable decision-making.

In relation to RQI, reinforcement learning is particularly suitable for sequential
demand-side scheduling, while deep, hybrid, and ensemble models report strong forecast-
ing performance. However, differences in datasets, forecast horizons, evaluation metrics,
and validation procedures prevent a universal ranking and limit claims of operational
effectiveness. Regarding RQ2, machine learning and graph-based deep learning methods
are widely applied to intrusion and false-data-injection detection, although adversarial
robustness and explainability remain limited. Regarding RQ3, digital twins, blockchain,
federated learning, and edge computing are the principal converging technologies, but
their end-to-end integration and operational validation remain incomplete.

The main conclusion is that Al has considerable potential to support the transition
towards smarter, cleaner, and more resilient power systems, but large-scale deployment
still depends on solving challenges related to generalizability, adversarial robustness,
explainability, data quality, and governance. Therefore, the next stage of research should
prioritize validated, trustworthy, and regulation-ready Al systems that can operate reliably
in real smart grid and microgrid environments. The findings provide a structured evidence
base for future research and practical deployment of trustworthy Al-enabled smart grids
while highlighting the critical need to bridge Al-driven supervisory intelligence with
converter-aware control, cyber resilience, and real-world validation.
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