
Academic Editor: Jackeline Abad

Published: 15 November 2025

Citation: Villegas, M.D.; Paredes,

E.D.; Arévalo, J.A.; Quito Carrión, A.;

Pillajo, R.; Cuenca Sánchez, A.; Proaño,

P. Smart Automation for Residential

Spaces with PLC-ESP32 Architecture.

Eng. Proc. 2025, 115, 7. https://

doi.org/10.3390/engproc2025115007

Copyright: © 2025 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license

(https://creativecommons.org/

licenses/by/4.0/).

Proceeding Paper

Smart Automation for Residential Spaces with
PLC-ESP32 Architecture †

María Daniela Villegas 1,‡ , Edgar David Paredes 1,‡ , José Alfredo Arévalo 1,‡ , Angélica Quito Carrión 1,‡,* ,
Ronald Pillajo 2,‡ , Alan Cuenca Sánchez 2,‡ and Pablo Proaño 2,‡

1 Facultad de Ciencias Técnicas, Universidad Internacional del Ecuador UIDE, Quito 170411, Ecuador;
mavillegaslu@uide.edu.ec (M.D.V.); edparedesme@uide.edu.ec (E.D.P.); joarevaloca@uide.edu.ec (J.A.A.)

2 Departamento de Automatización y Control Industrial, Escuela Politécnica Nacional, Quito 170525, Ecuador;
ronald.pillajo@epn.edu.ec (R.P.); alan.cuenca@epn.edu.ec (A.C.S.); pablo.proano@epn.edu.ec (P.P.)

* Correspondence: anquitoca@uide.edu.ec
† Presented at the XXXIII Conference on Electrical and Electronic Engineering, Quito, Ecuador, 11–14

November 2025.
‡ These authors contributed equally to this work.

Abstract

This paper presents the design, development, and testing of a smart home automation
system that integrates a Siemens LOGO! programmable logic controller (PLC) with an
ESP32 microcontroller to enable dual-mode control—manual and voice-activated. The
system automates essential home functions such as lighting, irrigation, gate control, and
ventilation. Through the use of the fauxmoESP library, the ESP32 communicates with
Amazon Alexa, converting voice commands into GPIO signals interpreted by the PLC.
Manual control is retained via pushbuttons, ensuring operational redundancy in case of
network or hardware failure. The system architecture includes optocouplers and relays
to ensure voltage compatibility and device protection between the 3.3 V microcontroller
and the 12–24 V PLC inputs. Functional tests revealed a 100% success rate in manual
operations and over 95% in voice-controlled actions, with notable differences in response
times. A cost breakdown and risk analysis are also included to assess feasibility and
sustainability. This prototype highlights a practical, low-cost solution for residential au-
tomation, with scalability potential for broader smart home applications and educational
or industrial implementations.

Keywords: automated home; Programmable Logic Controller (PLC); ESP32 microcontroller;
voice control (Alexa integration)

1. Introduction
The Internet of Things (IoT) has established itself as one of the most disruptive and

transformative technologies of the last decade. Its ability to connect physical devices
through digital networks has allowed for the collection, exchange, and processing of data
in real time, generating a significant impact in diverse sectors such as manufacturing, agri-
culture, healthcare, logistics, and the residential sector [1]. In this context, the IoT has been
a key element in the development of smart homes, where automation, energy efficiency,
and security have improved significantly due to the integration of these technologies [2].

In the domestic environment, the IoT enables the automation of everyday tasks
through the use of sensors, actuators, microcontrollers, and remote management and
control platforms [2]. Components such as the ESP32—a microcontroller with integrated
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Wi-Fi and Bluetooth connectivity—have been widely adopted due to their low cost, ver-
satility, and ease of programming. These devices, along with smart sensors, IP cameras,
smart plugs, and virtual assistants such as Amazon Alexa or Google Assistant, form the
core of modern home automation systems [3,4].

Beyond basic automation, the evolution of the IoT has been strongly influenced by its
convergence with other technologies such as artificial intelligence (AI), cloud computing,
and edge computing [5]. This technological integration has allowed for home automation
systems to incorporate advanced capabilities such as machine learning, pattern recognition,
and autonomous decision-making based on the environment and user habits. This allows
smart systems to not only respond to explicit commands but also anticipate user needs,
improving their experience and optimizing the use of energy resources [6,7].

The IoT has become a key element in the infrastructure of the modern home, and its
evolution and integration capabilities are driving the development of smart, adaptive, and
well-being-oriented spaces.

2. Related Works
Several studies have explored the application of the Internet of Things (IoT) in home

automation systems, addressing different levels of complexity and scalability. Ref. [3]
presents a home automation system based on the ESP32 microcontroller, which incorporates
environmental sensors (such as temperature and humidity) and lighting control modules.
This solution demonstrates ESP32’s potential as a central platform for smart systems due to
its integrated connectivity and real-time processing capabilities.

Other works, such as [8], have proposed a hybrid home automation architecture that
combines MQTT and ZigBee–WiFi protocols to facilitate interoperability between devices
from different manufacturers. This solution was evaluated in real-life home environments,
demonstrating improved communication reliability and improved system response to
environmental changes. This approach highlights the importance of using open standards
and lightweight protocols in distributed IoT systems, particularly in scenarios where
robustness and scalability are determining factors.

The integration of IoT devices with voice assistants such as Alexa has also gained
attention [9–11]. These systems typically use lightweight protocols (e.g., MQTT, HTTP)
and cloud services (e.g., AWS, Google Cloud) for communication and remote management.
Platforms like Node-RED facilitate the visual design of automation flows, enhancing
flexibility and adaptability [12], making smart home solutions more accessible to non-
technical users [13]. Cloud-based control has become central to remote home management
due to its scalability and accessibility [14].

In industrial contexts, studies such as [15] demonstrate the feasibility of connecting
PLCs (e.g., Siemens) to IoT gateways using protocols such as Modbus RTU and MQTT.
These integrations bridge industrial robustness with IoT flexibility, enabling advanced
automation in both industrial and residential domains.

However, despite these advances, few studies have explored the integration of
industrial-grade PLCs, such as the Siemens LOGO! with low-cost microcontrollers and
virtual assistants in a unified, functional home automation environment. This combination
presents technical challenges related to communication protocols, software architectures,
and device capabilities, including synchronization, security, and compatibility. A well-
designed architecture that unifies PLCs, IoT devices, and virtual assistants can significantly
contribute to hybrid home automation, enabling advanced solutions for smart buildings
and customizable environments.

This work addresses this gap by proposing a functional prototype of an automated
home that integrates three key technologies: Amazon Alexa, ESP32, and a Siemens LOGO!
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PLC. The proposed architecture enables voice commands from Alexa to be processed by
the ESP32, which then activates inputs on the LOGO! PLC to control actuators such as
lights, fans, pumps, and motors.

The main contribution of this work lies in the seamless integration of industrial and
domestic technologies using widely available low-cost components. Unlike previous ap-
proaches that focus either on residential or industrial domains, this prototype demonstrates
a hybrid architecture that is scalable, flexible, and accessible. It shows that industrial
PLCs can be extended through IoT technologies without requiring complex or expensive
infrastructure, paving the way for smart buildings that combine industrial reliability with
residential convenience.

These contributions align with recent research on hybrid IoT architectures that bridge
industrial and residential domains [16], the development of cost-effective smart home
solutions [17], and the integration of PLCs with IoT platforms to enhance automation
and interoperability [18].

3. Methodology
In the system requirements analysis, the focus should be on both functional and

non-functional requirements.
Functional Requirements
It must perform four actions using four digital/analog inputs of the programmable

logic controller (PLC). The program must be developed using ladder programming. The
actions must include visualization, either on the controller itself or through an implemented
graphical interface.

Non-Functional Requirements
Although non-functional aspects are not the primary focus, they remain an essential

part of the system’s development. The system must demonstrate innovation, potentially
through the use of communication networks, external control components, or additional
sensors and actuators capable of performing functions beyond the predefined actions. Both
types of requirements can be seen in Figure 1.

The proposal system includes a voice command device (Amazon Alexa) as an in-
novation element aligned with the specified non-functional requirements. In addition,
the PLC device, along with its inputs and outputs, is incorporated to meet the functional
requirements, as can be seen in Figure 2.

3.1. System Components

The system integrates carefully selected electronic and mechanical components to
ensure optimal operational performance. Its main characteristics are detailed as follows:

• Control Unit: The control of automated processes is managed by a Siemens LOGO!
PLC, chosen for its robustness, versatility, and suitability for industrial program-
ming environments.

• Communication Interface: An ESP32 microcontroller is utilized to establish a stable
wireless connection with the Amazon Alexa voice assistant. This module manages
three control signals (corresponding to GPIO pins for fan, gate, and lights, as shown
in Figure 3) sent to the PLC. As the ESP32 operates at 3.3 V, a voltage regulator is
incorporated into the PLC-compatible cable to ensure proper voltage alignment.

• Actuators:

– Garage Door Simulation: A 6–12 V DC motor replicates the functionality of a
garage door.

– Irrigation System: A 12 V water pump is employed to simulate irrigation.
– Ventilation System: A 12 V fan with dimensions of 8 × 8 × 2.5 cm provides airflow.
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– Lighting: A 2.2 V LED simulates vehicle lighting.

• Sensors and Manual Control: A dimmer switch is connected in parallel to the internal
PLC circuit and the ESP32 base signals. This setup allows for manual control of the
lights, fan and door functions, providing redundancy in case the Wi-Fi connection or
voice assistant becomes unavailable, as can be seen in Figure 2.

Figure 1. System requirements.

Figure 2. Proposal developer.
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Figure 3. Electrical schematic.

3.2. Electronic Design

The system requirements specify that a control device must be included as a functional
component. This device should feature four analog or digital inputs to receive signals, as
well as four analog or digital outputs to display the executed actions.

3.3. Integration of Control and Power Circuits

Figure 3 presents the low-voltage logic schematic that connects the ESP32 microcon-
troller, manual pushbuttons, and the digital inputs of the Siemens LOGO! PLC. To ensure
electrical level compatibility and protect sensitive components, optocouplers are used to
isolate the logic levels of 3.3 V of the ESP32 from the higher voltage levels of the PLC. This
isolation prevents potential damage from voltage mismatches or electrical surges.

The control logic implemented in the PLC is designed to support conflict-free dual
activation, allowing for both voice commands and manual inputs to operate simultaneously
without interference. The logic also enables the prioritization and management of multiple
input sources in parallel.

3.4. Power Circuit Design

Figure 3 illustrates the system’s power distribution diagram, showing the current and
voltage flow involved in each line, as well as the power supply to the actuators (motors,
pumps, and fans) and the PLC itself. The system has a centralized power supply that
distributes power to each component, also incorporating essential protection elements in
the circuit. For the connection between the PLC outputs and the high-power actuators, a
relay module is used that protects the PLC from inductive surges generated by the motors
and ensures reliable switching of high-current loads.

3.5. Home Automation Architecture

The implemented home automation system enables the control of various household
elements—such as lighting, irrigation, gate operation, and ventilation—through voice
commands using Amazon Alexa or via a dedicated mobile application, as illustrated in
Figure 3. The ESP32 microcontroller acts as the central communication hub, bridging the
interaction between Alexa and the Siemens LOGO! PLC.
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Using the fauxmoESP library, ESP32 emulates a smart device recognized by Alexa.
When the user issues a voice command, the ESP32 activates a corresponding GPIO pin,
which sends a pulse signal to the PLC input. This triggers the execution of the correspond-
ing action within the control logic.

To ensure proper operation, the ESP32 firmware must fulfill the following conditions:

• Stable Wi-Fi connectivity;
• Correct configuration of the fauxmoESP device names to match Alexa commands;
• Accurate GPIO mapping for each device function;
• Proper timing and duration of pulse signals to match PLC input requirements.

3.6. Electrical Protection and Redundancy

To ensure proper electrical compatibility and protect system components, relays and
optocouplers are employed. These devices provide isolation between the 3.3 V logic level
of the ESP32 microcontroller and the 12–24 V input range of the Siemens LOGO! PLC,
preventing potential damage due to voltage mismatches.

Additionally, physical switches are connected to the same PLC inputs as the ESP32.
This configuration enables manual operation in case of network failure or ESP32 malfunc-
tion, thus ensuring system redundancy and maintaining the operational continuity of the
implemented home automation system.

Table 1 provides a structured overview of the control logic implemented in the sys-
tem. Each function is described, along with its corresponding PLC input, the available
activation methods (via Alexa and manual control), the associated PLC output, and the
resulting action executed. This representation enables a clear understanding of the interac-
tion between system components and the execution flow of automated tasks based on the
programmed logic.

Table 1. Voice and manual activation mapping for home automation functions.

Function PLC Input Alexa Activation Command Manual Activation PLC Output

Lights I4 “Alexa, turn on the lights” Physical button Q1
Irrigation I1 “Alexa, turn on the sprinklers” Physical button Q2
Gate I3 “Alexa, open the gate” Physical button Q3
Fan I2 “Alexa, turn on the fan” Physical button Q4

3.7. Software Design

Figure 4 illustrates the decision-making process for the control logic in the home
automation system. The flowchart begins with a decision node that determines whether
the activation command originates from Amazon Alexa or a physical button.

If the command is issued through Alexa, the ESP32 microcontroller receives the voice
instruction and transmits the corresponding signal to the Siemens LOGO! PLC. The PLC
then processes the signal and performs the required action, such as turning on the lights,
opening the gate, activating the sprinklers, or powering the fan.

Alternatively, if the command is initiated through a physical button, the button acti-
vates the same PLC input in parallel with the ESP32 output. This redundancy ensures that
the system can continue functioning even if the network or voice assistant is unavailable.

In both cases, the final outcome is the execution of the same predefined automation
actions by the PLC, providing seamless integration between manual and voice-based
control methods.
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Figure 4. Flow diagram of software design.

4. Results
The validation of the home automation prototype was conducted through a series of

functional tests and risk analysis, focused on evaluating the system’s performance under
both manual and voice activated-controlled operation modes. These tests confirmed the
viability, robustness, and redundancy of the implementation.

4.1. Functional Test Summary

The prototype was subjected to 50 trial cycles per function under both manual and
voice control. Manual mode, using pushbuttons directly interfaced with the Siemens
LOGO! PLC, consistently achieved a 100% success rate with minimal delay. Voice
control via Amazon Alexa integrated through the ESP32 microcontroller showed high
reliability, though slightly lower than manual mode due to network latency and voice
recognition challenges.

Figure 5 presents the success rates of each function under manual and voice control
using a grouped bar chart. It highlights the consistently high success of manual inputs
and reveals slight variations in performance when using voice commands, particularly in
functions such as gate control.

These results indicate that, while both control methods are reliable, manual activation
remains more immediate. The slight delays in voice control are within acceptable margins
for domestic use and can be mitigated with local processing or offline voice assistants. The
decision to conduct 50 tests per function is based on ensuring system stability, controlling
external variability, and confirming repeatability. This number of iterations allows for the
detection of any intermittent failures or inconsistencies in both manual and voice control
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modes. Additionally, repeating tests under similar conditions minimizes the influence of ex-
ternal factors such as network latency or ambient noise. After approximately 40 executions,
no significant variations were observed, confirming consistent performance. Maintaining
an equal number of tests across control methods ensures a fair and unbiased comparison.
This approach aligns with standard practices in prototype validation, where 30–50 trials are
typically used for functional verification. Figure 6 shows a clear example of how it works
when a voice command is sent and its corresponding action is performed. In this case, the
image shows the operation of the “Lights, Fan, and Parking” devices when activated.

Figure 5. Success rate by function and control method.

Figure 6. Proof of operation.

4.2. Risk Matrix and Validation

The project included a comprehensive risk analysis to identify and mitigate potential
vulnerabilities in the home automation system. Each identified risk was evaluated based
on probability, impact, and risk level, and appropriate mitigation strategies were proposed.

Table 2 confirms the system’s safety and operational reliability through a layered
design approach that includes redundancy and preventive safeguards. The Risk Level was
calculated as the product of the probability and impact values, where both were rated on a
scale from 1 (low) to 3 (high).
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Table 2. Project risk matrix.

Risk Probability Impact Risk Level Mitigation Strategy

Wi-Fi connection failure High Medium High Include local button control and
ESP32 fallback logic.

PLC damage by overvoltage Medium High High Integrate relays, fuses, MOVs,
and optocouplers.

PLC-ESP32 incompatibility Medium Medium Medium Use optocouplers and perform
interface tests.

Actuator overload Low High Medium Use oversized power supplies and
fuse protection.

ESP32 hardware failure Low High Medium Design modular architecture to
allow for easy replacement.

Voice command not recognized High Low Medium Provide manual control fallback and
configure voice assistant training.

5. Conclusions
The implementation of a hybrid home automation system using Siemens LOGO!

PLC and ESP32 with Amazon Alexa integration demonstrates a functional, low-cost, and
energy-efficient solution for smart home control. The prototype achieved high reliability
under both manual and voice control modes, with a measured monthly energy saving of
approximately 86.72% compared to conventional setups.

The component cost analysis confirmed that the entire system was developed for
under USD 200, which significantly enhances its feasibility for widespread adoption in
domestic and educational environments.

In addition, the developed risk matrix and successful functional validation confirm
that the system is prepared for real-world scenarios, offering robust performance, fail-safe
operation, and modular expandability. Future work may include integration with mobile
applications, energy monitoring dashboards, and support for additional smart devices.

The project contributes to the democratization of smart home technologies by making
them accessible, secure, and scalable within realistic economic and technical constraints.

This development exemplifies innovation by implementing low-resource home au-
tomation, which has shown notable efficiency. It represents a local initiative focused on
promoting the adoption of Internet of Things (IoT) technologies in Ecuador. By leveraging
industrial equipment alongside domestic devices, the project enables users to control their
environments through voice commands, enhancing accessibility and user engagement.
This strategic approach not only advances smart technology integration into everyday life
but also fosters technological growth in the region, supporting broader economic and social
advancement through increased connectivity and automation capabilities within homes
and businesses.
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