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Abstract

Substitution boxes, or S-boxes, are critical elements of symmetric block cipher algorithms—
these being the ones that provide “confusion” (a concept defined by Claude Shannon). This
work presents a method for generating 8 x 8 S-boxes using a multi-objective evolutionary
algorithm, aiming to simultaneously optimize Nonlinearity (NL) and the Strict Avalanche
Criterion (SAC), which are two important cryptographic properties of S-boxes. Chaotic
maps were used to generate the initial population. Experimental executions were carried
out, and the results were compared to evaluate the different Pareto fronts obtained. The
results indicate that the proposed versions of our algorithm achieve good performance,
comparable to the state of the art (with only 150 generations of execution), and it was also
found that they continue to improve for runs of 5000 generations. This method can be used
for the generation of S-boxes with specific properties.

Keywords: S-boxes; nonlinearity; strict avalanche criterion; evolutionary algorithms;
multi-objective optimization

1. Introduction

Substitution boxes, or S-boxes m x n, refer to a substitution (or mapping) of m-bit input
vectors to n-bit output vectors. They are mainly used to hide the relationship between the
input cleartext and the output ciphertext in block cipher algorithms [1]. The construction
of these boxes and their cryptographic properties have been widely studied since the
security of an encryption algorithm against analytical attacks, such as linear cryptanalysis,
differential cryptanalysis and others, depends on these properties [1,2].

The most-cited metric in the scientific literature to define how strong a specific S-
box can be against known analytical attacks is Nonlinearity (NL). Most works refer to this
property as the only objective function in the proposed search algorithms. However, several
other parameters seek to evaluate other important aspects of the strength of the S-boxes.
One of those properties is the Strict Avalanche Criterion, or SAC. This parameter guarantees
that a small change in the input will produce a significant change in the output [3].

It is evident that, therefore, the generation of S-boxes with good cryptographic proper-
ties must be treated as a multi-objective optimization problem. In this work, we present
an approach for the generation of S-boxes of size 8 x 8 using multi-objective evolution-
ary algorithms for the simultaneous optimization of two strength metrics of S-boxes:
(i) NL and the (ii) SAC. Furthermore, the algorithm also verifies compliance with the
bijective property.
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In addition, chaotic maps [4] were used to generate the initial population of the
evolutionary algorithm.

Most of the common techniques proposed in the state of the art for the construc-
tion or generation of S-boxes are the following: algebraic constructions, pseudo-random
generation [5], heuristic approaches and metaheuristic approaches [6]. In the scientific
literature, almost all previous works have been focused on the optimization of a single
metric, which is, generally, NL. To the best of our knowledge, the only paper that presents
a multi-objective approach is [7], and it performed a very large number of iterations
(5000 generations) to achieve results similar to the state of the art.

2. Materials and Methods
2.1. Properties of Cryptographically Robust S-Boxes

Below, we present the three properties that were used in our work (based mainly
on [4,8]): Bijection, Nonlinearity and SAC.

*  Bijective Property. A S-box n X n complies with the bijective property if it has all
the output values being different in an interval of [0, 2" — 1], that is, if no output is
repeated for more than one input.

*  Nonlinearity (NL). Suppose f(x) : F} — F, is a Boolean function. Then, the Nonlin-
earity Ny of f(x) is defined as follows:

Ny = {Ie'lg}dH(f/l)/ 1)

where L, is the set of affine functions, and dp;(f, ) is the Hamming distance between f y I.
Let there be a S-box where each possible output has 8 bits that consists of 8§ Boolean
functions f, one for each bit position. The NL of an 8 x 8 substitution box is, therefore,
usually taken as the smallest value among the eight N.

¢  Strict Avalanche Criteria (SAC). For a function to satisfy the SAC, each of its output
bits should change with a probability of one half whenever a single input bit is
complemented. A dependency matrix is used to test the Strict Avalanche Criterion of
a substitution box [3]. If each element of the matrix P; ; approaches the ideal value of
0.5, then the S-box can be considered to almost satisfy the SAC criterion.

Pi(f)=2"" ) fi(x)®fixDe). )
XEGE(2")
To estimate a score, the offset or deviation of the dependency matrix from the ideal
value of 0.5 is used.

2.2. Proposed Method

Next, we present our proposal, an evolutionary multi-objective algorithm that we call
SBMO (S-Boxes Multi-Objective).

¢ Initial Population Generation. Each individual or chromosome is a binary matrix of
size 256 x 8 that represents an 8 x 8 S-box, where each row corresponds to a value
between 0 and 255.
The individuals of the initial population are generated by iterating two chaotic
maps—the Logistic Map and the Tent Map [4,9].

¢  Selection operator. This consists of choosing individuals that will undergo the evolu-
tionary operation of crossover.
Two variants are proposed:
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-  NL Based: Two individuals are chosen from the current population. The first is
the one with the greatest NL in the entire population, which is marked as selected
and removed from further selection in the current generation. The second is
chosen using a binary tournament, and it is marked.

The process is then repeated to choose the next pair among the unmarked individuals.

-  PF Based: Two individuals are chosen. The first is a non-dominated individual,
which is marked as selected and excluded from further selection in the current
generation. The second is chosen, as in the previous variant, using a binary
tournament.

*  Crossover. Two columns, each representing one of the eight Boolean functions, are
randomly chosen and swapped between the parent chromosomes, producing two
offspring that are added to the population of the next generation of individuals.

*  Mutation. Two elements of the matrix are randomly swapped; this procedure can
also be viewed as flipping a bit in the 256 x 8 matrix and, subsequently, correcting the
duplicated value.

¢ Individual repair. A repair procedure was designed to identify the duplicate elements
in the S-box and to replace them, in descending sequential order, with the first missing
value within the range [0, 255].

3. Results

We performed a series of experiments on three proposed versions, as shown in Table 1,
each of which were initialized with the following configuration:

N =100 individuals; crossover probability P. = 0.7; mutation probability P, =1 — P.; stop
criteria = 150, and 5000 generations.

We took the scores of one representative execution.

Table 1. Variants of our proposed algorithm.

Algorithm Generations Selection Operator
SBMO-NL-150 150 NL-Based
SBMO-PF-150 150 PF-Based

SBMO-5000 5000 NL/PF (alternatively)

The results (Pareto fronts) are shown in Figure 1.
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Figure 1. Comparison of Pareto fronts of SBMO-NL, SBMO-PF and SMBO-5000.

https://doi.org/10.3390/engproc2026123009


https://doi.org/10.3390/engproc2026123009

Eng. Proc. 2026, 123,9 4 0f 5

Three representative S-boxes, taken from Figure 1, were compared (as shown in
Table 2) with other state-of-the-art works. Note that this comparison is not entirely fair
since only [7] is multi-objective (like ours).

Table 2. Comparison of the S-boxes.

S-Box NL (Avg) SAC (Avg) SAC (Offset)
SBMO-NL 110.25 0.5041 0.0198
SBMO-PF 108.00 0.5098 0.0122
Ref. [10] 106.25 0.5002 0.0324
Ref. [5] 106.25 0.5029 0.0332
Ref. [8] 109.00 0.4936 0.0331
SBMO-5000 111.50 0.5012 0.0090
Ref. [7] 110.50 0.4929 0.0344

4. Discussion

These results show that our algorithm converges rapidly and yields results comparable
to, and even surpassing, many of the state-of-the-art algorithms for 150 generations.

For runs of 5000 generations, SBMO-5000 generates results reaching 111.5 for the
NL, which is very close to 112 (i.e., the maximum experimental value achieved). It also
generates excellent results for the SAC.

Our proposal, with its high convergence and multi-objective properties, can be very
useful in situations requiring the rapid, simultaneous generation of substitution boxes with
good cryptographic values and specific properties.
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