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Abstract

This work has developed a Deep Learning model that analyses the semantics of the Python
code used when working with TensorFlow and detects vulnerabilities to improve data
security and bug recognition. This research not only seeks to improve the security of
TensorFlow, but also aims to be a solution for other deep learning frameworks in the future
and help developers find existing vulnerabilities to facilitate secure code writing.

Keywords: static analysis; deep learning; cybersecurity; BERT, LSTM; TensorFlow;
vulnerabilities

1. Introduction

Technology has become an essential pillar of people’s daily lives and the functioning
of businesses, and with it, the security of computer systems has taken on a crucial role in
protecting information, especially in software security, where vulnerabilities often originate
in the code, posing a potential threat to the integrity of systems. Artificial Intelligence
(AI) algorithms have become very popular and are beginning to be implemented in most
work environments, working with sensitive data such as a customer’s financial data,
so this research aims to improve the security that currently exists when working with
Al algorithms.

In 2023, OWASP [1] conducted a study that lists the main vulnerabilities and security
risks that appear in Large Language Models (LLMs) and derivative technologies according
to their criteria. This research focuses on one of these vulnerabilities, the supply chain
attacks. These attacks target the packages and frameworks used to develop models, which
already include the code necessary for data pre-processing and neural network training.

Among those used in the supply chain in the development of Al applications, this
study has chosen Tensorflow, one of the most widely used Al frameworks in Python, which
includes in its package wide range of networks used today.

With all this in mind, the objective of this work is to develop a Deep Learning model [2]
that analyses the semantics of the Python code used when working with TensorFlow and
detects vulnerabilities to improve data security and bug recognition. This research not
only seeks to improve the security of TensorFlow but also aims to be a solution for other
deep learning frameworks in the future and help developers find existing vulnerabilities to
facilitate secure code writing.
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The rest of the work is organized as follows: Section 2 presents the state of the art.
Section 3 presents the methodology followed for the development of the work and the
materials that were used. Section 4 shows the experiments and results, and finally, Section 5
shows the conclusions of the work.

2. State of the Art

Most state-of-the-art proposals perform data pre-processing with the aim of helping
the model find the relationships that exist in the code that make it vulnerable or not.
The Table 1 provides a summary of the proposals that make up the state of the art. One
data pre-processing methodology is to use GNN networks capable of directly processing
graph-structured data and learning from the relationships between nodes. Using these
networks, models such as FUNDED [3], Mvulpreter [4], and Vulcen [5] seek to generate a
graph in which code variables, objects, and functions are represented by vertices, and links
or branches are used to represent their relationships and dependencies. The use of this
methodology allows for better collection of the relationships that appear in the code, and
the task of finding which points are positive or negative becomes easier for the network [3].

The rest of the proposals divide the code into parts or sequences according to different
criteria. The aim of this idea is to provide the network with important pieces of code
and let the network perform all the natural language analysis. Its main function is to go
through the entire code, generating small blocks of code using a window of m characters
that contains the context to be analysed.

Table 1. State of art.

Model Context Accuracy Precision F1
FUNDED Grafos C, Java, PHP GNN 94%
mVulPreter Slices CyC++ GNN 78.8%
VulDeePecker C.Gadgets Cy C++ BLSTM 85.5%
uvuldeepecker C.Gadgets CyC++ BLSTM 94.22%
Vudenc Secuencial Python LSTM 80 %
BBVD Secuencial CyC++ RoBERTa 89.37

3. Materials and Methods
3.1. Data Recollection

TensorFlow is a framework developed mainly in C++, but it also has code in Python
so that it can be used in this programming language. When searching for datasets or
studies on vulnerabilities collected in TensorFlow, it can be observed that most articles [6,7]
focus on C++ code and collect classic vulnerabilities such as integer overflow or out-of-
bounds writing.

Therefore, to obtain a dataset with vulnerabilities in Python, 1500 commits were
extracted from the TensorFlow Github repository [8] through a search that extracted com-
mits related to vulnerabilities or bug fixes by identifying commits in which the message
contained words such as: vulnerability, security, danger, bug, exploit, cve, etc.

3.2. Data Preprocessing

This stage involves the following steps: code cleaning, comment removal, code divi-
sion into blocks, and block labelling.

To obtain a model capable of identifying which area of the code is vulnerable, each
line of code will be analysed sequentially. Since the objective of the model is not only to
identify whether the code is vulnerable, but also the area where the vulnerability is located,
it is necessary to train the code in parts, as seen in the State of the Art. In this case, the code
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will be divided sequentially into blocks. To determine the size of the code blocks, different
reference measures can be implemented, such as characters, tokens, or lines of code. In
this case, lines of code have been chosen, as they coincide with the lines removed from
the GitHub commit. Each block will contain a line of code to be analysed, accompanied
by n lines of context before and after, allowing the model to analyse the relationships and
patterns that appear in the code to determine whether it is vulnerable or not. A vulnerable
code fragment is processed by generating blocks with two lines of context before and after
the target line. In each block, the first two lines correspond to the preceding context, the
third line is the main line analysed for vulnerability, and the last two lines represent the
subsequent context. The blocks are generated sequentially by shifting the main analysed
line by one position each time until the entire code file has been processed.

In addition, as each block is being generated, the information from the lines removed
from the commit is used to check whether the line that is the focus of attention is vulnerable
or not. If the line matches one of the removed lines, the block is labelled as 1; otherwise, it
is labelled as 0.

3.3. Model Training

For this work, two models were chosen for testing: first, BERT, due to its proven
performance in this type of task in recent research; finally, an LSTM network, which
has already been proven to offer good results in these tasks [9] and also requires less
computational power and is much lighter than the LLMs that have become so popular
recently. In order for neural networks to be able to interpret the language of programming
code, the code must be transformed into numerical vectors known as embeddings. These
embeddings are generated by training a neural network, which estimates for each word the
probability of finding each of the other words in the vocabulary in its context. This ensures
that two semantically similar words have similar embeddings.

4. Results

To test the model’s results and performance, a computer with an Intel Core i7-7920HQ
CPU at 3.10 GHz, 16.0 GB of RAM, and a GeForce RTX 3070 OC Edition GPU with 8 GDDR6
was used. To ensure a rigorous and balanced evaluation of the model that allows for the
assessment of model variability, the experiments were carried out using 5-fold cross-
validation. In these experiments on the LSTM network, the learning rate chosen was
1 x 107°. To avoid overfitting, a dropout of 0.2 was established and early stopping was
implemented, taking the F1 score as the reference metric. The batch size was set to 64 and a
maximum of 30 epochs was established for each fold. To optimize training by adjusting
the learning rate, the ADAM algorithm [10] was used. In the case of the BERT model,
the BERT-base-uncased version was used, which consists of approximately 110 million
parameters. A learning rate of 2 x 107> was set, and to avoid overfitting, a weight decay of
0.01 was set. The batch size was set to 16, and as in the LSTM model, early stopping was
added with a maximum number of 30 epochs.

The results of the trained models can be seen in Table 2, which shows the final cross-
validation test metrics for each model.

The three-line BERT model has obtained positive metrics close to 0.875 across all
metrics, without observing a reduction in Precision and F1 as seen in some state-of-the-art
proposals, indicating that the model performs solidly in the experiments conducted. By
adding more context to the 5-line model, the model increases its metrics to 0.897, showing
that increasing the context helps the model find the patterns that make a block of code
vulnerable or not. On the other hand, in the LSTM model, being an inferior model, it was
predictable that the metrics would decrease, and this has been the case, with an F1 score of
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0.80 in the three-line model and 0.81 in the five-line model. Comparing the LSTM and BERT
models, we can see that the increase in metrics in the LSTM network when increasing the
context is lower than in the BERT model, and the accuracy metrics decrease considerably in
the LSTM model compared to the other metrics.

Table 2. Experiments Results.

Model Context Accuracy Precision Recall F1

BERT 3 lines 0.8751 0.8769 0.8751 0.8756
BERT 5 lines 0.8969 0.8970 0.8969 0.8970
LSTM 3 lines 0.8308 0.7562 0.8526 0.8012
LSTM 5 lines 0.8430 0.7778 0.8508 0.8125

5. Conclusions

This work has begun the development of a tool that helps programmers identify
vulnerabilities in Python when working on Artificial Intelligence algorithms. The tests
carried out so far in the TensorFlow framework are positive and promising, demonstrating
that these tools can be implemented to detect security flaws in this field and many others,
as seen in the state of the art. The experiments carried out show that BERT is more effective
than LSTM for this task, especially when the amount of context is increased. BERT’s ability
to generate robust contextual embeddings is reflected in its better results, while LSTM,
although it improves with more context, is not sufficient in comparison with the BERT
model, so although it requires less computing power, its performance needs to be increased
to make it viable in a real environment. One of the most significant problems that has
arisen during the research is the collection of vulnerable Python code samples specifically
related to artificial intelligence algorithms. This scarcity of vulnerable samples may affect
the generalization of the model, so to address this issue in the next steps of the research, we
propose supplementing the dataset with vulnerabilities from other frameworks already
mentioned, such as Torch, MxNet, or Hugging Face.
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