engineering 7
proceedings @)@

Proceeding Paper
The Role of AI-Driven Simulation Models in Optimizing Urban
Sustainability for Smart Cities *

Abraham Samuel ¥, Aswathy Prakash Girija *(*/, Reshma Soman Nagaparambil and Amrutha Thanka Sivan

Saveetha School of Law, Saveetha Institute of Medical And Technical Sciences, Chennai 602105, Tamil Nadu,

India; abrahamlawyerl2@gmail.com (A.S.); reshmasenthil@gmail.com (R.S.N.);

amruthathankasivan@gmail.com (A.T.S.)

* Correspondence: advaswathyrajan@gmail.com

* Presented at the 8th International Global Conference Series on ICT Integration in Technical Education & Smart
Society, Aizuwakamatsu City, Japan, 20-26 January 2026.

Abstract

Urban centers today face unprecedented challenges in energy management, emissions,
waste disposal, and public services, as nearly 70% of the global population is projected to
live in cities by 2050. The complexity and rapid evolution of urban systems underscore
the pressing need for stability, innovation, and adaptability, particularly regarding sus-
tainability and digital transformation. Al-powered simulation models have emerged as
transformative tools, capable of simplifying, predicting, and managing highly intricate
urban systems while offering policymakers valuable insights for strategic planning. How-
ever, the integration of Al in smart and sustainable urban development presents critical
legal, ethical, and regulatory concerns. This study examines these questions by evaluating
existing and emerging frameworks addressing algorithmic transparency, data protection,
stakeholder engagement, and sustainable development in prominent urban models includ-
ing Amsterdam, Copenhagen, Singapore, Tokyo, Bangalore, and Nairobi. Comparative
analysis is conducted through a doctrinal desk review, focusing on statutory provisions,
international policies (EU, UN-Habitat), ISO Smart City standards, and local governance
charters. Key issues addressed include the risk that AI models, if unregulated, become
opaque “black boxes” that obscure both decision-making logic and accountability. Without
robust standards, there is no guarantee of interoperability, revision, or representation of
public interest. Equitable management, access, and inclusive participation are vital to
responsible Al frameworks in urban planning. This article advances a comprehensive legal
and policy framework for ensuring accountability, transparency, and stability in Al-driven
city governance, bridging gaps between technological innovation, urban studies, and regu-
latory oversight. The proposed governance structure empowers cities to adopt multi-level,
authority-driven mechanisms that safeguard the common good while leveraging Al’s
potential in sustainable urban transformation.
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are all complex systems, and in order to plan with real foresight, one must understand how
all these systems will work with new policies [1]. These Al simulations of urban system
models also provide stress testing and vulnerability assessment [2]. With such equipment,
cities can be better prepared in infrastructure development and climatic reactions and may
be more economical. Rapid urban growth and climate change effects can be reduced in
a responsible manner. Use of these models presents a new set of risks, as the regime has
not been able to develop structures, resulting in a large inaccessible supervisory region.
There is a lack of clarity on the monitoring of these models regarding model management,
openness, responsibilities, prejudices and moral framework problems that control them in
the urban plan. There are many legal and moral concerns: How can privacy be maintained
in Al-driven decisions in cities and prejudices be avoided? What is done to control and
monitor the use and development of Al technologies? To what extent should Al-assisted
decisions be challenged by the citizens? All of these questions show the difference in
governance necessary to focus on civil rights, diversity and accountability [3]. There
are basic standards for Al simulations in smart city settings, but they are very uneven.
In addition to having certain international mechanisms and technical standards such as
data protection laws based on the GDPR in the EU, UN guidelines for people-centered
smart cities, and ISO standards being developed for the digital infrastructure of cities,
there is a clear shortage of regulations that explicitly and comprehensively address Al
simulations in urban management. This gap in regulation makes it difficult to assure
the digital developments are deployed in a way that aligns with moral requirements,
felony safeguards, and overall rights [4]. The aim of this paper is to have a look at what
quality practices may help inform the accountable integration of Al-powered simulation in
urban governance through looking at the standards and guidelines which might be either
lacking or present in different locations. Best practices, after all, cannot be derived from a
vacuum. In this paper, we make a case for felony systems to prepare sturdy frameworks
that contractively inspire transparency in algorithms and statistics protection even as
moral fairness is upheld and participatory governance is allowed [5]. To guarantee that
urban planning augmented with Al tools is done in a way that is just, sustainable, and
accountable requires effective regulatory oversight, an ongoing ethical review, and active
public participation. This paper posits that only with the adoption of such framework
and principles as proposed can cities make use of the Al-powered simulation models
to their fullest while also protecting human rights and democratic values in the smart
urbanism era [6].

1.1. Background of the Study

The urban planners clearly find Al-driven simulation models essential tools in dealing
with increasing complexity in achieving urban sustainability goals. They offer a computer
-driven environment where high levels of expansion and accuracy, to understand, imagine
and compare the interaction between complex systems and their components, and potential
effects and trade with various proposed measures and guidelines before implementing
them on the ground. Ur urban planning, transport and waste management is challenged by
continuous demand and emissions, insufficient mobility, overloaded waste management
and increasing stress on public services, and aggravated that by 2050, 70% of the world’s
population would be urbanized. To solve these problems, models take satellite images,
population and infrastructure databases and other relevant urban data such as depot,
and use advanced Al —system to create a broad simulation of cities to test the effect of
possible changes in environment and economic systems, resource use and potential changes
in spatial structure. Simulation models support informed decisions and allow urban
planners to increase returns on urban investments, reduce the effect of urban heating islands,

https://doi.org/10.3390/engproc2026143032


https://doi.org/10.3390/engproc2026143032

Eng. Proc. 2026, 143, 32

30f13

design climate flexible measures and improve all social welfare through sound, adapted
to trade closing and integrated policy. They also promote the cooperation scheme by
forming visualization and matrix that improve clarity and involvement among stakeholders
involved in stability projects, and support changes for city management, active, active,
foresight from the old, inactive urban plan. On the other hand, increased dependence on
these Al systems Al brings immediate issues of justice, responsibility and openness. The
black box nature of the Al system can damage trust and responsibility, more in government
settings where public and officials lack understanding Al-driven decisions. This anxiety
is equally about monitoring the private sector on important data and algorithms, which
can destroy the state’s power and add prejudice or other risks, such as inequality in the
distribution of urban services or very strict surveillance -based rules. To combat these issues,
an efficient public rule requires an efficient public rule to maintain the promise of smart
city technology for a continuous evaluation of Al work flows, the right version of models
and a promise of smart city technology. In summary, the distribution of Al controlled
simulation models for urban environments comes with several benefits such as adaptive
capacity, efficiency, stability and persecution of cities. However, all urban inhabitants must
guarantee the benefits and to avoid new forms of exclusion, the distribution of these models
must be forced by equity, openness and strong principles [7].

1.2. Purpose of the Study

With the rapid progress of urban digitalization and the distribution of Al, cities are
implementing climate adaptation, infrastructure adaptation and transport management
units. The regulatory and moral concern for using technology will have to be taken into
account. Therefore, this review seeks to analyze the ethical, legal, and regulatory framework
that Al-powered simulation models integrated within smart, sustainable cities would face.
This article looks into the use of simulation models while focusing on the framework of
governance and the new or missing responsible use standards. It examines frameworks that
deal with privacy questions, data ownership, and public oversight, as well as the ethical
issues of Al in fairness, transparency, and inclusivity. Predictive analytics and autonomous
systems are increasingly shaping the cities of the world, and this article looks into the
concern of data frameworks as well. In addition, this article examines the cooperation
and, in some cases, opposition of different stakeholders, from policymakers and urban
planners to local communities, in relation to the responsibility and stewardship of these
technologies [8]. The most important aspect in this article is to examine the current ethical
and regulatory norms and the concern of whether existing ideologies adequately cover the
opportunities, as well as the threats, of Al models in the management of cities, or whether
strong opposition or demands for change are missing in the areas that require regulation.
The review aims to reflect on the projects that leverage norms or hamper ethical Al adoption,
with a special focus on the transparency of algorithmic decision-making, the protection of
civil liberties, and the equity in social development in urban smart development. With this
reflection, the review aims to contribute to the discourse on the opposition and integration
of innovation and principled governance in future urban planning [9].

1.3. Scope of the Study

This comparative study focuses on different international metropolitan projects located
in Europe (Amsterdam, Copenhagen), in Asia (Singapore, Tokyo), and in the Global South
(Bangalore, Nairobi) in order to assess the legal and policy frameworks that are the basis of
the smart city development. These cities show different methods of technology use, stability
policy and governance methods, which allow new, successful and constant assessment
of issues in development norms. The study assesses innovations of legal rules from
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international organizations such as the EU and UN-Habitat. The European Union is known
for its progress in urban platform standards through European participation in smart cities
and communities (EIP SCC). The study focuses on rules and recommendations given by
UN-Habitat and especially on folk-focused smart cities, which ask for transparent rules,
free screening and correct mechanisms to secure privacy, data morals and human rights in
the rule of digital cities. In addition, the study includes ISO Smart City standards, a set of
rules that are quickly used to reconcile technical standards, data interoperability and urban
stability measurements [10]. This local governance also considers charter and frameworks
to determine how much they react to how well they comply with the specific challenges
in the region, participation of stakeholders and international standards. This review uses
different areas to identify where the global standards are strong, such as privacy and
infrastructure interflow and where there are important political intervals, especially in
developing the city scenarios where funding, knowledge and institutional abilities are
weak. This comparison provides a clear understanding of how the development of the
smart city is responsible or otherwise from the legal, moral and political standpoints across
the world [11].

1.4. Research Methodology

This study applies a doctrinal methodology of smart city governance, statutory provi-
sions, policy papers, international instruments, academic articles, and technical standards
to smart city governance. The research paper does not engage in any empirical fieldwork
or primary data collection; rather, through secondary data, ingenious legal materials, and
the interdisciplinary literature on algorithmic transparency, data protection, urban partici-
patory governance, and sustainable development, it clarifies the governance frameworks.
Primary contexts consist of vital political statements which include the EU Smart City
Marketplace and the UN Sustainable Development goal 11, which outline the desires of
regulation and morality for virtual urbanization. The study additionally includes the ISO
37120 collection, which defines provider and stability measurements for integrating urban
features and facts [12]. The National Digital Government Act and the underlying local
regulations have been covered with attention to their sensible regulatory techniques and
local questions.

2. Urban Planning and Challenges of AI Simulation Models

While the Al simulation models can be very effective in urban system optimization
and stability development, they also bring some purpose problems and deficiencies. The
dynamic and multi-channel system introduced by these models is invaluable to simulation
cities, as it can cause revolution in other areas: urban planning has been greatly improved
through the use of Al simulation models [13]. Similarly, energy Al models for grid handling
improve the supply and demand balance, increasing the accuracy of the consumer forecast
and helping incorporate renewable energy. Together, they not only reduce the shortcomings,
but also increase the strength of the energy network. Predicting traffic congestion requires
the use of Al to examine real-time traffic information to predict the flow of vehicles and
locate traffic jams, which helps in the adjustment of traffic light signals and the optimal
routing of traffic, all of which reduce delays and pollution [14]. Similarly, flood simulations
driven by Al help identify flood-prone areas and urban heat islands, along with other
climate risks, which helps in planning targeted actions and improving response during
emergencies. In the context of waste management, Al methods collect data from smart bins
and sensor networks to better plan the schedules and routes of collections, reducing both
operational expenses and environmental harm [15].
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Figure 1 displays the researchers’ analysis of secondary data that shows the benefits
of Al simulation models in various urban settings, such as Energy Grid Optimization,
Forecasting Traffic Congestions, Climate Risk Mapping, and Waste Management Design.
The figure emphasizes the role of Al in improving efficiency, accuracy of predictions,
sustainability, and optimization of operations in these domains.

Al Impact in Urban Systems
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Figure 1. Al simulation models and their transformative benefits in urban domains. Source: Re-
searchers’ compilation based on secondary data.

Research on the use of Al simulation models brings incredible benefits, but also comes
with dangers. One significant concern is that these models perpetuate the biases present in
the training data, which is often a reflection of structural inequalities across regions, socio-
economic strata, and demography. This leads to unfair distribution of resources. Further,
many Al algorithms are black boxes, meaning their decision-making processes are opaque,
thereby limiting accountability to urban managers and the community. There is also a
danger of having a lot of faith in Al forecasts. Using simulation results as fixed answers
instead of probable indicators can reduce the necessary scrutiny of public participation along
with urban development. Finally, external suppliers can lead to changing urban planning
based on Al products being closed sources, which eradicate the public authority over the
necessary urban infrastructure and threaten the sovereignty and privacy of important urban
information. The digital twin project in Amsterdam is working to integrate an advanced
geographical information system (GIS) with the existing sensor infrastructure to provide a
dynamic digital reflective replica of the city. Aspects such as infrastructure services, energy
use and environmental parameters are improved in everything through multisystemic
optimization that facilitates models. The digital twin provides the opportunity to monitor
real-time assets and maintain maintenance based on forecasts, thus improving the general
operation and resource efficiency [16]. For example, the system can identify the decline in
infrastructure in the early stages and fix the use of energy in public functions. Nevertheless,
while the advantages are notable, the project has ignited some alarm relating to data
governance, specifically: privacy, control, and equitable access to the digital infrastructure
and the insights derived from it across different neighborhoods and social strata. The
danger is that the use of advanced technologies benefits particular sections of society to
the detriment of others, thereby widening the gap in urban equity [17]. Singapore’s virtual
urban project is a remarkable example of an Al simulation that combines detailed 3D urban
modeling with real-time data integration from terabytes of data, including IoT-capable
sensors in transport, environment and energy systems. This virtual city is used to model
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and predict climate threats, manage traffic and collective systems and evaluate the impact of
the cities on stability. The project is a trailblazer to encourage public—private partnerships, as
it integrates many public agencies, technology companies and educational institutions in the
co-construction and implementation of Al-operated urban solutions. Urban innovation has
become more advanced and flexible due to this collaborative model. Unfortunately, there
are equally difficult challenges for Singapore despite the benefit, such as questions related to
privacy and transparency [18]. The level of extension in the data for simulation in the virtual
urban algorithm model increases the risk of unfair monitoring and questions the limits of
civilian permission. In addition, the ongoing challenge to protect general interests while
working with private technology companies and their dominance and control of the digital
infrastructure is still a legal vacuum [19]. Case studies have clarified the promise of Al
simulation for city governance with the challenges of such technology. Both Amsterdam’s
and Singapore’s approaches show the requirement for management around privacy, equity,
data sovereignty and public accountability. Their urban governance models also show the
need to weave moral ideas and civilian involvement into Al development to ensure that
technology is distributed in such a way that the public serves and preserves democratic
governance and social equity [20]. Ultimately, to use the benefits of Al simulation models
for urban development and planning, a city should actively use transparent algorithmic
design, use verification from a series of stakeholders and save the city from the dangers
of privatization. To achieve compliance with the principles of moral rule and justice,
technologies are required to have a positive impact on urban development [21].

3. Legal and Ethical Challenges

The use of Al simulation models in urban planning forms a remarkable leap in the
way the city can effectively solve complex systems and future challenges. But even such
progress comes with legal and moral issues. The center for such issues is a widespread absence
of implementable rules for implementable privacy, transparency and responsibility. In the
absence of such guidelines, the Al system, in general, is as a black box and has a strong ability
to promote prejudice, violate privacy and remove responsibility [22]. This paper centers
the need for certain standards, strong data security, human-in-loop security measures and
responsibility mechanisms in order to use Al for urban planning in a responsible manner.
Figure 2 below represents important moral and legal challenges in Al urban planning.

Al Urban Planning Legal/Ethical Issues

Public Acct

Human Safeguard

Challenge Type

Data Protection

Alg Transparency

o 10 20 30 40 50 60 70 80

Impact Score

Figure 2. Key legal and ethical challenges.
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The use of Al in urban planning poses new legal and ethical issues, which stem pri-
marily from the absence of modern regulations and enforceable standards. Chief among
the concerns is the absence of enforceable standards for algorithmic transparency. Ur-
ban planning and public administration violate good governance and urban planning
tenets by adopting “black box” Al systems [23]. It is a grave issue in terms of public
governance and accountability, for core services change without public scrutiny and the
services of public interest offered turn into public utilities without due process. When
standards for Al transparency are not set, it is almost impossible to determine whether
the Al in question is discriminating in any way, whether it is aligned with public interest,
and whether fairness is ensured. In addition, there is insufficient data protection during
widespread city surveillance. Pervasive city surveillance provides data to Al simulation
models, which depend on sensors and cameras, as well as other monitoring systems. When
data collection is widespread, the risks to privacy escalate, and it is much worse if sensitive
personal data is involved. The majority of data protection laws in existence today did
not take into consideration the vast amount of data that urban environments are capable
of generating [24]. The absence of sufficient data protection laws leads to a fracturing of
the legal protections that should be provided. Civil liberties, as well as the possibility of
data misuse or abuse, are all in jeopardy, and the public is exposed to all of them. High-
stakes simulation decision-making without safeguarding human-in-the-loop principles is
another important problem. Given the housing-, transport-, environmental-, economic-,
and opportunity-related concerns that Al-influenced urban planning may have to deal
with, the stakes are high. When decisions or recommendations are made predominantly
or, worse, solely by algorithms, and without meaningful human intervention, there is an
inevitable risk that mistakes, unmitigated biases, or ethical lapses will pass without correc-
tion. To interpret the output of AI meaningfully and to contain the vital corrections and
considerations past what an algorithm can examine, human supervision is vital. At the end
of the day, the public legal responsibility is reduced when planning choices are given over
to algorithmic suggestions. There is a threat when the insight acquired from the Al system
evolves into deciding its functions; it obscures the steps leading to the outcomes and creates
a vacuum of responsibility. Such delegation weakens the conventional governance version
where public officers and corporations are accountable to citizens. Democratic integrity and
self-assurance in smart city projects honestly depend upon the obligation to include civil
participation, the openness surrounding Al’s participation and the potential to provide
prevention to defend responsibility structures from harm. Finally, these Al-related risks
and challenges require strong, user-centered management and establishment of regulatory
inspection of smart urban infrastructure that guarantees transparency, data secretion and
algorithm habitation. Such measures are needed to effectively use Al simulations for urban
planning while protecting the rights of residents as well as democratic governance. To
repeat the key point, the Al simulation models can create new opportunities for urban plan-
ning and stability, but their placement emphasizes legal and moral issues. Now there are
legal and moral obligations under the Data Protection Act, with the absence of an algorithm
transparency standard, requiring a public responsibility structure with human inspection
laws in the city’s decision-making processes. Accepting questions requires overall legal
reforms that require openness, strong data protection, adequate human participation and a
responsibility framework. These reforms will be necessary to use the benefits of Al-driven
urban models, protect the citizens’ rights and justice and to maintain democracy in the
smart city initiatives [25].
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3.1. Smart Urban Systems Include a Versatile Structure in the Legal and Moral Rule of the Al
Simulation Model

3.1.1. GDPR and Data Minimization in Intelligent City Systems

European deployment of AIS Smart City is strongly influenced by the EU’s data
protection regulatory framework, which is the General Data Protection Regulation (GDPR).
Its philosophy of data is one of least necessity, which means that data can only be collected
and processed if they are strictly relevant to the purpose. In urban systems, this means
reducing data collection and limiting monitoring that can put personal information of
residents at risk. In the case of the law, smart urban projects should adopt confidentiality-
for-design measures, anonymous data or pseudo-name techniques, and ensure that the
registered parties are fully informed and empowered about their data. Al-driven urban
models that fit GDPR are bound to function under strict privacy safety measures, reduce
abuse ability and promote trust among the public [26].

3.1.2. ISO/IEC Standards on Al System Governance

At the global level, the International Organization for Standardization (ISO) and
International Electrotechnical Commission (IEC) release international standards that are
important for establishing regulation of artificial intelligence systems in the urban context.
ISO/IEC JTC 1/SC 42 is the dedicated subcommittee on Al and Al Systems which has
published standards related to life cycle, risk and change management, and openness and
morality. These standards for Al applications extend the requirements to be reliable, safe,
justified and audible. The ISO 37120 series, which specifies the city’s services and the
quality of life, is an example of the standards that support the operation and sustainable
development of Al systems for smart cities. The use of these standards ensures uniformity
and responsibilities from a moral point of view and from a technical point of view, reducing
the distribution of Al solutions from public and private organizations.

3.1.3. Barcelona’s Charter for Digital Rights

At the urban level, Barcelona is one of the first municipalities to adopt a local data
management charter to protect digital rights in the time of smart urbanism. Barcelona’s
charter for digital rights defines the rights of their citizens regarding their data, including the
right to access them, control it and participate in Urban Digital Infrastructure. The charter
institutionalizes the main principles, including digital sovereignty, data transparency and
the benefits of Al, which supports the involvement of civil society. These local charters
complement the international structure, especially with urban challenges, address the Al
regime more than society, promote democratic commitment and protect the responsibility
for the use of technology. Together, the GDPR, ISO/IEC standards and local governance
charters represent a layered approach to dealing with the legal and moral challenges of Alin
urban planning. The GDPR demands data protection and privacy rights at a supranational
level; their effective implementation is coordinated in areas [27].

3.1.4. Against Equal Regulation and Strategy Principles

In order to effectively regulate and control Al simulation models in urban plan-
ning, this article proposes a framework containing five main principles that ensure moral,
transparent and inclusive distribution of Al. These principles call for separate regulatory
structures and solve the complex problems that arise from Al in smart cities.

3.1.5. Explanatory Clarity and Openness

Transparency and explanatory clarity require that urban governance Al systems pro-
vide a plain-language explanation of how their systems, their data, and their assumptions
work. Planners, policymakers, and the public should be given the ability to know how
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the system handles data, forecasts, and provides suggestions. Without transparency, no
level of trust and collaboration can be established between stakeholders in public systems,
and there is no way to inspect the processes behind decision-making for errors, biases, or
for accountability.

3.1.6. Stakeholder Participation

Stakeholder participation of citizens, civil society organizations, and community
representatives in the design, appraisal, and validation of Al simulation models is required
in democratic governance. Such participation ensures inclusive engagement and helps to
combine a wide range of views, which in turn improves the relevance of models in meeting
local needs and increases social acceptance. Such participation also reduces the chances of
exclusion or bias by guaranteeing participation of disadvantaged or at-risk groups in the
design of tools that shape urban futures.

3.1.7. Auditability and Certification

In order to preserve reliability and fairness within the framework, there is a need for
auditability and certification of Al algorithms and datasets by independent third parties.
The models” accuracy, bias, security, and privacy compliance are to be evaluated on a
regular basis. In addition, certification programs can define standards that Al systems must
achieve prior to deployment. This principle promotes continual monitoring and fosters
continual enhancement which increases the trust in Al-driven urban management [28].

3.1.8. Equity and Prejudice Monitoring

Prejudice monitoring is necessary to detect the effect of Al systems on various socio-
economic, racial, ethnic and demographic groups and identify any imbalance. These
systems systematically track and report the effect of Al on indicated groups. As a re-
sult of continuous monitoring and control of prejudice, the cities avoid reinforcing the
inequalities that already exist and support the development of more appropriate results
for each citizen. Given the widespread ability to discriminate, monitoring prejudice is an
indispensable principle.

3.1.9. Stability-for-Design

The final principle, stability-for-design, enables smart infrastructure to reduce its social
and environmental impact by improving the Al system. This ensures that the Al system not
only improves operational efficiency, but also helps to achieve major stability goals such as
reducing social exclusion and building flexible infrastructure, as well as reducing carbon
footprints. This type of smart city focuses on future urban welfare by reducing the negative
effect of infrastructure on the environment and increasing efficiency. These principles
collectively provide a strong structure to use Al in the city settings and to coordinate laws.

4. Global Models and Their Local Adaptation

Within this section, we dissect important international structures, which emphasize
their adaptability for local governance and benchmarking, and determine leading principles
and criteria for Al simulation models in smart cities.

4.1. UN-Habitat's People-Centered Smart City Guidelines

The guidelines set forth by UN-Habitat focus on developing smart cities that are inclu-
sive, respect human rights, and are sustainable. Their approach also includes governance
models that position citizens as key players in the urban digital transformation. The guide-
lines protect users and promote equitable access to technology, integrate privacy protection,
and call for transparency. All of this shapes the ethics of deploying Al simulation models.

https://doi.org/10.3390/engproc2026143032


https://doi.org/10.3390/engproc2026143032

Eng. Proc. 2026, 143, 32

10 of 13

Local authorities can tailor these guidelines to verify that the Al-driven tools for urban
planning are beneficial to all communities and preserve democratic institutions.

4.2. 1SO 37120: Sustainable City and Community Indicators

The ISO 37120 standard integrates a variety of indicators for different sectors to
measure city services and quality of life such as energy, the environment, transport, and
governance. As a result, the standard provides a means for cities to measure sustainable
and resilient progress collaboratively. Municipalities can check if the tools they use to
support urban development goals are effective and if planning is holistic by aligning their
Al simulation models with the ISO 37120 metrics. The indicators can be adapted to cater
for specific urban areas while still allowing benchmarking between cities, a feature of the
standard [29].

4.3. EU Horizon 2020 Urban Digital Twins Program

The EU Horizon 2020 Urban Digital Twins program supports projects creating digital
replicas of urban areas, merging real-time data for better city control. This program
promotes advanced Al simulation capabilities through cooperative, cross-disciplinary
initiatives between European cities. Because of their emphasis on interoperability, data
sharing, and open standards, it is an excellent example for other cities to emulate.

4.4. Adjustment for Local Governments and Benchmarking

Globally adopted frameworks provide multidisciplinary and complementary meth-
ods, such as ethical guidance, sustainability indicators, and technology innovation,
which can be adapted to the unique local authority systems, cultures, and development
focus of the cities. The adaptation of such frameworks allows the crafting of a firm set
of standards, the establishment of a benchmark for Al simulation performance, and
the strengthening of trust of the public by urban policymakers. In addition, Al integra-
tion into urban planning can be responsible and effectively expedited globally, due to
knowledge exchange and possible cooperation by taking advantage of such international
structures and resources. Finally, international templates such as the UN-Habitat guide,
ISO 37120 indicators and Horizon 2020 programs in the EU, although international,
when adapted to local references, do necessary work to control Al simulation models for
smart cities [30].

5. The Way Forward

In the light of the foregoing discussions this paper proposes the following best practices
for effective implementaion of Al-driven urban planning:

e  Develop strict legal framework: Urban areas must change and coordinate legal stan-
dards to include algorithm transparency, data protection and security measures for
humans. These changes should be made to ensure complete coverage in the context of
the GDPR, ISO/IEC and local digital rights.

e  Require openness and auditing: Al simulation models employed for urban planning
are required to be revised and certified by third parties. The decision behind these
models should be made available to the document and processes in single languages.

o  Foster extensive stake partnership: Management of cities should encourage partic-
ipation in these processes by civil society, technically deprived populations and ex-
perts at all stages of Al systems. It also includes distribution of such systems and
subsequent updates.
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e  Tracks and decreases prejudice: Start paying more attention to bias to cover all socio-
economic, racial and demographic categories and take corrective measures for any
imbalance detected in the consequences of the Al model.

e  Sustainability for design: The Al-pushed city infrastructure should be evaluated for
stability for the duration of its lifestyle cycle to ensure the most viable environmental
effect allowed by the infrastructure.

6. Discussion

The simulation fashions driven by Al offer the possibility to enhance how cities man-
age their power, delivery, waste and climate vision, unlock efficient distribution of sources
and assist strategic coverage. On the other hand, such improvement is confronted with
moral and prison-demanding situations, specifically around privacy, openness, data regime
and prejudice inside the algorithms. The “black box” approach in Al modeling is a strong
threat to responsibility and trust. This problem becomes more serious in the scenarios
where the public, as well as state stakeholders, has no or limited technical knowledge or
inspection mechanisms. Privacy, algorithm transparency and lack of adequate protection in
the responsibility mechanisms, risk inappropriate resource allocation in decision-making
through automation for people living in cities, and wide distribution risks excessive moni-
toring and exceeding the responsibility. On the one hand, GDPR with privacy-for-design
as a framework, ISO/IEC standards for moral Al, and examples of local digital charters
such as in Barcelona, create more advanced frameworks for a responsible regime. However,
these frameworks must be constantly adjusted to fit the contexts in different cities, espe-
cially in the global south, where there are several holes in resources and abilities. Active
stake partnership is important to include multiple approaches, identify local requirements
and maintain procedural justice in Al use. Confidence is improved and is capable of
continuously improving the system through revision ability measures and independent
certification programs. The legitimate future in cities is kept safe through reducing ongoing
bias and lasting design function.

In conclusion, urban areas can use the Al-based simulation model to participate in
urban planning, which has been used in the past, to increase efficiency and to participate
in permanent practice. In order to achieve these benefits in a similar way, a complete
management structure is required that integrates equity, accountability, inclusion, openness
and stability. The relevant international standards GDPR, ISO/IEC, and UN-Habitat
guidelines should be adapted to the terrain, and legal inspection should be updated to meet
new challenges and opportunities. Municipalities can effectively control Als ability, and
protect the municipal democratic values and civilian freedom through audits, stakeholder
cooperation, reduction in bias and stability-for-design.

Author Contributions: Conceptualization and writing original draft preparation, A.S.; writing—
review, formal analysis and editing, A.P.G.; Review and editing, R.S.N. Resources, A.T.S. All authors
have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.
Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.

Data Availability Statement: No new data were created or analyzed in this study. Data sharing is
not applicable to this article.

Conflicts of Interest: The authors declare no conflict of interest.

https://doi.org/10.3390/engproc2026143032


https://doi.org/10.3390/engproc2026143032

Eng. Proc. 2026, 143, 32 12 of 13

References

1.

10.

11.

12.
13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.
28.

United Nations Human Settlements Programme (UN-Habitat). People-Centered Smart Cities Guidelines; UN-Habitat: Nairobi,
Kenya, 2024. Available online: https:/ /unhabitat.org/international-guidelines-on-people-centred-smart-cities (accessed on 28
March 2025).

European Union. General Data Protection Regulation (GDPR). Regulation (EU) 2016/679; European Union: Brussels, Belgium, 2016.
Available online: https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng (accessed on 28 March 2025).

ISO 37120; Sustainable Cities and Communities—Indicators for City Services and Quality of Life. ISO: Geneva, Switzerland,
2018. Available online: https://cdn.standards.iteh.ai/samples /68498 /f4d5a199575f4f5782d4014dad38029¢ /1SO-37120-2018.pdf
(accessed on 28 March 2025).

International Electrotechnical Commission (IEC). ISO/IEC JTC 1/SC 42 on Artificial Intelligence; IEC: Geneva, Switzerland, 2020.
Available online: https://www.iec.ch/ (accessed on 28 March 2025).

European Commission. Horizon 2020 Urban Digital Twins Program Overview; European Commission: Brussels, Belgium, 2020.
Available online: https://cordis.europa.eu/project/id /870697 (accessed on 28 March 2025).

Amsterdam Smart City. Amsterdam Digital Twin Project; AMS Institute: Amsterdam, The Netherlands, 2023. Available online:
https:/ /www.ams-institute.org /urban-challenges /smart-urban-mobility / (accessed on 28 March 2025).

Singapore Government Technology Agency. Virtual Singapore Initiative; GovTech: Singapore, 2024. Available online:
https:/ /www.tech.gov.sg/about-us/what-we-do/our-digital-government-efforts/ (accessed on 28 March 2025).

Kitchin, R. The ethics of smart cities and urban science. Philos. Trans. A Math. Phys. Eng. Sci. 2016, 374, 20160115. [CrossRef]
[PubMed]

Crawford, K,; Calo, R. There is a blind spot in Al research. Nature 2016, 538, 311-313. [CrossRef] [PubMed]

Pasquale, F. The Black Box Society: The Secret Algorithms That Control Money and Information; Harvard University Press: Cambridge,
MA, USA, 2015; pp. 11-45. Available online: https:/ /www.hup.harvard.edu/catalog.php?isbn=9780674970847 (accessed on 28
March 2025).

IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems. Ethically Aligned Design; IEEE: New York, NY, USA, 2019.
Available online: https:/ /ethicsinaction.ieee.org/ (accessed on 28 March 2025).

Lynch, W.; Abramson, D. Governance Challenges of Al in Urban Planning. J. Urban Technol. 2023, 30, 112-130.

OECD. Al Principles; OECD: Paris, France, 2019. Available online: https://www.oecd.org/en/topics/ai-principles.html (accessed
on 28 March 2025).

Floridi, L. AI Ethics: Mapping the Debate. Philos. Technol. 2018, 31, 1-59. [CrossRef]

Zuboff, S. The Age of Surveillance Capitalism; PublicAffairs: New York, NY, USA, 2019; pp. 31, 120. Available online:
https:/ /www.publicaffairsbooks.com/titles /shoshana-zuboff/ the-age-of-surveillance-capitalism /9781610395694 / (accessed on
28 March 2025).

Morley, J.; Elhalal, A.; Garcia, F; Kinsey, L.; Mokander, J.; Floridi, L. Ethics as a Service: A Pragmatic Operationalisation of Al
Ethics. Available online: https:/ /ssrn.com/abstract=3784238 (accessed on 1 June 2026).

United Nations. Sustainable Development Goal 11—Sustainable Cities and Communities; United Nations: New York, NY, USA, 2015.
Available online: https://sdgs.un.org/goals/goalll (accessed on 28 March 2025).

Gasser, U.; Almeida, V. A Layered Model for AI Governance. IEEE Internet Comput. 2017, 21, 58-62. [CrossRef]

Mittelstadt, B.D. Principles alone cannot guarantee ethical AL Nat. Mach. Intell. 2019, 1, 501-507. [CrossRef]

Wagner, B. Ethics as an Escape from Regulation. From “Ethics-Washing” to Ethics-Shopping? In BEING PROFILED:COGITAS
ERGO SUM: COGITAS ERGO SUM: 10 Years of Profiling the European Citizen; Bayamlioglu, E., Baraliug, I., Janssens, L., Eds.;
Amsterdam Univeristy Press: Amsterdam, The Netherlands, 2018; pp. 1-6.

Cath, C.; Wachter, S.; Mittelstadt, B.; Taddeo, M.; Floridi, L. Artificial Intelligence and the ‘Good Society”: The US, EU, and UK
approach. Sci. Eng. Ethics 2018, 24, 505-528. [PubMed]

Coeckelbergh, M. Al Ethics; MIT Press: Cambridge, MA, USA, 2020; pp. 13-38. Available online: https:/ /www.researchgate.net/
publication/339103412_AI_Ethics (accessed on 28 March 2025).

Van den Hoven, J. Ethics in Smart Cities. Philos. Technol. 2021, 34, 919-926.

Calo, R. Digital Market Manipulation. Georg. Wash. Law Rev. 2014, 82, 995-1024.

IEEE Standards Association. Transparency of Autonomous Systems; IEEE: New York, NY, USA, 2020. Available online:
https:/ /ieeexplore.ieee.org/document/9726144?denied= (accessed on 28 March 2025).

Kroll, J.A.; Huey, J.; Barocas, S.; Felten, E.W.; Reidenberg, ].R.; Robinson, D.G.; Yu, H. Accountable Algorithms. Univ. Pa. Law Rev.
2017, 165, 633-706.

Pasquale, F. A Rule of Persons, Not Machines: The Limits of Legal Automation. Harv. Law Rev. 2019, 133, 683-745.

Floridi, L.; Cowls, J. A Unified Framework of Five Principles for Al in Society. Harv. Data Sci. Rev. 2019, 1, 1-15. Available online:
https:/ /hdsr.mitpress.mit.edu/pub/10jsh9d1/release/8 (accessed on 28 March 2025). [CrossRef]

https://doi.org/10.3390/engproc2026143032


https://unhabitat.org/international-guidelines-on-people-centred-smart-cities
https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng
https://cdn.standards.iteh.ai/samples/68498/f4d5a199575f4f5782d4014dad38029e/ISO-37120-2018.pdf
https://www.iec.ch/
https://cordis.europa.eu/project/id/870697
https://www.ams-institute.org/urban-challenges/smart-urban-mobility/
https://www.tech.gov.sg/about-us/what-we-do/our-digital-government-efforts/
https://doi.org/10.1098/rsta.2016.0115
https://www.ncbi.nlm.nih.gov/pubmed/28336794
https://doi.org/10.1038/538311a
https://www.ncbi.nlm.nih.gov/pubmed/27762391
https://www.hup.harvard.edu/catalog.php?isbn=9780674970847
https://ethicsinaction.ieee.org/
https://www.oecd.org/en/topics/ai-principles.html
https://doi.org/10.1007/s13347-018-0303-9
https://www.publicaffairsbooks.com/titles/shoshana-zuboff/the-age-of-surveillance-capitalism/9781610395694/
https://ssrn.com/abstract=3784238
https://sdgs.un.org/goals/goal11
https://doi.org/10.1109/mic.2017.4180835
https://doi.org/10.1038/s42256-019-0114-4
https://www.ncbi.nlm.nih.gov/pubmed/28353045
https://www.researchgate.net/publication/339103412_AI_Ethics
https://www.researchgate.net/publication/339103412_AI_Ethics
https://ieeexplore.ieee.org/document/9726144?denied=
https://hdsr.mitpress.mit.edu/pub/l0jsh9d1/release/8
https://doi.org/10.1038/s42256-019-0055-y
https://doi.org/10.3390/engproc2026143032

Eng. Proc. 2026, 143, 32 13 of 13

29. Dignum, V. Responsible Artificial Intelligence: Designing Al for Human Values; Springer: Cham, Switzerland, 2019; pp. 55, 89.
Available online: https://link.springer.com /book/10.1007 /978-3-030-30371-6 (accessed on 28 March 2025).

30. European Data Protection Board (EDPB). Guidelines on Automated Individual Decision-Making and Profiling; EDPB: Brussels, Belgium,
2021. Available online: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines /automated-decision-making-
and-profiling_en (accessed on 28 March 2025).

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https:/ /doi.org/10.3390/engproc2026143032


https://link.springer.com/book/10.1007/978-3-030-30371-6
https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/automated-decision-making-and-profiling_en
https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/automated-decision-making-and-profiling_en
https://doi.org/10.3390/engproc2026143032

	Introduction 
	Background of the Study 
	Purpose of the Study 
	Scope of the Study 
	Research Methodology 

	Urban Planning and Challenges of AI Simulation Models 
	Legal and Ethical Challenges 
	Smart Urban Systems Include a Versatile Structure in the Legal and Moral Rule of the AI Simulation Model 
	GDPR and Data Minimization in Intelligent City Systems 
	ISO/IEC Standards on AI System Governance 
	Barcelona’s Charter for Digital Rights 
	Against Equal Regulation and Strategy Principles 
	Explanatory Clarity and Openness 
	Stakeholder Participation 
	Auditability and Certification 
	Equity and Prejudice Monitoring 
	Stability-for-Design 


	Global Models and Their Local Adaptation 
	UN-Habitat’s People-Centered Smart City Guidelines 
	ISO 37120: Sustainable City and Community Indicators 
	EU Horizon 2020 Urban Digital Twins Program 
	Adjustment for Local Governments and Benchmarking 

	The Way Forward 
	Discussion 
	References

