
Academic Editors: Charaf Laghlimi,

Younes Ziat, Zakaryaa Zarhri,

Noureddine Lakouari and

Hamza Belkhanchi

Published: 31 July 2026

Copyright: © 2026 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license.

Proceeding Paper

AI-Driven Shortest-Path Routing Techniques in IoT-Enabled
RES-Based EV and Vehicular Networks: A Comprehensive
Review of Deep Learning Models †

Balaji Viswanathan 1,* , Thoudam Basanta Singh 2, Brindha Devi Varadharajalu 3, Maheswari Ellappan 3

and Mutum Bidyarani Devi 2

1 Computer Science Engineering (CSE) Department, Manipur International University,
Imphal 795140, Manipur, India

2 School of Physical Science and Engineering, Manipur International University, Imphal 795140, Manipur, India;
dr.basanta@miu.edu.in (T.B.S.); bidyarani@miu.edu.in (M.B.D.)

3 Department of IT & EEE, Sri Sairam Engineering College, Chennai 600044, Tamil Nadu, India;
brindha.it@sairamit.edu.in (B.D.V.); maheswari.eee@sairamit.edu.in (M.E.)

* Correspondence: balajieee79@gmail.com
† Presented at the 2nd International Conference on Sciences and Techniques for Renewable Energy and the

Environment, Al Hoceima, Morocco, 28–30 April 2026.

Abstract

Renewable energy system (RES)-based electric vehicle (EV) charging infrastructure en-
hances energy security. The need for intelligent routing techniques that achieve low latency,
high reliability and adaptive path selection under extremely dynamic traffic situations
has increased owing to the quick growth of Internet of Things (IoT)-enabled vehicular
networks. With an emphasis on recurrent neural networks (RNNs), deep belief networks
(DBNs), radial basis function neural networks (RBFNNs), and long short-term memory
(LSTM) networks, in addition to convolutional neural networks (CNNs), this analysis looks
at cutting-edge AI-based models used for shortest-path routing in IoT-driven vehicular ad
hoc networks (VANETs). The paper examines how various designs handle issues such as
connection instability, heterogeneous sensor data, quick topological changes, and real-time
decision making. A comparative analysis shows that DBN and CNN display strong feature
learning for intricate mobility patterns and congestion recognition, while sequence-aware
techniques like RNN and LSTM advance spatiotemporal traffic estimation. For low-latency
route evaluation, RBFNN compromises rapid nonlinear representation. The examination
shows that CNN models greatly improve the scalability, adaptability and optimality of rout-
ing, confirming AI-enabled structures as a promising path for next-generation IoT-based
vehicular routing methods.

Keywords: renewable energy; electric vehicle; vehicular ad hoc networks; Internet of
Things; deep learning models

1. Introduction
RES-powered EVs, when charged by solar, wind or other clean energy sources, signifi-

cantly reduce greenhouse gas emissions and dependence on fossil fuels, contributing to
sustainable and low-carbon transportation systems. Consequently, use of VANETs allows
vehicles to interconnect with one another as well as with roadside structures. This enhances
road safety, supports a wide variety of service areas like navigation assistance, and facili-
tates automatic driving in smart city environments [1]. Consequently, VANETs characterize
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an advanced wireless networking model that connects vehicles and fixed infrastructure
arranged along highways and urban roads with the primary goal of improving driver
safety and travel convenience. In a VANET, vehicles act as mobile nodes that exchange
information directly with one another using vehicle-to-vehicle (V2V) messaging, and ex-
change information with fixed structures using vehicle-to-infrastructure (V2I) messaging.
Figure 1 displays the structure of the system.

Figure 1. Structure of the system.

In recent years, significant research efforts have focused on VANETs [2], particularly in
the areas of routing protocol design and efficient information dissemination. Furthermore,
applications like target tracking, which leverage vehicle-mounted sensors, are widely used
to enhance passenger safety and driving assistance. However, the highly dynamic nature
of VANETs [3], characterized by frequent topology changes due to vehicles continuously
entering and leaving the network, poses substantial challenges in selecting reliable perfor-
mance metrics for tasks such as cluster head selection and cluster membership management.
Furthermore, VANETs have mainly focused on important areas like data dissemination,
routing protocols, security, localization, and malicious information detection to improve
network reliability, efficiency, and scalability. These developments have significantly con-
tributed to the advancement of VANETs and the Internet of Vehicles (IoV), enabling wider
real-world applications in intelligent transportation systems [4]. Moreover, the routing
protocol incorporates a privacy protection mechanism to prevent unauthorized access and
ensure secure transmission of EV data during communication between charging stations
and user locations [5]. Intelligent vehicles communicate with nearby vehicles and traf-
fic infrastructure to exchange information, enabling applications such as real-time traffic
management, route optimization, driver safety enhancement, and collision avoidance.
Consequently, these structures also support automatic traffic damage monitoring, docu-
mentation, and assurance privilege handling through exact fault documentation. However,
adding vehicles through communication networks presents major tests related to security,
privacy protection, and network scalability [6]. Throughout the EV charging procedure,
numerous tasks are required to ensure secure communication and privacy safety. Also,
information distribution and cooperation between dissimilar charging stations are both
inadequate. This affects large-scale danger recognition and decreases the efficiency of
privacy maintenance. Managing large-scale EV charging networks involves handling com-
plex, multi-dimensional decision-making processes while still maintaining computational

https://doi.org/10.3390/engproc2026144014

https://doi.org/10.3390/engproc2026144014


Eng. Proc. 2026, 144, 14 3 of 10

efficiency and supporting real-time operations [7]. In this paper, several limitations are
addressed through use of a unified, intelligent, and energy-aware security structure capable
of providing reliable safety for EV charging environments [8]. Even with these develop-
ments, most existing studies address mobility optimization, EV charging management, and
IoT-enabled architectures as separate research areas rather than integrating them into a
unified structure [9]. Figure 2 displays the structure of VANET.

Figure 2. Structure of VANET.

Table 1 summarizes studies of RBFNN and LSTM methods, revealing their benefits
and drawbacks for IoT-enabled RES-based EVs in VANETs.

Table 1. Evaluation of RBFNN and LSTM networks.

Author & Year Methods Advantages Disadvantages

Anyanwu, et al.
(2022) [10]

RBFNN processes vehicular
communication data and

classifies message sequences as
either normal or malicious.

RBFNN performs well with
noisy and incomplete

vehicular data.

Performance strongly
depends on the choice and
placement of radial basis

function centres.

Saleem et al.
(2021) [11]

LSTM network is trained to
estimate the probability of

detection under diverse signal
characteristics and varying

noise situations.

LSTM network captures
temporal correlations in signal

sequences, improving detection
accuracy even in fluctuating and

noisy environments.

Sequential processing
introduces delays in

time-critical
detection tasks.

1.1. Problem Statement

Using an IoT-enabled VANET is challenging for intelligent routing mechanisms that
ensure low latency, high reliability, and adaptive path selection. Existing routing protocols
are insufficient for handling frequent topology changes and intermittent connectivity [12].
AI-based routing techniques like RNN, DBN, RBFNN, LSTM, and CNN have presented
promising outcomes. Both DBN and CNN effectively learn complex mobility and conges-
tion patterns from multidimensional data.
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However, all these models lack the temporal awareness essential for dynamic traffic
prediction. Sequence-based models like RNN and LSTM capture spatiotemporal depen-
dencies but require high computational latency. RBFNN provides fast nonlinear route
estimation but faces scalability issues in dense networks. No single AI model sufficiently
satisfies all VANET routing requirements. Therefore, hybrid AI-driven routing frame-
works are needed for scalable, adaptive, and optimal IoT-based VANET routing. To handle
catastrophic forgetting in rapidly changing vehicular topologies, existing models com-
bine online learning, replay buffers, transfer learning, weight regularization methods, and
metaheuristic optimization, as well as temporal sequence modelling.

1.2. Key Contributions

• We explore the use of AI models, namely, RNN, DBN, RBFNN, LSTM, and CNN, for
shortest-path routing in an IoT-enabled VANET integrated with an RES-based EV
charging structure.

• AI-driven routing mechanisms effectively integrate with IoT-enabled vehicular net-
works and renewable energy-based EV charging systems to maintain energy-efficient
mobility, intelligent charging station access, and adaptive route planning.

• A relative study is used to estimate the capacity of different AI models in dynamic
topology changes, network congestion, connection instability, and heterogeneous
sensor data processing.

• RNN and LSTM improve spatiotemporal traffic prediction, whereas CNN and DBN
enhance feature extraction from complex mobility and traffic patterns, and RBFNN
provides efficient nonlinear mapping for low-latency routing estimation.

1.3. Novelty of the Paper

In this paper, we present a comprehensive analysis of AI-based shortest-path routing
models for IoT-enabled VANETs using RNN, DBN, RBFNN, LSTM, and CNN architectures.
The paper highlights the effectiveness of sequence-aware models like RNN and LSTM for
spatiotemporal traffic prediction and real-time routing decisions. It identifies CNN-based
routing frameworks as highly scalable and adaptive solutions for congestion detection and
optimal route selection in intelligent transportation systems. The paper demonstrates the
potential of AI-driven routing frameworks to enhance low-latency, reliable, and intelligent
communication in next-generation IoT-based VANET environments.

2. Review of Deep Learning Techniques
2.1. Recurrent Neural Network

An AI–based tree routing (TR) mechanism integrates RNN with the ZigBee protocol
for IoT environments. The structure of RNN [13] as shown in Figure 3. To achieve energy-
efficient communication in environment-aware interactions, a ZigBee protocol is effectively
used. TR is an AI-based routing approach that operates on a tree network topology, which
is regarded as a simple and low-overhead routing protocol for ZigBee networks. In a tree
topology, each node is uniquely identified as either a parent or a child of another node,
thereby eliminating routing loops. However, the primary limitation of TR is the increased
number of hops required to deliver data to the destination.

2.2. Deep Belief Networks

A DBN is used to detect obstacles and determine path availability in vehicular commu-
nication environments. Initially, the characteristics of vehicle nodes are collected. During
data transmission, the proposed model identifies obstacles and evaluates available paths
using an optimized hybrid learning (OHL) framework that integrates an RBF network
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with a DBN. Finally, by incorporating multiple constraints, including distance, residual
energy, link availability, network lifetime, and link period, as well as node movement, the
DBN component enhances adaptability to changing network topology, traffic density, and
environmental conditions. However, DBNs require routine rests on features as well as an
assortment of training data [14].

Figure 3. Structure of RNN.

2.3. Radial Basis Function Neural Networks

The RBFNN offer fast training speed, as well as strong nonlinear plotting capability.
Its unseen layer employs a Gaussian RBF as the activation utility, enabling each hidden
node to generate a limited response to the input excitation. RBFNN is expressed as

Ri(x) = ϕ(∥x − ci∥) (1)

The Gaussian kernel is calculated as follows:

ϕ(∥x − ci∥) = exp

(
−∥x − ci∥2

2σ2
i

)
(2)

where i = 1, 2, . . . , m
In Equation (2), x denotes an m-dimensional input route, ci denotes the centre of the

ith base utility, and σ indicates an easily selectable limitation that controls the size of the
base utility. The variable l indicates the number of unseen level nodes, while ∥x − ci∥)
represents the rule of the vector x − ci, signifying the space around the input vector as well
as the centre ci. The term Ri(x) corresponds to the reaction of the ith base utility to the
input route. This response attains a single extreme at ci, then rapidly decays toward zero as
∥x − ci∥ increases. However, improper selection of RBF centres and of kernel width affects
overall performance [15].

2.4. Long Short-Term Memory

Every vehicle intermittently collects ideal communications from neighbouring vehicles,
in addition to extracting real-time movement information. Upon receiving an emergency
message, the intrusion detection system (IDS) activates its incorrect spare message detection
algorithm. Initially, a time-series data concatenation route is worked out, in which traffic-
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related features are aggregated into a multidimensional time-series representation to serve
as indication for traffic instance arrangement. A pre-trained LSTM is employed to identify
existing traffic events. Lastly, it performs incorrect spare message detection based on
classification outcomes [16]. The architecture of LSTM [17] as shown in Figure 4. However,
dependence on a central server for model training introduces delays, especially in highly
dynamic vehicular environments.

Figure 4. LSTM architecture.

2.5. Convolutional Neural Networks

A one-dimensional CNN [18] as shown in Figure 5, with a decision tree (1DCNN–
DT) is specifically intended to report the distinctive system, as well as the highly active
communication location, of a software-defined VANET (SD-VANET). Furthermore, the
SD-VANET Guard framework combines an AI model with real-time traffic observation,
thereby improving recognition speed and precision compared to conventional approaches.
The suggested system accurately classifies DDoS attacks while maintaining robustness
against significant traffic flow variability in SD-VANETs, an aspect that has previously
attracted only limited attention. It achieves higher recognition rates as well as lower
latency, providing a useful as well as accessible clarification for SD-VANET security. These
nodes possess higher computational resources, and they can process routing predictions
more quickly. However, CNN feature extraction with decision tree classification increases
processing requirements.

Table 2 shows a comparative analysis of RNN, LSTM and CNN techniques.

Table 2. Comparative analysis.

Author & Year Techniques Benefits Drawbacks

Wang et al.
(2025) [19]

RNN used to enhance
prediction accuracy

within the mix zone by
effectively modelling

temporal
dependencies in

sequential vehicular
data.

RNN efficiently
captures

time-dependent
patterns in vehicle

movement and
communication

behaviour.

Requires sufficient
historical data to

perform effectively
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Table 2. Cont.

Author & Year Techniques Benefits Drawbacks

Jayakrishna
et al. (2025) [20]

LSTM used for spatial
and temporal traffic

exploration to
recognize malicious

actions.

Performs well
under fluctuating
traffic density and
mobility patterns.

Requires labelled
datasets covering
diverse traffic and
attack scenarios.

Chougule et al.
(2022) [21]

CNN-based
reconstruction models

trained to
vehicular behaviour

Captures
correlations in

traffic flow, speed,
and

communication
patterns

Requires large
volumes of normal

vehicular
behaviour data for
effective training.

Figure 5. CNN architecture.

3. Results and Discussion
In this section, we report the use of DL techniques like RNN, RBFNN, LSTM, CNN,

and AI-based models for shortest-path routing in an IoT-driven VANET using an NS3
simulator. Table 3 shows the performance of AI-based techniques in terms of energy, packet
delivery ratio, throughput and network lifetime. In the case of RNN, energy is 0.058 and
PDR is 5. In the case of LSTM, energy is 0.035, PDR is 2, throughput is 1.18 and network
lifetime is 0.0554.

Table 3. Performance analysis.

Method Energy (J) Packet Delivery
Ratio (%)

Throughput
(Mbps)

Network Lifetime
(hours)

RNN [12] 0.058 5 - -

DNN [2] - 5 1.8 0.04

LSTM [11] 0.035 2 1.18 0.0554

Figure 6 shows an accuracy comparison in the AI-based models used for shortest-path
routing in the IoT-driven VANET. RNN has 98% accuracy, RBFNN 99.33%, and LSTM
99.9%, with CNN having the highest accuracy of 99.85%.

https://doi.org/10.3390/engproc2026144014
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Figure 6. Accuracy comparison.

Table 4 shows precision and recall results for the AI-based models used for shortest-
path routing in the IoT-driven VANET, all results being obtained using Python version
3.14.6 software. Precision and recall for RNN are 99% and 95%, respectively; for LSTM they
are 99.17% and 99.06%, respectively; for RBFNN they are 99.8% and 99.2% respectively.
CNN has the highest precision and recall values of 99.85% and 99.85%, respectively.

Table 4. Evaluation metrics.

Method Precision Recall

RNN [13] 99% 95%

LSTM [20] 99.17% 99.06%

RBFNN [10] 99.8% 99.2%

CNN [18] 99.85% 99.85%

3.1. Research Challenges

The highly dynamic network topology caused by vehicle mobility makes stable route
selection difficult for AI-based models. Moreover, integration of RES-based EV charging
stations requires energy-aware routing strategies that consider charging availability and
renewable energy utilization. Real-time routing decisions also require low-latency pro-
cessing of large volumes of heterogeneous sensor data. Furthermore, data heterogeneity,
security vulnerabilities, and privacy concerns all pose significant challenges to IoT-enabled
vehicular networks.

3.2. Scope of Future Work

Future work will focus on emerging lightweight and adaptive AI models which
incorporate edge intelligence for present decisions. Future work will also involve improving
security through privacy-preserving structures, and designing hybrid DL approaches that
combine the strengths of CNN, RNN, LSTM, and RBFNN to develop more efficient and
intelligent vehicular routing systems.

4. Conclusions
In this paper, we review RES-based EV and intelligent routing techniques for an IoT-

enabled VANET driven by adaptive path selection in highly dynamic traffic environments.
By examining AI-based routing models containing RNN, DBN, RBFNN, LSTM, and CNN,
the paper validates different learning models, addressing critical challenges like rapid topol-
ogy changes, link instability, heterogeneous sensor data, and real-time decision-making.
A comparative analysis shows that CNN excels in extracting complex spatial features for
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mobility and congestion awareness, while sequence-based models such as RNN and LSTM
provide superior spatiotemporal traffic prediction. RBFNNs allow fast nonlinear mapping
appropriate for route valuation. The AI-driven routing structures effectively combine the
strengths of individual models, leading to improved scalability, adaptability, and routing
optimality. The CNN displays high performance for AI-enabled routing solutions, and thus
represents a promising direction for IoT-based vehicular communication systems.
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