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Abstract

Maritime piracy remains a significant threat to the safety of commercial shipping and the
stability of global supply chains. Contemporary maritime surveillance systems increasingly
employ multisensor data fusion to build a coherent operational situation picture. This paper
presents a comparative review of commercially available maritime surveillance systems
integrating data from radar, AIS, and visual and satellite sensors. Systems were selected
based on their representativeness across different application domains (coastal surveillance,
VTS, MDA) and the availability of sufficient technical documentation. The review of
these solutions enables an assessment of the current level of technological maturity and the
identification of limitations of existing architectures in the context of dynamic piracy-related
threats. On this basis, the need for developing autonomous early-warning systems utilizing
data fusion and artificial intelligence algorithms operating at the ship’s operational level
has been identified.

Keywords: maritime piracy; maritime security; autonomous systems; smart vessel traffic
management; artificial intelligence; sensor fusion; anomaly detection; situational awareness;
early-warning systems; ship safety

1. Introduction
Maritime piracy has been a significant threat to the safety of commercial shipping for

many years [1]. Disruptions in the functioning of strategic maritime transport routes can
lead to increased freight costs, delivery delays and disruptions in global logistics chains,
especially in the energy sector [2]. The scale of the potential consequences means that
the issue of protecting ships against piracy remains a current subject of interest for both
international institutions and the maritime industry [3].

Current methods of counteracting piracy are based mainly on operational proce-
dures, physical security measures and the support of maritime patrols and private security
teams [4]. Although these solutions have significantly reduced the number of successful
attacks, they are largely reactive in nature and require constant commitment of human
and financial resources [4]. The contemporary operational environment, characterized
by high ship traffic dynamics and limited visibility of threats at an early stage, indicates
the need for more automated and predictive mechanisms to support the decision-making
process of crews and maritime traffic control centers [5]. In parallel to the changes in the
area of maritime safety, intensive development of technologies for the supervision and
management of ship traffic is observed [6]. Vessel Traffic Services (VTS), Maritime Domain
Awareness (MDA) and integrated coastal protection systems increasingly use simultaneous
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acquisition of information from multiple sources, such as maritime radar, Automatic Iden-
tification System (AIS), optical and thermal cameras, satellite systems and meteorological
sensors [7–10]. A key element of these solutions is the fusion of multi-sensor data, enabling
the creation of a coherent picture of the operational situation and the identification of
unusual vessel behavior [11].

Beyond building a coherent situational picture, sensor fusion offers a broader set of
benefits critical to robust real-world deployments. In particular, it can effectively com-
pensate for sensor failures, measurement noise, and data redundancy, and can maintain
system functionality even when individual sensors are temporarily removed or unavailable.
These properties make sensor fusion indispensable in modern safety-critical applications,
as comprehensively discussed and demonstrated in real-world scenarios.

A wide range of commercial systems employing sensory data integration and correla-
tion for maritime surveillance and coastal protection applications is currently available on
the market. These systems constitute an important reference point for the further develop-
ment of autonomous early-warning mechanisms for security threats, including maritime
piracy-related risks.

The aim of this paper is to present and analyze commercially available systems em-
ploying data fusion in maritime surveillance and to indicate their potential in the context of
developing autonomous early-warning systems for maritime piracy threat detection. The
assessment of each system is conducted according to a consistent set of criteria: (1) sensor
modalities integrated, (2) data fusion level implemented (per the JDL model), (3) anomaly
detection and threat classification capabilities, (4) degree of automation and the role of
human operators, and (5) suitability for onboard ship-level deployment. The review of
commercial solutions on this basis provides a basis for identifying current technological
capabilities and functional gaps that may be addressed by dedicated anomaly analysis and
artificial intelligence algorithms operating closer to the ship’s operational level.

2. Maritime Common Operational Picture (COP) Modelling in
Multi-Sensor Surveillance System

Contemporary maritime surveillance systems increasingly employ multisensor archi-
tectures aimed at building a coherent operational situation picture based on information
acquired from multiple data sources. The fundamental concept of such solutions is the
integration of vessel traffic data, radar observations, and visual information into a unified
maritime situation model, referred to in the literature as the Common Operational Picture
(COP) [12,13].

The most frequently used data sources in maritime surveillance systems include the
Automatic Identification System (AIS), marine radars, optical and thermal imaging cameras
(EO/IR), meteorological sensors and, increasingly, satellite data [14,15]. Each of these
sources has certain advantages and limitations. AIS provides declarative information
about the vessel’s position, course and identity, but may be susceptible to errors, delays or
intentional transmission blackouts [16,17]. Radar enables the detection of objects regardless
of their cooperation with identification systems, but generates noise and false echoes that
require filtration [18–21]. EO/IR systems, on the other hand, allow for visual classification
of objects, but their effectiveness depends on atmospheric and lighting conditions. Regard-
ing data currency, visual observations are generally considered valid for the duration of a
single tracking cycle, typically on the order of seconds to a few tens of seconds depend-
ing on the update rate of the imaging system. Data older than one full scan cycle (e.g.,
exceeding 10–30 s under standard configurations) should be treated as potentially expired
and downweighted in the fusion process, particularly in dynamic scenarios involving
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fast-moving targets [22,23]. The use of multiple complementary sensors allows for limiting
the impact of individual limitations and increasing detection reliability [24–26].

The key element of the discussed systems is the data fusion layer, responsible for
integrating heterogeneous information streams into a coherent operational situation
model [8,27]. Data from different sensors are characterized by different temporal and
spatial resolution, different levels of measurement uncertainty and different information
representation [28,29]. The fusion layer therefore acts as a mechanism for synchronizing,
correlating and unifying this data in order to create a clear image of detected objects and
their behavior [8,11,20]. The literature distinguishes several levels of data fusion, according
to the classic JDL (Joint Directors of Laboratories) model. It should be noted that the
JDL framework is employed here as an analytical reference model for classifying the re-
viewed commercial systems, rather than as a model explicitly implemented by the vendors
themselves. The mapping of each system’s functional architecture to JDL fusion levels
represents the author’s interpretation based on publicly available technical documentation
and literature descriptions. To clarify the concept of data fusion in maritime surveillance
systems, Table 1 presents the basic levels of fusion along with typical data sources and
sample methods for their implementation.

Table 1. Data fusion levels in maritime surveillance systems and sample implementation methods.
Author’s own elaboration.

Data Fusion Level Processing Scope Typical Data
Sources

Example Methods and
Algorithms

Application in Maritime
Surveillance

Raw data fusion
(signal-level

fusion)

Integration of unprocessed
measurement signals

Radar, sonar, RF
signals, EO/IR

Signal summation,
adaptive filtering,

coherent
processing methods

Improved object
detection under adverse
environmental conditions

Feature-level
fusion

Integration of extracted
object features

AIS, radar tracks,
EO/IR features

Kalman filters, particle
filters,

Bayesian algorithms

Correlation of radar
tracks with AIS,

trajectory estimation,
object tracking

Object-level
fusion

Creation of a unified target
track

Radar + AIS +
EO/IR

Track-to-track
association, data

association,
gating techniques

Construction of the
Common Operational

Picture (COP)

Decision-level
fusion

Integration of classification
and detection

algorithm outputs

AI/ML outputs,
expert systems

Fuzzy logic, neural
networks,

ensemble learning

Automated risk
assessment and
alert generation

At the lowest level, raw data fusion is implemented, which involves directly combining
measurement signals before feature extraction. The intermediate level involves object
feature fusion, where already processed information such as position, velocity, and object
signature is integrated. The highest level is decision information fusion, where the results
of classification and detection algorithms are combined to make the final operational
decision [30–33]. In maritime applications, feature and object fusion is most commonly
used, correlating radar traces with AIS data and EO/IR video imagery to create a seamless
target trace [34–36]. This process allows the declared identity of an AIS vessel to be assigned
to an object physically detected by radar, and then its class to be confirmed by analyzing
the visual image [37]. This makes it possible to reduce the problem of false detections (i.e.,
erroneous classification of a legitimate vessel as a threat when no actual attack is occurring)
and identify vessels that deliberately do not transmit AIS data [37]. An important element
of the fusion process is data filtration and estimation of the motion trajectory of detected
objects. In practice, probabilistic methods are used, such as the Kalman filter and its variants,
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particle filters or Bayesian methods, which enable the prediction of subsequent object
positions and compensation of measurement noise typical of marine radars [38,39]. These
mechanisms allow for the continuity of target tracking even in the event of a temporary
loss of one of the data sources. The next step is to eliminate measurement uncertainty and
resolve information conflicts between sensors. This is accomplished by assigning weights
to individual data sources based on their reliability in a given operational context, for
example, with limited visual visibility or radar interference [24,26,30,40,41]. This approach
increases the stability of the created situational awareness and improves the accuracy
of further analysis of vessel behavior. The described data fusion mechanisms provide
the foundation for subsequent layers of the maritime surveillance system, particularly
anomaly detection and threat classification algorithms. Multi-sensor integration enables
a shift from simple vessel traffic monitoring to automatic assessment of their behavior
and early detection of potentially dangerous situations, including piracy threats. The
theoretical algorithms described in this section (Kalman filters, Bayesian association, LSTM-
based anomaly detection) are directly relevant to the design of the proposed autonomous
early-warning system: they form the computational building blocks whose applicability
to the commercial systems reviewed in Section 3 is subsequently assessed, and which are
adopted as candidate methods in the system requirements proposed in Section 4. Selected
algorithms most frequently used in the individual stages of the data fusion layer in maritime
surveillance systems are summarized in Table 2.

Table 2. Typical algorithms used in the data fusion layer of maritime surveillance systems. Author’s
own elaboration.

Function Example Algorithms Purpose

Filtering and trajectory
estimation

Kalman Filter (KF), Extended KF,
Particle Filter

Reduction in radar measurement noise
and prediction of target motion

Radar–AIS correlation Track association, nearest
neighbor, JPDA

Assignment of AIS identity to
radar-detected objects

False detection elimination Bayesian inference,
confidence weighting

Mitigation of the impact of unreliable or
uncertain sensors

EO/IR data integration CNN-based object recognition Confirmation of vessel class

Movement anomaly detection LSTM, Isolation Forest, HMM Identification of atypical vessel behavior

Based on the unified situational awareness, an analytical layer is implemented, which
increasingly utilizes artificial intelligence and machine learning methods. These algorithms
are used to detect vessel movement anomalies, identify unusual navigation patterns, and
classify vessels based on visual data [42–46]. In the context of maritime safety, this approach
enables automatic indication of potentially dangerous behaviours, such as sudden course
changes, stops in open sea, loss of AIS signal or approach of small, fast vessels to commercial
vessels [47].

The final layer of the architecture consists of decision-making modules and operator
interfaces, which are responsible for presenting analysis results in a clear format and
generating alerts when elevated risk levels are detected. Advanced solutions also include
recommendations for alternative routes and automatic transmission of information to
maritime traffic management centers and security services [48,49]. Based on the analysis of
the architecture of maritime surveillance systems, a conceptual model of an autonomous
early warning system against maritime piracy threats was proposed, presented in Figure 1.

https://doi.org/10.3390/engproc2026145002

https://doi.org/10.3390/engproc2026145002


Eng. Proc. 2026, 145, 2 5 of 20

Figure 1. Conceptual architecture of an autonomous early warning system against maritime
piracy threats based on multi-sensor data fusion and artificial intelligence algorithms. Author’s
own elaboration.

The architectural approach described here provides a common foundation for most
modern VTS, MDA, and commercial coastal defense systems. At the same time, the
development of AI algorithms and the miniaturization of computing devices are gradually
enabling the transfer of some analytical functions closer to the operational level of the
ship, paving the way for the development of autonomous early warning systems against
piracy threats. This trend is supported by recent work demonstrating the feasibility of edge-
computing-based multi-source data fusion for autonomous surface vehicles [27], as well as
deployed commercial platforms such as Kongsberg’s autonomous vessel programs and
IMO-recognized e-navigation initiatives, which confirm that real-time onboard processing
of fused sensor data is technically achievable within current hardware constraints.

3. Solutions Available on the Market That Combine Data Fusion
Recent years have seen the dynamic development of commercial maritime surveil-

lance systems that utilize multi-sensor data fusion to build a coherent operational picture.
These solutions are being implemented in coastal defense systems, maritime traffic man-
agement centers, and structures responsible for port and critical infrastructure security.
Their common feature is the integration of information from maritime radars, AISs, op-
tical and thermal cameras, and satellite sources, which corresponds to the architecture
described in Section 2. A review of available products allows us to determine the current
level of technological maturity and indicate directions for further development of early
warning systems.

3.1. Airbus Defence and Space—STYRIS® Coastal Surveillance System

STYRIS® (Surveillance, Tracking and Intelligence Radar Integrated System) is an
integrated C4ISR maritime surveillance system developed by Airbus Defence and Space,
designed to provide continuous surveillance of coastal areas and maritime zones of national
responsibility [50]. The system utilizes an open architecture, enabling the integration of
heterogeneous sensory data sources and external systems, allowing it to adapt to diverse
operational conditions [51].

The data acquisition layer consists of surface surveillance radars operating in the X
and S bands, providing detection and automatic tracking of surface objects, including
vessels with a small radar cross-section [52]. Complementarily, the system receives data
from the Automatic Identification System (AIS), enabling the acquisition of declared vessel
identity, position, and motion parameters [52]. Additional sources of information include
electro-optical EO/IR sensors, meteorological sensors, and radio signal receivers [52]. The
central processing module performs multisensor data fusion, including the correlation
of AIS reports with radar detections and visual imagery in order to generate a unified
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and continuous object track [52]. As part of the fusion process, declared identities are
assigned to physically observed objects; in cases where inconsistencies are detected, alarms
are generated indicating potential attempts at identity concealment or the presence of
non-cooperative targets [52].

The system enables the execution of analytical functions, including the detection of
anomalous behavior, monitoring of restricted areas, and the recording of object movement
histories for subsequent event analysis. The operator interface provides the presenta-
tion of a unified Maritime Situational Picture, while data exchange mechanisms enable
interoperability with other command centers and maritime security systems [53].

Let the state of the object at time k be a vector:

xk =
[

xk, yk, vk, ψk]
T , (1)

where x, y is the position, v is the velocity, ψ is the heading. For a set of measurements from
multiple sensors:

Zk =
{

z(r)k , z(ais)
k , z(eo/ir)

k , . . .
}

, (2)

the fusion can be expressed as an estimation of the posterior distribution:

p(xk | Z1:k) ∝ p(Zk | xk) p(xk | Z1:k−1), (3)

where the term p(Zk | xk) is the product of the reliability of measurements from individual
sensors (assuming conditional independence).

A key stage preceding the actual state update is data association, i.e., the assignment
of measurements to tracks. For track i and measurement j, gating is typically applied based
on the Mahalanobis distance [54]:

d2
ij =

(
zj − ẑi)

TS−1
i

(
zj − ẑi

)
, (4)

the admission of the (i, j) pair occurs when d2
ij ≤ γ, where γ denotes the gating threshold.

Such a formulation provides a formal justification for the correlation of radar echoes with
AIS reports and EO/IR observations within a single track. The value of γ is typically set
based on the assumed statistical distribution of measurement errors: under Gaussian as-
sumptions, γ is chosen as a quantile of the chi-squared distribution with degrees of freedom
equal to the measurement dimension (e.g., γ ≈ 9.21 for a two-dimensional gate at 99% con-
fidence). In practice, the choice of γ depends on the expected sensor accuracy, the dynamics
of the tracked objects, and the density of targets in the scene—a wider gate increases the
probability of correct association at the cost of admitting spurious measurements.

The application of STYRIS® includes maritime border protection systems, coast guard
infrastructure, maritime operations centers, and search-and-rescue coordination facilities.
The system represents an example of a mature implementation of multisensor data fusion
in the maritime surveillance environment, addressing the requirements of contemporary
maritime situational awareness systems. It should be noted that the functional description
of STYRIS® above is based on publicly available vendor documentation [50,51] and general
data fusion literature [52], as independent technical studies or operational evaluation re-
ports for this specific system are not publicly available. The mathematical formulations in
Equations (1)–(4) are not claimed to reflect the internal implementation of STYRIS® specifi-
cally; rather, they represent generic Bayesian multi-sensor fusion models well established
in the data fusion literature [54] that are consistent with the class of object-level fusion
architectures that systems such as STYRIS® are documented to employ. Regarding the
assumption of conditional independence among sensor measurements in Equation (3): this
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is a standard simplifying assumption in multi-sensor fusion under the Bayesian framework,
widely adopted in the literature when sensor noise processes are physically uncorrelated
(e.g., radar clutter vs. AIS transmission errors vs. optical degradation). While correla-
tions can exist in practice under shared environmental conditions (e.g., fog affecting both
radar and EO/IR simultaneously), the independence assumption remains a tractable and
commonly accepted approximation in the absence of detailed joint error models.

3.2. Thales—CoastShield

Thales’ CoastShield is an integrated coastal protection system comprising a set of
maritime radars, EO/IR cameras, AISs, and a command-and-control platform [55]. Its
primary objective is to ensure comprehensive situational awareness in coastal zones, ports,
and on approaches to critical infrastructure [55]. Sensor data are integrated within a central
management system, where object track correlation and continuous target tracking are
performed [55].

Data acquired from surface radars, the AIS, and electro-optical sensors are treated
as complementary sources of information on the position and motion of objects. These
data undergo a correlation process in which measurements from different sensors are
associated with existing object tracks based on the consistency of their spatial and temporal
parameters. Subsequently, a unified representation of each object’s motion state is generated
and continuously updated at successive time steps. The tracking process is implemented
within a recursive architecture, comprising a prediction stage, in which the object’s position
is estimated based on its previous motion state, and an update stage, in which current sensor
observations are incorporated. This approach enables compensation for measurement
discontinuities and reduction in the impact of noise and errors originating from individual
sensors. As a result, the system maintains stable and continuous tracks of vessels even under
conditions of temporary AIS signal loss or limited radar visibility. Such integrated tracks
constitute the basis for further vessel behavior analysis and the construction of a unified
maritime situational picture, which is used by system operators for threat assessment and
operational decision-making.

CoastShield’s analytical layer uses object classification and anomalous behavior detec-
tion algorithms. A motion feature vector is determined for object i [56]:

fi =
[
vi,

.
ψi, tstop, dzone

]
, (5)

including speed, rate of course changes, stop time and distance from protected zones.
Detection of abnormal behavior occurs when the following conditions are met:

∥ fi − fclass ∥> δ, (6)

where f class denotes the reference pattern typical for a given class of vessels, and δ is a
predefined decision threshold.

The system enables the identification of situations such as the absence of AIS transmis-
sions, sudden course changes in restricted areas, or the approach of small vessels toward
merchant ships. CoastShield represents a typical architecture of a centralized maritime
surveillance system, in which multi-sensor data fusion and trajectory analysis form the
basis for constructing a shared operational situational picture for maritime security services.
The anomaly detection formulation presented in Equations (5) and (6) is a theoretical inter-
pretation by the author, informed by the GeoTrackNet methodology described in [56] and
consistent with the functional capabilities attributed to CoastShield in publicly available
vendor documentation [55]; it is not claimed to be an exact representation of Thales’ internal
implementation. Regarding the construction of the reference pattern f class: in practice,
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such baseline models are typically established through statistical analysis of historical AIS
trajectory data for vessels operating in a given area, grouped by vessel type (e.g., tanker,
fishing vessel, cargo ship). Methods such as Gaussian mixture models, kernel density
estimation, or deep learning-based trajectory encoders (e.g., as in [56]) are used to define
normal behavioral envelopes. The threshold δ may then be set empirically using labeled
anomaly data or by calibrating the false alarm rate against operational requirements.

3.3. Saab—CoastWatch (Coastal Surveillance/VTS/VTMIS)

CoastWatch, developed by Saab, is a modular maritime surveillance system intended
both for coastal area protection and for vessel traffic management in ports and port ap-
proach areas [57]. The system is designed using a scalable architecture, enabling the
deployment of single observation posts as well as distributed surveillance networks cov-
ering extensive stretches of coastline [57]. The primary sensor layer consists of surface
surveillance radars operating in the X and S bands, optimized for the detection of targets
with low radar cross-sections [57]. These sensors are complemented by AIS receivers
and EO/IR electro-optical payloads providing day and night observation capabilities. In
addition, the system can integrate meteorological sensors and hydrographic data in order
to improve detection performance and the interpretation of the operational situation [57].
Data fusion is performed within a central processing server, where radar measurements,
AIS reports, and visual observations are correlated. As a result of this process, a unified
motion track is generated for each detected vessel, containing averaged and mutually
validated information on position, speed, course, and declared identity. Data association
mechanisms enable the automatic assignment of AIS reports to corresponding radar echoes,
while inconsistencies trigger alarms indicating the presence of non-cooperative objects or
vessels with falsified identification.

The CoastWatch architecture enables real-time object tracking using recursive algo-
rithms for motion state prediction and update, ensuring track continuity even under
conditions of intermittent sensor data availability. The system continuously analyzes vessel
trajectories, allowing the detection of behaviors deviating from established patterns, such
as sudden course changes, prolonged stops in restricted areas, or atypical maneuvers in the
vicinity of port infrastructure [57]. The operator interface provides a unified maritime situa-
tional picture presented on digital navigational charts, displaying object tracks, surveillance
zones, and alarm notifications. Operators are able to manually verify vessel classifications
using EO/IR camera imagery and access historical trajectory data. Data exchange mecha-
nisms enable system integration with port VTS systems, traffic management centers, and
national Maritime Domain Awareness structures. The description of CoastWatch above is
based on publicly available vendor communications and press documentation [57]. Specific
internal data fusion algorithms and quantitative performance metrics are not disclosed by
Saab in public sources; accordingly, no such claims are made here. The functional descrip-
tion reflects the system’s documented capabilities at the architectural level, consistent with
the comparative evaluation criteria applied uniformly across all reviewed systems.

3.4. Kongsberg Norcontrol—Foresight (Vessel Traffic/MDA)

Foresight by Kongsberg Norcontrol is an advanced platform for maritime traffic
management and situational awareness, deployed in Vessel Traffic Service (VTS) systems as
well as within Maritime Domain Awareness (MDA) frameworks [58]. The system integrates
AIS data, coastal radar sensors, EO/IR sensors, and meteorological and hydrographic
information [58]. These data are consolidated within a central operational database, where
object track correlation and trajectory estimation are performed [58]. Foresight provides
continuous tracking of vessels, analysis of their behavior, and decision support for operators
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of surveillance centers [58]. Through the integration of data from heterogeneous sources,
the system enables the detection of situations such as AIS signal loss, vessel stoppage
in atypical locations, or deviations from planned routes. The system represents a typical
centralized solution in which the data fusion layer constitutes the foundation for subsequent
operational analysis of maritime traffic. The description of Foresight is intentionally more
concise than those of other systems because the volume of publicly available technical
documentation for this platform is more limited. Kongsberg Norcontrol does not provide
detailed architectural or algorithmic specifications in public materials [58]. Rather than
introduce speculative content, the analysis is restricted to what can be reliably established
from available sources, maintaining consistency with the evidence-based approach applied
throughout the review.

3.5. HAVELSAN—VTS/Coastal Surveillance & Marine Traffic Management

HAVELSAN offers a family of VTS and coastal surveillance systems deployed in ports
and national maritime traffic management infrastructures [59]. The platform is designed
using a distributed architecture, comprising a network of radar sites, EO/IR electro-optical
sensors, and AIS receiving stations interconnected with a central data processing center [59].
Radars operating in the X and S bands provide detection and automatic tracking of surface
vessels within port and coastal coverage areas, while the AIS supplies declared identification
and navigational information. These capabilities are complemented by VHF communication
channels and digital communication systems used for operator–vessel interaction.

The data fusion layer performs correlation between declarative information and radar
and visual observations. For each object, a motion state vector is maintained [60]:

xk =
[

xk, yk, vk, ψk]
T , (7)

which is updated at successive time steps based on incoming sensor data. The tracking
process is implemented recursively following a prediction–update scheme, enabling the
maintenance of track continuity even under conditions of intermittent loss of individual
data sources. The assignment of AIS reports to their corresponding radar detections is
performed through a data association process, in which the spatial and temporal consistency
of the measurements is evaluated.

The analysis of vessel motion includes the estimation of kinematic parameters and the
assessment of collision risk. For a pair of objects i, j, the time to the closest point of approach
(CPA—Closest Point of Approach) is estimated according to the following relationship [61]:

tCPA = −

(
pi − pj

)
·
(
vi − vj

)
∥ vi − vj ∥2 , (8)

and the corresponding distance, defined as:

dCPA = ||
(

pi − pj

)
+ tCPA

(
vi − vj

)
|| (9)

Based on the values of tCPA,i and dCPA, the system generates collision warnings
and supports operators in decision-making related to vessel traffic regulation in port
waters. While CPA metrics are primarily associated with collision avoidance, they are
directly relevant to piracy detection in the following sense: a rapidly closing vessel on
an intercept trajectory toward a commercial ship—particularly a small, high-speed craft
whose CPA and tCPA values indicate an imminent approach—exhibits kinematic patterns
indistinguishable from a pre-attack maneuver. CPA-based tracking therefore serves a dual
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function: conventional collision avoidance for cooperative vessels and proximity-based
threat alerting for non-cooperative or suspicious ones.

In the context of maritime security, the system performs anomalous behavior detection
by comparing a vessel’s current trajectory with movement patterns typical for a given
maritime area. Detected behaviors include, among others, sudden course changes, pro-
longed stops in restricted zones, and discrepancies between declared AIS identity and
radar or visual observations. When deviations from established patterns are identified,
alarms are generated and forwarded to the VTS operator. As a result, systems developed by
HAVELSAN not only fulfill the role of a conventional VTS, but also constitute a component
of Maritime Security infrastructure, enabling early detection, tracking, and documentation
of incidents related to maritime piracy and other forms of criminal activity at sea. This
characterization is based on HAVELSAN’s own published product documentation [59],
which explicitly positions its coastal surveillance platforms within the maritime security
domain. No independent academic validation of HAVELSAN’s anti-piracy capabilities
is publicly available; the claim should therefore be understood as reflecting the vendor’s
stated functional scope rather than an operationally verified performance record.

3.6. SRT Marine—GeoVS HUB

GeoVS HUB by SRT Marine Systems, acting as a central integration platform respon-
sible for data consolidation and fusion within maritime surveillance systems, plays a
significant role in architectures used for counter-piracy operations [62]. In anti-piracy activi-
ties, the ability to detect, track, and classify non-cooperative targets is of critical importance,
as such objects often do not transmit AIS signals or deliberately provide false identification
data [52]. GeoVS HUB provides mechanisms for the acquisition and validation of data from
heterogeneous sensor sources, enabling the detection of discrepancies between declarative
information and physical observation [62].

Within the data fusion layer, correlation is performed between AIS reports, radar
detections, and visual observations. The absence of an association between an AIS report
and its corresponding radar echo constitutes the basis for the automatic classification of
an object as potentially non-cooperative. Such objects may subsequently be subjected
to enhanced monitoring by higher-level systems, which is particularly important for the
identification of small, high-speed craft commonly used in piratical activities. The platform
enables the distribution of a unified maritime situational picture to multiple operational
centers, patrol units, and command-and-control systems. This facilitates the coordination of
maritime security forces and reduces response times to potential piracy-related incidents. In
cases where trajectories characteristic of attack preparation are detected—such as prolonged
drifting in the vicinity of major shipping lanes or sudden acceleration toward a merchant
vessel—the supervisory system may generate alerts and initiate intervention procedures.
Distinguishing piracy-related trajectories from legitimate activities such as fishing presents
a recognized challenge in the field. Research has shown that a combination of kinematic
features (speed profile, course variability, proximity to shipping lanes) and contextual
factors (AIS status, vessel size, geographic area, time of day) can be used to differentiate
threatening from benign behaviors with practically useful accuracy [42,47]. Nonetheless,
false alarms remain a limitation of purely trajectory-based approaches, which reinforces
the need for multi-modal evidence (including AIS status and visual classification) and, as
noted in Section 5, direct vessel messaging as an additional disambiguation channel.

For a synthetic comparison of commercially available maritime surveillance systems,
Table 3 presents their key characteristics in terms of system type, employed sensors, data
fusion level, and primary application domains.
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Table 3. Comparison of selected commercial maritime surveillance systems using data fusion.
Author’s own elaboration.

System System Type Main Sensors Data Fusion Level Primary Application

STYRIS®

(Airbus)
Coastal

Surveillance/MDA
Radar, AIS, EO/IR,

RF, meteo
Object and

feature-level fusion

National coastal
protection systems,
operational centers

CoastShield
(Thales)

Coastal Surveil-
lance/Security Radar, AIS, EO/IR Object and

decision-level fusion

Coastal protection,
ports, and critical

infrastructure security

CoastWatch
(Saab)

Coastal
Surveillance/VTS

Radar, AIS,
EO/IR, CCTV Object-level fusion

Maritime traffic
surveillance,
VTS, MDA

Foresight
(Kongsberg) VTS/MDA Radar, AIS,

EO/IR, meteo Object-level fusion
Maritime traffic

management,
situational awareness

HAVELSAN VTS VTS/Marine
Traffic Management Radar, AIS, EO/IR Object-level fusion Port and national

VTS systems

GeoVS HUB
(SRT Marine) Data Fusion Platform Radar, AIS, CCTV Data- and

object-level fusion
Data integration layer
in VTS/MDA systems

The conducted comparison confirms that, regardless of the manufacturer, all analyzed
systems employ multisensor architectures and perform data fusion at the object level to
build a coherent operational situation picture. The integration of marine radar data, AIS,
and EO/IR visual sensors constitutes a common foundation of contemporary commercial
maritime surveillance solutions. Differences between individual systems mainly concern
functional scope and target application domains, ranging from classical VTS systems to
comprehensive coastal protection and Maritime Domain Awareness (MDA) platforms. The
fusion level classifications in Table 3 were assigned by the author based on a systematic
mapping of each system’s documented functional capabilities to the JDL model levels
defined in Table 1: a system was classified at object level if its documentation confirms
unified track generation from multiple sensors; decision level was assigned only when
AI-based classification or automated alert generation was explicitly documented. This clas-
sification reflects the author’s analytical interpretation rather than vendor self-classification.
Regarding the absence of quantitative performance indicators in Table 3: detection accuracy
rates, false alarm rates, and response times are not disclosed in the publicly available
documentation for any of the reviewed systems. The comparison is therefore qualitative
in nature, limited to architectural and functional characteristics that could be reliably es-
tablished from available sources. The conclusion that automatic threat detection at the
ship operational level remains limited across all reviewed systems is supported by the
consistent observation, across all six platforms, that data processing and decision-making
are architecturally located in onshore centers, and that none of the reviewed systems doc-
ument autonomous onboard anomaly analysis capabilities as a primary function. This
structural characteristic—centralized, shore-based processing—is consistently documented
across vendor materials [50,51,55,57–59,62] and constitutes the systematic evidence for
this conclusion. At the same time, the analysis indicates that most available solutions
focus on centralized data processing in onshore centers, while automatic threat detection
functions at the ship operational level remain limited. This highlights the need for further
development of autonomous early-warning systems performing data fusion and anomaly
analysis directly onboard vessels.
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4. Proposed System Concept
Based on the analysis of contemporary maritime surveillance system architectures and

the review of available commercial solutions, a conceptual model of an autonomous early-
warning system for maritime piracy threat detection has been proposed, the architecture of
which is presented in Table 4.

Table 4. System requirements of the proposed autonomous early warning system. Author’s own
elaboration.

Requirement Category Specification Justification

Sensor set AIS, marine radar,
EO/IR camera

Ensures complementary data sources enabling
detection of both cooperative vessels (AIS) and

non-cooperative objects (radar, EO/IR).

Data fusion level Object-level fusion
Correlation of radar tracks with AIS data and visual

information to generate a unified operational
situation picture.

Processing mode Local (onboard), real-time Eliminates delays resulting from data transmission
to onshore surveillance centers.

System response time <5 s from anomaly detection
to alert generation

Ensures rapid crew response to dynamic
piracy-related threats.

Detection function AI/machine
learning algorithms

Identification of atypical behaviors such as sudden
course changes, AIS signal loss, or approach of small

high-speed craft.

Analysis method Algorithms
AI/machine learning

Automatic behavior classification without the need
for continuous operator interpretation.

User interface COP visualization with
audible and textual alerts

Provides clear communication of threat information
to the ship’s crew.

Integration with
external systems VTS/MDA Enables transmission of threat information to

maritime surveillance centers.

Resilience to
communication loss

Autonomous
system operation

Maintains functionality even in the absence of
connectivity with onshore systems.

Operating environment Maritime conditions
(vibration, humidity, salinity)

Ensures reliable operation in shipboard
environmental conditions.

The proposed five-layer architecture of the autonomous early-warning system is
illustrated in Figure 2. The lowest layer (Layer 1) encompasses the onboard sensor suite,
comprising an AIS receiver, marine radar, EO/IR camera, and meteorological sensors, each
providing complementary information about the surrounding maritime environment. Raw
sensor data are passed to Layer 2, where multi-sensor data fusion is performed at the
object level following the JDL framework: signals undergo time synchronisation and noise
filtering, followed by track association using Kalman filtering and Mahalanobis-distance
gating, and are ultimately consolidated into a unified Common Operational Picture (COP)
for each detected vessel, with Bayesian confidence weighting applied to account for varying
sensor reliability. The fused tracks are then forwarded to Layer 3, where three parallel
AI-based mechanisms operate: an LSTM-based trajectory model detects deviations from
expected movement patterns in an unsupervised manner, an Isolation Forest algorithm
assigns anomaly scores to vessels exhibiting novel threat signatures not represented in
historical data, and a CNN-based visual classifier processes EO/IR imagery to confirm
vessel class and identity. The outputs of these three modules are integrated in Layer 4
through decision-level fusion, which produces a consolidated risk assessment. Upon
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exceeding a predefined risk threshold, an audible and visual alert is generated for the
ship’s crew within a target latency of less than five seconds; a context filter additionally
incorporates incoming VHF voice communications and digital AIS messages to suppress
false alarms triggered by vessels with a legitimate declared reason for anomalous behaviour.
Finally, Layer 5 provides optional connectivity to external systems—including VTS/MDA
centres, coast guard authorities, and fleet management platforms—enabling transmission
of incident data when communication links are available. Critically, Layers 1 through 4
are designed to operate fully autonomously onboard, without dependence on shore-based
infrastructure, ensuring that the system maintains functionality even under communication
constraints characteristic of open-sea piracy scenarios.

Figure 2. Five-layer architecture of the proposed autonomous early-warning system for maritime
piracy threat detection. Author’s own elaboration.

The proposed solution assumes shifting selected data fusion and anomaly analysis
functions from centralized surveillance centers to the ship operational level, enabling local
real-time data processing. The key innovative features that distinguish this concept from
existing MDA and VTS architectures are: (1) fully autonomous onboard operation without
dependence on shore-based infrastructure, (2) real-time anomaly detection at the ship
level with a target response time below 5 s, and (3) integration of AI-based behavioral
classification directly within the sensor fusion pipeline rather than as a post-processing
layer in an onshore center. The system requirements presented in Table 4 were derived
from a synthesis of three sources: the functional gaps identified in the comparative review
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of commercial systems (Section 3), established maritime security operational requirements
described in the academic literature [42,43,47], and general principles of autonomous
shipborne system design informed by IMO e-navigation guidelines. They represent the
author’s informed conceptual specification rather than the output of a formal expert elic-
itation or standardization process, and are explicitly proposed as a basis for validation
in future work. Regarding AI methodology: the envisioned detection function combines
unsupervised anomaly detection methods—specifically Isolation Forest and LSTM-based
trajectory modeling—with supervised classification for known piracy behavioral patterns.
Unsupervised methods are particularly appropriate for detecting novel threat signatures
not represented in training data, while supervised approaches can exploit labeled historical
incident data. Publicly available AIS-based datasets (e.g., the MarineTraffic historical AIS
dataset, the Danish Maritime Authority open AIS archive) as well as incident databases
such as the IMB Piracy Reporting Centre annual reports provide a basis for defining behav-
ioral patterns characteristic of piracy threats, as also discussed in recent literature [42,47].
Regarding computational feasibility: the processing of fused AIS, radar, and EO/IR data at
object level in real time is within the capability of current embedded computing platforms.
Published work on edge-AI for autonomous surface vehicles [27] demonstrates that object-
level fusion and anomaly scoring for maritime targets can be performed at rates consistent
with the proposed 5 s response requirement on hardware in the class of NVIDIA Jetson
AGX or equivalent platforms. Detailed hardware benchmarking is identified as a priority
for the next research phase.

The system integrates data from onboard navigational and observational sensors,
in particular the AIS receiver, marine radar, and EO/IR cameras. These data undergo
preliminary processing, including time synchronization, measurement noise filtering, and
object feature extraction. Subsequently, multisensor data fusion at the object level is
performed, involving correlation of radar tracks with AIS data and confirmation of vessel
classification based on visual information. Based on the unified operational situation
picture, an analytical layer implementing artificial intelligence algorithms is applied to
detect anomalies in vessel movement and identify atypical behavioral patterns characteristic
of potential piracy threats. In the event of detecting an elevated risk level, the system
generates an automatic alert for the ship’s crew and enables transmission of information to
external maritime traffic surveillance centers.

The defined system requirements provide a foundation for the next stage of designing
the detailed technical architecture and selecting appropriate data processing and anomaly
analysis algorithms. The requirements in Table 4 are explicitly proposed as an initial concep-
tual specification derived from the functional gap analysis in this paper; they have not been
formally validated through expert consultations or against industry standards. Validation
of these requirements—including assessment against IMO e-navigation guidelines, IEC
maritime electronics standards, and input from maritime security practitioners—is planned
as part of the subsequent research phase. Specifying real-time operational parameters and
a local processing mode distinguishes the proposed concept from existing commercial
solutions, in which data analysis is primarily performed in onshore centers. Consequently,
the presented requirements outline the direction for further research on the implementation
of an autonomous early-warning system dedicated to protecting vessels against maritime
piracy threats.

The proposed concept complements existing centralized maritime surveillance ar-
chitectures by offering the potential to reduce response time to dynamic threats, in-
crease resilience to communication constraints, and enhance crew readiness to counter
piracy attacks.
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Consequently, the proposed model defines a direction for further research on the
development of autonomous maritime security systems based on data fusion and artificial
intelligence algorithms.

5. Discussion
The conducted review of commercially available maritime surveillance systems con-

firms that multisensor data fusion has become a fundamental component of contemporary
solutions providing situational awareness in maritime domains. Regardless of the manu-
facturer, the analyzed systems integrate data from marine radars, AIS, and EO/IR visual
sensors to build a common operational picture. In many cases, this layer is further sup-
ported by artificial intelligence algorithms responsible for object classification and operator
assistance. This indicates that the technological foundation for automated threat detec-
tion at sea is already present in commercial solutions. At the same time, the analysis
demonstrates that the vast majority of available systems are designed primarily for coastal
applications and centralized maritime surveillance centers. Platforms such as STYRIS®,
CoastShield, CoastWatch, and Foresight focus on delivering a comprehensive situational
picture at regional or national scales, supporting security services, coast guards, and port
authorities. In this model, data processing and decision-making are performed mainly in
onshore centers, while the ship remains a data source and a recipient of warning messages.
From the perspective of maritime piracy threats, such an approach presents significant
limitations. Pirate attacks are characterized by high dynamics and short response times
required for effective counteraction. Relying exclusively on external surveillance centers
for threat detection may lead to decision-making delays resulting from data transmission,
centralized analysis, and dissemination of warnings to the vessel. In the case of small,
high-speed craft attempting boarding, even minute-level delays can substantially reduce
the crew’s ability to respond effectively. A second notable limitation of commercial systems
is their primary focus on building situational awareness, with a relatively lower degree of
automation in risk assessment processes. The assessment of automation levels across the
reviewed platforms was conducted qualitatively, based on the evaluation criterion defined
in the aims paragraph of Section 1 (degree of automation and the role of human opera-
tors). For each system, the vendor documentation was examined for explicit statements
about automated decision-making, alert generation without operator confirmation, or au-
tonomous threat classification. In all cases, the documentation describes operator-assisted
workflows in which alerts are presented to human operators for verification and action,
rather than fully automated response pipelines. Although some manufacturers declare
the use of AI for object classification, most systems still require active interpretation by
human operators. Consequently, the final decision to classify vessel behavior as potentially
dangerous remains largely dependent on human judgment. The functional gap identi-
fied between current commercial systems and the requirements for piracy-specific early
warning is supported by convergent evidence from multiple sources: the consistent archi-
tectural pattern of shore-based processing documented across all reviewed systems, the
absence of onboard autonomous anomaly detection in any vendor’s documented feature
set, and findings in the academic literature on maritime security [42,43,47] that identify
autonomous onboard threat detection as an open research problem. While no dedicated
user needs analysis or stakeholder study was conducted as part of this work, these sources
collectively substantiate the identified gap. An additional avenue worth exploring is the
integration of direct messages received from the vessel itself—for example via VHF voice
communications or digital messaging systems—into the threat analysis process. If a vessel
transmits a message explaining an unusual maneuver (e.g., engine trouble or an emergency
stop), this contextual information could be used to suppress a potential false alarm, thereby
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improving the reliability of automated alert generation and reducing the workload placed
on operators.

In light of the presented observations, a functional gap is evident between existing
maritime surveillance solutions and the need for early detection of piracy-related threats
directly at the ship operational level. In particular, there is a lack of solutions integrating
multisensor data fusion layers with anomaly analysis algorithms and automatic alert
generation performed locally, in real time, onboard vessels. The identified gap provides
a rationale for further research on autonomous early-warning systems in which selected
analytical and decision-making functions are shifted from centralized surveillance centers
to the ship level. Such an approach enables shortening of the decision-making chain,
increasing system resilience to communication disruptions, and improving crew readiness
to respond to dynamic threats. The development of compact edge computing platforms
and increasingly efficient AI algorithms creates realistic opportunities for implementing
such solutions in maritime environments.

Available commercial systems confirm the maturity of data fusion technologies in
maritime surveillance; however, they simultaneously highlight the need for further devel-
opment of specialized, autonomous early-detection mechanisms dedicated to maritime
piracy threats.

6. Conclusions and Future Work
This paper presents an analysis of contemporary maritime surveillance systems em-

ploying multisensor data fusion and assesses their suitability in the context of early de-
tection of maritime piracy threats. The conducted review indicates that the integration
of AIS data, marine radar information and EO/IR visual sensors, supported by artificial
intelligence algorithms, has become a standard technological foundation in commercial
maritime surveillance and coastal protection systems. Solutions such as STYRIS®, Coast-
Shield, CoastWatch, Foresight, HAVELSAN VTS systems and the GeoVS HUB platform
confirm a high level of maturity in building a common operational picture and supporting
situational awareness for maritime monitoring services. At the same time, the analysis
shows that most available solutions are primarily designed for coastal surveillance and
centralized maritime traffic management centers, where data processing and decision-
making are performed onshore. Although this model is effective on a regional scale, it
reveals limitations in scenarios requiring immediate response at the ship operational level,
which are characteristic of dynamic piracy-related threats. Moreover, despite the growing
application of AI algorithms, final risk assessment in many systems still largely depends
on operator interpretation. These observations confirm the existence of a functional gap
between current commercial solutions and the need for autonomous early-warning systems
dedicated to maritime piracy threat detection directly onboard vessels. Bridging this gap
requires shifting selected data fusion and anomaly analysis functions closer to data sources,
enabling reduced response time, increased system resilience to communication constraints,
and improved crew readiness to counter emerging threats.

Future research will focus on the development of a detailed and validated system
architecture for autonomous onboard piracy early warning, building upon the high-level
conceptual requirements outlined in Section 4 of this paper. To clarify the distinction:
Section 4 presents a set of functional requirements and a preliminary architectural outline
derived from the review; the future conceptual model will constitute a formally specified,
algorithmically detailed, and computationally characterized system design, supported by
simulation-based validation. It should also be acknowledged that existing onboard situa-
tional awareness systems and intelligent shipborne surveillance platforms—such as ECDIS-
integrated anomaly detection modules, advanced bridge navigation watch alarm systems

https://doi.org/10.3390/engproc2026145002

https://doi.org/10.3390/engproc2026145002


Eng. Proc. 2026, 145, 2 17 of 20

(BNWAS), and research prototypes for autonomous vessel collision avoidance—were not
covered by this review, which focused on commercial multi-sensor data fusion platforms.
Consideration of these onboard systems in relation to the proposed concept is identified as
a direction for future comparative analysis. Particular attention in future work will be given
to defining detailed algorithmic specifications, designing real-time data processing archi-
tectures, and developing decision-making logic adapted to operational conditions onboard
ships. Further research directions include the evaluation of edge computing platforms
for maritime environments, analysis of data transmission reliability, and investigation of
cybersecurity aspects and algorithm transparency to ensure user trust in automatically
generated alerts. It should be noted that the present paper is intentionally scoped as a
conceptual and analytical review; experimental validation and quantitative performance
evaluation are outside the scope of this work. The absence of an experimental section re-
flects the current stage of the research, in which a thorough analysis of existing commercial
architectures and the identification of functional gaps constitute the necessary foundation
for subsequent system design and implementation. Experimental validation, including
simulation-based testing and hardware-in-the-loop evaluation, is planned as part of the
next phase of the research.

The conclusions presented in this paper provide a foundation for further development
of autonomous maritime security systems and align with the current transformation trend
from centralized surveillance architectures toward distributed, intelligent, and resilient
onboard solutions capable of effective early detection of maritime piracy threats.
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Abbreviations
The following abbreviations are used in this manuscript:

AIS Automatic Identification System
AI Artificial Intelligence
BMP Best Management Practices
CCTV Closed-Circuit Television
COP Common Operational Picture
CPA Closest Point of Approach
C2 Command and Control
EO/IR Electro-Optical/Infrared
JDL Joint Directors of Laboratories (Data Fusion Model)
KF Kalman Filter
MDA Maritime Domain Awareness
RF Radio Frequency
VTS Vessel Traffic Services
VTMIS Vessel Traffic Management and Information System
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43. Durlik, I.; Miller, T.; Kostecka, E.; Tuński, T. Artificial Intelligence in Maritime Transportation: A Comprehensive Review of Safety
and Risk Management Applications. Appl. Sci. 2024, 14, 8420. [CrossRef]

44. Qi, Y.; Yang, J.; Bai, A.; Liu, J. A Method for Real-Time Detection of Vessel Abnormal Behavior Based on CNN-LSTM. Expert Syst.
Appl. 2025, 288, 128303. [CrossRef]

45. Farahnakian, F.; Heikkonen, J.; Nevalainen, P. Abnormal Behaviour Detection by Using Machine Learning-Based Approaches in
the Marine Environment: A Literature Survey. In Proceedings of the 2022 International Conference on Electrical, Computer and
Energy Technologies (ICECET), Prague, Czech Republic, 20–22 July 2022; pp. 1–11.
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