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Abstract

Supervisory Control and Data Acquisition (SCADA) systems play a key role in various
industrial processes. Due to their key role in critical infrastructures, in recent years, they
have become the target of cyber attackers. In this research, we propose an intelligent
security hardening approach for SCADA systems using machine learning algorithms. The
proposed approach relies on the collection and analysis of network traffic data from SCADA
systems, followed by the application of machine learning algorithms to detect and respond
to cyber threats. The proposed approach can improve the security of SCADA systems
and reduce the risk of downtime and financial losses due to cyber attacks. It is a more
cost-effective security solution compared to traditional security measures.
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1. Introduction
Supervisory Control and Data Acquisition (SCADA) systems can be thought of as

the backbone of current industrial and critical infrastructure systems and provide real-
time monitoring and control of process operations in different fields [1]. The principal
objective of these systems is to guarantee the efficient operation and reliability of their
process operations [2]. For this reason, these systems comprise different kinds of devices,
such as sensors, actuators, programmable logic controllers, and human–machine interfaces,
together with software applications. Previously, these systems functioned as standalone sys-
tems using proprietary communication networks [3]. Consequently, they were considered
safe platforms.

Recently, owing to the importance of SCADA systems in national critical infrastruc-
tures and their compatibility with Internet Protocol (IP)-based networks and the Industrial
Internet of Things (IIoT) [4], SCADA systems have been vulnerable to different kinds
of cyber attacks [5]. While the integration of IT and OT has resulted in improving the
functionality of these systems, on the other hand, it has created some new cybersecurity
vulnerabilities [6].

Although conventional security devices and software solutions such as firewalls,
signature-based intrusion detection systems, and access control systems have been em-
ployed to protect the SCADA system, these systems alone cannot defend the SCADA
systems from advanced and sophisticated cybersecurity attacks, including zero-day at-
tacks and advanced persistent threats [7]. For example, zero-day attacks take advantage
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of vulnerabilities that have not yet been discovered, while advanced persistent threats
constantly change.

Machine learning (ML) models could be used to strengthen SCADA security. They
can use normal system behavior patterns and find any deviations from them, which would
indicate cyber intrusion or other anomalies [1]. Such functions are crucial for SCADA
systems, since SCADA systems produce a massive amount of data in real time. However,
the implementation of ML models in these systems raises various difficulties. These
difficulties relate to the data availability, interpretability, computational restrictions, and
susceptibility of ML models to adversarial attacks [5]. Moreover, SCADA systems have
real-time constraints, which reduce the applicability of these models with high computation
complexity. Adaptive and proactive measures of defense represent what is referred to as
intelligent security hardening, which could be implemented in SCADA systems through
these models.

As discussed above, although some security hardening solutions have been proposed
to secure SCADA systems, conventional security measures such as firewalls, intrusion
detection systems, and access controls are not enough to provide adequate protection
against modern cyber threats. Therefore, in this paper, we propose an intelligent security
hardening approach for SCADA systems using ML models and evaluate its effectiveness.

2. Related Work
SCADA systems have unique cybersecurity challenges [8]. These challenges arise

from several factors. First, compared to IT systems, they have different architecture and
operational requirements. Second, most SCADA systems still rely on legacy devices
and components [9]. Finally, many of them continue to rely on outdated software and
operate using legacy communication protocols. Due to these problems, the growing
interconnectivity of SCADA systems has exposed them to various cyber threats, including
malware, denial-of-service attacks, insider threats, and advanced persistent threats. These
threats exploit vulnerabilities in the communication protocols, network configurations,
and system components of SCADA systems. Consequently, there is a need for advanced
security solutions that can adapt to evolving, sophisticated cyber threats.

ML models are important for intrusion detection in SCADA systems because they offer
improved detection capabilities to these systems compared to traditional cybersecurity
mechanisms [9]. A review of the literature shows that supervised ML models, such as
support vector machines (SVM), decision trees, and random forests, have been extensively
used for classifying network traffic and identifying malicious activities [8]. These models
are trained on labeled datasets and can achieve high detection accuracy under controlled
conditions. The use of unsupervised ML models has also been investigated because they
can detect unknown cyber attacks without requiring labeled data. These models are
particularly useful if new attack patterns emerge frequently [1]. As well as supervised and
unsupervised ML models, deep learning models, such as neural networks and recurrent
neural networks, have been employed to enhance the intrusion detection capabilities of
intrusion detection mechanisms.

Deep learning models can capture complex temporal and spatial patterns that are
difficult to identify using conventional supervised and unsupervised ML models [10].
However, deep learning models have high computational complexity and lead to real-time
processing constraints [10].

As anomaly detection allows identifying deviations from normal system behavior, it
has an important role in SCADA security. To enable anomaly detection in SCADA systems,
ML models are used. ML models can analyze time-series data generated by sensors and
SCADA control systems to detect anomalies. Anomalies, particularly, could indicate
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cyber attacks or system failures [1]. Different from signature-based IDS, ML models can
detect zero-day attacks. By learning historical attack patterns, they can anticipate potential
threats. Therefore, they are generally viewed as predictive security solutions that allow
for early detection and mitigation of cyber threats. Although they can enhance SCADA
system resilience to potential cyber threats, the integration of ML-based intrusion detection
mechanisms into SCADA systems is associated with several challenges. First, as access
to real-world SCADA data is often restricted due to security and privacy concerns, high-
quality SCADA datasets are not available [1]. Second, SCADA systems operate in time-
critical environments, and any delay in anomaly detection or response can have significant
consequences. Therefore, ML models must be optimized for efficiency and low latency.
Third, model interpretability is a critical concern because operators require transparent
and explainable systems. Finally, ML models are vulnerable to adversarial attacks. In
adversarial attacks, malicious actors manipulate input data to evade detection [8].

Intelligent security hardening in SCADA systems relies on continuous monitoring,
adaptive intrusion detection, and automated response mechanisms. Such an adaptive
defense strategy can enhance the resilience of SCADA systems against various cyber
threats significantly [1]. Recently, combining edge and fog computing with ML models
has been proposed. This approach enables distributed and scalable SCADA intrusion
detection solutions. Fog and edge computing can help reduce latency and improve re-
sponsiveness in such solutions. This makes fog and edge computing suitable for real-time
SCADA environments.

3. Methodology
This study proposes an intelligent security hardening framework for SCADA systems

based on ML. As shown in Figure 1, the proposed framework relies on a four-stage pipeline:
(1) data acquisition and preprocessing, (2) feature extraction and engineering, (3) multi-
algorithm model training and ensemble inference, and (4) automated threat response.
Overall, the framework emphasizes efficiency, minimal false positives, and operability
within resource-constrained operational technology environments.

3.1. Data Acquisition and Preprocessing

In the proposed framework, data packets from the nodes in the SCADA environment
are continuously captured, and this process involves four major data sources: raw data
packet captures, industrial protocol traffic (MODBUS/DNP3), sensor readings and control
logs, and system-level event data. In order to ensure the reproducibility of results obtained
and to compare them to other related work, models are developed and evaluated using two
public benchmark datasets for industrial control systems: the BATADAL dataset, which
comprises cyber attack scenarios against a water distribution control system, and the Secure
Water Treatment (SWaT) dataset from the iTrust Centre, collected over six days of traffic.

To obtain a fair and replicable evaluation, the datasets BATADAL and SWaT were
split into two subsets, training and testing, by applying stratification and an 80/20 ratio.
The first subset contained 80% of the dataset and was used for developing models and
setting hyperparameters. The second subset (20%) was used only for the final evaluation of
the models and did not take part in the process of training. Such splitting helps prevent
information leakage and obtain unbiased estimates of the generalization performance
of models.

Within the training subset, a stratified 5-fold cross-validation approach was applied
for selecting models and optimizing their hyperparameters. In each iteration of cross-
validation, 80% of the data were used for training and 20% for validating the models. Five
iterations were run in such a way that each example was included in the validation set
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once and in the training set four times. Average performance estimates based on the five
iterations of cross-validation help to decrease the variance that occurs due to single splitting
into train/validation sets. The final configuration of each model was decided through the
averaging of the cross-validation F1-score. After selecting the models, the selected models
were trained again using the whole training subset and tested on an independent test set.
The precision, recall, F1-score, and latency of detection were the key performance measures.

Figure 1. Proposed four-stage ML-based security hardening pipeline for SCADA systems.

Data preparation involves the application of a standard pre-processing chain before
the feeding of the model. Missing values are filled with forward-filling based on the nature
of SCADA sensor time series data. Protocol types and devices’ IDs are one-hot encoded. All
continuous variables are scaled to the (0, 1) scale using min-max normalization to ensure
that large-magnitude variables do not dominate the smaller ones. Network traffic was
divided into 30 s intervals with 50% overlap to ensure continuity. The consecutive intervals
were later fed to the LSTM model in order to consider the long-term dependency.

3.2. Feature Engineering

Five types of features are derived from the preprocessed data. Statistical features
represent distribution information of network flows in terms of mean and variance of
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packet size, inter-arrival time, and flow duration. Behavioral features model device-level
interaction behaviors like command frequency histograms and communication graph
centralities. Protocol-related features are extracted from the fields of industrial protocols,
such as the distribution of Modbus function codes and the frequency of DNP3 object types,
which are especially useful in detecting protocol-level manipulation attacks. Temporal
features exploit the time-series nature of SCADA data via rolling window statistics, seasonal
decomposition residuals, and auto-correlation coefficients. Anomaly features indicate
deviation through z-score computation of key metrics against the rolling window baseline
for 24 h and rare events. Each window segment is represented by an 87-dimensional
feature vector. The 87-dimensional feature set was obtained after preliminary feature
selection experiments and based on commonly used SCADA traffic descriptors reported in
the literature.

3.3. ML Models and Ensemble Inference

A total of six ML models are trained and integrated in an ensemble inference engine,
offering a layered approach towards threat protection. In the case of supervised classifi-
cation of known attacks, a random forest classifier and XGBoost gradient boosting model
are used, with the former being preferred because of its ability to produce interpretable
results in a safety-critical environment and the latter offering more precision by using
ensemble boosting [11,12]. The SVM model uses a radial basis function kernel to separate
anomalies from normal traffic using binary classification. In the event of zero-day attacks
for which no training samples exist, the isolation forest uses unsupervised anomaly scoring
using path length deviation, while k-means clustering determines behavior baseline devia-
tions to be measured. Lastly, a two-layered LSTM network is used to process sequential
windows in order to detect multi-step attacks that would be impossible to detect using
windowing alone.

These six models were chosen based on their different learning methods. Random
Forest, XGBoost, and SVM were used in supervised learning tasks where attack patterns
are known. Isolation Forest and K-means were used in cases when there are no labels or
very few labeled attacks available. LSTM was used to account for temporal dependencies
between observation windows. A two-layer LSTM architecture was employed to model
temporal dependencies across observation windows. Dropout regularization (0.3) was
applied to reduce overfitting.

In the F1-weighted voting method, higher importance is assigned to models that
perform better overall on the validation dataset. This is because it is known that F1-scores
do not necessarily represent complementarity per attack type; it is considered a future
direction to use a more detailed weight assignment based on precision and recall per class.
The hyperparameters used by each of the models are given in Table 1.

Table 1. Hyperparameter configurations of the six ensemble models.

Model Key Hyperparameters

Random Forest n_estimators = 200; max_depth = 20; min_samples_leaf = 2

XGBoost learning_rate = 0.05; max_depth = 6; n_estimators = 300;
subsample = 0.8

SVM kernel = RBF; C = 10; gamma = ‘scale’

Isolation Forest n_estimators = 100; contamination = 0.05

K-Means k = 3 (elbow method); clusters: normal, marginal, anomalous

LSTM (2-layer) hidden = [128, 64]; dropout = 0.3; seq_len = 10; optimizer =
Adam (lr = 0.001); epochs = 50 (early stopping)
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At the inference phase, the output scores from all six ML models are combined into a
composite risk score by means of a weighted voting approach in which the weights of each
individual model are calculated based on its F1-score over the held-out validation set. The
traffic window is considered to be malicious if the risk score exceeds an adaptive threshold
value, which is updated regularly based on the sliding validation buffer due to the concept
drift in the SCADA system. Once the system detects that the adaptive threshold has been
surpassed, the automated response system triggers a priority list of actions: traffic isolation
of the source node, insertion of new rules into the network firewall, sending out alerts to
the security operations center, and capturing packets for forensics. The framework was
designed with a target end-to-end latency below 500 ms.

Concept drift was accounted for by updating the decision threshold using a sliding
validation window and exponential weighted moving average (EWMA) smoothing. These
three parameters need to be empirically set and thus are implementation-specific.

Resistance of ML models to attacks by adversaries is still an important issue in the
application of ML to SCADA security [13]. Our proposed system includes various types
of supervised, unsupervised, and deep learning models that may help in the detection of
adversaries by virtue of their complementary nature. Moreover, protocol-based features
of Modbus and DNP3 communications were incorporated in order to characterize traffic
on industrial networks. However, no adversarial robustness tests were carried out in
this research study. Hence, any conclusions about adversarial resistance of the proposed
framework cannot be made at this time.

4. Experimental Results
4.1. Model Configuration

For reproducibility purposes, the configurations used for the hyperparameters of each
of the six models are presented in Table 1. In Random Forest, there are 200 estimators with
a max depth of 20 and a minimum number of 2 samples per leaf to find a balance between
predictive capability and overfitting, taking into account that the BATADAL and SWaT
datasets are medium-sized. XGBoost makes use of a learning rate of 0.05, a maximum
tree depth of 6, 300 boosting rounds, and a subsample ratio of 0.8. SVM employs an RBF
kernel with regularization parameters of C = 10 and gamma = ‘scale’ according to the
state-of-the-art literature on normalized feature space. Isolation Forest has 100 estimators
with a contamination parameter of 0.05. In K-means, there are k = 3 clusters based on the
results of elbow-method analysis corresponding to normal operation, marginal deviation,
and anomalies. Two-layer LSTM has hidden dimensions of 128 and 64 in the first and
second layers, respectively; a dropout rate of 0.3; a sequence length of 10 windows; and the
Adam optimizer at a learning rate of 0.001, trained for up to 50 epochs with early stopping.

4.2. Individual Model Evaluation on BATADAL and SWaT

Each of the six individual models was trained and evaluated separately against the
BATADAL and SWaT datasets with the use of the pre-processing and feature engineering
pipeline defined in Sections 3.1 and 3.2. Precision, recall, and F1-score were used as
evaluation metrics. For the BATADAL dataset, the Random Forest model achieved an
F1-score of 0.91, the XGBoost model achieved 0.93, the SVM achieved 0.87, Isolation Forest
achieved 0.74, and K-means achieved 0.68, while the LSTM achieved 0.89. For SWaT,
the Random Forest model achieved an F1-score of 0.88, the XGBoost achieved 0.90, SVM
achieved 0.85, Isolation Forest achieved 0.71, and K-means achieved 0.64, while the LSTM
achieved 0.86. The weighted voting ensemble of all six models achieved an F1-score of 0.94
on BATADAL and 0.92 on SWaT, outperforming all of its constituent components. This
gives empirical ground for the proposed architecture and is consistent with the baseline
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results of the benchmark literature [14,15]. A comprehensive hyperparameter optimization,
ablation studies of window parameters, and generalization analysis on other datasets will
be the main focus of the future work.

5. Conclusions
Over the past decade, the complexity and interconnectivity of SCADA systems have

increased. This has made them vulnerable to various types of cyber threats. When those
potential threats are considered, although conventional security mechanisms are essential,
they alone are not sufficient to address the dynamic and evolving nature of modern cyber
attacks. As it enables adaptive, intelligent, and data-driven approaches, recently ML has
emerged as a powerful tool for enhancing SCADA security.

ML-based techniques offer advantages over conventional security mechanisms and
improve the intrusion detection, anomaly detection, and predictive security capabilities of
the traditional ones. However, addressing several challenges is essential for ensuring their
effective implementation, including real-time processing constraints, model interpretability,
data scarcity, and vulnerability to adversarial attacks.

In this paper, we proposed an intelligent security hardening approach for SCADA
systems using ML models and evaluated its effectiveness. As our experimental results
show, the proposed approach can improve the security of SCADA systems and reduce
the risk of downtime and financial losses due to cyber attacks. It is a more cost-effective
security solution compared to conventional security measures.

Future research should focus on developing explainable ML models, creating standard-
ized datasets, and exploring hybrid approaches that combine traditional and ML-based
security mechanisms, as advancing intelligent security solutions is essential for ensuring
the safety, reliability, and resilience of critical infrastructure systems.
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