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Abstract

EUPHEMIA, the Pan-European day-ahead electricity market-coupling algorithm, operates
in a centralized manner that restricts independent auditability and has been characterized
as pseudo-transparent. We propose a blockchain-based architecture that improves the trans-
parency and verifiability of the market-coupling process while preserving participant confi-
dentiality. It combines off-chain computation with selective on-chain publication and treats
the three principal data categories of the EUPHEMIA pipeline separately: order books, net-
work constraints, and clearing outputs. Zero-knowledge proofs utilizing zk-STARKSs are
employed to verify the integrity of the order book aggregation process and specific network-
constraint sub-processes, whereas Merkle commitments ensure tamper-evident anchoring
of publicly disclosed data. zk-STARKSs are selected over CRS-based alternatives to eliminate
the trusted-setup governance overhead associated with EUPHEMIA’s multi-jurisdictional
structure. The estimated AIR trace size reaches approximately 2,225,000 rows in the worst-case
NEMO (EPEX SPOT) scenario. A correction proof generated by the Regional Coordination
Centre (RCC) requires an AIR of 641 trace rows when a binding network constraint exceeds
its threshold during the review of Transmission System Operator (TSO) submissions. This
trace size corresponds to an estimated proving time of 1 to 30 s based on reported STARK
prover throughput. End-to-end verification of welfare maximization remains infeasible due
to the lack of a complete public algorithm specification. Preliminary calibrated estimates are
provided, and full empirical benchmarking remains as future work.

Keywords: EUPHEMIA; blockchain; zero-knowledge proofs; zk-STARKS; single day-ahead
coupling

1. Introduction

EUPHEMIA [1], the Pan-European Hybrid Electricity Market Integration Algorithm,
has computed prices and energy allocations for European day-ahead and intraday markets
since February 2014. It solves a welfare-maximizing optimization subject to cross-border
transfer capacities and network constraints set by Transmission System Operators (TSOs).
Inputs are the buy and sell orders submitted to Nominated Electricity Market Operators
(NEMOs) by its participants. Each TSO computes cross-zonal capacity constraints from its
grid model and submits them to a Regional Coordination Centre (RCC), which validates
them against neighboring constraints and returns corrections if required. The TSO then
forwards the final constraints to the Market Coupling Operator (MCO), which executes
EUPHEMIA. Market clearing then yields electricity prices, order acceptance decisions, net
positions per bidding zone, and inter-zonal flows. The process offers limited transparency.
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Participants and external auditors cannot independently verify the inputs, intermediate
computations, or final outcomes.

We propose a blockchain-based verification framework for the EUPHEMIA market-
coupling process with the following contributions:

*  An analysis identifies the confidentiality and integrity challenges in the EUPHEMIA
market-clearing process, including attack vectors and trust assumptions.

* A blockchain-based architecture supports transparent and auditable EUPHEMIA
execution through on-chain commitments and zero-knowledge proofs that enable
independent verification and preserve confidentiality.

* A hybrid model combines off-chain computation with on-chain commitments and ver-
ification, accommodating the algorithm’s computational demands within the through-
put constraints of current blockchain platforms.

¢ A zk-STARK proof framework addresses selected correctness properties of order ag-
gregation, network-constraint corrections, and clearing outputs without disclosing
sensitive data, avoiding trusted setup ceremonies and relying on standard crypto-
graphic assumptions.

¢ A feasibility analysis estimates AIR trace size, prover work, verifier cost, on-chain
storage requirements, and compatibility with day-ahead market timing constraints.

2. Background
2.1. EUPHEMIA Market Coupling and CACM Framework

Three categories of data pass through the EUPHEMIA pipeline (Figure 1): order
books, network constraints, and clearing outputs. Market participants submit individual
orders to NEMOs, which aggregate them into supply and demand curves and forward
these, together with block, complex, and merit orders, to EUPHEMIA. Each TSO computes
cross-zonal capacity constraints from its grid model and submits them to its RCC for
regional coordination. The RCC proposes corrections informed by neighboring grids, and
the TSO then submits the finalized constraints to the MCO. Only aggregated parameters,
including Available Transfer Capacity (ATC) and Net Transfer Capacity (NTC) values, are
publicly disclosed, while the underlying constraints and grid models remain confidential.
The MCO executes EUPHEMIA and produces the clearing output, which is returned to
NEMOs and published as the market result. Each category carries distinct confidentiality
requirements and integrity verification challenges, and each is anchored on-chain through
a different strategy.

A distributed ledger combines immutability, public auditability, and decentralized
governance within a single infrastructure layer. Append-only logs or notary schemes pro-
vide similar guarantees under narrower trust assumptions, but a distributed ledger fits the
multi-jurisdictional CACM framework, in which no single institution is universally trusted.

2.2. Zero-Knowledge Proof Systems

Verifiable computation has its roots in the early work on interactive proof systems and
zero-knowledge proofs by Goldwasser, Micali, and Rackoff [2]. Over time, these theoretical
foundations led to practical systems. For example, Pinocchio [3] made it possible to effi-
ciently verify outsourced computations—regardless of their size—in about 10 milliseconds.
As research progressed, newer schemes sought different balances between proof size, veri-
fication speed, and setup requirements. Groth16 [4] produced constant-size proofs with
quick verification, but required a separate trusted setup for each circuit. Later, PLONK [5]
introduced a universal setup that could be reused for many circuits. More recently, zk-
STARKSs [6] eliminated the need for any trusted setup by using only collision-resistant hash
functions, though this comes with the trade-off of larger proofs.
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Figure 1. EUPHEMIA data flow diagram.

3. Related Work

Blockchain-based designs for auction and double-auction markets combine crypto-
graphic commitments with on-chain verification of settlement outcomes [7]. Energy-sector
work has examined privacy-preserving market clearing, mainly in local energy markets
and peer-to-peer trading platforms [8,9]. These systems typically coordinate distributed
energy resources or support decentralized trading while preserving the confidentiality of
participant bids.

To our knowledge, this is the first work that combines large-scale centralized market
coupling, confidentiality constraints, and public verifiability via zk-STARKS. In that setting,
transparency must coexist with bid confidentiality, and published clearing outcomes must
be independently verifiable.

The Austrian Energy Agency report [10] critiques the current transparency framework
and introduces the concept of “pseudo-transparency”: information is formally published
yet remains effectively inaccessible due to the disproportionate effort required to locate or
process it. It identifies three shortcomings: the opacity of the aggregation process, the lack
of verifiable input data, and the absence of independent audit mechanisms.

Most prior work on transparency in electricity markets focuses on regulatory oversight
and market efficiency [11], treating auditability and data accessibility as conditions for
trust in market outcomes while recognizing the need to protect commercially sensitive
information. Current European market-coupling mechanisms publish data ex post but
provide no cryptographic guarantees of correctness.

Recent advances in verifiable computation, particularly zero-knowledge proof sys-
tems, allow verification of complex computations without disclosing private inputs [6,12].
Researchers have applied zk-SNARK and zk-STARK systems to verifiable machine learning
and outsourced computation, but applications to large-scale optimization problems with
mixed constraints remain limited.

Existing approaches either focus on decentralized market designs with limited scalabil-
ity or on transparency mechanisms without formal correctness guarantees. None address
the combination considered here: large-scale centralized optimization, confidentiality, and
public verification of market outcomes.
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4. System and Adversary Model

The architecture assumes participants may not fully trust the entities that execute the
market-clearing process. Required guarantees cover manipulation of order data, incorrect
aggregation of bids, and misreporting of market outcomes. Four classes of adversary
motivate this scope:

*  Nominated Electricity Market Operators (NEMOs) collect bids from market partic-
ipants and submit aggregated order books to the market-coupling algorithm. A
malicious or compromised NEMO could exclude valid orders, alter bid parameters, or
publish incorrect aggregate curves.

* Transmission System Operators (TSOs) supply transmission capacity data and
network-related constraints that directly influence the feasible market outcome. A ma-
licious or compromised TSO could misreport cross-zonal capacities, omit constraints,
or submit inconsistent technical data to influence the clearing result.

*  Market Coupling Operator (MCO) executes EUPHEMIA and may publish results
that do not correspond to the actual inputs or that deviate from the prescribed clear-
ing logic.

* Independent observers, including competitors and other market participants, may
attempt to infer confidential bidding strategies from publicly available data or observ-
able market outputs.

Attack vectors against the integrity of clearing include unauthorized modification
or omission of submitted orders before aggregation, publication of aggregated curves
that do not accurately reflect the underlying bids, misreported transmission capacities or
network constraints, and market outcomes inconsistent with the actual execution of the
clearing algorithm.

All adversaries are computationally bounded and cannot break the collision resistance
of the employed hash functions or the soundness of the zero-knowledge proof system.

5. Proposed Architecture

Selected EUPHEMIA inputs and outputs are published on-chain, while zero-
knowledge proofs verify aggregation without disclosing confidential data.

Each NEMO records a commitment to its submitted orders before clearing begins.
Each TSO records a commitment to its network constraints. The MCO then records a
commitment to the outcome and a zero-knowledge proof for the checked correctness
properties once clearing completes.

A public blockchain record gives market participants and regulators a tamper-evident
audit path for the clearing process. The computational demands of the algorithm and the
throughput constraints of current blockchain platforms prevent direct on-chain execution.
Computation remains off-chain, with selective on-chain publication.

The choice between a public and a permissioned ledger involves distinct trade-offs:
public chains have stronger censorship resistance at higher operational cost, whereas per-
missioned deployments reduce cost but reintroduce a consortium-level trust assumption.

Three verification flows make up the design, as shown in Figure 2. The market-
orders flow requires each NEMO to publish a Merkle root for its order book. An AIR
attests that the aggregated curves were derived from the committed orders. The network-
constraints flow combines TSO inputs and RCC review. Each TSO commits the resulting
aggregated parameters on-chain, and the RCC publishes a correction ZKP whenever a
corrective capacity adjustment is triggered by a binding constraint exceeding a threshold.
The market-clearing flow runs off-chain. The MCO executes EUPHEMIA on these inputs,
then commits the clearing results together with a ZKP for flow feasibility, order consistency,
and non-negative volumes.
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Figure 2. System architecture overview.

6. Proof Construction
6.1. Selection of Proof System

Most ZKP systems require a Common Reference String (CRS), a set of public param-
eters upon which both proof generation and verification depend. The CRS is typically
produced through a trusted setup in the form of a multi-party computation (MPC) cere-
mony, in which each participant contributes randomness to the generation of the public
parameters and subsequently destroys their individual secret contribution. The security
guarantee rests on the assumption that at least one participant behaves honestly. The
resulting CRS is sound under that condition and cannot be exploited to forge proofs.

The EUPHEMIA coupling algorithm is updated at least annually, and the ceremony
must be repeated each time. Coordination is complex: 16 NEMOs, 40 TSOs, a rotating
Market Coupling Operator, national regulators, and thousands of market participants are
involved, with no single entity universally trusted by all others. The choice of ceremony
participants is both a technical and political challenge. The process must also ensure that
every party genuinely destroys its secret material afterward.

zk-STARKS [6] derive their security entirely from collision-resistant hash functions and
public randomness. They eliminate the need for a common reference string and, with it, the
trusted parameter-generation ceremony and its associated governance burden. On-chain
verification has polylogarithmic verifier complexity, although zk-STARKSs currently incur
larger proof sizes and higher prover costs than CRS-based schemes including Groth16 [4]
or PLONK [5]. The removal of the trusted setup justifies this trade-off, given EUPHEMIA's
multi-jurisdictional governance structure and the annual recurrence of any ceremony that
would otherwise be required. The design adopts zk-STARKSs as the preferred proof scheme.

6.2. Market Orders

Supply and demand curve aggregation is a fundamental transparency challenge.
Verification requires access to underlying individual orders, which are not publicly available.
Consequently, neither market participants nor regulatory authorities can independently
verify integrity.

Zero-knowledge proofs (ZKPs) resolve the trade-off between verifiability and confiden-
tiality. A prover can demonstrate correct aggregation without disclosing underlying data,
which supports regulatory compliance and preserves the ability to audit computations.

The verification process relies on a preliminary commitment step. Each NEMO pub-
lishes a Merkle root committing to its complete set of orders. The Merkle tree uses a
STARK-friendly hash, known as Poseidon [13], which reduces AIR trace rows per hash
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compared to alternatives including SHA-256. The published root acts as a tamper-evident
snapshot of the order book. Any modification to an order invalidates the root and becomes
detectable at verification.

The AIR expresses the aggregation pipeline in four stages (Figure 3). Commitment
checks ensure that private orders match the published Merkle root. Range checks enforce
correct assignment of orders to price steps. Aggregation sums quantities per price step
across all participating NEMOs. Equality checks ensure consistency with the publicly
declared aggregated curve.

The four operations form a sequential pipeline in which each stage depends on its
predecessor. A verified proof attests to the integrity of the aggregation process, from order
submission to published output.

Complex, block, and merit orders are transmitted without aggregation. Their Merkle
roots can be published on-chain without zero-knowledge proofs.
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] o
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Figure 3. Market orders flow.

6.3. Network Constraints

Network constraints define physical and regulatory limits on cross-border electricity
flows. Each TSO computes constraints from its grid model, security limits, and remedial
actions, and submits them to its RCC for regional coordination. The RCC proposes correc-
tions informed by neighboring grids, and the TSO then submits the finalized constraints to
the MCO for inclusion in the clearing optimization.

The constraints are not fully public. Only aggregated parameters such as ATC and
NTC values are disclosed, while the underlying detailed constraints and grid models remain
confidential. The aggregated values can be anchored on-chain via Merkle commitments,
with ZKPs attesting to correct derivation from the underlying constraints without exposing
them. The MCO retrieves these committed inputs as tamper-evident inputs to EUPHEMIA.

The detailed IGMs underlying these constraints, by contrast, are not disclosed to
market participants. ZKP-based verification of IGMs is not currently feasible due to their
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complexity. IGMs include busbar topology, power flows, contingencies, and remedial
actions. The corresponding AIR representations have execution-trace sizes that exceed
what is computationally feasible under current ZKP technology. Strict CACM timing
constraints further prevent computationally intensive proof generation.

Zero-knowledge proofs nevertheless remain applicable to targeted sub-processes. A
zk-STARK generated by the RCC can attest that a corrective capacity adjustment was
triggered by a binding constraint exceeding a threshold, without disclosing the identity or
parameters of the congested network element.

The AIR comprises four operations, as illustrated in Figure 4. Data binding fixes the
witness and ties it to upstream commitments through two Poseidon hashes. The combined
hash over capacity and threshold locks the prover to a fixed witness, preventing post hoc
substitution. The capacity-only hash binds the witness to the value previously committed
on-chain by the originating TSO, preventing arbitrary capacity values. A range check
verifies that the capacity lies within the valid operational domain. A comparison confirms
that the capacity exceeds the predefined security threshold. An inequality assertion links
the private witness to the public claim.

TSO RCC

J

[ ~ draft constraints - }

corrections -
correctidn issued

zk-STARK Proof

1. Data binding
2. Range check
3. Threshold comparison

{Network Constraints ‘ 4. Inequality assertion
‘ Correction Proof ‘
[ Blockchain Ledger }

¥
{ EUPHEMIA }

Figure 4. Network constraints flow.

The on-chain record of each correction includes the proof, the witness commitment,
the correction claim, and a pointer to the originating TSO commitment. The threshold
and the operational range bounds are resolved through the governance configuration
of the deployment, either by reference to a governance contract or by embedding the
values directly in the transaction payload when the configuration is held off-chain. These
accompanying inputs allow any verifier to reconstruct the public arguments required for
proof verification without consulting private grid data.

6.4. Market Clearing

The computational complexity of EUPHEMIA prevents direct on-chain execution. The
algorithm is executed off-chain, with its inputs and outputs committed to the blockchain to
ensure an immutable record.
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Market clearing results are publicly disclosed, but their correctness is not self-evident.
A consistency check against network constraints and order data would require re-execution
of the algorithm, which remains computationally infeasible for external observers.

Figure 5 summarizes the clearing flow. Independent verification requires the Market
Coupling Operator (MCO) to generate a zk-STARK proof attesting to core correctness prop-
erties of the clearing outcome. These properties include the feasibility of cross-zonal flows
with respect to published network constraints, the consistency of accepted orders with the
committed order books, and the non-negativity of cleared volumes. On-chain verification
of the proof gives any party public auditability and does not require re-execution of the
algorithm or disclosure of confidential inputs.

[Aggregated Curves & Orders [Network Constraints
I‘-re-ad————\ r————read—‘I
1 1
\4 N2
expcute
[ MCO }{ EUPHEMIA
g prove

clear

zk-STARK Proof

‘ Market Clearing % _ _bl_l’lc_l _ 1. Flow fea51bﬂity
2. Order consistency

3. Volume non-negativity

write write
{ Blockchain Ledger

Figure 5. Market clearing flow.

An alternative approach relies on executing the clearing algorithm within a Trusted
Execution Environment (TEE), which has hardware-enforced isolation and remote attesta-
tion. A cryptographically signed attestation confirms that the prescribed algorithm was
executed on verified enclave hardware. The TEE approach reduces computational overhead
but introduces additional trust assumptions in hardware vendors and has weaker public
verifiability guarantees than zero-knowledge proofs.

7. Security Analysis

A central security question is whether published proofs can be checked without
exposing private market data. Four standard properties of verifiable computation and
cryptographic protocols [2,6] guide the analysis: soundness, zero-knowledge, tamper-
evidence, and public verifiability. These properties address auditability and aggregation-
opacity concerns raised about the current market-coupling framework [10].

7.1. Soundness

Soundness means a computationally bounded adversary cannot convince verifiers
of a false statement. The most direct example here is a NEMO attempting to publish
an aggregated curve that does not match the committed order book. A verifying proof
gives cryptographic assurance that the checked aggregation statement is consistent with
the committed data, subject to the soundness of the underlying FRI-based STARK proof
system [6].

https://doi.org/10.3390/engproc2026150006
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The concrete soundness error is not fixed by the architecture alone. It depends on
implementation parameters, including the code rate, blowup factor, query count, number
of FRI rounds, and field size. A larger number of FRI queries reduces the chance that
an invalid execution trace passes the verifier’s low-degree and consistency checks. A
production deployment would need to publish its concrete proof parameters together with
the intended security target, for example 128-bit soundness. Soundness here relies on the
standard guarantees of the selected STARK construction. We do not claim a fixed security
level for a particular parameter set.

7.2. Zero-Knowledge

Zero-knowledge addresses the main confidentiality tension in the design. Market
participants need assurance that aggregation was performed correctly. Individual orders
and their attributes must remain private. The proof should reveal no information beyond
the public statement being checked: the relevant Merkle roots and aggregated curves.

zk-STARKSs support this property by masking the execution trace with fresh ran-
domness before committing to the low-degree extension [6]. The values opened during
verification do not directly expose the private witness. The Fiat-Shamir transformation
and Merkle commitments are instantiated through hash functions in practice. The in-
tended hash family is Poseidon because it is designed for use inside zero-knowledge proof
systems [13].

Poseidon must still be instantiated carefully. Its parameters must match the target
field, state width, capacity, and security level. The Poseidon design provides parameter-
selection rules and cryptanalysis for algebraic and statistical attacks in zero-knowledge
proof systems [13].

7.3. Tamper Evidence

Cryptographic commitments combined with an append-only ledger provide tamper
evidence. A NEMO'’s commitment binds its order book, so any later modification fails to
match the published commitment and becomes visible.

Each NEMO publishes a Poseidon-based Merkle root for its order book on the
blockchain ledger, as described in Section 6.2. Collision resistance of the hash function en-
sures that a computationally bounded adversary cannot feasibly find a different order book
with the same root. Any change, removal, or replacement of an order after commitment
invalidates the root, and any party checking the ledger can detect it.

The ledger adds a second protection layer. A commitment that has reached the
confirmation depth required by the chosen chain can be rewritten only by violating that
ledger’s consensus and settlement assumptions. Two mechanisms provide this protection:
cryptographic binding through the Merkle root and operational immutability through
ledger finality. The combination allows regulators, market participants, and independent
auditors to check that proofs refer to the data originally committed.

7.4. Public Verifiability

Public verifiability allows independent audit. Any party with access to the ledger can
retrieve the published proofs and verify them without participating in the original compu-
tation and without seeing confidential order data. Verification in the order-aggregation flow
requires only the public inputs, including Merkle roots and aggregated curves, together
with the zk-STARK proof.

The verifier complexity is O(C - log?(BN)) field operations, where C is the number of
transition constraints and N is the trace length [6]. The order-aggregation flow considered
in this paper has C ~ 42 constraints and a padded LDE domain of 2?3, yielding an esti-
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mated verifier cost of approximately 22,000 field operations. The verifier cost is essentially
independent of the number of orders.

7.5. Guarantees and Assumptions

A valid proof for the order-aggregation flow attests to the checked aggregation relation
between the committed order book and the published aggregate curve. Individual orders
remain private during verification. Tamper evidence binds the NEMO to the order book
snapshot committed before clearing.

The guarantees hold under standard cryptographic assumptions: adversaries are
computationally bounded, Poseidon is instantiated with parameters appropriate for the
chosen field and target security level, and the non-interactive STARK proof is analyzed in
the random oracle model after applying the Fiat-Shamir transformation.

There is also an engineering assumption. The underlying blockchain must reach the
required level of consensus-level finality before commitments are treated as immutable.

8. Feasibility Evaluation

The feasibility analysis uses four criteria: correctness, transparency, confidentiality, and
on-chain feasibility. Correctness concerns the relation checked by the proof. Transparency
concerns external verification of the published data. Confidentiality concerns protection of
private inputs. On-chain feasibility concerns whether verification and storage fit realistic
blockchain constraints.

8.1. AIR Complexity: Market Orders

Proof-generation overhead is proportional to the number of orders processed by each
NEMO. The reported daily average of 4828 orders [14] is never processed by a single
instance because proof generation is distributed. Each NEMO proves only its own order
book. The largest NEMO determines the worst-case AIR size. Per-NEMO order volumes
are not publicly reported. Traded volume per bidding zone is a reasonable proxy because
order count correlates with market activity.

The CACM Annual Report [14] identifies EPEX SPOT as the largest NEMO by
traded volume, with 654 TWh [15] (47.2% of annual volume), followed by Nord Pool
with 518 TWh [16] (31.3%). The two NEMOs together account for 78.5% of total annual
traded volume. Taken as proxies for order concentration, these shares give a worst-case
per-NEMO order count of approximately 4828 x 0.472 ~ 2279 orders for EPEX SPOT.

Table 1 presents the worst-case AIR trace size estimate. zk-STARK prover complexity
scales as O(N log? N) in the trace size N [6], so the trace of approximately 2,225,000 rows
yields 2,225,000 x 441 ~ 9.8 x 108 operations, where log2(2,225,000) ~ 441.

Table 1. Estimated AIR trace size for worst-case NEMO (EPEX SPOT, ~2279 orders).

Operation Count Rows Each Total Rows
Order commitment 8191 hashes ~250 2,047,750
Price-step assignment 2279 ~70 159,530
Summation across step 2279 ~1 2279
Equality checks 17,000 ~1 17,000
Total ~2,225,000

Current STARK prover implementations report throughput ranging from approxi-
mately 10° to 107 trace rows per second depending on field choice, hardware configuration,
and degree of parallelism. At blowup factor § = 4 in the Goldilocks field with width w ~ 10,
the worst-case AIR requires an estimated 1 to 30 s of proving time on a modern multi-core
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server. The estimate combines the AIR trace size in Table 1 with reported throughput ranges
from existing STARK prover implementations and public prover frameworks, including
Stone [17].

Proof generation is distributed. Each NEMO proves only its own order book, and
NEMO:s can generate these proofs in parallel. The day-ahead market process leaves approx-
imately 42 min between gate closure and result publication. The estimate is compatible
with the CACM timing constraint. Proof generation is therefore not the system bottleneck
under realistic CACM timelines.

Table 2 summarizes the estimated prover working memory. Prover memory is domi-
nated by the LDE and composition polynomial. Estimates use the Goldilocks field (8 bytes
per element) with a degree-2 extension for FRI queries, blowup factor B = 4, 64 FRI queries
(64 x log, B = 128 bits of provable soundness), maximum remainder polynomial degree 31,
222 224 rows, and the

and no grinding. The padded trace length is 2°* rows, the LDE domain is

effective AIR width is w ~ 10 columns.

Table 2. Estimated prover working memory at 128-bit provable security.

Component Size Formula Estimate
Padded trace 222 % 10 x 8B 0.34GB
LDE 224 % 10 x 8B 1.34GB
Composition LDE 1.5-2 x LDE 2.0-2.7GB
Merkle tree 224 % 32 B + internal nodes 1.0GB
FRI in-place ~0.5 x LDE 0.7GB
Auxiliary — 0.5GB
Total ~6-7 GB

The estimate fits a single 64-core x86_64 server with 32 GB of RAM. GPU acceleration
is optional, and the 42-min day-ahead clearing budget covers the estimate with margin.

8.2. AIR Complexity: Network Constraints

Table 3 summarizes the corresponding trace size estimate. The trace of N ~ 641
rows yields O(Nlog? N) ~ 641 x log?(641) ~ 56,000 operations of prover work, which
is negligible compared to the Order Book AIR. Verification requires (’)(log2 N) ~ 87
operations. The witness contains the capacity value, the threshold, and a binding to the
upstream TSO commitment. Verification does not require access to the full grid model.

The RCC correction proof reuses the order book parameter set: g = 4, Goldilocks field,
w ~ 10, and 128-bit provable security. The padded trace length is 2!° rows and the LDE
domain is 2!2 rows. Working memory is dominated by the LDE (2!2 x 10 x 8 B 2 0.3 MB)
and composition polynomial, totaling on the order of a few megabytes. Proving time stays
below 100 milliseconds. Any commodity server runs the RCC correction proof comfortably,
well inside the CACM review window.

Table 3. Estimated AIR trace size for RCC correction proof.

Operation Count Rows Each Total Rows
Data binding 2 hashes ~250 500
Range check 1 ~70 70
Threshold comparison 1 ~70 70
Inequality assertion 1 ~1 1
Total ~641
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8.3. Storage Requirements: Market Clearing

The EUPHEMIA clearing process yields day-ahead prices, net positions, and cross-
zonal flows. A configuration with 17 bidding zones and 96 market time units (MTUs)
requires 1632 values each for prices and net positions, plus approximately 3360 values for
cross-zonal flows. At 64 bits per value, the data require roughly 53 KB per clearing session.
The total output size, including acceptance results for Block, Complex, and Merit Orders, is
approximately 200 KB.

Direct publication is possible but expensive. A more practical alternative commits
to the full output through a Merkle tree, which lets verifiers check individual elements
through inclusion proofs while reducing on-chain storage.

The zk-STARK proof generated by the MCO verifies a subset of correctness properties:
cross-zonal flows satisfy the published network constraints, accepted orders are consistent
with the committed order books, and cleared volumes are non-negative.

The framework trades additional proof and commitment costs for public verifiability
of selected correctness properties.

The proof does not establish welfare maximization. The absence of a complete public
EUPHEMIA specification prevents formal encoding of the objective function and all associ-
ated constraints into a verifiable AIR. Verification remains partial: it addresses feasibility
and consistency rather than optimality.

9. Discussion and Limitations

The prover work estimates rely on the theoretical O (N log? N) bound. Actual proving
times depend on the implementation.

The verification scope covers feasibility, non-negativity, and acceptance consistency.
Welfare maximization remains outside the scope of this paper because the full EUPHEMIA
specification is not public. Verification of the Individual Grid Model remains infeasible at
present. Three implementation choices also stay open: ledger type, multi-party approval
process, and AIR update procedure. The institutions operating the market resolve them.

The current EUPHEMIA process has near-zero cryptographic overhead but provides
no independent verifiability. The proposed approach introduces a 2-3% latency increase
and additional compute costs in exchange for public auditability. Order book aggregation,
network-constraint handling, and clearing outputs no longer depend on operator trust
alone. Each step becomes verifiable through cryptography. On-chain Merkle commitments
provide a tamper-evident audit trail that ex-post publication cannot match.

The costs are modest. Worst-case NEMO proof generation takes 1 to 30 s and needs 6 to
7 GB of memory. RCC correction proofs complete in under 100 milliseconds. Each round
adds a few hundred kilobytes of on-chain storage. Added end-to-end latency stays at 2 to
3% of the 42-min day-ahead window, and verifier work sits below typical L1 blockchain
throughput. The overhead is small relative to the gain in cryptographic verifiability across
the three data flows.

A practical deployment path could begin with optional post-trade verification, allowing
operators to adopt the system incrementally without modifying the core clearing process.

10. Future Work

An implemented STARK prover for the order book aggregation circuit is the im-
mediate next step, with measured proving time, verifier cost, and peak memory use on
representative hardware.

End-to-end welfare-maximization verification remains the largest open problem. A
practical path may combine partial zk-STARK proofs over disclosed sub-procedures with
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auditor-side replay of the published EUPHEMIA executable, once a full algorithm specifi-
cation exists.

The approach extends to the XBID intraday market, where shorter trading cycles leave
less time for proof generation and demand smaller AIRs. Recursive proof composition
is worth examining, because it may allow modular verification of Individual Grid Model
(IGM) sub-AIRs without generating a single proof for the full network model.

Reducing trace size by employing alternative arithmetization-friendly hash primi-
tives, lookup arguments, and batched commitments could decrease prover costs. Gov-
ernance and key-management frameworks for the NEMO, TSO, and MCO roles require
further development.

11. Conclusions

We presented a blockchain-based architecture that makes EUPHEMIA market cou-
pling auditable while preserving order and network confidentiality. The design publishes
commitments, selected outputs, and zero-knowledge proofs on-chain, keeping sensitive
inputs off-chain.

zk-STARKs fit this setting because they avoid trusted setup and support public ver-
ification under EUPHEMIA’s multi-jurisdictional governance. Estimated AIR sizes are
2,225,000 rows for worst-case NEMO order aggregation (EPEX SPOT) and 641 rows for an
RCC correction proof. The corresponding proving time of 1 to 30 s fits within the 27-min
residual window after EUPHEMIA execution. These figures are calibrated estimates, not
empirical measurements.

The proposed framework is intended to assist market regulators, NEMOs, RCCs, and
external auditors requiring independent verification of clearing processes. At present, the
framework addresses Market Order Aggregation and selected RCC sub-processes. End-
to-end welfare-maximization verification remains unattainable without public disclosure
of the complete algorithm. Prover implementation and end-to-end timing measurements
remain as future work.
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Abbreviations

The following abbreviations are used in this manuscript:

AIR Algebraic Intermediate Representation

ATC Available Transfer Capacity

CACM Capacity Allocation and Congestion Management

CRS Common Reference String

EUPHEMIA  Pan-European Hybrid Electricity Market Integration Algorithm
FRI Fast Reed-Solomon Interactive Oracle Proof of Proximity

IGM Individual Grid Model
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LDE Low-Degree Extension

MCO Market Coupling Operator

MPC Multi-Party Computation

NEMO Nominated Electricity Market Operator
NTC Net Transfer Capacity

RCC Regional Coordination Centre

TEE Trusted Execution Environment

TSO Transmission System Operator

XBID Cross-Border Intraday

ZKP Zero-Knowledge Proof

zk-SNARK Zero-Knowledge Succinct Non-Interactive Argument of Knowledge
zk-STARK Zero-Knowledge Scalable Transparent Argument of Knowledge
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